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BBeageHue

CTpemieHHEe TOCyAapcTBa M HEKOTOPHIX KOMMEPYECKHMX CTPYKTYp 3HATh BCE O KaX-
JIOM 4eJOBEKe B MOCieaHee BpeMsl HauMHAeT OTKPOBEHHO pasapaxkarh. Kak mpaBuio, Bce
NPUKPBIBAIOTCS OJNaropoJHBIMU LeNsIMU: OOpbOOH C MOLIEHHHMYECTBOM, TEPPOPHU3IMOM
u T. . M3BecTHO, 0OlHAKO, YTO OJarnMH HaMEpPEHUSIMU BBIMOIIEHA JAOpOra B aj.

N3naganpao MuTEepHET OBLT "TEeppuTOpHE CBOOONBI", €NMHCTBCHHBIM, MOXAaIyH, Me-
CTOM C IOJNHOW CcBOOOJOH clOBa, TAe KaXKABIM MMeN IPaBO BBICKAa3aTh CBOE MHEHHE.
Ceifuac )xe TEXHHYECKHH mporpecc paboTaeT MPOTHUB 3TOH camoil cBoOOABl — omyOnu-
KOBAJI 3aMETKYy BCBOEM 0JIOT€ — M KAH 3BOHKA B ABEPb...

Brpouem 3aKOHOMOCITYIIHBIM MOJIB30BATEISIM, MOXKET, U Heuero 0osTbes. Eciu 3a0bITh 0
cBoboje cinoBa, KoHe4yHO. bponn Ho MHTepHeTy, uuTail aHekIOThl, cMOTpHu ¢uiabmbl. Ho
3Hai, 4TO 3a KaXJbIM TBOUM InaroM — HaOmonaroT. U oco3HaHue 3TOW MCTHHBI pPeajbHO
O6ecut. B KOHIle KOHIIOB, y KaXJ0T0 €CTh MPAaBO Ha TalHy NMepenucKkHu U JUYHON xu3Hu. U
peanu3oBaTh €ro BaM IIOMOXXET 3Ta KHHTa, Kak pa3 M IOCBsLICHHAas aHOHUMHON u
Oe3omacHO# (BO BceX CMBICIAxX 3TOTO cioBa) padore B UHTepHeTe.

W3 nepeoii yacmu KHUTK BBl y3HaeTe, Kak CKpbITh cBOil [P-agpec, kak moceTuts cair,
3a0JIOKMPOBAHHBIA aAMUHHCTPATOPOM CETH, Kak 3amu¢poBarh nepenasaeMmpie mo Cern
JaHHbIC, TO3HAKOMHUTECh C RyMs CHCTEMaMH aHOHUMu3anuu Tpaduka: Tor u I2P.

Bmopas uacmby KHUTH MOCBSIIEHA 3aIIUTE 3MEKTPOHHOHN mouyTsl CHavama Mbl IEPEKPOEM
MIOTOKY CIamMa MyTh B CBOH IOYTOBBIH SIIHK, a 3aTeM pa30depeMcs, Kak 3allUTHTbH
nepenucky. bynyr paccMoTpeHsl Oe3omacHbIe COCAMHEHHUS, Mepegada IHCEeM 4Yepe3 CeTh
Tor, u kKOHEYHO *e, KpunTorpadus ¢ oTkpsITEIM KouoM (PGP).

Tpemvu wacms KHUTH TOMOJXET BaM 3alIUTUTh CBOM JOMAalIHWUH KOMIBIOTEP WU
JOMalIHIO ceTh. B Heil Mbl moroBopuMm o BeIOOpE XOpOLIEro aHTHBHpYca M OpaHaMayspa
(6ynyt paccmorpensl mporpamma Comodo Internet Security m cTaHmapTHBIH OpaHaMaysp
Windows 7). 3allMTHM JOMamIHIOK OECIpPOBOJHYIO CETh O T BTOPXKEHHH (a mobureneit
HNuaTtepuera "Ha mapy" octaBuM 0€3 TaKOBOTO), CO3JaIHM XOPOIIHWK MapoJib W HAYIHMCS
muppoBaTh JaHHBIE HA XKECTKOM AHMCKE ¢ MOMOMbI0 yTUIUTH TrueCrypt M cTaHAapTHBIX
cpenctB Windows 7.

Hy, a uemeepmass uacmb KHUTH TOMOXET BaM HE pacCeKpPeTHTh caMmoro cebs
MOJCKaXET. KaKue MPOrpamMMbl Jy4llle BCEr0 HMCIIOJIb30BaTh, €CJIU BbI JKEJIAETE OCTATHCS
AHOHHUMHBIM.


http://zadereyko.info/moi_publikacii/zaschita_dannuh_polzovatela.htm
http://zadereyko.info/besprovodnue_seti/besprovodnue_seti.htm
http://zadereyko.info/anonimnost_v_seti/anonimnost_v_seti.htm

BeedeHue

ITo oGolinuTe BHUMaHUEM U npunodcenus! B nepsom BBl MO3HAKOMHUTECH C IIPOTPAMMOM
AVZ u eme HECKOIbKMMHU MOJE3HBIMU yTUIHUTAMH, a BO 6mopom OyIeT pacCMOTpEHa
nporpamma Traffic Inspector, koTopas BecbMa NPUTOAUTCS AO0Ma, TOCKOJIbKY MO3BOJISET
O6oxkupoBaTh nocTyn K VIHTEpHETYy MO BpEeMEHHM CyTOK M IO ajpecy, — Balld JETH He
CMOT'YT TNOCETHTh 3a0JIOKMpOBaHHBIE ajJpeca WIM HCNOoJIb30BaTh MHTepHeT Houblo. K
CIIOBY , BO3MOXHOCTH, IIpeJOCTaBIsIeMble 3TOW mporpamMmMoi (OJIOKMPOBKa MO ajgpecy H
BpEMEHH), HMCIOTCSI BO MHOTHX OECHPOBOJAHBIX MapHIpyTH3aTOpax, U €CIU BHI
CYaCTJIIMBBIA 00yazaTeslb TAKOBOT'0, MOXXHO 000HTHCH U 0e3 3Toi nporpammbel. OgHaKo B
OOJBIIMHCTBE CIydyacB JOMa BCEro JHUIIb OJWH KOMIBIOTEP M HET HHUKAKOTO
MapHIpyTHU3aTopa.

YutaTtenu He NOOAT JIUHHBIX BBEACHUH HYaCTO TaKOBBIE HTHOPUPYIOT. IloaToMy
CUUTAl0, 4TO ceuac caMoe BpeMs MepeiTH K YTEHHIO KHUTHU.


http://zadereyko.info/ustroystvo_komputera/ustroystvo_komputera.htm

HYACTDb I

CKkpbiBaeMm
cBOe MeCTOHaxoXxaeHue
U nocewaem
3a0fIOKMpOBaHHbIE CaUThI

Bes nepeast vacmes ki nocBsuwcHa obecncucHe Bawcii aHoHMHOCTH B MHTCp-
nete. Bul v3nacTe, Kak ckpbIThb cBOii IP-agpec 1 cBOC MCCTOHAXOMIACHHC, KAK CKPLIThH OT
r1a3 aaMHHHUCTPATOPA CCTH [0CCIACMbIC BAMIt CAiTbl. Kak OOOMHTH “CPHbIIl CIIHMCOK
OpaHaMayIpa H NOCCTHTL 3a010KHPOBAHHBIT CAliT, KAK MPaBILILHO VIATITH CIVIKCOHVIO
nndopmaunio 6pay3cpa H MHOTOC Jpyroe.



MhaBa 1

Kak ctaTb aHOHUMHbIM
B UHTepHeTe?

1.1. AHOHUMHOCTb U Bbl

B noc:canee Bpemst MurepHer cranosuTes Bce MeHee aHOHMMHbiM. C 01HOIT cTopo-
HbI — BCCBO3MOKHBIC PCCYPCBI M BPCIOHOCHBLIC MPOrPaMMbl, COOHPAIOIHE PATHUHYIO
nHdopmattio 0 noawsosareac: [P-agpec, HMs, Moa, BO3PACT, MECTO KHTEILCTBA, HOMEP
TeacoHa. Takas HHOpMauHs MOKCT COOHPATBCH KAK SBHO (Bbl CC CaMi VKa3blBacTe,
3aM0.1HAS HA NOCCLWIACMBIN CAHTAX pPaziitiHbIC QOPMbI-BOMPOCHHKH), TaK H HCABHO. KO-
raa OHA OMPCACISACTCH HA OCHOBAHHI KOCBCHHBIX AAHHBIX (HATIPIIMCP, BAWC MCCTOHA-
XOKACHHC MPH MOCCLYCHHM TOrO HIM HHOrO CAiTa JACrko BbluncascTes no IP-aapecy
KOMMBIOTCPa, ¢ KoToporo Bhi samian B Murepuer). Bes 3ma undopyaiins Moxer codu-
PATLCA PABAHUHBIMIT CAITAMIL, HAMPHMEP A8 MOKa3a BaM PCKIAMHBLIX OOBABICHHIL, npH-
BS3AHHBIX K BALICMY MCCTY >KHTCIbCTBA. WM B 100bIX ApyTHX ueanx. C apyroii cropo-
Hbl — CHI0BbIC opradbl ¢ odopyaosanmem COPM (crcTema oneparHsHO-PO3BICKHBIX
MCPONPHATHIT), KOTOPOC BHCAPACTCA VAKC MHOTO JICT.

3aucm HY:KHA AHOHHMHOCTb B MHTCPHETC OOLIMHOMY 3AKOHOMOCIVLWIHOMY NOAb30BA-
Teao?!

NPUMEYAHHNE
B nobyxaeHna HeaakoHONOCNYLWHLIX Mbl 3aeCb YrNyBNATLCA He CTaHen. .

MMpiraseibl v BCEX CBOH, HO OT HHN 3aBHCAT CAOCOOBLI AOCTH KeHHs wean. B tada. 1.1
NPHBOAATCS HCCKOIBKO THIHUHBIN 3a1a4, KOTOPLIC PaHO HAH MO31HO MpIHXOAMTCS pe-
LWATh KAAKAOMY HHTCPHET-MO0.1b30BATC IO,

[Toxinaro, uTO NPHBCACHHBIC 33CCh CMOCOObI PCLICHMS MOCTABACHHON 3aJaui BaM
NOKA HE sSCHBL. YTO &, casoc BpeMst pasoOpaTbCsi CO BCCAM ITHMIT 3aY MHBIMIT HA3BAHMNS-
MIL. QHOHHMAII3CPBl. AHOHHMHBIC MPOKCH-CCPBCPLI H T. M.
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Tabnuya 1.1. [MpuyuKbl COXPaHEHUA aHOHUMHOCMU 8 MWmepHeme
3apava 3ayem? Cnocobbl peweHus

HyxHo pa3ogo
CKPEITL CBOW
IP-anpec

Bol npocTo He xoTuTe, yTobwl Baw IP-agpec
"aanucan” caiT, KOTopsli Bbl cobupaeTtecs
NOCETUTD.

Bropaa npuynHa — paau aKkcnepumeHTa,
Hanpumep, Bbl CO34anu CBOK CalT, CKaxem,
Ha http://narod.yandex.ru/, ycTaHosunm Ha
HEM CHETYMK U Tenepb XOTUTE NPOBEPUTL,
paGoTaer oK UNu KeT. ECNW Ha caiT Bol 3a-
xoauTe co cxkpuiToro IP-agpeca, sHavyexue
CHYETYMKA OCTAHETCR HeUaMeHHLIM, Koraa xe
8b! 3aiAeTe ¢ ucnonbsosaHuem IP-anpeca
OTKPLITOro, 3HaYeHue cueTimnka Byaer yse-
nu4yeHo

AHOHUMHBIE NPOKCH -
cepeepsl

AHOHWUMat3epbI

"CmeHa xurenscrea”

HekoTopble caiTbl paspellaoT 4oCTyn, ecnu
Baw IP-anpec OTHOCKUTCR K ONpeseneHHon
cTpaMe. MNMonsaoBaTenam Apyrux cTpau

AHOHUMHBIE NPOKCH-
cepsepbl

Pacnpegenexsasn
OCTYN Ha canT 3an eH
ReeTy el ceTb Tor
MocTosHHoE aHo- BepoaTHo, Bbl MNK CKpbiBalowKics Gnorrep Pacnpeaeneksasn
HUMHOE noceljeHne | (B nocnegHee Bpemsa — 3TO NONyNApHbIK poa | ceTe Tor
caiTos @ATENLHOCTH), UNK Xe NPOCTO He XOTUTe,
A ) i MpoexT I2P

YTobbl aAMUHKCTPATOP (Baweit o UCHON
ceTW WNW CETH NPOBaNZEpPa) y3Han, xakue
caliTel Bb noceujaete

HyXHO CKpBITL NO-
CeleHHBIe CalTel OT
rnaa konner w poa-
CTBEHHWKOB

Y Bac HET NapaHoin ¥ Bam BCE pasHo, cne-
OWT Nk 33 BaMW aAMUHKUCTPATOP, HO Bb! NPO-
CTO He XOTuTe, 4ToDbI BallW POACTBEHHUKN
WK KONNEMY Y3HANW, Ha Kakux canTax bl
ObiBaeTe

He HYXXHO HuKkakux
cneumanbHbiX CPEACTB,
AOCCTATOMHO NPABUNLHO
OYUCTHTL UCTOPHIO
Bpay3epa unu Ucnonb-
30BaTh pPeXuM NpuBaT-
HOro npocmoTpa tpay-
3epa Firefox. O6 aTom
ME NOTOBOPUM Aanee
B 3TOW rnage

HyXHO noceTuTb "3noi" agMUHUCTPATOP 3aKPbUN 4OCTYN K Pacnpegenexsas
3abNOKMpPOBAHHEIN OpHoknaccHukam wnu BKonTakTe? Pewenue, | ceTs Tor
ANMUHUCTPATOPOM Kak Beerga, ecrs!

CanT

3awudposaTtk BCO MHorpna aHoHMMHOro NoceuleHun canTos ma- | PacnpepnenenHas
nepenagasmyr sa- N0, BAXHO, YTOOL! HUKTO HE Y3HAN, Kakyw ceTb Tor

MU MHDOpMaUMIO

MHpOPMaUUIO Bbl NEPEaaBany 3TUM canTam
(Hanpumep, Kakue aHKeTHLHIe JaHHbIe yXadkl-
sanmu)
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1.2. AHOHUMan3epbl: cokpbiTHe IP-agpeca

IMpeacrasum, urto BB coOpanuch pazoeo ckpbiTh cBoii IP-aapec. 3auem 310 BaMm, MHe
Acna Her. CHUMao ¢ cebs BCAKYIO OTBETCTBCHHOCTb. €CIM BALIH LEAH HANT Bpaspes
¢ CYMICCTBYIOLIMM 3aKOHOAATeabcTBOM. Bee mbl momumm, uro PackonsHukoB cacnan
C MOMOLIBIO TONOPA. OAHAKO XOJIOAHBIM OPYKHEM TOMNOP HE CHHUTALCTCH. ..

U3 NTMYHOro OonsbITA...

B cBoe BpeMs aHOHWMaW3ep NOMOT MHE B BECbMA HEOPAWHAPHOW cuTyauun. Bee Mbl 3Ha-
€M, YTO NaKeThl, UCXOASLWME OT HALEero KOMNbITEpPa K KOMNbIoTepy HasHaueHws (seb-
cepBepy CailTa, KOTOPbIA Mbl XOTUM NOCETUTL), OTNPABNAIOTCA HE HANPAMYK, a NPOXOAAT
no onpegaenexHoMy MaplupyTy Yepes HeKoTOpoe KONUYeCTBO MaplupyTU3aTtopoBs. Tak BOT,
OAMH MapLUPYTU3aTOP Ha NYTH OT MOEBro KOMNLIOTEPa K MOEMY Xe CaiTy Bbilen U3 CTpos.
B peaynbTaTte A He MOr 3ailTK Ha CBOW CaWT, XOTA OH ObIN BNONHe QOCTYNEH, U Ha Hero Mor-
NW 32T NONL3OBATENW APYMMX NPOBAMAGPOR, NAKETLI KOTOPLIX NPOXOAUNM NO UHLIM Map-
wpyTam. XapaTte NoKa MaplupyTH3aToOp BOCCTAHOBAT MHE, PalyMeeTcs, He XOTenoch, no-
3TOMY A ¥ BOCNONB3OBANCA AHOHWUMAN3EpOM, YToBbI, BO-nepBbiX, YEeANTLCS B AOCTYNHOCTH
canra, a, BO-BTOPbLIX, NOCMOTPETb, YTO XE Ha HEM TBOPHTCA.

Hrak, uro xe npeacrasasier coboit anonuvanszep (anonymizer)? 1o Takoii caifr
B UnrepHere. Bl Ha Hero 3axoaure, BBOAUTE B CHECLMAIBHOE M0JE aJpec caiita, KOTo-
PBIiT XOTHTC NOCCTHTH AHOHMMHO, H BYaAs — BBl HA CAIITC, HO CANT 3amHcaT B CBOM MPO-
toko:bl He Baw [P-axpec, a aapec anonnmaiisepa. [pn nepexoae no cepuike takke QPuk-
cupvercs IP-aapec aHonmMmaiizepa — A0 TeX MOp, MOKAa Bbl HE 3AKPBUTH OKHO (MM
BKJIQAKY) Opayscpa, B KOTOPOM H3HAYAIbHO Obl1 OTKPHIT aHOHNMAisep. Beebma yaoduo,
a r1aBHOE — MPOCTO.

Haiiti noaxoasumii anoHnmaiizep Hecnoxkno — seeaure B Google 3anpoc axosu-
masisep (WIM anonymizer). H OVACT HAILICHO MHOKCCTBO CAHTOB. MPEJIOCTABIAOLINX
Takue yeayru, HekoTopeie u3 Hux — OecnaatHbie (OHH COACP/KATCA 3a CHET pa3Melac-
MOl PEKJIaMbl. KOTOPYIO Bbl BBIHVIICHBI NPOCMATPHBATD. 10/1b3YACh AHOHHMAI3EPOM).
32 HCMOJIb30BAHHE APVIHX MPHACTCH 3anIaTHT.

[Maarueiit wn Secrataeiii? Ecan BaM npocTo Ha10 aHOHMMHO MOCCTHTHL MApy CTpa-
HHYCK. BhIOHpaiiTe OecniaTHblii aHOHMMAI3ep. A BOT €C/IH Bbl XOTHTE HE MPOCTO noce-
THTh HCKHIl CaiiT, @ CLIC M CKAuaTh OTTYAA KaKyio-1100 mHbopmauuio, ayume suiOpaTsh
marHetil. JIeno B oM, uTo GecriaTHbie AHOHMMAIT3EPBI YACTO OrPAHNYHBAOT MAKCHMA/Tb-
HBIH pazMmep 3arpy:kaeMoro o0beKTa, — Mopoii BaM AaayT ckauyarsh anub 1-2 Moaiir, uro
MO COBPCMCHHBIM MCPKAaM OTKPOBCHHO Maa0. A BOT NIATHBIC PA3PCLIAOT CKAYHBATH
(aiibl B HECKOIBKO ACCATKOB M coTeH Mmeradaiir. Kpome Toro, HEkOTOpbIC MarHbie
AHOHMMAIT3ephl paspewaioT BuiOpats IP-aapec m3 amanaszona aapecoB ONMPEACICHHOI
crpanbl (1o BeISOpY), uTO MHOrAA noae3Ho (em. Taba. 1.1).

K 1ocToHHCTBAM aHOHMMAI3EPOB MOKHO OTHECTH:

0O yao0cTBO M MPOCTOTY MCMOAB30BAHHS — BAM HC MOHAJOOMTCH YCTAHABIHBATH J0-
MOJTHUTE/IbHOC MPOrpaMMHOE OOCCIICHEHHE, HE MPHACTCA BHOCHTH M3MCHCHHA B na-
pameTpsr Opaysepa wan cucteMsl, ITpocTo oTKpbIaH caifT aHoHMMAii3epa, BBEIN HY K-
Helii URL. u Baw IP-agpec ckpoir.
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BO3MOKHOCTb O/IOKMPOBKH OAHHEPOB — HCKOTOPBIC AHOHMMAII3EPBI A1 VMEHbILC-
HHs KOTMYECTBA HCHYXKHOI HHMOPMALMH, NMPONMYCKAaeMOil yepes UX cepeep. O10KH-
pyioT pekaamubie Oannepel. MHoraa sra GpyHKUMS CTAHOBUTCS AOCTYMHOI TOIBKO MO-
cne omarel. K coxaneHuio, GONbIMHCTBO OCCr/IaTHBIX AHOHHMAI3EPOB TOIBKO
A0GABSIOT CBOKO JAOMOTHHTCIBHYIO PCKIAMY . ..

A BoT HCAOCTATKOB ¥V anommai’mcpoa OYCHb MHOrO:

HE BBHINOAHACTCA WHPPOBAHKE NEPEAABACMBIX JAHHBIX — Ja. C MOMOLIBIO AHOHMMAii-
3¢pa Bbl MOXKETC CKpBITH CBOil IP-aapec — mocemaemmiit Bamu caiit "zanmomunt"
IP-azpec aHoHMMaiizepa. HO He Baw. Ho or BeeBMAALIEro OKAa aAMHHHCTPATOPA BaM
He CKPBITBCA. OH HE TOABKO CMOMKET JCTKO BBIMHCIHTH, KAKHE CAlTh BbI MOCEMIATH,
HO M NPH JKCJIAHUH MEPEXBATHT NEPEIABACMYIO HHPOPMALMIO (HANPHMED. AHKETHBIC
JAHHBIC. KOTOPBIC Bbl OCTAB/AAH Ha caiite). Tak 4ro aHoHHMMaiizepbl HEe obecneynBa-
HOT MOJIHOH AHOHMMHOCTH,

HE Beeraa MoxkHO BeiOpars [P-aapec HyKHOI CTpaHBl — MPEANONOKHM, UTO AHOHH-
maiizep naxoautcs B CIIA. M ecan Bbl MOMBITagTeCh € €10 MOMOLIBIO 3AiTH Ha CaiiT,
KOTOPBIi PaspeiuacT AOCTYT NOAb30BATCISAM TOIBKO, CKaxkeMm, w3 ['epmanun, To y Bac
HHYEro He noavuures — seab IP-aapec 6yvaer amepukanckuii. Paau cnpaseanusocTi
HY/KHO OTMCTHTB, YTO HCKOTOPBIC AHOHHMAaiizepbl mpeanaraior BeiOpars IP-agpec
HY’KHOIT CTPaHbI, HO 3TO 0OJIbIIEC MCKIKOUCHHE. YEM NMPABHIO. A M HEe (aKT. 4TO HY*K-
HaA BaM CTPAHA OKAXKETCA B CITHCKE:

HC BCCrjia CKOpOCTb AHOHHMHOIO 30CTVna 6_\',-'.10T BBICOKOI — TYT BCC 3aBHCHT OT 3a-
rPV3KH CEPBEPA AHOHUMAIIZEPA M OT TOroO. KAk OBICTPO MAKETHI OT BALICIO KOMIBIOTE-
pa nepeaaoTCs Ha CepBep aHOHHMMAITIepa (TO €CTh BAXKHA CKOPOCTh MEPEAAUH JAHHBIX
MEIKAY BALIMM KOMIBIOTCPOM H CEPBEPOM aHOHMMaiisepa). Bnpouewm, Bee cpeacrsa
obecneyeHns aHOHMMHOCTH CHHJKAIOT CKOPOCTh COCAMHCHHA., M Bbl JO/KHBI OBIThH
K 3TOMY FOTOBBI;

OrpaHHYCHHE pasMepa rnepekaunsacMbiX (aitioB — 00 3TOM Mbl VKE I'OBOPHIIH, M0-
ITOMY HE BHJKY CMBIC]IA MOBTOPATHCA, — HE CIACAVET HAACATHCA. YTO Bbl CKA4acTe
UEPE3 AHOHUMAI3CP NHPATCKHit (PribM 00BEMOM B HECKO/ILKO rurabaiir,

HCT FapaHTHIl — HUKTO HE rapaHTHPYET, YTO AHOHMMAI3EPB! (2 MX OrPOMHOE KOIM-
YECTBO) HE 3aMHMCBIBAIOT AAPECA CAHTOB, KOTOPHIC BbI MOCCINACTE, M HE NMEPEAAIOT Mo-
TOM 3aHHTCPCCOBAHHBIM JTHLIAM. ..

TMoabITokHBaA OTMETHM: AHOHMMAIT3EPBI NOJOHAVT A/t COKpbITHA Bawero [P-aapeca —

VAQICHHBIH CAT HE CMOXKET ero onpeaeantsb. Ho 114 obecneyeHns noaHoi aHOHMMHO-
CTH OHH HC NOAXOMAT — AAMHHHUCTPATOPbI CMOIYT BbIUHCIMTb, KAKHUE CaifThl Bbl NOCE-
WA, H JaKe NMOCMOTPETh, KAKHE JAHHBIC BBl MEPeiaBanu 3THUM caiiTaMm (MOCKOIbKY
AHOHHUMAIT3CPhl HE MPOM3BOAT IN(PPOBAHNE JAHHBIX).

Kak azMuHHCTpaTOp BHIMHUCINT CAlfTbl. KOTOpbIC BBl nocetam? OueHb npocto. AHOHH-

Maii3ep Mepe3antCchiBACT BCE CCHUTKH CaiTa. KOTOPBIC Bbl XOTHTE MOCCTHTD. 100aBIAs B HX
HA4a10 CBOH aapec (4roObl CCbiIKa ObLIA OTKPBITA HE HAMPAMVIO, A YCPE3 AHOHMMAITICP).
A 3awen Ha NOMVJIMPHBII AHOHMMAITCP aNONYMOUSE.0rg i UCPE3 HEro — HA CBOM Caifr
www.dkws.org.ua. B crpoke aapeca 6paysepa s yeuaen cneayrowmii URL (pue. 1.1):

http://anonymouse.org/cgi-bin/anon-www.cgi/http://www.dkws.org.ua/
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Puc. 1.1. MpocMoTp cavTa Yepes anonymouse.org: aHoHumansep aobasmn
Sonkwon peknamHbin BaxHep

I1a Ke CTPOKA MONAICT B XKYPHANB! aAMHUHHCTPaTopa Baweii cetn. Kak Buanre, Bbi-
YHCIMTH, KAKHE CAiThl BBl MOCELIANH, HE COCTAB/IACT HHKakoro Tpyaa. boaee Toro. no
TAKHM CCBUIKAM AIMHUHHCTPATOP Y3HACT, KAKHC CAITHI Bbl MOCCLIANH AHOHHUMHO, M NOii-
MCT, YTO K 3THM CaifTaM y Bac ¢crb noseiicHHbIT HHTCpec. [losepete, emy OyacT o uem
paccKasaTh BAWICMY HAYAILCTBY...

1.3. AHOHMMHBbIE NPOKCU-CepBepPbl: COKPbITUE
IP-agpeca u MecToHaxoXxaeHus

C nmoMOUIBK0 aHOHMMAlT3epa CKPBIBACTCA HEe TOMbKO Baw IP-aapec. HO M Bawie MecToHa-
xozacHue. onpeaensemoe no [P-aapecy. Ho nHoraa Hy:KHO CKpbiTh MECTOHAXOKACHHE 6O~
nee rudko, a mmenHo — nonvunts [P-aapec onpeaencnnoit crpanst. Kak npasiio, k takum
Mepam npuOCTaloT NOIB30BATCIH, KOTOPBIM HYZKHO MOCCTHTH OFPAHHYHBACMBIC CAIThI.

N3 NUYHOro onNsITA...

HeT, Hukakux meicnei o sanome! Takas onepauus wHoraa bnisaeT HeoOXOAWMMON caMmbiM 3a-
KOHONOCNYLWHbIM nonb3osatensam. B 2009-om rogy | CTONKHYNCA C aHEKQOTUYECKOW CUTYaum-
el Kpynsellumia ykpauHexkuin npoeaiinep "Yxprenekom" nenonssosan IP-agpeca us guanaso-
Ha NOKAOHCKOrO npoBaitaepa. B peaynsrarte, Korga nonskaosarenu "Ykprenekoma' saxoqunu
Ha YKPaWHCKKE CalTbl, UX CUCTEMbI CTATUCTUKN CHMTANM, NTO NONbLIOBATENDL NPUWeEN u3 Benu-
KOOPUTaHUK. A HEKOTODLIE HalWK 0COBO NATPUOTUHECKME CANTLI OFPAHUYMBAIOT JOCTYN BCeX
3apybexHbix nonb3osaTenei. Hy HaRo Xe — Kynun VIHTEPHET Y KPYNHERLLEro HaUMOHanNbHOro
nposanaepa, a 8cs crpaHa cuutaeT Teba yyxakom. Kak ceivac obcrosT aena y "Ykpreneko-
Mma" He UHTepeCOBarcs, HO B TO BpeMA CUTyauuA Oblna BNONKe peansHoi.
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Buibpath cTpaHy NpPOKHBAHHA MOKHO C TOMOIIBIO AHOHHMHBIX HPOKCU-CEPEEPOE.
Oanako nmpeskae. YeM pasdupaTbes ¢ AHOHHMHBIMH NMPOKCH-CEPBEPAMM. TIOTOBOPHM CHa-
yasa 00 MPOKCH-CePBEPax OOBIYHBIX.

1.3.1. NMpokcu-cepsep — 4T0 3T0?

Hrak, uro Takoc npoxcu-cepsep? D10 y3¢a CCTH, CAVIKAWMIT 18 K3LWHPOBAHIS HH-
(opmamH M OrpaHHUCHHS A0CTYNA B CTh. IIpOKCH-CCPBCPBI YCTAHABAMBAIOTCS KaK aj-
MUHHCTPATOPAMH JIOKAABHOI CCTH A8l HYIK €€ caMoil, Tak u nposaiigepamu MuTepHera
A7SL HY7K BCCX MX KJAHCHTOB,

Mnys i [P-aapec npokceu-cepBepa MOKHO 3aHECTH B HACTPOiiku Opaysepa. B pe-
3yabTaTe Opayicp OyacT o0pawmarses K KakoMy-1100 y3iy CCTH HC HAMpSIMYK, a ucpes3
npokcu-cepsep (1o ecrth 3anpoc OyiaeT nepeiasaTbCs CHAYANA HA MPOKCH-CEPBEP).
A NPOKCH-CEPBEP YIKE MOKCT 3AMPOCHTD MMs MOIL30BATC/IA M NAPOIb (CCAH TAKOE MOBEC-
JACHHE 321 AAMHHHCTPATOP NPOKCH) M TOJBKO MOTOM MNPEAOCTABHTL I10/1b30BATEIIIO
AOCTYI K Y31Y.

Hekoropbie 1€HHBbBIC AAMHHHCTPATOPB! CAMOC/IbHBIX JIOKAIbHBIX CETCH NPHMEHAIOT
NPOKCH U1t OPAHMUCHMS J0CTYNA CBOMX nosb3osareicii k Marepuery, nockoneky 6onee
CJIOZKHBIC MCTOAbI MM PEATH30BbIBATE HCOXOTA (H/IH SIKOHOMHHYECKH HELIEIECO00PasHO).

Oanako GONBLIMHCTBO MPOKCH-CEPBEPOB HMCIOIB3YIOTCH HE A/ ayreHTHHKaumu,
a A7 KIWHPOBaHUA cTpanuil. bpayviep oOpamaerces K NPOKCH-CEPBEPY M MEPEaaET aapec
CTPaHHIIBI, KOTOPYIO XOYET MPOCMOTPETh Moab3oBaTeb. Ecan Takas cTpannua mveercs
B K3LUE NPOKCH-CEPBEPA (A 3TO BO3MOKHO, €C/IH 3TY CTPAHHULY HCAABHO KTO-TO M3 I10/1b-
30BATE/CH CETH YIKE NMPOCMATPHBAI), TO MPOKCH-CEPBEP CPa3y NEPEAACT €¢ MOIb30BATE-
mo. B pesvasraTe obpamenne K YAATCHHOMY Y31V AaKe HE MPOH3BOAMTCH, YTO CHHIKACT
HArpy3KY Ha MHTCPHET-KAHA, DKOHOMMT ACHBIH, PECYPCHI VAAICHHOTO Y371a W MOBbIlIA-
et ckopocts goctyna Kk Mureprery. QaHo 4¢€10 nepeaars AaHHBIC N0 JOKAIbHOM CETH,
rAC CKOpocTs cocanHeHus aoxoant a0 1000 Mour/c (B cayuace ¢ Gigabit Ethemct), apy-
roe¢ Je0 — MepeaaTh AAHHbIC MO HHTEPHET-KAHATY, I¢ CKOPOCTh J0CTYNA MOPOI HIKE
5 Mour/c (Hy. 1m4HO s H30a10BaH CBOMM MpPOBAIiACPOM ¢ ero ckopocTbio S0 MouTt/c. a Bot
€OCCA HCYAAUHO BIOpAI NPOBaiACpa M JOBOILCTBYCTCS CKOPOCTBIO Beero 2 Mout/c).

JlansHeiimee pasBHTHE MPOKCH-CCPBCPOB — Apospaynbie npoxcu-cepeepnl. CyTh HX 3a-
K/TIOMACTCH B TOM, 4TO BECh BEO-TpaduK ¢ nOMOMBIO npasua OpaHaMay3pa CeTH NEepeHa-
MPABIIACTCS HA MPOKCH-CCPBCP, B PC3YIABTATE UCTO YCKOPACTCS AOCTYI K MPOK3IHPOBAH-
HbIM CTPAHHLAM M VCTPAHNCTCH HCOOXOAMMOCTb HACTPAMBATL OTAC/ABHO  KAuKIblil
K/THCHTCKHIT KOMIBIOTCP (TOUHCC, KA Abli Opav3ep HA KAKI0M KIHCHTCKOM KOMIBKTCPC).

1.3.2. HacTpavBaeM aHOHUMHbIW NPOKCU-CepBep

Tenepb BepHEMCH K PACCMOTPCHHIO anonumubix npokxcu-cepeepoe. Kak npasuiio.
AHOHHMHBIIT NPOKCH-CEPBEP — 3TO OOBIYHbII MPOKCH-CEPBEP, HO HENPABHILHO HACTPO-
CHHBIIT. AMHHHCTPATOPBI TAKHX CCPBECPOB 3a0BIBAIOT 3aMPETHTH JOCTYI K CBOEMY Cep-
Bepy 4y:kuM yanam. Bripouem. ectb v myGimuHbie (OTKPBITHIC) MPOKCH, KOTOPLIC HaME-
PEHHO Pa3peIlaloT AOCTYIT BCEM JKETAIOLIHM.

Jas obecneucHus: aHOHMMHOCTH BaM HY/KHO npocto ykasare IP-aapec Takoro npo-
KCH-CepBEpa B HACTpoiikax Gpay3epa.
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[ae aocrare aapec anonmmuoro npokcn? CnHMCKH TaKNMX aapecoB MyOMHMKYVIOTCH
Ha PasnMYHBIX pecypceax — Hanpumep. Ha http://www.cooleasy.com/. Tax Bbl Haiizere
IP-aapeca npoxcu-cepsepos u3 pasubix crpad (puc. 1.2). Jonoaumreashsic IP-aapeca
MOZKHO HAITH [10 3aMnpocy Free proxy. Euie oamuu noaesuswiii caitr: http://spys.ru/aproxy/.

c e B A
Free Proxies, Public Proxy Lists g

Wowme] [Fone Wb Prany] (A7 Fanbinmmens sariables] [Pravsdedge] [TF oo Cty)
vo row . (1} )

2
s

r2zeeeez2i
3

W -

Puc. 1.2, Cnucku aHOHUMHEIX NPOKCH

NPUMEYAHMNE

Keratw, Ha cante www.cooleasy.com ecTb W COOGCTBEHHLIR aHOHMMaNaep:
http://www.cooleasy.com/webproxy/.

Haiiaa 3aperusiii IP-aapec, nponumnte ero B HacTpoiikax Opaysepa.

B Internet Explorer a:1s 31010 HyHO BbINOAHHUTD CACAVIOMC ACHCTBHA:

Bribepute komanay menio Cepeuc | Ceoiictea obospesarens.

IMepeitanre Ha Bkaaaky Moaxmouenus (puc. 1.3).

Haxvunre knonky Hacrpoiika cern. B otkpeiBmiemca oxkue (puc. 1.4) ycranosure
praxoxk Menoab3zoBaTs NPoOKCH-cepBeEp AJS JOKAABLHBIX NMOAKIIO4ennii (He npu-
mMensieTcs aas KommyTupyemsix wan VPN-noakawouenmii).

Beeaurre IP-aapec npoken-cepeepa i ero nopt. OGbIMHO NOPT VKA3bIBACTCH B CIHUCKE MPO-
KCH B OTACABLHON KOJOHKC WIH HCpe3 aBocTouMe —— Hampumep, 192.168.2.100:3128
(3aech 3128 — nomep nopra). Cranaaprabie Homepa nopros s npokeu: 80, 3128,
8080.

Jlnst YCTaHOBKHM PA3HBIX MPOKCH U1 paznuyHbiX cereBbix pecypeos (HTTP, FIP u . 1))
HAAKMHTE KHONKY JlonosinnTesibHO 11 BBEINTE COOTBETCTBYIOUIHE aapeca (puc. 1.5)
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X MNTEpre Ty WemOuTe ATY KHONKY,

HACTDOMKS KOMMYTHDYSMOTD CORSMMEIIR M ST YArDeX
GACTHX CETER

LLiEmaerre )40ney HECTPXIKA" A0 HaCTPoiat omoogn; v
MOOKOA-CEDBE0A ANA STON0 NONKIIOMNEHUE, e

(3) MIOr 38 HE MO NGICEATS KOMYY THDVEEE NOAKNOUES
HOMONSICEE TS NP OTCYTCTEM D0R MO X CHTH

BCOras MONOMLIDBATE DOVMRTOR 1O YOI anh NOSKINCHIe

Yo M TCyTCTRYSY ymomiasue

HACTDOMKA NADIMETNOS NOKANLHON CETH
wmm&m&
L78 NOAKNOUEINE YA 0 20CT A, [lrs

HATT DO KOMMYTHDYEMOO CORRINENT

WENGMTE KHONKY HacTposa®,
DINORINEIINIO BRAle,

o) [Lomee. ] |t |

Puc. 1.3. Ceoncrea obospesartens: sknagka MNoaxknioveHna

MWMMWW
NPMMEMAETCR LNR KOMMYTHDYEMEX Wt

Aspec: Mopy: 80 | Qonommensmo |

P T e L]
Nl

(o< || omes |

Puc. 1.4, OxHO HaCTPOWKWM NapPaMeTPOB NOKaNbHOM CeTH
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Puc. 1.5. OxHo napameTpos npokcu-cepaepa

o T o ﬂ @

| Ocnosrme vB_tfwm Cmp:nuoe l'bnnoxenu l'buu‘mocn 3augra

e Cemn | Obromneran | Iingposarne |

Coegmmenne

Hecrpoiire nzpamerpes coegunerms Firefox ¢ Verreprer

AzTomommoe XpaHInwe
Baw s ceitvac sanmaer wa ancee 441 ME
U] Ommosuts smrosamveccoe wum e

Vicngnuiosars nog xsu we Gosse 10-‘4 ME 1 atcee

7| Wudopamporars, xora 066-Cailt npocnT PRIPELIoam COPIsiNTh AIMHEE A5 WINOAMIOEIHIA
T B SETOMOMBOM pEXMMNE

Cagayroupte peb-Cadme COXparnmni Janiaie ANA PABOTH B MTONCMINOM PEsIIE:

Puc. 1.6. OxHo HacTpoek Firefox
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B Google Chrome noc:1e08areabHOCTD ACHCTBHIT OYACT HHOIL

|. HaxMATC KHONKY BBI30Ba CTPAHMILI HACTPOCK (C M300PaXKCHHEM racyHOTO KIK04a).

2. W3 otkpeiBuicrocs oxkua Beibepure komanay Iapamerpsr.

3. Tlepeitaure B pazacn Pacumpennpre, HaxMute KHONKY HM3menuTs HacTpoiiku
NPOKCH-cepBepa.

4. OrkpoeTtcsa y:ke 3HakoMoe OKHO (cM. puc. 1.5) mapamerpo Gpaysepa IE (Gpaysep
Google Chrome ucnonesyer Hexoropsie Hactpoiiku 1E). [lance nocacaosareabHOCTh
AciicTBHii Taka ke, kak 1 aan IE.

Ecan v Bac Firefox:

1. Buibepure komanay menio Firefox | Hacrpoiikn | Hacrpoiikn.

2. IMepeitamre va Bnaaky Cers (puc. 1.6).

3. Hasyure kvonky Hacrponrts. B orkpeiBuiemest okxe (puc. 1.7) suibepure Pyunas

Hacrpoiika cepuca npokcu u Beeante B note HTTP npoxen IP-aapec npokcn-

CCPBEpA M Cro nopr.

IMons3oBaTensm Gpayzepa Opera HYAKHO BBINOTHHTD CAEAVIOUHE ACHCTBHA:

Beibpate komanay Opera | Hactpoiikn | O6ume nacpoiikm.

TMepeiiti Ha Bkaaaky Pacumpennsie, 3arem — B pasaen Cers (puc. 1.8).

Haxats knonky Ipoxcn-cepsepnr.

B otkpeiBmiemcs oxue BeiOpate KongurypupoBats npokcu-cepBep BpPY4YHYHO H

ssecti B noae HTTP aapec npokeu-cepeepa. a 8 noae [opr — cro nopr (puc. 1.9).

P D

Hacrpodina npoxcs ans aocryna & Mnrepuer
~ bes npoxcu
WECKM ONPEACNATE HACTPORKM NPOXCH ANR ITOH CeTr

) Mcnogs308ats CHCTEMMEIE HACTPOM NPOKTH
9 Pyuman HACTPORKA CEPENCA NPOKCH

HTTP npoxgm: Ngpr:

| Micnons308aTs ITOT NPOKCH- CLPBEP ANR BCEX NPOTOKDAOD
SSL npoxcm: Mog™:
FTP npoxe: Dopr:
Yaen SOCKS: Mopx:

SOCKS4 @ SOCKSS
He ncnonezoears npoxcn gna:  localhost, 127.00.1
Mpumep: .mozilla-russia.org, .net.nz, 192.168.1.0/24
) URL 2BTOMITHHECKON HACTRONKH CEPENCa NPOKCIT

Ofncenme

Cppaexa }

Puc. 1.7. NapameTpul coegmuHenns
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HICTROiirTe NPoxcin-COPREpi, ACAM 18 MAIBETE NPARICTO NOAKMIOUE IS X
Wrrepuwer

l Mpowcu-cepeepon.. |

Yasonre, kyaa nepezoayms Opera Npu 2803 QUMHCTIEHHOTO CN0SA §
none aapecs

[V Koanporan mevaymipompoee 0ed-apieca ¢ UTFS

[¥) Ompaenste gdreieee © CORASIOWRTICA CTPSMHLE

[V BarmoumnTe aETOMITHUCCKOE NEPEMINDATALHNE

[¥ Brmounts recoosnupcrmposanme

Yucno nogumouenil k cepoepy: 16 (no ymonyanmo)

Ofuyes unend NOAOME-MIE 64 (0 ymonuskms)

Omvena |

8 Konpurypuposams nporcu-cepeep Bpysmy:
Mpororan Mpoxcw-cepeep
) HTTR:
VICNONMI0RETE PPOKCH AN 80 NPOTOCON0E
7] MTTRS
TIFP

I sOCks

1] Menons3osars MPOKCH AN MOKANLH X CEpeepot

) AsTomaTiueckas KOnDUryPILME NPOKCH-CEPEEpa

Noxaneneist nyme wan teb-aapec $ailas azTo-HACTRORN NPOKCH
(PAC)

|| omema || Copsems |

Puc. 1.9, MNapameTpu npokcu-cepaepa
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1.3.3. 1oOCTOMHCTBA U HEQOCTaTKU
aHOHUMHbIX NPOKCU-cepBepoB

OcoObIX MPenMYIIECTB Nepel AHOHNMAI3EPAMH Y AHOHUMHBIX TIPOKCH-CEPBEPOB HET,
€C/IM HE CHMTATDb TOr'0, YTO Bbl MOKCTE BHIOPATh AHOHMMHBII MPOKCH € HYKHbIM Bam [P-
aapecoM. A BOT HCAOCTATKOB AOCTATOUHO:

0 HEMNOCTOAHCTBO — KAK VK€ OTMEYANOCh. HEKOTOPBIC AHOHHMMHBIC MPOKCH-CEPBEPHI
3TO MJIOX0 HACTPOCHHBIC 00BIuHBbIC. KOraa aaMuHHCTPATOp MOIMCT, YTO Cro MPOKCH
HCTIOIB3VETCA B KA4eCTBE MyOAHYHOrO (AHOHHMHOIO), OH 3aKPOET AOCTVI, H BbI
00/1bLIE HE CMOKETE HCNOAb30BaTh npusbiuHbi [P-agpec;

O HH3Kax CKOPOCTb JOCTVIA — MOA00paTh AHOHHMHBII MPOKCH C BHICOKOI CKOPOCTBIO
AOCTYTIA HC BCCTAA MOIVUACTCS,

0 He BCC AHOHHUMHBIC TPOKCH ABJIOTCH B NOTHOM CMBIC/IC C/I0BA AHOHMMHBIMH — HE-
KOTOPBIC M3 HIX MCPCAAIOT Y37y B 3aronoBkax sanpoca saw IP-agpec. K tomy xe Her
HHKAKOH rapaHTHH, YTO TAKHEC NPOKCH HE BEAYT KYPHAI MOCCUICHHIT H HE nepeckiaa-
HOT 3TY HH(POPMALMIO TPETHHM JTHLAM,

0 naHHBIC TEpeaAKOTCs NO He3awn(poBaHHOMY KaHATY — CTano ObITh CYUICCTBVET
BO3MOKHOCTb TNCPCXBATHTB MCPCAABACMBIC BaMu JaHHbIC. HEKOTOpBIC aHOHMMHBIC
MPOKCH WH(PVIOT COSAHHECHUA. HO OHH. KaK MPaBH.IO. TPEOVIOT OMN/IaThi.
Heoanosnauno u ¢ 00BEMOM MCPCAABACMBIX JAHHBIX — HCKOTOPBIC MPOKCH MOTYT

OrpaHH4MBaTh €ro. a HeKoTopeie — HeT. Ecam npokcn saBasercs myOau4HbIM H3-3a

omndKH AAMHHHCTPATOPA, nepeava 0onpmux 00beMoB HHOpMALMH MOKET ObITh 3a-

MCYCHA AAMHHHCTPATOPOM. ..

1.4. JlokanbHass aHOHUMHOCTb

YacTo noapsoBateasm OBIBACT BCC PABHO, CIACANT JH 32 HUMH TPO3HBIH 4 IMHHHCTPA-
TOp MAH KTo-11b0 eue. [IagHoe, 4ToObl KOLIErH No paboTe HAH POACTBEHHHKH HE BH-
ACH, KAKHE CAHTBI MOCCLIATNCH C HX JOKAIBHOIO KOMIBIOTCPA.

TTpocTo OYHMCTHTE MCTOPHIO MOCCUICHHIT MO, BEIb OCTAIOTCH €lie M "KOCBEHHBIC
VAHKH" — [pH 3arpy3Ke CTPAHHMLL MX KOIMHH M KOMUH H300paskeHuii u Apyrux 00beKToB,
BHECAPCHHBIX B CTPAHHILY, COXPAHAIOTCS B JOKAIBHOM Katie Opaysepa. INpoanannsuposas
3TOT K3, a Takxke cocras Cookies M COXPAHCHHBIC MAPOJIM. MOKHO Y3HATh. HA KAKHX
caifTax Bl OBIBATH M KAKHC CTPAHHLBI MOCCLIATH,

PazGepemcs, Kak NMpaBHABHO OYHCTHTH NpHBATHBIC AaHHbic Opayzepa. Hawnem ¢
Google Chrome:

1. Haxyure komGunaumio kaasuw <Ctrl>+<Shift>+<Delete>.
2. B orkpeiBmemcs okHe (puc. 1.10) yeraHosute Bee QuakKu H HAUKMHTE KHOMKY Yaa-

JIHTH JaHHBIE 0 MPOCMOTPEHHBIX CTPAHHIAX.

B 6payvicpe Firefox nmepea noceieHieM noA03pHTCABHBIX CAITOB IVULIC BCCTO Bbi-
Opare komanay Firefox | Hauare npusarubiii npocmorp (puc. 1.11). D1o onrumans-
HOC PCIICHHE, MOCKOABKY VAAACHHE HHPOPMALMH O MPOCMOTPEHHBIX CTPAHHLIAX MOJKET
BBI3BATh MOJ03PCHHE H HCKOTOPBIC HEY100CTBA — BeAb OVACT VIANCHA BCA HCTOPHSA, BCC
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nmapoan. A B PCKHMC MPHBATHOIO MPOCMOTPA MCTOPHS, NMAPOAH M ApYrue "yauku" He
coxpansiiores. OaHAKO HE MyTANHTE PeKUM NPHBATHONO MPOCMOTPA ¢ AHOHHMHOCTBIO ——
npocto Opaysep He OVACT COXPAHATH MCTOPHIO NMOCCIUCHMIT M APYVIHC CayxeOHbIC JaH-
HBIC, HO VAQICHHbIH V3¢ CMOKCT noayunts Baw [P-aapec.

ONNETHTL JaKKHble npocmoTpos

YAGNHTL YA HIDKS INOMONTM. | 38 NPOWAAWII Hac

[¥] Oustcnite weTopsio npecmorpos
[¥] Owmenm weTopmo 3arpyaok

[¥] Ouscnime oW

¥ Yaanure gaitne cookie i ApyrHe NaHKwe CANTOB W NOAKTIOUAEMEX MOSY NS
(9] Ounenm, coxpaserasg naponn

[¥] OunicTiTL COXpaneHHEs® SanHbIe BTOZAN0NHENMA Oopy

YASNHTE Z3HASE O NPOCMOTREHHEIX CTPaMHUEX | Otmexs [

Pwuc. 1.10. 3ameTaem cnepnl B Google Chrome

Hoeas skaaaxa * 1 Saxnagm »
¥ Hauare npuestieii npocmotp Xypran 4
Nocsxa § » 3arpyzen [
Hain... & Joncnnenws
Coxpanum Kax... Hacrpoim ¥
OTmnpasuTs CCoinKy.. Cnpaexa L4
= Newars.. v
Beb-pazpaborra >
Moanbiit 3xpan
Hacrpours Sync... -
B Beooa

Puc. 1.11. Pexxmm npusartroro npocmorpa 8 Firefox

B Gpaysepe Opera HyxHO nepeiiti Ha BkIaaky PacuinpenHbie yike 3HAKOMOro OKHa
Hactpoek (em. puc. |.8), 3arem — B pazaea Heropusi. A tam Haxkats 00¢ kHonku Oun-
cruTe (puc. 1.12).

B Internet Explorer otkpoiite okno CsoiicrBa obo3pesarens u Ha Bkiaake Ofume
(puc. 1.13) naxvure kHonky Yaaaurs. B orkpeiBuencs okue (puc. 1.14) yeranosure
BCC (PAAKKH ¥ HAKMUTC KHONKY YAAIHTD.,
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Qoenne | Gopunm | Nonce| Bet-crpammn Prciinprmns |

Um_uw 32rovnraTs NOCSLIENNLIE AZD2Ca LIR MCTODI ¥ AETOIANONMErMA

Mossuer, aspecon: 1000 v Cm J
V1 Noamrmaims COMCPIMMOE NOCSLENNEN CTPa-NY

Aot GO 0 OrUGHEMENMN CPANMLIN FEW DESTOPHOM E¥ ROC I
Opecs conpanses Cxpisen p # ©xil

ows 9 navsmw ADTOMITWECKH

Ascrsend ow: TR v

71 Owntiere rpa srooge

Tipootpams, cEHIENAACE A B CEEBERE CODINENHAN § ©NL CTPITR
Npovepare aoxysentail Kanzme 5 sumyr
Npoeepar rofproenns

PEITEN

LAorairnn Crpeas
Srofici COSA0TL SXNAANA, BOAZNTE KX M3 2APECOS C
WIBOH CTPOKH.
aboutblank

| Zecmss | goosea || mga |
HCToous rpoowTpe

\ Yastere spese-rec GNINS, ITOOW TDODOTDE,
50 K0 DNINON, MNCHMEHAX NADONE 1 Aikeac 1O S5 Dopn.

|} Yaarsemy xyoean oS0 0ess T e now Sawaode

[ vaaven... || Dopwarpn |
Nowox. —
p HACTPOMG PHANI8 ANR NVOA.
Bacrans

T acTooi ecaasox B oTobpRee

| com—
Npeacroorerse

[ users | e || upetme || Qeoomomse |

N I

Puc. 1.13. Cpowncrea obospesatens Internet Explorer
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17/ Coxpamme aanmue 6parmnix 0c6-yInoe,
Coxpanerie Xyot-Saitnos w spenereec GNN0S MTepreTa,
POIONMOLUMX MIbpaream sel-y 1 COPIITS NEDEETIR
oTofpavaTecr BucTpee.

V| Bpessenmbie dains Wuteprera

MPSANONTEINNT, RINEVIED, PENMITRAMONIAK ADPRAX O DXOSE,
V] Wypean
Crumcos Paree NoCouIersadx uﬁ-yanu.

|| Qaweee neb-dopm
Coxpx * = & peb-opre,

|| laponu
COXPIHENHDE NEPOI, BETONSTIMECH! BEOLILNECE NN BXDLE
D PINee NOCOWDBIMSICS Deb-yien.

| Rapmsie mastpawm InPrivate
COXDIHEHHEE N3HHDE, MINOTBIYEre OyHisws GusTRIuw
InPrivate AAR COPERCACINIR NECT 1a Nel 22K, XOTODWE HOryT
MOAZEDGHBATD SUTOMSTHNEOONE O5NEH COEAEMIEIN O NOCSULIEIMRY.

yaamme || Owens |

Puc. 1.14. Yaansem ncropuo o6zopa

MNPUMEYAHNE

M Tem He meHee, fgaxe ecnu Bbl yaanuTe BpeMmeHHule dainsl (kaw bpayaepa), Cookies,
COXPaHEHHbIE Naponu u aApyre cnyxebHble AaHHble, coxpaHsemblie Gpay3epom, 3TO He
obecneynTt BaM UCTUHHOM AHOHMMHOCTHM, NOCKONbKY MO XYpPHaNam nposangepa 3auHTepe-
COB@HHLIE ¥ UMEOLWHe COOTBETCTBYIOWME NONHOMOMMUA CNYXObl MOrYT NErko BOCCTaHOBKUTL
BCHO UCTOPUIO Bawen paboTul B MIHTepHeTe. Mo3ToMy YMTaem aansblue. ..

1.5. YT0 ele HyXXHO 3HaTb 06 aHOHUMHOCTH
B UHTEepHeTe?

[Mepeuncany paa HCTOUHHKOB HHPOPMALIH, H3-32 KOTOPBIX AHOHHMHOCTH MOb30Ba-

TCA NOABEPracTcs yrposam.

O Cayxcedrbie Oannvie, COXpAHACMBIC Opay3cpoM. Mbl TOABKO YTO V3HAMH, KAK OT HHUX
H30aBHTHCH.

0O Kypnaisr yoarennozo yiia. AAMHHNUCTPATOP TAKOrO V3713, MPOAHATH3HPOBAB CBOM
JKYPHANIBL, CMOKET V3HATh, KTO MOCELNAl €ro caift u Kakue gaiinst on sarpyxan. Kak
VCKOJIB3HYTh OT BHHMAHHS AAMHUHHCTPATOPA YAAICHHOTO V3714, Mbl YKC TOKC 3HACM —
HYKHO MCTIONB30BaTh AHOHMMHBIC MPOKCH-CCPBEPBI HAH aHOHUMAiTsepel. B aToM cay-
4ac B KYPHAI yaaieHHOro yana Ovaer 3anucan He saw [P-aapec. a [P-aapec anonnm-
HOTO MPOKCH,
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O JKypransr wenoza npogaioepa. AIMHHHCTPATOP BALIETO HHTCPHET-NPOBailacpa npu
JKETAHUH JICTKO ONPEACAHT. KAKHE CTPAHHLBI Bbl MOCCLIANH H Kakne (daiiabl 3arpyxa-
AM, — BeAb BCA 2Ta MH(OPMALMA MPOXOAMT HEPE3 €ro CEpBep. 3aMecTH CICAbl Mo-
mozkeT nporpamma Tor, kotopas OyvaceT paceMoTpeHa B 2raee 2.

MMPUMEYAHUNE

CyuwecTtsytoT cnocobbl paccekpeumsanns yenoyex Tor — 310 Bbl TOXE AOMKHE! NOHUMETb.
Opxako yenk JOMKHA ONpaBAbLIBaTL CPEACTBA, YYUTHIBAA HeoDXO4MMbLIE NS paccekpeyu-
BaHWA UenoYKK pecypckl. ECNu Bbl HUYero He "HaTBopuNK”, a NPOCTO He XOTUTE, YTOOL! KTo-
TO Y3Han, Kakue caiTbl Bbl NOCEW|aeTe, HUKTO He ByAeT cneunansHo NpeanpuHumars Ka-
kne-nubo aercTsmns, YTOOH NUWKWTL BAC AHOHUMHOCTH.

O Iepexeam mpagpuxa. Haxoasch B 04HOI ceTH ¢ "KEPTBOIL". 310VMBILIICHHHK MOKET
JICTKO MEPEXBATHTh MEPEAAOLIHECA N0 CCTH JAHHBIC, VBHACTH KTO H KaKHE CaiiThl 3a-
rPVAQACT, AQKES MPOMMTATh Balmy mepenucky B "aceke" mau no emeiiay. M aaa storo
HC HYZKHO ObITh "KpyThiM Xakecpom" — B MHTCPHETC MOKHO NErKO HANTH M CKA4aTh
VTH/IHTBL, JAC/Aioue BCKO "rpasHyio pabory” no nepexsary u opranuzauun uxdop-
MatHu. 370YMBIIICHHHKY A0CTATOYHO MPOCTO 3aMyCTHTh MPOrpaMMy H MOJ0KIATh.
Camu nonmmacTe, 47s 3T0ro 0coOBIMH 3HAHMAMH H HABBIKAMH 007121aTh HE HYIKHO.

BHUMAHUE!

He Bepute? Haigute ogHy w3 Takux nporpamm (Hanpumep, GiveMeTo unu LanDetective
Internet Monitor) u yGeauTteck camu. MHorve crons Xe “nonesnsbie” Nporpammel MOXHO cKa-
yaTk ¢ cailTa http://www.spyarsenal.com/download.html. MycTs Bam u He TpebyeTcAa ne-
pexgarsigars Yei-To Tpaduk, Ho nonpoboeaTh TakMe NPOrpammel B AENCTBUN HYXHO, YTO-
Obl camomy yBeauTsea, YTo 3T0 peansHo. OCHOBHOM 30€Ch NPUHLMN TAKOW: NPEAYNPEXAEH —
3HaYWT BOOPYXEeH (NOTOM HE roBOPWTE, YTO A Bac He npeaynpexgan). MabexaTe nepexsata
Tpaduka MOXHO C NOMOLYLIO TOM Xe nporpammel Tor. ToyHee, Baw Tpaduk Bce pasHo By-
fleT nepexBayeH, HO TONKY 3NOYMLIWNEHHWKY OT NepexBayveHHbiXx faHHBX He Byaer, no-
cKONbKy OHK ByayT 3awudposakbl nporpammoin Tor.

Hrak, B 21a6¢ 2 Mbl NOroBOPHM O TOM. KaK NOCETUTH 3a010KHPOBAHHBIC A IMUHHUCTPA-
TOPOM CaiiThl. & TAKAKE Kak 3awndposaTh nepeaasacMbie BaMu daHHbie. Jla, Bbl BCe npa-
BHJIBHO MOHAIN — peyb MoiiaeT o nporpamve Tor,

1.6. AHOHUMHOCTb U 3aKOH

3aeck s mocrapalochk OOBACHHTE YHTATETIO, YTO BCE JACIICTBHSA, OMUCBIBACMBIC Aanee
B 2TO¥ KHHTE, — a0COTIOTHO 3aKOHHBI, Aa0bl KO MHE HE OBITO HHKAKHX MpeTeH3Mil (Mo,
PACCKA3BIBACTC, KAK COBCPIIATH HC3AKOHHBIC ACHCTBHSA, HIH MOOYAKIACTC K COBCPUICHHIO
TAKOBBIX).

B caeayiommx AByX raasax OyAyT paccMOTPEHbI CHCTEMbI AHOHHMM3AUMH W WHppo-
Banua Tpaduka. Ho 3akonHo nm ucnoab3oBanue Taknx cucrem B Poccuiickoit ®eacpa-
uun? Hekoropsie noas3oBarean GOATCH MCMOIB30BATH MPOrPAMMHOC OOCCICUCHHE MO~
JA00HOr0 poja. MOCKOIbKY HE 3HAKOT. KAKHUE MOCICACTBUA MOrVT ObITh M 4YEro 0KHJaTh
OT HaWICro TIOHMOr0 rocyaapeTea.
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BHUMAHUE !

Mepea Tem, Kak NPOAOMKUTL, CPaly Xo4y Bac NpefynpeauTsb. 8 He IOPUCT, HUKOTAa UM He
Obin ¥, Cyan No BCEMy, BPSA NN YXXe UM cTaHy. Bee, uyto GyaeT HanucaHo panee, — 3710 pe-
3ynbTaT Moero coOCTBEHHOTO aHanu3a v KOMNUARLMKA BCEBO3MOXHBIX 33KOHOB W KOAEKCOB
(3HaTo 3aKoHb! 0053aH KaXAbli, NOCKONbKY HE3HAHME 3TUX CaMblX 3aKOHOB HUKaKMM Jyao-
nercTBeHHbIM 06pa3om He ocB0B0XAEET OT OTBETCTBEHHOCTH 33 WX HapyLwenue). MosTomy,
€CNW Bbl HalaeTe 3nech Kakme-Nubo HeTouHocTw, Byay paA BoICNyWaTs BaWW KOMMEHTa-
pun. CBR3aTLCA CO MHOW MOXHO yepes usgartensctso (mail@bhv.ru) unu Hanpamywo Ha
canre www.dkws.org.ua (nonb3ogarent den).

[MepBBiM AC0M ONpEACHMCS, YeM ABAAIOTCA MPOrpaMMbl WH(PPOBaHHS W AHOHHMH-
sauun Tpaduka spoae Tor u I2P. Do ceresbie NpHIOKEHUA. HCNOIB3YOWHE WHpoBa-
HHC NMpH nepeaavuc JaHHBIX MO CCTH, B J3AKOHOAATCIBCTBC HHUCIO HC CKA3aHO 06 AHOHH~
MH3ALHK, T03TOMY OyAeM CHHTATh 3TH MPOrpaMMbl NMPHIOKCHHAMH, HCIIOIb3YIOLHMH
AROPUMMBL CIMOUKO20 WUDPOCAHUA.

MpI HCTOMB3YEM HALIH NMPHIOKCHHA OECNIaTHO M CaMM HE MOJYHAeM OT HX HCMOMb-
30BAHMSI HUKAKOM BbIrOAbl, INOCKO/IbKY HA HX OCHOBC HC OKa3blBACM HHKAKHX KOMMCPUC-
ckux yemyr. M aciictBurensio — He OyaeM ke Mbl mndposates Tpaduk coceaa, mycTh
cam cebe yeranoBuT Tor M HCMO/IB3YET HA 310POBbE.

Teneps oOparnmest K CICAYIOUMM MPABOBBIM AKTAM;

0O Koucturyvuus Pd. cr. 23 (AeKIapHpyeT B TOM YHC/IE NMPABO HA JIHYHVIO HEMPHKOCHO-

BCHHOCTD M TaifHY MCPCMHCKH).

0O deaepanbhblii 3akoH 00 HHGOpMaUMH, MHOOPMAUHOHHBIX TCXHOMOMHAX M 3aLIHTE

unpopmawn Ne 149-03.

Haunewm ¢ 23-it crarsn Koncrurvuun Pd:
1. Kaxgbuiil MMeeT NpaBo Ha HEeNPUKOCHOBEHHOCTL YAaCTHOM XKU3HW, NUYHYIO U CEMENHYI0
TalHy, 3aWuTy CBOEH YecT 1 AoOpOoro UMeH!.

2. Kaxabii MMEeT NpaBo Ha TalHy Nepenncku, TenedorHbIX NEPEroBopos, NOYTOBLIX, TeNne-
rpadHbIX U WHBX cooBlyeHuin. OrpaHuyeHne aToro npasa AONYCKAeTCA TONLKO Ha OCHOBA-
HUM CYAEBHOro peleHus,

IMpounTaeM BHHMATSILHO FApPAHTHPYEMBIC MPaBa NPUMEHHUTES/TLHO K HAWIMM npodie-
mam. Beixoant, uro cuctembl aHoHMMIBaunK i wi@posanus TpaduKa CTOAT HA CTPAKCE
KOHCTHTYIIHOHHBIX NMPaB YEIOBEKA —— OHH TEXHHYECKH 00CCNEuHBAIOT BalIe NMPaBoO Ha
TAHHY NEPENUCKH.

Ecan KTo-TO 3anmpemacT BaM HCMOAB30BaTh MOA0OHOE MporpaMMmHoOe obccneucHme,
3HAYMT. OH HAPYIUACT BALUH HEMOCPCIACTBCHHBIC KOHCTHTYLHMOHHBIC NPaBa. ITOT KTO-TO
AOKCH O3HAKOMHTB BAC € CYACOHBIM MOCTAHOBICHHCM, TAC MPSAMBIM TCKCTOM VKA3aH
3aNpeT HA MCIO/IL30BAHME CPEACTB 3ALUMTHI AAHHBIX. JPYruMy cloBaMu, €CIM TOT WM
MHOI aIMHHHCTpaTOp ¢ cuHapoMom Hamoscona neiTacTes BaM 3anpeTHTh HCMOIb30BaTh
cpeiacTBa AaHOHMMH3ALMH TpadHKa (a Kak JKe. BEAb OH HE CMOXKET MMOCMOTPETh., KAKHE
CaTBl BBl MOCCHIACTE, — TCM CAMBIM Bbl OFPAHMYHBACTC CrO BIACTHOC YYBCTBO), MOMKC-
TC CMEJIO MOAATH HA HErO B CVI.

Y10 K¢ KACACTCH KOHTPOIMPYIOLMX OPraHoB (HE Oyay NEpeUnCc/IsTh, HX OYCHD MHOTO
HA MOCTCOBETCKOM MPOCTPAHCTBE ). OHH MOTYT VTBEP/KAATh, YTO 3aUINTY JTHYHBIX JAHHBIX
FapaHTHUPYET rOCYAAPCTBO M OHO JKE PErYIHPYET NPaBO JOCTVIIA K HUM 3THX CaMbIX KOH-
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Tpoaupyiomux opranos. C apyroii cropoHsl, Hurae B KOHCTHTYLHH NpsiMO HE CKa3aHo,
YTO IPaKAAHMH HE UMEET MPABO MPEANPHHUMATB CAMOCTOSITEIbHBIC ACHCTBUS MO 3aLiu-
TE€ CBOEH YaCTHOM JKHM3HH.
Hacrano Bpemst o6paturscs k ®enepanbHomy 3akoHy Ne 149-@3. Beck Teker 3akoHa
s IPUBOAUTD 3JCCh HE CTaHY, a OTPAHUYYCh JIMLIb TOH €ro YacThIO, KOTOPasi OTHOCHTCS K
Hauicii cuTyaun# (BOT GparMeHT U3 CT. 6):
3. O6napatens WHdOpPMaUNK, ecnu UHOe He NPedyCMOTPeHO theaepanbHbIMU 3aKoHamy,
Bnpase:

1) paspelwatb UNW orpaHuymuBaTb A4OCTYN K MHopMayuu, onpeaenaTb NOPSRAOK U ycno-
BWUA TaKoro 4ocCTyna;

2) ucnonb3oBaTb WHMOPMaLUMWIO, B TOM YMCNe PacnpocTpaHsaTb ee, No CBOEMy YCMOT-
peHuio;

3) nepefasaTth MHGOPMaUMIO APYrMM fMLaM NO AOrOBOPY UM HA UHOM YCTAHOBMEHHOM
3aKOHOM OCHOBaHUM;

4) 3awuMwarb YyCTaHOBMEHHbIMU 3aKOHOM cnocobamu cCBOM npaBa B cliyyae He3a-
KOHHOro nony4yeHus UHopmauum Unu ee He3akOHHOro UCNONb3OBaAHUA UHbIMM NU-
uamm;

5) ocywecTBNATL UHbIE AeNCTBUA ¢ MHDOPMaUuein unu paspeluaTb OCylLlecTBneHvne Ta-
KUX AeACTBUNA.

4. ObnapaTenb UHdopMaL UK NpU OCyLLeCcTBNEeHUU CBOUX NpaB 06a3aH:
1) cobntogath npasa v 3aKOHHbIE UHTEPECH! UHbIX NN,
2) npMHUMaTb Mepbl NO 3awuTe UHdopMaLmK;

3) orpaHuuMBaTh AOCTYN K MHGOPMaLUM, ecnu Takas o06A3aHHOCTb ycTaHoBNeHa dene-
panbHbIMW 3aKOHaMW.

ITonyuaercst BoT Kakas kaptuHa. CorinacHo m. 4 cr. 6 deacpanbHoro 3akona Ne 149-
D3 6b1 Modceme npeonpuHuMams Mepbl RO 3awume UHGOpMayuy N 3alMIIATh CBOU
npasa B CIy4yac HE3aKOHHOTO MOTYYCHHs MH(pOpMaILKU — BEAb MOMbBITKA V3HATH, KAaKHUE
CAThI BBl MOCELIACTE, ITO M €CTh HE3AKOHHOE MOTYYECHHE MH(POPMALIMH, MOCKOIBKY pas3-
PELICHMS HA MOJIYYEHHE TAaKOH MH(POPMALIMK, CKOPEE BCEro, Y aAMHUHHUCTPATOPA MITH CLIE
KOr'0-TO HET.

TpeGoBaHne He HCMOIB30BATH CPEACTBA AHOHMMHU3ALMU U wmHQpoBaHus Tpaduka
MOYKET ObITh pacUCHCHO Kak HapywmeHue 1. 8 ¢T. 9 deaepanbroro 3akoHa Ne 149-03:

8. 3anpelyaeTcs Tpe6oBaTh OT rpaxaaHuHa (huanyeckoro nuya) NpefocTaBneHns UHGop-
Mauuu O ero 4YacTHOI XU3HW, B TOM Yucne UHDOPMaLUK, COCTaBNSAIOWEN NIUYHYI0 Unu ce-

MEeNHYI0 TailHy, U nony4yaTb Takylo MH(MOPMaLUI0 NOMUMO BOMKU rpaxaaHuHa (puanyeckoro
nvya), ecnu nHoe He NpeaycMoTpeHo deaepanbHbIMU 3aKoOHaMM.

Ha ocHOBaHHMM MEpCYHCICHHBIX MPABOBBIX AKTOB MCIOIb30BAHUC CPEACTB AaHOHHMH-
3aumn ¥ wudposanus Tpaduka He sBIseTcs HesakoHHbIM B PO. KoneuHo. ecnm y Bac
BO3HMKHYT MPoOieMBbI ¢ ucnonb3oBanueM nogooHoro I10, oOpaturecs k kBaauduumpo-
BAHHOMY IOPHCTY — MOJKET, MOSIBUIHCH AOMOTHUTEIbHBIC MMPABOBBIC AKTHI, PETYIHPYIO-
LIME MCIOJIb30BaHUE mporpaMMm aist wudposanus nHpopmauuu. B Hawel ctpaHe wopu-
auueckas chepa — KpailHe JUHAMUYHAS, M BCE B HEHl MEHsETCs ewme ObICTpee. 4YeM
B Mupe UT. A ecnu y4yecTb, 4TO OJHH 3aKOHBI IPOTUBOPEYAT APYTHM. ..



MnhaBa 2

Tor: 3ameTtaem cneabl.
Kak npocTto u adhheKkTuBHO
CKpbITb cBOM IP-agpec

2.1. Kak pabotaet Tor? 3axoaum
B OA4HOKNAacCHUKU Ha paboTte

B anaee | mp1 pazobpanuck, Kak ¢ MOMOIIBIO AHOHUMHBIX MPOKCH-CEPBEPOB H AHOHH-
MaiizepoB ckpbiTh cBOii IP-aapec. Ho, kak Opls10 mokasano, oba 3TH MeToaa HE mMpeao-
CTaBJISIIOT H)')KHOﬁ CTCIICHH AHOHUMHOCTH.

VC10KHUM NOCTABJICHHYIO 33Ja4y: TENEpPb HAM HYXKHO HE TOJIBKO CKpbITh CBOI IP-
aJpec OT YAAJICHHOrO y3/1a, HO U IOJHOCTBIO "'3aMacKHUPOBATLCA" — YTOOBI a IMUHHCTpPA-
TOP HALICH CCTH WM KTO-TO €LIC HC CMOTIJIM ONPEAC/INTh, KAKHE V3Bl MBI IOCCIIACM, U
9YTOOBI HUKTO HC CMOT "MOACTYIIATh" MEpeAaBacMbIc HAMHU JAHHBIC.

WMeHHO ans pelneHus Takux 3aga4d v Oblia coszaana pacnpeoeaennasn cemo Tor. Tor
(ab6pesuarypa ot The Onion Router) — 370 cBOGOAHOE (TO €cTh CBOOOAHO pacmpo-
cTpaHsieMoe M abCOMOTHO OECIUIATHOE) MPOrpaMMHOE 0OECHEUYECHUE, HCTOIb3YIOLIEECs
JUTsE aHOHMMHU3aLuH Tpaduka.

MMPUMEYAHUE

MockonbKy MCXoAHbIN KoA Tor OTKpLIT BCEM Xenatowum, Noboi nonb3oBaTesNlb MOXET Npo-
KOHTpONupoBaTh Tor Ha Hanuyue/oTcyTcTBME "YepHoro xoaa", cneynanbHo Co3gaHHoro Ansa
cneuycnyx6 unu ewje koro-to. Ha aaHHbIin MOMEHT Tor He ckomnpomeTuposan cebs — ero
penyTayus HezanaTHaHHa.

Cetp Tor obecneunBacT HAACKHYIO AHOHMMH3ALHMIO M 3aLIMINACT MOJIB30BATE/IS OT
CIICKKH KaK 32 MOCCTHUTCISIMU KOHKPETHOTO CaiiTa, Tak M 3a BCCH aKTHBHOCTBIO CaMOro
nosab3oBaTeas. K ToMy jke Bce mepeaaBacMbIe MOIb30BaTEICM JAaHHBIC MHPPYIOTCS, UTO
MCK/TIOYACT MX MPOCITYIIHBAHUE.

Bkparue npunumn padorst Tor 3akiarouaeTes B CICAYIOLIEM: NMPH MEpeaade AaHHBIX
oT y31a A (Baw komnbroTep) K v3ay b (yaaneHHstii caiit) 1 0OpaTHO JaHHBIC NEpeJarOT-
cst B 3alIN(pOBAHHOM BHJE Y€PE3 LETIOYKY MPOMEIKYTOUHBIX V3/I0B CETH.

Orcroza cieayeT eme 0HO MPEHMYILIECTBO MCTOIb30BaHMs Tor, KOTOPOC HaBEPHSIKA
OLICHSAT TMOJIb30BAaTE M KopropaTuBHbIX ceteit. ITockonbky y3en (Hoa, ot aHra. node) A
oOpamaercst K y31y b He HanpsMyl0, a 4epe3 MPOMEKYTOUHBIC Y37bI, TO 3TO MO3BOJISICT
o0oiiT "uepHsbIi cricok" OpaHaMaya3pa CeTH.



24 Yacmes | CkpbigaemM ceoe MecmoHaxoxdeHue u nocewaem 3abrokuposaHHble calimsbl

PaccmoTpum konkpeTHbIi mpumep. [peanonoxkum v Bac B opuce "3710i" aaMHHHCT-
parop 3a6;10KHpOBa JOCTYI COTPYAHMKOB K COLMAIbHOM ceTH, K TeM ke OaHOKIaccHu-
KaM (HaBEpHOE, ITO camasi MOMYJISIPHAsl CETh HA HALIMX MPOCTOPAX, XOTs €CTh U HE MEHEE
nonyssipusie;. BKonrakre, Moii mup, Facebook u ap.). Caiir www.odnoklassniki.ru u
Oyaet v3nom B, Baun paGounii komnbroTep — 310 y3ea A.

Ber 3anyckaere nporpammy Tor u BBoauTe agpec y3na b. Tlepeaasacmbie Bamu JaH-
HbIC (B JAHHOM CIy4yae — aapec y3iaa) OyayT 3ammudpoBaHbl U MEPEAAHBI TIEPBOMY V3IY
B LICMOYKE — HA30BEM €ro y3en B, 3atem gaHHbIC B TOM K¢ 3amnppOBaHHOM BHAC OVAYT
nepeaansl y3ay I' u 1. 1. Tak Gyaer npoaomkarbes, Moka AaHHbIC HE MOTYYHT IMOCICI-
HUIT y3ea uenoyku (ckaxkem, ysen T), KoTopslii M mepeaacT Bau 3armpoc KOHCUHOMY V3Iy —
B. INonsTHO, uTO Ha nocneaHeM yuactke (ot y3na T k y3ny B) gannsie Oyayr Hesamug-
poBaHbI, NOCKObKY y3ea1 b He noaaep:kuBaeT oTKpbIThie KouH ceTH Tor (ecim Obl 310
Ob1710 Tak, TO Bech MHTEPHET ObIT OB AHOHMMHBIM).

[MocmoTpute Ha puc. 2.1 — Ha HeM M300paKEH NMPOLECC MEpPeaay JAHHBIX MEHKTY
BAIIMM M YJAJCHHBIM KOMMbIoTepaMu uepes ceth Tor. IlpoanaamsuposaB ero MokHO
CAENATh CICAYIOUHE BHIBOIbI:

0 agMUHMUCTpPATOpP BaWICH CETH (MM AAMMHUCTPATOP MPOBANACPA) HE CMOXKET Y3HATD,
KaKHC JAHHBIC BBl MCPEJACTE, MOCKOIBKY AAHHBIC MEPECIAIOTCSH B 3amH(POBAHHOM
BU/C:

0 aaMUHHUCTPATOP BALICH CETH HE CMOJKET Y3HATh, KAKOH Y3€I1 Bbl MOCEMACTE, MOCKOIb-
Ky BMECTO MHTepecyiomero Bac vina (www.odnoklassniki.ru, www.vkontakte.ru
M T. I.) Bam y3ca popmaabHo OyaceT obpamaTbest K OAHOMY U3 y310B ceti Tor — Hu-
4EeM HE MPUMEUYATEIBHOMY V3IIy C HEMOHSTHBIM AOMCHHBIM MMeHeM. Tem Gonee, uto
NpH KKIO0M HOBOM MOAKIIOUCHHM K Tor mepBblii y3¢1 LEenouku OyACT APYTHM:

0O ecnu aaMHHHCTPATOpP CeTH 3a0J0KHPOBAT AOCTYII K HHTEPECYIOLIEMY Bac Y3y
(www.odnoklassniki.ru, www.vkontakte.ru u T. n.) Ha Gpanamayspe, BBl CMOMKETE
O0OHTH 3TO OTrpaHMYCHHE, MOCKOIBKY (PAaKTHYECKHM Ball KOMIMBIOTEP MOAKIIOHYACTCS
K COBCPLICHHO APYromy y3iay (K y31y uenodku Tor). 3anpemars J0CTYI K 3TOMY Y31y
HET CMBICTIA, TAK KAK MPH CACAYIOMEM MOAKIIOUECHUH K TOr MaM npu npuHYINTE b=
HOIT CMCHEC LICTIOYKH y3¢1 BXxoaa B Tor OyaeT H3MCHEH:;

O yaanennsrii y3en "yeuaut" Tonsko IP-aapec nocneanero y3na uenouku, saw IP-agpec
OyAeT CKpHIT;

O TcOopeTHYECKH MEPEXBaT JAHHBIX BO3MOXKCH HAa MOCICAHEM y4YacTKE IMyTH — OT IO-
creaHero y3na uenouku Tor g0 yaaneHHoro ysna. Ho ais 3Toro Hy»HO OTCICAMTSH
BCIO 1enovky Tor. 4To TEXHHYCCKH CACIaTh OYCHb CIOXKHO, NMOCKOIBKY OHA MOJKCT
COCTOSATh M3 ACCATKOB y3710B. ECaM jk€ MOMYYIHUTh JOCTYIT K VAAICHHOMY Y31y, TO BCE
PaBHO HEb3s OVACT MOHATH, KTO €CTh KTO, MOCKOIBKY AJIsi 3TOTO HY)KHO 3HaTh Kak
MHHHMYM TOYKY BXO/Ja M TOUKY Bbixoja ceth Tor.

Ipu noaxroueHNnM K ceti Tor A/1s Balero KOMMbIOTEPa ONMPEACISETCS TOUKA BXOAA (BbI-
OupaeTcst ClTyJaiHblil y3e1 U3 COTeH ThICsAY y3710B Tor), "TOHHENB" M TOUYKAa BBIXOJA — TO
€CTh CTPOMTCS Liemouka. B mpouecce paboThl ¢ CEThIO MHOTAA BO3ZHHMKACT HEOOXOAMMOCTD
CMEHHTH LICTIOUKY — 3TO MOYKHO Cjeiarh 0e3 mepesarpys3ku MpPOrpaMMHOrO 00eCrieYeHHs
(mozxe OyACT MOKa3aHO, KaK), 4TO ACIACT PadOTyY € CEThIO MAKCUMATBHO KOM(OPTHOIA.
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Puc. 2.1. Nepenaya gaHHbIX Yepes pacnpejeneHHyo ceTb Tor

CMmeHa HEMOYKH MOXKET MOHAAOOUTBCS B ABYX CIIyHAsIX!

O xkorja HY>KHO CMCHHTH KoHcuHbIi [P-agpec (mampumep. utoOsl momayuuts [P-agpec.,
OTHOCSILMICS K OTIPCACICHHOI CTPAHEC MIH TOPOAY):

0 xoraa mosiyyeHHas LEMovKa OKa3anach JOBOAbHO MeneHHOH. CkopocTs mepeaavn
uH(pOPMALMH 3aBHCUT OT KAHAJIOB MEPEAaYl JaHHBIX OT OJHOTO y371a UEMOYKH K APY-
roMy, MO3TOMY CTCHEPHPOBAHHAS LIETIOYKA MOJKET OKA3aThCsl HEPACTOPOINHOI. Bl ke
MOJKETE CO3AaTh APYTYIO LEMOYKY — BAPYT OHA OKakeTcs ObicTpee”?

NMPUMEYAHUE

Heckonbko net Hasag Tor paboTana 4OBOSIbHO MEANEHHO — WHOTAa NPUXOAUNOCH AaXe
OTKNIOYaTb KapTUHKK, YTOOLI AOXAATLCA 3arpy3ku CTpaHudku. Cenyac ¢ Npou3BoANUTENbHO-
CTbIO BCE HOPMarbHO, W HET NPAMOI HEOBXOAUMOCTH OTKNIOYATh 3arpy3Kky KapTUHOK.

JlononuurensHyo uHpopMammio o ceth Tor Bel MOXKETE MOJAYUUTH MO AJPECY:
http://tor.cybermirror.org/faq.html.ru.

B 2rase 3 Mbpl mOroBopuM O ApPYroM mHpoekTe i aHOHMMHU3auuu tpaduxka — I2P.
B orimuue ot Tor, B 12P Bo3moykHa nosiHAs aHOHMMHOCTB, HO MPH YCIOBHH, YTO 002 yua-
cTHuKa oOMmeHa Tpadukom moakmodcHsl K I2P. 3aberas Bnepea, ormeuy, uro cets 12P
UJCANTbHO MOAXOAUT AT "LIMHOHOB", JKEIAIOUMX OOLIAThCsl TalfHO, HO HE A MOCeLIe-
HHS 3a0/I0KMPOBAHHBIX caiiToB uiau cMeHsl [P-anpeca.
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2.2. Tor nnn aHOHUMHbIE NPOKCU-cepBepbI
M aHOHMMaun3sepsbl. KTo koro?

Ecnn Bam nonsiteH npuxHuun padotst Tor, TO ee mperMyInecTsa TOXe A0/HKHbI ObITh
SICHbI, HO Ha BCSKWI cy4dail cpaBHUM Tor ¢ aHOHHMHBIMH IPOKCH-CEPBEPAMU U AHOHH-
MailzepaMu:

0 aHOHHMMAI3¢pbl H AHOHUMHBIC TTPOKCH HE MIHPPYIOT MEPEAABACMbIC JAHHBIC, TTOITOMY
AJIMHHHUCTPATOPY BawIei CeTH (MM CeTH npoBaiiaepa) OyACT JErko BBIMUCIHTD, KAKHE
CaifThl BBl MOCCIIANN M Kakue Aanubic nepeaasanu. Cets Tor mmdpyet BCro mepeaa-
BaCMYI0 MH(OPMALHMIO, MOITOMY JAKC CCIH KTO-TO MEPEXBATHIBACT AAHHBIC, MEpe-
JQFOLIMECS MO BALIEMY KAHATY CBS3M, OH MOJYYHT TOIBKO OECCMBICICHHBIC HAOOPBI
GaiitoB. OaHAKO 3a BCE HYKHO MIaTuTh — Tor paboTaeT MEATICHHEE, YeM aHOHMMAi-
3CPHhI, XOTs 6blCTpeC. ycMm HeKOTOpble AHOHHUMHBIC npOKCl/l:

O HEKOTOpPbIE AHOHUMHBIC MPOKCH-CEPBEPBHI HA CAMOM JEJI€ TAKOBBIMU HE SIBJISIFOTCS,
NOCKOJIbKY coobmmator Baw [P-aapec yaanennomy y3ay B 3aronoskax HTTP-3ampoca.
be3 crnenmanpHOIT NMpoBepkH (a A1t TOro BaM HY’KHO MPHOOPECTH CBOM cepBep WM
XOTs OBl KYTMHTh XOCTHHT M HamMcaTh CUCHApHii, aHanu3upyomuii 3aronosku HTTP-
3ampoCOB OT AaHOHMMHOTO MPOKCH) HEMb3s Y3HATh, SBIACTCS JTH MPOKCH-CEPBEP ACH-
cTBUTEIbHO aHOHMMHBIM. [Ipn ncnoaeszoannu Tor ckpeiT He TOMBKO Bam IP-aapec
(OT BHUMaHMSI AIMHHHCTPATOPA YAAJICHHOTO Y37a), HO U aJpec Ha3HaueHus (OT BHU-
MaHMsI QIMHHHCTPATOPA BalIECH CETH):

O npu UCMOIB30BAHHH AHOHUMHOTO MPOKCU-CEPBEPA MPOCICAUTD LEMOYKY JA0BOIBHO
NpOCTO — B HCH OVACT BCEro TPH 2JICMECHTA: BAlll KOMIBIOTEP, AHOHUMHBIIT MPOKCH
U VAaJICHHbIH KoMIbioTep. Bama aHOHMMHOCTB, IO CYTH, 3aBUCHT TOJIBKO OT OJHOTO
NICEBJOAHOHUMHOTO MPOKCH-CEPBEPA. A BAPYT 3TOT AHOHUMHBIH MPOKCH MEPEAACT
nHpopmammio 3aunTepecoBanHbiM auuam? Ilpu ucnoasszosanun Tor BB J0BEpsieTe
nepeaaBacMblie JAHHBIC HECKOIBKMM CIIYyUYAHBIM CEPBEpPaM, KOTOPbIC BbIOpaHBI M3
TBICSIY AOCTYIHBIX y3710B ceTH Tor. MHOrHE 3TH y37bI MPEACTABASAIOT COO0I 00bIU-
HBIC JOMALIHUE KOMMbIOTEPHI (MO3XKE sI pacCKaxky, Kak CTaTh BOJIOHTEpOM ceTn Tor
M Kak nmoMoub cjaenaate MHTEpHET ACHCTBUTEIBHO aHOHMMHBIM). UTO0OBI OTCICAUTD
nepejaBacMble JaHHbIC, Ball MPOTHBHHUK (MyCTh 3TO OYAET TOT camblii 3710i aaMu-
HHUCTPATOP CETH) JO/DKEH KOHTPOJIMPOBATH BCE ITH CIIYYAHHO BHIOPAHHBIC Y3JIbI,
pasbpocannsie o Bcemy mupy. CamMu MOHMMacTe, YTO BEPOSTHOCTh TAKOTO KOH-
TPOJIsi HHYTOKHO Maja;

0 HCKOTOPbIC AHOHMMHBIC MPOKCH (MM aHOHMMAI3ephbl) MPEAIAraloT 3amnppOBaHHbIIH
0OMEH JaHHBIMU (MEKIY BaMHU M MPOKCH), HO TAKHUE CEPBEPHI, KAK MPABIIIO, TUVIATHBIC.
Cetp Tor aGcomoTHo GecnaTHa, ¥ MPH 3TOM HCMOAb30BaHHe TOr HU K 4eMy Bac HE
00s13bIBAaCT — BBl MOXKETE OBITH KaK OOBIYHBIM KIHEHTOM, TakK M y310oM cetu Tor, —
pe’KIM paboThl BBIOMPAETCS MO BAIIEMY JKETAHUIO;

O aHoHMMHBIC TPOKCH 00bIYHO MoaaepkuBaoT Tonbko HTTP-Tpaduk, a cers Tor Teo-
PETHYECKN MOYKHO HACTPOHUTH HA noaaepkky modoro TCP-coeannenus:
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0 Tor, B oTHuKE OT APYrHX MOA00HBIX cucteM (mmero B Buay JAP') u HexoTophIx aHo-
HUMHBIX MPOKCH, HU pasy ceOst HE CKOMMPOMETHPOBAIA M HMEET HE3AIMATHAHHYIO pe-
NYTALMI0 — BEJAb €€ HMCXOJAHBIH KOJ OTKPBIT, U JTOOO0H JKEIAOLIUI MOXKET C HUM
o3HakoMuTbesl. A BOT paspaborunku JAP Oblin nolimanel Ha 100aBiIeHHH "YepHOroO
xoja" o 3anpocy creucTyxko.

2.3. Kputuka Tor n ckaHaanbl BOKPYr 3TOU CeTU

HexkoTopele crneumanncTel KpUTHKYIOT Tor, MOCKOIbKY OHA MOJKET MCIIOIb30BAThCS
JUTSL OPraHU3aLMK NPECTYNMHBIX AcicTBHi. Paa ctpan aaxe oObssuan BoiiHy Tor — Ha-
npumep, B 2006 roay crneucay:kObl ['epMannn 3aXBaTHAM LICCTh KOMMBIOTCPOB, pado-
Taromux v3namu cetd Tor, a B 2007 roay HeMewKas MOJIMIHS apecTOBaIa BAaACIbLA O1-
HOTO M3 y3710B ceTH Tor, MOCKOAbKY 4Yepe3 €ro y3el HEM3BECTHBIH OTIMPABHII JIOKHOE
coobuenue o Tepakre. B 2009 roay B Kurae Os1n 3a610kuposanst 10 80 % IP-aapecos
nyOmnuHeIX cepsepos Tor.

OaHako BO3MOYKHOCTb NMPHMCHEHUS B MPECTYIHBIX LEIIX He Aenaet Tor opyskuem
3noyMbIlIcHHUKOB. HaoGopoT, oHM mNpeAnovYHMTarOT HMCMOIb30BaTh APYTHE MCTOBI:
spyware, BHPYCHI, B37IOM MPOKCH-CEPBEPOB, MCMOIb30BAHMC KPAJACHBIX MOOHMIBHBIX TE-
7¢OHOB M T. M. 3MOYMBILIICHHHK MOMKET YKpacTh MOOWIbHBII TenedoH, Bt B MH-
TEPHET, MEepeaaTh NMPOBOKALMOHHOE COOOIICHHE, a 3aTeM BBIOPOCHTH TEIe(OH B PEKY,
3a4eM eMy cioxHoct ¢ Tor?

Cetp Tor B GOMBIIMHCTBE CYYACB HMCIONb3YETCS 3aKOHOMOCIYLIHBIMU I10/1b30BaTE-
JSIMU, TIBITAIOIIUMUCS 000HTH orpaHnyueHus OpaHaMayIpa POJHOIT CETH, a TAKIKE HE XKe-
JAIOMUMH, YTOOBI 32 HUMH CIICIHIH.

He nyxHO aymars, uto Tor — 3T0 maHaues. U €CIM Bl HCTIOMB3YETE ITY CETh, TO HA
100 % anonmmuel. Her. Bac Bce ke MoryT paccekpetutsh. MeToapl pasnnuHbl: OT Kia-
BHATYPHOTO IIMHOHA, YCTAHOB/ICHHOTO HA BALIEM KOMIBIOTEPE, 0 CO3AAHMUS BBIXOAHOTO
cepeepa Tor, xoropsiii Oyaer nepexsarsiBath Bech Tpaduk. Ecnm Bam tpaduk Oyzer
BBIXOAUTH U3 ceTH TOr uepes 3TOT cepBep, TO OH MOMKET OBITh MEPEXBAYCH 3710YMBbILI-
JICHHUKOM.

U3 ncropuun BOrPOCA...

B 2007 rogay HauuoHanbHas nonuuusa LLBeuyuu apecTtoBana akcnepta NoO KOMMbIOTEPHOW
6esonacHocTu [eHa Orepctapga (Dan Egerstad), nockonbky OH HenpaBOMEpPHO Nony4un
AOCTYN K KOMMbIOTEPHOW MHpopmauuu. Srepctag co3gan NAaTh BbIXOAHBIX cepBepoB Tor
nepexsaTbiBan He3alwundppoBaHHblil TpaduK, B pedynbTaTe Yero nony4yun naponu K anek-
TPOHHOW NOYTe NOCONbLCTB, FOCYAapPCTBEHHbIX OpraHu3aLnii, NpaBoOXPaHUTENbHbIX OPraHoB
pasHbIX CTPaH U T. N.

IToapoOnee 06 3TOM M APYTHX MHTEPECHBIX (PaKTaX BB CMOXKETE MPOUMTATh HA CTpa-
HUuKe Bukuneaun (He BIKY CMBICIA MPUBOANTH 3TY MH(GOPMALMIO B KHHIE, €CJIH BbI
MokeTe mpountath c¢ Occrmatao): http://ru.wikipedia.org/wiki/Tor. HacrostensHo

! TIporpamma JAP — ojta 13 mporpasm, oGecrieuHBaomiX aHoHHMHOCTh B MnTepHete. OHa cKphiBaeT pe-
aabHblii IP-ajipec. nepemelnuBas janHbie BeeX nospsoBateieii JAP ¢ noMombio MHKC-IPOKCH 10 TeX 10p.
MOKa OTCJIEM T PeaibHbIii aJipec CTaHET HEBO3MOKHO.
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PEKOMEHAYIO HA AOCYTE MOCETHTh MPUBEACHHYIO CCBIIIKY — BBl Y3HACTE MHOIO MHTEPEC-
HbIX (pakTOB O ceTn Tor. a Mbl TEM BPEMEHEM MEPEHICM K MPAKTHUKE — K MCIO.Ib30Ba-
auro Tor.

COBET

Bac my4aeT coBecTb, 4TO B cny4yae UCnonb3oBaHUA Tor Bbl TEM caMbiM nocnocobereyeTe
pacnpocTpaHeHuio kubep-npectynHoctu? Toraga nepenaguTe no cnepyroliein cecoinke, u Bce
COMHeHus ucyesHyT: http://tor.cybermirror.org/fagq-abuse.html.ru.

2.4. YcTaHOBKaA u ucnonb3osaHue Tor

2.4.1. BbicTpoO, NpocTO U NnopTabenbHO: Tor Ha (hnewke

[Tporpammuoe obecneyerne Tor MOKHO CpaBHHMThH CO MIBEHLIAPCKUMH HacaMu — TIO-
CIICAHUE MOJKHO TOKYMAaTh TOJBKO B (PMPMEHHOM MarasmHe. 4TOObl HE HApBaThCs Ha
noaaenky. Takke n Tor caeayer ckaumBarh TOABKO ¢ O(PHMLMAIBHOIO CaiTa rno ajpecy:
https://www.torproject.org/ (puc. 2.2).
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Puc. 2.2. OduuymansHein canut Tor

He pexomeHayio 3arpyskars nporpaMMmHoe odecneueHue Tor u3 BCEBO3MOKHBIX KaTa-
JIOTOB MPOrpaMM — B HEr0 MOTYT ObITb BCTPOCHBI "YCPHBIC XOAbI"; KPOME TOrO, TaKOE
"HeupmeHHOE" nMporpaMMHOE oOecreueHUe MOKET ObITh MOAN(MULHPOBAHO 3710VMBbILI-
JCHHUKAMH 715 nepeaadn uHdopMauuu (BaluX Maposcii, MCKTPOHHBIX MHCEM U T. I1.)
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tpetbuM auuaM. [lomuure, uTo nexoausiii koa Tor A0CTYNEH KAKAOMY, M 3TO OCHOBHOE

€€ MPEUMYILECTBO, HO M OCHOBHOH HEAOCTATOK TOKE. Beap Kaxaplii MOXKET cKayaTh

u MoauduuuposaTh KoMIUIeKT Tor, a 3aTeM BbIJIOKHUTh HA CBOEM caiite, sikoObl ¢ Onaru-

Mu HamepeHusimH (Tuna, komruiekT Tor ¢ Gpaysepom Firefox, B KOTOpoM yCTaHOBIIECHBI

JOTO/THATE/IbHBIC TUIArHHBI). A BbI, 3arpy3UB M YCTAHOBHUB TaKyI0 MOAH(DHIIMPOBAHHYIO

Bepenio Tor, momyumre cucTemy, KoTtopas OyACT mepegaBaTh 370VMBIIIICHHHKY BCIO

nHpopmarmio o Bac. [Toaromy maem Ha opuIMATBHBIH CAWT M CKAYHBACM BCE TaM.

Hazo oT™MeTuTh, Y4TO TYT CYIIECTBYIOT BAPHAHTBHI:

0 MOKHO CKayaTh YK€ MPEAHACTPOCHHBII KOMILICKT MPOrPAMMHOr0 oOecreueHus: —
BaM Hago OyJaCT 3amyCTHTh TOIBKO OAHY NMPOTpaMMy, HEMHOTO MOJ0XKAATh, MOKa
OCYLIECTBHUTCS MOAKTIOUCHHUE K ceTH Tor, i BbI rOTOBBI K padoTe,

0 a MOKHO CKa4yaTh BCC HCOOXOAMMOC MO OTACIBHOCTH M HACTPAHBATh MPHUBA3KY KOM-
MOHCHTOB BPYYHY1O.

Mgp1 Oyaem OpHECHTHPOBATBCS HA YIKE TOTOBBIH KOMIICKT, MOCKOIBKY TaK MCHBIIC
BCPOSITHOCTH JAOMYCTHTh MPH HACTPOITKE OMMOKY, H3-32 KOTOPOi AHOHUMHOCTB HE OyaeT
obecreunBaThCs.

PaccmoTpiM cocTaB roToBOro KOMILICKTA:

O Tor — cepaue cUCTEMbl aHOHUMH3ALMK Tpaduka. DTa nporpaMma CTPOUT LCTIOUKH,
10 KOTOPBIM JOJIKHBI [EPEeaBaThCs BALIU JAHHBIC, IIPOITYCKACT Y€Pe3 HUX JAHHBIC U
noay4aet oreeTol. [Iporpamma Tor, mo cyTh, siBIsieTCs MPOKCH-CEpBEPOM M paboTaeT
ananornyHo npokcu-cepsepy SOCKS. nokanbHbie COCAMHEHMS NPUHUMAKOTCS Ha
nopt 9050. baaroaaps sTomy Ha paboty uepe3 Tor MOKHO HACTPOHUTH MPAKTHYCCKH
A00YI0 MporpaMmy’:

O Vidalia — nanens ynpasiacHusi nporpammoii Tor, ucnoas3yercs Amst HacTpoiiku Tor
1 HaOmoACHMS 3a ero paboToii:

O Provioxy — anonmmmsupytoumii HTTP/HTTPS npokcu-cepsep. [lpunoskenne sisms-
eTcs HaACTpoiikoit Hax Tor m yaydmaeT 3amuTy B mporpaMMax, HCHoIb3yIOUMX Mpo-
tokonsl HTTP u HTTPS (06b1uno 310 Opaysepsr). Dta nmporpamMma HCHOIB3YET TOT
ke mopt 9050:

O mnarun Torbutton — cneumanbueiit marne g Opaysepa Firefox, Bkarouarommuii
U BBIK/TIOYAIOIMIT aHOHMMu3amio Tpaduka. [Ipu BkmoueHnn anoHnmu3auun tpadu-
Ka BBIK/IIOYAKOTCSI BCE IUIATMHBI, MO KOTOPBIM MOXKHO BBIUMCIIHTH Ball peanbHbiii IP-
aapec, a umeHHo: Java, Flash, ActiveX, RealPlayer, Quicktime, Adobe PDF u nHeko-
Topsic apyrue. Jla, Buaeo Ha Youtube aHOHMMHO BbI HE TOCMOTPHTE.

ITo agpecy https://www.torproject.org/download/download.html.ru Bbr MoxeTe
CKa4aTh JBa Y>KE€ HACTPOCHHBIX KOMIUICKTA MPOrPaMMHOr0 00eCreueHus:

O mnaket Tor Browser — BkmioyacT B ceOsi OMHCAHHOC paHEE MPOrpaMMHOE odecreye-
HHC M aHMIHICKYTO BepcHio 6paysepa Mozilla Firefox. Mcnons3oBats apyrue Opayse-
pbl, OCOOEHHO C 3aKPHITHIM HMCXOJHBIM KOJOM, HE PEKOMEHIYETCS, NOCKOIIbKY HET
HHMKAKOI rapaHTHH, YTO OHH HE MEPeJaloT KOHQHICHINATBHYIO HHPOPMALIHIO TPETh-
M uuaM. bpaysep Firefox, Bkmrogaemsiit B coctas makera Tor Browser, nposepsiet-
cst paszpaborunkamu Tor (1a u nexoausiii koA Firefox oTKpBIT /18 BCEX JKEIAIOLIMX),
YTO MCKIIOYACT BO3MOXKHOCTH ycTaHOBKH "depHoro xoma". IToapoGuee o BwiOope
Opay3sepa MbI MOrOBOpUM B 2rase 12,
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lMPUMEYAHHNE

B enase 12 Takxe OyaeT nokasaHo, Kak HacTpouTb nponpueTtapHble ICQ-knueHTsl (npo-
rpammel QIP 1 ICQ) ans paboTbl Yepes pacnpeaeneHHyto ceTb Tor.

O maker Tor Browser Instant Messaging Bundle — coaepskut He Tonbko Opaysep, HO H
KJIMECHT MTHOBEHHOTO 0OMEHa cooOmeHnsaMH. B kadecTBe Takoro KIMeHTa HCOMb3yeT-
cst mporpamma Pidgin, mosromy Teneps Bamm 6eceant B ICQ, Jabber u apyrux caysxbax
MFHOBEHHOTO OOMeHa cooOweHusMu OyayT samuuensl ot npocaywku. [ToapoOHee
o Pidgin moxHo npounTats o aapecy http://ru.wikipedia.org/wiki/Pidgin.

MNMPUMEYAHMNE

K coxaneHuto, B HacToslee Bpemsa nakeT Tor Browser Instant Messaging Bundle Bpemen-
HO He pacnpocTpaHseTcs u3-3a owubku B Pidgin, cBoasiLlen Ha HET BCe CTapaHus npo-
rpammel Tor aHoHMMU3npoBaTtb Tpaduk. B ckopom Bpemenun ata npobnema Gyaer ycrpaHe-
Ha, U NakeT CHOBa CTaHeT AOCTYNHbIM ANA 3arpy3ku (MOXeT ObiTb, AaXe K MOMEHTY BbiXxoAa
ATOW KHUMM U3 neyarTu).

ITpenmymiecTBa MpeAHACTPOCHHOTO MaKeTa OYeBHAHBL. Bo-nmepBhix, BaM HE mpuacTes
HHUYErO HACTPAaMBaTh, CICI0BATEIBHO, Bbl HE CMOKETE COBEPIIMTH OMHMOKY. Bo-BTOpEHIX,
Bbl MOJKETC PACMAKOBATh 3arpyKCHHbIA apXHB NMPsSMO Ha (IICIIKY, M KOMIUICKT TMPO-
rpamMM s aHOHUMHU3aLuuK Tpaduka OyaeT Bceraa ¢ BaMu. A 3TO 3HAUMT, YTO Bbl MOXKETE
He 0osThCs 3aX0ANUTh B MIHTEpPHET ¢ 4yKHX KOMIBIOTEPOB — IPH YCJIOBUH, YTO HA KOM-
NbIOTEPE HE YCTAHOB/ICH K/IABHATYPHBII IINMHOH, HUKTO HE IMCPEXBATHT BALIH JAHHBIC.

Hacrpoiika Tor BpyuHYIO MOKET MOHAZOOMTBCS B ABYX CIIyHasX: CCIIH Y BaC YKC CCTh
HacTpocHHbIH Opay3ep Firefox, mam e BaM HY)XHO HACTPOMTH APYTYIO CETEBYIO MPO-
rpaMmy (KOTopasi He sIBIsieTCst Opay3epoM MM KIMEHTOM 0OMEHa cOOOLICHHSIMM) Ha pa-
6oty uepes Tor.

IMepseiit cnyuait HeakryaneH. [lycts Ha Bamem kommnbrotepe umeercs Firefox ¢ yxke
YCTAHOBICHHBIMH TularuHaMu. Ho Beab MpH BKIIFOYEHHH PEKMMa aHOHUMM3aLHH Tpadu-
ka (rmarus Torbutton) GOIBIIMHCTBO MOJIE3HBIX IUIATHHOB (KaK y’Ke OTMEYAI0Ch paHee)
Oyayt orkmodcHsl. Oanako Torbutton He MokeT 3HaTH 000 BCEX MIarMHax, MOTCHIH-
anpHO crmocoOHBIX mepeaasath Bam [P-agpec TpeTheit cTopoHe, mosTomy H3 cooOpaxe-
HUii Oe3omacHoCcTH CBOI Opaysep Mcnonp30BaTh HE pekomenayercs. Jlyume menonbs3o-
BaTh "uncTeli" Opaysep, BXxoasuuii B komrekT Tor Browser.

Bropoii cayuvaii akTyaneH npu HacTpoiike cropoHHuX nporpamm. Ho onsitb-Taku, Bam
HHUKTO HE MELIaeT 3arpy3uTh naker Tor Browser u MCnosib30BaTh €ro KOMIOHEHTHI ISt
aHOHMMHM3aLMHU Tpaduka cropoHHei nmporpammel. [lanee OyaeT nokazaHo, Kak HACTPOUTH
nouroBbiii KaueHT Thunderbird (em. paszo. 2.4.3) u nporpamMmmy HMHTECpHET-TEICHOHHM
Skype (em. paszo. 2.4.4) na ucnons3osanue Tor.

IIpsimas cebiiika Ha 3arpy3ky nociaeaneii Bepcuu Tor Browser BbIrsauT Tak:

https://www.torproject.org/dist/torbrowser/tor-browser-2.2.32-3_ru.exe

OaHako s BAM COBETYIO BOCIOJIB30BaThesi KHOMKOM Download Ha oduumansHOM caifre
Tor — BbI OyAeTC YBEPCHBI, YTO 3arpy’kKacTe caMyro noce a0 Bepeunio Tor Browser.

3anycTiTe 3arpyKeHHbII (aiin (3T0 caMOpacrnakOBBIBAIOLIMIACS ApXMB), M BCC, YTO BaM
HY)KHO CACTIaTh, — 3TO VKa3aTh KATalor, B KOTOpbIi caeayeT pacnakosats Tor (puc. 2.3). Ia-
ket Tor Browser w1 Windows mosker paborars B Windows 7. Windows Vista 1 Windows XP.
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Puc. 2.4. 3anyctute nporpammy Start Tor Browser.exe

[lepeiiaute B KaTasor, B KOTOPHIH Bl pacnakosanau Tor Browser, u 3amycTure nmpo-
rpammy Start Tor Browser.exe (puc. 2.4).

Orkpoercst OKHO naHesm yrnpasieHus Vidalia — npuaeTess HOMHOTO NMOAO0KAATh, 1oKa Oy-
JET BBITIONIHEHO noakmoueHue K cetu Tor (puc. 2.5). Ycranosus coeannenne, Vidalia zamycrur
Opayzep Firefox, Bxomsumii B kommuiekt Tor Browser. [171s mpoBepK# cOCTOSHMSE 110 AKTFOYCHHUS
K cetu Opaysep oOparurces k cueHapuio https://check.torproject.org/?lang=en-US&small=1,
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KOTOpBIH coo0mmT crarye coeauneHus (puc. 2.6). Kak MOXKHO BHACTH, COCAMHECHHUE C CETBHIO
Tor ycTaHOB/ICHO, M Tenepb Bbl aHOHMMHBI. CLieHapHit MPOBEPKH COCTOSHMS COCAMHEHHS CO-
oOwaeT Taxke 1 Baw HOBbIi [P-aapec, B janHOM criyuae 310: 192.251.226.205.

Craryc

é Moaxmoserme X ceTi Tor!

Apnosan Vidalia

®
OcranosnTs Tor » '+ Hacrponxa cepsepa
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Puc. 2.5. MNaHenb ynpaenenus Vidalia

. Are you using Tor?
E 2 DS | toprojetoy TITRITEETITIE wp= art- USEcsmail=1 -|¢ | i-:' * Gocgle 2 A B -.
N St e Rl o e L1

Congratulations. Your browser is configured to use Tor.

Please refer to the Tor website for further mformation about using Tor safely. You are now free to browse the Intemet anonymously
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Puc. 2.6. bpayzep Firefox: coeguHeHnue c Tor yctaHoBneHo
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|_| Are you using Tor?
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Puc. 2.7. Tor BknioyeH

ITpokonTpoauposare, paboraer au Tor, MOKHO M MO-APYroMy — B IPOLIECCE AHO-
HUMHOTO cepdunra. Jl1s 9TOro noaBeANTE yKa3aTeab MBILIN K KHOMKE ¢ M300paskeHUEM
aorotuna Tor (puc. 2.7) — BCrUIBIBAIOLIAs MOACKA3Ka MOKAKET COCTOSIHHUE TMOIKITIOYC-
Hus Kk Tor. Ecim Hakare Ha 3Ty KHOMKY, OTKpoeTcs MeHI0. B HeM. moMuMo Apyrux
KoMaH. OyaeT mpucyTeTBoBaTh KoManaa HacTpoiiku, mo3Bosiomas HaCTpOUTh TIaruH
Torbutton.

BHUMAHUE!

ByabTe OCTOPOXHbI — B 6OMNbLIMHCTBE Criyyae HacTpoiku Torbutton nameHsTs He TpebyeT-
cA, a HenpaBWrbHbIE NapameTpbl MOTYT NPUBECTU K NOTepe aHOHUMHOCTU. Tem He MeHee
B crieflyloliem pasaene Mbl C HEKOTOPbIMU HacTPOMKaMi NO3HAKOMUMCA.

Yro aenare aansime? [IpocTo BBOANTE agpec KEMAEMOro y3ia U HaCIKIAuTECh aHO-
HUMHBIM cepduarom. CKOPOCTh COCAMHCHMS 3aBHCHT OT Y37a. K KOTOPOMY BbI MOAKITIO-
YaeTeCh, U OT CrEHEPHPOBAHHOMN LICTIOUKH.

2.4.2. NaHenb ynpasneHus Vidalia

Hacrano Bpems pacecmotpers nadens yrpasieHus Vidalia, nzoOpakennyio Ha puc. 2.5.

B okne Vidalia Bbr HalizeTe caeyomme KHOMKH:

O OcranoBurs Tor — cayxkur ais octaHoBa Tor, 3aTeM 3TV K€ KHOIKY MOYKHO MC-
noab30BaTh A 3anmycka Tor. B SoapmmHCTBE caydaeB nepesanyckarh Tor He HY/KHO,
a ccam BBl JkemacTe cMeHHTH [P-agpec m BCIO HEMOYKY, JyYIIC HaKaTh KHOMKY
CMeHHTD THYHHY;

O O630p ceTn — MO3BOIACT BU3YAIbHO OLICHUTH CO3JaHHYIO LieNo4ky (puc. 2.8);

O Hacrpoiika cepsepa (oHa x¢ HacTpoiiku) — BBI3BIBACT OKHO HACTPOECK. €r0 Mbl
PAcCMOTPHUM YYTh MO3XKE;

O Cmenntb auuuHy — pasbiue (B npeasiayimux Bepceusx Vidalia) sta kHonka Hazel-
Basach CMEHHTBH HEMOYKY. 3a4cM HYKHO OBIIO ¢¢ MCPCHMCHOBBIBATD, 5 HC 3HAIO.
M3MmeHeHne HEenoyky no3Bo/sieT H3MCHHTD CIIHCOK Y3II0B, Yepe3 KoTopbie OyaeT npo-
UCXOAUTH OOMEH JaHHBIMH, U CMEHUTb KOHEuHbI [P-aapec:

0O I'paduk Tpaduka — HeOOIBIIOE OKOIIKO, MOKA3bIBAIOIICE, KaKOH 00beM MHpOpMa-
1H ObIZT MOTYYEH M nepejaH yepes ceTsb Tor:

O Tlomoib — OTKPBIBAET OKHO CIPABKH,
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gengashire
froschitor
freeworldbav
freetztor
flip
flibble
fak3r
efu
egilsstade
estiPhas
Edgarlegas
eddard
ecmgwloM6l
Dystopia
dwigio
Dumain
dontlkedentity
domob
distorted
dicanderezwicbe! Moaxnovesne Crarye
Diablo lumumba, Omxpart Fepuana
DestroyTerrorism.., :::;;anetﬁx Ar:ouncﬂ . 5 8§2.225.253.179

press, TOR0, desync Omcpems Tor 0.2.2.32 (g1-3482798 7e Sofea)
clacke OldPlanetExpress AmunetS, rainboww.. Oneperrs X X856 64

on Linux x86_64
chre bach,PPrivComd34, TSU1 Omxpemms 8.00 M3/
ceekay CldPlanetExpress Khorshid, HarryTuttle  Oripans 10 days 6 hours 11 mins 4 oo
candybar OldPlanstfxprass PPrivCom03 Harry.. Omepamrs Nocnepnee obnosnenwe: 2011-09-05 01:25:32 GMT
Calfamia ] CldPlanetExpress 000X onconn..  Omxpums - -
BolNeTy A bach,:p(TOR3 blutmagie2 Crxpsirs
Bittergrass OldPlanetbExpress.Lifuka.chacscompu.. Otepeme
in

77.247.181. 163

@ > F B o ©

mlo&mwm“vwm

[7] 2 nenomape npexat aes pocryna 8 repier
1] Mol CeTenci 3<pan NOIBONAET MAE NOBKIIOHTECR TOMBKD K ONDROSAEH-S NOHT N
|1 Mot nposaiaen Snoxypyer 2ocTyn K cemw Tor

Puc. 2.9. NapameTtpbl pasgena CeTb
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O Cnpaeka — nokassiBaeT uapopmaumio o Bepeun Vidalia u Tor. Xors npasuibHee
Ob1 9Ty KHOMKY Ha3Bath O nporpamme.

O Bseixox — 3asepuaet padory Tor u 3akpsiBacT okHa Vidalia u Firefox.

Haxxyure xnonky Hacrpoiikn. He Bce Hactpoiikn Tor Baxknel. Hanbonee BakHbie Ha-

cTpoiiku HaxoasTes B pasaenax Cerb u O6men. Haunewm ¢ nepsoro pasaena (puc. 2.9):

O 5 ucnoawssyw npoxkcu ans gocryna B Unrepuer — ccam goctyn k MuTepHeTy
OCYIIECTBISACTCS YEPE3 MPOKCH-CEPBEP, KOTOPbIiT Bbl OOBIYHO YKa3bIBATH B HACTPOIi-
kax Opaysepa. BKIIOYHMTE 3TOT MapaMeTP M VKAKHUTE MapaMeTphl MPOKCH: MM V37a,
MOPT, UM3I NOJIb30BATE/ISE U NAPOIIb (€C/IM HYKHO):

O Moii cereBoii 3KpaH MO3BOJISIET MHE NMOAKJIHYHTBLCS TOJbKO K ONpeAe/IeHHbIM
nopram — Hcrnonb3yercs A1 06xoaa Opanamayaspa. [locne BkIrOUeHUS 3TOro napa-
METpa MOSBUTCS M0JE, B KOTOPOM HAJA0 BBECTH PA3PCLICHHBIC MOPTHI YEPE3 3aMATYIO.
B 2710i1 cTpoke He J0/mKHO ObITh TpobenoB. [Tpumep: 80, 443, 3128;

O Moii nposaiiaep 6oxkupyet goctyn K cetn Tor — HekoTOpbIC MpoBaiiacpsl 6:710-
kupyioT goctyn k Tor. B aTom cayuae BKIIOUMTE mapaMeTp U YKOKHTE MOCTBI, Yepes3
KoTopbie OvaeT ocymecTBasaTbes Aoctyn K Tor (puc. 2.10). Cnucok MOCTOB A0CTYNEH
no aapecy https://bridges.torproject.org. Mokno Takke Hakath kKHomky HaiiTh
MOCTBI Il aBTOMATHYECKOro rnoucka MoctoB Tor. OxHako mnposaiiep MOXKET TOXKe
BOCIO/Ib30BaThCs 3TOI QYHKUMCH U 3a0I0KHPOBATh MOTYYCHHBIC V3bl... Tak 4To ra-
panTwii. uto Tor y Bac 3apaboTacT B cryyac OI0KHPOBKH MPOBAHACPOM. HUKAKHX HET.

) o 7

Ofmex  Cepsichl Beewrssisna Pacumpespedt  MNonows

A MCNONB3YI0 NDOKOM ANA LOCTYNA 8 MHTepHeT
[ Mo ceTesodt SKDAH NOIBONAET MHE NOAKMO-MTHCS TOMKD K ONPEAEISHHbIN NOPTAN
(¥ Mot nposaiiaep Gnokupyet gocTyn K cem Tor
Hacrpoixn Mocra

AobasuTs mocT:

{193.205.7.15:443

|83191.149.102:443
319.0.218:443

Puc. 2.10. [Jlo6asneHue mocTtos Tor
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P

N\

General Cerb Obmen | Cepsucnl  Brewrwisna  Pacumpenrost MNomows

) Pexam paboTel TONBKO KaK KAMeHT
©) Cepseprinst Tpadux ceTy Tor
() Nomost 3a6N0IMPosaHIM NONL30BATENAM NONYSMTD A0CTYN K ceTit Tor  What's this?

OCioeHwe HaCTPOIA | Mpeaensi nonoas nponyoxarsis | Mpaswna suixoaa |

Hax:  Unnamed
KontaxTras usdoprasia:  <you@example com>
MopT cepsepa: 443

|¥] Mirror the Relay Directory Mopt katanora: 9030

[7] Nonwrra asToMaTiMenwt HACTPOHTS NEPeaapecaLI#0 NOPTOS Tecr ; Q

Puc. 2.11. MNapameTpsbl pasgena O6meH

B paszaene O6men (puc. 2.11) Bo MokeTe BoIOpaTh peskum padotsr Tor:

Pesxum paGoThl TONBKO KAK KIHEHT — HCTMOIb3YETCS MO YMOTYAHHIO, BbI MOKTIO-
yaeTech K TOr ¥ HCNOIb3yeTe €€ PECypehl, HO HE NMPEAOCTABISICTE HUYETO B3aMEH;
CepsepHnblii Tpadux cetn Tor — Bbl MOKCTC MPCBPATHTLCS U3 MPOCTOrO 0OBIBATE-
as B v3en cetu Tor. Jlns aToro BeiGepure 310T pesknm paboTel 1 Ha Bkaaake OcHoB-
HbIe HACTPOHKH BBeaAuTe MHpopMmaimio o cede — Bam ncesaonuMm (more Huk)
U a7pec 2ACKTPOHHOM MOCTHI,

Ha Bkaagke Ilpeaenbr monmockl MPOMyCKAHHSI BbI MOJKCTC YCTAHOBHTH MPEACT HMC-
NO/b30BaHMs BAIIEr0 KaHala CBs3M, WHa4ye Tor y3yprnupyer BeCch Balll WHTCPHET-
KaHam;

Bkiaaaka [IpaBuna BbIxoga mossomsieT onpeaeanTb pecypesl MHTEpHETA, K KOTOPBIM
APYTHE MOAb30BaTeau TOr CMOTYT MOIYYHUTh JOCTYM 4ECPE3 Baul KOMIBIOTEP (CaTHI.
Oe30MacHbIC CaThI, MOYTA, MTHOBEHHBIC COOOIIECHHS U aP.):

[Tomoub 320/I0KHPOBAHHBIM MMOJIL30BATESAM MOJYYHTH AocTyn K cetu Tor —
CC/IH B MPEABLIVIIEM CIyHae Bbl CTAHOBUTECH MPOCTO cepBepoM (Hoaom) cetu Tor, To
B 3TOM BbI NPCBPAIIACTCCh B MOCT, YCPE3 KOTOPBIH APYTHE MOJIb30BaTe M OYAVT 3a-
xoauTh B Tor.
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ITomorats unu He momorars cetu Tor? C ogHOI CTOPOHBI, OHA OE3BO3ME3AHO MOMO-
ract BaMm. C Apyroii CTOpOHBI, €CaM KTO-THOO M3 MOAB30BATE/ICH COBEPUIMT MPOTHBO-
NpaBHOE ACHCTBHE, a BAall y3€J] OKAXKETCS TOYKOH BBIXOJAA, MOJO3PCHHME MAJACT HAa Bac.
Tak 4T0, €CTM BBl PEIININ CTATh BOJIOHTEPOM, TO:

0O OrpannybTe NMPOMYCKHYIO MOJOCY — HE HYXHO, 4ToObl Tor 3abupan Bech MHTEP-
HET-KaHajI, BaM BEJIb TOXKE HYIKHO;

O na Bknaake IlpaBuna Beixoaa orkarounte napametpsl Ioayuare noury u Ilpoune
cepBHCbI — TaK, [0 KpaifHEl Mepe, Ball KOMIBIOTEP HEe OYAET MCIIOIb30BATHCS AJIs
PacchlIKH criama.

Ocranoce paccMOTPETh €LIE OAMH BOMPOC, & UIMEHHO — BBIOOP Y37I0B BBIXOJA, YTO
BAJKHO, €C/TH Bbl XOTHTE 3am01yuuTh Ha Beixoje IP-agpec onpeaenennoit crpansl. B noa-
karanore Data\Tor katanora yctaHoBkH maketa Tor Browser Haxoamrcs koH(purypaum-
oHHBbIi1 (haitn torre. OTkpoiiTe ero u J06aBbTE ABE CTPOKH:

EntryNodes $fingerprint, $fingerprint,...

ExitNodes $fingerprint, $fingerprint,...

IepBbiit mapaMeTp 3aJaeT CIHUCOK BXOAHBIX Y3JI0B, a BTOPOl — BBIXOAHBIX. BMmecTo
MCPEMCHHOM $fingerprint Bbl MOXKCTC 33aTh:

O wuaentudukaTop y3na B ceTd Tor (ero MOKHO y3HaTh C MOMOIIBIO KAPThI);

O IP-agpec y31a (HO HY/KHO OBbITb TOUHO YBEPCHHBIM, YTO OH SIBIISETCS CEPBEPOM CETH
Tor, 3T0 TOXE MOYKHO V3HATh C TMIOMOLIBIO KApPThi);

O ISO-kox crpansl. Hanmpumep. {de} ans I'epmanmm, {ru} ans Poccum u T. 1.
Jns ompeaencHHUs KoJga CTPaHBl BaM MPUTOAUTCS CJECAYIOWAs CChLIKA!
http://www.perfekt.ru/dict/cc.html.

TTPUMEYAHMNE

PaspaboTumku Tor He peKOMeHAYT WCnonb3oBaTb nNapaMeTpbl EntryNodes WU
ExitNodes (3TO NNOXO BNUAET Ha aHOHUMHOCTb), HO Bbl MOXETe NOCTynaTh TakK B KpanHUX
cny4yasx — Korfa Hy)XXHO 3anonyyYuTb LENoYKy C XKEeCTKO 3afaHHbIMW BXOAHLIMU W BbIXOA-
HLIMU y3namu.

2.4.3. HacTtpo#ka no4TOBOro KfineHta
Mozilla Thunderbird

PaccmoTpuM HacTpoOiiky MOYTOBOrO KaueHTa Aisi pabotel ¢ cetbio Tor Ha mpumepe
nporpammel Mozilla Thunderbird. Beimoanure cneayromue aeicTpus:
1. 3amycture Tor u ¢ momowpio Vidalia ydeaurecs, 4To MoAKIIOUCHBI K ceTH Tor.

2. 3anycrure Mozilla Thunderbird
3. BuiGepure komanay Mucrpyments: | Hacrpoiiku.
4. Tlepeiiaure B pazaen JonoanurenbHo, ganee — Ha Bkaaaky CeTb H J1HCKOBOE Mpo-

cTpaHcTBo (puc. 2.12).
5. Haxmure kHonky CoeanHenne. B OTKpBIBIIEMCS OKHE YCTAHOBHTE MApaMETPhl Tak,
Kak Moka3aHo Ha puc. 2.13.
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OcHosHbiE Orobpaxenne Cocrasnenwe [pueatHocts  BnoxedHbie daitnn: EGLINET (NPT

OcHoeHbie | Cems u gucoroe npoctpancrso | O6Hosnennn I Cemepxaml

r Coegurenne

Hacrpoiite napamerpbl coeaurenuns Thunderbird ¢ VnTeprer.

Coeguuenue...v ‘
Bpems oxnzanua coegurenns: | 60 CeKyHA

~ AsTonomnan pabota

Hacrpoixa napamerpoe asTOHOMHOM paGoTbt AsToHoMHAR paéorra...] \

 Auckoeoe npocTpaHcTeo

[] Cxoamats nanku, ecnu npw 31om ssiceoboauTcs bonee 100

- Hacrponxa npokcn ana gocryna & Vinteprer

() Npamoe nogrnrovenne k Mnteprery

ABTOMATWHECKOE ONPEAENEHME HACTPOEK NPOKCYN AN A3HHOM CETH
@ Hacrpoiixa npokcu Bpy4Hy:o:

HTTP-npokcu: | localhost Mopm:
Vicnonbsoeats 3TOT NPOKCH-CEPEEP ANA ECEX NPOTOKONOE

SSL-npokcm: | localhost Mopr:
SOCKS-npoxcu: | localhost Mopr:

7 SOCKS4 @ SOCKSS

He ucnonssosats npokcu gns: 7localrhost, 127001

Mpumep: .mozilla-russia.org, .net.nz, 192,168.1.0/24
(" URL aeTomarnyeckon HacTpoORKN npokeu:

O6noouTs

0K | | Omena

J

Puc. 2.13. NapameTpbl NpokcU-cepeepa: HacTpomka Ha ucnonbsosaHue Tor
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2.4.4. Hactpouka nporpamMmbi
uHTepHeT-TenedgoHumn Skype

[Tonynsipayio nporpammy MHTEpHET-TeAChOHMN SKype TOKE MOMKHO HACTPOMUTH Ha
ucnoas3oanue Tor. [lns atoro Beimonuute komanay Mucrpyments: | Hactpoiikn, ne-
peiiaure B pazaen JomonnurensHo | CoeanHenHne M YCTAaHOBUTE MapaMeTpsl Tak, Kak
nokazaHo Ha puc. 2.14.

Bot Toabko co Skype ectb oana npobaema. Boobme-to Skype — nporpamma ¢ 3akpsi-
TBIM HCXOAHBIM KOJAOM. Aaroput™el mudposBanns Skype BechbMa HaACKHBI (10 CHX TOP
MOKa HUKTO HE pacmdpoBai UX), M TCOPETHYECCKN MOXKHO Hcnob3oBatk Skype u 6¢e3 Tor.
KoneuHo, ona Ovaer npekpacHo padorare u uepe3 Tor, HO st COMHEBAKOCh, YTO B 3TOM €CTh
CMBIC/I, TIOCKOJIBKY TOCIe npuodpercHus komnanuu Skype kommnanueit Microsoft nomons-
JIH CIIYXH O TOM, 4TO npocayiuka Skype crienciyxOaMu BIIOJTHE BO3MOYKHA.

[paBaa 210 MM HET, 3HAIOT TOMBKO CIICLICTYKOBI, HO HAa BCSKHMIT CTV4ali 03HAKOMBTCECH CO
CICAVIOLIEH CChIIKOI U caenaifre coorsercTByromue BeiBobl: http:/dkws.net/archives/2017.
B moGom cyyae HHKTO HE JacT BaM rapaHTHIL 4TO 3aBTpa B Kojae Skype He mosurcs (ecim
YIKE HE TMOSIBIIICS) ""HCpHBIit X0a" A8 CrieucmykO WM CIie KOro-To.

ﬂ OcHOSHSIE CoemHenne: HacTPoiKM cosanHeERn Skype © isTepHeToN

ii\ BesonacHocTs

NaONb30BaTL NOPT 94557 ANA BXOARWMX COBAMHEMA
P Onogawermn V] Micrions308aTe nopTi: 80 1 443 B KAUECTBE BXOARLUNX ANSTEDHATHBHSIX

0 3B0HK SOCKSS VJ

Xocr localhost Nopr 8118
@ Y3kt n SMS

@ JONOnHATENBHD

& Pacw PEHHLIC HACTPONKS
.  FACLMD 1ot CTPO M
=

| BxmoumTb asTopM3aWED NPOKOM-CepBEPa

ﬁc o

@ CoveTaris Knamaw

0 Noapobree o Ton, xax Skype paforaer ¢ npoxat-cepsepam u Gparamayspam

Puc. 2.14. HacTtpansaem Skype Ha ucnonb3osaHue Tor
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2.4.5. Hactpouka FTP-knueHra FileZilla

YroObl HE CO3AaBaTh TMLIHIOK HArpy3Ky Ha ceTh TOr, PEKOMEHAYETCS HE nepejasarhb
uepe3 Hee o FTP orpomusie ¢aiinsl. Ho Bee sxe Tor ucnonb3osars g1t oOMeHa daiinos
no npotokony FTP moxHO — Beap korjga oOHOBIsICLIb CBOM CaifT, B OOIBIINHCTBE CITy-
4acB pa3Mep KaKIOro M3 nepeaaBacMbIX (aiioB COCTABISCT BCErO HECKOIBKO KHUIT00aii-
TOB M peako aoxoaut a0 meradaiita. Koneuno, [SO-06passr AucTpubyTHBOB OMNEparmoH-
HBIX CHCTEM ayume yepes Tor He BeIKAaabiBaTh (O0abImKME 00BEMBI TpaHKa CHHIKAIOT
MPOM3BOAMUTEIBHOCTD BCCH CETH — MOTOM HE VAMBISIHTECH, 4TO Tor paboTaeT MEAICHHO).
Brpouewm, s He yTBepikaar, uto uepes Tor Heab3s nepeaars, ckaxkeM, ISO-o0pa3 paszme-
pom 650 Mbaiit unu aaxe 4 I'Gaitr. Texuuueckn Takas BO3MOKHOCTb €CThb, HO NEpej
TEM, KaK HavaTtb nepeaaqy, 03HaKOMbTECh C paszo. 2.7. A BOT Al nepejadn HeOOIbIIMX
¢aiinos Tor BoaHe CroauTcs.

Jnsa vacrpoiiku FileZilla va ucnonb3oBanue Tor BeinmoHuTe KOMaHay MeHKO Pepak-
TupoBanue | Hactpoiika. B otkpsiBiiemcs okHe nepeiiaute B pasaen basosbrii npoxkcu
(puc. 12.15). veranoure tun mpokcn SOCKSS, Beeaure B moie XocT MpPOKCH MMs
NPOKCH — localhost K nmopt 9050. He 3abyapre Haxkare OK a1 coxpaneHus HACTPOCK.

Beibepute crparmuy: Bazosbiit DoKX
& CoenmHerve | Tin Basosoro npokot:
= FTP 7 © Huero
- AKTUBHEE! DEXMM ) HTTP/L. 1 ucnons3ys meToa CONNECT
NaccuBrost pexie @ SOCKS 5
“-FTP npoKa
- locahost
SETP XOCT NpoKon
Basossiit npoxkon MopT NpoKo!:
[z} NMepenawt
Tune: daiinos MNons3osaTens NPOKH

: Neicrsue, eowm daitn cylwecTsyeT
= WaTepdesic
i Tem: BrmaHne: nnons308anine 5a3080r0 NPOKGA NDUHYAMTENDHO SKMOYSET NACOSHBIN

[aponb npokon:

DopMaT aaTsi/spenern
DopmaT pammepa bannos
Cnuaa dainnos

1 o

[=)-Npaska dainos

[ oK
( Qrera

Puc. 12.15. Hactpowka FTP-knueHTa FileZilla Ha ucnone3oeanue Tor

2.4.6. HacTpouka 6pay3epa Opera

[Tponpuerapubic Opay3sepst (Opera OTHOCHTCSE K MX YHCTY) HE PCKOMCHIVETCS HC-
noab30BaTh A obecneuenns anHoHUMHOCTH. [Touemy? OTBeT Ha ITOT BOMPOC BBI V3HAC-
Te u3 2raevr 12. Ho ecnm cunbHo xouercs "topuduumposars” Opera, TO BCe BO3MOKHO,
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_ |
Pacwmpertbie
Brnapxn

Haenraums
Yeegomnerun

Coaepxunmoe
Wpndre
3arpyskn
Mporpamme:

Xpanunuwie

Marenn
Ynpaenenne
lonoc

Puc. 2.17. MNapameTpbl NpokcU-cepeepa: HacTpowka Ha Tor
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3anycrure Gpaysep u BbinoaHute komanay MeHioo Opera | Hacrpoiikn | O6wme
Hactpoiikn. [lepeiinure Ha Bkaaaky Pacumpennbie B pasaen Cers (puc. 2.16). Ha-
xmuTe KHONKY Ilpokcu-cepBepbr u B OTKpbIBmeMCsi OKHE (puc. 2.17) ykakurte mms
MPOKCH-CEPBEPA localhost M €ro MOPT 2050,

IMocne sToro Bel MoxeTe ucnonb3osath Opera uepe3 Tor. KoneuHo, HyxHO yOeuTh-
cs1, uro Tor 3anymena (paHee OblIIO CKa3aHO, KaK 9TO CACIATh).

2.5. Korpa Tor 6eccunbHa. lononHUutenbHbIe
pacwupeHusn gna Firefox

He Hy’KHO Aymarb, 4TO €C/IM Bbl YCTAHOBHIN TOr, TO Tenephb MOAHOCTHIO AHOHUMHBI.
Haunnaromme nosp30BaTeIM 4acTo JOMYCKAOT psia OWIMOOK, KOTOPBIC MPUBOAAT K MX
paccekpeunBanuio. [Ipu ucnonp3oBarnu Tor HYKHO TOMHHUTH CIACAYIOLICE:

O Tor 3amumacT T¢ MPOrpaMMBbl, KOTOpbIC paboTaioT uepe3 Hee. Ecau Bbl ycTaHOBHIN
Tor Browser, HO He HactpauBanu Ha paboty uepe3 Tor ocraibHbIC CETEBBIC MPO-
rpammbl (apyrue Opaysepsl, ICQ, Skype u T. A.), TO 0 HUKAKOH AHOHUMHOCTH MOKHO
n He MeuTaTk. Hanbonee yactas ommnbka moabp30BaTeIei 3aKII0MACTCS B CIACAYIOLICM.
ITonb3oBaTens veranaBauBacT u 3amyckaet Tor Browser, a 3atem 3amyckaet apyroi
Opay3sep (a He TOT, KOTOPBIi 3amyckaeTcs ¢ nomowbko Vidalia), Hanpusmep, Opera uinu
Internet Explorer, u aymaer, uro ero tpaduk anonnmusuposad. Ho 310 He Tak, mo-
CKOJIbKY 3TH Opay3epsl HE HACTPOCHBI Ha ucnoab3oBanue Tor;

O paspabotunkn Tor pexkomenayioT wucmonb3oBath Opaysep Firefox ¢ maarmmHom
Torbutton. DTOT MIarMH OTCICKHUBACT CTATYC CETH TOr M OTK/IIOYACT MOTCHIHATBHO
onacusie riarunsl (Flash, ActiveX, Java u 1. n.). B Hacrpoiikax Torbutton Bel MOke-
TE 3aNPETUTh OTKIIOYCHUE TIATMHOB, HO B 3TOM ciaydae Tor He rapaHTHpyeT aHo-
HUMHOCTD. [Topoii paznuunbie nmiiarnHel MOryT uaru B 0oxoa Tor u nepeaasats npu-
BaTHYIO HH(popmaumro. JIydme Bcero ucnonb3oBats ABa Opaysepa, Hanpumep Google
Chrome ans o6brunoii padotsl B Uutepuere u Tor Browser (Firefox ¢ Torbutton) —
JUTSE QHOHUMHO# paboThI:

O cacayer ObiTh oucHb ocTopokHbIME ¢ Cookies. Jlyuame Bcero orkmounts Cookics
B HaCcTpoiikax Opay3epa, a cmie Jydme ycTraHOBHTh pacumpenus NoScript u
CookieSafe nnn Permit Cookies, koTopsie ewe 00/b1Ie MOBBICAT AHOHUMHOCTb .

O nomuure, uyto Tor mmdpyer Tpaduk ot Bac 10 cetd Tor U BHYTPU CaMOil ceTH, HO
MCKAY TOYKOI BBIXOJA M KOHCYHBIM V3710M Tpaduk He mmdpyercs. Ecau ecth BO3-
MOYKHOCTb. MOAKTIOYAHTECh K KOHeuHOMY y3ay mo mportokony HTTPS. K coxane-
HHIO, HE BCE CAITBI MOAACPIKUBAIOT OC30MACHBIC COCAMHEHMUS,

O wue ucnons3yiite BitTorrent yepe3 Tor. Ecnu ectb HeoOxoauMoCTh aHOHUMHO 0Opa-
waThes K TpekepaM, ucnoab3yidre TAILS (http://tails.boum.org/).

2.6. OrpaHuyeHust U HepgocTaTKu cetun Tor

Tor — He 6e3ynpeyna. Y BCero €CTh CBOM HEIOCTATKH, BOT HeaocTaTK Tor:

0 HEKOTOpbIC MHTEPHET-PECYPCHI 3aMPELIAIOT JOCTYI N3 aHOHUMHOMU cetu Tor;

O cKOpOCTh AOCTYMa K HHTCPHET-pecypcaM uepes Tor CymecTBCHHO HIDKE, YeM Hampsi-
MVIO, HO 3TO Iu1aTa 3a aHOHHUMHOCTbD.
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O xots Tor mokHO HacTpouTh A paboTel ¢ m0ObM TCP-coeanHeHnem, psa nopTos
3aKpBITH B BBIXOAHOM monuTuke Tor, mosTomy HeKoTOpbie AeicTBHs uepe3 Tor Bbi-
NoIHUTh Heb3st. O4eHb YacTo 3aKPhIBACTCS MOPT 25 — OTNPABHUTH MOYTY HE MOIY-
yures. Jlernaercst 310 crneuuanbHO, Jabbl KOMIBIOTEPI HE MCIOIb30BAIMCH AT pac-
CBIJIKH CTIama;

) HEKOTOpBIC CANTBI OJOKMPYIOT AOCTVI MOMB30BaTENCH M3 ApYrux crtpaH. Ecam BbI-
xoaHoit [P-aapec OyaeT npuHaaiekaTs APYroi CTpaHe, 3aiTH HA CAlT y BaC HE MOJy-
yurest. OTyacTi MOXKHO pewuTh npobieMy, BeIOpaB BHIXOJHOH Y3/ B HYKHOH CTpa-
HE, HO 9TO co3JaeT HebobIIne Hey100CTBa.

2.7. 9TKa ucnonb3oBaHuA cetu Tor

IIpn ucnonszosanuu Tor npuaep:xUBalTECh CACAYIOLINX IPABHIT:

O He ucnonbzyire Tor ans AeicTBHiA, HEC TPEOYIOIIMX AHOHUMHOCTH: OHIIANHH-HIPBI,
HHTCPHCT-PaaNo, OHIAH-BHACO, 3arpy3ka Oompiux ¢aiinos. Bee atn aciictBus cos-
JAIOT HCHYKHYIO M OCCIONE3HYI0 Harpy3Kky Ha ceTh Tor, ¢if TPYAHO CIIpaBUTHCS C Ta-
KO Harpy3KOii:

O ne ucnons3yiite Tor n1s HaHEeCeHHs Bpeaa caiTaMm, pacChUIKH CllaMa U JAPYIUX Bpe-
JOHOCHBIX JciicTBuil. MIHaue y aIMHHUCTPATOPOB Pa3HBIX PECYPCOB MOSBATCS NPUIH-
HbI 3aKPBITh AOCTYI M3 CCTH TOr, M OHA CTAHET OCCHOIC3HOI. DTUM BbI MOBPCANTE
MOJIb30BATEIAM BCETO MHPA, KOTOPBIM ACHCTBUTEIBHO HY’KHA aHOHUMHOCTbD.



MnaBsa 3

CeTtb I2P — anbTepHaTuBa Tor

3.1. YTto Takoe 12P?

B 2nage 2 Mpl 0O3HAKOMWINCH C pacnpeaeIeHHOI ceThro Tor, no3sossiromei 3ammd-
poBaTh U aHOHMMHU3HPOBATh Tpaduk. 3aech OyAeT paCCMOTPEH APYrOii MPOSKT AHOHUMU-
saqmu — [2P (Invisible Internet Project, npoext "HeBuanmerit MUatepuet"). I12P — 3t0
TaK Ha3plBACMasl ogepaelinas CeTh, TO ¢CTh paboTaromas noBepx odbranoro MHTepHETA.
[Toryuaercs, uro I2P — kak ObI ceTh Haa CETHIO.

Cerp I2P obecneunBacT (YHKUMOHHPOBAHUE BHYTPH CEOSI MHOTHX CETEBBIX CIVIKO:
CaiiToB (TEXHOJIOrUs €epsite), MOUTh, CHCTEM MTCHOBEHHOIO OOMEHA COOOIUEHHSMH H
Jaxe toppent-tpekepos (BitTorrent, EDonkey, Kad, Gnutella i ap.). A ans nocrie jHux
I2P — npocTo paii, 10 CHX NOp HE MOHUMAIO, NMOYEMY BCE TOPPEHT-TPEKEPHI HE MEPEKO-
yepanu cuie B I2P. Ckopee Bcero motomy, 4TO MHOTHE MOJIB30BATE/IH HE 3HAOT 00 12P
M HC MOHHMAIOT, Kak B HCH pabortaTth. BoT ceifvac aTOT mpoben B BalIMX 3HAHMUSAX MBI
¥ BOCTIOJTHHM, @ YK MCTOb30BaTh [12P wan HeT — pemaiite camy.

3.1.1. Npeumywectea I12P

Hrak. uem ke 2P nonesna oOprunbiM moab3oBateasimM? HauneM ¢ TOPpEHT-TPEKEPOB.
3arpykast ¢puapM (MporpaMMmy. My3bIKQIbHYIO KOMITO3HLMIO M T. 1.) C TOPPEHT-TPEKEpa
(HE roBOpPS VIKE O pa3aaye 3TOro KOHTEHTA), Bbl HAPYIIAETE 3aKOHOAATEIBCTBO 00 aBTOP-
CKHX mpaBax. A BO Bpemst 3arpy3ku (pazgaun) KOHTCHTA uepe3 TOppeHT-Tpekep Baun IP-
azpec BUACH BceM. TeopeTHyeckH Nmpu caMoM HeO/1aronpHsTHOM JUIsi BAC packiaje rnpa-
BOOXPAHUTEIbHBIC OPraHbl MOT'YT HAHECTH BaM OYCHb HCIIPUATHBII BU3UT.

Oxnako npu padore B 12P Takoro He mpousoiiaeT HUKOrJa, MOCKoAbKY Baw IP-axpec
OyaeT 3ammppoBaH, a MAPIIPYTH3ALMS OCYLICCTBISACTCS 1O TAK HA3BIBACMBIM MYHHEIAM.
Jlpyrumu CI0BaMH, J0Ka3aTh, YTO 3TO MMEHHO Bbl CKAYa/IH TaM-TO M TaM-TO (HIbBM —
NPAKTHYCCKN HCBO3MOKHO. KOHEUHO, HEb3s yTBEPKAaTh, 4TO HEBO3MOXKHO BoBce. [Ipu
0co0OM JKECITaHMHM JOKA3aTh MOJKHO, HO A/ 3TOTO MPHUACTCS MOTPATHTh CTOIBKO BPEME-
HH, CPCACTB M APYTHX PECYPCOB, YTO OKAKETCS MPOIIEC CHATH APYTOH (PHIbM, YeM J0Ka-
3bIBaTh, YTO Bbl CKAuYa/IM JAAHHBIA C Tpekepa (a, caMM MOHMMAETE, BBl HE OJAMH TAKOii
110.1b30BATE.Ib).

B ceru I2P nro6oii sxenaronmii MOXKeT co34aTh COOCTBEHHBIH CalT, mpu4yeM adCoI0T-
HO OecrnlaTHO, — HE MPHUAETCS IUIATUTh HU 32 PETHCTPALMIO UMEHH, HH 32 JOMCHHOE
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UM BHJIA Name.i2p. A XOCTHHI MOJKHO Pa3BEPHYTh HA CBOEM KOMITBIOTEPE, YCTAHOBUB
casky Apache + PHP + MySQL (ccam BBl HC MOHHMMAETE, KAk 3TO CACIATH, JOCTATOYHO
ycranosuts XAMPP' — Gnarogaps 3TOMy NMpOAYKTY JaHHAS CBA3KA YCTAHABIMBACTCH
oueHb Jerko). Caiitel BHYyTpH [2P-ceTH CKpPBITBIC — TO €CTh, YTOOBI BBISCHUTD, HA KAKOM
MMCHHO KOMMBIOTEPE "ICKHUT" TOT MIIM MHOM CAHT, HYXKHO OMSTh-TAKH MOTPATHTh MACCY
pecypcos.

CkpBITBIH CaifT MOKHO €O34aTh M B CeTH TOr, 0JHAKO TaM BMECTO YAOOHOrO MMEHH
BHa name.i2p OyaeT CreHepUpOBaH JTHHHIOLIMIH X311, KOTOPbIi BaM NMPUACTCS XPAHUTh
B OT/IC/IbHOM TEKCTOBOM (haiisic, — 3aNOMHHTb BbI €r0 HE CMOJKETE.

Kpome ckprIThIX CaliTOB U aHOHUMHBIX TOPPEHTOB, B I2P paGoTaeT aHoHMMHast rouTa,
MOJKHO TaK)KC OPraHM30BaThb AHOHMMHOC OOIICHUC YCPE3 MOMYJISPHBIC KAHCHTBHI MTHO-
BCHHOTO OOMEHa COOOMICHMSIMU M Jake HacTpouTh Skype ans pabotsr uepes [12P. M
YK€ OTMEHanu paHee, 4To SKype MCmomb3yeT MpOMpHETAPHBIC M OUCHDB CIOKHBIC anro-
purmbl wudposarus. [logaepKMBalOT OHM MPOCAVIUKY HJAM HET — M3BECTHO OJHHM
paspaborunkam Skype (B mociaeaHee Bpems HOSBISICTCS BCe OOJbIUE CIYXOB, YTO IPO-
ciymka pasroBopoB B Skype Bozmoxkna). Koraa sxe Bbl otnpasisiere Skype-tpaduk ue-
pe3 12P (uam uepes Tor, kak ObLIO NOKA3aHO B 2raee 2). MPEKIE, YeM J00paThes 10 pas-
ropopa B SKkype, JKenaoomMM MpOCIYLIATh BAallM Pa3rOBOPbl MPUACTCS BCKPHITH
HECKoabKo cnoeB mudposanus B [2P. Takum obpaszom, ucnoaszosanue 12P (uau Tor)
3HAYMUTEIBHO YCIOKHACT 334a49y MPOCTVIIKH.

Ewe aBa Gonyca, npegocrasiasieMsix ceTbio I12P 0ObraHbIM MOMB30BaTEMSIM, 3aK/I0YA-
IOTCSl B IOJACPIKKE PYCCKOro sI3bIKAa, a TAKIKE KPOCCIIAT(GOPMEHHOCTH — IMOCKOJBKY
JUTsL cO3AaHus porpamMmHoro obecrieuenus 12P ucnons3osancs s3eik Java, o I10 ms
I2P moskHO 3amyckarb kak B Windows, Tak u B Linux, Mac OS, Solaris u npouux onepa-
LIHOHHBIX CHCTCMAaX.

3.1.2. HepgocTtatku

A Tenepp n0kka gerts — o Hepocrarkax I2P. Her Huuero maeansHoro, u 2P —
Toke He uaeanbHa. Haunem c camoii koHuenuuu [12P. Anonmmuzauus u mudposanne
TpaduKa MPOMCXOJUT THULIb BHYTpH 3TOH ceTu. Paboras ¢ I2P, Bl MoskeTe oOpaTtuThCst
Tobko K I2P-pecypcam (k 12P-caiitam, moure. Tpekepam u T. 4.). Ecan Be oOpamactech
K pecypey. He npuHaaaekamemy K 12P, 3ammra He obecneunsactes. C Toit ke Tor Bee
HAMHOTO YA0OHEE, MOCKOIbKY Bbl MOXKETE oOpamarbes K mo0biM pecypcam MHTepHETA,
¥ NpH 3TOM Tpaduk OyAeT AHOHUMHU3UPOBAH U 3ALUHILICH.

210 M ecTh OCHOBHOI Heaoctatok I12P. Ho cymecTByroT ewme ABa OTPHLATEIBHBIX
MOMEHTA, O KOTOPBIX BbI TakKe J0OJLKHBI 3HaTh. [Ipexae Bcero, B 12P-ceTn oueHs Mano
pycckux pecypcoB. bonbime ona nomynsipua B ['epMaHun — HEMELIKHX PECYPCOB M aHT-
J0SI3bIYHBIX CaiiTOB B I2P 04YeHb MHOrO, a BOT PYCCKOSI3BIMHBIX — CAHHULBI. byaer au
Bam uHTEepecHa [2P, 3aBrCcHT OT BMaacHMsI aHTTMICKUM M HEMELIKMM SI3BIKAMH H, pa3yMe-
eTcst, OT MHOpMALMH, KOTOPYIO BbI XOTUTE HaiiTh B 12P.

! XAMPP — kpocenatdopmennas cGopka BeG-cepsepa, cojepikamas Apache, MySQL, nnrepnperatop
ckpunro PHP. a3k nporpammuposanus Perl n Gosbioe KoaMyecTBo JONOMHUTENILHbIX OMO/INOTEK, 110-
3BOJIAIOLIMX 3aIYCTHTh MOJHOLEHHbII Be-cepBep.
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Eme oauH HEAOCTaTOK — 3TO CYIICCTBCHHBIC MOTOKHM TpapHKa, MPOXOAAIHNE YEPE3
Baw kommnbrotep. Ecnn B Tor Bl MOriam paboTath TOJIBKO B KQUECTBE KJIMEHTA, TO B CETH
I2P uepe3 Baw kommeroTep nepeaaercst tpapuk apyrux 12P-nons3osareneii. Tpaduk 3a-
wudpoBaH, TYT 0c000 OECIIOKOUTBCS HE O YeM, HO €C/TH Ball HHTEPHET-Tapud yuuThIBA-
et oObeM Tpaduka, To [2P Bam Bpsa M MOJOHAET, MOCKOIBKY Bbl OYACTC BBIHYKICHDI
IIaTHTh M 32 CBOM Tpadmk, M 3a TpaduK APYTHX MOIb30BATEICH, MPOXOAALIMIT Hepes
Bam kommeioTep. Bel Mmoxkete 3aiitu B 12P, wacuk mocuaeTs mounTaTh Kakue-1mbo caii-
THI, @ 32 3TO BPEMs 4Epe3 Ball KOMMBIOTEP OYACT MPOMYIIEHO HECKOIBKO rHUrabaiiTos

Tpaduxka.

3.1.3. WundposaHue nipopmauum B 12P

Becw Tpaduk B cetn 12P, B ormme ot Tor, mmdpyeTess OT OTApaBUTENs K MOTydarTe-
mo. B oOmieii CToKHOCTH MCMOMB3YIOTCS YETHIPE YPOBHs wHdpoBanus (CKBO3HOE, "dec-
HOUHOE", TYHHEIbHOE M wHudpoBanue TpancrnoptHoro yposws). [lepea mmdposannem 12P
A00aBISET B OTNPAB/ISCMBIH MAKET CIYYaHHOE KOIHYECTBO NMPOHU3BOJIBbHBIX OAiTOB, 4TOOBI
ewe GobLIe 3aTPYAHUTD MOMBITKY AHAIN3A COACPIKUMOTO MAKETa H €ro OIOKHPOBKH.

B kauecTBe aapecoB CeTH NPUMEHSIOTCS KpHNTOrpaduueckue HIACHTHPHKATOPDI
(oTKpBITHIC KpuMNTOrpagUYCCKUC KIIOYH), HC HMCIOIIHC HHKAKOH IOTHYCCKOH CBS3H
¢ peanpHbIM KOoMmbIoTepoM. B cetn I12P murae we mcmombsyiores IP-agpeca, mosromy
onpeaeauth Hactosiumii [P-aapec v3ma, u, caea0BaTeIbHO, YCTAHOBUTH €r0 MECTOHAXO-
JKJICHHE, HEBO3MOJKHO.

Kaxaoe cereBoe npunoxenue, padorarowmee uepes 12P. crpont ast cedst aHOHMMHBIC
3amwn(pOBAHHBIC TYHHE!IN — OOBIYHO OJHOCTOPOHHETO THIA, KOTAA HCXOMAIIMIT TpaduK
UJCT Yepe3 OJHU TYHHEIH, a BXOAAHUIT — 4epe3 Apyrue. BoissCHUTD, Kakoe NPUIOKEHUE
CO37a710 TOT WJIH HHOH TYHHCIIb, — TOJKC HCBO3MOKHO (TOYHCE, OUCHD CIIOJKHO, MOITOMY
OyAeM CUMTATh, YTO TAKH MPAKTHYCCKH HEBO3MOKHO).

Bce makeTsl, mepeaaBacMbie MO CETH, MOTYT PACXOANTHCS MO PA3HBIM TYHHEISAM, YTO
aenaet O€CCMBICICHHOMH MOMBITKY nepexsara (mpocayuku) aaHebix. M B camom gene —
MOCKOJIBKY JAHHBIC MEPEJAOTCS M0 Pa3HbIM TYHHEISIM, NMPOAHATN3UPOBATH MOTOK JAaH-
HBIX Jaske ¢ oMoubio cHuepa’ He momyunres. Kaxasie 10 MUHYT IPOMCXOHT CMEHA
VXK€ CO3JaHHBIX TYHHC/ICH Ha HOBBIC C HOBBIMH LIU(POBBIMU MOAMHUCAMH H KITIOYAMH
wndpoBanus (V KaXKI0r0 TYHHES CBOMH K04 N(pPOBaHHs M CBOS LIM(POBasi MOIHCH).

BaMm He HYKHO O€CMOKOMTHCS, YTOOBI MPUKIAAHBIC MPOTrpamMMbl obecneunBanu mwud-
posanne Tpapuka. Ecam cymiecTByeT HEAOBEPHUE K MPOrpamMMam, HMEIOLIMM 3aKPBITHI
MCXOAHBII KO (B3sTh TOT k¢ Skype), MOKHO MJIH MOMBITATHCS 3aCTABUTh 3TH MPOrpaM-
Mbl pabortath uepe3 I2P, wiam nmouckare anbTepHATHBHBIC IPOrPaMMbl C OTKPBITHIM KO-
aom. Tak, BmMecto Skype mokHO mcnonb3oBate Ekiga — npoctyio nporpammy gist [P-
tenedonun. [IpaBaa. ona He ymeeT wudpoBaTh JaHHBIC (OHH MEPEIAIOTCS B OTKPBITOM
Buac). Ho o mHpposBanmu noszadorurcs [12P. Konewno, Bam cobeceaHUK TOKE A0KCH
ucnoap30Barh 12P, MHa4e TOAKY OT BCEX 3THX MeponpusaTHii (HacTpoiiku Skype ans pa-
6ots! uepes [2P nnn yeranosku u ucnons3osanus Ekiga) He Oyaer.

' Cundppep — ananmsatop Tpaduka. nporpaMMma WM IporpaMMHO-aIapaTHOE YCTPOHCTBO. NPEHA3HAYCH-
HOE JUIA [IepexBaTa H Moc/Ie/yIOmero anain3a 100 TOIbKO aHalu3a ceTeBoro Tpaduka.
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Iudpposanue n acumdpoBaHHE MAKETOB OCYIIECTBISAIOTCS COOTBETCTBEHHO HA CTO-
poHe otmpasutens (mmdposanne) u Ha cTtopone momaydarteas (pacmmdposka). B oran-
yie oT Tor, HUKTO M3 MPOMEKYTOYHBIX YIACTHMKOB OOMEHA HE MOJKET MCPEXBATHTh 3a-
mH(POBAHHBIC JAHHBIC, 1 HUKTO U3 YYACTHHKOB HC 3HACT, KTO HAa CAMOM JCJIC SIBIISICTCS
OTMPABUTEICM, @ KTO MOTYYATCICM, MOCKOIBKY MEPCIAOIIMIT MAKETHI V3¢ MOXKCT OBITh
KaK OTIIPABUTEIEM, TAK U MPOMEKYTOYHBIM Y3/I0M.

ITpoMesKyTOUHBIIT y3eT HC MOJKCT y3HATh KOHCUHBIC TOYKU (KTO OTIPABMI MAKCTBI,
U KyJla OHM CIICAYIOT), TaK 3KE OH HE MOJKET OINPEIACIUTh, YTO CIYYMIOCH C TOIBKO YTO
NEePEJaHHBIM CIACAYIOWEMY V3ITy MaKeTOM: NPUHSI ero cede (To eCTh CaeayIomuii y3en
SIBIISICTCSI MOJIYYATE IEM) HIIH MIEPEAA CICAYIOLEMY Y3y,

B I2P ucnonb3yroTes crieayromue MeTo sl (aIropuT™bl) MHU(POBAHHS:
AES (256 6uToB);

cxema dap-I'amans (2048 6uros):;

anroput™ Juppu—Xemmvana (2048 duros):

DSA (1024 6ura):

HMAC (256 6uToB);

SHA256 (256 6uTos).

3.1.4. Kak pa6orartb ¢ 12P?

Bcee ouenp u ouenp npocto. Ilpunumn paGoter I2P ¢ Toukn 3peHMs HEMCKYIIEHHOTO
M01b30BATE/S TAKOM e, Kak u B ciy4ae ¢ Tor. Bel ycranasniusaete 12P Ha cBOIi kKOMIb-
IOTEP, U3MCHSACTE, €CAM COYTETE HYKHBIM, HACTPOHKH MO yMOT4aHuio (xots B 99 % cay-
YaeB 3TOrO JAENaTh HE MPHUACTCS, MOCKOIbKY I2P — 3710 mporpamma, paGotaromas "u3
KOpoOkH", TO ¢cTh HE TpeOyrouas HACTPOIKH) U HACTPAMBACTC CBOM CCTCBBIC MPOTpaM-
MBI — B MX HACTPOHKaX CICAYET YKa3aTh MCMOIb30BaHHE MpokcH-cepaepa ¢ [P-agpecom
127.0.0.1 (mopr 4444). AHanOru4HBIC JCHCTBUS MBI IIPOJC/IBIBATIH MPH HACTPOMKE CCTEBBIX
MpOrpaMM Ha MCTOIb30BaHHE MPoKcH-cepaepa Tor (Tompko HoMEp nmopTa ObLT APYTHM).

ITocae sToro BbI MOkeTe 3ax0auTh Ha 12P-caiirer cetn, Hanpumep, Ha http://i2p2.i2p —
9TO o(uLMaIbHBII caiiT npoekTa [2P.

ITo Tpaduky, oTmpaBasiceMOMY BalIUM KOMMBIOTEPOM B MIHTECPHET, OYEHB CIOJKHO MO-
HSTh, YTO OT BAaC MCXOAMT — TO JIH 3TO Bawl Tpaduk, TO JIH 3TO TPAH3UTHBII Tpaduk Apy-
rux knueHToB [12P-cetn. [lpyrumu cnoBamm, Joka3aTh MPHYACTHOCTh KOTO-THOO K KOH-
KPETHOM CETEBOM aKTHBHOCTH BEChMA TSKEIO.

3.1.5. Tor unn 12P?

B 21ase 2 Mbl MO3HAKOMIINCH € pacnpeaACICHHOM ceThio Tor. 3aech paccMaTpUBacTCs
noao6usIit nmpoekt — I2P. Tak uro sxe myume: Tor uam 12P? Taxoii Bompoc paHo mian
MO3HO 3a4aCT K000 Monb30BaTeb, nopadorasuwmii Xots Ob pa3 ¢ Tor wan I12P. Crnery
Bac pasouapoBatb, cpaBHuBaTh [2P u Tor Henp3s — 3T0 Bce paBHO, YTO CpaBHHBATh
aneabcuHbl ¢ sioao0kamu. KoMy-To HpassTCst aneibCHHBI, @ KOMY-TO — s10m0kn. U3 s16:10K
HEC MOJIYYHTCS anelbCHHOBBIH COK, U HaoOopoT. Kaxkaas u3 cereii nmpusBaHa peuaTbh CBOM
3a1a4u, nodToMy BeiOHpaTe Mekay 2P 1 Tor Hy)KHO, HCXOAs M3 MOCTABICHHBIX 3a4a4.

aoaaaoaao
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Cetp 12P — 3710 M30ampoBaHHas, 3aKpbiTas ceTh 0¢3 BbIXOAa BO "BHemnmi" MH-
tepreT. U mycts B I2P nmeercs "npokcu”, mossomsromuii Beiiiti B MHTCpHET, HO 3TO
oco60 He BiuseT Ha pyHKUHOHUpoBaHue cetH [2P B nenom. I2P He npeanasHaueHa s
o0bruHoro cepdunra B orkpeitom Murepuere. 12P nacanpna ans anonnmHoro u 6e3o0-
nmacHoro obOmeHa (aitmaMu, aHOHMMHOTO OOLICHMS, AHOHMMHOTO XOCTHHIA CaTOB
BHYTpH [2P-ceTn.

Konuenuus Tor nHeckonbko uHast. M3nauwaneHo Tor paspabarbiBanace aiast paboThl
¢ otkpeiTeiM MHTEpHETOM. C €€ moMOLIbIO, Kak ObIIIO MOKA3aHO B 21a6e 2, MOKHO JETKO
MOCEINATh 3a0TOKHPOBAHHBIC CAMTHI, AHOHMMHO MOCCINATh OOBIYHBIC CANUTHI H T. II.

JlaBaiiTe rmoasITOXKUM:

O Bam HykHO anonumnoe obdwenue (Hanpumep, no Skype mam ICQ)? Toraa ayuue
Bocroab3oBatkesi 12P. Tlpu 3TOM 4YenoBeK, ¢ KOTOPbIM BbI COOMpacTech 00ImaThCS,
TO’KC JO/DKCH MCTOIb30Bath 12P;

O ecau ke BaM HYJKHO GHOHUMHO NOCemumb TOT UM MHOM CAHT WM JKC MOCCTUTh CaT,
3a0I0KMPOBAHHBIH "31bIM" AAMUHHCTPATOPOM, TOrJA CICAYET BOCIO/Ib30BaThCs Tor.
Hcnonb3osanue Tor MOKHO CpaBHUTB ¢ MACKHMpPOBKOH, a BOT I2P sBasercs cBoeob-
pasHeBIM MoAMoIbeM MupOBOI CeTn.

Yro ke KacaeTcsi MPEHMMYIIECTB M HEAOCTATKOB, TO OHH €CTh Y KaKAOM CETH, HO me-
PCUHCIATh MBI UX HE OyACM. MOCKOIbKY 9TH HCAOCTATKH HC3HAYUTCIBHBI, ¥ MPH HCIOTb-
30BaHHHM TOH WM MHOH CETH M0 HA3HAYCHHIO BBl O HUX JAXKE ¥ HE BCIIOMHUTE.

3.2. YctaHoBka MO 12P

3.2.1. YcTaHoBKa Java-MallUHbI

IIporpammHoe obecnieuenue qiist padors ¢ I2P Hanmcano Ha Java, a moaroMy, eciii Ha
BAaLIEM KOMIBIOTEPE HE YCTAHOBJICHA BUPTYa/bHAsi MalInHA Java, camoe Bpems €e ycra-
HOBHTb.

[IpocMOTpUTE CIHMCOK YCTAHOBICHHBIX MPOTPaMM, CCIHM Bbl HC HAWACTC CPeIu HUX
Java(TM) 6 Update NN (NN — Bepcusi OOHOBICHMS), BaM CIACAVET 3arpy3uTh U VCTa-
HOBHUTb Java CaMOCTOSITCIIBHO.

MPUMEYAHUE

Ha moeM komnbloTepe BUpTyanbHas MalluHa Java yxe Gbifia ycTaHoBneHa, 4To ferko npo-
BEPUTbL C MOMOLLbIO NaHenu ynpaenexus (puc. 3.1).

Jlns sarpyskm  BHpTVanbHOM Mammebl Java mepeiiqure mo aapecy http://java.com/ru/
1 HakmuTe Oonbuiyio kpacHvio kHonky Ckauarte Java Oecniatno. [lanee caeayiire
MHCTPYKUHMSM 3arpy’>KEHHOTO MHCTALIATOPA — HHYErO CIOKHOTO B YCTaHOBKE Java-
mamusel HeT. [Tocne yeraHoBkH He 3a0yabTe nepesarpy3uTh KOMIBIOTEP — 3TO 0COOCH-
HocTh 1000 Bepcun Windows (korjga BMECTO nepesarpy3kH OJHOr0 KaKoro-To KOMIIo-
HEHTA CHCTEMBI HYXKHO MEPE3arpy’KaTh BECh KOMIBIOTED).
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Cnpasxa

3apaun

MpocKMoTp yCTaHOBAEHHBIX
oBHOBNEHWI Jina yaanerus nporpamMmel BoiGEPUTE €€ B CNIUCKE W WWENKHNTE "YaanuTs', "U3mennTs"” wan
"Boccranoeuts”.

YaaneHve nan nameHeHve YCTaHOBKWM NpPOrpaMmbl

Mpnobperenue nporpamm Ha
seb-y3ne Windows
Marketplace Ynopsgounte ~ 13 Buasl + ©p Yasaums ) Memenvms (7]

~

MpocMoTp NpHOBPETEHHbIX s Wsgatens Yctamoss *
PR pgpae [ETHP Wallpaper Hewlett-Packard 21.07.200
XOpsnna)

EMHP Webcam Sonix 30.10.200¢
¥ HP Webcam Application Chicony Electronics Co, Ltd. 30.10.200:
T HP Wireless Assistant Hewlett-Packard 21.07.200:
B10Q74 1cQ 11.02.201
&) InfraRecorder 11.07.200
BAnterVideo DVD Check 30-10-2004;4I
lintesVideo WinDVD InterVideo Inc. 30.10.200¢
&1 Locator 12.08.200
@ir-Tv Player0.28.1 BorPas-Soft 18.01.201
[*7Java DB106.21 Oracle 14.06.201
li-jjava(T M) 6 Update 6 Sun Microsystems, Inc. 21.07.200
[£:{Java(TM) 6 Update 26 Oracle 14.06.201
|£ Java(TM) SE Development Kit 6 Update 26 Oracle 14.06.201
£33 K-Lite Codec Pack 3.7.0 Full 24.11.200 ~

K — m | ’

Java(TM) 6 Update 6 W1zgatens: Sun Microsystems, Inc.  Pazmep: 171 MB

Brmrouenne nnm oTaoveHne
xomnomerrros Windows

Puc. 3.1. BupTtyaneHan mawwuHa Java ycraHosneHa

3.2.2. YcTaHoBKa I2P

[Nocnie veranosku Java-mammssl nepeiiaure Ha cait http://www.i2p2.de/download_ru u
cKa4aiiTe rpadiHecKuii HHCTALIITOp — mporpammy i2pinstall_x.x.x.exe (x.x.x — HOMEp Bep-
CHH, HA MOMCHT HanucaHmsi 3Tux cTpok — (.8.8).

B mpouecce yeranoeku I2P et nHuuero caoknoro. IlepebiM aenom Hago BeIOpaTh
a3bIK (puc. 3.2). a 3areM HaxkaTh kHonkKy Jlanee (puc. 3.3).

Puc. 3.2. Buibop s3bika 12P
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:" zPack - Ycrariosxa i 2p

e g -_" Aobpo noxanosaTh B NPOrpamMMy ycTamosxui2p 0.8.8 |
‘ . () Asropel nporpame::
- 12P <http: [fforum.i2p2.de/>

I 2 P 1'\ JloMawHes CTparLa nporpammel: http://www.12p2.de/

0...0..00.00
* oot
000000006000

(Mporpamus yCTAOBKK Caenaxa npu nomows IzPack « hitp //izpack org/)

E l{é)nanee “ 0mm

Puc. 3.3. Haxmure kHonky Janee

IzPack - Ycraroexa i

8 Bufepure Hafiopsl ans ycTaHosn:
Q MPAMEHEHAE: HEAKTUEHDE MOA YW 0DRSETENDHDI K YCTAHOBKE,

B Base 21,21 MB
@ i =

Windows Service

Onncare
Base instalation files

Tpefyerca mecra:
BocrynHo MecTa: 33,85G8

(MpOrpsMus yCTa=0R CAENSXNE NPW NOMOWs 12Pack - hitp //izpack org/)

Mm-...

@ Hazan g@nanee l@&uxon

Puc. 3.4. Ycranoska I12P kak cnyx6el Windows

Bor Mmoskere 3amyckars 12P BpyuHy1o, a MOXKeTe yeTaHOBHTH Kak cmyvkOy Windows. B stom
cayvae urmo3 [2P Ovaer 3amyckarscsi aBTOMaTHYECKH TPU 3arycke cucrtemsl. [l ycraHoBku
mmo3a 2P kak Windows-cepsrica He canmvaiite draskoxk Windows Service (puc. 3.4).

Tenepp HY)KHO yKazaThb KaTajaor YCTAaHOBKH (puc. 3.5), mocie Hero HavyHETCs yCTa-
HOBKa rniporpammsl (puc. 3.6). Bo Bpemst ycTaHOBKHM M MOCIe Hee Baw OpaHamaysp J10.1-
JKEH T0JKAJI0BAThCs, YTO MPHIOKCHHE java.exe (BUpTyanabHas MaimuHa Java) meitactces
NPHHATH BXOAsALICe cocanHeHue. Paspemmte paboTy java.exe — BCe HOPMATBbHO, CEPBHC
[2P HaunHacT cBOIO paboTy.

[Tocne yCTaHOBKH MPOrpamMMBbl 3aMyCTHTE MPOrPaMMYy SEIVICEs.msc U yOCAUTECh, UTO
cayx0a I12P Service ycraHoBneHa u paboraer (puc. 3.7).
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s Busbepnrre kavanor yCrmomen:
CiProgram Fles\2p

LA A0 ) oves
' I XX REXTRER T

INEOrpoMmud YOTR O AANSHE RAE NOWSUNM 2PRSE - MY i2pack o)

Puc. 3.5. Katanor ans ycradosku |12P

& xon yerawaa:
C:\Program Fics‘ubbocs'.cmwagp\r.m

oese

B OBl xoz yorarceor:

L

' I YIS RET RY
< LA AR R L R LR L
S9N OIBERERS

(Nporpesun yoOTanomns Gasnana npd nowaips (7P ack < Mg apack org)

| v | o

Puc. 3.6. YcraHoBka nporpaMmmbl

Komcons  Qeficrese Bns  Cnpascs
e A=l roup

2 Coaywte (novans | O Mw

I2P Service s ? Onwearme Cocronmme Tun sonyces Baog o7 wmerm

o ActChent Middl... Provide ac.. Paboraer Azro Novanoras cwe..,

Qe gniogatt \ "
h—j:::—"“ :‘:’::i & ., Agere Modem Cal . PaboTaer Asto Neransres cue...

& Andrea ADI Filters ... Faboraer Asra Novanaman cue...
« At Bxernal Beertt .. Paboraer Agro Noxanumes CHe...
?::';;*:*::m o % COMODO Interne... COMODO .. PaGoraer Noransran ou..
o COMODO weble... COMODD .. Paborser Noxsanman cwe...
CHCP -xavesr Pervicrpop..  Faboraer Local Serice

4, DNS-xoment CapnfBaD. Paboraer Network Service
EngineServer McAfee Ene. Noranams C...
« File Santizer for HL.. Fatoraer Novammas cnc...
o FileZilla Serves FT... Paboraen . NOKANEHIR CHC...

« Gocgle Softare . Google Up.. Bpywyo Novensran cne..,

o HP Health Check .. HP Health .. FaBovaer Asvorarune. floxanssan cwe..,

. HP ProtectTools 5., HP Frotect.. Paborser Asro Moxanaran cne..,

MP Senvice FaGoraer Azto Nokansren onc...

- hpgawiex Paboraer Bpy-nyrwo Norxanumas cwe...

IneliPro.. Patorser

o IrataliDevoer Table . Bpysmyw Novanswan cwe..,

% lviRegMgr PaGoraer Asgro Novenuran cne.,

« KtmRm gnaxocp.. K .o Paboraer Asronseride..  Network Senice

LightScnbeSenvice. . Faboraer Azro Mlokanaras cwe.,

Puc. 3.7. Cnyxba |I2P Service yctaHoBneHa u paboraetr
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3.2.3. HacTtpouka 6pay3epa n apyrux ceTeBbIiX NporpamMmm

Ycranosus 12P. 3aiiMemcst HacTpoiikoii Opay3cpa M ApPYrHX CETEBBIX MPOrpaMM Ha
ucnoap3oBanue uuto3a [12P. Jlenaercs 310 aHAIOrMYHO YKA3aHHK) AHOHUMHOTO MPOKCH-
cepBepa — BECh 3TOT NMPOLIECC A1t KaKA0ro Opaysepa Obin noApoOHO onucaH B 21aee .
B kauccTBE MMECHHM MPOKCH-CEPBEPA CICAYET YKa3aTh localhost, HOMEpP MopTa — 4444.

Hampumep. B Opera anst ykasaHusi MPOKCH-CEPBEPA HAAO BHITIOIHUThE KOMAHIY MCHIO
Opera | Hactpoiiku | O6mmue HacTpoiiku. B OTKpBIBIIEMCS OKHE MEPEHANTE HA BKIAA-
Ky Pacumpennsbie. 3arem — B pazaen Cerb (puc. 3.8). Haxvure xnonky Ilpoxcu-
cepBepbl. OTKPOCTCS OKHO, B KOTOPOM M HYJKHO YKa3aThb MMS IPOKCH-CEPBCpPa M €ro
nopr (puc. 3.9).

Tenepe MOxHO mnonpodoBaTh 3aWTH  HA OCHOBHYK  CTPAHMLY [POCKTA:
http://i2p2.i2p.

Bo3moskHO, OpanaMay3p Onsrb NpPecedeT MOMBITKY JOCTYIIA K CETEBbIM pecypcam
(puc. 3.10), HO Ha ceii pa3 oH 3a010KkHpyeT nporpaMmy 12p.exe (BO BCIKOM ClTyyae MO
Comodo cmpocun, 4TO ¢ HE#t AeIaTh: Pas3peliuTh MM 3aMpeTuTh A0cTyn K cetH). Ecin
cobupaerech paboraTh — Ha)KMHTE KHONKY PaspewmTs.

MO’KHO TaKKe MOCETHTH CACAYIOIME 12P-CaNThI;

O http://forum.i2p;
O http://rus.i2p.

Camo coboii pasymeercs, Bce 3TH caiiThl OYAVT JOCTYIHBIMU TOJIBKO B Opay3epe, Ha-

crpoernom Ha I2P (puc. 3.11).

Pacwmpertsie

Brnaaxm
Haeurauus
Yeeaomnerna

Copepxumoe
Wpndrol
3arpysxu
Mporpammbl

WUctopua

Cookies
besonacHocTe

Kpannanwse
Manenn

Ynpaeaeune
lFonoc

Puc. 3.8. OkHo HacTpoek Bpaysepa Opera
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MpunoxeHue iZ2p.exe NbLITaeTcs NPUHATE
BXOAALULEE MHTEPHET COSANHCHMUE

Mpunoxenne: 2p.exe
Xocrm: 178.63.66.214 - UDP

Mopr: 19157

®

CoseT no GesonaciocTu

Mpunoxenne i2p.exe ve moxeT GbiTh ONO3IHANO W OHO
COBMPAETCR NPUHATL NOAKNIOHEHME C APYTOrO
KOMNLIOTEPA..ECNU BbI TOWHO HE 3HAETE, KaK NOCTYNUTS, BAM
cneayer 33610KHPOBATL STOT 33aNPOC

[V 3anomT Moit suibop Ewe... =

& Dono (@ Paspeuwsms || (g Broxvposats

Puc. 3.10. MNpeaynpexaeHne GpaHamayapa
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FAQ Search Memberlist Usergroups Profile Leog in to chadk your private messages

Login Register

Forum Topics Last Post

General

News
Wed Aug 24, 2011 2107 pm
zzz H0

Discussion

rlojclefsfofl«

On-topic general chat 803 4919 Mon Sep 5_’6. 2011 :sﬁ pm
e

HowTos

[n-depth guides 233 1245 59n Sep 2_5. 2011 4:21 am

Guest

Technical Problems

£13 3937 Sun Sep isu.xitﬂ«ijﬁﬂi pm
Installation Problems
That damn inztaller won't work? 154 Iss il Mot A 22lan e A
Eepsite Announce
Post your host name and key pairs hees along with 4 short as3 2276 Tue Sep 27, 2011 1L:31am
dezcription of your perzonal eepsites. SarielUK
Glossary
WTF iz jbigl zuppezed to mean anyway (etc.)? 2 16 Mon Jun 28, i’l& 1:30 am

duck

12P Development

General 12P Application Support
Questicns and comments about 12P related applications.

433y Tue Sep 27, 2011 5:08 am v

Puc. 3.11. ®opym forum.i2p

3.3. PeweHue npobnem

3.3.1. CoobweHue Warning: Eepsite Unreachable
(MpepynpexaeHue: 12P-canT HegoOCTYMeH)

JlaHHOE COOOIIEHNE MOKET MOSIBUTBCS, CCIH BB Cpasy e mociae ycranoBku [2P mo-
nbiTacTech odpatuthes K [2P-pecypeam. Jleno B Tom, uTO Bam LITHO3 €LIE HE YCMEN MOA-
karounTbest K 12P-cetu. ITpocTo moaoxanTe HECKOIBKO MUHYT, 3aTE€M MOBTOPUTE MOMbIT-
Ky. B MoeM ciyuae mpourio MHHYT JAECATh, MPEXAE 4YeM WLUI3 craj paboTars Kak
cneayet. MoxkeTe nmoka B 310 BpeMsi MOOPOAMTH MO CalTaM U3 Apyroro Opaysepa.

3.3.2. MeaneHHas pabora I12P

He npasurcs ckopocts padoter I2P? Toraa oTkpoiite Opaysep u BBEAUTE CI€ Y FOLIMIA
MHTEPHET-aApec: http: //127.0.0.1:7657/.

OtkpoeTtcst koHCOIb MapupyTuszaropa 12P (puc. 3.12). Unarepdeiic koncoan — pyc-
CKHi1 (mpaBaa, 4ToObl OH TAKUM CTaJI, HY)KHO HaXkaTh Ha 3Ha40K (piaara PD), uyro cymecT-
BCHHO YIPOLIACT MPOLICCC OCBOCHHS KOHCOITH.



nasa 3. Cemb I12P — anbmepHamuea Tor 55

2 Yoncoss mepupyoaope I « Joswsusss Cpanst - Windows Intermet Dpbore

R S . her /127 001 M1/ Marg noliconseletinn cee~1J5) 808634241 F5T)
o

v B~ e Cponp v () Coponc v

CIPABKA M FAQ ;

CEPBMCHE 12P 2011-Q8-23: 0.8.8 Released

Anpecsan tmnia Toppenrw

Bl nevva Bel cepecp 2P release D B K enables the new Rosts oy database 1o speed hosmame ioskups and store adanonal infarmason on hostname samnes it alsa inchades iImprovemeres 1
IPREE B rauters INRSraban on Atartup There 1 new code 10 detelt and react ta large dock sy that shauld help & raater recover afer suspend (resume of e

HACTPOWKH 12P computar

Tyrenesn Napu

",'l“”‘”l'm There are new tramizasons for Danch and Ukranies and 8 of updssey m other languapes Ao incladed are, af course, large colecnon of xag hues, pertarmance

Crarecruxs Menepaxep mprovessents, and updates o deal with the contirued rapad axpansion of the neswork

TYyWneae e

fease help grow Me netaors. Say helo o the wlunteers on the Fi7p-help IRC channel Got mvolved, spread the word, and donate! #f you Aind 3 bug, please enter

OBHIAR HHOOFMALIWA A reOort om trac. We are ol Roking for valumesrs 10 Wark on new and axisting transiancas PMease walumeer cn IRC £F12p-dev

ROKAIATY
MATHTEOMEITON
BepCcus: 0.58-0
Bpeun paborw: TS v
JOBPO NOXANOBATL B 12P et L
R e Ko S 20
Cere. OK
NopeaanyTnm.
- Hasano
(VI :
- Ecam s senses «1e 2ty crenn RP, wucao Aywmtinsx apor, aToSplaaessx DAL (el Miras sa Gosaol Nastsn SOAKKE MIMATE YICRARATVCE o e
- HECSOIRRD MIMYT, ¥ Dt Tax we yanaaTe SToansived nvorens ¢ snemen Aoasceritesme Kneesirae, ¥ 10IMOKHO, LOVTHE EANEHTOGAE W CODTRDMME TYNHENA 5
Axymsmwe 1481 JALACANOCTA OF TOTO, kak sactpoen 12F (eowm mer, cuoTpwTe coaun 1o paspewseras npoleew mume) 31v Socammes Dmem N0e20CTatanoT
Bt 1pme 12 COCAMMENE Ma DAl NOOTAX (o wedraa DANME BROToeany) aas (T 2P Noasaml ywcundmnDoRaTs Blaina 1rrernt. e-mal Npcuca @ apyinw
:::"““’ ::' cepancon Fama Basa nsrwux covw I2P noxaiusaer scex aisecrdx poyrepy nupos B oene Bonne #HSonusiian R0CTYNING a8 CTDMMRIE NOMONIW
DD DRI Y ]
Misncrwme. 1y
s  Cotesan murerpanes
TPAGHK (BX /MCX ) Koras sw enepsme samprcaete P 370 woMeT JAKETE WEOSAMO VKNYT, T POYTER EMNONMIET DROWNAYDY massassod sarpoea (bootwtrap) gas
3¢ 004 1.7 Kips WHATEIDANA S § CETh w NOMCRE MIMDOS ANE OOTMMUAIELUME #WHTES Daposan T Syare Tepaenwss. Loran 12V SanynaeTcs, « 10 SPCME mODWRISHOR Do T
Swmn: 017038 Kps WANSKATOD FOTOBHOCTA K NOCTROSHAID TYHHEACH (MPING HER CAXUMER TArans e TYHEn HE BIwosON AAXEAK) MOMET ROAILEATE HE NDUNAMALW
Boexo f-‘: ~”~7f i’f-* TYMHEAR" ITE MODMANMMEE NOBREMAS it HE CYOUT CAALKOM BOCNNSATIES. KACAR SOINE ARMx JTOrdfanax TYWeAE] SAPCHITER 058 mait 10820, i
Otvens 2.07NG /348 e CMONETE A208Th ¢ 121 pASHOOBDAIHNG BOULA, M HEE M NDALCTHSMM BRIV HOTDTODNE W3 WHX
TYHHENN
CEPBUCH B 12P |
3018 OVOWm N 13
Forcee ¥ P Mureprar | Sucamaponad poamne 1ea KI0% -

Puc. 3.12. KoHcons ynpasnexus mapwpyrtusatopom 2P

2 Komcons mepuwpynoarops LIF - wecrpodon crrs - Windown Internet Dgiores -0 x

O .. 127202 %57 oty S TN Y

W Kewcom mapupytusiop BP - wactpoicn cern T T Y -

2P 0 HACTPOWMKM CETEBBWX CBOWUCTB 12P |

CNPABKA M FAQ
CEPRUCHM 12P Cora  Murepgedc  Caymba Obuoancuwe Tyuuens | Annseru | Mepu | Kaosn | Norm | CramecTuea | Havanuuas 2anpyaxa  Pacmimpesmnise !

ARpoCnis tmns 4 Toppenie
Sad-aovva al-cevees OrPAHUYEHMUE CKOPOCTH
HACTPORKM 12P

Tormnen Mhnbe ) 127 Gyner paorare mysme, eCnm Ha saciponie of Damssenme CrOpocim & COOTReTCIamme (O Ceopocrsm Bamer o noacmssenns « Murepme ry
NetDS Norw Fpsdexs
Cyarmirmen Mesepuep
Tywnene & o

T Knnobadir/ cexynay (va npudu) (768 00K Gur/cenyray wam 245 210 6t/ mecau mascmmyw)

OBUIAR MHSOPMALIMNA

ﬂo-u-ﬂ!:m’: POLRSAYY A0 Kwnobadt/ cosynny (wa orasvy) (320 00K Gurjcenyvimy wnm 102 170 Gair/wocsiy wascwayw)
Bepcus: 0860
Bpcun paborw. 23 s
2% v Joss rpanznrnoro rpaduxa (256 ,00K Gmr/coxyrmmy wam 81,740 Gadty/ mecru muccmmyw)
Cers. OK
[lopeaanycinte
| Bwnens
nuru Son SALONH A0 TOXAOMTHOMD TOAOwA 32 (M0l aar Couyrlly. Hewm tame 2008 TORMIMTHONS TPAGW R, Tem saue Baua amomawnocTy » Soasue Bawa nossows cevu
Axymnmee 21 /68
bsec rpmee 12 |
o e T i | Oreewms | | Coxparsemu nacrpoiion
VHTEr DHDOBANIE (L)
Mssecrmme. 182 02
HACTPOMKH IP U TPAHCNOPTHHEX MPOTOKONOB
IPASME (BX /MCX )

<. 0.40 7 0,50 Kips bonswwncrey arened ARYT HACTRORKM NO yMOmanml. § KoHie CTDENHUM NOVBEARKE CIDAES N0 HACTDOREAM.
Sumn. 063 105 KEps
Bcevo 0,43/ 0.8) Kips Hacrpoken UPnP

OOwéwr  230N8 32 W
Y Memasssorans UPnP ans asrouvsrisecxsrs sripsmas noprse wa Bpavaveipe poyrepe - crarye UPaP

TYHHENK
Hacrposam P -

Torseo ¥ O Wereprnr | Zomamead poxane s RIS -

Puc. 3.13. Hactpowku 12P
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Haxwvure Ha cepinky HACTPOMKM I12P. Ha oTKpBIBIICHCS CTPAHULIE MOYKHO H3Me-
HUTH orpaHuycHHE ckopocTH. [To ymomvanumio 3agano Beero mumb 96 Kbaiit/c Ha npuem
n 40 K6aiir/cex Ha otaaqy (puc. 3.13). YcTaHOBHTE HOBBIC JTMUMHTBI M HAKMHUTC KHOTIKY
CoxpaHuTh HACTPOHKH.

3.3.3. Coobuwenune Warning:
Eepsite Not Found in Addressbook

Bel yBuAMTE Takoe COOOLICHHE, €C/IM CAHT, KOTOPBII Bbl XOTUTE MOCETUTH, HE A00aB-
JICH B aJpecHYI0 KHUry Bawero 12P-mapupyrusaropa. Haxoascs B KOHCO/IM MapLipyTH-
3atopa (cM. puc. 3.12). nepeiianre nmo cceiike AapecHass kuura. Ha orkpsiBuiciics
CTPaHMLC BHIOCPHUTC THUN AAPCCHOI KHHUrH: TMOO0 ocHOBHasi (4TOOBI 100aBUTH 3amHCh
B CBOIO OCHOBHYIO QJPECHYIO KHHUTY). MO0 mapmpyrtu3arop (4roObl 100aBUTH 3armich
B aJpcCHYI0 KHUry mapupytusatopa). Ha puc. 3.14 uzobpakena aapecHas KHUra Map-
HIPYTH3aTOPA.

0 - Windows Intemet Bxplorer sl = bS]

Kol & hitp//127.0.01:7657/susidne/addressbock jsploook=routerBiilt &begin=0&er ~

W B @ router anpecwas xonra - susidns l f )~ Bl - dm v ) Crpannua v 5 Ceponc “

-

AQPECHME KHWUMW. NPUBATHAA | OCHOBHas | Mapwpyrniarop | nyGnuxyeman * Mognucen * Hacrponkm *
Beepenne

AfpecHas KHMra: MapwpyTu3artop

Xpauunuue - hosts.txt appecuas kuura B BlockfileNamingService 6aze paHubix
AppecHas kHura copepxur 330 zanuced. Noxkasade 0-99 12330 | 100-199

ounvTp: abcdefghijkimnopgrstuvwxyz0-9npouee [6e3 punbvTpal

nouck. Mowck

Wun Ccunkm AApec HazHaAuYeHUA

1.fcp.freenet.i2p b32

r2zec34IQS20IF4N0enKfOXXkJIKgSsY IyIGEspRns :
«

yY¥8ahms44MDj2cdIso7Fc20zz-3M4ACEPSTAYIIR £

2.fcp.freener.i2p nevans o <

= iveLWVLaJEWDE-K8Re¥gJ6~E6iBYfUdOSkROSaVX »
SScancri.i2p (G 5 X
329vSFx923868wHIWaMVAdQG1I1eQRHETVLULF~~] *
CRATTY) ’

adab.izp

(3 @ Vinreprer | 3awnugenmsii pexana: s

Puc. 3.14. AgpecHas kHUra maplupyTtusaTopa
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L e e T T

. Gl 2 http/121.001:765) susidns/addressbock jsploook=routerBifilter=noneBibegin=0dier + | ¢ | X |

W 0} {8 router appecran wenrs - susidns I ] B - }-Cnunmu v & Cogmc -

,,l SO T OO aN T T TR DTN T

Mipkick.i2p b32 peranw

4 | m J »

WOfudCJgidi6SxxrdX0¥rVTkl1~5£KiQsopQdSNa-2 *

1 flock.i2p e -
<l ’

" S 2, - XnaY8£3pEycYWVdT YH21H~PGT3St1ASAMVYCHWDIQ *

I”]  floureszination.i2p G e

glvyMBeKSTYn1wE13nVWDRBVITfe-utz)GAIVIM-

7] forum.fr.izp [ 5

| Owmena | I YAanuTs By eneHnos
JlobaBuTL HOBBIW aapec:

MNua xocTa

Anpec

[ Omena || 3amewnrs || JoBaswms

susidns v0 6 ® susi 2005

3 @ Virreprer | Sawmuennsii pexon: sicn.

Puc. 3.15. [Jo6aBneHwe HoBoro agpeca

IToa mocneaneii 3anmuckio Bol HaitaeTe Gopmy aodapaeHms HOBOro aapeca (puc. 3.15).
Beeaure mms caiita, HanpuMep name.i2p, U ero Base-64 agpec. Aapec caiita MOXKHO
HaiT win Ha mo0bIx apyrux [12P-caitrax, unn B MatepHere (¢ nomoupro Google). C
HECKOTOPBIMH [0JIC3HBIMU PECYPCAMHU Bbl MOJKETE MMO3HAKOMHTBCS HA CICAYIOLICH CTpa-
nuuke: http://korot97.blogspot.com/2011/06/i2p.html.

HHoraa OpiBaeT HAMHOTO npouie npocto 00HOBUTH (ait1 hosts.txt, ckauarb nociaea-
HIOI0 BEPCHIO KOTOPOTO MOKHO 1o azpecy http://www.i2p2.i2p/hosts.txt’. TTocne 3a-
rpy3ku ¢aiin hosts.txt caeayer nomecTuts B Katanor ycraHoskH [2P (no ymomuanuio 31o
KaTanor c:\Program Files\i2p\).

COBET

MomHuTe, 4TO hamn hosts.txt HyXXHO Bpems OT BpeMeHn oBHOBNATL, MHA4Ye HOBble CalThl
(koTopble nossATcs B 12P-ceTu nocne ycrtaHoBku |12P Ha Baw KoMmnbloTep) He ByayT Bam
AOCTYNHBI.

! Ha cBoem caiite no agpecy: http://www.dkws.org.ua/i2p/original.hosts.txt 5 pasMecTHI OpHIHHATBHbI
(haiin hosts.txt, ckauanmbiii ¢ http://www.i2p2.i2p/hosts.txt.
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Ecnm v Bac He OTKpbIBACTCA Jaxke cauT www.i2p2.i2p (OCHOBHOII caliT MpoeKTa), J0-
OaBbTC B Bau (aiin hosts.txt cneayomuii pparmeHT (auctuHr 3.1). Beck koa HYKHO mo-
MECTHUTh B OZHY CTpouky. [Tociae 3Toro HEMHOro MOAOKAWUTEC M OOHOBHTE CTPAHHYKY
B Opaysepe. Huuero nmepesarpyxkars He HYKHO (HuM cayxkOy I2P. Hu xomnserotep). Ha
puc. 3.16 n3o0pakcHa riaBHas CTpaHULA caidTa WWW.i2p2.i2p.

NucTuHr 3.1. OparmeHT chaitna hosts. txt

WWW.12p2.12p=-
KR6qyfPWXoN~F3UzzYSMIsaRy4udcRkHU2Dx9syXSzUQXQdi2Af1TV2UMH3 PpPuu-
GwrgqihwmLSkPFg4fv4yQQY3E10VeQVuI67dn5Svlan3NGMs jgxoXTSHHE 7C3nX3szXKO90JSoO0~tRMD1
1xyqtKm94-RpIyNcLXofd0Heb02683CQI b~
7J1CpDD0zharméSU54rhdisIUVXpilxYgg2pKVpssL~KCp7RAGzpt2rSgz~RHFsecqgGBeFwJdiko-
6CYW~tcBcigM8eaSTLK7JJCFVhOoYTqgk95SAG04-hfehnmBtuAFHWk1FyFh88x6mSSsbVPvi-
am4La0G0jvUIwSa3wQ67 JMreKWQ~w~bFe~FDqoZgqVX18t88qHPIvXelviWw2YSBEMSFSPJIThWw~AZfoWO
ASVOVYvemGZzZIEKtFGETbgQf3rFtJ2FAt1g9XXBsoLisHbJgeVb2 SEwWSE7TbkwxvEeOSNYkIqvrKvUAL
1155weONkt 6x1EdhBqg6xXOyIAAAA

Nocneamne Bepiun. Nocresmne HoroCIw,

2011-08-23 - 12P 0.8.8 - Annpuncement - Craean 2011-08-23 - P 0.8.5 Releassd
2D11-06-27 - P 0.8 7 Relepsad
PR R 2011-05-16 - QP 0.5.6 Relwased

7 Synd edddle 2011-04-18 - 2P 0.5.% Released

HosocTe

o COazacrnn

o DDQCXM e Mrmu e
- l !2‘ :g"d:!'

o Credu 2002w

I2F 370 AMOHAWAIHPYOUAR CTe, NPEAOCTAIMNOULIA NPROOKEMHAV NDOCTOR NP0 DAUMIER MHTEDDENT ANN SMMMULEHHOR KOMMYHIKALWN, 506 Nepeasasu e
AAHKNS 2ALWPPORAHN B HECKONKKD CHOSR, A C4Th OQANOAPSUSHHO ASLAHTPANMIORINHAR W AUKAMMUSIZASZ, 031 WINOAMIORIMAR ANSUESTOZ KATOPNM 04
TPeO0uaANCCE 1A0NIS ZOREDETL,

o ¢ 12P Cyuecrsyer wnoseTeo npanoseal paBoT oM vepes 2P, pomoman novToswe saaenty, P2P-amenti, BRC-knuewty o npovee,
”

*EAQ Fpoexy 12P Gun wa«ar 8 2003 roay ANS NONALPAKK RCEY, KTO YHALTEWT & o1 Donee CROBOANCIO COUATTRA W JAUNTEPELORAM B HOGOM HOLLPHIY Ao,
ANOHUMHOW W E230NACHOM CREACTES QBELEHUR, 12F — ITO NOANTYA COMRATE JUIALSHMYIO ACUSHTPRINNIOIMYIO IMOHAMIIO CATE € MANMM IDSMENEH OTEAUKE W
COORCTEAMN ABTONOMNOCTI, OTKAJOYCIONEABOCTN N MACETADAPDYENOCTIE, KOHeUNOR SALAVER ABNRETSA CNOCOBMOCTE PYNKUAOHAPDOSITE & SECTKAX YLNOSmX,
AdNE NOA AARNAKWIM OOTAHMAMUEA CANARIOMIMY IHANWTENLHMMN GUHANCORMMA AV NONHTENECKAMA POCYPCaMi. BCO0 ACNIMTY CoTV AOITYNHM & RUAG
BCXOAMOND KORA M DeCnnammp. 370 OAMOEREMENNO ¥ NOSTONNET NONSIOSATEMM YOCANTELR, “TO NEOTPAMMHCE COSINEYEHME JENSET MUEHNO TO NTO JAALNEHC, W
OONETURT CYOPOHMIM DEIPATOTYANEN BXIWORNOCTS CORSPWEHCTRORATE SAUHTY CETI OF MACTOMMENX NONKWTOK OFPAHIMATY (3000 8H0e Ofuiemue,

Y SHOHAMMOCTI ST ORNOIMINNOID NOPOTE, NOCAY ROTOROTD VoS0 PACCNADNTICA — UMM 48 DWTASMCR COIAATH HRYTO “ABCOROTHO Ax0mss0e”, HO padoTiew wag
Teu STOGM ATENA MA TAKNO CaTh CTAMOBHIWCE B gce Dones » Gonee “Aoporawn” Aas 100 uMWNeNwiKos, (2P ITD MuX=CaTs C VAWM IPeMENew OTKNWER, YTD
PEHEOLNT K HEROTOPRUM Of DA HARM & YDOAHE AROHRMHOCTH TasOR CacTesmy. C ADyI08 CTODOMM, MW WCNONSIOEIMM NPMNDAEHNE PIbOTR0WM K Notepy 2P
(raswx xax Syndie, 2P mad v 127Snark), MOMMO RODUTLCR OAMOSPEUEMIG W DONLIEOrO YRCOCTER/ACOONMATENRNMX B0MAKHOCTER, o NOANWEHHA YPORMS
SezonacwecTa,

2P o8 Qud PRISNESORNACA DPOIKT. Me CTONT OXMAATY OF HRrQO “TERaNTHROEOR" H0MMHOCTH, NOSd PEINER CETA CTHOCHTUASMO wan » ne Ouno
POAPCEHOro AKAACMIGECKOrD AHANKIA. TIPCAKT Me JACTPAXONIM OT ATAX CO CTOROMHM TOX, KTO OOMARAET HOOTDINMNOHMLALE PECYPCIUNA M, BOIMONMG, MHEOTAR Me
Byaer sactpavosas wa 10U 1O~ 33 Orpanmie i, XaDIATEEHUX TR MILX - CETeH C NANKM BPEWEHOU UMW

Becs TRaQnn o <ot 2P MADWEYTMINDYETON w08l A0y AX SApol it WrQeyeTca OF OTHPISNTSAR 20 NOAYVATONAR (O, Mrse HA »ANKCTRAERR), Noapolvet © 10w,

Puc. 3.16. OcHoBHas cTpaHuLa WWW.i2p2.i2p

[ToHMMAaKO, YTO MEPEIEUaThiBaTh BECh ITOT KO M3 KHUIM CJI0KHO, MO3TOMY Bbl MOYKE-
TC CKa4yaTh MOK BepcHIO (paitna hosts.txt, rae yxke go0asjeH pparMeHT U3 TUCcTHHra 3.1,
no caeayowemy aapecy: http://www.dkws.org.ua/i2p/hosts.txt.

3epkano caiita www.i2p2.i2p BBl TakKe MoKeTe HaiTH B "oObiuHOM" MHTEPHETE MO
aapecy: http://www.i2p2.de.
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U3 UCTOPUM BOMNPOCA

Boobuwe-To, naea c dainom hosts.txt ctapa kak mup. B nioboit ceTeBoit onepaymoH -
Hoi cucteme wumeeTca awun hosts. B Windows OH Haxogutca B KaTanore
c:\Windows\System32\drivers\etc\, B UNIX-cuctemax — B katanore /etc. PaHblwe B Hero
3anucbiBanucb umeHa u IP-agpeca yanos Bcero MIHTepHeTa. To ecTb 3TOT (paitn UCnonb3o-
Banca ANA paspelleHns AOMeHHbIX UMeH (Hanpumep, www.dkws.org.ua) B |P-agpeca
n obpaTHo.

Koraa yanos B VIHTepHeTe 6bino mano, obenyxusath ¢ann hosts He cocTasnsno Tpyaa.
CkaxeM, pa3 B Mecsal B 3TOT dann Ao6aBnsancs HoBblN y3en, U Kaxablii agMUHUCTpaTop
3Han, YTO HYXHO CKayaTb C MaBHOro cepBepa 3TOT (ain U 3aMEeHWTb UM CBOK KONWUI
hosts.

Ho ¢ poctom 4ucna yanoB dainel hosts okasanuch HeadHEKTUBHBIMU, KaXAbIA A€Hb NO-
ABMAKOTCA ThICAYM HOBbLIX Y3M10B, @ Ha fJaHHbli MOMeHT (no uHdgopmayuu c caitta ISC.org)
ux HacyuTbiBaeTca 849 869 781. [ina cpasHenus: B 1981 rogy 6bino 213 yanos, a B 1982 —
215. To ecTb 3a OAWH rog NPUPOCT cocTaBun Bcero 2 yana. B 1983 rogy HacyuTbiBanoch
562 yana, B 1984 — 1024. O6cnyxuBaTth ¢annbl hosts ¢ Takum HebGoONbLWMM KONUYECTBOM
3anucei BblNo HECMOXHO.

Ho konuyecTBo yanos B CeTu pocno B reomeTpuyeckon nporpeccun. B 1987 rogy konuye-
CTBO KOMMNbIOTEPOB, NOAKMNIOYEHHbIX K MHTepHeTy, npeBbicuno 28 000. Mocne aToro crtana
aKTUBHO MCNONb30oBaTbCA cucTeMa AoMeHHbIX UMeH (DNS, Domain Name System), xots
oHa 6bina paspaboTana euje B8 1984 roay, Ho 4o 1987 roga No NOHATHLIM NPUYUHAM AKTUB-
HO He ucnonb3oBanacs.

CpaBHum, ecnu ¢ 1981 roga no 1982 npubasunock Bcero 2 yana, To 3a nonroga, ¢ AHBaps
no utonb 2011 roaa, npubasunock 31 495 512 yanos. Cornacutecb, o6cnyxusaTtb Takow
OrpOMHbIN ain hosts He o4yeHb yaoOHO, Aa U C Y4ETOM HblHelwHero pa3sutus MHTepHeTa
ero 6bl NPULWNOCL KONUPOBaTbL KaXable NATb MUHYT.

Mcnonb3oBaHue ceTblo I2P Takoi apeBHel (He Noborck 3TOro cnoBa) KOHUEenuuu roBopuT
0 TOM, YTO NOKa caMa CeTb HEJOCTAaTOYHO pa3BuUTa, W B HEW HACUUTLIBAETCA CPABHUTENbHO
mano y3noB. [103)e B 3TOW CeTU AOMKHO NOABUTLCS Kakoe-To nogobue DNS, koHeyHo, npu
yCcnoBuu, 4To ceTb ByaeT pa3BuBaTbCs.

Kakue eme caifrst noceturs? OTKpoiiTe aApecHYI0 KHUrY MapupyTusaropa. B Hei
no ymomyanuro oyaer 330 zanmceii. [TonpoOyiite moceTurs 3tu caiitel. Ha HekoTopoe
BpcMsi BaM OyJCT BIOJHE JOCTATOYHO, @ OCTATBHBIC PECYPCHI BbI HAIICTEC MO MEpe 3Ha-
KOMCTBa ¢ ceThio [2P.

3.3.4. 12P n 6panamayap

Korga Bbr 3amyckaere I2P Ha jokanpHOM KOMIbrOTEpE, HPOOJIEM C HACTPOIKOM
OpaHamayspa. Kak IMpaBU/IO, HC BO3HUKACT, — 3TO €CIM OpaHaMayap crocodeH ooy4aTh-
csl — oOydarommii pesKUM HMCETCS BO MHOTHX mporpamMubix mpoaykrax (Comodo
Internet Security, Outpost Firewall Pro u ap.). CoBcem apyroe aeno. ecnu OpaHamaysp
HACTPOCH Ha OIIOKMPOBAHME BCETO, UTO HE paspemeHo. B 3Tom ciayuae Bam moHago0omuTCs
B HACTPOIKax OpaHaMay3pa paspeiinThb CICAYOLINE JTOKATbHBIC MOPTHI:

3 1900 (UPnP SSDP UDP);
0 2827 (BOB-mocT):

O 4444 (HTTP-npoxcw):.

O 4445 (HTTPS-npoxcwu):
O 6668 (IRC-rpokcu):
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7652 (mpocaymka coosrtuii UPnP HTTP TCP);
7653 (npocaywmka orseroB noucka UPnP SSDP UDP);
7654 (mopt kauenTa I2P):

7655 (UDP xns SAM-mocTa);

7656 (SAM-mocT);

7657 (KOHCOJIb YIIPaBJICHHUS);

7658 (Baw 12P-caiir):

7659 (ncxoasuas moyTa K smtp.postman.i2p);
7660 (Bxoasas mo4Ta OT pop.postman.i2p);
8998 (Hy»keH A mtn.i2p.i2p);

31000 u 32000 (ynpaBisroLie MopThl).

aoooooaooaaoaaQ

3.4. NNonHas aHOHUMHOCTL: |12P u Tor BmecTe

HasepHoe, Bam HHTEpPECHO, KakyIO ceTb ucnonb3yio si? Moii Beibop — Tor. Ho He no-
TOMY, 4TO OHa 4eM-To nyque 2P, npocto Gonbe noaxoaur amst moux 3aza4d. Cers [12P
yao0Ha, Korja Hy)KHO 00CCIICUNTh MOIHYI0O AHOHUMHOCTh OOMCHA JAaHHBIMH MCHKIY yda-
CTHHKAMH CETH, HO MPH YCIOBHHM, YTO BCEC YUYACTHHKH HAXOAATCS B OAHOM ceT — B 12P.

Ja. cymectsyror mro3sl u3 12P B UaTepHer. Bor gake cmoskere msmeHuTs cBoii [P-
ajpec, UCIMOoJb3ysl TAKOH LT3, — YJaleHHbI caiit Oyaer Buaets [IP-aapec wroza, HO
He Baw., OJHAKO TaKHE LITKO3bI MMEKOT LIC/IbIH Psij OrPAaHHUYCHHI Ha 00beM mepeaaBac-
mbIx jgansbiX, Ha Cookies u 1. a. [TonHoueHHo# paGotel B MHTEepHETE, Kak B ciy4ae
¢ Tor, He momy4uTCs.

Ho ccam sxenaete mompoGoBaTh, MPOM3BEIMTE TMOMCK TaK HA3BIBACMBIX OUIPIOXY'.
ITo aapecy http:/forum.i2p2.de/viewtopic.php?t=5917 &highlight=outproxy Bb Haii-
JETC COBCTHI MO MCIIOJIB30BAHUIO OUtproxy Aist Bbixoja 3a mpeaenasl [2P-cetun. Boobe,
Ha (opyme http://forum.i2p2.de mmeeTcss MHOro mose3HOM HHGOPMALMH, B TOM YHCIIE
M HAa PYCCKOM SI3BIKC.

Tam >xe BBI HaiiAcTC pCKOMCHIALMH MO 0OccnedcHMIO MomHOi aHoHnMHOCTH. CyTh
3aKTI0YACTCS B CICAYIOLICM:

O ans Opaysepa BBl YCTAHABIMBACTE B KAUYCCTBE MPOKCH-CEPBEPA JOKATBHBIH CEpBEp

I2P. ucnone3yroumuii nopr 4444
O nanee B HacTpolikax MapmpyTuzaTopa [2P Bbl co3aaeTe HOBBII TYHHEIb U B KQUECTBE

CepBepa YKa3blBacTe localhost, HO MOPT, HA KOTOPOM 3amyiicHa y Bac Tor (9050 —

Hanpsmyio K Tor, mam 8118 — yepes Vidalia).

B pesyasrare BHyTpH cetn I2P BB cTaneTe paboTaTh kak OOBIMHO, a MPH BBIXOAC 3a
NpEACIbl CETH Bally aHOHMMHOCTB Oyaet obecnieunsats Tor, uto oueHb ya00H0. Cpa-
3y CKaXy: CKOPOCTb paboThl TakO# KOH(PUIrypauuyu OCTABISCT KEJIATh JIYUIIETO, MO-
3TOMY HE HajeiTech, 4To cBs3ka I2P-Tor Oyzaer y Bac 1etaTh, Kak CBEPX3BYKOBOI HC-
TpeOUTENb.

A Outproxy — CHEUHAIBHBIC PrOXY-CEPBEpbl, ¢ IOMOUILIO KOTOPBLIX ydacTHUKH cety I2P moryT nocemats
0ObIYHbIE BEO-CTPAHHILDI,
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Huuero ve norstHo? YTo 3K, pacCMOTPHM 1O IaraM, Kak 3TO OPraHM30BaTh HA MPAKTHKE.

1. Tpesxae BCEro HACTOATEBHO PCKOMEHAYIO MPOYUTATh 21a6y 2. 3aTem yOeAUTECH, YTO
Tor 3anymena u padoraer. Ilocie 3Toro orkpoiite Opaysep M 3anmyCcTHUTE KOHCOb
ynpasineHust Mapuipytuzaropom I2P (cm. puc. 3.12), HaOpaB B agpecHOH CTpOKe:
http://127.0.0.1:7657;

2. 3areMm nepeHANTE B MEHEUKEP TYHHEACH — MOMKHO M3 MAHEIM YIPABICHHUS KOHCO-
au (eBas o0nacTh OKHA. ccbinika MeHeazkep TyHHesIei). a ¢CIM HC JACHb HaOu-
paTh CHMBOIBI Ha KJaBHATYpe, TO TMpaBWIbHBIH agpec OyAET TaKOB:
http://127.0.0.1:7657/i2ptunnel/.

3. B okne MmeHekepa TyHHeaeH Haxmure kHOnKy Cosaares v Haanucu Hoewiii cep-
BepHbIH TyHHeab. B oTkpeiBmemcs okue (puc. 3.17) B none Touka gocryna BBeau-
Te aapec: 127.0.0.1, B none Ilopr — Homep nopra: 8118 (ecnu HyxxkeH HTTP-
MPOKCH) MM K¢ 9050 (oOpawenue Hanpsmyio k Tor).

4. Haxxmure Bun3y ctpanuusl kHonky Coxpanurs. M nonpoOGyiite oOpatuthes k caiity,
JaeKameMy 3a npeacnamu [2P.

Paau cripaBe /THBOCTH HYIKHO OTMETHTb, YTO Yepe3 NMpokcu Ha nopty 4444 Bl Moxke-

Te npocMarpuBaTh He TOMbKO I2P-caitTbl, HO U 0ObIYHBIC MHTEpHET-CcTpaHuLkl. Ho npu

9TOM yaaacHHbIC y3abl vBuaaT [P-agpec Bamero out-mpokcm (B MoeMm ciayyae — 3TO

85.31.186.70). Tak uro ans obecneycHust OOMBLICHT AHOHUMHOCTH BCC JKC HY)KHO CBS3aTh
I2P ¢ Tor.

(N)° lm TyHHens

T, OBwviwn cepeep

Asrosanyce(A): |

Tova pocryna Anpec(ti):

|127. 0.0.1

Mwuzn |i2mmnel7-priv‘qs.m

Jlowamsiwi axpec
mamavenna(l):

.

PAaCWIMPEHHNE CETEENE HACTPORKN

Napaserpe rymens. annall).

2 XONA (ANCOKAS AHOMMUNOCTE, BNCOKWE SAS ¥

Nomwsecrso(C):

5 @ Vurepmer | Iaisiiemmnii peasin £en.

Puc. 3.17. Co3paHuve cepBepHOro TyHHens K Tor
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3.5. lononHuTenbHas uHcpopmauus

51 yke oTMeuan, 4TO Ha HAWIMX NMpocTopax ceTh I2P He oueHb momynspHa, MoTOMY
TOIKOBOH MH(OPMALIMK O HCH HAa PYCCKOM si3bIKe BechMa HemHoro. [IpuBeay Heckomabko
CCBIJIOK, TTOJIE3HBIX MpH ocBocHHH 12P:

O http://forum.i2p2.de/viewtopic.php?t=3203 — necpenuck pyccKOs3bIMHOrO "Hace-
aenmsa” cetn 12P. B 210ii BeTke (opyMa BbI TOUHO MO3HAKOMHTECH € CAMHOMBIIIICH-
HHKaAMH;

O http://www.i2p2.de/faq.html — crnmcok yacTo 3azaBacMbIX BOMPOCOB (mMpaBaa, Ha
AHTTTHHCKOM SI3BIKE):

O http://www.i2p2.de/index_ru.html — onucanne n npunuun padoter cetn 12P nHa
p}'CCKOM SI3BIKC. B 06umx '-lepTaX BbI VK€ 3HAKOMBI C COACPIKHUMbIM 3TOM CTpaHHlel.
HO JOTOJTHUTE IbHAS HH(OPMALIUS HUKOTJa HE MOMELIAET,

O http://www.shpargalko.ru/2010/03/01/i2p-nastrojka/ — na caiire shpargalko.ru
BBl HAIJCTC CEPHUIO CTATCH, MOCBSICHHBIX HCIIOIb30BaHUIO 12P;

O http://www.shpargalko.ru/2010/04/14/kak-mozhno-poluchit-dostup-k-i2p-
proshhe/ — moapo6Hoe omucanue mpouecca YCTaHOBKH, CCTH YTO-TO MOUITIO HE TakK:

O http://ru.wikipedia.org/wiki/I2P — od4cHp MHOro mnose3Hoit mHbpOpMAILMU, B TOM
YHCIIE TOAC3HBIX CCBITOK;

O http://ugha.i2p/EepsiteIndex — cricox 12P-caiiToB (ccpika AOCTYMHA TOIBKO He-
pe3 I2P);

O http://habrahabr.ru/blogs/linux/122835/ — npo3pauHoe npokcuposanue uepes [12P
u Tor. Crpannuka OyjeT nosesHa Juist OnbITHBIX Linux-roas3oBarerneil, 00ecrnokoeH-
HbIX obecrnieyeHneM cOOCTBEHHOI AaHOHHMHOCTH,

O www.xakep.ru/post/56161/ — cozaanue anonumHoro xoctunra B I2P-cetu. [o-
BOJIBHO TOJIC3HAS CTaThs, U3 KOTOPOIl BBl y3HACTC, KaK CO3JaTh AHOHHMHBIH CalT U
nyOMMKOBaTh Ha HEM BCE., UTO OVACT BaM yroaHo. B 3Toii jke cTaThe pacckasaHo, Kak
cosaars aHoHMMHBIH SSH-cepsep.



HACTDb I

3awumTa
3JIeKTPOHHOMU NOYTbI

Best emopas wacme mocBslcHa 3amMTC 3ICKTPOHHOM MOYTHI — MOMY/ISPHCHIICTO
MexaHu3Ma oOMeHa MHpopMaLMeii. DICKTPOHHAS MOYTA MOsIBHIAch paHbie BecemupHoii
NMayTHHBI U 0 CHX IOP OCTACTCH BOCTpCGOBaHHblI\l CpCACTBOM Kak JTMYHOM, TaK M ACTO-
BOI mepenucku. B erase 4 mbl y3HaeMm, kak OOpOThCs ¢ HEXKETATEABHON KOPPECTIOHACH-
LMEH, a B 21a6e 5 — KaK 3alUTHTb CBOIO MEPEIHCKY OT MOCTOPOHHHUX I71a3.



MnaBa 4

Bopbb6a co cnamom

4.1. Yto Takoe cnam?

Pazsurne MHrepueTa mmeer n HeratusHble nocneacTBus. OJHO U3 HUX — 3TO CraM.
Cnavom Ha3pIBACTCS PACCHIIKA HCIKCIATCIbHON KOPPCCTOHACHLMH, KaK NMPaBHIO, PCK-
namHoro xapaktepa. Ecim 6biTh 6071¢¢ TOUHBIM, TO CITAMOM CYHTACTCS:

0 maccoBasi pacchliKa COOOLICHHI ¢ MOMOLIBIO 3ICKTPOHHOM MOYTHI U APYTHX CPEACTB
obmena nndopmaumeit (ICQ, IRC, SMS u ap.) 6e3 paspeLeHHs Ha TO MOTYYaTEICH:;
0 oTmpaBKa 3MCKTPOHHBIX COOOILICHHI, KOTOPBIE COACPIKAT BIOKEHHBIC (aiibl, Oe3
NPEABAPUTEIBHOTO PA3PEIICHMS MOTYYaTEe s
PacChIIIKA MACEM PEKIAMHOTO, KOMMEPUECKOTO HIH arHTALMOHHOTO XapaKTepa:
pacchlIKa MUceM, KOTOPBIE COACPIKAT rpyObIc U OCKOPOMTEIbHBIC BBIPAKCHHUS:
OTHpaBKa MUCEM ¢ MPOChOOii MmepeciaTh JAHHOE COOOIMECHUE APYTHM MOIb30BATEIISNM:
pasmeuieHue B koH(pepeHunn (Ha popyme) COOOLICHNH, KOTOPbIE HE COOTBETCTBYIOT
TeMaTHKe JaHHOM KoHdepeHumu (off-topic). ITo, KOHEUHO, K ICKTPOHHOH MOYTE
HHMKAKOTO OTHOIICHHS HC MMCCT, HO BCC JKC Bbl JOJDKHBI 3HATh, YTO 3TH COOOLICHMS
TOXKC SABJSKOTCS CITaMOM.

aaaoa

O paccbuika MHGOPMALMH TIOMYYATEII0, SBHO BBIPA3UBLICMY HEXKCIAHHE MOIYy4YaTh
JaHHYI0 HH(OpMaumoo, MHGOPMALHMIO OT JAHHOTO OTMPABHMTEIS MIM HMH(OpMAaLio
JAHHOHM TEMATHKH.

Tenepp MBI 3HaCM, YTO TAKOC CHaM, HO JErde HaMm OT 3TOro He crano. MHoraa aoxo-
ant a0 abceypaa: momyuaems yrpoM 10 mucem, u3 HuX 9 — cnam. Xoueib WIH HET,
a MPHUXOJAMTCS MPUHUMATh BCC OTH MHUChMA, TPATs CBOC BPEMs U ACHBIH (MHOTAA pa3Mep
oaHOro peknamuaoro nucbma npessimaet 100 Koaiir, 10 nucem — 310 yxe 1 Moaiir).

Komy u 3auem 310 Hyx)HO? Kak BCceM HM3BECTHO, pekiama — JBHIaTe/lb TOPrOBIIH.
PCK.’IaM)’ MOZKHO BCTPCTUTD BC3AC. HA CTPAHHULAX ra3CT U XYPHAJIOB, Ha TCICBUACHUH, HA
yauue. Pexnama ects u B MHtepHere. CylmecTByrOT ABa OCHOBHBIX BHAA HMHTEPHET-
pekiaaMbl: OanHeps! u cnaM. Jlns ycrniemHoi 60pbObl ¢ OaHHEpaMH JOCTaTOYHO YCTAHO-
BUTh "OaHHepope3ky" — Takux nporpamm B MHTepHETE OueHp MHOro. Hanpumep, Mue
Oonpue Bcero moHpasuiack mporpamma Ad Muncher (http://www.admuncher.com/).
A BOT co cmamoM TpyaHee. Best aTa rinaBa nocsiena 6opboe co cmamom. Hazgeroch, Mbl
cro mobeamm!
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4.2. [1Ba NOYTOBbLIX LMK

Kaxk BbI aymaeTe, OTKyJa cnamepsl y3Haau Baul 3aeKTpoHHbI aapec? Ckopee Beero,
U3 OTKPBITOr0 MCTOYHMKA. [Ipyrumu cioBaMu, Bbl yKazaiu rae-HuOyAb cBoif e-mail (Ha
caiiTe, B raseTe M T. A.). CIAMEPbl VBUACAH €ro M BHECIH B CBOKO Oasy gaHHbIX. EcTh
Yy CNaMEpoB M CMELHMAIbHBIC MPOrPaMMbI-POOOTHI, KOTOPHIC MEPEXOJAT C OJHOH BEO-
CTPaHMYKH HA APYTVIO B MOMCKAX aAPECcOB ICKTPOHHO#H moutsl. [Totom Bee aTh agpeca
BHOCSTCS B CMUCOK pacchiaku. Hy, a 4To mpoucxoauT aanbiue, A0raaatbCsi HE CI0WKHO.

Muoraa OviBacT M Tak. Bbl co3gamm mOYTOBBIH SIIMK, COOOIIMIN €ro aapec THIIb
ABYM-TPEM JAPY3bsIM, HO KPOME MHCEM OT ApY3eit ctanm moayyars cmaM. OTkyaa cname-
pbI B 9TOM CTydac CMOTIJIM Y3HaTh Ball JICKTpOHHbIH aapec? W ecnm Bamm apy3est camu
HEC SBISAIOTCS CIaMEpaMH, TO Baul e-mail Mor okasaTbesi B 0a3c JaHHBIX CMAMEPOB HIIH
MOTOMY, YTO KTO-TO M3 JApy3ci yka3an Baw e-mail Ha kakoM-1nbo caifre (Hanpumep, oT-
NpaBHB BaM OTKPBITKY), HJIHM JKC HA €ro KOMIBIOTCPE MOCETHIACH MPOrpaMMa-LINHOH,
OTIPABUBLIAS TPETHEMY JIHLY (CIIAMEPY) BCIO €r0 AJAPECHYIO KHUTY.

Kak Buaure, noaHoCThIO yOepeubest OT CramMa HE MOTYYHTCS JaXKe MPH MHHUMATIbHOM
UCIIOIb30BAHUK TOUYTOBOro siuka. YroObr abcomoTHO orpaautb ceds OT criama, Hy»KHO
BOBCE OTKA3aTbCsl OT 3JICKTPOHHOM 1ouThl. CaMu NOHUMAETE, 3TO HE BBIXO U3 MOJIOKECHUS.

OxHAKO Bbl MOJKETE CYLIECTBEHHO COKPATUTh MOTOK CIAaMa B CBOM NOYTOBBIH SILIHK.
J171s1 3TOro CO34aiTe AOMOHUTEIbHbII MOYTOBbIH sk, OauH SuK (OCHOBHOM) BbI Oy-
JETE MCIMOIB30BATh AMIS MIEPETMUCKU C APY3bSIMH M KOIeraMu. A BTOPO (IOMOTHUTEIb-
HbIH) — 7151 BCeX ocTanbHbIX ueneit. Hanpuvep, npu perucrpaumu Ha popymax, B MH-
TCPHET-MarasuHax, I OTMPABKM TMO3APABUTCIBHBIX OTKPHITOK. JIpyrumu cioBamm,
KOT/a Bbl COOOIIACTE CBOM e-mail He KOHKPETHOMY YEIOBEKY, a KaKOH-HHOYIb CHCTEME
(caitTy, marasuny., Gopymy), YKa3bIBaiTeC aapec JOMOIHHTEIBHOTO MOYTOSIIMKA.

IIpocmaTpuBaTh JOMOIHUTEIBHBIH SIIMK HYKHO uepe3 BeO-uHTEpEiic — Tak BbI
VYBUAUTC CHavajla TOJbKO 3aroJIOBKH IMHUCEM, @ HC BECb UX TCKCT, MMO3TOMY COKOHOMHUTC Ha
TpapuKe, €CM TaKas SKOHOMMS 15 BAaC akTyanabHa. Bnpouem, B mocneanee BpeMs Hau-
Oosiee NMOmy/ISIpHBI TaK HA3bIBACMbIC OC3TMMHTHBIC MAKETHI, MO3TOMY TpaduUK MpaKTH4e-
CKHM HHKTO YK€ HE CUMTACT.

4.3. Cnam-(pnbTpbl U YEePHbIE CMIUCKMU

PCKOMCH;I)’!O CO37aBaTh MOYTOBBIN SIUIMK B TOM MOYTOBOM CHCTEME, TaC VCTaAHOBJICHBI
cna.\l-([)zz.vbmpbz 1 €CTh BO3MOKHOCTDb CO3JaHUs YEPHBLIX CNUCKOB.

4.3.1. Cnam-¢punbTphbl

Hanpumep, 10BOIBHO MOLIHBII crnaM-(pHIBTP YCTAHOBJICH HA MOYTOBOM CEPBHCE
Mail.ru. Bcro coMHHTETBHYIO (MTOXOKYIO HAa CrMaM) KOPPECMOHACHLMIO OH MOMELIACT
B manky Cnam (puc. 4.1). Panpme ona tak u HaseiBanach — ComuuTenbHbIe. boiBa-
€T, YTO 3TOT (PUIBTP MHOTAA OMIHOACTCS M HOPMAIbHBIC MUChMA (HE SBISIOIMCCS Cra-
MoM) momemaeT B manky Cmam, a HEKEIATCAbHYIO KOPPCCTIOHACHLUMIO — B TMAMKy
Bxoasiue.
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Jns 6eictpoii ounctku nanku Cnam (yJaneHus ee coaep:KUMoro 6e3 BO3MOKHOCTH
BOCCTAHOBJICHUS YJAJICHHBIX COOOLICHMIH) MPEIyCMOTPEHA CChIIKA OYHCTHTBL (CM.
puc. 4.1). OgHako, nmest B BUAY BO3MOXKHOCTb OIHOKH criaM-(puabTpa, peKOMEHIYIO
BCE ke nepea ouncTkoi nanku Cnam XoTst Obl MPOCMOTPETH 3ar0J0BKH MOMELICHHbBIX
B HEEC COOOIICHMIA.

(12
[nasuas [Moyra Mon Mup’r Oexsm

@mail.ru

B3 Bxogaume

= OINpagnexHeIe

YepHoeuKKM

@ Cnau punctute 6
¥ Kopauxa

HENDONT M

(@ Apxue Mail Ru ArenTa
war HanekHas 33WuTa
' g Moyte Mail Ru

Puc. 4.1. BupTtyanbHble nanku Beb-uHTtepdeica Mail.ru

HesxenatenpHYI0 KOPPECNOHACHLMIO, OKA3aBIIYIOCH M0 omuOke QuibTpa B Manke
Bxoasiiume, HyKHO BbIOpaTh (yCTAaHOBMB (DIaKKHM CJIEBA OT MMEHH OTIPABHTE/N) U
Hakath KHOMKY JTo cmam (puc. 4.2). Hudero cBEpXbECTECTBEHHOTO HE MPOM30ii-
JAeT — muchbMO Oyaet mepememeHo B manky Cmam, a ¢uabTp BO3bMET ero ceOe Ha 3a-
METKY, — OoblIe Takoe MUChbMO (C TaKOro ajpeca, ¢ Takoil Temoii) B manky Bxogsi-
e He nonager. CBoiicTBO crnaM-pHIbTPA 3aIOMHHATH PCKBH3HUTHI HEXKECIATCIbHBIX
MHUCEM BEChbMA BAXKHO — CIaM BEAb pacceiiaetcs perynspHo. KHonka IT1o cnam Ha-

XOOHUTCs KaK BbIIIC CITHUCKA COOOLICHHUI, TaK U HHIKC, — KaKVIO Ha’KaTb. 3HAYUCHHs HC
HMCCT.
=] e Mod Kpyr Bawa nenra colurmit 1a Mogst Kpvie & Odcen
¥ Cepred Bwibues Coofuenne QA kANEHTOE AKHTaPH3A flaeka 04 cex
(] noreply@tuthest.com Cpox ASNCTENS HEKOTODSIX B3IWNX OOMAHOE CKOLC 33K0HEMTCA 04 cer
/=] | Yaamms | Srocnam | [epemectims ~MomenvTe ~Eme »Copmupogare | Kpamo | Moapotko |
B2 85 % -

Puc. 4.2. KHonka 3To0 cnaMm y cnucka coobuieHun nanki Bxoasawme
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Puc. 4.3. KHonka He cnam y cnucka coobuenun nankv Cnam
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Puc. 4.4. NapameTpbl nanok

Ecnn HaoGopoT. HOpMaIbHBIC MUCHhMA OBLITH MO OMIMOKE MOMCYCHBI KaK CraM, 3aiiau-
te B nanky Cnam, BbiaeauTe ux U Hasxmurte KkHonky He cnam (puc. 4.3).

B Hacrpoiikax BeG-unrepdeiica Mail.Ru (mexro Hacrporiku HaX0JUTCS B HIDKHEH YacTH
JKpaHa) MMeeTCs OueHb mose3Hbii pazaen Iankn. Beibpas ero, Be nomagere B okHo Crim-
cok manok (puc. 4.4). Tam MoxHO BHIOpaTh. Kakue nanku BeO-uHTepdeiica OvayT AOCTVITHBI
no npotokony POP3, KOTOpbIii MCHOMB3YETCS TOYTOBOI MPOrPaMMOIi-KITHEHTOM. VCTaHOB-
JICHHO# Ha BauieM JomamnHeMm komrbiotepe. [Tocmotpute Ha puc. 4.4 — nanka Bxoasimme
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JaocTyiHa no npotokomy POP3, a nanka Cnam — HeT. D70 03HAYACT, YTO CAH MHCEMO TI0-
mano & nanky Cmam (To eccTh onpeacacHo cnam-QiapTpoM KK HCACIATE IBHAN KOPPCCIOH-
JCHLIHA), TO €ro MOYTOBAA MPOrpaMMa 2arpyiuTe He cmomeT, [Ipoudrate Takue nMcbMa
MOAHO OV AST TOIBKO € NOMOULK BeO-uHTCpdeiica.

Yrober HiMeHHTE HACTPOIKH NANKH, HKMHTE CCHITKY PENAKTHPOBATE Y HAZBAHHA
manku. Eca Bl KeA2eTC NOAVUATE HA CBOH JOMALHMI KOMINBTCP BCC MHCEMA, B OT-
kpbiBemca okde (puc. 4.5) 4 nankn Cnam canvure draskox Coenats HeqocTynHoi
Ans nouToBLIX nporpamm (POP3).
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AHATOTHYHEIE BO3MOKHOCTH NMPEJOCTABMAST H BeO-HHTEpdEic NOYTOBOTO CEpPBHCA
Gmail.com, Yro0m nomeriTs coodueHHE Kak cnas, BMOCPHTE (VCTAHOBKOI (PIAKKOR)
HEIKCTATCNRHEIC COODICHNA W HamMuTe kHonky Coam (puc. 4.6), Yrodbw nomyvuante
Joctvin K nanke Cnam. B 1€BOi 4aCTH OKHA pa3BepHUTE crincok ewe (puc. 4.7).

Hueerca B nanke Cnam o1 Gmail.com » knonka He comam Ha croveiaii, ecnn cnam-
tuaeTp GMail.com ommben (puc. 4.8), B ormimme ot cepeuca Mail.ru, 8 Gmail.com
HCIKCTATCTBHAA KOPPeCToHACHIHA (coaepanmoe manku CnaM) XpaHuTes OJHH MECHII
(30 greit), nocae Hero cOODMEHHA. KOTOPLIE NMPONEKATH B 3TOI NMaNKe VRASAHHOE BPEMi,
OvayT De3B0IBpaTHO ViancHe, Tak 9TO MEPHOAMHMECKH NMPOCMATPHBANTE 3TV Manky,
BIPVT TAM 3ATCPACTCA BAKHOC MHCHMO,

4.3.2. YepHBIA CNUCOK

“HDI,",D,EI BOIHHEALT CHT_'y'BHHﬂ. KOraa Bkl HE XOTHTE foasIe ﬂﬂ.ﬂ}"lﬂTb MHUCEMA OT KO-
ro-nubo w3 otnpasurencii. Peus He 0 cname, npocTo MCNOPTHAKCh OTHOWEHKS . Toraa
MOSKHO J004BUTE 3TOr0 OTTIPABHTEAA B HePHBIi cnucok. PaccMmoTpuM, Kk 3T0 CACNATH
B BeO-unTepdeiice cepsuca Mail.Ru. Ilpocto orverste 8 nanke Bxognmme dnanccom
MUCEMO, MOTIVHEHHOS OT HEAETATEIBHOTO OTNPABHTERA, M U3 cmicka Ewme erbepure
B uepusiii cnucok (puc. 4.9). B otkpriBmenmcs oxue (puc. 4.10) e venanTe e-mail
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Puc. 4.9, JloGasnsem oTNRaBWTENA B YepHbIA CNMCoK
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OTIPABHTEN, M €C/IH pelueHne 100aBHTE €ro B YepPHBLH CHHCOK OKOHYATEIbHOE, HAMMM-
1¢ cHonky JlofasuTe, B ucprwii cnucox momHo 100aBHTE KaK OTACTBHBIA 3ICKTPOH-
HEIT agpec, Tak u ueasni gomes, Hanpuvep * @domainru. [Tuesmo ¢ taxoro aapeca
(rmm gomena) OVICT VIANCHD (BAC Aa#e HE MponHPOPMHPVIOT 00 3TOM), 2 OTHPABHTET
[OTYHT COODIEHME, YT ALHEK NOIvVUareas (T, ¢ Ball SIHK) HEIOCTYIICH.,

Yr1o0w HAMATE CHOBA HOIYVUATE NHCEMA OT OTIPABMTEI, 3AHECCHHOTD B UCPHBII CriH-
COK, BRIDCPHTC €ro B TCKVIICM HCPHOM CIHCKC H HAKMHTC KHONKY Yaaauts (puc. 4.11).
Orwprrms wepuenii cnrcok 6e3 aobasmenna B HErO aapeca MosHO vepes Memio Hacrpoiikm |
Yepuerii cnucok.

TeRYUEHA 4ePHLIR CNEEOK

Mostcxk anpecs | Haim |

|| Bnosupyesse agpeca oTCopTMROSARE | N0 WMEHK B DOPRAKE BOZPACT AHHA 3
[¢] IDGConnec@idgonnec-resounces com
[7] afewotahawuwi@mailu

[ autatype@metaua

[T eegimymwamog@mail

[7] dub@mnogou

] gamburseverna@mail ru

[T glebmukandhessmi@rmail iy

[ mail@grainboard.ru

] maillist@autocentre ua

|| paid@diesel-powesnelu

|| pr@sofipressrelease.com

[T vidion@mail na

[ whamhic@ pnoenix Smeweb.n

| yn_mW[b] 8 WKL 3 ) T EHM

Newasaws - w3 13 «Halag [Nanse.

Puc. 4.11. ¥aaneHve aqpeca M2 YepHOM cnMcks

4.4. 3awuTa oT cnama
C NOMOIWLbLIO NOYTOBOrO KNUEHTa

ﬂpc HMVIOUCTED UCPHOR CNHCKA NOUTOBOH CHCTCMBL 3AKTHMMIACTC B TOM, 9T HCEC-
JATCIEHOC MHCEMO VIATICTCS CLIC A0 3arpyiks ¢ro Ha saw xkomnetorep, [ousarao, yro
Bbl HE TPATHTE HU BPEMIL. HH TPAPHK HA 3ArPV3KY 3TOr0 MHCBMA.

Tesm He MEHEE. MOMKHO CO3IATE COOCTBCHHBI HEPHBI CITMCOK B ¢ NOMOWBE D04MTO-
BOH MporpaMMel-KIHEHTA, VCTAHOBICHHOH HAa JOMAMIHEM KOMIBIOTEPE MOJb30BATEN.
nanpumep Windows Live Mail wnu The Bat! Tpiaem B noutopoii nporpayye The Bat!
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HUMECTCS OJJHO OYCHb MMOoJe3HOe cpeacTBo — Jucneryep mucem (puc. 4.12). On no3so-
JSET MPOCMOTPETh 3ar0JIOBKH MHCEM (IMCKTPOHHBIH aApec OTMPABUTENS, TEMY MHChMa).
HAXOSIIUXCS B MOYTOBOM SIIIMKE HA CCPBEPE. M OTMETHUTH A YAATICHUS HEXKEIaTC/b-
HBIC MHCHhMA J0 3arpy3KH UX Ha KOMITBIOTEP. YTO OYEHb YA0OHO.

[TocmoTpuTe Ha puc. 4.12 — gucneryep nMUceM coOOIIACT, YTO MOIYYCHO OJHO HOBOC
coobwenne. YceranosneHst paakku: Ipountannoe, Moayuurs n Yaanurs. 310 03Ha-
4aeT, 4To nociae Hakatus kHonkn Hauare nmepegawy (camas mepsas KHOMKA HA MAHEIH
HHCTPYMCHTOB) AaHHOC COOOIICHHME OYACT OTMEYCHO KaK MPOYMTAHHOC (Ha CepBepe).
3aTeM OHO Oyaet 3arpyskeHo (paaskox IMosmyunTs). a mocne 4yero — yaancHo ¢ cepBepa
(praxok ¥Yaanure). Ber MokeTe, HanpuMmep, OTMETHTb COOOLICHHE KAaK MPOYHTAHHOE,
HO HE VAamsuTh ¢ cepsepa, TO ectb octaButh (aaxkku Ilpountannoe n IMoayunTth
U CHATH (PIIaKOK Y AA/IHTD.

] > HVCNETHED e
[Mwcemo Buparmoe [noGanswsie Bug

© &2 &6 & a

e Nposraqroe Nonywsts  Yaanats

Puc. 4.12. [lucneTtyep nucem

MoskHo yaanuts cooOueHus U 6e3 ux noayueHus. OObIYHO 3TO HYIKHO AJIs Crama,
a ONPEACINTD, CraM 3TO WJIH HET, MOXKHO O€30 BCIKOro (puabTpa — AOCTATOUHO B3IJIs-
HYTh Ha T€MY COOOLICHHS, M BCE CTAHET NMOHATHO. Bbl BeIMrpanm B JIOTEpPErO (B KOTOPOIt
He yuactoBanu)? IMoayunnu orpomuoe HacneacTso? Bee sicHo — cnam. J{ns Takux co-
oOLICHMI OCTABISACTCS TOMBKO (PIaKOK ¥YAAMHTH — A5 YIAJICHUSA COOOIICHHI ¢ cepBe-
pa. Oum He OyAyT 3arpy’>KECHBI HA JTOKAIbHBIH KOMIBIOTEDP, M Bbl OOJBIIE MX HE YBUAUTE
(ecTu. KOHEYHO. CrIaMep HE OTAPABHUT MX MOBTOPHO).

G naxox OTKPBITH MO3BOIACT OTKPBHITH MHCHMO A/l PEAAKTHPOBaHMs O¢3 ero 3a-
rpy3ku Ha kectkuii auck. CooTBETCTBEHHO, B KOJOHKE Pa3mep BbIBOAMTCS pa3Mmep
coobuenus B Oaittax, B konoHkax: Ot — ornpasurenb coobuwenus, Komy — nonayua-
Teab coobueHus (Bam e-mail), Tema — Tema coobmenus, Hanucano — gara cosaa-
HHS COOOIICHMS.
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[Mpn padore ¢ ancnersepom mucem The Bat! Bw MomeTe HCNOIB30BATE KIABHATYV-
Hble KOMOMHAUMK, npeacTasnedHeie B Tabn. 4.1, JelicTenn ocyviuecTBnsOTCH HAJ BCEMH
MHCBMAMM B CIIHCKE THCMETHEPA.

Tabnuya 4.1. Knasuamyprsie komBuHayuy ducnemyepa nucemM

KnaenarypHan KkomBuHaUMA JeRcTBne

=Ctri=4+<1> MNeperniouTe dnaxaok NpoynTalioe
<Cirls+c2> MepernioYuTe hnaxok MNony4nTe
<Ctrl=4+<3> MNepekno4yTe dnakok Yoanute
=Cirl>4<d MNepernio4dTe dnakor OTKpLITE
<Alt=4 21 Y¥CTaHoBWTE hnaxok NpouyuTanHoe
<Alt=4 2> ¥ CTAHOBWTE (hnaxor MNony4YyuTe
<All=+<3= YCTaHoBWTL hnamok Yoanwtb
<Alls+<ds 7 YeTaHoBuTe hnaxor OTHPLITE
=Shift=+=1> CHATE hnaxox MNpoudTaHHoe
<Shift=+<2> CHATE thnaxox NonyvuTe
<Shift=+<3> CHATE naox Yaanute
=Shift=4+=d= CHATE nayor OTKPLITE

B aToii rnape Ml pazodpainck © 3aMIMTON CBOSTO MOYMTOBOrO AIIMEA oT crmasa. Ha-
ACHICE, YTO TENEPEL CNAMA YV BAC CTAHET CYLIECTBEHHO MeHbwe, B cneayiomwei rnase mMul
AOTOBOPHM O TOM, KAK JALIMTHTE BALTY MEPETHCKY OT MOCTOPOHHHX 1143,
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3awuiuaem nepenmncky
OT NepexBaTa

5.1. Cnocobbl 3aluUThl 3N1eKTPOHHOMN NOMTLI

B ziaee 4 Dm0 NOKA3AHO, KAK JALMTHTE 3MEKTPOHHYIO NOMTY OT CHAMA. 3IECh Mbl
PACCMOTPHM 3alUTY MOYMTH OT Mepexeata. Bel e ne xoTwTe, ¥To0L KTO-TO MpOMHTAT
BALIY KOPPECNOHICHLHID

CyIMECTBYIOT HECKOIBKO CNOCOGOB SAMIMTEL, KAWL mo-ceocMy Xopom, Bam, nexo-
O M3 OCHIASMBIX YIPO3, HVKHO BeIOpaTe 0QHH W3 HHX. Brpodem. Bel momeTe koMOmH-
HHPOBATL BCC 3TH cnocoOw 18 oDecneucHMa noaHoi DE30nacHOCTH, YTO HABCPHHKA
MPHTOAHTEA TIPH OTTIPABKE COODIIEHI, COASPRALINN FOCYIAPCTECHHVIO HIH KOMMEpHYE-
ckyro Taiiny. Bu vioswan Hotky capkazma? Tak woects. Bear B SonsmmucTBe cavuacs
OOBIMHEBIM TIOMBIOBATEAM BNOMHE JOCTATOMHO OJHOTO KAKOTO-TO METOAA. TeM He me-
HEE. # BCE HKE PACCKAMKY. KAk PEA/IHI0BATE H NOJHYID SAHTY, TAK YTO MOMKETE paccMar-
PHEATE 3TY MABY B KAYCCTES "PYKOBOCTER A8 NapaHonKa”,

5.1.1. Cnoco6 1: 6e30nacHbIe COeAUMHEHUA

Camelil npocToil cnocod 3aMUTel 3ACKTPOHHON MOUTH 2AKIKYMACTCH B UCNOIB30BA-
HHH DesomacHeix coeannennii, Hapepnaka sl 3HaeTe, uto cvimecteyer HTTPS — Deso-
nacHan sepens nporokona HTTP. Janwee, nepesasaevwe no nporokony HTTPS, wud-
PVIOTCH ¢ MoMOLED npoTokoaa SSL wan TLS,

T BezonacHoil mepesadi NOYTH TAKAKES MOMKHO HCIIONB30BATE MPOMOKOR iighpoea-
g TLS. B pesynerare BBl 3IHTHTC CBOK) NOYMTY 0 KPAHHCT MCPC 0T "BHYTPCHHCTO
Bpara”. TO @CTk OT 31070 AIMHHHCTPATOPA HIH HHOMO 3I0VMBILEHHHED, HAXOAAIIErocs
B OJIHOI ¢ BAME CCTH M ACIAKILCTO NEPEXBATHTE BALTY MOUTY.

M2 NHYHOIrO OMnbITA

Takagn yrpoaa Sonee Jam peankHa, MNpuMmepHo Net ceMe Haan 8 paboTan Ha ogHoM KpYNHOM
NPeaNPUATHH agMUHMcTpaTopon. Mepego MHoA DeNa NOCTEEBNEHE 330343 "MOHWTODKTE" BCE
CaiTel, NOCeaemMsle NoNLIOBATENAMM, BCE aarpyxaemele daine, ecio nepenucky no 1COQ
W 3NeKTpoHHOR nodvTe. [nAa 3Toro aawe Obln BelQeneH OTOENbHEA KOMNLIOTER, TAK KK MOH
KOMMEHTER HE CNPABNANCA C Harpyskol. [Mony4yaeTca, A 1 GelN TEM CaMbIM "3N&IM 34MHHOM",
Tak 4TO, NOBEPLTE, NEPEXBET BALUSA KOPPSCNOHASHLMIW BNONHE BO3IMOMEH.

Menonesys OelonacHEIC COCAMHCHHA, BB VOAOWHHCTS 33734y 3MOVMBILIICH-
HUKY. Beak, urodel qodparkca A0 Bawmero cOODIIEHMA, EMY HVKHO €ro pacH(poBaTh.
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A 3TO CIenars OMEHbB W OMEHb HENpocTo, Tem Oonee wro HA npocropax Owewero CHI
HCT OTPAHISCHIA HA JIHHY K093, Kak, ckamesm, 8 CLIA,

MMPHME HAHHE

B CLUA makcvmanmHas gnuHa knwya — 512 Dutos, w atomy TpeDoBaHHKD SOMKHD COOT-
BETCTROBATE BCE Mporpammuce ocbecnedvedwe, Wononeayolwee QyHKLMN KpunTorpadum
W npymenaweecA B CLUA Bugumo, komnsoTeps cneycnyss CLUA wacToneko cnabel, 4To
c Donee ANWHHBIMK KNHMEMKP NONPocTy He cnpaanAmoTos... 3a npenenamy CLUA anuea
KNKIMA HE OFPaHHY MBABTCA.

Kak smomno oD0iTH 3aminTy, OPraHH30BAHHYIO ¢ MOMOMEBK DCIONACHBIN COCAMHE-
HHi! CYIIECTBVIOT HECKOIRKO CocoDOE:

O poayuims gueandeckil docmyn Kk 6amemy KOMAbIKIMERY — TYT, OIHAKO, MOKHO 101
CTPAXOBATLCA, VCTAHOBHE MOYMTOBBI KIHEHT HA 3aH(poBaHHBI paizaen (MM npo-
CTO XPaHHTE MOYTOBVIO Dazy HA sawHppopaHHOM pazgenc). HexkoTopeie KIHEHTEH
TAKMKE [03BOIAKT VOTAHOBHTE NMAPOIL HA AOCTVII K HOYTOSLIHKY, HO 3TOT Crocod
seHee 3eKTHBEH, MeM XPaHeHHE NoMTOBoI Daskl HA 3amdpoBaHHOM pazacie, no-
CKONBKY MOYTOBBIL KAMCHT HE wWHPPYVET mOUTOBYK 03y HA OCHOBAHHHM Mapoid,
4 HINE OTPAHHUYHBACT AOCTYI K CBOMM (ivHKIMAM, Jpyvruvn croBaMu, ¢cia nouto-
Bas Daza OyAeT XpaHNTBCA HA He3AMHPPOBAHHOM pazfene, HHKTO HE NMOMEWACT ee
OTKPHITE H € MOMOIIBIO CACLHATBHEIX MPOTpaMM MPOYHTATE BCE BalH COODIISHMA.
B anaee 10 MBl NOTOBOPHM O WHHPOBAHHH JAHHEIX HA SKECTKOM JHCKE:

O nododpams RAPOIE K BAMEN ) ROTMOSOMY SHHKY — TAHHBIH BHA YIPO36l AKTVAIIEH,
CCIIH BR XPAHHTC BCC NMEHCHMA HA CCPBCPC M HC VIANACTC MX NPH 3Arpyvike Hid Bail
koMneoTep. C 0gHOH CTOPOHE, XPaHHTE MTHCEMA HA cepBepe — vaobuo, Beae comm
YTO-TO CITVUHTCA ¢ HECTKHM JHCKOM (OHH HEPEAKO BRIXOJAT H3 CTPOS), TO BE BCETAA
CMOZKETE MOMVHHTE AOCTYI K CBOCH KoppecnoHacHIny Ha cepeepe. C apyroil ctopo-
HBI. €CJTH KTO-TO 3aBIaIeeT BalIMM MapoJeM. OH CMOMKET MPOUMTATh BCE BALIH MHCh-
Ma (KpoME. pa3ee 4TO OTNPABICHHBIX), ODC20NaAcHTECA MOMKHO TAK — HIH VIANATE
[MCBME [PH 3arpyike (Tak mo yMoavaHun padoraet OOMBIIHHCTED MOYMTOBBIX [PO-
rpaMs), HAM CO3JATh CAOMHBIA MApoib HA JO0CTYVI K BALIEMY [OMTOBOMY SLUMKY.
0 COLIAHMH CITOMHOTD I'IHPOI'I!}I MEL I'IOI'OB-CIPH?«I B STOEE 3..

O moayuime ocmyn Kk ROYMOBOMY Ccepaepy — BCE MHCBMA MPOXOJAT YEPEd MOYTOBLII
cepeep. CacaoBaTeneHO, CCAN Y KOTO-TO CCTh K HEMY AOCTVII, OH MOMCT MPOUHTATE
nroboe muckMo. [TouaTHoe aeno, Dez0nmacHeIe COEIHHEHWA HET CMBICTA HCMOIB30BATE
npu paboTe ¢ KOPHOPATHBHBIM CEPBEPOM — AAMHHHCTPATOD BALY KOPPECIOHIEH-
LHIO CMOMKET MPOYSCTE B J000M CIVYAE, BB V HETO €CTh MOAHLI JAOCTYVI K CEpBe-
pv. C apyvroil cropoHsl, 310V MBILLUIEHHHKEOM MOMKET OKA3ATHCH H HE ANMUHHMCTPATOP,
4 Ball KOMMEra, — TOrJa. €CIH Bl CTAHETE HCMONB30BATh OC30MACHBIC COCTHHEHMA,
¥ HOMO HEMC T HE TOTYMHTCH.

Y DesomacHeX COEIMHEHNH, Kak cnocoda 3aliHThl TOYTE, ECTh CEOH MPEHMYIICCTEL H
HEI0CTATKH, K MPeHMyIIECTEAM MOAKHO OTHECTH TOMBKO MPOCTOTY HCMONBLI0BaAHAA, Mame-
HH/I HECKOIBKD MAPAMETPOR B CBOEM MOYTOBOM KJIHEHTE, M Thl Vike aupimeH. He HykHO
HHMET0 VCTAHABAHBATE, HACTPAHBATL. PA30HPATHCH ¢ TOHKOCTAME KPHITTOrpadHu.

Takaw HYIKHO OTMCTHTE, YTO CCJTH CCPBCP MOLACPHEHBACT H ODBIYHEIC, H OCI0MACHBIC
coeaunenny (kak, Hanpusep, Mail.Ru). o, kax npaenno, BezonacHele coeMHEHUI OKA-
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3BIBAOTCS MCHEE 3arPY>KCHHBIMH U cepBep MeHbIE "TopMo3uT". OOBICHACTCS 3TO sBIIC-
HHE JOBOJIBHO MPOCTO — AAJAEKO HE BCE MMOJIb30BATE/IN 3HAKOT O HATHYHMHM OE30MacHBIX
COCAMHEHUI, MO3TOMY MCIOIb3YIOT OOBIUHbIC, B PE3YJIbTATE HArPY3Ka HA OObIYHBIC MOP-
Tol: 25 (oTnpaska nourel, SMTP) u 110 (nonyuenune noursr, POP) — Bo3pacraer npsimo
NPOTNOPLIMOHATBHO KOJIUYCCTBY MMOIb30BATE/ICH, HE 3HAIOIUX O HATHYMU OC30MacHBIX
COCAMHCHUI.

ITonsTHO, yTO, HacTpamBas GE30MacHBIC COCAMHCHMS, BBl JODKHBI YKa3aTh MapaMeT-
PbI KaK JJIs TOJTYYCHUS, TaK M /ISl OTIPABKU mouThl. Tonky He OyaeT, eciau Bbl BhIOepeTe
Oe30macHOe COCAMHEHHE IS OTIPABKH MOYTHI, a BCS BXOJASLIAS KOPPECHMOHACHIMS Oy-
JCT Ha Ball KOMITBIOTEP MepeaaBaThes 6¢3 muppoBaHus.

Heaocratkn y GeszomacHsIX COCAMHCHHI TOXKE MMEroTCs. Tak, €Ciu Baul MOYTOBBIMH
CepBep HE MOAACPIKUBACT OC30MacHbIC COCAMHCHUS, MPHIACTCS MM HCKaTh APYroif cep-
Bep (@ 3TO O3HAYAECT CMEHY ICKTPOHHOIO aJpeca, YTo HE BCEraa yAOOHO), WM Ke MC-
NOIb30BaTh APYTOH CHOCOO 3aIUTHI.

Kpowme Toro. ormeucHbl nepsbic yaaunsie nonbiTku ataka Ha SSL/TLS. uro ceuae-
TEJIBCTBYET 00 YA3BUMOCTH 3TOro criocoda 3amursl. To ecTb, XOTs ObI TEOPETHUECCKH,
HO npu ocodoM kenanum pacundposars coaepxkumoe TLS-coeannenns moxkno. Ko-
HeuHo, pacmudposka TLS-coeannenns — 3azaya HenpocTas, mo3ToMy B 00IbIIMHCT-
BC CJIy4acB, €CIM Bbl BBIOPAIH 3TOT METOA, OECIOKOUTBCS PAHO, HO HA BCAKHI Ciydait
PEKOMEHAVIO MPOYMTATh CICAYIOMYI0 cTaThio: http://www.pgpru.com/novosti/2011/
predstavlenpervyjjuspeshnyjjsposobatakinasslitls.

3ameTpTe: 3Ta MHOOPMALMA TMOSBHIACE COBCEM HEAaBHO (Bcero uepes 9 ameit
C MOMCHTA HAMUCAHWUs 3TUX CTPOK), a a0 cero Bpemenu SSL/TLS cuwmrancs abcomoTho
Oe3omacHbiM. Bripouem, He crieayer cpasy oTOpaceiBaTh 3TOT METOA 3aLMUTBI — BEJIb
npobaeme noasepxkeHsl He Bee Bepenn SSL/TLS., a noka To1bK0 cambie paHHHE.

5.1.2. Cnoco6 2: ucnonb3oBaHue Tor

B araee 2 6p110 mokasaHo, KaK HACTPOMTH MOYTOBBIN KIMCHT HA MCHoab30Banue Tor.
B sToM ciywae Bl monyyaeTe HE TOABKO IM(pOBAHUE MMOYTOBOro Tpaduka, HO U aHO-
HUMHOCTb — IOYTOBBII cepBep He y3HaeT Baw [P-axpec.

HacTpoiika mouToBOro KIMeHTa — JEM0 HECIO0KHOE, JOCTATOYHO B KAYECTBE MPOKCH
yKas3aTh y3e1 localhost M mOpT 9050. OTHOCHTENIBHAS MPOCTOTA HACTPOMKH — 3TO
€AMHCTBCHHOE MPEHMYIIECTBO. A TENepb HAYMHAKTCS HEAOCTATKH MCIOIb30BAHUS I10Y-
TbI yepe3 Tor:

O c¢ mony4eHHUEM MOYTHI Y Bac npodiem He OyaeT. A BOT € OTHPaBKOil MPoOIeMBI MOTYT
BO3HHKHYTh. Beap npu Beixoae B Tor mpomcxoaut 3amena IP-aapeca Ha Hekmii He-
npeackasvemsiit. [Ipu aTom MoxkeT okaszarbesi, uto ¢ ganHoro [P-aapeca kro-mu6o
pacchUIal craM, B pe3ybTaTe Yero ajpec 3aHECEH B CIHCOK OJIOKMPYEMBIX, H OTIIpa-
BHTb COOOLICHHE HE MOJIYYMTCS. BBIBacT Takike, 4TO CEpBEP MOXKET OrpaHUYHBATH
OTMPAaBKY MOYTHI C OMPEACACHHOro Auana3onHa IP-agpecos, — Hampumep, 3anpeTHThb
OTMpPaBKY IMOYTHI BCEM V3laMm, Haxoasmumcs 3a npeaenamu Poccuu. M ecnu Baw IP-
azpec Oyaer mpuHamIexkarh, ckakeM, MpaHUMH, TO ¢ OTHPABKOH TOXKE BO3HHKHYT
npoOIeMBI:
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O seixoasuuii Tor-y3en MOXKET MepexBaTUTh BALIM MAPOJIH K MOYTOBBIM SLIHKAM. JTO
TOXKE CACAVET VuuThiBaTh. Beap Tor-y3asr MOryT ObITh CO3JaHBI HE TOIBKO BOJIOHTE-
pamu, HO | 3noyMbinrieHHHKaMu. OT nepexsara nmaposisi MOXKHO yoepeubesi, eClii ue-
noas3oBath SSL/TLS-coeaunenns, padoratomme nosepx Tor. Peanmsosath Takoii
PEKUM OUCHb MPOCTO — B HACTPOHKAX MOYTOBOrO KIHCHTA BbI YKA3bIBACTC, YTO Oy-
JETEC UCIOJB30BaTh OC30MACHBIC COCAMHCHHUS, a B KAYECTBE MPOKCH-CEPBEPA BBOAUTE
napaMeTpsl Tor (localhost:9050);

0 He BCC MOYTOBBIC KIMCHTHI MO3BOSMIOT SBHO yKas3aTh mpokcu-cepsep. [IpuxoamTes
YKa3bIBaTh OOIICCHCTEMHBIC MAPAMETPbl MPOKCH-CEPBEPA, YTO HE BCEraa yA00HO —
Beab B 99 % caydaes He Hy:kHO TopHubuumposats Bech Tpaduk. Ilpome cmenutsh
MOYTOBBII K/IMECHT.

5.1.3. Cnoco6 3: kpuntorpadusa ¢ OTKPbITbIM KITHOYOM

Ecnu nepssie aBa criocoba mpakTH4YECKH HE TPeOOBAIH BO YTO-THOO BHHKATh: YKa3all
napaMeTpbl MPOKCH-CEPBEPA, U3MEHH/I HACTPOHKH MOYTOBO NMPOrpaMMBl, ¥ HAa 3TOM BCE,
TO 3J¢Ch HAYMHACTCS BhICIIAs MaTeMaThKa. Eme 6b1 — ceifgac Mbl paccMOTPUM Kpunmo-
epaghuio ¢ omxpouimoim knovom. I He 6ecniokoitech — st nonpoOyro H3I0KHTh ITOT BO-
MPOC MAKCHMAIBHO AOCTYITHO, Ja0bl BCE YUTATEIN CMOT/IH BOCMOIb30BATHCS MOMMH Pe-
KOMCHJIALMAMHU HA MPAKTUKE.

Ipexae Bcero, BaM HY’KHO CO34aTh ABA KIK0O4a: omxpweimbiit (myOmnunsiid, public key)
U 3akpuimuiil (MpUBaTHBIN, nTuuHbld, private key). Kak aro caenars? Pazbepemcst uyTh
MO3:KE, a MOKA YUTANTE JajbLIE,

OTKpBITHIH KTI0Y HAZ0 PA3MECTHTh B OTKPBHITHIX HCTOYHUKAX — HATPUMEP, Ha BALICM
caifre wiM B Orore B paszjesic KOHTAKTHOH HMH(opMaLuu. 3aKphIThIH — TaifHA 32 CEMBIO
MECYATSAMHU, €r0 HEMb3sl KOMY-THO0 cOO0IaTh M TAC-HUOY Ab MyOIHKOBATH.

IIpeacraBum, uro Bacst Ilynkun cobupaercss oTnpaBuTh BaM COOOLICHHE, HO IpPHU
ITOM JKenaeT 3amndpoBare €ro Tak, 4Todsl pacuudpoBaTh COOOIEHUE CMOTIH TOIBKO
Bbl. [l aTOrO OH O¢peT Baun myOIUHHBIH KITI0Y B WHPPYET COOOLICHUE C €0 MOMOUIBIO.
ITocne yero ornpasisieT 3amWnPPOBAHHOE MYOIMYHBIM KIKOUOM COOOLICHHE BaM.

Ber nmomywaere cooOmenue B 3amm@poBaHHOM BHAC M A8 €ro pacmm@poBKH HC-
NO/Ib3YETE CBOM NMPUBATHBIH (3aKpbIThIN) K04, Ternepb Bbl NOHSUIN, OYEMY IPUBATHBIH
KJTIOY HY’KHO XPaHMTh Kak 3¢HHIY oka? Beap ecam oH momageT KOMy-TO 4yKOMY. TOT
CMOJKET NPOYMTATDH AAPECOBAHHBIC BaM 3aIH(POBAHHBIC COOOIICHMUSI.

Krmtoun Takke MOKHO MCMOIB30BaTh A 3ACKTPOHHOH MOAMMCH BALIMX COOOLIE-
HHIi — YTOOBI MMOIYYaTEIb MOT TOYHO YOCIUTHCS, YTO COOOLICHUE OBLIO MOCTAHO UMCH-
HO BaMH, & HE 37I0YMbILJICHHUKOM OT BAIIErO MMEHH.

Wrtak, ¢ noMOwmb0 KpUnTorpaduu ¢ OTKPBITEIM KITFOUOM MbI PEILIACM CPa3y HECKO/Ib-
KO MpoOaeM:

O noAnuchIBaGM CBOM COOOLICHHS 3JCKTPOHHOH IMOAMKCBHIO, U MOJNYYATe/Ib CMOMKET
yOeaAUTHCSI, UTO COOOLICHHE OTMPABHIN HMEHHO BbI, @ HE KTO-TO APYTOi;

O mudpyeM OTNpaBasIEMbIC COOOIICHMA TaK, YTO pacmM(ppoBaTh MX CMOKET TOIBKO
azpecar:

O noaydaeM 3amn@pOBaHHBIC COOOINCHMS, HAMMCAHHBIC APYTUMH TOJIb30BATCIAMU

C MCMO/Ib30BAHMEM HALIECTO OTKPBITOrO KIHOUA;
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O HaMm HET HY#/bl 2A00THTBCH O MO/LIEPHKKE NOYTOBEIM CEPBEPOM OC30MACHBIX COEIH-
Heruil. Eciu Takossie noagepiaMeaoTcs. HX MOMHO HCNOIB30BATL B KAMECTBE 10-
MOTHATEIEHOH 3AUIHTE, 8 €CIH HET, TO KPUNTOrpada ¢ OTKPRITEM KIIOHYOM — 4VTh
AW HE € JHHCTBCHHEN ¢rTocod nepeayui 3 amHppoBaHHEIN COODLICHHIL;

O apaske ¢eaM KTO-TO NMCPEXBATHT BALIE COODWMCHME (HC BAKHO IAC — MM MO TYTH HA
CEPEEP, WM HA CAMOM CEPREPE), MPOUHTATE OH EM0 HE CMOMKET, MOCKOIBKY V HETD HET
BALIETO IPHBATHOTO KIIKYA.

Hrak, wpummorpadms ¢ OTEPEITHM KIHUMOM — CAMBIH HAZCHKHBI COOCOD 3AMTHI
koppecnosaeHund. Ho ecte B HeM W HekoTOpoe HeyaoDecTBO. B wacTHOCTH BCE BamM
ajpecarsl AO/EKHEL TOME COZLATH KIHOYH. HeoDXOJWMbIE 104 WHPpoBAHHA W paciHg-
POBKH COODLIEHMIL, W NOIB30BATECH HMH B MEPEMHCKE NOCTONHHO, HHAYE HHKAKOrO TOJI-
kv HC OvacT. CyvanTe caMi — Bbl OTOPABISCTC CODDMICHHE ¢ WH(POBAHKCM, a BaM OT-
BEYAKT 0e3 wudpoBaHnd. Ja eule W ¢ uUMTHpoBaHHeM. B pesvasTaTe BCA MepenHcka
BHIAHA HCBOODYVARCHHEBIM IIAZ0M. ..

MoaHo KOMOMHHPOBATE BCC TPH CHOCODA; HCMONBIOBATE KpurTorpadmio, elonac-
HEee coeanHcHnd 1 Tor. Brnposem, nocneanmii npuroadTcs, ol BaM HYIKHO HE TOIBKO
wHpposaHHe. HO W AaHOHUMHOCTE. [lockoabky nepsblil U TPeTHI crocoDEl He MoApasy-
meeaoT oveny [P-agpeca. B oreyretene Tor coobLeHns OVAVT XOAHTE 3aIH{POBAHHEI -
MH, HO OVIET BHAHO, KTO HX NOJYYACT H KTO OTIPABINCT,

Hy, xBaTHT TCOpHN, MOpa NPHCTYVIHTE K MPaAKTHHECKOH PEaTH3alHi OMICAHHEIX CIo=
cOO0B 3AUHTE NOYTOBLIX OTHPABICHHH.

5.2. Ucnonb3oBaHwe 6e3o0nacHbIX coeauHEeHUM

BriGepure cepeep, noaacpansammnii Ocionacksic cocamuucHis, [lovas o "moxom ag-
MuHe", He CTONT BEIOHPATE NOKATLHENT KOPTIOPATHEHEH CEPBEH MM MOYTORHK NMpoBaiiiepa,
Jlauo a1 nenoaesvio cepeuc Mailoru, 1 vuae cro enoase gocrarousd (amropury wHposa-
Hust RSA ¢ kmouos 2048 Guros), Oetanock TOMBKD HACTPONTE MOYTOBLI KTHCHT,

5.2.1. Hactponka The Bat!

Hauwny ¢ The Bat! — moero mwbnvoro nodroeoro knuenta 18 Windows.

MPHUMEYAHMWE

A noHuMaw, Y4TO MCNONLIOBATE B TaKoM pexume The Bat! He pnonde He payWoHansHo —
Befk K04 3TOW nporpammil 3aKpeT. M xoTA 100-NPOUSHTHYI0 FTApaKTHI0 HUKTO GaTk HE MO-
MET, "UepHelX QP B HeH, Bpoge Oul, He 3aMeuYeHD.

Hz menro Hwmk peidepute komangy Hoewrii noutosenii sunk. Beeante Hazpanue
COZTABACMOrO MOYMTOBOrO smmKa 1 Hazvute kaonky Janee (puc. 5.1).

Hanee speauTe Bamw e-mail ¥ Ha3BaHKe OpraHMz3alMH, €CIH HACTpaAHBASTE pabOYHi
WIEKTPOHHBIN aapec (puc. 3.2).

Hanee B kauecTse ceppepa A4 NOIVMEHHA [T0YTH VEAKHTE pop.mail. ru, B KAYECTBE
SMTP-ccpacpa (oTnpaska nouTsl). smrp.mail.ru, Yeranoeure (uaxox Mol cepeep
SMTP rpedyer ayrenTudnwaunn. B obmes, Bce napaMeTpsl CleIveT VCTAHOBHTh, Kak
MOKAZAHO HA PHC. 3.3,
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Epegume HASEAHNE ALGES M EEBCRHTE SR HEMND KATANOT. YiaguTech,
YT ITE HATHAMEE HE HENOALTFETOR PYTaM sumou, Ecme o eavancre
PR HANOAATIA SANAE KOHGUMYPALMA NOHTOEOND AUHKE, JAHHEE M1
stue dhasknos AyayT MENGNES0BATE B KAWECTEE SHAYE IR Mo

FHOAUSHAKD SN MOS0 LY Waroe.

Hazsasme Hiupsa:
Bezamacmmil NouTo seik augpe]

Aoma s eaTanar:
= {8 ibdAuaHum s

Bregume aanmee e-mail. 3Ta nHO0pMAUNS BEGET N0 ARIOEATECR M
FUMOAHIHIAD B BN NUCEMEY 088 OOMHROEIHRA JakHwy 06
O NPSBanTENE.

Eawe noasae wuE [Hanpumep, Heamn Metpos):

EesonacHei® nourosss HIAE

Aapec e-mall:
urerismailou

CoraHuBaLma:
Home Ltd

Puc. 5.2. Baogum pernmanTel e=mail
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BeeauTe aapeca NOYTOBLIX CEPEEPOB. 3TH 3apeca Bam npegocrasnser
Baw cucremMHbi 3gMUHUCTPATOP MAK NpoBangep MHTepHeTa.
SMTP-cepBep MCNONL3YETCA AAA OTNPasku nucem, POP3-cepsep
MCNONBIYETCR ANR NOAYHEHUA NUCEM,

ANA A0CTYNA K CEPBEPY MCNONBIOEATS NPOTOKON

@ POP3 - Post Office Protocol v3

() IMAP4 - Internet Message Access Protocol w4

() MAPI - Microsoft Exchange Server
Cepsep AR NOAYHEHMA NOYTH (Hanpumep, mail.domain tid):
pop.mail.ru
Aapec cepsepa SMTP (Hanpumep, smip.domain.tid):

smtp.mail.ru

[¥] Mo#t cepsep SMTP TpebyeT ayTenTudnKaunu

< Hasap ]E ganee> ][ Ormena

YKAWUTE AAHHBIE YHETHON 3anKUcK Ha cepeepe POP3, Ecnu Bubpas
meToa APOP, y6eauTecs, HTO 3TOT METOA NOAAEPXKUBALCTCA HA
cepeepe. Ecam none Nnaposs OCTaBUTL NYCTRIM, Nap oAb 6yAeT
3aNpOLWEH BO BPEMA NONBITKU NOAYYHTL Z0CTYN K CEPEEpY.

MNoassosarens:

Napone:

OcrasnsTs NNMCBbMA HA CepBepe
Mcnoae308aTh WHPOBaHHLINA METOA ayTeHTUOUKAaUKUK [APOP

Puc. 5.4. ims nonb3oBaTtens 1 naponb ANA 4OCTYNa K NOYTOBOMY SLLUUKY
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MNepooHavyanEHas HATTROALA NOYTOSOND AWWMKE sagepueHa. Bw
MOHETE NPIBERMTE DETASLHIE (RDWITED NOYTOROID SHKI, TAEWE
KX WASAOHE, JTIPIEASHISE NACEMSMN, MBAME O8RS C MM (ERETS
o nosee. Hasmane kHoney Totosn”, utTofim gofasuTs yTor
NEUTOBER BUHE B ARG

HOTATE NPOBERHTE GUTA Nk CEORITRA NOYTORArD m.qun?

L} Her

‘ OSupss tREAEHHR

- ToartnooT

> Fripass enie moSToet

-~ Napametpu

|2 oaise w caTRASTN

a @ Lt Gincms
Hosos nucsasn
(RECEES
Meperwscy
MNogreepagense npox
Carpamenna @ Qann

DTNEABKA MoTE
SMIP-(epRep: Smipomail.ig

CORHSE Wi [ﬁum: 1 e negt L5 !I Mogr, %65

oS s=Ae HDSTH
Miat, cepeep: popmailru | AyTenTind e, l

OonkosaTess: User Npotokan: POPS

Pagome | M.
Coeamiere: [S830maonas wa ey noprdisl__ »| Nopr %95

Tadinayr cepaepe & B e

Tun gocramkec | Hewegremmas

: Losueugernan qoorases [moayusrne = ornpascs)

Pue. 5.6. Tenepe BALW NOUYTOREIA ALLME MCNONEIVET GeionacHee CogluHeHKUA
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VEamuTe MM [0/1630BATEIA M NAP0Jb AN A0CTYVIA K I0YTOBOMY SIOHKY (puc. 5.4).

Brl TOORKO YTO CORIATH CAMBIIT ODBYHBIH ALUIHK, KOTOPEIH HE HCOOJLIYVET Dezomac-
HBIE COCAHHEHI, MOATOMY VEAKHTE NPOrpaMMe, 4T0 XOTHTE NPOBEPHTE OCTANBHBIE 1A=
PAMETPE NOYTOROTO AmuKa (pue. 3.5).

B orkpeismemcs okHe nepeiignre B pazaen TpasHcnopT n M3MEHHTE NApaMeTpsl co-
eaureHuA. B kavectee obomx napaserpor Coeannenne (B rpymmax Ornpasxka noutsi
v Moayuenne nouter) sedepure wnavcHne besomacnoe na cmeu. nopr (TLS), B kaue-
CTBE HOMEPOE NOPTOB VKIMKHTE 465 H 995 COOTBETCTBEHHO (pHC. 5.6).

MPHMEYAHME

B pykoeogcTEe no HacTpodxke The Bat! or Maill.LRu {cwm. hitpiihelp.mail.ru/mail-
help/mailer/tb) npegnaraeTcas wcnonezoBate coeguHerne Be3zonacHoe Ha cTang. NopT
(STARTTLS). OaHako 7 peKOMEHAYID BHOPaTH COSAWHEHWE HA CNEeUWanbHeA nopt. Bo-
nepewlx, coeguHenne STARTILS wcnonwayeT cTangapTHele nopTe 25 (otnpaska) v 110
{(MonyYeHHe NOYTH), HO 3TH NOPTHE 4acTe CwIBEKT NeperpyMeHHEIMK. A NOCNE TOrD, Kak A
NepeLlen Ha cneyMankeHsIe NopTel, ¥ MEHA NPONank npobnemMel ¢ OTNPEEKOA M NONYYEHHEM
nouTel. Bo-BTopeix, cTaHAapTHHE NOPTH Halye BCEr0 NPOCAYIUMBRHITCA 3N0YMBWNEHHMKE-
Mu. CneyrancHele Xe NopTel NPOCNYLWMEAIOTCR PEKE.

Kane, uro cepsep MailLRu vHe noaacpasacT OC30MACHYI0 ayvTCHTH(HHKALHID NpH
OTNPABKE/ MOAYVYEHHH [OYTE — TOrAA MOGKHO OBLIO OBl TOYHO CIIATH CIIOKOHHO M ke
HE npuderare K wenonesosannr Tor. Bopouesm, s 90 % covuace Ocsonacuoro TLS-
COCIMHEHHA 1A 00BYHOTO MOMTEI0BATETA BIIOAHE JOCTATOHHO,

5.2.2. HacTtpouka Mozilla Thunderbird

Tenepr pacevoTpiy HacTpoiiky apyroi nporpayser — Mozilla Thunderbird, DTy
NporpaMMy  HCNONbZ0BATE IPeJNOYTHTEIbBHEE [0 AByM  npuuuHaM. Bo-nepesiy.
Thunderbird — 310 OTKPRTOC NPOrPAMMHOC ODCCMCUCHNS, H B HCM TOYHO HCT "HCPHOTO
xoaa" (mogpobHee ob 3ToM MBI moroBopHM B Zraee [Z2). Bo-Bropeix. B HacTpoiikax
Thunderbird momH0 4BHO VETAHOBUTE HMH NPOKCH-CEPBEPA, UTO MO3BOMNT JICrKO 'MOJ-
PvEHTE" 3TV mporpaMyy ¢ Tor, 4To 1 OLII0 NoKazZano B 2iaee 2,

MPHMEYAHHE

Kotatw, B HacTpodkax The Bat! A He Hawen BOIMOKHOCTH YCTAHOBKW NPOKCH-CEpBepa.
MNpUXoOWTCA YCTAHABNWBATE ODWECHMCTEMHEIR NPOKCKH, & 3TO HE o4EHE YA0OHO, NOCKaNLRY
TOrga BCce NporpaMmid ¢ HACTPORKAMK MO YMONYaHWo CTAHYT WCNONLI0RATE TOM, HTO HYXHO
He BCerfa — Baflk aHOHWMHOCTE TPedyeTCA Npy paboTe He co BCamK CeTEREIMK NPUNoXe-
HHAMKM, A8 W Co30a0yT TaKME HacTROWKEW HEHYMHYID HarpyaEy Ha ceTk Tar.

Tak 4To, eCnW Bkl NNAHMPYETE MCNONE308ETE DE30NaCcHEIE COBLMHEHMA BMECTE C TOr, ny4-
we ycraHoeute Thunderbird. The Bat! me kamerca Donee ygobHOR ToONbko TEM, KTO He-
CKOMBKO NET C Hel paboTan, — NpocTo enc NpUBLIMKH,

HMrak, sebepure 8 Thunderbird xomanay ®aiin | Cozaate | Yuernyio sanuce, B or-
KPLIBILIEMEH OKHE BROCPHTE YUeTHAR 1anHCch WIEKTPOHHOE nouTtsr (puc. 3.7). 3artem
BBEIHTE CBOE HMA H ATpEC WIEKTPOHHOI nouTe (prc. 3.8).

Cnegyromue 1ea wara — 310 BBOJ CEPBEPA NOIVUEHHY novTsl (puc. 5.Y) 1 nveHu

nonesosateas (pac, 5. 110), [Napoae k nowToBOMY SIMKY HA JAHHOM 3TANe HE BROAHTCH.
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Yrobbl nony4ars COOBLLEHNA, CHAYANA HYKHO COSAATD YHETHYIO 33NUCH NOYTLI AW HOBOCTEN.

Macrep yuérHox sanuceil cobepér nnpop 6: Y10 ANA C y4ETHOR
33NKUCK NOYTBI NN HOBOCTEN, ECAn Bbi He SHaeTe Bcedi Heob: ]
4 CHCTEN aam PATOPOM WAM NOCTABLUY yenyr U

BoiGepiTe, KAKOro TMNA YHETHYIO 33NNCD BbI XOTHTE CO3AATD:

&
Yop
P

@) Y4ETHan 3annCh 3NeKTPOHHON NONTBE
() Bnoru n nerTol HosOCTEN
© Gmail

() Yuérnan sanuce HosocTen

Puc. 5.7. Co3pgaHue HOBOW y4eTHOM 3anucu

MNepconanvuvie gaunsie

Ana A y4ErHON 3anucK cA nepc CMOrYT YBHAETD
YHTZHOLUME BALUN NNCHMA 3APECATSI.

Beeante ma, kotopoe SyaeT nosenaTecA & none «Ot= npun oTnp A (manpumep,
«<MNean VMearoes).

Buisogumoe nms: | User

BeeauTe Baw 3apec 3neKTPOHHOI NOUTS, Kya2 Apyrve GyayT oTnp
(Hanpumep, <user@example.rux).

Aapec 3nextpoumoii noutst: | user@mail.ru

[ <toen | [[ganee> ] [ Omwens |

Puc. 5.8. Vims n agpec anekTpoHHOW NoYTbl
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Wndopmaunn o cepsepe

Buib

EPUTE THN NC y 0 BAMMK ¢

i

@ POP3 ) IMAP

BI!AHTQ MR 1C Y 0 Bammn C

ke

Unms cepsepa: pop.mail.ru

Ecnu pnaxox CHAT, TO NOYTa ANA Z3MMON YHETHON 3anncK ByaeT xp 5 8 eé cobe
nankax. I'lpvn STOM A3HHAA YHETHAR 33NKUCH NOREHTCA HA CAMOM BEPXY CNNCKA YHETHBIX
sanucen Ecnm pnaxox ycunomen, TO AAHHAR YHETHAA 3anNCh ByaeT HacTeio obLyei nanku

Wicnonssoeats obuyyro nanky «Bxoasumes (xp. noury & </l n

ByaeT UCNONBI0BATHCR yoKe CyLecTEYIOLMIt CepEep noxoaawest nouTsi (SMTP) -
=smtp.mail.rus. Bsi moxere P P-cepeep 6pae nywxr «[Nap
YHETHON 33NNCH» B MEHIO «Mnctpyuemun

<Howa | [ ganee> | [ Ommena |

Puc. 5.9. CepBep nonyyeHus noytsl

Beeaure uma SNEKTPOHHOM NnoyTel (Hanpumep,
«i_ivanovs).

Wms nonssoearena: user

Byaer ucnonuou‘rm yxe CYUWIECTEYIOUIEE MMA cep
(SMTP) - «dhsilab b SMTP-cep

P P

=[apameTpbt yuemoﬁ 33NKUCK» B MEHIO <MHCTPYMEHTbI»,

[ <twan | [ ganee> | [ Ommena |

Puc. 5.10. ims nonb3oBaTens
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C.r[c,:n}-'mmﬂﬁ 3TaN — BBO HAZBAHUA VUCTHOM SAMHCH. OObiaH0 OHO COBNAACT ¢ A1-
PecoM ITEKTPOHHON MOMTE, HO MOMKHO BECCTH 110006 apyroii Teket. Tlocne atoro em
VBUANTE CBOJAKY NAPAMCTPOB A CO3aaHHON yueTHoil zanuen. Hasouirre B »1om oxHe
kHonky Novoso. [Jdanee nporpassa 3anmpocHT Mapoies 404 J0cTvia K modre (puc. 3.11).

Tenepe subepute komamgy Mucrpymenter | Ilapamerper yuernod sannen. B o1-
KPBIBLICMCH OKHE NepeiianTe K Baweil vucTHOH sanucn, a satem B pazacn [Napamerps
cepeepa. Yoranosure noprt 995 # seibepure coeannenne TLS (puc. 5.12).

L?J Bragire napoAs 478 Wser Ha pop.mail.i

| Menonssoears Menegsep naponei, STofnl S8NOMHHTE $TOT NAPCONE.

Lok || Omes

Pue. 5.11. Napone ANA OETYNa K NoYTa

1 T UETHGM I

& keolznbchenkodissl kras

o
Mepaserpe: ceprepe Ten cepreps Mourcewi cepaep POFS
Ko s manes MR e ‘
PR TR e e bt epmepa: pepomaliu Megr 235 Ma prasersannex 150
Secrseos nposipadcees v NOASIOEITEAR | uSel
Hegrpaidrs g -graw pamapa
¥ AN REASH A B SIS Al
AnswTa H saupis L

[t (e pt AR © BHussigs 1 TS mosstwcswects @ TIS 0 551
frcravoe npocTpesEy | Mero e domame UL HY W 3TEHTH SRR

‘ HacTpodsn 3o Cnditd pameTpa

c“‘ HEEAR 'w‘"'h“:m : nlp-rpu ]

Hactpadon taumew

T TIROPpATY AgeTy Migss Jaacxy
¥ Mpooepems panmsne voses cecGuemsl pogpee | 10 AT
| ARPORTIAR0A LI T ROR R CooSLUENRR
7] 3w pyxate ToARED IrONOIKA CoOGBU e
T OlcraRsAns LONHM COOGLISHHE HE (Epasme
He oaee [ Lviw

| MNioea & w2800 6t

| Demsars o gantemmcs PEN EREAC

Howansrbd maraaor
SotanaTn Uty anec. . | : : z L
Chbers et nciAp pliatat Roamengn Thunderbind’ Frofiles| b ylodgd. defalt’ Wil pop.masl -L.ng | G

Fe im0 0 i

FARTTY YIRTHYG AN

T

Puc. 5.12. HacTtpomka GezonacHoro coeguHeHis 8 Thunderbird
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+ keodienichenkn (i kr s ' _ =y
SrserGmdr MapareTpsl copnepa WexoRRmsA noums (SMTP)

Mepaveipm cepeepa HECROTER 8l PO, YTE BTN WO et SECE AL SMTPCapE i, 310 percmisar (A S EaTs
Edarmia i1 nasei TR OB THERS MONEI0ESTEmM, MACTpofcs Mnns eCres CEpBepoE MORET NOaneys 8 cobof cuslion npa

{ocrapnenne coobuyenii B agpeca.,| T TRarKE NN,
Jpooece npocTpaecTan
Hacrgedmn antn-inas $amips
Yemaouaean o mpcsTesan
Jaugers
=1 N k=i AN

Juexonse nposipiscran
Hacrpedson asmw-tnas dammpa

Cepaep nomasLyei nouT=i (SMTR)

dhsitabs - smbp. mal 11y in)|

|82 ATy HHED

Ofincarne < P FEANIH O™
Fiun copacpa semip.mad.ru
Mopm 15
Hua nerssciatens: dholabs
Faupmepaene rospassane Her

Sreaniie yHETHYE SANHEE—

JETAHOEATD P Y DTUaHE D

1,!‘.7" The YIETHD ZANHLE

Puec. 5.13, Pasapen Cepeep nexoanwen noytsl (SMTP)

ChnaecaHne: |

Mz cepoepa: |irrrtp.mail.m
Mepr: |dﬁ§ | Mo ysmonuanues: 25

< JELLMTA 1 Sy TEsTMdEcaLmMS

[¥| Micnons3osars uMA w napone

Hain none3oeamens: ' dhsilabs

Menone3oeaTe ISLHILERHDE COSIMHEHMHE
(7 Her ) TLS o BO38 0KHOCTH

Puc. 5.14. MapameTpe SMTP-capaepa
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Ho 310 cue He Bee — nepeitgure B pasaca Cepsep nexogawei nouts: (SMTP). Ha
prc, 3,13 BHIHO, 9TO Vike godapneH oauH SMTP-cepeep, OH e HCTOMBIVETCA MO VMO-
wannio, Haxoume knonky Himennts. B OTKPBIBIIEMCH OKHE YCTAHOBHTE MapaMeTpsl
Tak, Kak MOKazaHo Ha puc. 3. 14, — 10 ecTh Mel BEAO4AaeM TLS H mpomHcsBacM HOMED
nopTa 455,

Ecnu v Bac cwe sosee He aodasncHsl SMTP-cepseps, 10 8 pazaene Cepsep uexoasi-
mieii mouThl (SMTP) sasksmre kHonky Jodasnrs. OTKPOETCA OKHO, aHATOTHHHOE H30-
OpazkeHHoMY HA puc. 5. 14, YemanoBuTe B HEM MApAMETPH TAK, KAK DOKAHO HA puc. 514,

O wmactpoiike noutel B gpyvrux nmoyToeex KameHTax (Outlook. Outlook Express.
Windows Live Mail) swm soskere npountates mo  agpecy:  http:/fhelp.mail.ru/
mail-help/fag/mailer.

5.3. HacTponKa noYToBOro KnueHTa Ha Tor

B zragee 2 OBINO MOKAZAHO, KAK HACTPOMTE moYTOBRI KaHeHT Thunderbird ua padory
C TOL HO TAEdAH BOIMOMEHOCTE CCTE HC W BCUX MOYUTOER X KJIMCHTOE. ECIII‘I BALI MOUTOEBRIH
KAHEHT MO3BOAACT YCTAHABIHBATE MapaMeTPsl MPOKCH-CEPBEPa. VCTAHOBHTE HX Tak:

O aapec npokcH-cepeepa — localhost MM 127.0.0.1;
0 nopT NpoKcH — 9050,
0 THN NPOKCH — SCCKSS.

[Mocne sroro saw nowrossiil Tpadmk Ovier sawndposad u anoHumuzuposad. [l
DOoNBIIeH 3aMHTEl PEKOMEHIVETCA HMCMOMBIOBATE TOr BMEcTe ¢ Oel0macHEIMH COeIHHE-
anavi. Toraa Tor Gvaer wndposats H AHOHMMHZHPOBATE ViKE 3aLUH(POBAHHLLIT Dezonac-
HEIM cocauaeHnesM Tpadmk. Tomarmes geofiHoe mrnbpoBaHHS, UTO HE MOIKCT HE PAIOBITE.

MPHUMEYAHHE

Ewe pas xodvy aTMaTuTh, 4To WM3-3a cMedsl |P-aapeca npl atnpaske NnodTe Yepes Tor Bo3-
MOMHE npobneme. C nonydeduam nodTel 8 99 % cnyyaes npobnem BoIHnkHYTE He JONKHO.

5.4. Kpuntorpathma ¢ OTKPbITLIM KIHOYOM
Ha NpaKkTuKe

Hacrano Bpems peanm20BaTe TEOPHIO, H3TOMEHHYVIO paHee. HA npaktuke. [lepesiv ge-
JON BiM HYAHQ CTCHCPHPOBATE IIAPY KITHOUCH, B KGR IOM MOYMTOEOM KAHNCHTC 3TO ACﬁETBHE
OCVULECTBIASTCH TO-PA3HOMY (A B HEKOTOPHIX BOOOINE HET MOLISPHKKH KpHrTorpadum),
MO3TOMY Npougce whpoBaHng coodIIeHUIT MBI paceMOTpHM Ha npusvepe The Bat!

J1a nporpassa BpIOpaHA HE CTVHANHO — OHA OCHALICHA BCTPOCHHBIM Mogviaem PGP,
Cucrema PGP (Pretty Good Privacy) npinveHsSCTCs 118 3UIHTE BAIHX COODIICHMI OT He-
CAHKLIHOHMPOBAHHOTO YTeHHA HWHAH Moandukaimy. Yrodbs nenoaszosate PGP B apyrix
MOUTOBBIX KIHEHTAX HeOOXOAMMO CKAYATE HemocpeacTeeHHo caMmy PGP ¢ www.pgp.com 1
VCTAHOBHTE €€ HA CBOIl KOMMNBEOTEP. @ 3aTrem (BCE 3ABHCHT OT MOYTOBOIO KIHEHTA) —
FUTH YCTAQHOQENTE NMEPCMCHHEYRY ORPYIKCHHA FEFPATH, HIH [MpONHCATE B HﬂCmﬂﬁKE?{ [T~
TOBOI MpoOrpaMMel MyTe K KATATOTY, B KOTOPEI BH VeTaHoBHAH PGP,
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5.4.1. Co3pgaHue knoyen OpenPGP

C The Bat!, kak y:xe oTMeueHO, Bce npouie — oHa obnagaer BcrpoeHHoi PGP. Urak,
npuctynuM. Breibepure komanay Csoiicteal OpenPGP | Vnpaenenne wkmrouamm
OpenPGP. Otkpoercst okHO MacTepa cosganus kmoucii OpenPGP (puc. 5.15). IIpocto
Haskmute KHomky [lasiee.

VKaxuTe CBOC HMS M aAPeC ICKTPOHHOI MOYTHI, KOTOPBIC OYVAYT HCIOIb30BATHCS
B mape kmoucii (puc. 5.16).

nouer OpenPGP
Ans Toro, ytobe Bam moran noceinate wrdposanmsie nnceMa, Bol gonxHe
CO3AATH NAPY KNIOHER.

Baw KNOH TAKKE MOXET GHITL UCNONL30BAH ANR NOZNKMIK 3NEKTPOHHBIX
AOKYMEHTOB,

MNapa KAYel COCTOMT U3 “OTKPHITOrO KAIOYa ¥ AMYHOrO KAKYa™.

OTKPHITEI KAKY Z0MKEH BHTL AOCTYNEH BCEM, NMYHEIH KDY A0/MKEH
XPAaHWUTBCA TONBKO y Bac.

Ecam Bam HyxHa MM OPMALMA O TOM, YTO TAKOE NAPA KAYEH U KaK 3TO
PaboTaeT, HAXMUTE KHONKY "Cnpaska’.

Haxxmure “Janee” ana npojonxenna,

L__Aanee > i [ O1mena H Cnpaexa

Kakne OMO n e-mail 3apec A0/KHEI COOTEETCTEOEATS 3TOM Nape KA Yen?

Yraseieana QMO u e-mail agpec, Bul cOOBWALTE CBOMM KOPPECOHAEHTAM,
4TO KA, KOTOPHIF OHM MCNOAB3YIOT, NPUHAANEXHKT Bam.

O1O:
JeHNC KONMCHUYEHKO!

E-mail agpec:
dhsilabs@mail.ru

] [ O1mena H Cnpaexa

Puc. 5.16. Ims 1 agpec anekTpoHHOW NoYThl Nonsk3osartens
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4 OpenPGP

Yraxute pasmep kaoya. Kak npasnno, kaoum oaswero pasmepa 6onee
HAAEXHb, HO U 6oAee MeaneHHEl. JA8 60AbWWHITES NPUMEHEHUI BNOAHE
AocratoyHo 1024 6ur.
Kaouu pasmepom 6onee 1024 man 2048 61T MOryT He GuiTe BOCNPUHATSEI
HEKOTOPBIMK NPOrpamMmamy. Kaoum pasmepom meHee 768 6UT cYnTaoTca
HEHAAEXKHEIMM NO CErOAHAWHMM MEPKAM, MX PEKOMEMAYETCA NCNONB3I0EATE
TOABKO B UENAX TECTUPOBAHMA,

Pasmep knoya

) 768

9 1024

71536

) 2048
) Mo swibopy (384-4096 6mT):

b« Hasan i [ Qanee > ] | Ommena H Cnpaexa ]

Puc. 5.17. Bbibop AnuHbl KNiova (3HaveHue, pekoMeHayemoe nporpaMmon)

3areM MacTep MpeIoKUT BaM BbIOpaTh AnuHY Kmovei (puc. 5.17). Kiroun quHoiM
MeHee 768 OMTOB CUMTAOTCS HEHAJACIKHBIMH, M UX BbIOHpaTh He cTOUT. Jlyuine ucros-
30BaTh Karoun JauHOM 1024 unn 2048 6uros. Kiroun ke HecTaHAApTHOM AMHHBI (M3 MO-
as IMo BeIGOPY) MOryT ObITH HEMPABHIBHO BOCHPHHSTHI HEKOTOPBIMH MOYTOBBIMH MPO-
rpaMMaMy, U UX Takke He crouT BeiOMparbh. [Iporpamma pekoMEHAYET HCIOIB30BaTh
AmnHy karoua 1024 Gura, HO, yUNTBIBas COBPEMEHHBIC BO3MOKHOCTH KOMITBKOTEPOB, pe-
KOMCHAYIO ycTaHoBuTh JuuHy 2048 6uroB. Eciu kTo-m1160 nomsitTactes pacuudposars
3amKu(poOBAHHOE TAKUM KIIIOYOM COOOLICHHE, eMY (TOYHEE, €ro KOMITBIOTEPY) MPUAETCS
M3PSAHO TOTPYAUTHCS.

Crieayroumii mar — yCTaHOBKa Cpoka AcicTBus kmo4va. [lo ucreyennu cpoka aciict-
BHsL BBl OOIBIIEC HE CMOYKETE MCTIONB30BATh KTIOY A5 IM(POBaHUs MM CO3AaHMs MOANMH-
CH. TIOITOMY BaM MPHACTCS CO3AaTh HOBBIH Kat04u. OaHAKO MPOCPOUYCHHBIH KTIOY MOKET
pacumpoBbIBaTE MUCbMA U MPOBEPSTh MOAMUCH. PEKOMEHAYETCS MEHSTH KIHOYH XOTS
Obl pa3 B roj, MHOTAA Jake Yame. Bnpouem, mpu KeaaHuM MOXKHO €O31aTh "BEUHbIH"
K104, BbiOpaB onumio bes orpannyenus cpoka (puc. 5.18).

Teneps mpuayMaiiTe U BBCAUTE MAapoib, KOTOPbIM OyACT 3amudpoBaH Ball JTAYHBIH
kmoy (puc. 5.19). Ilapons 10mKeH OBITh CTOKHBIM, HO B TO K€ BPEMSI TAKUM, YTOOBI BbI
MoraH e€ro noMauTh. [ToapoOHO 0 co3aaHMM XOPOLIEro MapOIs MbI IOTOBOPUM B 21ase &,
a MOKa JHIIb CKaKy, 4TO Mapojb JAOKCH COCTOSATh KAaK MHHHMYM M3 8 CHMBOJIOB H.
KpoMe OYKB pasHOro PerucTpa, coaep:kars LUH(PHI, 3HAKH MPEMHHAHUSA M APYTHE Heal-
(asuTHbIC cMBOIIBI. BoT mpumep xopowero mapoas: Uni_RoY_a91_l.

YcraHoBuB maponb, HakMuTe KHOMKY Jlasee 1 HemMHOro (mapy CeKyHI) MOAOKAMTE,
MOKa MporpaMma Cr¢HCPUPYET KIIOY HYXKHOH JTMHBI M OTOOpPa3HUT COOOLICHHEC O TOM,
4yTO mapa kmouei coszana (puc. 5.20). Haxxmure kHonky I'oTtoBo. Teneps BbI MOXeTe
NPUHAMATH 3aH(POBAHHBIC MICHMA U MOAMHUCHIBATD HCXOISIINUE COOOIICHHS.
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Bl MOXETE YCTAHOBMTD AATY MCTEYEHUA CPOKA AEHCTEMA BAWEro KAK0Ya.

KOraa cpok AeCTENA KAKYA HCTeyeT, Bal 60AbWE HE CMOXETE ero
® wn Tem He MeHee, UM
™ W NPOEBEPATL NOANMCD.

Mocae TOro, Kak Bl CO3RAANTE KAIOY, Bbl yKe HE (MOXETE M3MEHNTD AATY
HNCTeNeHns Cpoka A!ﬁﬂlul xnwosa.

Aata ucreueHns
© Cpok ncrexaer:

29 cenTabpa 2012,

(7) Be3 orpaHn4eHmna (poKa

< Hasag ]L__Auee> l[o;uem”;npam]

Puc. 5.18. Cpok gencreus knova

Baw AnuHeIi K1Y 6yaeT (3 BaxHo He
33NWCLIBATL 3TOT NAPOAL.

HE MEHEE BO(bMM BYKB BNEPEMELLKY

Kauecreo Napons yBeAnuMTCA, ECW OH, KPOME LMPP W 3HAKOB
NPENUHAHKA, COZEPXKMT CMECH CTPOMHEIX M 3arNABHEIX 6YKB.

Napons:

Noarsepxaenme:

< Hasap ]LM¢¢> ][Opmu][;npnu]

Puc. 5.19. YcraHoBka napons Ans knova

MpumuTe No3apasaenna. Bu TOABKO HTO €O3337M NApy kao4en OpenPGP.

Tenepb Bui ¢
AOKYMEHTSI.

HaxmuTe Kronky TOTOBO", YTO6H COXPAHMTE HOBLIA KAOY B CNMCKe
xauen!

foroso | [ omena || copaexa

Puc. 5.20. Mapa kntoyen cosgaHa
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Puc. 5.21, OxHo ¥YnpasneHwe knoqamu OpenPGRP

Cosaannmil knou Ovaer otobpawed B oxde Ynpasaenne kmwouamu OpenPGP
{puc. 5.21). OGparuTe BHUMAHHEC — BOI/IC HEMO HMCCTCH NUKTOrPAMMA ¢ H300paKeHHEM
OBYVX KIIOYEH, YTO 03HAYACT. YTO ITO HALNA NAPAa KI0YEl: NPHBATHEIH H myvOIHYHEI.
A BoT v kmioda ot Ritlabs mveerca mzobpamenne Toasko ogHoro kaw4a — 310 aobas-
nensslil paspaboruuravu The Bat! myvGmmaneii knou Ritlabs.

5.4.2. Knwouu co3gaHbl — Y10 ganbsiue?

Tenepe naunnactes camoe waTepecnoe, Hlenknmme Ha Bamcii nape knsoucii npagoid
KHOMNKOH Mbiwg i Beibepute komaniay Ixcnopr. Bac nonpocst eseecrn uma daiina,
B KOTOPHIL OvayvT skcnoprupoeadel kmouu. Beeaure mo0oe uMs HECYILECTBYHLIETO
thaita. 3aTeM MporpaMmMa COPOCHT, HYHHO H 3KCNOPTHPOBATE MHuHLN ko4, Kak npa-
EHIO, 3TOTO AENaTk He HVKHO, Paiee uto Bw nenoneiosann The Bat! nume ams coyna-
HHA apbl KTH04SH. 8 CaMH KII0HYH HYKHEL 1714 paDOTHl B APYTOil mporpaMe.

[Mocne sroro B vKazaHHOM BaMu (aiiie NOABMTCH BAWN IMYOMHYHBL (M IHYHBLL ecH
Bbl BeiOpaan 1 ero sxcnopr) wioy. Hpaveproe cogepammoe daiina Gyvaer nanomusars
COACpARUMOE AHeTHHTA 3. 1. I1o He Moii nyDa B KIH0Y, TAK YTO HE HYIKHO NBITATHCH
OTNPABHTE MHC 3AITH(POBAHHOE ITHM KIHHOM COOOIICHNE.

Version: 2.6

mCEADEEW/ 3 BbwEEAMExwTu+5 KhimTWe I EWc U3 +gv Lt XU/ 2Cil+r8yc/ I cAPTEmT j
iUHeecBOCSTEUUNkhy JhaVmNBz 2GEdx e T5gyHEWLI BAWERKn 1 g5 GhL kCCyDml
OEVx3vwtk+0zkStlogYeZBE TN vdg+tfoR¥prsSvIvIvpEESJAESfWARQEDS /ABER
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AAGOJcT17e]jxIMrub+jx7e)35e3q71A8Z2GhzaWxhYnNAbWEpbCSydT6JAJUDBRBO
hFv7ThOYBFA8 Tn8BAVDLIA/S5rc3Qei8eQ7vrsPrMIMchs85MRczdISULPhRIGTRXI
BWubG8 YQ5a9cCGf 0QERECRA)B36M3 1EQMI 6 ZWPpj QwBnY8te 10U OKqO8 PhqqYFh
1aD/rZoLWnKnPIydIOS52rt1J7TuAY7Uy5s3I6t0ycVBgw6XfSNODeIdg/NzYZ7£04
tw==

=M511

----- END PGP PUBLIC KEY BLOCK----

Bamr nyGnu4HBIi KTI0Y BB MOJKETC pa30ciaTh BCEM. C KEM coOHpacTech 00ImarhCesi,
no 3aeKkTpoHHOM noure, no [CQ, BBIIOKHUTE Ha CBOEM CAiTE MM HA CTPAHMYKE B COLM-
anbHOM ceTh. ITyOnmyHbIN KII0Y JODKHBI 3HATh BCC, ¢ KEM HE0OXOaMMa KOH(PHIACHIIH-
anbHas NMEPENUCKa.

CBoit AMuHBIH KTIOY BBl JO/DKHBI XPAHUTh B CCKPETE, MOCKOABKY OH MCMOIB3VETCH
A pacuupoBkH COOOIWIEHNMIT, 3amIM(POBAHHBIX C MOMOUIBK BALICrO MyOIHYHOrO
KJIFOUA.

[Tocne nyGaukauuu Bamero mySoaIMuHOrO KJIH04a BaM TOJIBKO OCTACTCH sKJaTh 3auud-
POBAHHBIX COOOLICHMUIA.

5.4.3. OTnpaBka 3awungppoBaHHbIX NUCEM.
LincdpoBas noanmcb coobeHumn

Tenepps HayuuMmcs oTnpasisaTh noanucanHbie coodmenus. Co3zxaiire HoBoe coodmye-
aue. M3 menro Kpunrorpadmus u 6esonacnocts (puc. 5.22) ppibepure komanay ABTo -
OpenPGP. zatrem komanay Aero - S/MIME 175 oTkmrodeHms: cUCTEMBI Kpunrorpadun
S/MIME (utobs1 cHsTh raxok y 3Toii onmuun). [To ymomyanuio nmporpamMma HacTpoOCHa
Ha S/MIME, noaromy HyxHO nepexaountscst Ha OpenPGP, uro M1 1 caenanu.

<% Peaskmupooatye nucoma
Ngeoxa Mogex Qopwmar Mucrpymermu Qpdorpedua §CIUELEE BRI Y B Ceoitcrss

: 2 e - > & 3awwdposare nepes oTnpascoi ~ — . ~ '® -
@ é qu ll‘—a ‘G:; * J 6" 3 LT] | @ [oanucate nepea oTnpasxon [—Q [_“é L\'o @ I_'\ D\ O

[Oucono

Komy: fcollsnichenk o s k1.ud A e =)
Konua: ] Agro - 5/MIME
CKPHTaR KONNS: | Noymonusrmo...
Tema: 1
- . I v o
sEEE=Ew ! PGP/MIME » Nogmcars gece rercr..
SmpascraviTe, . 3awndposaTs BECE TEKCT..

MoanucaTe 1 33WHPPOTITL DECH TCKCT...

+ Ynpasnewwe knoqasm OpenPGP...
Hacrpodra OpenPGP..,

IB 31 [ym— Wmmimﬁm-m{@ ) Lv| Den  Tonwko rexcr (Microbd)  Cyriliic (Wingows)  SMIME | (3 |
-

Puc. 5.22. Merio KpunTtorpadusa un 6eonacHocTb



naea 5. 3awuwjaem nepenucky om nepexeama 93

-G O6uwe csegerua
i %8 Tpancnopt MpoBsepka NOYTOBOrO AWMKa
v B ynpasnenme noutoii | OposepaTs npy sanycxe The Bat!
: Napametpu
=) ©aiab u Katanoru

4 {.i] Wabnome i n 2 | cox
% Hosaa fivceiio - OMEHATL NUCLMO KAK NPOYMT, NPK NOKA3E B Tew, vl ce

V| NpoBepaTh ¢ UHTEPBINOM B

Qrser MomeyaTh NUCbMO KaK NPOYUTAHHOE NPY OTKPHITHM B OTABNBHOM OKHE

; {i Nepecunka | PacwMpeHHOoe XypHanupoBaHue N
: {& Moarsepxaenue npo MakcuManbHell pasmep daiina xypHana pabote: 20 3| Kéanr
{9 Coxpanenue B daiin
@ Aesnsu T MIrHOPUMPOBaTL KOMAHAY NPOBEPKM BCEX ALMKOB
49 3eyx
@ Noaxnovenne
) Yar
] 3amerxu

| PaspewnTb 0TNPaBKy/NoAyYeHHE NOYTH 623 BBOA3 Napons

| Qunwate KOpsKuHy npu seixode ns The Bat!

|| Cxare BCe nanku npu ssxoAe us The Batl

PejaxTop nucem
T MoaTEePKAaTL HEMEAAEHHYIO OTMIPABKY [¥] AsTo - OpenPGP

| Mognucatb nepea 0TNPasKon
| Jawudposats nepea oTNPaBKoON

OK ][ Ormena J[ Cnpaeka J

Puc. 5.23. CsoucTBa NoYTOBOroO AWMKa

3arem BeinonHuTe kKoMaHay Ilo ymosiuaHHI0 U B OTKPBIBIIEMCS OKHE YCTaAHOBHTE
ucnoas3zoBanue OpenPGP no ymomvanuro (puc. 5.23).

IToka BBl HC 3aKpBITH OKHO C HACTPOMKAMM, OOBSCHIO, A YCTO HCTOIB3YIOTCS ClIe-
AVIOUIME TTAPaMETPhI, OTHOCSIHECS K OE30MacHOCTH:

O IloanucaTe mepea OTHNPABKON — KakJOC BALIC MHCbMO OVACT MOAMMCAHO, YTOObI
MOTYy4aTeIb MOT YOCAMTBCS. YTO €ro Hamucaau ACHCTBUTEIbHO Bbl. Eciu Gonpmmn-
CTBO Bammx Apy3ei ucmoabdyeT PGP, moxkeTe BKIIOUMTH 3TOT mapameTp. 4ToOBI
BPYYHYIO HE MOAMMCHIBATE KAKA0E MUCHMO:

O 3awmdpoBars nepea ornpaBkoi — nucbMo OyaeT 3amKn(ppoBaHO ¢ UCIOIB30BA-
HHEM 3JICKTPOHHOro mnyO/IMYHOr0 Kiwoua ajpecara. ITOT NMapaMeTp HE HYIKHO
BKJIIOYATH, HHAYE mporpamma OyAeT UCcKaTh KU I8 KaXKJ0ro ajpecara, HO, Kak
MOKAa3bIBACT MPAKTHKA, 3alIM(ppOBaHHAS NEPENMUCKa BEACTC ¢ 2-3 aapecaTtaMu, oc-
TaJbHbIC KPUNITOrpauIo0 HE MCIMOJB3VIOT, MO3TOMY U WH(POBATh Kak10€¢ cooduye-
HUE HE HYKHO.

Bepuemcs B menio Kpunrorpadus u 6e3onacuocts. /{1 noanucu Bawero nucsma
BoiOepuTe komanay Iloanmcares nmepea ornpaBkoii. A eciu kenaeTe OTNPABUTH 3a-
mndpoBaHHOE COOOIIECHHE, TO BHIOCpHTE KOMaHAY 3ammdpoBaTe mepea OTNPABKOI.
[Tpu sTOM Vv Bac A0/mKEH ObITh MyOMMUYHBINA KIIOY YEIOBEKA, KOTOPOMY Bbl Oyaere oT-
npas/siTh 3aMPPOBAHHOE COODILEHHUE.
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U3 noamenro OpenPGP (cMm. puc. 5.22) MoxkHO BeIOpaTh JOMOJTHUTEIBHBIC OINLHH
NOAIMKUCH U IH(PPOBAHMS:
O Hoanucare 60k — OyaeT noanucad GpparMeHT MUChbMa;
O IMoanucaTe Bech TEKCT — OVACT MOAMMCAHO BCE MUCHMO;
O 3awmmudpoBars Bech TEKCT — BECh TCKCT NMUChbMa Oy AeT 3andpoBaH:
O MoanucaTe u 3amm@poBaTh BeCh TEKCT — HA3BAHNC KOMAHbI, HAACKOCh, HE HYK-
JaeTCsl B KOMMEHTAPHSIX.
Bcee. Ocranoce Tonpko Haxkare kHonky OrnpaButb. Ecim Bel BeIOpanm xomanay
3ammdpoBaTs nepea OTNPABKOi, HO MyOJTMYHBIH KIKOY aapecaTa HC YCTAHOBJICH, BbI
VBHUAMTE BOT TAaKOE OKOWIKO (puc. 5.24).

OTKp. KAOYM OTCYTCTEYIOT/3aNPEWeHEY CTapenu/aHHYAUP OB3HEL

kolisnichenko@sai.kr.ua

HeBo3MOoXHO 3aWwndposaTe NUCEMO ¢ NoMowbio OpenPGP

Puc. 5.24. OtcyTcTeyeT NnyGnuyHbIN KNtou. ..

Yro aenath, HaACKoOCh, Bbl yike goraganuck. M3 menio OpenPGP BoiGepure koman-
ay Ynpasinenue kiarwuamu OpenPGP. 3arem B OTkpbIBIIEMCS OKHE BbIOCpHTE
koMauay Karoun | UMnopT 1 ykaxkute ¢aiin ¢ myOauuHbIM KTIOYOM BAaIIEro agpeca-
Ta. ['ae ero B3sTb? MOKHO MONPOCHTH, YTOOBI OH €r0 CreHEPUPOBA CMICUHMATBHO IS
BAC, MJIH JK€ MPOCMOTPHUTE €ro Ccait, 6;10r, CTPAaHUYKY B COLMATBHOM CETH — BO3MOK-
HO MyOIMYHBIH KoY yike %k AeT Bac. OueHb BakHO, 4yTOOBI K/IKOY BALIEro ajpecara He
ycTapes, HHaYe Jake MPU €ro HaIMYHMK BCE PABHO OTMPAaBHUThH 3amH(pOBaAHHOE COOO-
IICHUC HE MOTYUHTCS.

Mper pacemorpenu BetpoeHnyto B The Bat! cucremy OpenPGP. Ozanako nourossie rpo-
rpamMMbl 4aCTO MOAACPKUBAIOT U Apyryio cuctemy kpurrrorpadgun — S/MIME. Eciiu Obith
npeaenbHo TouHbM, To S/MIME wmcnonb3yercs He Ans mmpoBaHus. a Aas uugpoBoi
noanucu cooduieHus 3nekTponHoii noutsl. [To aapecy: http://ht.ua/pub/77116.html Bb1
cmoskere nosHakomutbesi ¢ S/MIME u y3HaTh, Kak MOANUCHIBATH C €€ MOMOLIBIO COOOLIe-
Hus (Ha npuvepe nourosoro kiaueHta OQutlook Express).
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5.4.4. Nony4yeHue NnoagNUCaHHbIX
unu 3awmndpoBaHHbIX coobWweHun

INpeacragum, ¥TO BB MOAVHIIH MOAMHCAHHOE KeM-TO coodmenne. Bel xoTHTe npo-
BCPHTH, BepHa an umdposas noanucek. Llleakuurme Ha nuckMe B cnHcke mUceM ABOITHBIM
werakoMm. OTkpoeTes 0kHO NpoCcMOTPa NUCEMA, B HeMm 13 nyukTa mcHio Kpunrorpadus
n Gezonacnocte BeiGepure komanay Hposepurs noagnucs (MOKHO TAKKC HAKATHL KOM-
Ounawmio kaasuw <Shift>+<Ctri>+<C>).

Ecin coobuenne 3awmdposano, suibepure komanay Pacumdposars nan Haxmure
komOunaumo kaasuw <Shift>+<Ctrl>+<D>,

5.5. PykoBoACTBO AnNA napaHoOMKa

A obeman, ¥TO PACCKAKY, KAK COCAMHHTE BOCAMHO BCC TPH cnocoda 3ammTsl 31CK-

Tponnoit noutsl. [lepseiv aenom nam nonasobares:

0O cepseput SMTP/POP ¢ noaacpxkoit Gesonacupix cocanuenmii. MoxHO HCnoasso-
Bath. Hanpumep. cepsuc Mail.Ru;

0 noYTOBBI AWMK ¢ HAACKHBIM napoaem. O Tom, Kak co3aars HAACKHBII napoas, Oy-
JET CKa3aHO B 21a6¢ & (HE CMEWNTE MEPEXOANTH K HEH — H3IMEHHWTH Napoab Bbl VC-
NeeTe BCEraa),

0O nouToBLIl KAHCHT, MNO3BOIAIOUIMI VCTAHOBHTE TMPOKCH-CCPBEP, NOICPAKHBAIOLIMI
Ocsonmacueic cocamucHns w kpurmorpadmio. Jlvime Bcero aas 3Toro mOAXOAMT
Mozilla Thunderbird, Tlourossiit KAHECHT HVIKHO VCTaHOBHTE Ha samwndpoBaHHbIil
paszacn xeerkoro aucka. O wmdposanmun AHCKOB Mbl norosopum B 2raee /0 (Bos-
MOZKHO, €€ JIVHIIC MPOMHTATH NPAMO CCifvac, a NOTOM BEPHVTHCH CHOa).

0 ycranosaeHHas u pabotaromas sepens Tor,

Teneps, koraa Bce roToBo Kk paboTe, HYKHO MPOM3BECTH TOABKO OKOHYATE/IBHVIO Ha-

CTPOIIKY:

1. [NouToBbIil KIHCHT HACTPAHBACTC HA HCNOIbL3OBAHMC OCIONACHBIX COCAMHCHMI (VT
pance ObL10 CKA3AHO, KAK ITO caenars) u Ha noakmoueune K Murepuery uepes npo-
keu-cepeep Tor (Localhost:9050).

2. Ilposepscre, paboract au sawa cssska. [lonpobviire noavaurs coobucHus u ornpa-
BHTH KOMV-TO cooOweHne (MOKHO Ha Baw BTopoil sumk). Ecan see paboraer Hop-
MATBHO, MOKHO NPHCTYIHTS K CACAVIOWEMY ITany.

3. Ucnone3ays cpeacTsa MOMTOBOro KJAMCHTA, cosdjaiite mapy kmwoucit. [lyOamumsiii
Kmo4 pasmecture 8 MaTeprere, HanpuMep Ha Bawicii CTpaHHYKe B COLMAIBLHOI Ce-
TH. Ha Bawesm cairre, 8 Bawem 6aore Ha LiveJournal. Oauny caosom, nyOaminbiii
KJHOM HYAKHO COOOMIMTE KaK MOMKHO OONBLICMY KOJIMHMCCTBY MOACH — TOraa Bee
OHM CMOTYT OTNPaBAATH Bam sawndposanusie coobuwenns. Or Toro, 4ro Be cosaa-
JAWTE Napy KAueil, HO Bawero nyOAHYHOro Kiar4Ya He OVACT 3HATh HHKTO, MPOKY
HC BBIILICT.
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Bor Tenepsb, mokamyii, BbI MOJTHOCTBHIO 3AIIMINCHBI — CeTh Tor OyaeT mepeaasath
BaIIM COOOMICHMS ¢ mHM(POBAHMUEM, NPU ITOM CaMH COOOMICHMSI OYAYT HE TOMBKO 3a-
wndposansl ¢ nomoupro PGP, Ho eme u cpeacrsamu SSL/TLS, urto 3ammruT Bawm na-
ponu (Hanpumep, k SMTP-cepsepy. Tpebyromemy ayrentndukauun, 1 k POP-cepsepy)
OT KpakH HeA00pOCOBECTHBIM BBIXOASIINM y310M Tor.

IMonyuaercs, uro mbr umeeMm aBoitHoe mwudposanue (TLS u Tor) yxke szammndposan-
HbIX ¢ nomobio PGP coobuennii.

Takas cnoxxnas koHpurypauus ceds onpasaeiBacT. Beab ganeko He Bce mosib3oBa-
TCJIM MCTOB3YIOT KpunTorpadguio ¢ oTkpeiThiM Ka04oM. [ToaTomy BbI XOTh Kak-TO 3a-
IIUTHTE CBOIO MEPEMHCKY C HUMU. A €CITH ¥ Bbl, U BCC BAIIH 3HAKOMBIC OVAVT HCIOb-
30BaTh KpunTorpaduio, Bama mepenucka OCTAHETCS MPAKTHYECCKH HEAOCATAEMOM A1
qyKHX I71a3.



HACTDb i

3awuuaem
AOMALUHUU KOMNbIOTEP
U AOMALLHIOK CeTb

Ipemobs yacmes KHUTH MOCBSIICHA 3AIIUTC JOMALIHCTO KOMIBIOTECPA U AOMALIHCH ce-
TH OT BHPYCOB, BPCAOHOCHBIX MPOTPaMM M HEMPOLICHHBIX rOCTCi. Bbl y3HacTe, kakoi
AQHTMBHPYC Jy4LIC BCETO HCMOIB30BaTh M KaK HACTPOMUTH OCCIPOBOAHON MapLIpyTH3a-
TOP, YTOOBI B BalICii CETH OBIIH TOIBKO BALIM KOMIBIOTEPbI, @ HE KOMITBIOTEPBI COCEACH,
3a BaWl CYET noJb3yrowuxcst MarepreTom.
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MnaBsa 6

OT yero " Kak 3awuwiaemca?

6.1. Yrpo3bl, noacreperarowme nosib3oBaTens

CripammBaeTcst, KOMY HY’KEH caMblii OOBIYHBIN JOMALIHUI [10/1b30BATEb U €ro CeTh’
HexkoTopeie monp30BaTe M, HAMBHO Mojaras "aa KoMy st HyxkeH?", monmpocty npenebpe-
rarT CaMbIMH OCHOBHBIMH MpaBHIaMU HHPOPMALIMOHHO# 6€30MacHOCTH.

HTtak, uTo e yrpokaeT OOBIMHOMY MO/ Ib30BATEIIO!

BUPYCHI U BPEOOHOCHDIC NPOZPAMMbI — CaMasi PACTIPOCTPAHECHHAS YTPO3a B KOMITbIO-
TCPHOM MHpPE. DTO PAHBIIC BHUPYCHI MEPEAABATHCH OT KOMIBIOTEPA K KOMIMBIOTECPY
HCKIIOUUTEIBHO B 3arpy304HOM cekTope auckeTol. Ceiuac Bee nHave. Bupyesr mepe-
JAIOTCSl OCPEACTBOM 3/ICKTPOHHOI MouTh MM BeceMHpHOI mayTHHBI — J0CTaTOYHO
OTKpPBITh MHCHMO B MOYTOBOM KJIHCHTC MM 3aiiTH HAa MHGHUIMPOBAHHBIN CAT, H BHU-
pyc — B Bamem kommbiotepe. M ecnm koraa-To uenbio BUpYCoB Oblla Mopya JaHHbIX,
TO CCHYac MOYKHO BBIACIUTD CACAVIOMIUC HX HAMCPCHHMS:

uHUYUPOBane OPY2UX KOMNLIOMEPOE 6auLel Cenit — ITO TIOHATHO, HY/KHO JKC BUPY-
CaM pa3MHOKAThCsI, HHAYE 9TO OyAET HEe BUPYC, a MPOCTO BPEAOHOCHAs MPOTPaMMa;
PAcchlIka cnama — Ball KOMIBIOTEP HAYHET OTMPAB/IATH CMAM, a BBl JAKE M HE
Oyaere 00 3Tom 3HaTh. [IpoOaeMbl MOTOM BO3HMKHYT, KOHEYHO ke, ¥ Bac. HukTo
HC CTAHCT pa30HMpaThCsi, OTMPABIACTE BbI CIIAM CAMOCTOSITCIBHO MM OTHPABISCT
€ro BHPYC Ha BALIEM KOMIBIOTEPE, — BaIl AAPEC BHECYT B YEPHBIIT CITHCOK, U BBI
HE CMOJKCTE OTMPABUTH JAXKE CBOM MUCHhMA;

DDoS-amaka — Baiml KOMIBIOTEP MOXKET MCMOAb30BATHCS AJIsi PACHPEACTICHHOM
ataku Ha oTka3 (DDoS). CTouT 370yMBIIIICHHUKY AaTh KOMaHIY, COTHH HHQHULIH-
POBAHHBIX KOMIBIOTCPOB OJHOBPEMECHHO HAYHYT aTaKy Kakoro-mudo y3na:

Kpadica Konghuoenyuaiohoi ungpopmayuu — BHPYC MOKET COOMpaTh M mepeaa-
BaTh TPCTHUM JHL@AM Bauwly KOHQHIACHUMAIBHYIO HHPOPMALHMIO, HATIPUMEP Mapo-
7M, KIIOUH ICKTPOHHBIX KOLIEILKOB U T. 1. HekoTopsie mporpamMsel Takoro poaa
(spyware) MoryT Takke coduparh MHGOPMALMIO O MOCCLIACMBIX CalTax, coxpa-
HATH U MICPEAABATH TPCTHUM JTHI[AM CHUMKH 3KpaHa U TIp.

6bIMO2AMENBCMEO — BUPYC MOKCT 3a0I0KHPOBATH JOCTYI K CHCTEMC, MOKA BBl HE
OTNPABUTEC ACHBTH HA YKA3aHHBIH 3MTOVMBIILUICHHUKOM KOpPOTKHiT HOMep. TlTowsT-
HOC J€I10, 4TO MOCIIEC 3TOr0 JCHET Ha CYECTE BALICro MOOMIBHOTO TenedoHa yKe He
OKQKCTCS, @ KOMIBIOTCP TaK H OCTAHCTCS 320 T0KMPOBAHHBIM
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O sandainiyv — ¢ NOMOWBKD CACUMANBHOIO MPOrPAMMHONG OOCCNEMEHIN, KOTOpOC
TIOYMBUICHHIKN MOMYT 00MAHOM JACTABHTE NOAB3OBATEAN YCTAHOBUTE HA Cro KOM-
MeHOTEP (HanpiMep, Moa BIoM 6e300MIM0IT Nnanean HHCTPYVMEHTOB Aas Gpayiepa),
MOMKHO MOJVYHTE VALTCHHBI J0CTVT K 3TOMY KOMABKOTEPY, 3A0VMBILILICHHHK CMO-
HET HE TOALKO HADMOIATL 334 BALMM pﬂﬁ{}‘lilﬁ-l CTOA0M, NPOCMATPHBATE BALIN JHY-
HBIC (PAILIEL, CRAMMBATE THOOVID HHPOPMALNI ¢ BAICTO KOMOBIOTCPA, HO H MONPOCTY
VHHMTOANTE MpakTH4eckn modoil gaiin man Jame BCo cueTemy (18 2TOro emy,
MpaB1a. NOHAA00HTCH AOCTVI K CHCTCMC Ha VPOBHC AAMHHHCTPATOPA. HO, KaK MOKA-
SHBACT npakTHka, DoaswHHeTED Windows-noassosarenciil paboTarT KAK AIMHHHCT-
paropst "a18 vaobeTea"):

O “waposuru”, win “Hesduremiumie naccarcnps” — NPCACTABHM, MTO BBl I0MA paisep-
HVTH COOCTBEHHVIO GECIPOBOIHYIO CCTh, Y UHTBIBAA PasMepsl GOIBLINHCTEA KBAPTHP,
BOIMOMKHOCTEH CaMoro oOBYHOTO DECNPOBOAHOTD MAPWIPYTHIATOPA XBATHT, 4TOOL
MOEPEITH HIﬂEpHEmH KK MHHIAMYAM BCHDY JOCTHHYHYHD MTOTLATEY, To ecTs, TCOpC-
THUECKH, BOCK Bamy Smckaiinx coceaeil (Ha BAEM 3TAME, ITEKOM BbIUC H 3Ta-
wom Hiwe ). [lo vaomuanmo moboil GecnposoHON MAPWPYTHIATOP JONYCKACT NoJ-
KAKoHcHie T00ux KanenTos. Bawn cocean MOrvT HaiiTi Bamy GCCNpOBOANYIO CETh,
NOJKIOMHTBECH K HEHl M HCNOAB30BATE Bawl kaHan abcomworHo OGecnnarwo. Jlaawo
€ ACHBIAMM, HO CCAH COCC BITOMACT DAHK, TO NPHAVT "B rocTi” K BaM, 4 HC K HEMY,
H BBl J23KC HC DVACTC THATH, O YCM WICT peib;

0O “odpoxceramenn”™ — nekoTopsie 10dposenarean (0vas TO KO/LIETH, POICTBEHHIKH
HIH JAGKC KOHTPOTHPYIOUHC OPraHb) HCNPCMCHHO NONMTAKTCA BIIOMATE Bamy
AMCKTPOHHVIO MOMTY MM CTPAHMMEKY B COUMANbHOI ceTi. 3aues uv 31o” Llean v seex
PAIHBIC, KOMY-TO XOUCTCH VIHATE, € KCM Bl O0LIACTCCE, KTO-TO NONLITACTCH OT BalUC-
ro MMCHH BBITOMHTE KOMITPOMCTHPYIOWHE Bac doTorpadmi, 4 KOMY-TO HC JACT Mo-
KOH MBICThL, FIC B BINIH JCHBIH HA HCAABHO EVILICHHYID HXTY 334 14 siimonos
A0AIAPOB.

6.2. Kak byaem 3awmwatbca?

Kak BHANTE, CYIMUCTBYVIOT P HBC BHAR YIPOE, COOTBECTCTECHHD, MOTOIM S0 HThL
Towe OvIVT pasueinvi, (O0C3I0NACHTHCH OT BUPVCOB, BPCAOHOCHWX M IHMHOHCKNY
(spyware) nporpass MOMHO MVTEM VCTAHOBKH XOPOLICTO AHTHBHPYVEA M DpaHIMay3pa.
B nocacance speMa nOMyIAPHE HETCIPHPOBAHHBIC NPOTPAMMHLIC MAKCTH, COMETAOLNE
obe i pyvuskem. B 2igee 7 v norosopis 0 BubOpPe AHTHBHPYCHOIO MAKCTA M HA-
VIHMCH HCNOoApZoBaTE " o0oponHmil kommacke" Comodo Intemet Secunty (Tasm e B
VIHACTE, MOMEMY B KHHIG PACCMATPHBACTCA HMCHHO 3T NpOrpaMma).

Or BaHAATIIMA TOXE MOKHO YOCPCUBCH, VCTAHOBHE OpaHaMayv3p. Yike ynossHyThil
Comodo Internet Security voueaeT cpasy Asvx 2aiiuce: o61a1aeT GVHKIIGIMKE KAK AHTH-
BHPVCA, TaK M Dpanamayapa. B apuromcennn | OvICT paccMOTPCHA CLUC OJHA OMCHB NO-
acanan vruanta — AVZ nomoraowas obHApyKHTE HA KOMILIOTCPE CETUBLIC BHPYCLL,
IIITHOHCKHE MPOTPard bl 1 PAYTRHTH {D TOM, UTO 23TO TAKOC, B VIHACTC TaM '.-hi.‘:'

C 3ammmoil cobcTreHHoil aoMamseil ceTn Mp pasDepesca B 21ase &, Peus cHavana
MOILIET O HACTPOIIKE GCCNPOBOJHOND MAPYTICATOPA, NPEAOTEPAIAKAICH JOCTVIT YYIKIX
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KOMMBIOTEPOB B Baury ceTh. Kak MHHHMYM, HYKHO OyAeT YCTAHOBHTH Mapoib As A0C-

TYIa K CETH, KAK MAKCMMYM — 3aMpeTHTh IHPOKOBELAHNE HAecHTH(HKaTopa Gecrpo-

BoaHoi cetu (SSID, Service Set Identifier), uroOpl HUKTO B OKpyre Jake HE 3HAJ, YTO

y Bac ecTh OecrpoBoAHas CETh, M YCTAHOBUTH CrCOK paspemeHHsix MAC-agpecos Gec-

NPOBOJAHBIX aJanTepoB. Bee 3TH Mephl, XOTh U HE COCTaBAT 0COOOTO MPEMATCTBHS st

npod)eccHoHama, TEM HE MCHCC 3aIIUTAT BAIly CECTh OT JKMBYIUMX PSJOM JHICTAHTOB.

He aymato, uto B coceancii kBapTHpe 000CHOBAICSA XaKep, KOTOPOMY HACTOIBKO HEHEM

3anaatuThb 3a MHTEPHET, YTO OH PELIM MOKUBUTHCS BALINM,

HaBepHsika BaM 3aX04eTCs OpraHu30BaTh OOMEH (aiiaMH MEKAY KOMIbIOTEpaMH
cBocii cetn. Bmecto cramgapThoii cmyxObl obmero goctyma k (aitmam u karanzoram
s mpeAnaraio pasepHyTh B Bameii cetn FTP-cepBep, koTopsim 1 mosb3oBaThest st 0OMe-
Ha ¢aiinamu. Moxer, cHavana Hammaue FTP-cepsepa B gomamiHel ceTd MOKakeTcs He-
NPUBBIYHBIM, 3aTO TOTOM BBl OLICHUTC BCC MPECHMYLICCTBA TAKOro peuicHus. Bo-mepsbix,
Bbl CMOJKETEC OTKA3aThCs OT Cay:kObl 00uiero aocryna k aitnam u npurTepam (eciu, Ko-
HEYHO, BAM HE HY’KHA CETeBas revars). ITo ciayxda CTaHAapTHAsL, a, 3HAYMT, CTAHAAPTHO
M B37aMbIBacTCs. BO-BTOPBIX, HE MPHAETCS 3amycKaTh 3TV CIYKOY Ha KayKA0H MAIIMHE, YTO
COKOHOMHT cHCTeMHBIE pecypebl. Jloctarouno passepHyTs FTP-cepsep Ha oaHol mammne
CCTH (HAmpHMEp, HA TOM, IIC YCTAHOBIICH CAMbIi €MKHIi )KECTKHI UCK), @ BCC OCTaIbHbIC
MaLIHHBI OVAYT MOAKIIOUATHCS K HCMY M OOMCHMBAThCs (aitnamu. 3aluTy JOMAIIHETO
cepBepa Mbl OPYYNM HaueMy 6eCrIpOBOJHOMY MapLIPYTH3ATOPY.

Yro0bl 3aLIUTHTBCS OT B3JI0OMA BALIETO MOYTOBOTO SIHKA HIH CTPAHHYKH B COLIHA/b-
HOM CETH, HEOOXOANMO BBITIOJTHUTB TPH ACHCTBHSL:

1. 3amudposars Tpaduk, yToOBI CKPHITH MAPOIH M APYTYIO HHPOPMALHIO OT aAMHHHU-
cTpartopa ceTH (XOTs mepexBaT HHPOPMALHH MOYKET OCYLICCTBIATHCSH HE TOMBKO aj-
MHMHHCTPATOPOM, HO M CaMbIM OOBIYHBIM PSAOBBIM MOIb30BATCICM CETH) — TaK BBI
obezonacurecy oT nepexsara napossi. Kak 106utbes aHoHnMu3auuu U mwmdpoBaHus
Tpaduka, BBl YIKE 3HACTE — JOCTATOYHO MCTOIb30BaTh PACTIPEACICHHYIO ceTh Tor.

2. M36aBUTHCS OT LINMHOHCKOTO MPOrpaMMHOr0 00CCIICUeHUS, B TOM YHC/IE OT Keisorre-
pos (anra. keylogger) — KkIaBHaTYpHBIX IIMHOHOB, 3aMHCHIBAIOLINX Ka)KbIi BBCICH-
HbIH CHMBOJI M NEPEJAOLNX BBEACHHYI0 HH(pOpMaLUIO TpeTbel cropone. Jladsbr us-
0aBUTBCS OT TAKHUX IPOrpaMM, JOCTATOYHO YCTAHOBHTH XOPOLINiT QaHTUBHPYC, YTO MBI
U CACTaeM B 2naee 7.

3. IlpexorBparuTts MoAOOP MAPOJIs 3TOYMBILUICHHIKOM, YCTAHOBUB JOCTATOYHO CJIOXKHBII
naponk. A 4ToObI Mapoab HE 3a0BUICS (HE BCE JIETKO 3amOMHST mapoab u3 15-20 cumso-
JI0B), CIEAYET MCIOIB30BATh CHELMATIBHBIC MPOrPAMMBI, XPaHSIIHE MAPOIH B 3an@-
poBaHHBIX (aiinax M MO3BOIAIOMIMC ABTOMATHYCCKH BBOAUTH MX MPH HCOOXOIMMO-
cru. Takue mporpammer OvayT paccMoTpensl B 2rage 9. Ho B mroboM criyyae He HaZo
3amMKCHIBaTh MApOIH B OJOKHOTE MM B TCKCTOBOM (haiiie, rA¢ OHHM Cpasy e CTaHYT
JOCTOSTHUEM OOIIECTBCHHOCTH.

CymecTByeT eme oaHa yrpo3a — (GU3HYCCKHi 3aXBaT KOMObIOTEPA W HOCHTE/ICH HH-
¢dopmaumn. Takast yrposa peanbHa [T NOIb30BATENCH, ACHCTBUTEIBHO HY/KIAIOLIMXCS
B QHOHMMHOCTH MO JOJTY CIVKObI (KypHATHUCTHI, 6:10rTephl 1 T. 1.). Bee gannbic, kKoTO-
pbIe MOTYT BaC CKOMIPOMETHPOBATH, A TAKIKE KOH(PHICHLUHAIbHBIC (CCKPETHBIC) JaHHBIC
(Te xe mapom, K4 LTS JOCTYIA K JICKTPOHHBIM KOLIEIbKAM H T. I1.) JIyYIIE XPAaHHTb
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B 3amndposanHoM Buae. Jlabsl eme 0onbIIe YCI0KHNTD KH3HB TEM, KTO MBITACTCS 100-
patbCs J0 BalIMX JIMYHBIX JAHHBIX, CTapaiiTeCh YCTAaHABIMBATh NMApoOJIM HAa BCE. YTO
MokHO: Ha aokymeHTBI MS Office, Ha apXuBbI, MOKHO TAaKKC YCTAHOBHTH Mapojib Ha
BIOS (npaBaa, ToaKy OT HEro, OCOOCHHO Ha HACTOJBHOM KOMIIBIOTEpE, A MMEETCs
JOCTYI K MAaTEPHHCKOH Iu1aTe, 0co00ro Her).

Crangaprhbie cpeacTsa wrdposanms, nmetroupecs B Windows 7, mano 3¢ dextusHsI,
HO BCE K€ 3TO Jy4Lie, 4yeM Huuero. B mobom ciayuae oHM MO3BOIAT BHIMIPaTh BPEMS —
OHO TMOHAAOOUTCS 37T0YMBIIICHHUKY, YTOOBI PACKOAMPOBATh 3aKOAMPOBAHHBIN pas3ac.
Ho ©Gonee OezomacHpiM siBasicTcs mnpoBaHue ¢ momomibio mporpamMel TrueCrypt.
Hrak, Bce, uTo Kacaercs naposei U mu(poBaHUs JaHHBIX, Mbl PacCCMOTPHM B 21aee 10.
Tam 5xe M1 morosopum 1 06 yaaaeHnu (aiinos 6¢3 BO3ZMOKHOCTH BOCCTAHOBICHHS.

Taxkum oOpa3zom, Mociie NMpPOYTCHUS IJIaB mpemveil yacmu KHUTH y Bac OyayT Bce
cpeacTpa, uyToObl ocTaThes B MHTEpHETE aHOHMMHBIM M 3amMueHHEbIM. JlanpHeiimee —
B BAIIMX PyKaX, H PacKpbITHC BAalICi aHOHMMHOCTH OyJET 3aBUCETh TONIBKO OT BaC —
BE/b B HCOCTOPOIXKHBIX PYKAX AQXKE CaMbIC JIYUIIHE CPEACTBA OECIONEC3HbI.

A 17151 pa3bICHCHMI HCTIOHATHBIX MOMCHTOB MPCIHA3HAYCHA MOCICAHSA, Yemeepmas,
4acTh 3TOH KHHUrH. Brpouem, 10 Hee MblI emie ycreeM 100paThes, a MOKa Mpejaiarar
noApoOHEe MOrOBOPHTH O BHPYCAX, MOCKOIBKY MOCICIAHHE 3aCTyKHBAIOT OTACIBHOTO
pasroBopa — HACTOJIBKO MHOTO HMX pa3Besiock B MIHTepHeTe, 1a U BEpOSATHOCTh MHPHLIM-
POBAaHMS KOMOBIOTEPA BUPYCOM HAMHOTO OOJIBIIE, YEM €r0 3aXBaT XaKEPOM M MCMOIb30-
Banue st DDoS-araku.

6.3. OTaenbHO 0 BMpycax

6.3.1. Bupychl, pacnpocTpaHsemMble
Nno 3J5IeKTPOHHOM nou4Tte

[Tpeanonoskum, BBl MOMYYHIH MHCHMO C OC300MIHBIM Ha TCPBBIA B3rTsAx (aiimom,
UMEIOLINM TIPOCTOE MM, Harpumep, Mucsmo.doc wa ®otojpg. OT KOro Bel €ro MoIyuu-
M, PasHULBI 0COOO0I HET — BBl MOJKETE MOIVYHMTH €r0 OT KOJUIETH 1Mo paboTe, OT ACBYLIKM,
C KOTOPOH MO3HAKOMILUTHCH B IPOLLIIOM IOy Ha MOPE, WIH BOOOLIE OT HE3HAKOMOT'0 YE/IOBEKA.

Yro Bel cacnacte B mepByto ouepeap? Illenkuere aBoiiHbIM memakoM Ha (aiine ams
ero oTKpbITHsA? A 3TOro AeiaTh Kak pa3 U He Hy»KHO. Daiin MOXKET coAcpKaTh BUPYC (TOT
JKE€ MAKpOBUPYC, KOTOPBIH 3apaxkaeT JokyMeHTel MS Word u Excel) u, OTKpsIB €ro, Bbl
MHQUIMPYETE BalIy CHCTCMY.

Yro agenars? Hago moTpaturh BCEero HECKOJIBKO CEKYHI, 4TOOBI COXpPaHUTH (haiin Ha
JUCKE U MPOBEpHTH ero antusupycoMm. Ecnm anTHBHpYC HEe 0OHApPYKUT HHYErO ONACHOTO,
MO>KHO OTKpPBITH (paii. XOTS HAMHOTrO MPOLIE YCTAHOBUTh TAKOH AaHTUBHPYC, KOTOPbIi pa-
60TacT B pesKUME MOHHTOPA, TO €CTh aBTOMATHYCCKHU MPOBEPSICT BCC OTKPHIBACMBIC (haiiibl.

Ecnu mucbMo BaM KayKETCs MOJO3PUTEIBHBIM, TYUIIC CPa3y VAATIHTH €ro, JaXe HE IMbITa-
ICb OTKPBITH NPHJIOXKEHHBIH (paitn. BoT ocHOBHBIE NPH3HAKH "MOA03PHUTEIBHOCTH HCHMA:

O mHCchbMO OTMPABICHO HC3HAKOMBIM BaM YCIOBCKOM M COJACPIKHT BIOJKCHHC (Kak Ipa-

BUJIO, €C/TH HE3HAKOMBIH YEIOBEK ITULICT BaM BIICPBbIC, TO OH HE JO/DKEH MPHUCHIIAThH

BJIOJKCHHS, CHa4YaIa eMy CIACAYCT CIPOCHTH BAIECTO PA3PECIICHHUS HA 3TO);
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0O nHChMO HE COACPAMT TEKCTA NHUCHMA, A TOIBKO BAOKCHHBII (aiin;

O nuChbMO ABANCTCH CNAMOM (COACPAMT PCKIAMHBIL WM ArHTAUHOHHBII TCKCT) —
B ITOM CAVHAC CrO HYAKHO CPAZY KE VAAIHTE M AAKC HC MWMTATHCH OTKPHITH BIOKCH-
Huie aitn.

Yro acaare, coam awrusupye nawe supye 8 noavaesnom daitie”? Tpocro vaamnme ¢ro

i sabvasre. Ecan nucsMO OTNPABICHO JHAKOMBIM BAM YCIOBCKOM, TO COODWIMTC ¢MY

O HATHYHH BHPYCA B Cro MUCHME, — BIOIHE BOIMOKHO, 4TO BHPYC HHMuWIposan ¢ro

KOMIILIOTEP ¢ O¢3 BEA0OMA BAAICTBLA PA3OCTAT 0COf MO BCEMY CIIHCKY KOHTAKTOB €ro aapec-

HOI KHITH.

6.3.2. TposiHCKMe BUpYyChI

Bui 3maere, wro Takoe TposHckmil kous”? Ouens aasno TposHckuil uapesid lMapue vi-
pan rpesanky Eaeny w3 ropoaa Cnapru. Ee myvik, uaps Cnaprst, coGpan soiicko i nowe:
Ha Tpow. Ocaaa Tpon pmmnace oucns g0aro i 6esyencwno. [losromy uaps Cnapra Me-
HE1AM peunt OOXHTPHTL TPOSHUCE. Ero BOMHB COOPYAIITH OFPOMHOIO JCPEBAHHOIO KOHN
n ocTasim ero v sopor Tpon. Camu ke cacaaam sua, uro viussaior. Ha 6oky kons Osiia
nanics: "ot aap npumocst Adime Bosrreasmnue vxoasumme Jamaiis”. Tposmust sra-
upe kous 8 ropoa. Ho xoms Osit HENpoCToit — suyvTpi Hero npsraancs rpexkn. Houso
OHM BBLICITH M3 KOHA. OTKPBLUIH FOPOJACKHC BOPOTA I BIVCTIUIN IPEHECKOC BOIICKO, KOTO-
poe K 2ToMY Bpemenn BepryIock K Tpoe. Bor Tak ona m Gwia 3asoesana,

[Npusumn aciicTeus TPOAHCKNX nporpaMm aHazormucH — 3710 obman. lporpasma
"obcwact” BHNOAHATE KAKMC-TO MOJCIHBIC ACHCTBHA, HANPUMCP YCKOpHTL padory
MHTepHETa HAN JAKC 3AUMTHTL BAll KOMMBIOTCP OT BHPVCOB, @ CAMA TCM BPCMCHCM
ocyuecTaaser ceon kopapusie naams. Kakue? B camom npocrom cavuaae Tposmckas
APOrpaMMa MPOCTO NCPCXBATHT M MCPCUIICT ITOVMBIULICHHIKY NAPOIN 118 J0C¢TVNA
K MOMTOBBIM MUUMKAM (M APVIHC NAPOIH, KOTOPBIC Bb OVIACTS BBOAMTH, — HANPHMEP,
AT J0CTYNA K Caity). A Ouiam cayvuan, KOraa 370V MBILIICHHIK, HCNOIb3YA TPOAHCKYIO
MPOrPaMMy, YCTAHOBICHHVIO HA KOMNBIOTCPS KCPTBB, MOAVHAT BOIMOKHOCTH NOAHO-
CTHIO VIIPABIATE 3THM KOMIBKOTCPOM.

Kak vOepeusca”? He 3anyvekaiine COMHMTCIBHBIC NPOrpaMMbl HA CBOCM KOMITBIOTCPE —
BCAKHC reHepaTopsl napoacii Ans Secnaarioro gocryna k Murepuery, "vekopurean” Mn-
TCPHCTA ¥ MpouNe mporpavysl, obcumaomme sam "jonorsie roput”. Ecam su sce-Takm
OMCHB XOTHTC JAMVCTHTS TAKVIO NPOTrPAMMY, TO CHAMANA NPOBCPLTE CC AHTHBHPYCOM.

6.3.3. [lpyrve ceTeBble BUPYCbI

CeTeBoit BUPVE — 3T0 BPCAOHOCHAN CAMOCTOATC/IBHO PACHPOCTPAHAIOLIAACH 1O CCTH
nporpamma. Flepsuie KOMABIOTCPHBIC BHPVCH PACHPOCTPAHAINCH NYTEM HHDHLMPOBA-
Hitst onpeacacHunix Gailion Ha KCCTKOM AHCKS ~— HANPHMEP, Henoanmnx Gaitios win
(ail1oB J0KYMCHTOB. A OT KOMIBIOTCPA K KOMIBIOTEPY BUPYCHE PACHIPOCTPAHAIN CaMM
NOILI0BATC/IH — HA AHCKCTAX HAM APVIHX CMCHHBIX HOCHTEASX Jamumx. C pazeiriem
HrrepHeTa nosBHACS HOBBII NOABIT BHPYCOB — CCTEBME BUPYCH. Takue BHpYCH A8
CBOCTO pacnpocTpancHus  ucnoassvior Murcpuer. Bupyew, pacnpoctpanstommecs
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N0 ICKTPOHHOI MOUTC, TOKC ABIAIOTCH CCTCBBIME, HO MbI MX BbLACAHANM B 0COOVIO
rPVONY, NOCKOIABKY OHH 3ACAVKHBATH OTACIBHOIO Pa3rosopa.

Kak pacnpocrpanstorcs oOmunsie supyent? Kro-10 npunece sam auck ¢ unduumpo-
sanubiMit aiinavi, Bt OTKpuiaN (AL, HC NPOBCPHB MX AHTHBHPYCOM, H BALI KOMIIb-
1oTep okazancs mHduumposan, OSpaTHTe BHHMAHHC — KOMMBIOTCP Ob11 MHHUMPOBAH
C BamICro e cornacus. Bl Beab cayMu BCTaBIIM AMCK B NPHBO M CaMH OTKPHIAN HHH-
UHPOBAHHBIH (Al AN 3anVeTHAH HHGHUMPOBAHHY IO nporpamyy. Tak?

CereBbic BUPYCH PACNPOCTPAHAIOTCA aHATOrMHO. be3 sawero coraacus ouu He nmudu-
UMPYIOT Baw KoMmnbioTep. Koneuno, Bupye He Ovaer cnpawmsars: "A MOKHO 11 % HHDH-
unpyio sawn daiviet 1 vaamo Windows?" Ckopee Beero sam OVACT NPCAIOAKCHO Jarpy-
3T KAKVIO-TO OMCHB MOJC3HVIO nporpammy. Bel coraacmrecs, nociac 4ero HauHeTCs
JArpY3KAa KOAQ HA BAMI KOMMBIOTCP M ¢ro BHNOAHCHHC. OOpaTiTe BHHMAHNC HA PasHULY
MCIKAY CCTCBBLIM BHPYCOM H TPOAHCKOI NMPOrpaMMoit — TPOAHCKYIO NMPOrpaMMy Bbl anyve-
KaCTC CaMu. A BOT CCTCBOI BUPYC MOKCT Zarpy3HTh KO M CaM K¢ Cro JanyveTHTh.

Hnoraa ceTeBoii BUPVC MOKCT MPOHHMKHYTH HA BAL KOMIBIOTCP Hepes "aviput” B Opayie-
pe. Bupyconucaream opopMIAIOT TAKHC BHPVCHI B BIHAC aKTHBHOIO 2neMeHTa MHTepHeTa,
Best npeacers B Tom. 410, B oTimne o1 CGl-CucHapHeB. KOTOPBIC BBIMNOIHAKOTCH HA CCPBEpE.
A NOJB30BATC/Ib BIMT JIMWb PE3VALTAT MX BBINOIAHCHHS B OPAVICPE. AKTHBHBIC /ICMCHTDI
JArpYKAUOTCH M BBHIMOIHAIOTCH HA KOMIBIOTCPE noab30Bareas. KoHeuno, 00bvHO aKTHBHBIH
ICMCHT HC MOKCT NOIVUITL A0CTVN K Pait1o80ii cocTeme, HToOn HH(IUHMpOBATL KOMILIO-
TCP, HO BHPYCOMUCATCIH 3HAIOT CMOCOOBI, MO3BOANIOUMIC BHIITH 3a paMKn "necounmm’”
H NOJVYHTD JOCTVTI K peecTpy M (GaiiaoBoil cHeTeme.

Kak vOepeubca? Moxno nepeirmn Ha Gosee O¢esonacHbiit Opayaep. sanpivep Ha Frefox
win Google Chrome. B Hix Havmoro meusie “asp”, uem B Intemet Explorer. Beas we cex-
PCT — MHOIHC BHPYCHI MHMLINTCH crneumaibHo s Intemet Explorer. Ecam ke BaM HYAKCH
mveHno Intemet Explorer, ¢acayer VETaHOBHTL B HCM MAKCHMAIBHBI VPOBCHL OC30MmacHo-
cmi. Jla, HCKOTOPBIC CTPaHHIB! (NOTCHUMAIBLHO ONACHBIC) OTOOpaKATLCA HE OVAVT, HO 3aT0
TAK BB NOYTH FAPAHTHPOBAHHO YOCPCAKCTECH OT JAPAKCHIUA,

6.4. NpaBuna 6e3onacHou paboThbl
B UHTepHeTe

[MpuacpAnBasCh CACAVIOWMX NPOCTHIX NPABHI, Bbl CMOKCTC H30CKATH 3APAKCHUA

BALICTO KOMIBIOTCPA,

O YCranoBHTC aHTHBHPYCHYIO NPOrpaMMy, CNOCOOHYIO paboTars B PCKHME MOHHTOPA, —

HA JICTY NMPOBCPAIOUIYIO BCC OTKphiBacmbie daitist. B kauccrse Takoit nporpamme s pe-
KOMCHIVIO Henoabzoears antusupye Kacnepewkoro (http:/kaspersky.ru). M aro me
peknama, sakasannas Kacnepekinv, kak moxeT nokasatscs, — Kaspersky Internet
Secunty 2011 (asmuBupyc 1 OpanamayvaIp B 0aHOM GIIAKOHE) HA MOIT B3rAsA ABAACTCH
AVULIHM KOMMCPUCCKHM MPOAVKTOM TAKOro poa.
Ecan ot npuuummuaiIsHuiil NPOTHBHHK NPHOOPCTCHHS MPOrPAMMHBIX MPOAVKTOB 32
Acubri, nonpobvirre 6ecramuniit Comodo Intermet Secunty (Toxke anmisupye u Spana-
MAaVIP B OJJHOM MAKCTC) — HMCHHO ITA MPOrpaMMa YCTAHOBICHA HA MOCH JAOMALIHCH
MawmHe (moopodnee o Comodo Internet Security cm. 6 21aee 7).
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O PeryaspHo oOHOBsiIiTe aHTHBHPYCHBIC Oaspl. JIyuie Bcero HaCTPOUTH B MpoOrpamMme
aBTOMATHYECKOE OOHOBACHME Oa3, 4yToOBl HE 3a0BITh BOBPEMs BBINOJIHHUTH ITV HE-
CITOKHYIO TIPOLICAYPY.

O VYcraHoBUTE AOMOTHUTEIBHYIO AHTUBHPYCHYIO MPOrpaMMy. CMEHHATbHO OPHEHTHPO-
BAHHYIO HAa CCTCBBIC BUPYCHI. B KadecTBe Takoro aHTHBHpPYCa s HCMOIB3YIO MPOTpaM-
my AVZ (http://z-oleg.com/secur/avz/). Kpome Bcero npouero, AVZ (puc. 6.1) mo-
et paborats B GezomacHoM pexkume Windows, B OT/MuMe OT APYrHUX aHTHBHPYCOB
(Toro e anTuBupyca Kacnepckoro), KoTopeie B 6€30MacHOM PEKMME HE 3aMyCKaKoT-
cs. [Toapo6uo mporpamma AVZ Gyvaet paccMOTpeHa B npuioicenui 1.

J AVZ Antiviral Toollat

File Service AVZGuard AVZPM Help
Search scope |File ypes | Search parameters Ayt atans

@ &, Nokanereit auck (C)

% Oy HP_RECOVERY (D) :

w0} DVD RW auckosoa (E) . Remove

4 Oy HP_TOOLS (F)

« O Duckosoa HD DVD-ROM (G)

Spy/S 1e: Remave
Dialer/PomWare: | "2MoVe
HackTool: Reportonly
RiskWare Report only

Puc. 6.1. Nporpamma AVZ

MPUMEYAHUE

WHTepdenc nporpammbl AVZ AomKeH NogAepXuBaTb PYCCKUIA A3blK, HO B MOel cucteme
OHa NoYeMy-To 3anyCcTuach C aHrMOA3bLIYHLIM UHTEPhENCOM (XOTA B NpeablayLuX BEPCUsxX
AVZ Takoi npobnembl HE BO3HUKANO) — BUAMMO, YTO-TO He Tak unu ¢ sepcuein 4.35 (no-
CrnefHAN Ha MOMEHT HanncaHua 3TUX CTPOK), UK C MOEW CUCTEMOM, HO NOCKONbKY A3bIK UH-
Tepdeiica HUKaK He BAIMAET Ha NOUCK BUPYCOB, pa3bupaTbecs A C HUM He cTan.

O Ckawaiitre Curelt! — OecnmatHbiii  aHTHBHpPYCHBIH  ckanep ot Dr.Web
(http://www.freedrweb.com/cureit). B HeKOTOPBIX CayHasxX 3TOT CKaHEP CrpaBIsii-
Csl ¢ BUPYCAMH, MPOTHB KOTOPBIX OKA3aIHUCh OCCCHABHBI OCTATbHBIC AHTHBHPYCHI.
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M Moxwo raxwe cxkauars DrWeb LiveCD (http://www.freedrweb.com/liveed) — ob-
paz 3arpy2oMHOro Anucka ¢ anrusupyeom (daitar drweb-liveed-600.1s0). IMocae 3akav-
KH YTOro 00pasa ¢ro HEOOX0ANMMO PAIBCPHYTL HA DONBAHKY M 3arpyiuTscs ¢ Hee. M-
N0 B TOM, Y4TO HCKOTOPHIC BHPVCH VMCIOT MACKHPOBATBCA B CHCTCMC TaK, HTO MX
MPHCYTCTBHE OCTACTCA 3Aralkoil HE TOABKO A1 MOJL30BATES 1A, HO H A8 AHTHBHPYCA.
Ho 3710 8 ToM cayuac, ccan Windows 3arpyikeHa, # aHTHBHPYC JANVCKACTCS H3-n0A
nee. But e moxere sarpyanrses ¢ LiveCD n nposeputs daiiam He3arpykeHHOM
Windows — addekruBHOCTS Takoil nposepky OVACT B pasbl BHILIC. BCAb BHPYCH VAKC
00/BIIC HC CMOTYT BIHATD EQ MPOBCPKY.

O PervaspHO (CKaKEM, pa3 B HCACAKO) NPOBCPAITE BCC PAILTH HA BALICM KCCTEOM JAHC-
KC ABYMS AHTHBHPYCAMH (CHAMANA OAHMM, MOTOM — JAPVIHM, YTOOB OHM HC MCLIATH
APNT ApYTY)

0O Veranosure Opanamayap — g pekomeravio Comodo Internet Security (puc. 6.2) nau
Kaspersky Internet Security, B KOTOpeIX OpamaMayap # aHTHBHPYC OOBCIMHCHBI
B CAMHOC LCI0C, B HE noakmosaiirecs k Murepuery, ecim Gpanamayvap e padoraer

0O He nocemairre nopHorpaduueckue CainTsl i CaliTH, COACPAAWME NMUPATCKOC NPO-
rpavMMHOE 00CCnCUeHe (KPCKH, IEHEPATOPB! CCPHITHBIX HOMCPOB), — HA TAKHX
caifrax cymcersyer Soaban BCPOATHOCTL HHPHUMPOBATL CBOII KOMIIBLIOTCP.

Yoaret Secirny PREMLM

Coospens
' g At tvwompyc ¥ Koyt snened

Ay Ovis Gass Gun olvamomss 22012011 RS1LSS

COMODO Ce o ” Asv 1 wmtsnp '“ Paopaan * Saugetn .;.o Honormem

OOICTHEMAR 1Dty

OTCRO A ’ 0 00X Ve (ODYEIND K SACTIRUAM) MOMENTY

BrsoumTe CodnadC
) Coamponars

Jasptro 0 Heaxrmmen
Jwirrne sefronponars 0 #roEees)

f Q Heonoonared SaNe 0Sary RO [ G201 rOIe0 Ko HaCTrend Of Dawescsoe

ts 0 romvsses Jryaeses ¢ Sandos

Paopaon & Leonacmn

Pageon Aoongonst § Buganwv

Puc. 6.2. Comodo Internet Security
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0

He otkpeiBaiiTe BIOKEHHBIC (aiiabl 3ACKTPOHHOM MOUTH O€3 MpeABapUTEIBbHOM MPO-
BEPKH AQHTUBHPYCOM (€CM aHTHBUPYC paboTacT B peKUME MOHMTOPA, (aiinbr OyayT
MPOBEPEHBI ABTOMATHYECKH).

Eciu nporpamma npejnaraer oTkpsiTh (a TeM Oosee 3amyctuts!) daiin, 3arpy3ky ko-
TOPOTrO BbI HE BbI3bIBAIN, HEMEAJICHHO 3aKPOifTe OKHO Opaysepa.

Hnas oOsrunoro BeO-cepdunra (He aHOHMMHOrO) ucmonb3yiite Opayisep Google
Chrome — B Hero yxke BctpocHa mporpamma McAfee SiteAdvisor, mposepsiomas
CaiThl HA HATMYHC B HUX BPCAOHOCHOTO KOJA.

Xors st 1 He oueHb A0Bepsito npoaykram McAfee (Obi1 HeraTUBHBIN OMBIT), U MPO-
rpaMMa 4acTeHbKO owudaeTcs (Ha caiiTe BHpycCa HET, HO €CTh CChLJIKA HA CaT, rje
UMEETCsl BPEAOHOCHBII KOJ), TaKasi JOMOJTHUTEIbHAS 3aLIUTa BCE JKE JIYYLIE, YeM HH-
yero. Ecnm caiit Ge3onacHblii, B MpaBoM BCPXHEM YITY OKHA Bbl VBHAMTC 3C/ICHYIO
nukTorpammy McAcfee, ecnm caiit Ovaer mokasaH kak HeOe30MacHBIA, TOrJa OH.
CKOpEe BCETro, COACPKHUT BpeAOHOCHHBIH Koa. Ho addexTuBHEE BCEro mMcmoap3oBaTh
McAfee SiteAdvisor npu moucke mHGOpMALMH — HAMPOTHB KAKJAOTO CaifiTa B pe-
3yapTaTax noucka Google BHIBOAMTCS WM 3e/cHAs rajouka (caurt Oe3omaceH). uiam
KPaCHbIH KPECTHK (CalT, BO3MOXKHO, COJACPIKUT BPEJOHOCHBIH K04). B Hamewm ciayuae
(puc. 6.3) Ha camMOM caifTe BUPYCOB HE ObIIIO, HO OHM HALUJINCH HA JAPYTHX calTax J0-
MeHa ucoz.ru, nosromy McAfee SiteAdvisor caenan "npeaynpeanuTe/ibHbli BHICTPE
B BO3AyX'" — Ha BCAKMI c1ydail coodumy. a Bel npuHnmaiite pemenue. Tak uro uHOrAa
€ro 3aMEYaHHUs BIIO/IHE ONPABJAHHbI.

wor; OYHKUMOHUPOBAHWE HAYYHOI O TEPMUHA «<METOf» B ... 2
wWwWwW
opuar bainos PDF/Adobe Acrobat - BEsicipes npocmorp

LEMETOZ0NOMMUSCKNE TEPMAHE, KaK CMETOA Ha- YUHOD (ITHHIBRCTHHECKOIO)
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Puc. 6.3. Pesynbtat pabotel McAfee SiteAdvisor 8 Google Chrome

EWE OB AHTUBUPYCAX

3a ponrue rogbl paboTtel ¢ Windows s ycnen nepenpofoBaTbe MHOMO pasfnyHbIX aHTUBUPY-
coB. Cpean KOMMEepYecKux aHTUBMPYCOB, Kak yxe Oblino OTMEYEHO, OCTAeTCA Ha BbicoTe
aHTuBupyc Kacnepckoro. MupaTtckyio BEPCUIO 3TOr0 NPOAYKTa WCNONb3oBaTh HE PEKOMEH-
Ay — NOMUMO Yrpbi3eHUIt COBECTU, ecnu TakoBble ByayT, Bac 3amydyaeT nogbop knouein
ANA ero akTuBayuu. PaHo unu no3gHo 3To BaM HAQOoECT, U Bbl CTaHeTe uckaTb 6ecnnaTHbii
aHTuBmpyc. Tak nyylle 3T NOMCKW HayaTb cenyac, Yem noTom.

Kpome Kacnepckoro si ucnpobosan cnegytowme antveupycol: NOD32 (ESET), Dr.Web,
McAfee, Panda Antivirus, Avast!, ClamAV for Windows, Avira Antivir, Comodo Internet Se-
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curity. M3 scero cnucka 6ecnnaTibivm RBNAIOTCA Tpu nocneghmnx. NOD32 1 McAfee — npo-
CTO peweTo. He BuXy CMbLICNA TPaTWUTL Ha HUX QeHbr. Avast! u Avira — BecnnaTtHoe pe-
WeTo. AHTUBHPYCH HEHAeXHLIe, HO B XOTA Obl 32 Hux He nnatuTe. AvTueupyc ClamAV
XOPOLW B XavecTBe BCNOMOrarensHoro cpeactsa Ha UNIX-wnose, HO Xax OCHOBHOW anTu-
supyc Ha Windows-ctanynu — oH cnab. Mpoayxr Panda Security MHe TOXe He noHpasun-
CA. M3 BCero cnucka MOXHO BulaennuTs Tonbxo Dr.Web n Comodo — AeACTBUTENBHO XOpO-
wue npoayktel. [na ceba a caenan swibop 8 nonsay 6ecnnarworo Comodo (cm. 2nasy 7),
K TOMYy X€ NnOoCneaHne BepcHn 3ITOro NPOAYKTa OCHAWEHH Ppyccxkum uHTepdencom.
A ot Dr.Web s ncnonbayo 6ecnnarsoiit ckaxep Curelt!

6.5. NpoBepka ahheKTUBHOCTH
OpaHamayapa

Jasaitre nposcpum addexmiBHocTs Bamcro Opanamayspa. 3aianTe Ha cTpaHuuy:
http://www.pcflank.com/scannerl.htm?from=menu. Haxyure knonky Start Test,
zareM — kHonky Continue. IMocae aroro swbepure THn ckaunpopanns: TCP connect
scanning i TCP SYN scanning. C nepseiM T¢CTOM MOKCT CHPaBUTBLCA CaMblii nap-
WHBbIET OPAHAMAYIP, MOITOMY MOKCTC CPa3y BuIOPaTh BTOPOI THN (XOTH HC NOMCLIACT
CHAYA1A MPOM3IBCCTH NCPBOC CKAHHPOBAHMHC, A 3aTCM — BTOPOC).

PesyasTar CKaMMpPOBAHHA MOCIO KOMMBIOTCpa nokazan ua puc. 6.4, Kak smaure,
Comodo yvenemno otoma aTaky M 3aluTizT MOI KOMABIOTCP — A BCCX MOPTOB CTATVC
anbo stealthed (ckpwiT Spanamayapom), anbo closed (zakpwiT), HO HE open (OTKPHIT).

T e
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Puc. 6.4. Peaynorar recra Spanamayspa
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6.6. A Hy>XeH nu BooGLe 6paHamayap?

HexkoTopeie nosp3oBaren npeHeOperaloT yCTaHOBKO# OpaHaMayapa Ha CBOIT KOMITLIOTED,
MOTHBHPYSI TCM, YTO HA JOMAIIHEM MapIIPYTH3ATOPE YIKE ¢CTh OpaHaMayap, Ja U Ha cepBepe
NpoBaiiacpa TOXKE HaBEpHsKA ¢CTh. HeKOTOpBIC MPOAOIKAIOT MCMOAb30BATh CTAHAAPTHBII
Opanamaysp Windows (XOpowio, XOTh HE OTK/IIOYAIOT €ro BOBCE) — PELIETO TOXKE HE BCE
MPOIYCKACT.

Takue pewicHuss B KOPHE HENpaBWIbHbIC. BO-NepBBIX, COBPEMEHHBIC MPOrpaMMHbIC
OpaHaMayd3psl BBIMOIHSIOT HE TOJNBKO KJIACCHYECKHE (YHKUMHM — (PUIBTPALMIO MAKETOB.
B nx 00si3aHHOCTH BXOAMT M AQHTHBHPYCHAs NMPOBCPKA abCOMIOTHO BCETO (OTKPBIBACMBIX
(aiinoB, 3arpy’KacMbIX CTPAHHII M THCEM). TIOMCK LIMHOHCKUX Mporpamm (spyware), oOHa-
PYVKEHHE BPEAOHOCHBIX MpOrpamMM (KAakHE-TO MPOrpaMMbl CHPABISIOTCS € 3TOH 3amauci
Jy4lIe, Kakue-To — Xyke) u T. 4. M 310 yoke He roBopsi O 3amMTe BAIIEro KOMObIOTEPA OT
BCCBO3MOJKHBIX aTak.

Bo-Bropeix, Opanamaysp Mmapupyruszaropa (Wi rnposaiiaepa) oOGeCrieuHBACT TOIBKO
¢unbTpaumio nakeToB. Tak, CKakeM, OH MOKET 3aKPBITh JOCTYII K HEKOTOPBIM caifTaM, KOTO-
PbIC BBl 3aPCTHIA OTKPBIBATH CBOMM JCTSIM, 3aLIMTUTH OT HCKOTOPBIX BHIOB aTak, HO HE
6onee. Takne OpanaMaydpbl HE MPOBEPSIIOT 3arpy’KacMbIC CTPAHULIBI HA HATIYHE BUPYCOB, HE
CKAHHMPYIOT MOTYYCHHYIO KOPPECTIOHACLIHIO.

ITosromy oTka3 or GpaHaMayIpa — HE COBCeM npaBmibHOE peweHue. Y nycrs cranzapt-
Hblii Opanamaysp Windows 7 JOBOJIBHO HEIUIOX, OCOOCHHO M0 CPABHEHHIO C OpaHaMay3poM
Windows XP SP3. Ho, camyn noHumaeTe, aHTUBHPYCHYIO 3aIUUTY OH HE 00CCICUMBACT, Ja U
CTAHJAPTHBIC PCLUCHUS HUKOTAA HE ObLH 3()()CKTHUBHBIMIL
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AHTUBMpPYC U OpaHamayap
B OAHOM (pnakoHe:
Comodo Internet Security
"noa MUKpoCcKonom"

7.1. Yto Takoe 6acTuUoOH
U 3a4eM OH HYXeH?

baction (on zx¢ Opanamayap, on ¢ firewall) — 210 nakeTunil GuasTp, NO3BOAAIK0-
UG SAUHTHTS BAL KOMMBLIOTCP OT ACHCTBHS BPCAOHOCHBIX NMPOrPaMM, CCTCBLIX HCPBCIt,
HCKCIATCABHOIO TPAPHKA H BCCBO3IMOKHBIX ATAK.

PasGepesces, kak paboraer GacTion. JIaHHbIC 10 CCTH NCPCAALOTCH HACTAMH, KOTOPLIC
HasuIBAOTCA nakemavi. Kaxasiii nakeT COCTOMT M3 ABYN OCHOBHBIX HacTeil: obaactn
3aro108koB 1 o0nacTi aauumx. [lepsas obaacTs coacpAxuT caykeOHVio nupopmaumio:;
IP-aapec ornpasHreas nakera, IP-aapec noayvuareis nakeTa, noprsl OTNPABUTCIS M NO-
avuareas v ap. Bropas obaacTh COACPAHT NEPeAABACMBIC JAHHBIC: YACTL 2ICKTPOHHOTO
MUChbMa, 4acTs Baiina, yacrb ro10cosoro cooduweHns 1 1. 1. bpanamayap (npusbikaiire
K PAa3sHBIM HA3BAHMAM) NCPCXBATHIBACT BCC CCTCBBIC MAKCTHI M CONMOCTABASCT 00MaCTDL
3aronoska (mHoraa i odaacTs Aannuix) nadopy npasua. HaGop npaena obuiuno 3a1acres
aaMHHHCTpaToponM cucTembl. Hanpusep, bl MOkeTe 3anpeTurs oOpawmicHie K onpeae-
JACHHOMY V3ay. T0 MOACT nOHA00MTLCH, MTOOM APYIHC NOABIOBATCIH KOMIBLIOTCPA
(Bamm ACTH, AOMVCTHM) HC CMOT/IH MOJVUHTD JOCTYI K HEKCIATCIBHBIM V3AaM,

Bpanamayapst OOBIMHO VCTAHABINMBAIOTCA HA TAK HABIBACMBIN ZPANUYHBIX KOMITBIO
TCPAX — KOMNBKOTCPAX, mpcaocTasasiomnx aoctvn K Uurepuery apyrum noassosa-
Teaam cet. CyviecTsyioT Aake annapatHbie OpaHaMayIphl — CNCUHATBHBIC VCTPOii-
CTBA, KOTOPHIC BHIMOIHAKOT MApwpyTH3awmo 1 Gpuasrpauno nakeros. Cxopee Beero,
TaKoit Opanamayap VCTaHOBICH V Bawero nposaiiacpa. Ho, Kak noka3mBacT npakTHka,
paboune craHumy TPeOVIOT JOMOMHMTCIBHON 3AWMTHI, NOCKOIBKY AAMHHHCTPATOP
CCTH HC MOXKCT NPOKOHTPOAMPOBATHL BCC KOMMBIOTCPH CCTH (OCODCHHO 3TO CIOKHO
CACAATH € CCTHIO MPOBAIACPA — BCAb AIH MAKCHMAIBHOM ZALMTH HYKHO NPOHTHCH
M0 BCCM KAHCHTAM M 3ALHTHTD KOUKABIT KOMILIOTEP). [T02T0MY BECHMA AKCAATCABHO VCTa-
HOBHTD JOKATbHbIN Opanamayap. Taxoit Gaction OyacT saumuars HAW ¥ TOALKO HALW
koMmnbioTep. K TOMY Xe J0KaIbHBIC OACTHOHBI YACTO OCHAWIAIOTCH JAONOIHHTCIBHBIMH
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NPUATHBIMH (YHKLUMSIMH: ACTEKTOPOM aTakK, CPEACTBOM AT MOMUCKA MIMHOHCKHX TP O-

rpaMMBbI U Jp.

B a10it rmase Mb1 paccmoTpum nokanbHblii 6acTnon Comodo Internet Security. Ipo-
aykrel cemeiictea Comodo otimuHo 3apekomenaoBanu cebs. JImaHo s jocTarouHo 10/1ro
TecTupoBan juHeiky npoaykroB Comodo B omnepauumonssix cucremax Windows XP
(nyxeH kak muauMyM Service Pack 2), Vista u Windows 7, 1 3a Tpu roaa skcruyaraumm
NpOrpaMMbl B Pa3HBIX ONMEPALMOHHBIX CHCTEMAX MOHM KOMIBIOTEPBI HE MOMMAIN HU O1-
Horo Bupyca! Jlymaro, 9T0 HEII0XOi MoKa3aTeb.

Kpome paccmatpuBacmoii 3aece mporpammsl Comodo Internet Security Ha caiite
http://www.comodo.com/ 10CTyIHB MHOTO APYTHX MPOrPaMM, CPEAH KOTOPHIX HYKHO
BBIACTHTD:

O Comodo Antivirus — OTINYHbIIT AHTHBUPYC, 3ALIHLIAIOLIHIT KOMIIBIOTEP OT BUPYCOB,
CCTEBBIX YCPBCH, MPOrpaMM-LINMHUOHOB (Spyware) ¥ APYTHX BPCAOHOCHBIX MPOTPAMM;

0O Comodo Firewall — Gecninarhbiii Opanamaysp, HaJECKHOCTh KOTOPOrO MPOBEPEHA
BPEMEHEM.

[Tporpamma Comodo Internet Security coacpskut B ceoe GyHKUMN 00CHX YKa3aHHBIX
NpOrpaMM, TO CCTh SBIACTCA OJHOBPEMCHHO M aHTHBHPYcOM. H Opanamayspom. [Toayua-
ercs BroJiHe JocToiHbIi conepuuk Kaspersky Internet Security. Kpome Toro, Comodo
Internet Security, kak y>ke 0TMEYaI0Ch, aOCOMIOTHO OecruiaTHa U 00/1aJaeT PYCCKUM UH-
TeppeiicoM, YTO HEMATOBAYKHO ATl HAUMHAIOLIMX MOIb30BATECH.

PaccMOTpHM OCHOBHBIC BO3MOYKHOCTH MPOTPAMMBI:

O npoaxmuenas 3auuma — 3alMIIACT CHCTEMY B PCATbHOM BPEMCHH, MO3BOSCT 610~
KHPOBATh JOCTYI BPECJAOHOCHBIX MPOrpaMM K cucTeMHbIM (aittam u peectpy. [Tosso-
AT OOHAPYKUTh MOTCHUHMATBHO OMIACHBIC MPOTPaMMBbl (HEOOA3aTEIBHO BUPYCHI):

O sepucmuveckuit ananus — CrOCOOHOCTh AHTHUBUPYCA OOHAPYIKUTh HEH3BECTHBIC AH-
THBUPYCHBIM 6azaM BpeZOHOCHbIC mporpaMmbl. OObIMHO aHTHBHPYC CPAaBHHBACT 3a-
MyCKAacMBbIil MPOrpaMMHBIH KO C 3amHCAMH B aHTHBHpYCHOI Oase. Ecnm maiizeHo
COBMAJACHHE, TO BHPYC HAIICH, M 3amyckacMblii koa O6mokupyercs. Oanako BHpyco-
MHCATEH MOTYT CO3aTh HOBYIO BEPCHIO BUpYyca — MO 00pasy v moao0Hio cTapoii —
BHPYC MOJYYHT HEMHOTO MHOM KOA, HO OyACT BBIMOIHATH MPAKTHYECKH TE JKE ACHCT-
Busl. B 3TOM ciiydyae OObIUHBIIT AaHTHBHPYC HE CMOXKET BBISIBUTH BHPYC, @ AaHTHBUPYC
¢ (pyHKLHEIH IBPHCTHICCKOrO AHAIN3A CIIPABUTCS C 3aJa4CH;

O sawuma om unmepnem-amaxk — HAKTO HE CMOYKET aTaKOBaTh Balll KOMITBIOTCP M3BHC:

O sawuma om nepenonnenusn 6yghepa — HEKOTOPBIC MPOrpPaMMbl CIIELUAIBHO BbI3bIBA-
10T nepenoaHeHue Oydepa, 4ToObl BOCIOIB30BATHCS ITHM A/ MOJYICHHS JOTIOIHU-
TCIbHBIX MPHBUICTHIT JOCTYTIA;

O s3awuma om HecankyuoHUPOBAHHO20 QOCMYNA U GUPYCO8 — HA3BAHUE TOH (PYHKUNH
rOBOPHT 32 ce0st 1 B KOMMECHTAPHSIX HE HYKIACTCH,

O esxceonesnvie aemomamuyeckue 0OHOGNEHUS AHMUBUPYCHBIX 03 — HET HUKAKOTO
TOJIKY OT aHTHMBHpYca, 6a3pl KoTOporo oOHOBIsIOTCS pas B moaroaa. bassr Comodo
OoOHOBMIsIIOTCS Kaxablii acHb. He 3a0yapTe TOIBKO BKIIOYHTH aBTOMATHYECKOE 00-
HOBJICHHE WJIH PETYISIPHO OOHOBIsITE Oa3bl BPYUHYIO!
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B ceoaxe @aepsoa yvkazano, uro Opanamayap paboract B pexnmce besonacuwiii,
a OGoasuwnyvio wacTe Tpapmka rewepupyior nporpammbl qip.exe  (ICQ-kament) u
chrome.exe (Gpayiep). Takxe ckazano, uro Paeppon 3abaoxkuposan 9 BropaxeHmii.
Hasyure na uncao sropxennii, urtodnt npocsorpers ux (puc. 7.2). "Kpyroie" xaxcpw
NMTAOTCH noakmounTLEea K 135-my nopry mocit maunmmn. OueBnano, Hx HHTCPecYIOT
o0LIHEe AMCKH M NPHHTEPLI, KOTOPBIC TCOPCTHYCCKH B HEit MOrYT ObiTh, HO OTKYAa &2 mm
3HATH, 4TO CHCcTeMHan cavikOa Cepsep v Mens Booduie orkmoucHa? Jake ecan Ot n
opanamaysp Comodo Internet Sccurity Obi1 OTKAIOMCH, Y HHX BCC PABHO HIYCTO OM HE
NOJIYYHIOCH

Beprenmea Ha Bra1aaky CBoaKa — HA JaHHBI MOMCHT B MOCIT CHCTCMC 3aperucrpu-
posano 17 MeXOAAMMX COCAMHCHMIT M 2 BXOARWMX (NMPABAA, MOKA % NMUCAT NPCABLAVLILIIL
ad3au, HCXOAIMX OCTAIOCH BCCro 2, @ BXOAAIMMNX BOBCC HC ¢TA10). MOKCETS CAKNYTD
HA KOAMMCCTBE COCAMMCHMIL, YTOOM NMPOCMOTPCTH, KAKAR NPOrpaMMa M K KaKOMY Viay
obpawacres YroOsl CreHepHpOBaTh NOTOK HCXOAALMX COCAMHCHMIT (pHC. 7.3) s OTEPHI
B Opayicpe crpannuy vkontakte.ru.

€ ANTHBMME NOLL IO - A
oot eon AT et VOITO Midmderen B3 npvero By orrpa 4
= » isvdhost.en I70]
L ro Crywser %75 oe os
2@ dromeen 824
b YOO O0Y RS 1T M e M5 A 1 15 AR % AR -
. TOOUT 59.95.33. 3071 12954 87.242.88. 12680 e 628 1
. ToouT $09.95.33.307: 12955 87. 242,88 10430 £28 628
. TOOUT 99,9533, 107 129% 213, 306.117.139:90 e 60
. ToouT $09.95.33. 107112931 195.82.1%. 114:80 28K 0. 4993 (243
. Toon 509.95.33. 10012937 213,386,117, 133:80 (1 e
. TOPQUY 09.95.33.207: 12958 213,306,117, 133:80 (S 620
- TP OUY 29.95.33. 0% 129% 213,396,137, 13380 628 2,108 (4.
. T oUT 909.95.33. 307: 12933 91. 192, 199, 145:80 IS 3,303 (98n)
- T QuT 909.95.33. 30712973 93 186.227. 2080 a8 628
e TOPOUT FO R SRR, b R PRl N LI L ]
. Toour $08,95.33. 1071 12974 93, 186, 227.70:30 s2e 628
. Ttoon 809.95.33. 307 12933 195,02, 146, 11680 e 620
. ToouUT $09.95.33. 10712973 93, 186.227. 70:%0 620 628 v
@ Do IeTwTe

Puc. 7.3. Ucxoaauwme coeanHenna

7.3.2. Bknanka AHmueupyc

BraaaKka AHTHBHPYC NO3BOJIACT VIPABIATE BCTPOCHHBIM AHTHBHPYCOM (puC. 7.4).
[epsoin ac10M HYKHO OOHOBHTS BALIY AHTHBHPYCHYIO 03y, NMOITOMY HALKMHTC KHONKY
O0HoBHTL aHTHBHPYCHYIO a3y — OTKPOCTCH OkHO oOHoBICHIA. [Tpoucaypa obHos-
JACHHA 3AHHMACT COBCCM HCMHOIO BPCMCHHM — JVHIIC “VTH-YVTH MNOAOKIATH, 3ATC NO-
SABHTCA VBCPCHHOCTD, UTO TCMCPD ¥ BAC CaMas akrvaabHas 6asa.
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COMODO =&

Internet Security PREMIUM

&

MpoakTuBHaR 33WNTa
oTKAOYeHa!

Brarounte cenvac

Ceonxka

3anaumn

-

3anycTuTsh CKaHupoBaHme

MPOBEPKE XECTKOr0 MACKE HA HANMWIE
BUPYCOB, BREAOHOCHDI M WIMKMOHCKIX
nporpamm

O6HOBUTL BHTUBMPYCHY0O 6a3y

MpoBepxa HANMWR OBHOBNEHMS SHTUEBMDYCHOA
Gasbl v 68 3arpys<a.

KapautvH

YNpasnesme NOTEHUMANEHO ONACHbIMM
o6 bexTamn, NEpemeleHHbin B KapaHma.

KypHan co6uiTuit AHTHBMpyCca

MpocmoTp xyprana cobbimad, yBeaomnerisi n
ALRCTBMR, NDEANPUHATDIX BHTSHDYCHDIM
CKarHepom

=
# Paepson

(24

=

2

+ Saumra oo Jlononum

OTnpasuTs ¢ ains Ha NPoBepKy

ATvEnpyC COOBWMN © NOAOSPHTENDHBIX
®ainax? Boi MOXETE OTNDABUTS MK H3
paccmoTtpene 8 COMODO.

3annaHupoBaHHbLe
CKaHMpOBaHUA
Ynpasnesue pacrmucanunem SaNNSHNPOBaHHLIX

NEDVIO BALECKMX NPOBEDOK KOMNBIO TENA HA
HAMVHAE BUDYCoB

lNpogpwnm ckaHMpoBaHuA

Cosparme/yoanerwe npodunen,
npeacrasnsoumx cobon Hatope: nyTed Ans
CXaPDOBaMR

HacTpofikm ckaumposaHmna

YNpasnenne paciumpesbim HACTROAK aMI
BHTSADYCHOr O CKAHEDA

Puc. 7.4. OcHoBHoe okHOo Comodo, Bknagka AHTUBUPYC

€ 3anycTuTb CKaHMpOBaHME

BoiBepuTe NPodib ANA 3ANYCKA CKAHMDOBAHUS!

Hassanue npoduns
Mo# KoHnboTED
Kprreeoaie 30mt
Win_UserDr

Den

H

Mouck wrmonacoro NO

o DoMoys

FosaaTe rpodune | Crarposats

33KpLITh

Puc. 7.5. Bbibop npocuns ckaHMpoBaHUs
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[Mocae OOHOBICHNA AHTHBHPYCHOI 0a3bl JKCIATC/IBHO NMPOCKAHHPOBATL BECh KOMITBIOTEP.
Hazxomre knonky 3anycrurb ckannpoBanue. B oTkpbiBLuCMCs OKHE (PHC. 7.5) HVKHO Bbi-
Opare npodirts ckanuposanus. Jlas nepsoro ckanmposanust suibepire npodmas Moii kom-
nurorep 1 HavuTe KHonky Ckauuposars. boaswe 1ot npoduuis Bav ne nosaiodirres,
Pa3BE YTO HA TOT CAVHAI, CCTH BB MO KAKHM-TO NPHYHHAM BPCMCHHO OTKTIOHATH AHTHBHPYC,
CKaHMPOBAHKC FAIMCT MHOIO BPEMCHH, NO3TOMY 3ANACAHTECH TCPIICHHCM.

Mpodune Kpurnyeckue 30HbI HVAKHO HCNOAbL30BATL I PrVAAPHOI, CKAKCM. pas
B Heaemo, nposepku. [Mpodmar Win_UserDir ckammpyer Bam aomammmii Karaaor u
cucremuntit karazor Windows. [lpodguus [onexk mnmonckoro IO nossoaser naitmn
NPOrpaMMBbI-LINMHOHK (Spyware).

Ocraasusic npodiun s cozaan camocrosreavo. Jlas cozaanmns coGCTBCHHOIO npo-
Guas (manpuyep, s nposepkn Gacwkn) vaxmure knonky Cosaars npodpuas. B or-
KpwiBuIeMca okHe (puc. 7.6) seeante Hazsanue npoduas u ¢ nomoumbio knonku Jloba-
BHTb J00aBbTC OOBCKTHI CKAHHPOBAHMA (AMCKH M KATAI0TH),

€ llpodmns Crammposammn O X

Ving:

@ Torous Moy Omow

Puc. 7.6. Cospamme npoduna Cranmposammun

Ha puc. 7.7 n3zo0paxeno okno ckannposauns (seiOpan npodpuaes H). Ha puc. 7.8
H300PAKCH PE3VIBTAT CKAHUPOBAHMA — ONACHBIX OOBEKTOB HE OOHAPYIKCHO.

Beprenmes cHoBa Ha BKAAAKY AHTHBHPYC (M. puc. 7.4). Mbl ViKC BBIACHHIN, KaK 00-
HOBJATH AHTHBHPYCHBIC 0a3n M KAK NPOMIBOAMTE PYMHOC CKanuposanue, Pacemorpin
APYTHEC KHOMKH HA ITOI BKIAAKC:

0O Kapantun — onacusiit (3111 NOTCHUMAIBLHO ONACHBIIT) 00BCKT MOKHO OO nomcc-

THTH B KapauTiH, Ando vaaauTs. Jlannas KHONKa oTOOpaKACT CNHCOK BCEX H30IHPO-

BAHHBIX OOBCKTOB,
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€ CraHuposaHue: H

Cranmpyem: H
Cramyc: C\windows\system32\csrss.exe
© nNpocxanuporano obrexroe: 4 Hauano: 13.02.2011 17:47:25
@ O6uapyxeHo onacHuix o6vexros: 0 Anwrensuocrs:  00:00:02
[V Nosepx scex oxoH
@ Momowe :" J Ocranosms

Puc. 7.7. MNpouecc ckaHWpoBaHUA

€ Cranuposanwe: H - 3asepweno

Cranmpyem: H

Craryc: CKaHMPOBAHINE 33EEPLUEHO
© nNpocxanupoearo obvextoe: 1091 Hauano: 13.02.2011 17:47:25
Q O6HapyxeHo onacHbix obvextos: 0 Dnwrenshocare:  00:05:53

[V Nosepx scex okoH

9 Dovows 3aKpeiTe

Puc. 7.8. PesynbTaT cCKaHUpOBaHUA

€ 3annaHMpPOBaHHDIE CKAHUPOBAHMA a

Hassatme pacmcatus
Weekly Virus Scanning
EXEHEAENDHOE CKAHUDOBAHNE

&9 Donows NpvmerTs Ornesa

Puc. 7.9. 3annaHupoBaHHbIe CKaHUPOBaHUSA
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O Kypuan cobbiruii AHTHBHPYCA — L1CCh MOKHO MPOCMOTPETL CHMCOK COOBITII
AHTHBHPYCA, B TOM YHCIC HHOOPMALMIO O HAACHHLIX BHPYCAX M APYIHX BPCIOHOC-
HBIX [IPOrPasMMax,

0O Ornpasure Gaiisibl HA NPOBEPKY — BB MOKCTC OTNPABHTL NOJ03pHTCIbHBIC (ail-
Abl HA NPOBCPKY PaspaboTHHKAM AHTHBHPVCA.

0 3anaanupoBannbie CKANNMPOBAHHA — TMO3BOANCT 3AMUIAHHPOBATH AHTHBHPYCHBIC
npoecpkit. HamMmuTe 31V KHONKY. 1 BBl VBILINTC CIHCOK JANIAHHPOBAHHBIX CKAHHPO-
sanmit (puc. 7.9). Bubepure cxencacasnoe ckanuposanne n naxsmure kuonky [lpa-
BuTh. B orkpuismesmca okue (pre. 7.10) Bbt VBIANTE, HTO CKEHEACTBHOE CKAHHPOBA-
HHC 3AMIAHHPOBAHO HA KAAKIOC BOCKPECCHbe 1 OvaeT npousseacHo 8 12:00. Ecan amu
NAPAMETPL BAC HC VCTPanBAOT, aMeHUTe X, [Tposepars kKOMNBIOTEP Hawe, Yem pas
B HCACTIO, OOBIMHO HCT HCOOXOMMOCTH, OCODCHHO, CCIN BBl HC OTKITIOMACTC AHTHEN-
PVC HA NPOTHACHUN HCACN,

O Mpoduan cKAHMPOBAHMA — NOMHUTES, Y\VTH paHbiie Mul BuOHpaan npoduas cka-
HupoBaHiA npu pyvauoil nposepke”? Mavenirs napamerps npodivicii (Vasars, Kakue
HMCHHO JIMCKH M KATIONH J0.DKHEL CKAHHPOBATLCH) MOKHO ¢ nomousio knonku [po-
Guan ckammposanns. Bulbepure nurepecyiommii sac npoduas (puc. 7.11) n na-
avure kuonky [pasures. Bu veianme cnucok xaranoros, nmoajscxammx nposepse
(prc. 7.12). Hyikno OTMETHTS, HTO BH MOKCTC PCAAKTHPOBATL TOALKO COOCTBCHMBIC
npodian, PEAAKTHPOBATL NMPEAONPEACICHHBIC NPOPILTH HEIBIA.

Knonxa HacTpoiiku cKaHupoBanms, OTKPHBAIOWAN OIHOMMCHHOS 0kHO (puc. 7.13), sa-
CAVAHBACT OTACTBHONO PAsrosopd. B 310M OKHE BH MOAKCTC HIATh BCC MAPAMCTPS AHTHBI-
pyea. BroTH 20 oTkmodeHins nocaeanero. Ecam wa skaaake Cxkannposanne B peassHom
BpeMeHn BuOpaTs ¢ NOMOWBIO nosyHka sHavcHie Heaxrusen, 1o avmusupye 6yaer or-
KOMCH (TOUHCE, OTKPHBACMBIC (Dailabl i SAUTVCKACMBIC NPOrPaMMBl HC OVVT NpOBCPsTLCH
B peatbiom spesvenin). HacToSTe ImHo He peKOMCHINIO OTITIONATE aNTHBIPAC,

4
|

Puc. 7.10. NapameTpe! 32NNAHMPOBAHNON NPOBEPKM
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C [lpodmnm cKaHMpPOBaAHMA

Hassarume npoduna
Moit KoMnbroTep

fQobasuTe...

KpUTHU4ecKHe soHs!

i [OpasuTo...

Win_UserDr

Den

H

Nownex wnuoraxoro Mo

d Momows

Yaanute

MpuMeHUTL OTtMeHa

Puc. 7.11. Cnucok npocunen ckaHMpoBaHus

C [lpodmnb CKaHUPOBaHMA =B
Wms:
H
Crmcok 06 beKToB CKaHMPOBaHUS:
Myt
CIH:\\ |
ZOobasuTb... Yaame
&) Nomows MpyMerTs OtmeHa
/

Puc. 7.12. MNapameTpbl Npoduns ckaHMpOBaHUA
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Pwe. 7.13, MNapasmaTpsl CEAMMPOBAHWA B PAANEHONM BEANE A

o ysoauamino menoassveres KymyasTususiii posus — oH 0DCCneumnBacT onTi-
MATBHOC COOTHOWICHIE OC30NacHOCT MPoMIBOANTEILHOCTE, B JToM peacive OTKpBI=
BACMBliT OOBCKT NPOBSPACTCA TOABKO B TOM CTVHAL, SCIH OH HE DRI MPOBEPEH ¢ MOMEH-
Ta NOCAEAHErD OOHOBACHIA AHTHBHPYCHBIX Das.

Pewm [lo aocryny obecneunBacT HANBRICIIVIO DCIONACHOCTE — MPOBCPACTCA KakK-
ALl OTKPEIBASMBI (AN W KAKAAR 3anyeKacMan nporpaMya. Ecan Bel HA NPpOTAHSHHHA
JAHA JAMVCKACTE OQHY M TV #C MPOrpaMMy HECKOMBKO Pas, KA#Awil paz oHa Ovaer npo-
BCPCHA aHTHBUPYCOM. TTOHATHO, YTO TAKOI PeAHM OTPHLATCILHO BIAHACT HA NPOHIBO1N-
TEABHOCTE CHCTCMBL,

3aDBIBMHBLIM NOIBIOBATCIAM PCROMCHIYCTCA BETHOMHTD NApaMeTp ABTOMATHYECKH
obunoBasTe anTHBHpyCcHyY0 Daly — Gaza OvaeT oDHOBANTLCH NPH HAANYIN 0DHOBIC-
wiit Ha cepeepe Comodo (00sMHO 3TO NPONCKOINT KA ACHE).

Mo vaomanmo 3azan Hmkwiil vposews sppicTiteckoro anannsa. C Toukn peHis
IIPBI‘I'.!—EG.J.HTE:IJ:HDETII — 370 OOTHMAIBHOE FHAMCHHC. EE:IH = BiC IErKid CTCMCHb
napanoiin, BubcpuTe Buicokuil vpoBcHe, A BOT €CAH BB HE BEPHTE B JBPHCTHEY
(a 3pa'), TOraa OTKAKMHTE AHATHS (IHAMCHHC Orrmouen).
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€ HacTpoiKM CKaHMPOBAHHA x

3 o | AKIOER
G Bp PynH0e KEHDOBAHNE

HacTpoinar

¥ CxarmposaTs nansTs npu crapTe

¥ CxanmposaTs apxse: (sanpumep, *.2ip, ".rar n T.n.)

[7) AsToMaT/ecKi OGHOBNATS SHTHEVPYCHYIO 533y NEPEA CXa¥POBaHAEN
[ ] BxrwoTh oxarmposanie 5 obnaxe

YPoBeHs IBPACTUNECKOro a3 Hoo

He oxarmposaTe daiins pasmepor Sorswe (M5) 700

@ Do oK Omrena

]

Puc. 7.14. NapameTpbl py4HOro CKaHUPOBaHWUSA

€ HacTpoMKm CKaHMpoBaHMA x

o B8 Bp I Py #0€ CKPOBIHAE

3annarposaece CXAMMPOBaMe NOUROdErMs

Hacrporac

[V CxamposaTe nanats npa crapTe

M Crarmposats apxites: (wanvmep, *.2p, *.rar n1.n,)

[7] AsTomaTiveas oTnpasraTe obHapyxeHHe onaceie 0BvexTE! B KapaHTIM
[V AsTomaTirsecst 06HOBNSTE aHTUBHDYCHYIO Gasy Nepea CxanpIsaHien

[M MoxaswoaTs xoa acarwposarsis

[ Bxmorarms acanmposasme s obnake

Yposert SopucTUHETKOro aHava Onaowsn

He cxamnposaTs daitns pasmepom fonswe (M5) 0

@ Torows o 0

Puc. 7.15. MNapameTpbl 3annNaHUpOBaHHOIrO CKaHMPOBaHUSA
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Qaivtel pasvepom doaee 10 Moairr no ymMoTHasHio He CKaHHPYOTCA. Brpyesr — 3710 J0-
BOTBHO KOMTAKTHBIC MPOTPaMMbl, H BPSA JIH OHI OVIVT 3aMeucHBI B OrpoMHBIX aiitax. Xo-
TH HCKTIOUEHHS TOKe OBIBAKOT — HHOTAA BHPYCH MACKHPYVIOT MO CAMOPACTIAKOBBIBAKOIIHC-
ca apxusbl RAR. Toraa pazmep daiina MokeT COCTaBIATE HECKONBKO COTCH MeradailT, a ko
BHpYCA OyveT 2aHMMATL HECKOIBLKO KiwiobaiT ot Beero obdvema Takoro daiina. Ecam sam
HYAMHO NposepuTs Gailt SOILICIO pasMepa, 3AMmyCTHTC PYMHOC CKAHNPOBAHHE — B PYHHOM
PCAKHME TOAC CCTb ONPAHHYCHHC HA PAIMCP NMPOBCPACMBIX (AiI0B, HO Bbl MOKCTC CI0O VCTa-
HOBHTH MAKCHMATLHO Ooabimn (puc. 7.14). 5 veranosi Makcumanstsiii pasmep daitia s
PVHHOro ckanuposarms pastsiv 700 MGairr (no ymomuanmo 20 Moaitr). Ocranbhbie napa-
METPBI PYMHOTO CKAHHPOBAHNS PECKOMCHIVETCH OCTABHTH KaK CCTh,

IMapaveTprl ZanIaHMPOBAHHOIO CKaHMpoBauus (puc. 7.15) noaoOHBI aHAOrHYHBIM
napamMeTpaM pPyYYHOrO CKAHHPOBAHHS W CKAHHPOBAHNS B PeasibHOM BpeMeHN. Bbl MoxkeTe
BKTIOYHTE HIH BRIKTIOMHTE MPOBEPKY NAMATH, VCTAHOBHTH MAKCHMATbHBII paiMep npo-
BCPACMBIX OOBCKTOB, ONPCACINTL, HYKHO JIH CKAHHPOBATL APXHBLI H OOHOBIATE AHTH-
BHPVCHVIO Oazy nepea ckanuposannesm. Ckannposanne B 061aKe 03HAMACT, MTO CKAHM-
pvemuie daitisl asTuBpyC OVACT NPOBCPHTL OHIANH, CBAILIBASCH C AHTHBHPYCHOI
Oazoit 8 Murepuere. Takoil peaus noaxoaur, ¢can v Bac HET OOHOBACHHOIN aHTHBHPY C-
HO# Gasel WM AaKE HET ¢¢ BooDwE.

Ha sxaaake Mexumouyennss Bl MOKCTe 200aBHTH NPOrpaMMbl. KOTOPBIC HE HVAKHO
CHMTATL BUPYCAMM, XOTH AHTUBHPYC B HUX U VCOMHMIICH,

Mol paccMOTPEaN NPAKTHYCCKH BCC BOIMOMKHOCTH AHTHBHPYCA, M nopa nepeiTu
K HacTpoiikam Opanamavapa. Ho nepea amim B3rnsunTe Ha puc. 7.16 — Tak Buirasamr
OMOBCHICHNE O HAILICHHOM BHPYCE,

COMODO Onow:

‘—W)-iﬂ,‘ VXXeH OnacHl N' f l‘,--"

Wase Heur Dual. Extensions@-1
hyme: C\Users\[esnc \DOWNLOADS\HLASHGET 3.50112...
Mogpotres:  Visshopmaumn orcyrcreyer

? = (FETan (S r—

Puc. 7.16. Haager onacHuin obvexr

7.3.3. Bknagka ®@aepeon

Bxaaaka @Paepsos OCHOBHOIO OKHA MO3BOIALCT VipasasTs Opamamayspom. Pacemor-
PHM BO3MOKHOCTH 3TOM BKIagku (puc. 7.17):
0O Kypuan cobbrruii @aepsona — npocMorp coObiTHil 1 onosewcHmit 00 arakax Ha
Ball KOMILIOTEP,
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COMODO "8, Ceonxa ‘Q AHymeup Saupra "2, Nononsm

Internet Security PREMIUM

XypHan co6uiTui Paepeona AKTUBHLIC CeTeBbIe

MpocmoTp 3anncei coBbimalt 1 CArHENbHLK noaxIoHeHns
ONOBeLLerN! O BOIMOXMbIX ATAKAX M3 BaW
NpoaxTueHan 33wWuTa gl MpocmoTtp Npunoxersalt, B Aaresit MOMENT
NOAKNIDYEHHBIX K MHTEPHETY. C YKa3aHIEM
oTkAoueHa! IP-apgpeca, nopTa, npoToxona u Tpagwika
COB BAHEHIA
Brarountb ceivac
1 NoGasnTb nOBEPEHHOE 3 Macrep Ckpuiteix Mopros
- npunoxexHwe Cosnarue Habopa rnolansHsd NDasun,
Cosnaume npasun, paspewaniwx padoty BNHAOWMX H3 BUIMMOCTD KOMNBOTEDS B CETM

MPUNOXEHNAM, KOTODbIM Bbl A0BEPAETE.

-& [loGaeuTs 3a6n0KMpoOBAHHOE @ Hacrpo#xm Paepsona

I npunoxexHwe TOSBONRET HACTDOMTD PASNNYHDE ONLIAN
Co3panme npasun, Gnoxrpyroux patoty Paepsona. Takue Kax yposeHs Besonacrioc
MOUNOXEHIN, KOTODGIM Bl HE A0BEpRETe. “acToTa onoBseuleHAl it Jpyroe

W Monurukm ceteson
*% GezonacHocTu

Co3spanme » peaaktvposarme npasun
SUNSTPELUM NEKSTOB ANA AOCTVKEHIUA
MAKCUMENEHO 39@exTHBHOM paloTs
Paepeona

Puc. 7.17. OcHosHoe okHo Comodo, Bknagka ®aepBon

O /lo6aBuTh A0BEepeHHOE NMPHJIOKEHHEe — Bbl MOXKCTC J00aBHTh NMPUIOKCHHE, KOTO-
pomy paspemeH goctyn K Mateprety. dacpBon aBTOMaTHUECKH PACcro3Hal BCE MOH
nporpaMMmbl (Opaysepel. mouToBblii KaueHT, uTorrent, ICQ-KaHEHT U ap.). MOITOMY
MHE HHUYETO HE MPHILIOCH A00aBIIsATS;

0O ldobaButh 320,10KHPOBAHHOE MPHJIOKEHHE — HCKOTOPHIC MPOrpaMMbl MPHHYIN-
TEJIBHO TNMPOBEPSIOT HAAMUMEC OOHOBICHHMI (OTKIIOUWTH MPOBEPKY HEIb3s), a MOTOM
HAJ0€JAK0T BaM COOOMICHUAMH O HATWYMHM OOHOBICHHI. Takoe MpHIOKEHHE MOJKHO
100aBUTh B CIIHCOK 3a0n0kupoBaHHbIX. PaboraTe OHO npoaosukur, HO goctyn K Un-
TEPHETY A1 TAKOTO MPHIIOKEHHs Oy AET 3aKPBIT:

O INoauTuku ceTeBoi 0€30MaCHOCTH — BBl MOXKETE CO3AaTh M OTPEAAKTHPOBATH YIKC
uMmeroumecst npasuia Guastpauuu nakeros. Hanpumep, 3anperurs (uan, Haobopor,
pa3speLIMTh) TOM MM MHOM mporpamme oOpamarsest K OnpeAcaeHHbIM noptam. Ecin
Bbl HAYMHAIOLIWI I0/Ib30BATE/Ib, BaM JIy4lIe CHOJA JaXKe M HE 3aXOJUTb — IYCTb
Opanamayap paboraeT B aBTOMaTHUECKOM peskume. OCHOBHBIC MPOrpaMMbl OH pacro-
3HACT CaM. a CC/IM Bbl MOMBITACTECh 3aMYCTUTh HCU3BCCTHYIO OpaHIMayapy Mporpam-
MY, KOTOPOH HY’KeH JocTyn K MHTepHeTY, OH CrpoCHT Bac, 4TO AeNarh C 3TOil Mpo-
rpaMMO¥i — pa3peLINTh WM 3apPETHTh JOCTYII:
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O AKTHBHBbIE ceTeBble NMOAKIIYEHHsI — 3¢Ch MOXKHO IMOCMOTPETh, KaKUE MpOrpam-
MBI B JaHHBIII MOMCHT HCIIONIB3YIOT ceTeBbic pecypebl (puc. 7.18). Ecan Bo3HHKHET
MOJ03PEHUE, YTO MPOrpaMMa 3aHUMACTCSI YEM-TO HE OYEHb XOPOLIMM, IIEIKHHUTE Ha
NOAK/TIOUCHHUH TPABO KHOMKOIT MBIIIN U BHIOCPUTE KOMAHAY 3aBepPLUHTDH MOJKJIIO-
YyeHHe;

O Hacrpoiikn ®aepBoJia — BbI3bIBACT OKHO HACTPOEK OpaHaMayspa;

O Macrep Ckpbiteix [TopToB — 0 HeM y4LIe TOrOBOPUTH OTACIBHO.

€ AKTMBHDIE NOAKNOUEHHA - 0 X
MpoToxon ACTOUMMK MecTo HasHaueris BaitT npemaTo Baitr otnpa... | 4
L o CrywseT:7438 0E 08
=) @ chrome. exe [3104)
- TCPOUT 109.95.33.107:2006 74.125.87.101:80 668 2,4KB {536...
- TCPouT 109.95.33.107:2020 87.248.217.253:80 668 668
- TCPOUT 109.95.33.107:2007 74.125.87.101:80 668 668
|- TCPOUT 109.95.33.107:2021 81.19.66.238:80 s88 668 i
- TCPOUT 109.95.33.107:2008 74.125.87.101:80 668 668 ;-
- TCPOUT 109.95.33.107:2022 85.202.241.54:80 668 668
- TCPOUT 109.95.33.107:2009 74.125.87.101:80 668 668
- TCPOUT 109.95.33.107:2023 81.19.66.97:80 628 668
- TCPOUT 109.95.33.107:2010 217.73.200.219:80 668 668
- TCPOuT 109.95.33.107:2024 209.85.135.118:80 668 668
- TCPOUT 109.95.33.107:2011 217.73.200.219:80 668 668
- TGP OUT 109.95.33.107:2025 195.131.10.152:80 668 668
- TCPOUT 109.95.33.107:2012 92.123.132.20:80 668 668
|- TCPOUT 109.95.33.107:2013 92,123.132.20:80 668 668
- TCPOUT 109.95.33.107:2003 195.131.10.152:80 48KB{7,4...668 Y
W Dorowe 3aKpoiTh
s

Puc. 7.18. AKTUBHbIE NOAKNIOYEHUS

Jns mawana pasdepemcs. uto Takoe nopm. J{ns oOpameHHs K KOMIBIOTEPY HYKHO
3HaTh ero ums (umm IP-agpec). Hanpumep, korpa e BBoaure URL B Opaysepe, Bawm
komnbioTep mony4aet [P-aapec kommpioTepa, K KOTOPOMY Bbl XOTHTC OOPaTHTBC.
U noceutaeT Ha Hero 3anpoc. Komnbiorep-HazHauenne npuaumaet Bam 3anpoc (TCP-
MaKET), HO YTO ¢ HUM JenaTh Janbiue? Beab Ha koMnbroTepe MOTYT OBITH 3amyIICHBI HE-
CKOJIBKO ceTeBbIX C1y:k0: BeO-cepBep, FTP-cepsep, nmourosslii cepsep u T. 4. Bee 310 —
OTACIBHBIC MPOTPAMMBbI, KaKOH MporpaMMme nepeaaTh moaydcHHbId maker? Tak BOT,
B 3aroJIOBKE MaKeTa €CTh CIELUAIbHOE MNoJje: Nopr. [Io HEMY M MOKHO COINOCTaBUTH I10-
JYYCHHBIH MAKET M MPOrpaMMy, KOTOpoii oH aapecoaH. OHAKO HE HY)KHO AyMaTh, YTO
MOPTHI €CTh TOBKO Ha cepBepax. OHHM ecTh Ha MTHOOOM KOMMBIOTEPE, TAC YCTAHOBICHA
ceTeBas omepauHoHHas cuctema. Tompko HoMepa mopToB OvayT otamyarses. Ha paGo-
YHMX CTAHLMAX YaIIE BCEro OTKPBITH MOPThl 135 u 139 — oHM ucnonb3yroTes cayxO0i
oOmero goctyma K aiinam u npuaTepaM. JlaHHBIC MOPTHI JyYIIE 3aKPbITh OT MOCTOPOH-
HHUX I71a3, YTOOBI HHUKTO HE CMOT MOJAKIKOYHUTBCS K HUM H MOAYYHUTH AOCTYI K BALIUM
¢aiinam 1 mpuaTepamM. MacTep CKpPBITHIX MOPTOB MO3BOSIET ONPEACIUTD, KOMY MOYKHO
MOAKITIOYATHCS K BALIEMY KOMIBIOTEPY, @ KOMY — HET.
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€ CkpbiTble nopTbi x
"'0
J

3aAaTh HOBYIO JOBEPEHHYO CEThb U CKPbITb MOW NOPTHI NS BCEX OCTaNbHbIX

A CAeNnaTb Ball KOMNBIDTEp BUAUMBIM TONLKO B CRTAX, KOTOPbLIE Bl yKaXeTe

b OnoBewaTb 0 BXOAAWMX COSAMHEHUAX U NPUHUMATbL OTAeNbHOe pelweHue Ans

Kaxoro nopra

Cozpaiite #Habop rnobancHbix n 1PK KOTOPOM Bbl DysieTe nonydaTh 3anpocsl Ha
pazp e N00bIX BXOAAWMX COEAMHEHWIA. 3TOT PEXUM NPEeACTaBNACTCA NONE3HLIM NPK
pabore 8 0AHOPAHroBbIX CETAX M Npu paboTe C NPUNOXEHUAMH H3 yAaneHHOM pabouemM

cTone, xoraa HeobxoauMa BUAHMOCTE BaWEro KOMNLIOTEPa.

% BnoKupoBaTh BCE BXOASLME COSANHEHNA U CKPbITb MOM NOPTbI ANS BCEX
BXOAAWMX COE.L]MHEHMﬁ
NopTu Bawero KoMnsioTepa byayr
DNoKs Tk 2 BXoAAUM
yA0OHu 1 Be30nacHbLIn Bapy

NnA Bcex ceren n @aepson byaer

1€ coeguHeHmna. Una DONBIWMKCT N Barenen 3To caMm

@ Tomows
Puc. 7.19. MacTep ckpbITbiX NOPTOB
3amycture mactep (puc. 7.19). Ecim Bbl — OOBIMHBIN JOMAUIHHUN T0/Ib30BATE b,

Y KOTOpPOro aoMa HCT JIOKATBHOM CETH, a €CTh TOJIBKO OAHWH KOMIIBIOTCP. l'lO,IIKJ'llO‘-lCHHbIﬁ
k MHrepHery, BoiOepure Tpetuii Bapuant. BiioknpoBaTh Bce BXoasiliHe COeMHEHHSI
H CKPbITb MOH NMOPTbI JAJIsl BCeX BXOASILHX COeAHHEHHIH — OH Haubosee Oe3onaceH.
Bropoii BapuanT, koraa 6panamaysp OyaeT OnoBewmaTh Bac 0 KakJA0M BXOASIIEM COCAH-
HCHHH, IIOJIC3CH AJIsI OIIBITHBIX MOJIb30BaTEIICH, KOTOPBIC 3HAKT, YTO ACIAKOT. O,ZlHaKO
MOT'Y BaC 3aBEPUTh, YTO ITOT BAPHAHT OUEHb OBICTPO BaM HAJOECT, JAAXKE €CIH BbI OINbIT-
Helii monb3oBateab. [lepseiit BapuanT: 3aaaTh HOBYH J0BEPEHHYH CeTh H CKPBITh
MOH MOPTHI AJISI BCeX OCTAJbHBIX — I03BOJSICT 3aJaTh CCTh, KOMIIBIOTCPBI KOTOPOI
CMOTYT YCTAHABIMBATh BXOIINC COCANHCHMS C BamkM KommbiotepoM. ITogoiiaer, ecnu
y Bac ¢CTh HCOOMBIIAS JOMAIIHSIS CCTh, M BAM HY)KHO Pa3pCUIMTh B3aUMOACHCTBHE MCXK-
AY €€ y3IaMM, HanmpuMep, 4ToObl APYrue KOMIBIOTEPbl CMOTIH MEYaTaTh HA MPHHTEPE,
MOAKIIOYCHHOM K BalIeMy KOMMbIOTepY. BbiOpaB 10T BapuaHT, BaMm Haao OyAeT ykaszaTh
JOBEepeHHYI ceTh, Hanpumep, 192.168.1.0 (agpec cern y Bac OyaeT Apyrum, a Kakum
MUMCHHO, JIVYLIC 3HATh BaM — BbI K€ HAaCTpauBa/IH CCTb).

Teneps nepeiiaemM k OKHY HACTPOCK OpaHIMay3pa, OTKPHIBAIOLIEMYCS 10 HAKATHIO KHOTI-
ku Hacrpoiiku ®aepsona Ha Bkiagke Paepsoat (cm. puc. 7.17). Camblii riaBHbIi MapaMeTp
HAXOJHTCS HA NEPBOIi BK/IaAKe OKHA HacTpoek (puc. 7.20) — Pexum Paeppoua:

O BaoxupoBatb Bce — OyayT OJOKHPOBATBHCS BCE COCAMHEHUS. Y CTAHOBUTE ITOT pe-

JKHMM, €CJTH €CTh MO03PEHUS HA CETEBOI BHPYC,

O IMonb3oBaTesbeKast MOJHTHKA — OyJAET HUCIOIB30BATHCS OMPEAC/ICHHAS BAMH IO-

JUTHKA ceTeBOMH Oe30macHoCTH;

O be3onacHblii — ONTHUMAIbHBII BapUAHT ISl €KCIHCBHOIO MCIOJIb30BAHUS OpaHi-

Mayspa;
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€ Hacrpoikn Qaepeona x

Ofuwme HACTPOIIKY | HacTporixy onoseweri | Pacumpersiie

Pexxum Paepsona

- MPUMEHSIOTCA NONMTINGA ceTesol BesonacHocTH

- 33NOMUHAETCA NCXOARALLAR CETEBAR aKTUBHOCTL

MonbsosaTensoxas  DE30NACHBIX NPUNOKeEHIS:

NOAUTIUKA - Monb30BaTeNb ONOBEWAETCH O CETEBOI AKTUBHOCTH
HEM3BECTHBIX NPUNOKEHIT

BnokuposaTte Bce

BesonacHbiin
O6yuenue

HeakTuseH

OrobpaxaTh onoBeweHHs 8 Tewerme (cexyHa): 120

¥ Co3aasatb npasina Ans Be30NacHBIX NPUACKEHIT

w loMowlb OK Otmena

Puc. 7.20. MNapameTpbl 6paHgmayapa

O OOyuyeHne — peKUM OOYVHUCHMS, TMOJC3CH B MEPBBIC 2—3 AHS TMOCIE YCTAHOBKH
Comodo. Bpanamaysp OyaeT 3aaBaTh MHOTO JTHIIHMX BOMPOCOB B npouecce paboThl,
3aTO Bbl CMOJKETE €ro J0BOJIbHO TOUHO HacTpouThb. [Tocrapaiitecs 3a 31 2-3 aHs 3a-
IyCTHTb BCE CETEBBIC MPUIIOKEHHSI, C KOTOPBIMHU Bbl 00bIYHO paboTaere:

O HeaxtupeH — OpaHamay3p OyAeT OTKIIIOUCH (HE PEKOMEHIYETCS).

7.3.4. Bknagka 3awuma

Yro Ttakoe npoaxmuenas sawuma, Mel yke 3HacM. S oGeiman pacckasaTh, MOUCMy €€
MHOTJa HY)KHO OTK/IIOYAaTh. 3aJa4a MPOAKTHBHOH 3aIUThl — OMOKHPOBATH Pa3IHUHBIC
JCHCTBUSL TMpOrpamMM, KOTOPBIC MOTYT MOKa3aThCsi ¢ moaospureabHbiMU. Hampmmep,
HEKOTOPBIC BUPYCHI (MX HA3BIBAKOT 3arpy304HBIMM) MOTYT MOAM(PHLMPOBATH 3arpy34yHK
ONCPALIMOHHON CHCTEMBI, YTOOBI 3amyckaTbesi BMecTe ¢ Heil. Ho 4ro aenmatsb, ecinm BB
CKayaaM MporpamMmy AT PEAAKTHPOBAHMS 3arpy3uMKa M JKEIAeTe €0 BOCMOMb30BAThCs !
Beap npoakTHBHAs 3alHTa MOJKET MOCYUTATH IPOrpamMMy MOJO3PUTEILHON U 3a0/I0KuU-
pyer ee. B aToMm cnyuae 3amuTy aydiie OTKAIOYNTh. [TOTOM BKIIOUHTE €€ — Kak TOJIbKO
CZeJaeTe, YTO BaM HYIKHO.

JIns BKITIOYCHMS/OTKIIOUMCHHUS 3aLIUTHI TIepeianTe Ha BKIaaky 3awmura (puc. 7.21) u
Haxvute kHonky Hacrpoiiku IIpoakruenoii 3aummrer. B otkpeiBiemes okse (puc. 7.22)
Bbl MOJKETE BbIOpaTh peskum padorsl 3awutel. CripaBa OT MOJI3YHKA MPUBOAMTCS OMKUCA-
HHE KQXKJ0T0 pekuMa — B OOIBIIMHCTBE ciiyyaes Bac yerpout peskum Yucrsiii K.
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COMODO

Intornet Socurity PREMIUM

Mpoakivesas sawmnia

OTKAKOUEeHA!

Braroynrs ceivac

B Csonoxa

o AHTHBMD. # Paepson

Kypran lNpoakimsHOA 3oum Tl

Mpocmo ™ 3anucedt cobumit. onomeuLeM 1
vep, npegpwraTex Mpcakvenod 2awniod

Jllosepentnie Ppainn
Ynpasnerws noxansHoa 6a30f asroix

Sesonacrsix acnonAeMs GaRNos
NoNesoeaTens

Heonoawanuwe hafns

MpocmoTtp crucka coHapyxeITBx
HEONO3=aHHEX ®anos. [ Tex nop. NoKa am
Tafm He GyayT NpvsHETS! NONSI0saTeNnen
A0SEPerHLMA, OHA DYayT 2B TOMITHYVETKM
n3ompoeaT™cer 8 Sandbax

MonnTrka GezonacHoCcTM
KOMNLIOTEpa

B atom pasnens esi moxeTe
CROHPUr YDITOSATS DESVE-DE NDSSUNS 1
wacTpoasan Mooaxrverof Jawwm

Puc. 7.21. Bknagka 3awumra

Nononrw

Crnmcox aKT1nBHbIX npoueccos

MPocMo TP CNNCXa NPOLRCEON, B ML
MOMENT SENYLLEHHSD HE KOMNSO TEpE

JanycTmTe NporpamMMy B
Sandbox

Booposibi sanycx nporpamm & Sandbox

Hacrpo@xm MNpoaxkTusHoA
Jaunpared

B avom pasaene sbi MOXETE UIMEHITS
PAINAMIE MICTDOAKA W 3ACTABUTS
Mpoakmseno 3acinty patoTas CornacHo
CRSLATARECKIM SEUNTHEM TRAGCSEHNA
KOMNBXTEPa.

€ Hacrponkwm lNpoaktueHon 3awmrol X

Hacypoiu Sandbox : I
Obuwime HacTposn

Pexxnm Mpoaxrmsnoin auwurs

HACTPOIKA MOHUTODMANa
HACTDOMKIA KOHTPONR HCNONHEHIA

MNapanovgans e
- MonuTiaxi He30NacHOCTY KONNSIOTEPS Ha
N NPUNEHRIOTCR
BesonacHbet - Bce peicTeun paspewese
WiecTout NK
Obyverse
HeaxTisen

OToSpEKaT ONOBEWEHIA B Tederme (CexyHa):
(] BROKMPOBATE BCE HEMIBECTHSIE 33NPOCHI, B NPUNOXEHNE 3E<DHITO
[[] OTemosiTh NPOAKTHEHYIO 3aWMTY (NOTPeSyeTcs NepalarpysKka)

[C] Cosnasars npasuna ans 6E30NACHIX NPUACKEHIA

@ omous

OK Otmena

Puc. 7.22. NapamMeTpbl NPOaKTUBHOW 3aLUTLI
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€ Hactposum lpoascrmanos Jaugmre

\?Mvvwo..'o aonyﬂ ® rm ¥ Mpepamasse palo T NpMNOesest

WV Xpon Windowes Xy cofermmt v Oxomee cootwerets

¥ Mmcrannmps apaiieepcs yCTpodcTe V) DS RPC xmeToaas cryxba

¥ COM repdeiay W] X mown peecrpa v Gaitne frara

¥ Svnriecas namsTe 7 Mosreo M Anoo V Krssmatypa
Compus o Ormems

Pwuc. 7.23. Bunaaka HacTpPOMKM MOHUTOpPMHIa

Mpvnowssie PID MocTamuiw [Mm nome0...  Yposess Sa... Peweme -
B e [T T T N e T T A R
= ) System + NT AUTHORL... MesTusss fosepersioe =
L 5 orss.exe 464 Morosoft Corporason NT AUTHORL .. Messctumen Lcmepersce
= |orss.exe 556 Moosoft Corporation NT AUTHORL... Hescrvmen  [lomepersioe

=) ® 7wt exe 5% Maosoft Corporation NT AUTHORL... MeaxTvsen Doeepersioe
=] ¥ | services exe 700 Mcrosoft Corporaton NT AUTHORL... HeacTupen Lioeepeisice
-] iswchostexe 900 Moosoft Corporason NT AUTHORL... HeaxTupen [ooeperrioe
t . WeniPrS,.. 2., Maosoft Comporation NT AUTHORL... MescTvpen Loeepermoe
® {asghost.... 3... Boscryptinc, Ao KA. .. Faacveen Loeapersoe
- |» (CLPSLS.exe 9% COMOCO NT AUTHORL... Heacrvpen Loeepersice
- W iswchostexe 960 Mrosoft Corporation NT AUTHORL... Heactvnen Loeepervioe
. » (HPFSService. ., 992 HewlettPackard NT AUTHORL. .. HescTimas [ ome e oe
- [ iswchostexe  L.. Mcosoft Corporason NT AUTHORL.. Heaxnveer  [osepersios
- W londagent.exe 1., COMODO NT AUTHORL... Mesciusen Loeeperwioe
b |w Tsvchost.exe L... Morosoft Corporason NT AUTHORL. .. HeaxTweew [1oeepersne
b=l 0 TAR2evcexe L., ATI Tedwologes Inc NT AUTHORL... Hescrmes Domepersioe
@ rotes B

Pwuc. 7.24. Cnucox akTHBHLIX Npoyeccos
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Ecan Ha Bpemsi HYKHO OTKIIOYMTB MPOAKTHBHYIO 3amuTy, BeiOepuTe HeakTnBen., 3a-
Tem nocrasbTe prakok OTkarunuTs npoakTuBHYK 3ammTty, Haskmute OK u nepesa-
TPY3UTC KOMITBIOTCP.

Ha Bknaake Hacrpoiiku MmouuTopunra (puc. 7.23) MOKHO ONpPEACTNTD, KaKue ACH-
CTBHS IPOrpaMm OYAYT OTCICIKHBATHCS.

Tenepb BepHeMces Ha BKIaAKY 3ammra ocHoBHOro okHa Comodo (cm. puc. 7.21). Ec-
JIM Bbl YACTO MUCHO/B3YETE MPOrpaMMy, KOTOPast MOKET BbI3BATh MOJA03PECHHUE MPOAKTHB-
HOM 3amuThl, J00aBbTE €€ B CIIUCOK JOBEPEHHBIX MPOrpaMM, HaxkaB KHOMNKY /loBepes-
ubie ¢aitnbl. Knonka CnHcok AKTHBHBIX NMPOLECCOB OTKPBIBACT OKHO (puc. 7.24).
B KOTOPOM OTOOpA’KaeTcsi CIMHCOK MPOLECCOB B APEBOBMAHON (opMe, YTO HAMHOTO
yaoOHee OOBIYHOrO CIHMCKa MpOLECCOB, oToOpaxkaeMblii gucrerdepom 3azad Windows
— Cpasy BUIHO, KTO KOMY NMPUXOAUTCS "poautenem”.

Knonka 3anycrurs nporpammy B Sandbox no3soiser 3anycTur nporpaMmy B rie-
COYHHMIIE. 3aMyCKaHTE B MECOYHUIE HEMPOBEPCHHBIC MPOrPaMMbI, KOTOPBIC MOTECHIIHATb-
HO MOTYT OBbITb OMACHBIMH.

7.3.5. lononHuUTenbHbIe BO3MOXHOCTHU

Bknaaka Jdomomaurensro ocHosHoro okHa Comodo (puc. 7.25) coaepKUT KHOTIKH BbI-
30Ba OKHA OOLIMX HACTPOECK MPOrpaMMbl (MOJKHO U3MEHHTB TeMYy, O(hOpMICHHUE, ONPEACIUTh
HACTPOHKH JKYPHAJIOB, CMCHHTb S3bIK H T. I1.), OOHOBHTH KOMIIOHCHTBI BCEH MPOrpaMMel (a He
TOJIKO AHTUBHPYCHBIC Oa3bl), MPOM3BECTH AMATHOCTHKY B CITy4ac, €CIM NMporpaMma He pabo-
taet ¥ T. 4. C PpyHKuMsIMH, NPEACTABICHHBIMH HA 3TOM BKIQJAKE, AVMaK0, pasdepercs 1odoii
MOJTb30BATC Th, YMCIOUIMI YUTATh, MOITOMY MOAPOOHO MBI €€ pacCMaTpUBaTh HE OyaeM.

cCOMODO

iormet Security PREMIUM

B, Ceosxn B AuTuBup # Poepson + Zoumra

Nonossmren

@\ Hoctpoim ? MoceTnTs hopyMu NOAASPXIM

lpoakiuenas zawmra

oTEmodesal

Brniounrs cesivac

OGunime rac1podin ntemet Secuily, saumnta
FACTPORK NAPONEM, NADAMETIN! DEHCANEIS
250D RSLKA N TEMLI M TA

Ynpasneuwe MonMm

KOMDUIY PEUMAMMK

VavnopT, SKENODT vt YRANerve HaCTRoex
temet Secuty

ImarvocTmkn

Ftemet Sacurty repod cooluwn of oumbce?
JT0T MHCTRYMAKT NOMOKET ONPesenK T
npodinery

NpoBepnTh HanwuMe
osHoBNeHWA

fb)m HARGAE NOCARLSIC OSHOS He-E)
irtemet Scouty. wTolel ySeaMuCA, ¥TO ¥ DaC
YOIamOENEHd cK Yo D=aR SeDUAN.

Fyx+1a nemowss 7 Halprre 01821= #a Sauw
BorPacn N Sopymax COMODD

Cnpoexa

NoapoG-an rwoopsasn 0 COMODO Intemet
Secunty

O nporpamme

Vrcoomauws of 3810pCRMK NpEBEX N BEpCM
emet Securty

Puc. 7.25. Bknagka [lononHUTenbLHoO
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7.4. U\cnonb3oBaHue CTaHAAPTHOrO
opangmayapa Windows 7

Bosmoxno, sam ne nonpasurces Comodo Internet Securnity. Toraa nekoropoe spemsi,
MOKAa Bbl HE HAIACTC APYTYIO NOAXOAAUIVIO MPOrpaMMmy, Bam NMPHACTCA HCMOAL30BaTh
cTanaapTHbiit Opanamayvap Windows 7.

HvikHO orMeTHTs. YTo HOBBII Oparnamayvap Windows 7 10B01bHO rubOK B HACTpOiike
M 110 T0# caMoii rudKOCTH OH HE veTynacT 6acTHOHAM NOCTOPOHHMUX PazpaboTYHKOB, HE
rosops yxe o Opanamayapax 8 Windows XP u Vista.

Orkpoiite naseas ynpasiacHud, Beibepure B MeikHe 3HAYKH H 3anyCTHTE anmieT
bpauamaysp Windows (puc. 7.26). Bu veiaurme okno Spanamayspa Windows (puc. 7.27).

Bbi MokeTe 3azaTe mapameTpel OpaHaMaya3pa AnS CETH KaKAOro THna (KoMmaHaa
Brimouenne n orkiarouenne Gpanamayaspa). [lo vmonuanno Spanamayap BKIKOYCH A
ceTH Kaxkaoro Tuna (puc. 7.28).

Tenepsb pasbepemcs, Kak paspeminTs (MAH 3aNPETHTH) KaKOIH-TO MPOrpaMMe MOAKII-
yarecs K Murepuery. Bubepure komanay Paspewnrts 3anyck nporpaMmbl HiH KoOM-
nonenra uepes 6panamay’p Windows. M3 puc. 7.29 nonarHo, uro nporpamme Skype
paspewicH Jo0cTvi K MHTEpHETY 1 Yepes AOMALHIOW, 1 Yepes3 myOIHYHYIO CCTh.

i[iolben,,__ » Bee
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Pwc. 7.26. Nawens ynpasnexua
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YCTpaHerne HENONAAOK E CETH Broaswime nopunosenva:
nporpamm

Axruensie gomaisnne nan paboune (Lacrrbie) Q Cets

BAOKMPCBATL NOAKNIOUEHIA K NPOFPAMMANM,
KOTOPBIE He BKMONEHN B CNWCOK PASPELLIeHHbIX

cem:
Cocronanue yeegomnenva: Yeeaomnars, xoras 6paramaysp Windows
GAOKNPYET HOBYIO NPOrPammy
. Taicwe . @ Obuiectsentbie ceTy He noaxatoueHo (¥
Uenp noaepxxs
UenTp ynpaeneHna CETAMM 1
06Uy A0CTYNOM

. « Bce anemenTsl Nnanenu ynpaenesus b Bpanamaysp Windows v I s M MNoucx & RAHERI yNPGIAEHUS
Manens ynpaenenns - S : ®
ACMOUNAR CTPONLD 3awmTuTe CBOY KOMMbIOTEP C NomoLLbio bpaHamayspa Windows
P Bpangrazysp Windows nomoraer NpeacTepaTvTt HECAHKLMOHMPOBIHHLIN AOCTYN 3N0YMLILLACHHUKOD
n:”mu”x:w WM BPEAONOCHSIX NPOrPAMM K 3TOMY KOMNBIOTEpY “epes VINTEpHET wii NOKaNLHYIO CeTs.
uepes Gpanamayap Windows Kax Bpangmay3p NOMOraeT 3aLuMTiTs KOMNLIOTERT
# Wsuenenve napamerpoe JononKiTensHbie CEE4EHNS O CETESLIX PA3MELLIEHURX
: @ 60 Moakntouero (A
% e NPT Aomawrme nan paboune (YacTHbie) ceTn AKN @
Gparamayspa Windows ‘
P v Cemv goma nnu Ha pabore, KOrAa BaM M3EECTHEE MCNOLIYIOWME CETY MOAM U YCTPONCTEa
# Eoccrarosuts ymosuaHna
& JNononwutensymie napamerpsi Cocroanue bpangmayspa Windows: Bxn.

Puc. 7.27. Bpanamayap Windows

- T

ri« Bpangmayap Windows » Hacrpowte napamerpel

= ] 4y ILI Noucr & nan_em yn;OWauB

HacTpoika napaMeTpoB ANR KaXa0ro TMna cetu

AoNoarnTentie CEEALHNA O CETEOLIX PAIMELUCHNAL
MapasmeTpol pasMeuienun & AJomatinen unn paouei (wacrrolt) cetu
0 © Brnouenme Gpangmaysps Windows

paspewennbix NPOrpaMm
Yeezosnams, koraa 6pangmayap Windows 6rokmpyer HOEYIO nporpamMmy
@ () OtmonuTe Gparamaysp Windows (e pexomengyerca)
TMapamerpei pasmewtesus s obuiecTeennoi ceT
@ @ Brniouerme Gpangmayspa Windows
PAIPELLIEHHBIX NPOTPAMM
V| Yeesomnar, xoraa Sparamaysp Windows 6roxmupyer HOEyIO nporpammy
@ ) OrmounTs Gparamaysp Windows (He pexomensyerca)

MOXHO U3MEHUT NAPAMETPEI BPAHAMAYIP3 ANA KKAOTO MCNOALIYEMOTO THNA CETEEOTD PASMELLEHNA,

D Snompounue BCCX DXOAR W no.\mmmnﬁ. CMOYAR NOAKANONCHNA, YKIIIHHBIC 0 CANCKC

T BAOKMPOBAHNE BCEX EXOAALLIMX NOAKNOUEHNH, BXN-OYES NOAKNONEHNA, YKEIAHHBIE 8 CNNCKE

[ ok ][ ommens |

Puc. 7.28. HacTpownku Gpangmayapa AnNs pasHbIX ceTemn
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P W 5

- e » '

PazpewnTs CBA3L AR NPOTPaMM uepes Gpanavaysp Windows

refes sofaeatn, MIMCINITS K LA ANTS DIIPCUSINIIE MOSIPSMLIS i H2PT, ENMITE Emerey *Huemern
negaveTped .

PUCKR PIIPCLICIIA CTRIM A8 ADOIPEMMLL % Mmoens napavepm

P OPOucionst NPOTPIMIM N KOMNOHEH T

Haik e Aosvasimen wow patcwan [wacmas)  Myavene *
[ 8ranchCache - NOMy st COMPRUMETD . =] (n ]

DI BeanchCache - copaep prIRsrigtsmare o . (=] D

[ Secure Seciet Tunneling Fretocel =] =] '
[ Becnposomise nepenocmsie yorpodiorss o (m]

[ Sncrasspmcemice ynpasaesse pabouns cT... ] 0

B Jovaaman rpyoma 2 D

L1 yprame 1 SOOBLLIL A NPONMORATEAS. . O (m ]

U ¥t rpysemrapuit yrpesnesen Wirdow (- O 8]

O ¥dpactpyenps oacpinroosa Hom0... D 0

[ Xeepammatop pacripearemmmic rpamiany, . o 0

O Nosywues SNNS (m] () N

| Cocaowa | e

| Paspessars spyryw mporpanisy... |

Puc. 7.29. Cnucok paspelleHHbiX NporpaMm

ﬁ

OO+ (@ = crasunpp Wordons » Pupmsmaarporpmams  »|bp|| Posr e e ppsnmmas P
Paspewwre
YroGes =
rapasetpe . né X = e "’“"‘"‘V
Pucn mmm::wmwmm'm' provew—ll
Tpurpieesc
oo rwe Window
Haseanme Bt et Exphow P
- P 0
HBanchC . o Repar Totn Commander U
Windows Live Wieter

N € viracns Meds Ceresr
Bsiype TV reasa windone e

4 1, Cosnar saox miecr sce e n Gizre ()

-] M (pescren roscvoTRe XS (=)

e Ll Y are—e L Ve (!

X ypeare EHSaa « cvspommew Windows 0

Ow o

= Myms: CriporaandTOTALOMD XE | 6D O

(= ONS0=CT 7 2™ 0w S SO MECIPITR o

D Rorvana {  Mowen sefioar, K saams TIOes O TEsbr DEsmeiersil CRRPET OTHeCTH (] -
' | e coremar pamsenii... | (Botens ) omew || 7

ok || Omeema |

Puc. 7.30. BeiSop nporpammel
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= At s
<« Bparamaysp Windows »  Paspewieminie nporpammn v l O,H Flonscs & NOHERL YRSoanen

PazpewwTs CBA3S ANA NPOTPaMM uepes Bparamay3p Windows

HTOOM ACOITUTH, KOMOHITE W/ YASANTE PIIPELUHHIC NPOTPIMML! M NOPTRL HIFIMTE KHOPKY “FanenHTs
napaseTam”.

Py paspeiesun CERM 48 NPOrPaMMe: % Wancrwns nopaveipu |

Paspeiuenmee NPOTDIMME! M COMNOHENTI:
Hazearae Aorsawmnn wnm pabovas (wacteaz)  MySsawee *

[C18Branchlache - ket PaIMEUEHHOIO K2, . C
[ BranchCache - cfsapysenne CHUNDYIOW.. 0
[ BranchCache - nonywesue cogepeamors ... O
O BranchCache - cepocp pramMewEnnoro k... 0
[C) Secure Socket Tunneling Protecol O
M Skype

13

% Total Commander

] Becnposospitie repenocrbie yoIpoac1es

[ Geecranuuonnac ynpaancime pabosum cr...
A Leraauman rpynna

LKy pramss o onoRe e npoMisoanrens...
O Uncrpyssentapwit ynpooneres Windows (..

ooooOogrRonDoon

O0O®OO0

== afE
?mw-ndam (A= Bpampaay rp Windown o pusnme nossiusomon Geronecwocrn (Sloxamma n xosomonep)
B2 Moarnns am sxopaupre no, - EEba
’ ﬂmmmnaw“ ‘ Boapasyan Wodoms s przmas 1o im0 Grasia 000 W 0heacr s Geaoiiatmos = O mnd B
P Moaowna Secnacnocn no, KON TOOCR, PAEATARGDE MO yrEamsamman OC Windows
¢ B MaBanaerie
Oﬁaop -
MNpogpunt nomena Asarsacmvra / nocera..
¥ Speamayn Windons exmoe. Bua R
O Broarume noIXmOwsta HE COOTDETTTENOLIN 1 O2H0MY NPESINY, IAPEUS. @ Otwowm
G Voraauwme noauvsenR, 1t COOTECTCTEAGCWE 1 O2EHMY TP, PIIPCWE i | =
33 Cuoilcrea
Hac i Npodns aKImEer g |B copea
& cpamanyio Windons Bxmowss. w
0 BOARLMS NOZKMOYSHA HE COOTSETTTEOLINS Mt OSHOMY NPSSHTY. ISNpauISHEl,
) Voramume naaKIAeNIR. M COOTBRTCTEACAINE "8 QDMCMY NPIBATTY. PRIPEWR!
Ocama npodwm.
@ Epesmmsys Windone exmoe
Q BOARLNE NOZXMOUSHIE #8 COOTHATETRHICUNE MA OSN0MY NPISNTY IANDELAHS.
B Vieunamums DOMKIGMMAN. 1A COOTRATETACUINE =4 ALFEMY APASANY, PANDAULIM-
BY Crcocma Gparaeavspa Windows |
Npwcrynas k pabore -~
NpoBepxa NOANMHHOCTH NPH NEPEAANE OEHHLX MEXTY KOMNILOTED MU
Cosaaime npamans GAINRCHOCM DOMKNOMHAR, STOD0 JKASSTE KAK ¥ COF 08 BN0=PATOA MECNARSS
POATLIOO LTI MO INO it MAKZY KOMMIOTRD IV # W SALUATA & NI noaTesors 1P Sac
B) Mpaoena fesonococne nomuasermd
MpocHMOTP M COAABHMC NPABKUN GPAHNAMIYIPS
TARIRITE ANARANS FEBE MARNR ST il ARSI T SMOTATT VY v one DO S >/
L] m_ » ‘. n | '

Puc. 7.32. [lononHuTeneHble napameTpbl
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ITporpamma Skype Obina g06aBieHa B criicok OpaHaMayspa aBTOMATHYECKH MPH YC-
TAHOBKE HHCTA/LUIATOPOM nporpammsl. ECiH HHCTAIATOP mMporpaMMmel HE TAKOH YMHBIH
¥ OH He J00aBHII MPOrpaMMy B CIHCOK Pa3peICHHBIX MPOrpaMM, TOrAa HAXKMHUTE KHOTI-
ky Paspewmts apyryro nporpammy. B otkpeiBmesmcs okue (puc. 7.30) BbI MOKETE HIH
BbIOpATh MPOrpaMMy M3 CIMCKA, WIH HaxaTh KHONKY O630p u BHIOpaTh €€ HCIOTHUMBIIT
¢aiin. S nobasun Total Commander B crincok paspeweHHbIx nporpamMm. O6paTure BHH-
MaHHE — I10 YMOTYAHHIO IIPOrpaMMe pasperaeTcs paboTaTh TOIBKO B JOMAIIHEH, HO HE
B myOmmuHoit cetn. Korza BbI, Hampumep, NMOAKIIOYHTECh 4epe3 coeauHenne Wi-Fi
B OuOIMOTEKE WM B OTENe, TO y Bawei mporpammvel He Oyaer goctyna k MHtepHery.
Yro6bl MCIpaBUTh 3TO, YCTAHOBUTE 151 3T0M nporpammel Gaakok IyGanunsie (puc. 7.31).

BepauTtech B OCHOBHOE OKHO HAcTpoOiiku Opanamayspa M Haxmute KHONKy Jlomousi-
HHTEJIbHbIE NapameTpsl (B J1€BOi yacTn okHa). OTKpOETCs OKHO, Mo3BosIOIEe Doee
rudko HacTpouTh Opanamayap (puc. 7.32). Ilepsbivm aenom Hakmute kKHOnKy CBoiicTBa
(B mpasoii yacti okHa). OTKpoeTcs OKHO cBOICTB Opanamayapa (puc. 7.33). B atom okHe
MOKHO TPOCMOTPETh COCTOsIHME OpaHaMayspa (BKIIOUCH WM BBIKIIOHMCH), BKIIOUHTH
WIH BBIKTIOUHTH OpaHaMaysp nmpu HeoOXxoauMocTH. Takke 3TO OKHO TMO3BOISCT BhIsIC-
HHTh, YTO OpaHaMay?p ACIaCT ¢ BXOAAMMMH H HCXOAMIMMH coeauHeHusMH. [To ymor-
YaHUIO BXOJSALIMC COCAMHCHMS OMOKMPYIOTCS (Tak M HY)KHO — BCJIb Y BAac KE KIHCHT-
CKasi MalIMHA, @ HE CEPBEP), A HCXOIAIINC — PA3PCIIAIOTCS.

OGpaTuTe BHUMaHHE, YTO OKHO CBOMCTB COACPKHUT TPH BKIAAKU C OJAMHAKOBBIMH Ma-
pameTpamu:

O O6uwmii npoduns — 3a1aeT pekuMm padboThl OpaHaMaydpa, €C/IH KOMITBIOTEP MOA-

KJIFOUYCH K 001ecTBeHHOM (1myOIm4HOI) ceTH,

O YacrHsiii npoduib — TO K€ CaMOe, HO /1Sl JOMALIHEH CETH;
O TMpodune go0MeHa — €CIM KOMIBIOTEP NMOAKTIOYEH K KOPMOPATHBHOM CETH.

Bxnaaka Ilapamerper IPSec nossonser 3aaate mapametpsr IPSec. IPSec — 310 Ha-
6op mpoToko0B A1 obecmeucHUs OE30MacHOCTH MEPEAABACMBIX MO CETH JAHHBIX.
OOBIYHO HE HY)KHO M3MCHSTh MapaMETPhl HA ITOH BKIAIKE.

BepHeMmcest B OKHO JOMOTHUTEIBHBIX MapaMeTpoB (eM. puc. 7.32). B 3ToM 0kHE MOXKHO
CO37aTh M M3MCHHUTH NMpPaBWIA AT BXOAAIIMX M HCXOAAIMX coeamHeHmit (puc. 7.34).
IIpaBuno ompeaensieT, uTo OpaHaAMaydp AODKCH ACiaTh B TOH MIM MHOM cutyaumu. Ha-
npumep, npasuao ams Total Commander ompeaensier aciictBus Opanamayapa (paspe-
HWINTh I 3aNPETHTh COCAMHEHNUE), KOTAA K CETH 00paIacTes 3Ta mporpaMma.

3eneHbIM (PIaKKOM OTMEYCHBI AKTHBHBIC TPABHIIA, CEPHIM — OTKIIOYCHHBIC MPaBH-
na. JIns BKIOYCHMSI/BBIKIIOUYCHUS MPABHIA UCTIOIB3YETCs KOMaHAa BriaIr4uTh npaBu-
710 win OTKIKYHTB NPaBHI0 (OHA HAXOAMUTCS B MPABOH YaCTH OKHA).

Beiaenure npaBuino u Haxkmute kHonky CeodictBa. OTKpoeTCs OKHO peJakTHpOBa-
Hust npasuna. Camast BakHas Bkiaaaka — I[lporokossr m moptei (puc. 7.35). 3aech BbI
OMpeACsICTe MOPThI, KOTOPBIC MOKHO HCIO/b30BaTh nporpamme. Kaskaomy mpotokomy
COMOCTABJICH CBOH mnopt, Hanpumep, Homep nopra 21 — 310 mporokon FTP (File
Transfer Protocol), 80 — HTTP (Hyper Text Transfer Protocol), 110 — POP (Post
Office Protocol). ITo ymomuaHmiO nmporpaMme paspeLieHO MCIO/Ib30BaTh JKOOBIC MOPTI,
HO BBl MOJKETE YKa3aTh CITHCOK MOPTOB, KOTOPBIC AOKHA MCIOB30BaTh MMECHHO 3Ta
nporpamMma. CHHCOK IMOPTOB MOYKHO YKa3bIBaTh KaK 4Yepe3 3arsiTyIO, TAK U ¢ UCIOJIb30-
BaHMEM auanasona, Hanpumep 21, 110-120.
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Teneps nmonpodyem cosaate HoBOE mpaBuI0. [Ipeanonokum, 4TO BBl HE XOTHTE, YTO-
Obl MOIB30BATCIH KOMMbIOTEpPA (Hampumep, Bamu Aeti) ucnoab3osann [CQ. Do Hama
3aja4ya, ¥ ceiluac Mbl €€ pealu3yeM C IOMOLIbI0 HAcTpoek Opanamayspa. Haxwvmre
kHonky Co3aaTh nmpaBmio (OHa HAXOAMTCS B MPABOH YACTH OKHA JOTIOTHHUTCIbHBIX TMa-
pameTpos, B obnactu JleiicrBusi). B oTkpeiBiemMcs okue BbiOepute THN nmpasuiaa. Ceii-
yac Hac uHTepecyroT npaswia win Jdas nporpammer, win Jns nopra. Ilpasuno as
MPOrpaMMbl MOJKET Pa3pelINTh WM 3aMpPeTHTh (B HALIEM CIVYac) AOCTYI MPOrpaMMbi
k Muateprety. Bl MokeTe BHIOpaTh mporpaMmy, HampHMEp iCq.eXe, U 3ampeTuTh it J0c-
tyn. Ho 310 npasuno ne 3a61okupyer apyrue ICQ-knuentsl. To ecTh Bamm aeTu MOryT
yeranoButh QIP i Mupanay u emoryT obmarscs B ICQ. CaeaoBare/ibHO, HY/KHO Bbl-
SCHUTb KAKHE MOPTHI UCTOIB3YET TOT MM MHOM CETEBOH CEPBUC (B ITOM BaM MOMOKET
Google). ICQ ucnonssyet noptel 5190 u 443. 3anpetum >THM moptsl. Beibepure Thm
npasuna lnst mopra (puc. 7.36).

Hance Hyxno BbiOpath npotokon (TCP) u ykazate mopter 5190 u 443 (ucpes 3ams-
Ty10), puc. 7.37.

Creayroummii war — sbibop aeitctsus (puc. 7.38). B Hamem ciyuae HykHO O10KHpo-
BaTh MOAKTIOYECHHE. A mocie 3Toro OpaHaMaysp MpeaoCTaBUT HAM BO3MOYKHOCTD BBIOO-
pa npoduis, A1 KoToporo OyaeT npuMeHATbCs npasuiao (puc. 7.39). Beibepure cpasy
Tpu npodunst — Jdomennnnii, Yactuerii, [Tybanunbrii.

IMTocneaumii mar — 310 3a7aHUe UMCHM A7 Hawmero npasuna (puc. 7.40). Onucanue
BBOAUTH HeoOs3aTenpHO. Ha 3ToM BCe, nmpaBuio co3aaHo. Bel MOXKeTe BBIKIIOUHTH €ro,
koraa Bam camum nonagodurcs ICQ. Y zanste npaBuio HeOOs3aTEMbHO.



naBsa 8

3awumuaemM AOMaLWHIOK
OecnpoBOAHYIO CE€Tb

8.1. CTouT N1 3aWMLlaTh AOMALLHIOK CETbL?

B MNOCaC HEE B-pf."'."rlll BECBMA [IG[I_'\‘Jlﬂlpl‘lb‘I MH CTATH SCCHPDBOAHI:IC AOMAMHHAE CETH HA
ocHose Wi-Fi. Takue cetn co3narmTes, Jae eciM JoMa Beero 04uH komnswotep. Beas
CTOMT OCCrpOBOIHONH MAPIIPYTH3ATOP Heaoporo. a komdbopTta — macca. Mmes nHovTOvE.
BBl MOGKETE, OCTABAACE B CETH, CBODOIHO MEPEMEIIATEEA MO BCCH KBAPTHPE. A ¢ClIH v BaC
TONBKO CTAIMOHAPHENH KOMTBIOTEP, HATHYHE OSCMPOROIHOND MAPIIPYTHIATOPA MO3BO-
NHET HE TAHVTE 4epe3 BCIo KBapTHPY noprammil naTepsep Ethemet-kabens. JocraTouno
Hil BXOJC B KBAPTHPY VCTAHOBHTE DCCNPOBOAHON MAPIIPYTHIATOP — KaDCas MHHIMYM,
MOPYH HHTEPBEPY — TOM@E. 3TO VAEC HE TOBOPS O MPOCTOTe nogrmioueHns © Mareprery
M BOODIIE K JOMALIHCH CCTH PAsNMMHBIX COBPECMCHHBIX VCTPOHCTE. KOMMYHHKATOPOB,
LIAHWETOR, MODIIEHEX TeaehoHos (nogacpxea Wi-Fi ¢cre aame B OTHOCHTENRHO HE-
JAOPOTHX MOAEIHX), HIPOBBIX IPHCTABOK, CETEBBIN XPAHMIHIL JAHHBIX H [Ip.

CoepemeHHBIC OCCIPOBOAHBIEC MAPLWPYTHIATOPLI NPAKTHYECKH HE TPedYHOT HACTPOIl-
KH — MporpaMMa nepeoHaYaIbHOH HACTPOIKH NPOCHT Palee 4To BHOPaTE COcod moa-
KMoYeHHA K MHTepHETY M VKa3aTk HMA MOMLI0OBATEIA W Napoak (M TO HE BCETJa — BCE
SABHCHT OT cnocoba noakawgerns ko Beemupnoit cetn). Jla n mapons Ha X0 B na#e b
}'Hp.ﬂB,TIEIHI-TH CaMOToy T‘;la})[]lﬂ)}"l‘lf}ampa IO WVAOTHAHHK HE CIOMHCC l'[a.p():lﬂ HOBRIX S"‘n"-
kapt. Tak, HA MOEM MAPWIPYTHIATOPE NO VMOMIAHHK OBUT VCTAHOBICH ' VIBTPACION-
HE napons 1234

Bee o710 cacnado aasm ODNErYCHHA HACTPOIKH YCTPOCTEA — 9TOOB 0IB3I0BATE b,
00N 1A0WHIl HAYAIBHEIMH ZHAHMIMH, MOI HACTPOMTE MApLipyvrHiarop 0e3 npueieye-
HHA MocTopoHHRX cneumanncTor. Kak obOsiHo u Omeaet — komdopTt B vimepd Gezonac-
HOCTH. Beab HeKOTOpPEIC HACTPOIKH MOMVT OMIOKHPOBATE AOCTVIL & 3ITOTO HEIb3M CISIATE —
HY3HO "4yT0D cpazy padorano”.

BoT m momvdacTcA, ¥TO BaA JOMAIIHAA CETh, HACTPOCHHAN VTHINTOH OLICTpOIl Ha-
CTPOHKH, JOCTYMHA HE TOABKO BaM, HO H BCEM JKEIAIOMIMM B PAIHVCE JCHCTBHA CETH,
KOTOPBIH COCTABIACT B HAINHX VCIOBHAX (OCTOHHBIC CTCHEI, PASHBIC 3TCKTPOHHEIC YVCT-
poiicTea: paanoTeacons, MukposoaHOBKH B T, 1) oT 30 go 30 smertpos. B Tonsko
npeactaeete — 30 MeTpos Bokpyr Mapwpyvruzaropa!l Coaa soiayt Giuoxaiuue Ksap-
THPBL N0 JECTHHYHOM KASTKE, HE HYIKHO TAK#e 2A0BIBATE NP0 KBAPTHPL! 3TAKOM HHKE
i Bbie. [Tpu sKenaHM Boe BaLH COCEIH CMOMVT nonbzoeaTecd MuTepHeTOM 32 Bawn cHeT.
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Y MHOrHUx cefvac Tak HA3bIBAGMBIE Oe2NMNMIBIE RAKEM B! — TPApHK, KAK 0 BpeM: pa-
OO0TEI, HE VUHTRIBACTCH, 4 Pa3 B Mecs 32 aocTyn K MuTepHeTy B3HMaeTed (pUKCHPOBAHHAS
cymma. Tak cTOMT MM 3aHILATE CBO JOMALIHIOK CETh, VHHTBIBLL, YTO HHKAKHX (HHAH-
COBBIX TOTCPE BRI HE MOHCCCTE! — BCC PABHO, CKONBKO Tpadmka Oyiaer nepeaano, abo-
HEHTCKad Taata oT Hero He 3aeucuT. He crnewmme oreedats cpazy. Oreer aomseH OBITh
siseeHHEl. OTOpockTe B CTOPOHY AMOHUMH — OHH HH IPH MEM B 3TOM CIVIAC,

Jagaiite npesae nmoaymaemM —— 49TOo OVIAET, €CM KTO-TO NMPOHHKHET B BALIV CETh?
B camom DezobuaHoM ciyyae oH npocto craHeT nodbzosateed MuaTepreTom n obDwmmvn
pecypeaMi CeTH — HANPHMEP, ODIMMH AHCKAMH C (DHIBMAMH, KOTOPHE Bl KOUTCK-
unoHHpyeTe. B gomamHHX (H HE TONBKO) CETAN 9ACTO TAKOE MPAKTHKYETCA — BCE
(HHIEME] MOMEIHAKTCH HA OIMH KOMOBKTCP ¢ CAMEIM DOJBIINM JKCCTKHM JHCKOM, A HA
OCTATbHBIE KOMMBIOTEPE OHH KOMUPYVIOTCH MO MEpe HeoOXOIHMOCTH.

Jasse ecan HE3BAHBI MOCTE HE OKLKETCH BAHIATOM, & nonpocty Ovaer "Ha wapy" ue-
NOAL30BATE BANIE HHTEPHET-COEIHHENHE — MPHATHONO Mano. Beas B sameil cemn moasrTca
GLIE OAHH KIHEHT, 4TO CHHIHT ODLIVIO CKOPOCTE J0CTvia k MHTepHeTyY — npHaeTcs Jeinms
KAHAT C CUIE OJHHM noas3osateneM, A ecan "roctio’ OyvaeT Mano BammMx (HIEMOE, H OH
HAYHET Ka4aTk CBOH (HA BKYC H LBET... — CaMH MOHHMAETE). TO CHIGKEHHE TPOH3BOIHTE b
HOCTH BCCHT CCTH H CHIDKCHHC CROpocTH JocTyviia k MATepHeTY Bav rapasTHpoBaHo.

Ho cHmseHne ckopocT — eme noadeas. Bapyr ator "rocTs" okaskeTca xakepoM H
BATOMAST M3 BAINEH CeTH 4ei-TO KOMIBTEp (HAnpusep, DAHKOBCKHIT) HIN SUE KAK-TO
HATAKOCTHT, TO MPHAVT K BaM —— BeIb 3acBeTHTCA MMenwno sam IP-aapec. A Gecnporoa-
HBIE MAPLIPYTHIATOPEL, KAK NPABHIO, HE BEAYT KYPHAIOB JOCTVIIA, NOITOMY J0KAIATh
BE HHUETO He cvmoseTe, M game ecan JoCTv K uyicHM KpeauTkaM "TOcTe” moayvaars He
OVAET, a NPOCTO, CKAMKEM, CTAHET PACCHI/IATE CHAM. TO B Y€PHBIH CIIHCOK OMATh-TAKH MO-
mager Bam [P-agpec. B koHeuHOM HTOrC BRI HC CMOIKCTC OTHPABNsTs miucema. .. [lompo-
OVIITE MOTOM J0KA3aTh, YTO HHYETO TAKOTO HE PACCHINATH.

H ewmwe oaus HIDAHC NPOHUKHOBEHH B BALIY CETh: MEPEXBAT MMMHEIX JAHHBIX, BAHIA-
AMIM W Kpaska Komdmaenumaisnoii wudopvamin. Hanpusep, mexuudeckn moarotoss
ACHHOMY "coceav" HMMEro He CTOMT 3an0MydHTh BALN NAPO/L K CTPAHMYKE B COUHANE-
HOI ceTH, K mouToBoMy sumHKy. OH TAKKE CMOMET NPOCMOTPETs (oTorpaumn i apyrie
AOKYMEHTBL, JOCTYIHBIE KOMIBFOTEPAM BAICH CeTH (MOCKOIBKY ABIACTCH NO/THOLEHHEIM
KIHCHTOM). A HCkoTOpas kaTeropus "aodposcnarencii” CneHHATBHO MPOHHEACT B 9y-
HHE CETH € OHOIT LENbI0 — YTO-HHOVIE VHHYTOANTE HIH HHQHUHPOBATE KOMITBIOTEPE
cetr Bupyeos. Banaane! Brammo, 5THM OHM NMTAITEE APUKPLITE KOMIUIEKC HENOIHO-
nernocTH. Ho ne Ovaem yrayOasaThed B NCHXOMOTHIO, MYCTE 3TO JETal0T CNEHATHCTEI,
A HALNA 323344 HECKOMBKO HHAN.

Mel mOAVYHIH OTBET HA MOCTABICHHBE BOMPOC — OJHOZHAYHO, HYAHO 3ALIHIIATH
CBOH JOMALIHIOK CETh. A JALMTHTL CE MOMKHO TOMBKO I[IYTEM COOTBETCTBYHOLIEH HAa-
CTPOIKHM BANEr0 MapmpyVTHIaTopa.

MPHUMEYAHME

Hanee BygyT npueegeHs obulve cOBETE NO TAKOW HACTRORKE, & KOHKPETHO HACTRORKY MEl
PACCMOTEMM Ha NpMMERE MOEra JoMaluHers MapwpyTuaatopa Edimax BR-6424N. OaHako,
H3y4MB PYKCBOACTEO NO IKCNNyaTaydu cBoera MapwpyTHaaTopa, Be Bes npobnem HadpeTe
aHanoruyHsle NapaMeTpsl 8 ero NaHenu yNnpaeneHsua,
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8.2. N3ameHeHne naponsa goctyna
K MapLlupyTu3aTopy

Hrak, Bel veTaHoBuan OCCcnpoBoHOi MapmpyTHIaTop, oH noaktountcs Kk Marepae-
Tv. 4 DECTTPOBOIHEIE AJANTEPH BAIAX JAOMAIIHIX KOMNBIOTEPOR NMOIKTIOHHINCE K CO3=
JaHHH MapupyTH3atopoM DecnposoaHoii cetn. Bee pabortaer, Bee KOMNbHOTEPB HMEKOT
Joctvn K MuTepreTy.

Kak npasuio, J0CTVI K NAHETH VIPABIEHIS MAPLpyTHaTopoM (puc. 8.1) Bo3MOskeH
TOMBKO C KOMIBIOTCPA, NOAKTIOMeHHOTO K Ethemet-nopry mapmpythiatopa, — a78 3To=
ro B KOMIVIEKTE ¢ MapmpyTHzaTopoM nocTapnseTea kopoTkuil Ethemet-kabens. becnpo-
BOJIHBIC KIHCHTRI HE HMOHT ADCTYVIIA K MaHCIH YIPABTCHHA, Jase GO GHAKYT HMA
NOIBI0BATENA H MApoak Ha BX0A JpvrHMM croBamu, Aake ecaH KTO-TO VIHAET, Kakoi
NApo/ib M0 YMOTUAHHIY V BALICTO MAPLWPYTHIATOPA, TO 3aHTH B MAHCIb VIPABICHMUHA OH
HE CMOMKET.

MNPHMEYAHWE

¥3HaTL Naponk Na YMONYaHWKD Ha BXOf B NaHens YNPaBneHWA MaplpyTHIaTopa oYeHb
NPOCTO — 3IHAA &ro MOJeNs, AOCTATOYHO HAWTW K HaMy pyROBOACTED NGNBIOBATENA (BCE
OHM GocTynHel B MHTepHeTe), @ 8 HEM — cTaHAAPTHLIE NapaMeTpsl 4ocTyna. Ay HekoTo-
PEIX MaplpYyTHIaTOROB Naponk No YMOMYaHWG BEBOOWTCA NPH NONBLITEE NOQKNKY2HWA
K HEMYy — [OCTATO4MO aHaTe ero |IP-agpec, xotopsld obeMHo pamed 192.168.1.1,
192.168.2.1n T 1.

Pue. 8.1. Bxoj B NaHens ynpasnedna Maplupytusatopa Edimax
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8.4. U3ameHeHue IP-agpeca maplupyTusaropa

[P-agpec MapmpyTH3aTopa Mo YMOTYAHHIO TOXKE JCTKO BBIYHCINTD, 3HAs, XOTs Obl,
npousBoauTes yerpoiictea. [Toatomy He momemaer u3meHuTs 1 [P-aapec MappyTisa-
Topa. D10 MOKHO caenats B pasaeie General Settings | LAN (puc. 8.6).

BHUMAHUE!

MNpy HasHavyeHun HoBoro |P-agpeca maplpyTtusatopy OyabTe OCTOPOXHbI. [MapameTpbl
Start IP v End IP 3apgatoT gvanasoH apeHayembix |P-agpecoB: ua atoro guanasoHa IP-
appeca DyayT HasHayaTbCA KNMEeHTaMm MaplupyTusaTtopa. Tak BoT, |IP-agpec, 3agaHHbiil na-
pameTpom IP address, He JOMKEH NpUHaAnexaTb K 3TOMy AWana3soHy.

[ ]

B EDDANX Technology ¥ u
B= R Voo sGooge L

Home

LAN P

[soboct masi:  |FEREREA
oo sy e[
CIEEE— |

et R
DHCP Server

oo iore |
ons sanees: | R I
e — T —
Default Gateway Address @

Puc. 8.6. YcraHoska |IP-agpeca mapwpyTtusaTtopa

8.5. Ucnonb3yute WPA unn WPA2

IIporokoner WPA (Wi-Fi Protected Access), WPA2 u WEP (Wired Equivalent Privacy)
obecneunBarOT 3aIMTY U WH(PPOBAHUE AAHHBIX, MEPEAABACMBIX OCCIPOBOAHBIM Map-
wpyTH3aTopom U OecnpoBoaHbIM KaneHTOM. [IpeanoururensHee ucnoab3osate WPA2,
HO CCITH 3TOT MPOTOKOI1 YCTPOMCTBOM HE MOAACPKHBACTCS, CACAYCT Hemonb3oBaTh WPA.
HIndposanne WEP 3ametHO Xvike, yem WPA, HO 310 myuiie, yem BooOue Hu4ero. Xors
B310MaTh 3awuTy WEP MOXHO ¢ nOMOLIBIO psijaa CTaHAAPTHBIX MHCTPYMEHTOB, UTO 03-
Havaet, uro B3;10M WEP — Becbma o0brunas npoueaypa.
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MPHMEYAHHE

Mo agpecy http:/www.thg.ru/network/20050806/index.html B! HalneTe NoOWaroByw WH-
CTPYKUMIo BanomMa npoTokona WEP.

Ha cveny WEP npuwen nporokon WPA. Jlng voipasneHus K1040M W WHQPOBAHKUA
B WPA npumeHstoTcs HECKOIBKO anropuTMoB, B ux wucae TKIP (Temporal Key Integrity
Protocol) u AES (Advanced Encrvption Standard). [as mcnonssosanns WPA neobxo-
AHMO, YTOOB! BCC KAMCHTBI ObUIM COBMCCTHMBL ¢ 3THM NPOTOKOMOM (HC roBops Ve
0 MapupyTHsaTope). Bripodesm, Bee COBpEMEHHBIC TOMKH J0CTVNA nogiepxusaoTr WPA.

[Tpn wrppoeanin JaHHBIX, KOTOPLIE MEPEIAKTCH MEAKIY MAPWIPYVTHIATOPOM M Dec-
NPOBOJAHBIM KIHeHTOM, npoTokoasl WPA n WEP ucnonesvior cneumanbsHsiil Koy (na-
poab). 3aBIANEE KIHOYOM. 3M0VMBILIIECHHHK CMOAKET HE TOJIBKO VCTAHOBHTH COCIHHEHHE
¢ GecnpoBoAHOH TOYKOI A0CTYNA, HO H paclH(pOBaTh JAHHBIC, NCPCIAMUHCCH MCHKIY
KIHEHTAMH DECNPOBOJHOM CETH,

Ecam nenonezverca nporokon WEP, To knroy npuxoaMTes BBOIMTE BPVHHYED, JTO CV-
WECTBCHHBIH HEJOCTATOK, MOCKO/IBKY MOMB30BATEIH BBOJAT KAKY BCETO IHINBL Pas, a 3a-
TEM HM €ro MeHsTh JIeHb. [Iporokon WPA nepHoIHYeckn caM MEHAET KU, NpHYEM Je-
NACT OH 3T0 asroMarHyeckn. Jake ecnn anovMBlIlINCHHHK KakuM-HuOy e obpasom yiHaeT
KT, TO OH OVAET ACHCTBOBATL TONBKO 0 MOMEHTA WIMCHEHMS KM04a OecnpoBOIHBIM
MapmpyTHIATOpoM. Bo MHOMHX TOYKaX JOCTYNA KIKOYH MEHAKTCH OHH Pas B Hac,

[Mapaverps wmdposanns Mapwpynsaropa Edimax veranasimsarores B pazaene General
Setup | Wireless | Security Settings (puc. 8.7). Kpovie mmadiporasis no npotokomy WPA2
MappyTHzaTop senoassver 1 WPA-avTerTH KA — MpH NOJKTHOYMEHHN K CETH NMONTB30-
BATETH AOKECH BBECTH MAPOTH, VEAaHHLI mapaveTpoM Pre-shared Key.

AR Tachaalony r B3 [
A B o O O ' © [

| Ganerpd Setug [ Wirsleas [ Sscurtty Settisgs

WA Lol Clplet Sulla WPLTCH e RS
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PHc. 8.7. YcTanoBka WwWwudposaHna VWPAZ
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8.6. PunsTtpauna MAC-agpecoB

B kauecTee JONMOIHHTECILHOIO DApLEpa MOMKHO vkazatk cmmcok MAC-agpecor ce-
TEBEIX AJANTEPOB KOMMBIOTEPOR, KOTOPLIE CMOTYT MOTVHHTE JOCTVIT K BAIIEMY Map-
wpyrtuzaropy. Hyvauo ormerurs. uro duastpauus MAC-aapecop He obecneuusaet
HAAeKHON 3amuTel. OnbITHBIH 370VMBIILIEHHHE BCErda cMoxkeT nepexsaruts MAC-
agpeca ¥ NOJMEHUTE CBOIT AJpeC OJHUM H3 PASPeLICHHBIN agpecos. 3aTo GuasTpauua
MAC-aapecos afpdecrneHo cpadaTHBACT NPOTHE AWICTAHTOB, 3TO KAK CHIHATH3ALNA
B ABTOMODHIC — Kakas Obl OHA HE OBIJIA XOPOLIAA, ONBITHMIT 310YMBIIACHHAK 000 -
ACT €€, a BOT JHACTAHTE H ONWIKO K MAIIHHE HE NOA0HAVT

MPUMEYAHHE

Boi HemHuore yowenesw, 4To MAC-agpec MOMHO NepexBaTiTe W HaMeHWTe? MepexbaTt
MAC-agpecos ceTeswx aganTepor, pabotawwux B BecnpoBOOHOR CETH, BOIMOXEH, 8CNW
3NOYMBILLNEHHWE HaxoOWTCA B pagwyce AedcTenA ceTl. Mockoneky nakeTk NepeaakTCs
"no Boanyxy”, NEPEXBETHTE WX C NOMOLLK CNEUWaNbHOR Nporpammbel (Hanpumep, NetS-
tumbler) — Boobwe ke npobnema. Y7o e kacaeTcA wimedenwA MAC-agpeca, TO aTo —
AOBOMNEHO-TAKW TPHEMANLHEA 380343 ANA KEANWDWYWpOBAEHHOID NONbBI0OBATENA, NMPHYEM
B nobod onepayvoldol cucTame. Kak namedATs MAC-aapes, nokabiBaTe A He Byay, —
KHWra NOCBALeHa 3alWTe, a He Banomy DecnpoBogHOR ceTH,

[ Nl U RPRT S TPS i n
ome e

WA Addrecs Filering Tahils
1E alevas tn anizy M0 sefs asthesa oy

ST () (e

1 Faslile Wirskess dorses Candml

Haa® y3omry |
Hure

Pwc. B.B. DunsTpauwa no MAC-agpecam

Hodasure MAC-anpeca B cnncok pazpewcHHmx MoxHO B pazaene General Setup |
Wireless | MAC Address Filtering (puc. 8.8) Kax suawTe. noka He aobaelicHO HH
oanoro MAC-agpeca. las aobasnenns agpeca veranosnte duiaxox Enable Wireless
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Pwuc. 8.9, HacTpoixa Gpanavayspa mapwpyTuaaTopa

B norose 3a 1CrkocTsio HACTPOIHKH PaspaboTHHKH HALICTO MAPLIPVTHIATOPA OCTABH-

T HAM HEMHOTO:

O Access Control — vnpasacuue aocrvnom. Bei MOKETC OrpasmumTs J0CTVIT 1O
MAC-azpecy wm xe no IP-aapecy. Mpu vkazannn MAC-agpeca Bsl MOKCTC TONBLKO
PAspCLNTD KM 3QMPCTHTH A0CTVII 3TOr0 KOMNbIOTCPA K ceti, a B cayuac ¢ IP-
AIPECOM — JAKE YKAIATH PA3PCLICHHbIT Ananason nopros. B Soabumucrse cayuacs
VIIPABACHHUC JOCTYIIOM MPHMCHACTCR peako. Ero cacayer BKIOYaTh TOALKO, CC/M Bbl
pasBepHYAN J0Ma (NMVCTh AAKE 218 IKCNCPHMEHTOB) HeOoaBIOoi cepeep (Hanpumep,
BeO-cepsep) U XoTHTe paspewnts K Hemy gocryn u3 Murepuera. C oaHoil cropoms,
MOZKHO TakuM 00pasoM moayuMTh J0CTVN K (haiiaM Ha JOMAUIHEM KOMMBIOTEPE M3
moboii Toukn 3emuoro wapa. C apyroit Cropomsl, Aas XpaHeHus audHbIX (aiinos
JACIICBIE KYIMHTh XOCTHHI Ha KakoM-HHOVAB nyOimurom cepsepe. Toraa ve npuaercs
obecneunsare Oecnepeboiinyio pabory aomawmmero komneioTepa. Tem Gonee, urTo
UCHBI HA XOCTHHI MOCTOSHHO najawT, Xopowuit xocTuur Ha 4.5 ['Baitt MokHO Ky-
AT BCETO 3a 7 J011apOB B MECALl...

0O URL Blocking — 3a1aet 4epHslii CrIMCOK HHTCPHCT-AAPECOB, JOCTVII K KOTOPBLIM
Oyaer 3akpuT. MOKHO HCMOABL3IOBATH, YTOOB OTPAHHYHTL JOCTYVTI JACTCH K caifram,
KoTopsi¢c Bbl cunTaeTe "maoxumu”, Ho nomuuTe, 9mo ecan 21a KHUra nonaier B pyku
pawicMy pebenky. ol 6¢3 npobaem oboiiacr Gnokuposxky URL ¢ nomowsio Tor:

O DoS — no3ssomsieT BKIOMHTL 3AWMTY OT PasHoro suaa arak Ha orkas (Ping of Death,
Syne Flod) u sawmrurs cers o1 ckanmposanns nopros. Ha moil B3risa, 10B0ibHO












nasa 8. 3awuwaem domawHOO 6ecrpogodHyo cems 155

Bribepure komanay Edit | Users. B otkpbiBiiemcs okHe (puc. 8.12) HOKMHTE KHONKY
Add nns noGaBacHMS MOIB30BATES, BBEANTE MM MOIb30BATE/s, VCTAHOBHTE A1 HETO
¢naxoxk Enable account (3Tum Bbl aKTUBHPYETE VUETHYIO 3aMHCh), YCTAHOBUTE (Pr1axoK
Password u Beeaure naponas. Eciu napamerp Password BoikiaroueH, goctyi Oyaer npo-
U3BOANTHCS O€3 Mmaposisi, a 3TO HE OYEHb XOPOLIO — IMOMHHTE O BO3MOJKHOH "OKKymna-
K" BalCH CETH.

Co31aB y4eTHYIO 3anUCh IM0/b30BATEIS, BBIOCPUTE VICTHYIO 3aMUCh guest 1 CHUMMHTE
A Hee (pnaxox Enable account — 3TuM BbI OTKIIOYHTE FOCTEBYIO VYETHYIO 3aITUCh.
Ona HaM NPOCTO HE HYIKHA.

3arem nepeiiaure B pasaea Shared folders (puc. 8.13). 3aech yka3piBarOTCs Mankw,
K koTopbiMm Oyaet obecneuen goctyn no FTP. Haxmure knonky Add B o61actu Shared
folders u BbiOepuTe CYLIECTBYIOUMIT KaTAIOT, B KOTOPOM OVAYT XPAHHUTBCS AOCTYITHBIC
no FTP ¢aiinsr. 3arem B o6nactu Users BoiOepuTe CO3JaHHYIO YYETHYIO 3alIUCh U yCTa-
HOBHTC 4715 Hee mpasa goctyvna. B obnactu Files yeranasiusaioTes mpaBa JocTyna KOH-
KpPETHOro noib3oBarens K (aiinam u3 BboiOpaHHOro oOuiero karanora, a B o0sactu
Directories — k moakaranoram. Y4YuThIBas. 4TO CCpPBEP cozaacTes Ais ceds modumoro,
He Oyaem cedst orpaHnuMBaTh — paspemure cede Bce JeHCTBUS.

Files

¥ Read
vV Wite
¥ Delete
¥ Append

- Directories -
¥ Create
¥ Delete
W st |
N —— v | +Subdis

ad | Remoye | Rename | Setashomear]| | Reqame |

A directory alias will also appear at the specified location. Aliases must contain the full local
path. Separate muktiple aliases for one directory with the pipe character (1)

If using aliases. please avoid cyclic directory structures, it will only confuse FTP clents.

Cancel I

Puc. 8.13. YcraHoska obuei nankv 1 npas 4ocTyna K Hew

Tenepnr komanaoii Edit | Settings crosa oTkpoiite okHO mapameTpos (puc. 8.14) u B
nosie Listen on theese ports BnumuTe HeCTaHJAPTHBIH HOMEP MOpTa (JTy4lIE yCTAHAB-
AuBaTh HOMEP, npeBbimaromuii 3HaucHue 1024). A yeranosua Homep 2100,
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Autoban

. | " |
S | it

Fistransier compras:
SSL/TLS settings

P General settings

Connectan settings
Usten on these parts: [2100

h_gn.mmberofmers: ]0 (0 for unlimited

Hledilla Server

List of ports between 1
and 65535,

Pafwummmgs—

Mumber of Threads: l

' Tenaout seftings

Connactons omeout | oy

nitiate 3 file transfer,

—

This value should be a mutpie of the
number of processors rstalled on your
system, Ingease this value if your server
is under heavy load.

in seconds (1-9553, 0 for no bmeout)

I saconde (600-5959, 0 for no timeaut),
This value specifies the time a pser has to

in seconds (1-9328, O for no tmeout),
This value spacfes e tms 0 which 2
rew Lcer has to lagin.

Puc. 8.14. Ycrarnoeka HecTtangapTHoro nopta ans FTP-cepsepa

v Tim
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Puc. 8.15. Ml nogrmoyunincs kK gomawHemy FTP-cepeepy
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MOZKHO, OCOOCHHO, €C/TH MapO/Ib MBITAIOTCA MOA0OPATH JTHOAH, ¢ KOTOPBIMH Bbl 3HAKO-
mbt. [Toaromy BeiGepuTe M000iT KOHTPOILHBIIT BONPOC, HO B KA4YCCTBE OTBETA BBEANTE
JapaHee NOArOTOBACHHBIH BTOPOi Napos.

0O OnsTe-Taku A7% BOCCTAHOBACHHS MAapons MOKET OBITH HCMOIB30BAH BTOPOIi Bal e-
mail. Ho ecam kK HeMY MOAVYMHT AOCTYN 3A0VMBIMIACHHHK (MO0 MPHMHHE MPOCTOro na-
POsi). OH CMOMKET JCTKO BIIOMaTh Ball OCHOBHOI MOYMTOBBIH SUIMK — TMOYTOBBIil
CCPBEP CaM OTNIPABHT HOBBII NMAPO/Ib MO VKAZAHHOMY B HACTPOHKAX aapecy ...
Hcnonpsyitre 3TH pCKOMCHIAUMH 118 CO3JaHus CAoXKHOrO napoas. M ecan HyxeH

ACHCTBHTCIBHO CCPLE3HBII NMapo/b, TOrAA JVUIIC BCCro HCMOAb30BaTh FCHEPATOP Napo-

ACit, KOTOPbIIT OVACT paccMOTPEH B paso. 9.2,

TToMHHTE, YTO NAPO/IE AOLKEH NEPHOANYCCKH MEHATBCH. KOHEUHO, Kaxkablil ACHb €ro
MCHATb HC CTOMT, HHA4E caMmu 3anyTacTech. MeHsITe mapoas, HaNnpuMeEp, pa3s B TPH Me-
csua. Ho cMeHnTe mapoas cpazsy e, ecau Obla 3aMeueHa nonsiTka Bxoaa ¢ apyroro IP-
aapeca. Hekotopeie cepeucsl, Hanpumep Tot k¢ Mail.Ru, coofwaror, ¢ kakoro aapeca
ObI1 BBIMOJIHCH MOCHCAHMIT 3ax0a M korga mMvcHHO. Ecom Bbl Buaure, uro IP-aapec
HC Balll, 3TOT MOYTOBbII AMMK VKE KTO-TO BIIOMANZ. A TO, WTO BB CHIC MOKCTC BOITH
B HCTO MO CBOMM MAPOJICM, O3HAMACT, YTO 3MOYMBIULICHHHK HE XOUCT, UTOOB BBI 3HAJH
O TOM, MTO SUMK B3TOMAH, — OH MPOCTO XOMCT MHTATh BALIY MOYTY H HAACCTCH, YMTO BbI
HC 3aMeTHTE NonbITKH B3aoMa. CaokHee, €CM Bbl M 370VMBIILICHHHK HAXOAHTCCH B CC-
TH OJIHOTO MPOBAIACPa — TOrAA aapeca, CKopee BCero, OVAVT OAMHAKOBBIMH — Bbl 110~
AVMACTE, MTO B NPOULILIii pas Bam npocTo Obia Ha3HAuECH Apyroit aapec... Bor ams sroro
M HVKHO MEPHOAMHMCCKH MCHATD MAPOAN — JAKE CCJIM Bbl HC 3AMCTHTE, MTO ALMK KTO-
TO B3IOMQJI, Bbl PAHO WIH MO3AHO BCC PABHO MOMCHACTS MAPO/ib, H 30VMbILIACHHHKY
NPHACTCH HAYATH Cro noad0p cCHavana.

9.2. leHepaTopbl Nnaponeun

[NeHepaTopsl maponeit HCMOAB3YIOTCH ATA CO3AAHMA 0CO00 CAOKHBIX M ATHHHBIX Ma-
poaeii. I'ewepatopor nmaponeit — HecueTHoe MHOXecTBO. Kakawiii mxoasuuk, obaazas
HAYATBHBIMH HABBIKAMH MPOTPAMMHPOBAHHA, MOKET CO3AaTh MPOTPAMMY, FCHCPHPY IO~
HIVIO CAVHAITHYIO NMOCICA0BATEILHOCTE CHMBO.I0B.

Bce reweparoper napoaeit paboraior oamnakoso. Bel yeramasausaere napamerpsi
(AHHY NAposIs, HCNOIL30BAHKE OOMLIIMX M MANCHBKHX OVKB, undp) H noayyHacTe oauH
HIH HCCKO/IBKO CICHCPHPOBAHHBLIX MAPOJICIH.

Tunuaueiii npuMep oHIaliH-reHepaTopa napoacit — caiir http://genpas.narod.ru/.
Bam aake He npuaCTCs VCTAHABAMBATE KAKYIO-THOO MPOrpaMmy — napoib TaM MOMKHO
CreHEPHPOBaTh B 1K000¢ Bpemst, auib Obl Ot gocTyn k UHTEpHETY.

3aiianTe Ha 3107 caiit (puc. 9.1) u ycranosuTe dnakku: 3arnaeubie Oyxkebl, Ma-
aenbkue Oyksbl, Llndpel, 3naku. Beeaure aanny napons (20 cuMBoI0B) H KOIHYECT-
BO Mapocii, KoTopeie TpeOvercs creHepuposarh. Tak MOKHO 32 OJAHH pa3 CreHEPHPO-
BaThb NApOAM Ad8 KakKJAOro HCnoabivemoro Bamu cepsuca. Mcenoaszosate oauH
VHHBCPCAMBHBIIT Mapoib KpaiiHe HE PCKOMCHAVETCH — €CAM ero moadepyT, moayuar
JAOCTVTI KO BCEM BALTHM AKKAYHTaM.
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Puc. 9.1. Nenepartop naponei

['eHepaTop creHepHpoBas CICaYIOMHE NapoIH:

Ze3w(1arjzt) \JCSBeQy
Qzqg:;q; (m7ZkD{nF.hS}+
v1<wgkNSi~pPK%T5nLje
UP3uD( £Yqw~ [ }=T*zVrp
9 H "90x) ZS?kKKO0g>JDR
PGRBENXQIRo+LKYjsG4g
h8CKnxz4sTKY9I" *q=<7\
reK.1PASzvH=xVrPHgMn
attGYge{ (] !z?.>J;06

Ozu-pz&66EWE<z1\EuOC

ITH NMApOJIH HACAABHBIC — HMX CA0KHO noaodpars (B CI0Bape MX TOUHO HE OvacT).
a noadop MeToa0oM rpyOoit crbl 3aiiMeT 3HaunTeasHoe Bpems. Ho seceraa ecrs obparnas
CTOPOHA MCAATH — TAKHC MAPOIH HCBO3IMOKHO 3anoMHuTh. MeToasl nomowm Bawcii
naMATH OVAVT paccMOTPCHBI B paso. 9.3,

9.3. XpaHeHue 1 3anoMuHaHue naporneun

CresepupoBars CI0KHBIH NAPOIb, Kak Ob0 NOKa3aHo, o4cHb npocto. CoBceM MHOC
ACA0 — €ro 3anOMHHTH, YTO NPAKTHYCCKH HEBO3MOKHO, €CJIH, KOHCYHO, V Bac He (eHo-
MECHANBHAA NAMATL HA pasHyio abpakaaadpy.
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I'ne sxe XpanuTh mapoab (TOUHEe mapoam — BeAb MX v Bac Oyaet muoro)? Ipeana-
raro HECKOJIbKO BapPHAHTOB!

O Ha xenToH IUnKoH OyMaxkke, NMPUKICCHHON K MOHHTOPY, — CaMO€ IIYIIOE PELICHUE
(HazeOCh, BCE MOHUMAIOT ITOYEMY);

O B OOBIYHOM TEKCTOBOM (haiiie — JOBOIBHO VAOOHO, MOCKOIBKY BCE MAPOIN CPA3y MOA
pykoii. Ho y aToro cnoco6a oaun Heaoctatok — (haiin BUACH HEBOOPYKEHHBIM B3I JIsi-
aom. Ero moxker npounTarts 11000ii JKearoL i — MIMHOHCKAs nporpamMma (ecim ka-
KHUM-TO 00pa3oM y3HAET, YTO Y BAaC TaM MapoJin), BAIIH 3HAKOMBIC, KOJIJICTH U T. J1.;

O B 0ObIMHOM TEKCTOBOM (haiine, pasMEIICHHOM Ha 3amH(pOBaHHOM HOCHTENE, — BOT
9TO CaMbIi MPAKTHYHBINA coco0. MoxHO Takske 3amndpoBaTh OTACIbHBIN (aiin, a He
BECh HOCHTEb, €C/IH ¥ Bac kpome (aiina ¢ mapoasiMu 60abue HET KOHPUACHIMATb-
HOiT uHpopmaumu. ITpasaa, u y 310ro crnocoda ecTe CBOI HEAOCTATOK — €CITH KIKUH
JOCTYNA K HOCHTEIIO MOTEPSIOTCS, Bbl HaBCerAa rnotepsere csou napoiu. IToaromy
MMEET CMBICI ¢enaTh Konuio (aiina naponeii (HanpumMep. Ha (raemky) uim pacreda-
TaTh ¢ro Ha Oymarc ¥ XpaHUTh B HAJACKHOM MECTe (HampuMmep, B ceiide):

O ucnoab3oBaHHE cpeacTB Opaysepa — ¢ OAHOI CTOPOHBI, A0BOIBHO YA00HbIH Crnocod.
Ho mmnuoHckue nporpaMmbl yike JaBHO HAYy4YH/IHCh BOPOBATh COXPAHCHHbIC B Opay-
3epe Maposiu, Ja U B C/Iy4ae BBIHYKACHHOTrO cOpoca Opay3epa Bbl X TOKE MOTEPSETE.
ITosTomy st 61 He pekoMeHa0BaAT IpUOEraTh K 3ToMy criocody. Bee-taku BeposiTHOCTD
BBIHY)KJICHHOTO cOpoca Opay3scpa BbILIC, YEM BEPOSTHOCTb BBIXOJA M3 CTPOS 3ammmd-
POBAHHOTO HOCHTEJIS:

0 MCrOIb30BAHHE CHCLHMAIBHBIX MPOTrPaMM — CYIIECTBYIOT IPOrpaMMbl, MPEAHAZHAYCH-
HbIC ISl XPAHCHUS M aBTOMATHYECKOTO BBOJA CIOKHBIX Maposei. IToT crnocod xopour
TEM, YTO 0OCCICUHBACT HE TOJIBKO HAACKHOC XPAHCHHC MApOJICii, HO M MX aBTOMATHYC-
ckmii BBOA. Bam yike HE mpHAETCs BPYUHYIO BBLACIATH CTPOKY CHMBOJIOB (@ BEIb JICTKO
MPH 3TOM HE 3aXBaTHTh OAMH M3 CUMBOIIOB, ¥ TAPOIb OKAKETCS HEBEPHBIM).

Tenepp paccMoTpHUM caMblii MocaeJHMI crioco0d XpaHeHHs u BBoja maposneit. Hage-
IOCh, YTO C JKCATHIMH OyMakkaMu, TEKCTOBBIM (aiiiom u Opay3epoM Bbl MOXKETE pa30-
OpaTbcsi CAMOCTOSITEITBHO.

CymecTByeT MHOTO MpPOrpaMM A XPAHCHMS M aBTOMATHHYCCKOTO BBOJA MAPOIICH.
Panpmie s momwpsosancs mporpammoii Password Commander — 10BObHO yaA00HBIM Me-
HE/UKEPOM MapoICH, HO, K COJKANCHHUIO, €ro paspadorka npekpaweHa. Ceituac B UnTep-
HETE MOJKHO HAMTH CTapble BEPCHU TOH MPOrpaMMbl, HO MPUMEHHTDb UX MOJIYUUTCS pas-
Be uTo nosb3oBareassM Windows 2000/Windows XP.

[TonszoBarensam Gonee HOBBIX onepaunoHHbIX cucteM (Vista, Windows 7) pexkomeH-
ayro nonpodosats nporpammy KeePass Password Safe — GecnimatHyro yTiaury, uMero-
YO K TOMY ke portable-Bepcuro, uto no3posser 3amyckars ee ¢ ¢puemku. Ckayars npo-
rpammy MOHO 1o aapecy: http://keepass.info/download.html.

IMpunumn padoTst 3Toi nporpammsl (puc. 9.2) ouens npoct. CHavYama HYKHO CO34aTh
6a3y maponeii ¢ nomompio komauabl File | New. Ilpu aTrom Bac mompocsT BBeCTH rias-
HbIH Maposib 4718 3TOH 0a3sl — OH OVAET MCMO/IB30BATHCS M0 YMOTUAHHIO Il BCEX OC-
TQJIbHBIX MAPOJIBHBIX 3aMUCEH, HO NMPH HEOOXOAMMOCTH Bbl MOXKETE YKa3aTh OTAC/IbHBIH
NapoJib 11 KaKI0H 3arHCH.
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3 ssword Safe

Edit  View Jools Help

Coa|ede e« @ @
;ﬁﬁmad " User Name

Eile
¥

Group: Gores . Title: MySte, Password: = Creation Time: 22.03.2011 62058 Last Modification: 22 032011 6§20 58, Last Access:
B§22 092011 6:20.58
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@A q,/ 32,« ¥npasaenue yqerHin 33nucamn b Fomenenue ywen o 3anuce

Qanir lu Bag  Cgpsnc  Cnpaexa

BHeceHMe naMeHeHNA B YYeTHYIO 3anucs 1

Wizrsessarine Mmenin yHaTHOw 3anncmn
Cosaanne nopons

Wsmeserne pucyrixa Oermbii gocryn
YcrasoenTe poaMTEARCKUI KOHTPOAE

Manesenmne TANa yuerHoi 3anuca

Yaanenne ysetHol sanacn

Y¥npaenexne goyroft yuetsoil zanuce0

Puc. 10.7. ameHeHWe napaMeTpoB y4eTHOM 3anucu

[Tocae 3Toro Bl VBUAHUTC OKHO C VK€ CO3JaHHBIMH YUCTHBIMH 3aMUCAMHU 1MO/1b30BaTC-
as (puc. 10.6). BeiGepure TOMBKO YTO CO3JAHHYIO YUCTHYIO 3anuch. Bel MoxkeTe m3me-
HUTb NapoJIb YYCTHOM 3alMCH., MM YYECTHOH 3alMCH., PUCYHOK. YCTAHOBUTBL POAMUTE/Ib-
CKMH KOHTpPOJb (AaKTyalbHO 15 VYCTHBIX 3alHCCH JACTCH) M M3MCHUTb JAPYIHC
napameTpsl (puc. 10.7).

10.3. UAC B Windows 7

UAC (User Account Control) — KOHTpOIb YYETHBIX 3anuceil nmoias3oBareneil. Briep-
Boie UAC nossuiics B Windows Vista. Komnonent UAC u3 coobparkeHuit 6e30nacHoCcTH
3anpauiuBacT MOATBEPKIACHHUEC ACHCTBHIL, TpeOyiomux npas ajgMuHHCTpaTtopa. Bupyc
WM Apyras BPeJOHOCHAs MPOrpamMa, KOTOPOi HeOOXOAMMBI NMpasa aAMHHHCTPATOPA,
HEC CMOXKET HX MOIy4uuTh, MOcKoabKy UAC nmpHOCTAaHOBUT BBITIOIHCHHE MPOTPaMMBbl 10
Bawero paspeweHus. Ecam Bbl 3HaeTE, UTO 3TO 32 NMpPOrpaMMa, TO MOXKETE MPOJOIKUTD
€€ BBIMOTHCHUE MU 3aBEPIINTD €€.

Heaocrarkos y UAC aga. [epseiii 3akmouaercs B Tom, uro UAC pazapaxkaer cBoeit
HA30H/IMBOCTBIO, OCOOCHHO €CTH MPOW3BOJUTCS MHOTO aIMUHUCTPATHBHBIX JACHCTBHIA
Bropoit — B ToMm, ut0 0kHO UAC He BBIBOAUT J0CTATOYHO MH(OPMALMH O TOM, 4YTO CO-
OupacTcst caenaTh mporpaMMma.

UAC oTkIr04aeTCs 3IEMEHTAPHO — B MAHEIN VIIPABICHMA. A7 9TOTO JAKE HE HYK-
HO peaaktupoBarh peectp. as orkmoucHuss UAC BBIMOMHUTE CACAYVIOMUC ACHCTBHS
(puc. 10.8):

1. Orkpoiite ITanens ynpasjieHus.
2. VYcranosute ya00HbIi BaM pasmep 3HaukoB (Meskue 3Hauku win Kpynubie 3Hau-

KH) U 3aiIUTE B pa3aci YuYeTHbIe 3aNHCH MOJIb30BaTeJIeH.

3. Buibepure komanay M3menenne napaMeTpoB KOHTPOJISi YYeTHBIX 3anmHCeH.
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Hacrpoﬁxa BblAdauM YBE‘LIOMIIEHMFI O BHOCUMbIX B KOMNbKOTED M3MEHEHNAX

KoHTpON® y4ETHBIX 33NHCER NOMOTAET NPEACTEPSTUTL N3MEHEHNA, EHOCUMBIE 8 KOMNBIOTEP NOTEHUMANBHO
ONacHBEIMKU NPOTPaMMaMK.
Mo MEC O NAPIMETPAX KOMTPONS YNETHLIX 33NN Cel

Bceraa yseaomnste

Hukorpaa ve yeegoMasTh 8 CIEAYIOMX CAYHARX:

® [lonbimku nNporpamMmm yCTaHOEUTL NPOrpaMmMHOE
obecneyenme NN EHECTH UIMEHENUR & KOMNBIOTED

®  VzmeHeHune napamerpoe Windows nonssoeatenem

mn

= = 0 He pexomenayerca. Boibnpaiite sror sapuan,
TOABKC EC/TH HYXHO UCNCNL30E3Th NPOTPaMMbI, HE
cepTudunuymposartbie ans Windows 7, Tak xax oHn
HE NOAREPKMEIIOT YNPIBNEHHE YUETHRIMM 33NUCAMN
- )= nonssosarenes.

Hukoraa e yeeaomnaTe

1

| %ok J[ Ortmena ]

Puc. 10.8. OTtknioueHvne UAC

IlepemecTure noasyHok BHu3, BeiOpas Hukoraa ve ysegomasnTs.

Haxmure kHonky OK.

Cornacurecs ¢ npeaynpexacauem 06 otkmoucHnr UAC n Hakmute kHonky [la.
[lepesarpy3ure KOMITBIOTEP.

U3 coobpaxkenmnii 6ezonacHocTH my4uwe He oTkaouate UAC 11s Mosib30BaTe IbCKUX
VUCTHBIX 3aMHCCii (TOIBKO €CTM BB VCTAHOBMIM CBEpXxOe3omacHbiii Opanamaysp). Ho u
AT HUX MOKHO caenath paboty ¢ UAC Hemuoro yaobuee. Jlemo B Tom, uto koraa UAC
cpabatsiBacT, Bech paboumii CTOM 3aTEMHACTCSE U OOKHPYETCS — MMOJIB30BATE/Ib HE MO-
KeT Oonbiie 0OpaTHTHCS HU K OJHOM MpOrpaMMe, MoKa HE PaspelinT WK HE 3anpeTHT
BBITNOTHCHHE MPOrPaMMbl.

Gy

BHUMAHUE!

YyTb paHee Obino ckazaHo, 4To UAC He HY)XHO OTKNYaTh ANS NONb30BaTEeNbCKUX YYEeTHbIX
3anucen. [AnA y4eTHOW 3anucu agMWHUCTPATOpa ero MOXHO OTKNIYUTL — npeanonaraeT-
CA, YTO aAMUHWUCTPATOp 3HaeT, YTO AenaeT. Ho 3TO TONLKO B TOM criyyae, ecnv Bbl Npu-
cnywanucb K MOUM pekoMeHAauusM U BbiNONHAeTe exeaHeBHble onepayun (pabota ¢ UH-
TEPHETOM, C JOKYMEHTaMU, Urpbl U T. N.) NoA 0OLIYHON YYETHOW 3anNUCko, a Y4eTHan 3anuchb
aAMUHUCTPaATOpPa UCMNOMNb3YEeTCH BamMu NO NPSAMOMY Ha3HaYeHU — ANs aAMWHUCTPUpOBa-
HUA cucTembl. ECnn aTO He Tak, HU B KoeM cny4yae He oTknovanTe UAC.
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Hauuvio pyHkumo MoxkHO oTkaroquTe. [lepeitanre B cacayiommii pazaen peecrpa:
HKIM\SOFTWARE\Microsoft\Windows\CurrentVersion\Peolicies\System

Haiianre napaMeTp PromptonSecureDesktop H NPHCBOITE €My 3HAYCHHE 0. 3akpoii-
T PEAAKTOP PeecTpa M NEpe3arpyinTe KOMIBLIOTEP.

B Windows 7 cere oana ocobennocts, Ecnn But otkmounmn UAC, ragaersr 1 D0K0-
Bas naHens OvayvT paborars HekoppekTHO. Y1o0b BCe ObLIO B NOpsiAKe ¥ rapkeTsl pabo-
TATH. KAK H paHbllC. BaM HY/KHO M3MEHHTL BCEro oauH napametp peecrpa. [lepeiianTe
B CACAVIOUIMI paiaen peecTpa:
HKIM\SOFTWARE\Microsoft\Windows\CurrentVersion\Sidebar\Setting

HamenuTe 3HaucHue napameTpa AllowElevatedProcess B 1, Y1o0Bl M3IMCHCHHA
BCTVIIH/IN B CHUTY, KOMIIBIOTED HYIKHO [EPE3arpy3uThb.

10.4. WndposanHue B Windows 7

Campie poporue seinyekn Windows 7: Tlpodeccnonansnas (Professional). Kopno-
patusuas (Enterprise) m Makcumanenas (Ultimate) — noagepxusaioT (pyHKUMIO
wndposanus ¢aitnos u karanoros (cucrema EFS). 3awndposanusic daiinel HEab3s
MPOCMOTPETE HA APVIOM KOMIBIOTEPE — B CIVHAC. €CJH. HATIPHMEP. APYroil Mo/ib30-
BATE/Tb CHCTEMBI CKOMUPYET 3aH(POBaAHHYIO BAMH NanKy HIN AKE VKPAICT Ball Ke-
CTKHH JHCK,

O wudposannn Gaiinos HYKHO 3HATH C/ICAVIOLIEE:

O avawe seero wudposare He OTACAbHbIE (aiiiabl, a CO3AaTh MANKY. NOMECTHTL TVA
Bce (haiinel, KOTOpLIC BB XOTHTE 3amHdpoBaTe, W 3amHGPOBaTE BCIO NANKY;

) MOMHHTE, YTO MPH KOMHPOBAHHH 3AIHPPOBAHHEIX OOBEKTOB HAa JAHWCKH, KOTOPHIC HE
noaacpkueaT wudposanne (Hanpumep, Ha pasacn FAT32 uan dacwky), daitnw
OVAVT aBTOMATHYCCKH pacindpoBaHs!.

A kak e ¢ kpakeil gaHHbiX? EC/m HEKTO NPOHMKHET K BALICMY KOMIBIOTEPY BO
BPEMA BalICro OTCYTCTBHA, a pabouHii cToa He OvaeT 3a010KHpOBaH (BB HE BLIMO/-
HHAM HH OTOKHPOBKY, HH 3ABCPIICHHC CCAHCA, a MPOCTO BCTATM H3-32 CTOJA H OTO-
LITH), TO OH CMOKET CKONUPOBaTh 3ammdposantbie Gaiiiel, ckaxem, HA CBOK (e~
Kv. CHcTeMa npocTo HE CMOKET OTAHYMHTL. TAC Bbl, 4 TAC — 3JIOYMbILILICHHHK.
TMoaTromy, ecan v Bac ecTh KOHHWICHIMATLHEIC AaHHBIC, He 3a0kiBaiiTe OI0KHpOBaThL
KOMIIBIOTCP, KOTAQ OTXOAMTC OT HEro. A BOT CCAM KTO-TO VKPAJACT Ball KOMMBIOTCP
HUIH AKECTKMI JAMCK, HE 3HAM NApOJid OT BALUCH YHETHOI 3aIHCH, OH HE CMOMKET [1pO-
unTaTh sawndposannbie Qaiias;

O He HykHO wHdposaTh Bee (ailibl MOAPAL, HHAYE CHCTEMA CTAHET HM3PAIHO MOATOP-
MAKHBATEL — BEb €il npuaeTcs pacuudpossiBatk Bee daiian "Ha nety".

Jlis mmdposanns nankn (wan daiina — nocIe10BaTeIBHOCTE ACHCTBHI Takas xe)
HICAKHHTE Ha HEll MPaBoil KHOMKOI Meium v BeidepuTe komaway Ceoiictea. B oGaactn
ATpubyTer naxvure knonky Jpyrue. B otkpuismemcs okne (puc. 10.9) skmounre at-
pubyT llndgposarts conepxumoe AnA 3aMThI AannbIX 1 HaxvuTe kHonky OK, 3atem
eme paz naxkmute kHonky OK B okHe CBOICTB nanku.
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Bce aannsie. coxpanennbie B Tome TrueCrypt. mmdppyiorea. Takxke Ovayr sammdpo-
BaHbl MMeHa (Baiinoe u katanoros. Co cMoHTHpOBaHHBIM TOMOM TrueCrvpt MoxHo pado-
TaTh KaK C OOBIMHBIM JTOrHYCCKHM JMCKOM, Bbl JAKE MOKETE MPOBEPATH "MOBEPXHOCTL"
ITOro AHCKA U NPOH3BOANTD AcparMeHTALIO.

10.5.2. BoamoxHocTtu TrueCrypt

Kak vike Obno ormedeno, TrueCrypt ymeer cozzasars 3amwndpoBaHHbIl BUPTYVAIb-
HbLIT AHCK TpeMsi criocodamu:

O B Buac (aiina, KOTOPLIIT JCIKO HCMOIb30BaATh, Bel MOKCTE NCPEHECTH MM CKONMHPO-
BaTh 3TOT (haiin, ckaxesm, Ha duemky wan #Ha USB-anck, ne saborsce o daitnosoii
cHCTEME, B KOTOpOiil oTdopmarnposan HocuTe s, Jlaxke ecan on 6yaer ordopmari-
poean kak FAT32, 210 nukak He nosangeT Ha kayecTso wwdpposanus. Pazmep Takoro
taiina — AUHAMHYCCKHIT M VBEIHYHBACTCA MO Mepe 100aBIcHHA B HEro HOBLIX (daii-
JI0B M KaTalIoros — BIUIOTH A0 BCEro ceoboaHOro mecra Ha pasaene. Oanako ecim
npeanonaraercs padora ¢ Sonbuwmnm 00beMOM 3AWHAPOBAHHBIX JAHHBIX. JYHLIC Cpa-
3y sawndposars BECH pasac] — TAK NPOMIBOANTE/ILHOCTL padoTsl ¢ 3awndposas-
HBIMH JAHHBIME OYACT BBILIC,

0 ¢ MoMOIBIO MOAHOTO WHPPOBAHHA COACPKHMOro YCTPOHCTEA, ITOT cnocod noaxo-
anT and dacmek u pHewnux USB-auckos. JIHCKETHI. VBB, VIKE HE aKTValbHBI, MO-
ITOMY HE NOLACPAHBAIOTCH CoBpeMeHHBIMH BepcHaMu TrueCrypt:

0O ¢ noMowpo wWHdpPOBAHNA OAHOIO M3 PA3ACI0B KECTKOro aucka. B momxere sammd-
POBaThL Pa3AC/ KCCTKOrO AMCKA H MOMCCTHTH HA HCMO BCC BAWIM KOH(PHACHUHANBHBIC
AOKVMCHTBI, B TOM YHCAC H Da3y JAHHBIX CBOCTO MOYTOBOIO KJIHCHTA,

HIndposanne TrueCryvpt odens Hagexkuo. [lporpavma noaaepKHBACT ANTOPHTMBI
wndposanns AES. Serpent. Twofish u ap. Toasepxusaercs u "proxennoe” wndpoea-
HHC PA3/IHYHBIMHM AJTOPHTMAMH — HANPHMEP. MOXKHO CHavana 3awudpoBarte JaHHLIC
anropurmom AES, 3arem — Serpent, a sarem — Twofish.

Bee aaropuryel wndposanmns HCnoas3yvioT OC30NacHui peknm padoTel, YTO MO3BO-
ASCT BRIMOIHATS wWHdpoBanne H AcwHpoBKY AaHHBIX "HA A¢Ty", HE DOACH MX MOTCPATE.

MNPUMEYAHHNE

Wudposanne TrueCrypt HACTONBKO HAOEXHO, YTO cneycnyxbam W opradam BnacTh 4Yac-
TEHLKO NpUXOAWTCA npuberathe Kk He COBCEM 2aKOHHbIM MeToAam, aabul pacwudposarts
Aaxksle. [la, HaMHoro Npolye 3anyraTk Yenoseka, YTobkl yaHaTk Napons K AaHHEIM, HEXenn
3aHMMAaTLCA WX paclund poskon.

B noatsepiaeHne CBOMX CNOB NPUBOXY CCbUNKy Ha OAWH U3 NPOSKTOB, NOCBALYEHHBIX Nporpam-
me TrueCrypt http:/ftruecrypt.org.ua/content/nonssosarens-truecrypt-Obin-apecrosas-no-
NPUYNHE-OTKasla-Halsarb-naponb-0.

His aocTyna K 3amndpoBaHHbIM AAHHBIM MOKET HCNOIb30BATLCHA NAPONb (KAOUCBaA
({paza). karouesbie Gaiinsl 1w 1 napons. U Kouesbie Qaiinb. Camblii HAACKHBI crio-
€00 — 3T0 UCNOAb30BAHKE J/I JOCTVIA K JAHHBIM M napo.s, 1 KaouessiX (aitios. Yyvre
MCHCC HAACKHBII — TOIBKO K1roueBsIX (aitnos. Hy u cambiiil npocroii (KOHCUHO, OTHO-
CHTCIBHO — BCC 3aBHCHT OT MAPOJIA) — TOJBKO MapoIs,

C xmouessiMu aiinamu Bee He Tak npocto. Beab Bo3HHKaeT HEOOXOAMMOCTL MX TO-
CTOSIHHO KOMUPOBATH, XPaHHTh rac-Hudyvae u 1. 1. Her embicaa xpauute karoucssie daii-
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abl BMecTe ¢ 3ammndpopanabiM ToMoM TrueCrypt — camu nonnmaete nmouemy. I[Toatomy

3aYacTYIO MOJb30BATE/IH MPEAMNOYUTAIOT HUCMOAb30BATh A1 JOCTYNA K JAHHBIM TOIBKO

naposb. [Tapons, B KOHLIE-KOHLIOB, MOXKHO MpocTo 3arnoMHuTh. He Hano GecriokouThes

0 TOM, YTO HYKHO CKOITHPOBATh €r0 KyAa-HUOY b, OH BCETJa C BaMH.

OcobenHocTs TrueCrypt 3ak1i04aeTCs TAK/KE U B TOM, YTO B KAUCCTBE K/TIOUYCBBIX (haii-
JI0B MOTYT HMCIO/Ib30BaThCs TH00bIC (Paiiibl HA BAIIEM JKECTKOM JMCKE, a HE CMCLHMATIBHBIC
cepTU(HKAThI, KEM-TO MPOBEPEHHBIC M KEM-TO MOAMHUCaHHbIC. Bol co3xaere m00oit ¢aiin,
MYCTh 3TO OyAeT OOBIMHBINH JOKYMEHT, M € €r0 MOMOIIBIO 3auIi(POBBIBACTE LI pa3ac.
3710yMBILIZIEHHUK HUKOTAA HE AOTaJaeTCsl, KaKoit MMEHHO (haii BeI BRIOpay.

Bnpouem, HENpUATHBIIT MOMCHT MPUCYTCTBYET M 31€Ch — CCIIH BBl MOTEPSICTE ITOT
(aiin (BB MM KTO-TO APYTOif €ro CAVYAHHO YAATHT, HIM JKC MPOU30MACT cOOii Ha JKECT-
KOM JUCKe M OyJaeT NMOBpeKIACH XOTs Obl 0auH OGalT 3TOro (aiina), TO yKe He CMOKETE
MOIYYHTh JOCTYIT K CBOMM JAQHHBIM.

Htak, ecm Bbl HE XPAaHUTE rOCYJAPCTBEHHYIO TaliHY, TO BIMOIHE MOAOHACT OOBIYHBIH
HaexkHbIN napons. U3 2iaeer 9 BB yike 3HaETE, Kak €ro CO3/4arh.

ITporpammy TrueCrypt MoxHO 3amyckaTh O0¢3 YCTAHOBKH B OMCPALIMOHHOM CHCTEME —
AT €€ 3amycKa He TPeOVIOTCs MpaBa WICHOB TPYIINbBI A AMHHHCTPATOPOB. A 3TO OYECHb
YAOOHO — U1l YCTAHOBKH TOH MM MHOM MpPOrpamMMbl MHOTJA MOJKET HE XBAaTHUTh IPaB
naoctyna. B ciayuae ke ¢ TrueCrypt BbI MOXKETE HCTIONIB30BaTh MPOTrpaMMy € OOBIMHBIMH
npaBaMl/l MO Ib30BATC.IA.

BOT HEKOTOpPbIE BTOPOCTENEHHBIC OCOOCHHOCTH MPOrPaMMBbI:
0J BO3MOKHOCTh M3MCHCHHS Mapossi M KTOYEBHIX (aiinos zammdposanHoro toma 6e3

noTepy 3an(pPOBAHHBIX JAHHBIX — TAK YTO MAPOIH MEHATh HE TOABKO MOKHO, HO M

HY’KHO:

) BO3MOKHOCTb HA3HAYEHHS "TOPSAUMX KJIABMII" AIS PA3IMUHBIX ONMEpamii — HanpH-
MEp. AT MOHTHPOBAHUS WM Pa3MOHTHPOBAHMS 3alIH(POBAHHOTO TOMA;

) BO3MOJKHOCTb PE3EPBHOrO COXPAHCHMS 3arojOBKa TOMA, YTO MMOJE3HO NMPH BOCCTa-
HOBJICHHMH MH(POPMALMK B CTydac MOBPEKACHHUSA TOMA H 15 BOCCTAHOBIICHHS CTApOro
naposisi, KOTOPbIi ObIT ACHCTBUTEICH AT CTAPOTO 3aro0BKa;

O wudpoBaHHe CHCTEMHOTO (H3MYCCKOr0 WIH Jormueckoro amcka. [la, BeI MoskeTe
samndpoBaTh Jake CHCTEMHBIH AUCK, ayTeHTH(uMKaims (BBoA maposs) Oyaer jao-
3arpy304HOI — OYCHb YI00HO.

MPUMEYAHUNE

Takas xe ¢pyHkuns — BitLocker — umeetca n B Windows 7 (B peaakyuax KopnopaTtusHas
n MakcumanbHas), Ho XoAaT cnyxwu, YTo B BitLocker BcTpoeHa naseitka ans obxoaa 3auwyu-
Tbl. [paBaa 37O MNU HET, TOYHO He 3Halo, HO B HeodUUManbHbIX Kpyrax Takue cBefeHus
UMpKynupytoT. A abiMa 6e3 orHs, kKak U3BeCTHO, He ObiBaerT. ..

10.5.3. Kpatko 06 ucropum TrueCrypt

Iepsas Bepcust nporpammsl nosisunacek 2 ¢gespans 2004 roga. M3HauanbHO OHAa OCHO-
BeiBastachk Ha npoekre E4M (Encryption for the Masses), nossusmemcs ewe B 1997 ro-
ay. Ilpoekt Ob11 O¥EeHb MOMYISAPEH CPEAN MOAB30BATENCH, eme Obl — OecraaTHas mpo-
rpaMma ¢ OTKpBITBIM KOAOM s mndposanus "Ha nery". Ho B 2000 roay paGoty Hax
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MPOEKTOM TNMPHOCTAHOBHMJIM, TMOCKOIbKY co3aareab E4M mepexaroumiacs Ha KoMMepue-
CKHE pa3paboTKH.

Kak yxe ormeuanock, paspaborunkn TrueCrypt B3sam 3a OCHOBY KOJ MPOTPaMMBbI
E4M. U B 2004-m roay TrueCrypt cTtana ¢JMHCTBEHHOI MPOTPaMMOif ¢ OTKPBITBIM HC-
XOAHBIM KOAOM A7s mn(pOBaHHUs HA JETY U ¢ moaHoit noaaepxkkoit Windows XP, yem
HE MOIJIH MOXBACTAThCs APYrHe OCCIIaTHBIC MPOrPaMMBI.

Hacrosmumii npopsie B pazsutun TrueCrypt nmpounsomesn ¢ BbIXOJAOM YETBEPTO
Bepcuu B 2005-m roay — Torjga mporpamMma crajia KpoccriaaTGopMEeHHOH (nosiBH-
nack e¢e Linux-Bepcus). Kpome 3Toro nosiBunucs noaaeprxkka x86-64, Xam-anaropurm
Whirlpool u muoroe apyroe. B Tom ke 2005-m roay (B Bepcun 4.1) 6p11a cymect-
BCHHO YBCIMYCHA CTaOMIBHOCTH paboThl O1arogapsi MCMOIB30BAHHIO HOBOTO PEIKH-
ma pabotel (LRW).

B 2006-m roay mporpamma "Hayumiaace" cO31aBaTh TOMA, U3MEHSTh MAPOIH U KITKO-
yeBble (hail/ibl, FCHEPUPOBATH KIKOUECBBIC (haiiyibl U CO31aBaTh PE3CPBHBIC KOMUH 3ar0JI0B-
koB ToMOB. A 1711 Windows NT nosiBinace noaaepkka JHHAMHYECKAX TOMOB.

B 2007-M roay nosiBunace noJHas nojacpikka 32- u 64-paspsaubix Bepeuiit Windows
Vista, Ob11M Takke MCMPABACHBI HCKOTOPbIC OmMOKM. Linux-Bepcus oTcraBana — A
9TOi OMEPALMOHHON CHCTEMBI TMOKa He OblT paspaboTan aaxe rpaduyeckuii mHTEpdEiic.
Ero aoGasuam TOIbKO JMIIB B MATYIO BepcHio, Bbimeamyto B 2008 roay. B aToii ke Bep-
CHH NOsIBUIIACH NMOAACpkKa Hdposanus Beeit (aitiosoii cuctema Windows, B ToM unc-
JIe U CUCTEMHOTIO pasjena.

B Bepcuu 5.1 (Toske 2008-it rox) peanmusaums anropurma AES Obina nepenucana Ha
s3pIKe accemOnepa (panee oHa Obina Hammcana Ha si3bike C). B pesyasrare mpouzsoam-
TCIBHOCTD IH(POBAHUS AUCKA CYIIECCTBCHHO BBIPOCTA.

B mecToii Bepcuu TOXKE MOSBHIMCH JOBOJIBHO MHTEPECHBIC BO3MOKHOCTH:

O mnapanaeabHoe mHdpoBanue/acmnGpoBaHHUE, YTO MOBBIIACT MPOU3BOAUTCIPHOCTD HA

MHOTOSACPHBIX H MHOTOIIPOLIECCOPHBIX CHCTEMAX;

0 BO3MOKHOCTb CO3JaHUsI CKPBITBIX pa3aenoB npu padore ¢ Linux u Mac OS;
O BO3MOKHOCTb YCTAHOBKH CKPBITBIX ONEPALMOHHBIX CHCTEM, CYLIECTBOBAHHUE KOTOPBIX

HEBO3MOXKHO J0Ka3aTh (MHTEPECHAst BO3MOIKHOCTD /ISl THPATOB).

ITopaep:xka Windows 7 nosiuiack Tos1bko B Bepcuu 6.3. Tak uTo, eciiu no Kakoi-To
NPHYHHE BaM MPHACTCS MCMOTb30BaTh HEMOCICAHIOK BEPCHIO MPOrpaMMbl (Ha MOMEHT
HAMHCAHHUs 3TUX CTPOK — 7.1). TO Bepcuio HIKe 6.3 yCTAaHABINBATh HE CTOMT.

B Bepenu 7.0 eme Gonbiue vekopuan anropur™m AES, nosBuiace BO3MOKHOCTb aBTO-
MaTHYECKOTO MOHTHPOBAHMSI TOMOB, MOAACPKKA OOMBIIMX TOMOB C Pa3MEpPOM CEKTOpa
1024, 2048 u 4096 GaiitoB; kpome Toro, Teneps TrueCrypt ymeer mmdposars daiin
noakaykn Windows, KOTOPBIit MOKET COACPKAaTh KOH(PHACHUHATBHYIO HH)OPMALIHIO.

10.5.4. Ucnonb3oBaHue TrueCrypt

Bor yxe cTonbko 3HacTe 0 TrueCrypt, 4To HaBepHsIKAa XOTHTE €€ CKavaTh. 3ailAuTe Ha
caiit paspaborunka http://www.truecrypt.org/ B pasaea Downloads u ckauaiite camyro
nocaeaHio Bepenio aas Windows (Ha gaHHBIH MOMEHT — 370 Bepemsi 7.1). Tam ke
MOKHO HaiiTi Bepenn 1yt Linux u Mac OS, ecin oHM BaM Hy’KHBI.
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Volume Type

" Standard TrueCrypt volume

Select this option If you want to create a normal TrueCrypt
volume.

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
wnmm without revealng the password to your

v .

Volume Location

! ] _sdectpe.. |
[V Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on 3 USB flash dnve, etc. A
TrueCrypt container is just lke any normal fie (it can be, for
example, moved or deleted as any normal fie). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be areated,

WARNING: If you select an existing fie, TrueCrypt wil NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing fles (later
on) by moving them to the TrueCrypt contaner that you are about
to create now.

Puc. 10.17. Buibop mecTononoxeHwe Ans danna 3awmdgppoBaHHoOro gucka

L4

_—c—

ee

Wma panna: my_volumd

Tun daina ; All Files (*.%)

¥ OGsop nanok

Puc. 10.18. Bsog menun danna
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Encryption Options

- Encryption Algorithm

|ags ] e |

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S, government departments and agences to protect
classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES Benchmark |

r~Hash Algorithm

(== ~] information on hash algerthms

Puc. 10.19. BuibGop anroputMoB WuUpoBaHUa U X3WMPOBAHUS

Ha cneayromenm mare Bam OyaeT npeasioKeHO BbIOpaTh anroput™ mwudpoBaHus U al-
roput™ Xamposanus (puc. 10.19). Bl moxere BoiOpats aaroput™sl mdposanus AES,
Serpent, Twofish nmm e nx komGunaumn AES-Twofish uan Seprent-Twofish-AES u 1. m.
Ho umeiiTe B BHAY, YTO MpH ABOWHOM WM TPOWHOM MIM(POBAHMM Y KAKAOTO aIropurMa
OyaeT CBOIT K/IHOY, U BaM MPUJICTCS MOMHHUTb HE OAMH, a TpH naposi. Bospacraer kak Ha-
JCHKHOCTD WH(POBAHUS, TAK U BEPOITHOCTb 3a0bITh Napoib. TYT Yk peluars BaM.

B kauecTBe anropurMa X>3IIMpPOBaHMS BaM MpeiaraeTcsi Ha BhIOOP TpH BapHaHTa:
RIPEMD-160, SHA-512 u Whirlpool. JInuna xsma nepsoro — 160 6uToB, ABYX mo-
creauux — 512 6utos. [lonaTHo, yTO ABa MocieaHMX anropuT™ma — HagexkHee. Kakoii
n3 HuX BeIOpaTe? Oba anropuT™a B paBHON cTeneHn HaacKHbI. Ecan Bbl Koraa-uuGyan
UMETH A0 ¢ wr(pPOBAHHEM, TOYHEE € XIIIHPOBAHMEM, TO HABEPHsKA BbIOCpUTE MpH-
BoluHblit SHA-512. S ke BbiOpan Whirlpool — yik OueHb 3TO Ha3BAHHE HATIOMHHACT
npoussouTeist Moero xonoaunsauka © Ilyrka. Anropurm Whirlpool 6osee ceesxuit —
nosisuiacs B 2004 roay (TouHee, OKOHYATEIBHO CTAHJAPTHU3MPOBAH), MOITOMY J0JIKEH
6biTh HagcxKHee, yeM SHA-512.

Jlanee HY)KHO BBeCTH pasmep BuptyaiabHoro aumcka (puc. 10.20). Ilporpamma coob-
IAET, CKOJIBKO CBOOOAHOTO MECTA OCTATOCh HA pasaene, rae XpaHutces (aiin BUpTyaib-
HOro aucka. ¥ MCHS KOH(MACHUMAIBHBIX JAHHBIX Maso, MO3TOMY M YCTAHOBM/ TaKOM
pasmep (Bcero 50 Moaiit). Ecin ke Bbl IIIaHMPYETE XPaHUTh Ha 3alIU(POBAHHOM JAHCKE,
ckaxxeM, 6a3y ouToBOro KIHEHTA, NOTPeOyeTCs KaKk MUHHMYM HECKOJIbKO rurabaiir.

A Tenepb camoe BakHOe — BBOJ napois (puc. 10.21). He HyxHO BeIOHMpaTh B Kave-
CTBC Mapoisi CIOBApPHOC CIOBO (MM KOMOMHAUMIO TAaKUX CJIOB), Mapoidb HE JAOKCH
COACpIKaTh AATY BALICTO POKACHUS. Peructp cuMBoIOB mapo:ns J0MKEH ObITh pasHBIii,
B mapoJie A01kHbI ObiTh wudpsl u HeandasutHbie cumBoabl (@, ~. =, $, * u ap.). Pe-
KOMEHAyeMas pa3paboTuMKOM MHUHHMMAalbHas AJuHA nmapoias — 20 CHMBOIOB, MaKCH-
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MalbHas BO3MOXKHasi AnuHa — 64 cumBona. Ecim BBl mponyceTunm eragy 9, HacTosi-
TEABHO PEKOMEHAVIO €¢ MPOYMTATh, — TaM Mbl PACCMOTPEIH BOMPOCH BbIOOpa Ha-
JEHKHOTO Mapo.is.

[Iporpamma He yCTaHABIMBAET OrPaHHYCHHE HA JJIMHY Napolis, HO 00s3aTe/IbHO CO-
oOLIUT BaM, €C/IH Bbl NMONMPOOYETE MPEAT0KUTh Cif HCHAACKHBII naponsb. Pemenue npu-
HHMaTh BaM — WJIM BBCCTH HAAC/KHBIN MapOb, WM OCTaBUTh KAK CCTh.

Volume Size

|50| @ M (g

Free space on drive C:\ is 24.49 GB

Please spedfy the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
spedify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KB.

< Back Next >

Volume Password

P, ord: I EXEXXTRXRZEE

_C_mﬁrm: l .nu---;-ﬁ
[ Use keyfiles
[ Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth, 1t should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ *=§* +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better), The maximum possibie length is 64
characters,

<§ad:lrjext>|

Puc. 10.21. YcraHoBka napons
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[ TcCopt.
Volume: System Favortes Tools Settings Help

Drive | Volume
el
Sl
S
K

| C\usera\aessuciymy_vokume
WV yever save history

T

(4 TrueCopt.
Yolumes System Favorites Tools Settings Help

P
0 C\Ussrs\Derucmy volume
SR
e
T
U

Creste Volume I mm' e Cashe [ ‘
Vokume

|
|
| C:Wsers\lesucmy_vokme
V' Never save history oo

Puc. 10.28. BupTyanbHbii AUCK NOAMOHTUPOBAH
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Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size | Encryption algorithm | Type -
SoH:
Sl
L B
S
Serl:
S M:
S N:
e 0:
P
“*Q: C:\Users\Qemscmy_volume
SR
St S
SaT:
S U:

Create Volume Volume Propertes... ]

— Volume

E I C:\Users\dessac\my_volume

Auto-Mount Devices

Puc. 10.29. BupTtyansHbii auck Q: B okHe KoMmnbrotep

Kak Buaure. Huuero cnoxkHoro B ucnonsszoBanuu TrueCrypt Her. Ha gocyre peko-
meHayvio nmpountate PDF-aiin, mocrasisemsiii BMECTE ¢ mporpamMmoii, — B HEM BBI
HaiaeTe MHOrO MHTEPECHOro. OAHO MAOXO0 — HET €ro PyCCKOH BEPCHH, TMOITOMY €CIIH
C AQHIIIMICKHM HE BCE XOPOLIO, MOMKETE MOCETHTh CAMT PYCCKOS3BIMHOrO cooOmecTBa
TrueCrypt: http://truecrypt.org.ua/docs.

10.6. YaaneHue uHcopmauum
0e3 BO3MOXHOCTU BOCCTAHOBINEHUS

Koraa Bbr yaansere (i, Ha caMOM €€ OH € JKECTKOro Aucka He ygamsercs. [Ipo-
CTO 3aruck o daiine yaansgercs u3 Tadauuel pazmeineHus Gaityios (He roBops yKe 0 TOM,
YTO CYLIECTBYET KOMHS 3TOM TabaMIbl — [0 HEH U NMPOU3BOAUTCS BOCCTAHOBJICHUE Ya-
neHHeIX (aiinios). M HecmoTtpst Ha TO. uTO (aiin skoOb! yaaleH, BCe JaHHbBIC, COAepiKa-
muecs B HeM, (M3MUECKH BCE CLIC Ha JKECTKOM Jucke HaxoaaTcs. Cucrema nepesanumeT
UX TOJIBKO TOTJa, KOrja ¢if MoHaJ0OUTCs JUCKOBOC MPOCTPAHCTBO, KOTOPOE PaHbIIC 3a-
HUMal VAAICHHBIH (aiin. YUuTeiBas OrpOMHYIO €MKOCTh COBPCMCHHBIX JKCCTKHX AMC-
KOB, MOJKET MPOMTH HECKOJIBKO MECAIEB ¢ MOMEHTA yaaiaeHus (aiina, a cogepkamuecs B
HEM JaHHbBIC BCE €uie OyAYT HAXOAMTHCS HA JKECTKOM JMCKE C BO3MOMKHOCTBIO MX BOC-
CTAHOBJICHHUSI.
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U3 NTUYHOWN NMPAKTUKN

Boobuwje-To, kak NnoAMEYeHO NUYHO MHOI, Npy yaaneHuu dannos pabotaeT 3akoH Mepdwu,
KOTOPbIi BNOMHE MOXHO Ha3BaThb 3aKOHOM NoANocTW. Ecnu Bbl cnyyanHo yaanaeTe BaXHblv
¢haiin, ero 3avacTyto Henb3A BOCCTAHOBUTL UM YAAETCA BOCCTAHOBUTL TONMbKO YaCTUYHO —
BWAUTE NW, CUCTEME CPOYHO NOHAA06MNOCH MECTO, KOTOPOE paHblUe 3aHWMan BaXHbI ANS
Bac cann.

Koraa xe Bbl yaanseTe, Hanpumep, KOMNpoMeTupyoLwue sac dainbl, U3NYECKN OHU eLe
[AONro HaXOAATCA Ha XXECTKOM AUCKE U cBOBOAHO MOryT GblTb BOCCTAHOBNEHD. ..

Cy1ecTByeT HECKOIBKO crnoco00B OE3B03BPATHOrO YAAICHUS JAHHBIX!

0 MHKpPOBOJIHOBKA — JKECTKHH AUCK M3BICKACTCS M3 KOMIIBIOTEPA M IOMELIACTCS
B MHKPOBO/THOBYVIO Ieub. BK/IrouaeTe neus Ha OJHY MHHYTY, @ CAMH HEMEIJICHHO I10-
KHJACTC MOMCIICHHC M BbI3BIBACTC MOYKAPHYIO OXPAHY HIH FOTOBHTEC OTHCTYIIUTEID.
Heaocratok v aToro cnocoba 0auMH — KpPOME JKECTKOTO AHMCKa OVACT MOBpEeKACHA
CIIEC M HU B YEM HE MOBHHHAS MEYb,

O MOJIOTOK — JOCTATOYHO HECKOJIBKO Pa3 M30 BCEX CHJI YAAPUTh YBECHCTBIM MOJIOTKOM
IO JKCCTKOMY JMCKY, M BCE JaHHbIC OYyAYT yIaICHBI.

O6a 3t cnocoba XOpoin, KOrjaa Baury ABEPh VIKE B3JTaMBIBAIOT, M HET BPEMEHH HC-
KaTh YTHIMTY Jiis Oe3onacHoro vaaneHus ¢aiinos. Ho HeqocTaTku y HUX TOXKE HMEKOT-
Cs. Bbl HECETE OMNpEJe/ICHHbIC (PMHAHCOBBIC MOTEPH (B MEPBOM CIIy4yae MOCTPAAACT IEUb
¥ JKECTKHIT JUCK, BO BTOPOM — TOJIbKO JKE€CTKHII JUCK), @ TAK)KE JAHHbIC VIASIOTCS BCE
0e3 pasbopa. Jabbl He mpuOerath K MOMOIIM MOJIOTKA. HYKHO 3apaHCE MO3a00THUTHCS
o BeIOOpe mporpammel s OesomacHoro vaancHus gaHueix. [lepea vaanenmem daiina
TaKHE MPOrPaMMBbl BRIYHIIAIOT BCE OIOKHM JKECTKOrO AMCKa, 3anuMaeMbie daiinom. [Tocae
yvaaneHus 3anucu o (aiine u3 Tabauusl pasmeineHus Bee 610k gaHHbBIX (aiina nepesa-
MHCBIBAIOTCS CIYYAHHOM HHPOPMALIMEH UM MPOCTO HYJISMH, TO €CTh MPOUCXOAUT (hu3u-
YECKOE YAAJICHHUE JAHHBIX C )KECTKOrO JHCKA.

CyLiecTByeT MHOTO MPOrpaMm noJ00HOro poja, HO sl OCTAHOBI CBOM BHIOOP Ha Npo-
rpamme Eraser, ckadath KOTOPYIO MOKHO abCoMIOTHO GecniaTHO ¢ caifra paszpaboTunka:
http://eraser.heidi.ie/. [Touemy mmenHo 3Ta nporpamma? Jla moromy 4To OHA, B OT/IHYHE
OT HEKOTOPBIX APYrUX, HopMaibHO padoraet ¢ Windows 7.

Pa3o6patbcsi ¢ MCTOTB30BaHUEM MPOTPAMMBI OYCHB MPOCTO — € ITUM BbI CIIPABHTECh U
0¢3 MOMX KOMMCHTapHeB. EAMHCTBEHHOE, YTO HY’KHO OTMETHTD — nporpamMa Tpedyer NET
Framework, mostomy mepea VCTAaHOBKOH MPOrpaMMbl HV/KHO CKadaTh W VCTAHOBHUTBH 3TV
riargopmy. bnaro, ona aoctynHa OecrnaTHO M €€ ckadath MOXKHO ¢ caiita Microsoft:
http://www.microsoft.com/downloads/ru-ru/details.aspx?familyid=9cfb2d 51-5ff4-4491-
b0e5-b386f32c0992.

B uemeepmoii yacmu kHurK Bbl y3HACTE, KaK HE AOMYCTHTh OLIMOOK, BEAYLIHMX K IMO-
TepPEe AHOHMMHOCTH, U KaKHE JIVYLIC HCIIO/Ib30BaTh MporpaMMsl Juist paborsl B MHTEpHETE.



HACTb IV

YT100bLI BacC
He pacCeKpeTUusu...

B 3T10ii HCOOMBIIOH YAaCTH KHUTH 6\,’.1\1‘ PacCMOTPCHBI AOINOIHHUTC/IBHBIC PCKOMCHIA-
IHH, MO3BOTAIOUINC OCTATHCA HC3aMCUYCHHBIM B Cern.
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OwunokKm,
BeAyLwMe K yTpate aHOHUMHOCTHU

11.1. Kak He coBepwaTtb OWNOOK?

Ouenb sterko HewasiHHO cebst paccekpetuts. JloctaTtouHo oauH pa3 Oe3 aHOHUMH3aA-
LMK 32iTH 10/ CBOMM "aHOHMMHBIM HMEHEM" Ha pecypc. Ha KOTOPbIil Bbl OOBIMHO 3aX0-
JMTH QHOHMMHO. JTO camas pacrnpoCTpaHCHHas OMOKa — MPOCTO 3aLITH HA CAlT U3
apyroro Opaysepa, He HacTpoeHHOTro Ha Tor wian Apyroit AHOHMMHBII MIPOKCH, MITH JKC HE
oOpaTuiau BHUMaHHE Ha HeBKTIOUeHHBIH Torbutton, a Tor okasanack BHIKTIOUCHHOI.

ITosTOMY OUEHB BaKHO pazoOpaThCs, B KAKMX CIy4asix Bbl OYVAETE MCIOIB30BATh AHO-
HUMU3aLMIO Tpaduka, a B Kakux — HeT. [IpuueM npuHATh peleHne HY>KHO J0 TOro, KaK
BbI OVAETE 3aHMMATBCS ACATEIBHOCTBIO, TPEOYIOLIEH AHOHUMHOCTH.

ITOTHOCTBEO AHOHMMH3MPOBATH BCKO BALIY JCATEIbHOCTb B IHTEpHETE HENb3s — CeTh
Tor He BBIACPKUT TAKMX HArpy30K (€CM Bbl CTAHETE, HANPUMEP, CMOTPETh BHICO OH-
JaiiH, CAyLIaTh OHIAHH-PAANO M CKAa4MBaTh OrpoMHbIC (aiinsl), a ceth 2P eme He Ha-
CTOJIBKO MOIY/ISIPHA HA HALIHMX MPOCTOPAX.

Boibepure HanpasieHHus ASATEIBHOCTH, KOTOPbIE XOTUTE aHOHMMU3upoBaTh. Hanpu-
MEp. BbI COOpaINCh BECTH CBOI O10T, HO MPH TOM JKEIACTE OCTATHCS AHOHUMHBIM. TyT
Ba)KHO AHOHHMMH3UPOBATh BCCh MPOLECCC BeACHHMs O70ra, HAYMHAS C €r0 PErHCTPALMH.
Ipu coszaannu caitra (6;10ra) Bbl MOKETE CAMOCTOSTE/IBHO 3aPErUCTPHPOBATH JOMEHHOE
UMsl M KYTHTh XOCTHHI WM 3aperucTpuposarts caiT (010r) Ha oaHOM M3 GecriaTHbIX
naatdopm (Hanmpumep, aas 6mora — Ha LiveJournal).

C oanoii croponsl, 6aor-maardpopma — 6oIee aHOHUMHBIH CIOCOO perucTpaLmm, rno-
CKOJIBKY NpH co3gaHuu Orora Tpedyercst ykas3aTh TOJIbKO e-mail, koTopslii 10 3T0ro cie-
AVET 3aperiCTPUPOBATh TAKKE AaHOHMMHO, HC TPEOYIOTCS HU MACTMOPTHBIC, HHU ILIATCIK-
HbIC JAHHBIC.

BHUMAHME!
He ykasbiBanTe npu peructpayuu Ha nor-nnatgopme cBoW OCHOBHOM e-mail.

C apyroii cTOpOHBI, BO BCCX TPOMKHX JA€/IaX MPOTHB OIOITEPOB Kak pa3 GpUrypupyioT
6nor-ardopmMbl, Tak Kak OHH 10 TIEPBOMY 3aIpoCy MEPeAaAl0T BCIO HHPOPMALHIO O Bac
CIICACTBCHHBIM OpraHaM — 3TO BaM He¢ mBeiinapckuii 6ank. Ho apyroro Beixoaa Boo6-
LIE-TO M HET, BEJb IPH MOKYIKE IJIATHOrO XOCTHUHra MPUJICTCS yKa3aTh CBOU PEaIbHBIC
JaHHBIC, YTO HEIKEIATEIIBHO.
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BoT HeCckO/IbKO COBETOB, KOTOPBIE IIOMOI'YT BaM COXPAHUTh AHOHUMHOCTb!

O npuaymaiite cede MCeBAOHMM — HET HMKAKOTO CMBICTIA MCTIOIb30BATh AHOHMMHOCTD,
€cIu Bl OyA€TE HA KOKAOM YTy COOOIaTh CBOC MMS;

O 3apaHee cosaaiite ceO¢ OAMH WM ABA MOYTOBBIX SIIHKA — HX HY)KHO 3apETHCTPHPO-
BaTh AHOHUMHO — ¢ moMombio Tor. DTh smukn Bbl OyaeTe HCMOMB30BaTh AT KOH-
(UICHUMATBHOM MEPEeNUCKH M IS PErHCTPALUMH PA3IUYHBIX HHTCPHET-PECYPCOB:
caiToB, O/IOrOB U T. 1.

O perucTpupyiTe HHTEPHET-PECYPCHI TOJIBKO B AaHOHUMHOM pexkume — yoeaurecs, uro Tor
BK/TFOUCHA, M TOJIBKO TOCJIE 3TOr0 perucTpupyifre 61or wim caitr. Mo>xHO a71s perucrpa-
LIMH MCTIONB30BaTh M AOCTYTI M3 MHTEPHET-Kae, HO YUTHTE, UTO TaMm Bac MOTYT JIETKO BbI-
YHCUTh — BO MHOTHX MHTCPHET-Kae YCTAHOBICHBI BHACOKAMEPHI, Ja U BHIOMpacTCs
uHTepHeT-Kade vawe Beero Omwkaiimee k JoMmy. Bor ecin Obl yexaTs B Apyroii ropox. ..
Bcee 3aBucur ot nHpOpMaLMK, KOTOPYIO BbI COOMPACTECh AHOHUMHO ITyO/IHKOBATD.

O Hukorja He BEAUTE CBOH OJI0r B OTKPBITYIO (HE QaHOHHMHO) — HEKOTOPBIC I10J1b30Ba-
TC N KO.\-l6l/lHl/lp_\'l'0T AHOHHUMHBIC U HCAHOHUMHBIC CCCCHH, YTO BCACT K HX paCCCKpce-
YHBAHHIO.

11.2. Kak He nonacTtb
noa NMMHrBUCTUYECKUM aHanu3?

C noMOLIBIO JTMHIBUCTHYECKOTO AHAIM3a MOJYKHO JIEFKO YCTAHOBHUTb, KOMY IPHHA/IC-
JKMT HAIMCAHHBII TEKCT. A MoceMy CTAHOBUTCS SICHO — €C/IH Bbl OyJeTe KOMOMHHPOBATH
AQHOHMMHBIC M HCAHOHMMHBIC CECCHM TSl MyOIMKALIMM Pa3HOTO POoJa KOHTCHTA, BAC MOTYT
aAerko BeraucauTh. [IpeactaBum, 4TO BRI — JKYPHAIMCT WIM MHCATETb M MyOIHMKYETECh
B OCHOBHOM He aHOHMMHO. Ho ecTb psix HHTepecyroLHX Bac TeM, Ha KOTOpBIE BbI ObI XOTe-
JM MHCATh AHOHMMHO, MOCKOJIBKY OMNAcaeTech MNPECICJOBAHUI M PENpeccUil B TOM WM
nHoI (opme. B 3TOM caydae Bam HY’KHO M3MEHHTB CBOM CTHITb M370/KEHHS, HHAYE SKCTIEP-
THI 110 JTUHIBUCTHYECCKOMY QHATH3Y OYCHb OBICTPO YCTAHOBST, KTO €CTh KTO.

IlocoBeToBaTh M3MEHUTB CTU/Ib, KOHEUHO, npouie Beero. Ho He Bceraa noHATHO, Kak
9TO cAenarh. YToObl 3HATh, HA YTO OOPATHTH BHUMAHHE, CICAYCT O3HAKOMHUTBLCS C TEM,
KaK MPOH3BOAUTCH JMHIBUCTHYCCKUH aHAINU3, TO €CTh CaMOMY INPCBPATUTHC B Cricua-
JIUCTA M0 TAKOMY aHAIU3Y.

Bort Ha yto ananuTHKN 0OpamaioT 601bIIC BCCro BHUMAHUS:

CpCaAHss AJIMHA MPCATIOKCHUS B 3HAKaX,

CpeJHsis AJIMHA JUaIora B 3HaKax:

COOTHOLICHHUE JHAIOTOB M MPEAT0KECHHH B TCKCTE,

MCTIOTb30BAHHUC YHUKAIBHBIX C0B (KaK CTOBAPHBIX, TaK M BbIIYMAHHBIX aBTOPOM):
4acTOTa MCIOIb30BAHUS YHUKATBHBIX CJIOB;

MCTIOTb30BAHHE OJHHMX M TEX JK€ YHHKAJIbHBIX CIOB B OTKPBITHIX M AHOHHMHBIX My0-
JUKAUUAX,

AKTHBHBIH CI0BApHBIii 3aMac (KOIMYECTBO YHHKATbHBIX CTOBAPHBIX CIIOB B TCKCTE):
AKTHBHBIH HCCIOBApPHBIii 3amac (KOIHMYCCTBO YHUKAIbHBIX BbIIYMAHHBIX CJIOB B TCKCTC);
CTaTUCTHKA MCIOIb30BAHUS YaCTCH PEYH — TMPOLECHT CYIICCTBUTC/IBHBIX, I71aroJios,
MPHUIAraTe/IbHBIX U T. I1..

oo oaooaaaAQ
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O OurpamMMbl YacTeii pe4M. TO €CTh YacTOTa YMOTPEONCHMS map "CyIIECTBHTEIbHOEC-
raaron", "Hapeumne-npuiarartebHoOe" M T. 1.
O nozuuuu YacTel peyH B NPEAT0KCHHH (IO BCEM YaCTsAM peyn);
0 Gurpammbl OyKBEHHBIX Map (MoAcYeT ro BeeM andasuTHbIM mapam "aa”', "ab", "as"u T. ).
JUns THMHrBHCTHYECKOrO aHATN3a TEKCTA CHCLMAIMCTBI MCIOJB3YVIOT HAOOp pasinuHbIX
merogoB. € HCKOTOPBIMH M3 HHX BBl MOXKCTC TO3HAKOMHTBCS IO  aJpecy:
http://filologia.su/metody. B MuTeprere Taroke MOMKHO HAHTH MPOrpamMMbl /st JIMHI BUCTH-
YCCKOTrO aHAIN3a TeKCTa — Hanpumep, JInarBucTiyeckuii anamsarop 2.0, KOTOpbIii MOYKHO
ckauyath OecruiatHo 1o azapecy: http:/softok.org/science/naukateh/7776prog.html. Ilpo-
rpamMMa He 3aMEHHT BaM OIBITHOTO AHAJUTHKA, HO BCE JKE€ ITO JIyULIe, YeM HUYETO.
B o6wem, nadopmanmu B MHTEpHETE N0 9TOI TeMe — OYEHb MHOTO, HO HAalla KHHUTa
NOCBSIICHA AaHOHUMHOCTH B MIHTEpHETE, a He MuHrBUCTHKE. [1aBHOE, YTOOBI BBI 3HATH, YTO
TaKOit CMocod ACAHOHUMH3ALMH CYIIECCTBYET, a MPEAYNPEKIACH — 3HAYHT BOOPYIKCH.

11.3. Haubonee yacTtblie OWINOKHU

Hcxoas M3 BCEro paHee CKa3aHHOIO, BBIJCIHM OCHOBHBIC OIIMOKH, COBEPLIACMBIC

JKETAIOMMMH ObITh QaHOHUMHBIMH TOJTb30BATC/ISIMH:

0 MCMOIb30BAHHC AHOHUMHBIX M HCAHOHHMMHBIX CCCCHIl A7l OAHOTO M TOTO JKC BHJAA
JEATCTBHOCTH — HAMPHMEP, NMPH perucTpaumu ¢-mail u 6710ra Bbl HEC AHOHUMH3HPO-
BaM TpapuK, HO HAYATH 3TO AeaaTh npH BeAcHUHU Onora. [ToHsTHO, ¥TO NMerko 3ampo-
cuth y aamunucTpatopa 61ora IP-agpeca, kotopsie Oblin 3apUKCHPOBaHbI PY peru-
cTpauuu 0j10ra, YTOOB! NOHSTH, KTO BBI;

O saeMmeHTapHas 3a0BIBYMBOCTH — 3a0bITH BKIIOUMTH Tor, 3a0blaM MEpeHACTPOMTDH
Opaysep (HampuMep. cHavaza OTMEHHIH YCTAHOBKY mpokcu-cepsepa Tor, urobsr cka-
yaTh (puapM, a 3aTeM 3a0bUTH M MPOAOLKHUAN paboTy, HO YK€ HE B AHOHMMHOM pe-
xume). YroOsl XOTh Kak-TO noMoub cede, ycraHoBuTe ABa Opaysepa: 0auH Bbl Oyaere
UCIIO/Ib30BAaTh B AHOHMMHOM PEXKHME, BTOPOil — /151 0OBIMHOrO cepuHra;

O nybaukaumst OOABIIMX TEKCTOB CXOAHOTO CTH/IS HAMMCAHMS MOJA CBOMM OOBIYHBIM
mvereM. M Hudero He myOnmMKYHTE MOJ CBOMM MMEHEM, MM JKE M3MEHHMTE CTHIIb
HAMHUCaHUS nepea nyOIuKauue aHOHMMHOTO KOHTCHTA!

0 xocTynm K aHOHHMHOMY TOYTOBOMY SIIHMKY O3 mmuppoBaHus — BCErAa HCMOMb3YHTE
mndposaHue Tpaduka A1 JOCTYNA K CBOCMY aHOHUMHOMY MOYTOBOMY SIIIHKY:

O orka3 oT aHOHUMHU3AaLMH Tpaduka npu paboTe ¢ YyKOro KOMIbIOTEpa — camasi pac-
npoctpaHeHHas omndka. HekoTopeie Moiab30BaTeIn MOYEMY-TO JAYMAKOT, YTO €CIIH
OHHM MCMOB3YIOT YYKOH KOMIBIOTEP (HAMpUMEpP, KOMIBIOTEP APYra, pOACTBEHHHKA,
coCeAa M T. 1), TO yXKE AHOHMMHBI. DTO HE TaK, U aHOHMMH3auus Tpaduka oOs3a-
TEJIbHA U B 3TOM ciay4ae. MiHaye Bac oueHb Jierko OyaeT BbICAECIUTh — MPHAYT K TO-
MY, Y KOrO BbI ObLITH, M CIIPOCST, OH JIH 3aXOJWI HA TOT WK HHOI pecypc. OH oTBe-
THT, YTO HC OH U YTO BbI OBI/TH Y HETO B FOCTSX B TO BPEMSI.

B enase 12 Bbl y3HaeTe, Kakue MPOrpaMMbl HY/KHO HCIOIb30BaTh, YTOOBI OCTATHCS
aHOHMMHBIM. Beb MHOrAa BCe CTapaHus MAYT HACMAPKY, €C/IH MPOrpaMmbl 11si paboThl
¢ MuTepHeToM camu cooOLIaroT Ky4a Hy’KHO BCIO HH(OpMALHIO O Bac...
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ctpanam) coctaBasieT Bcero 750 yenosek. Pasmep oTHOCHTEIBHO HEOOIBIIOTO 3aBOAMKA

Ha TOCTCOBETCKOM mpocTpaHcTBe. A B paszpabotke OpenSource-mporpaMM KOCBEHHO

NPHHAMAIOT YYACTHE THICAYM paspadoTunkos. [la, mycTh koMaHaa pa3pabOTYHKOB KaKo-

ro-ro OpenSource-npoekra COCTABISLET BCErO HECKOIBKO ACCATKOB YEIOBEK. 3aTO K HUM

C JIETKOCTBIO MPUCOCAUHSIOTCS SHTY3HACTHI [0 BCEMY MHPY, NOMOTAIOLIHE OT/IAKHUBATH

NporpaMMy, HaxoAsmue B HEH "Oarn" M MOACKA3bIBAIOLIME, KAK CAEAATh TaK, YTOObI

nporpamma padorana aydiue.

Ho Be3ze ects matHa — aaxe Ha Connue. Y nporpamm OpenSource ecte cBOM He-

JOCTaTKH, ¥ Bbl JOJ/DKHBI 3HATh 00 3TOM:

0 HexocTaTOK (PMHAHCHPOBAHHS — HUMCHHO MOATOMY 3aKpbiBatoTesi MHorue OpenSource-
NPOCKTHI, M Bama Ar00MMas MporpaMMa CHavaaa OCTAHCTCS 0¢3 MOAACPIKKH (HHKTO
He Ovaet mcnpasmsate "Oaru"), a B CKOPOM BPEMEHH VCTApEET M CTAHET HEAKTYaTb-
HOM. A kak ke 3HTy3uacTel? OHM €CTh, MOKA CYIIECTBYET OCHOBHAS KOMaHAa pas-
paboTumnkos... Koneuno, Takux rurantos, kak Firefox, FileZilla 310 He kocHercs,
HO BCE XKE...

0 AOCTYMHOCTh HCXOAHOTO KOJA BCEM — IJIABHOC MPCHMYIICCTBO OTKPBITHIX MPOrPAMM
SBISICTCS. M TTIABHBIM MX HeaocTaTkoM. Beap mro0o0ii skenarommii MOKET cKayaTh Hc-
XOAHMKM TpOrpamMMel, BCTpouTh B HuX backdoor mam apyroit BpeaoHOCHBIH KO,
a MoTOM BBIJIOKUTh CHE NMpoM3BeAcHHE Ha "(aiinonomoiikax”, Ha cBoeM caiite (noa
BuaOM "yiaydmeHHOH" Bepcuu nporpammel) u T. 1. Ho 310T HexocraTok nerko mpe-
0J0JIETh — MPOCTO BO3bMUTE ceOe 3a MPABUIIO KavaTh MPOrpaMMBbl TOIBKO ¢ UX Odu-
LHATTBHBIX CAHTOB, & HE C MPOM3BOIbHBIX HCTOYHHKOB.

12.2. BeiGop nporpamm

ITporpamm anst paGortel B IHTEpHETE O4EHD MHOTO — Opay3epbl, MOYTOBLIC KITHCHTBI,
FTP-kaueHTH M T. 1. BBl J0/KHBI 3HAaTh, KaKHE MPOTpaMMbl SBISIOTCS MPOrpaMMaMH
C OTKPBITBIM KOAOM, & KAKHEC — HET.

CHauana onpeaeIuMcest, KaKue mporpamMMbl MOHaa00sTes Anst padbotsl B MHTEpHETE:

O Opaysep — kyAa xe 0e3 Hero;

O noYTOBBII KIHCHT — JICKTPOHHAs MOYTa OblIa, CCTh ¥ OYACT:

O nporpammsl s 3akauku (paiinos, FTP-kanenTer — 3arpysxare Qaiinsr u3 Mateprera
NPUXOANUTCS JOBOJIBHO YACTO, M HYIKHO 103a00THTHCS O NMOAOOPE TAKHX MPOrpaMM;

0O KIHCHTHI AJIsi MTHOBCHHOTO OOMCHA COOOLICHMAMM. DICKTPOHHAS MOYTa — 3TO XO-
pOIIO, HO MHOTA XOYETCS MOOOIIAThCS, TaK CKa3aTh, B PCaTbHOM BPEMCHH, MOITOMY
0¢3 KITHEHTOB A5 OBICTPOro 0OMEHa COOOIEHMSIMHI HUKAK HE 000MTHCH:

O IRC-xmuenTel — x0T npotokos IRC y Hac He O4YeHb MOMYJISIPEH, HO HE YIOMSIHYTb
00 IRC-K1HEHTaxX B KHHIE TOXKE HEIb3S.

12.2.1. Bbi6op 6pay3epa

Haunewm ¢ 6paysepos. B Tadn. 12.1 nepeuncnenst OpenSource-Opay3epbl 1 HHTEPHET-
agpeca o(HUHATBHBIX CAHTOB MPOCKTOB, YTOOBI BBI 3HATH, OTKYJa MOJYKHO 3arpyKarh
MporpaMmy.
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Hecosmectumbie gononsenns

Cheayrouine A0NOAHEHUA HE COBMECTMMS! C Texywuein eepcuen Firefox,
1 Gbinn oTKOYEHDE

Firebug154
DownloadHelper 48.6
Java Console 6.0.26
HopSurf® 1002

Firefox moxeT nposepuTe HaNNYME COBMECTHMBEX BEPCHIA 3TNX
AONONHEHMWI.
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CTOMT 1M THATBCS 3a MOCICAHEH BEPCHEH M MOCTOSHHO 0OHOBIsATH Opaysep? JlnuHo
s HC CTOPOHHHK TaKHX 4YacThIX OOHOBJIcHMIL. Bce aemo B TOM, YTO miuarmHel, YCTaHOB-
JICHHBIC B MPEABIAYLICH BCPCHH, MOTYT HE paboTaTh B HOBOI BCPCHH, MOCKOIBKY MX pas-
paboTunku ewe He ycrnean ux o0HoBuTh. [TocmoTpure Ha puc. 12.1 — nocre ycraHoBKH
ceapmoii Bepenn Firefox oTkaszanocs paborars uetsipe miarusa. OQHo A€o, Korja KoM-
MBIOTEP MCMOMB3YETCS A SKCIEPUMEHTOB, a APYTo€ AE0, KOrAa Bbl MOIb3YETECh ITH-
MH TUTArHHAMH KQKAbIH ACHB.

Ha moii B3risa, o6HOBasTE Opaysep TpeOyeTes, ¢CTH B HOBYIO BCPCHIO JOOABICHBI TC
(GVYHKIMM, KOTOPHIX BaM HE XBaTajl0 B CTapoOii, MM K¢ B HOBOH BEPCHH YCTPAHCHBI
omnOKy, cBa3aHHbIe ¢ Oe3omacHOCThIO Opaysepa. C 3TOH TOUKH 3PEHHS UMEET CMBICI
NCPEHTH Ha 6-10 BEPCHIO, IA¢ ObIIM YCTPAHCHBI YA3BHUMOCTH B CHCTEME OC30MacHOCTH.
B ceapmoit BepcHM HUKAKMX PaguKaabHBIX M3MEHEHMIT He Obito. TTouemy ke s ee ycra-
HoBW1? OTBET MPOCT — A1 AGMOHCTPALIMK CHUMKA 3KpaHa B KHUTE, YTOObI WITKOCTPa-
us OblsTa caMoit akTyarbHOM Ha MOMEHT ¢¢ Hammcanus. Brpodem, K MOMEHTY BbIXOAA
KHUTH 13 TUnorpaduu OyaeT A0CTymHa yiKe BOChMasi BEPCHSI. .

ITpountaTh 0 HOBOBBeACHMX B Tekywueit Bepeun Firefox moxxkHO nnu B Buknneanm,
iy Ha opuumanbHoi ctpanmnuke: http://www.mozilla.org/ru/firefox/features/.

12.2.2. BbIGOp NOYTOBOro KrfueHTa

Tenepp mepeiiaeM K OTKPBITHIM MOYTOBBIM KIHCHTaM. Ecam 4ecTHO, TO s BHXKY TMOKa
TOJBKO OAuH cepbesublii OpenSource-npoext: Mozilla Thunderbird (http://www.mozilla.org/
thunderbird/). Tak uro. BEIOpaB 3Ty mporpamMmy. Bbl He Oyaere obacacHel. JIuaHo MHE
onHa Gompure HpaButcs, yeM Windows Live Mail. Xans, uyro TheBat! He sBaseTcs npo-
rpammoit OpenSource...

Brnpouem, MOXKHO NOpPEKOMEHIOBaTb TakKe mnovToBblii  kaueHT  Sylpheed
(http://sylpheed.sraoss.jp/en/). Tonbko HCTIONB3YITE €ro MOCICAHIO BEPCHIO, HC HYXK-
HO 3arpy’kath CTapbic BCPCHH (BCTKA 2.X), MOCKOABKY B HHUX MAPOIH MOYTOBBIX aKKayH-
TOB XPAHWINCH B OTKPBITOM BHJIC.

Eciu BBl mumete 3ameny crapomy goopomy Outlook, To MokeTe mpHCMOTPETHCS
K KpoccrmarGopmMeHHOMy moutoBoMmy kiaueHTY Evolution, aoctymHomy kak s
Windows, Tak u qus Linux. B cocras 310#i nporpaMmMbl BXOAUT HE TOJIBKO MOYTOBbIH KM~
CHT, HO CIIC M OpraHaisep. KaJCHAaph, aapecHas KHUra — MOJTHOLICHHBII Habop st pabo-
Tl C DNICKTPOHHOM MOYTOM M Ayist mnaHupoBanus pacnucanus. Ckadats Evolution mMokHO
no aapecy: http:/projects.gnome.org/evolution/download.shtml. Bor Tonsko cpasy oT-
meay —Windows-Bepcust 3TOH MPOrpaMMsl MOKa HAXOAMTCS HA CTAJUH SKCIICPHMEHTA,
M ccm OHa OyaeT paboTaTh HECTaOMIBHO, HUKTO 3a 3TO OTBCTCTBCHHOCTH HE HECCT.

12.2.3. NporpaMmmbl Ana 3akayku pannos
n FTP-KNuUeHTbI

B kauccTBe MeHemKkepa A 3akadck (ailyioB MOTY MOPEKOMCHIAOBATH MPOTPaMMy
Free Download Manager — oHa noaaep:kMBacT pa3HbIC MPOTOKOJBI 3arpy3ku (haiisios,
B ToM wumciae Bittorent u FTP. Ckauware mnporpamMmy MOXHO IO  aJpecy:
http://www.freedownloadmanager.org/download.htm.
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Ho monxouennoro FTP-kauenTa ona Bee ke He 3ameHuT. [ToaTomy Bam moHago0uTCs
FileZilla — ornuunbiii FTP-kaueHT, a rmaBHoe — co ¢BOOOAHBIM MCXOAHBIM Kog0M. Ha
Mot B3rsia, 310 ayuwmii FTP-kanent cpeau Bcex cywecrsyroumx. He 3Haro, moxker
OBITh 51 OUCHb CHJIBHO K HEMY MpUBBIK, HO TeM He MeHee... Ckauars FileZilla (puc. 12.3)
MozkHO 1o aapecy: http:/filezilla.ru/.
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Puc. 12.3. MNporpamma FileZilla: nogknioverue ¢ FTP-cepepom ycTaHOBNeHO

OTkpbIThIX (aiiIOOOMEHHBIX KJIHCHTOB OYCHb MHOTO, MOCKO/IBKY OO0IbIIas 4acTh MX
sBrsictess OpenSource-npoekramu. Bol MokeTe BpIOpaTh abCOMOTHO 11000iT — TOT, KO-
TOpPBIiT OVACT COOTBETCTBOBATh BAIIUM MPCACTABACHUSAM 00 yao0cTBe paboTHl M MOA-
JCPKUBATh HEOOXOAMMBIH MPOTOKOI 0OMeHa (aiimamu:

O ABC (http://pingpong-abc.sourceforge.net/) — xnueHT a1 mportokona Bittorent,

MOCTPOCHHBIN Ha Oa3e kaueHTa BitTornado;

O aMule (http:/www.amule.org/) — kameHT a11  (ai1000OMECHHON — CCTH
eDonkey2000;
O Anatomic P2P (http://anatomic.berlios.de/) — KIHEHT A1 MUPHUHTOBOM CETH, MO-

CTPOCHHOM Ha Oa3e nporokona Bit-Torrent;

O Arctic Torrent (http://arctic-torrent.en.softonic.com/) — ewme oaun Bit-Torent-
KJIHUCHT,
O BitTornado (http://bittornado.com/) — Torrent-kIMeHT, KOTOPBI OBLT B3AT 32 OC-

HOBY IIPH CO3JaHNH APYrux KineHTos s Bit-Torent, B uacnoctn ABC;
BitTyrant (http://bittyrant.cs.washington.edu/) — paspaborka Yuusepcurera Ba-
IIUHITOHA 1O co3aauuio 3¢ dekTuBHoro Bit-Torrent-kneHTa. DTOT KIUCHT OCHOBAH
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Ha Azureus 2.5.x u 001a1aeT MpaKTHYECKH TakuMm ke uHTepdeiicom. Ho ocHoBHOE
OTJIMYME — 3TO MEXAHM3M 3arpy3KH pa3Aaqu, VBEIHUHBAIOLIMIA CKOPOCTh 3arpy3Ku
Ha 70 % no cpaBHeHUIO ¢ Azureus;

O DC++ (http://dcplusplus.sourceforge.net/) — cBOOOAHBIII ¥ OTKPHITHII KIHECHT
¢aiinoodmennoii cetn Direct Connect ans Windows. Paspaboran kak 3ameHa cTaH-
aaptHomy KaueHTY NeoModus Direct Connect:

O Deluge (http://deluge-torrent.org/) — kiIHeHT-cepBep AT NEpeadd JAaHHBIX 10
npoTtokony Bit-Torrent, moaacpKHBacT MHOKCCTBO TUIarHHOB;,

O EMule (http://www.emule-project.net/) — cBoGoaHbINH KIHMEHT (aii1000MEHHOMN
cetn ed2k. M3nauanpHO ObuT pa3paboTaH Kak 3aMEHA MNPOMPHETAPHOMY KIHCHTY
¢Donkey2000. B EMule Bctpoe IRC-KaHEHT, MO3TOMY €ro MOKHO TaK/KE HCIOb30-
BaTh 415 00wmeHust mo npotokoay IRC:

O FlyLinkDC++ (http://www.flylinkdc.ru/) — cBoOOAHBIIi ¥ OTKPBHITHIM KIHEHT (aii-
noobmennoit cetn Direct Connect. bein cozgan va DC++;

O G3 Torrent (http://g3torrent.sourceforge.net/) — cme oaun Torrent-KIHEHT, HAX0-
AUTCS HA CTaAUH pa'3pa60'r|<u. 03Hal(OMHTbCSl C OCHOBHBIMH BO3MOKHOCTSIMH MOJKHO
Ha caiite paspaboTynka;

O I2Psnark (B cetn i2p) — npeAHa3HAYCH A/ MCMOAb30BAHMS B CETH 12p, KOTOpas Oblia
paccMOTpeHa paHee (cv. enasy 3). KpaTkasi HHCTPYKLIHS 110 HICTIOTb30BAHMIO 3TOTO KIHCH-
Ta gocTyrHa 1o agpecy: http://xplusy.blogspot.com/2011/04/i2p-i2psnark.html;

0O KCeasy (http://www.kceasy.com/) — cBoboausiii ¢aiimoodmennsiii kaneHr. [loa-
aepskusaeT oOMeH Qaiinamu u nouck B cetsax Gnutella, Ares m OpenFT:

O KTorrent (http://ktorrent.org/) — Bit-Torent-kauent a1s rpaduieckoii cpeast KDE
B Linux. CymectByeT 1 Windows-Bepcusi, ckadaTh KOTOPYIO MOXKHO ¢ O(HLIHATILHOTO
caira;

O LeechCraft (http://leechcraft.org/) — xpoccriaropmMeHHBII KIHCHT 3arpy3ku ¢aii-
70B, noaacp kuBarowmii mpotokossl Bit-Torrent, Direct Connect, FTP, HTTP;

O LimeWire (http://www.limewire.com/) — cBoOOAHBII KIHECHT 4151 0OMeHa (aitmamu
B cetu Gnutella;

O MLDonkey (http://mldonkey.sourceforge.net/) — xpoccrnardpopmeHHsiii ¢aiino-
OOMEHHBIH KJIMEHT C OTKPBITHIM HCXOAHBIM Ko0M. [TogaepkuBaeT Oonbioe Koanye-
crBo nporokonioB u P2P-cereit: eDonkey, FileTP (HTTP, FTP, SSH), Overnet,
Kademlia, Direct Connect, Gnutella, Gnutella2, OpenNap, Soulseek, Bit-Torrent,
FastTrack, OpenFT, DC++;

O Shareaza (http://www.shareaza.com/) — noaaep;xusact crieayroumue $aitioodMeH-
ueic cetn: EDonkey, Gnutella (G1), Bit-Torrent u Gnutella2 (G2):

O Torrent Swapper (http://bit-torrent.sourceforge.net/) — counanbHblii MUPUHTOBbII
kaueHT. O6nagaer yao0HbIM HHTEP(EHCOM NMOIB30BATENS M VAOOHBIM MEXaHH3UMOM
noucka (aiios;

O TorrentFlux (http://www.torrentflux.com/) — yao6nas obomouka ais Bit-Tornado.
SIBAsSICTCS MHOTOMOTB30BATEIBCKHM KIMCHTOM ¢ BeO-uHTEpdeiicom:

O Transmission (http://transmissionbt.com/) — npocroii 1 ya06Hs1# Torrent-knueHT,
B OTJIMYHME OT APYTHX MOAOOHBIX MPOrpaMM HCIMOIB3YET COBCEM HEMHOTO CHCTEMHBIX
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Takas sammpra — Toxke xopomo. Ho moMHMTE, MTO B MPONPHETAPHBIX MPOrpaMMax.
HCXOHBIIN KO KOTOPBIX 3aKPBIT, MOIVT HAXOAHTBCH BCEBOIMOMKHBIC "HCPHBIC XOIbI".
KoHEeuHO, €CTh HE3aBHCHMBIC IKCIICPTHL, KOTOPbIC MOIM Obt OOHAPYKHTL MX B TOM e
ICQ nan QIP. HO 11uHO 3 OIbIIE A0BEPSO OTKPBITOMY KOIY.

12.3. NnarvHbI

Muorue nporpammet, B Tom unciae # OpenSource. nOAIEPKUBAIOT BCEBO3MOKHBIE
MAArHHBL, PACLIMPAIOUINE (PYVHKUMOHATBHOCT OCHOBHOI nporpayMmsr. BoT T0/1bKO nom-
HHTE — MEPe] YCTAHOBKOMH IUIArMHA HYXKHO MOYMUTATs 0 HeM 0T3bniBbl B MuTepHeTe. Beas
TUIATHHBL 3a4ACTYIO NUIIVTCA HE Pa3paboTuHKaM# OCHOBHOIT MPOrpaMMbl. a CTOPOHHHMH
nporpamvuctamu. Hewecernbie Ha pyky pa3spaboTHHKH MOFYT HAMUCATh MIATHHLI, CIH-
BaroIIne KoH(pHICHIMATEHYIO0 HH(popMalmio. A BHCIIHE 3T0 OvaeT coseem Oe300nIHbII
TJIArHH. HAMPHMEP, ACMOHCTPHPYIOIIHI MTOTOAY.

Ectb 1 Takue niaruHel, KOTOPBIC MOTYT Bac paccekpeTutsb. I1o HUM MOKHO Bbiumc-
JIUTH BAall IP-a,:lpcc — H HHKaAKHC anommaﬁxcpu HC NMOMOIVT.

A ecTh nuIaruHel, HA0OOPOT, MO3BOIAOMIME COXPAHUTE AHOHMMHOCTE. Hanpusmep, 1o
Firefox BbI MOJKETE HCIOTb30BATh CACAYIOLNC [11ATHHbL:

O Adblock Plus — Oa0KHpYET peKaaMy H KOHTCHT. 3arpy’KacMblii CO CTOPOHHHX CAITTOB:
[ NoScript — no3BoaseT paspemars Henoap3osanne JavaScript u Apyrue MHTCPaKTHE-
HbIC 3IEMEHTHE: ayaHo, Buaco, Flash To/bko 10BepeHHBIM caiitaMm;

CookieSafe — paspemact neroabiopanne Cookics TOIBKO JOBCPCHHBIM caiiTam:
Flashblock — Gnoxkupyer nexenareannbie Flash-o0bekTsl HA cTpannuax;
BetterPrivacy — nozsoasier kouTpoauposats ocodsie Cookics flash-obbekros:
HTTPS Everywhere — BKIOHaeT NPHHYANTEIBHOE HCMOIb30BAHHE MPOTOKOIA
wudpoBanus 17 monyspHeIX Beb-caiiros. PaGoTaer He A/ BCEeX CaifToB.

INpasaa, e Bee 3TH marnEs padoTaroT ¢ nociacancit sepencii Firefox. Tyt subupats
BaM: MJTH HCTOIBL30BATh TOT MM HHOM MIariHH # 00CCnetuTh JONOTHHTEIbHY 0 AHOHHM-
HOCTb, HIM JKE HCTIONBb30BaTh nocacano sepenio Firefox. Ha moif B3rasa, He creaver
JKePTBOBaThL OE30MACHOCTLIO B MOTOHE 3a NOCaeaAHEH Bepeueit Opayiepa.

ooaao



3akKnwyeHue

Mo Tpaanumi BMECTO CKYMHOrO 3aKIIOUCHUS MPHBOXKY CIHCOK MHTCPECHBIX pecyp-

COB, CBA3aHHBIX ¢ 5€30MaCHOCTLIO H AHOHHMHOCTLIO paboTel B MHTEpHETE:

O https://www.psc.ru/sergey/bgtraq/ARTICLES/wwwseq/www-security-faq.html  —
HACTO 3a1aBacMbIC BOMPOCHL, CBA3aHHbIC ¢ HezonacHocThio B WWW:

O https://wos.anho.org/security/ — cuic 0auH MOAC3HBIH PECYPC, KOTOPBIH MOMOKET
BaM COXPAHHTh aHOHMMHOCTH 1 O¢3onacHocTs B MaTCpHETE:

O https://nordrus.info/security/ — pykoBoacTBo 1o samure HHPOPMALIHI.

O http://malpaso.ru/gpg-keysigning-party/ — mnpasuna oOMcHa KIOHaMu A7s 3a-
mudposarHOro odvmena nrpopmanneii:

O https://pgpru.com/ — caiit npoexta OpenPGP B Poccun,



MPUINOXEHWUA



MpunoxeHue 1

UHCTpYyMEHTBI
AnA aHanu3a cucTeMbl

MN1.1. Nporpamma AVZ

ITporpamma AVZ (AnTnBupyc 3aiilieBa) — OYEHB I10JI€3HASI YTUIINTA, U HE Pa3 MEHS
Beipyyana eme co BpemeH Windows XP. Toraa s ucnone3osan antusnpyc Kacnepcekoro,
KOTOPBIH HEe ymen paborare B Ge3onmacHom peskume. Tloayuanoce Tak — Bee, UTO Mpo-
IYCTHJI OCHOBHOM aHTHUBHpYC, B Oe3omacHoM pexknme "mogunman”" AVZ. He mapom co
BpeMCHEM HapaboTkH, ucrnoabszyembic B AVZ, soman B npoayktel Kaspersky Internet
Security 2009/2010 u Kaspersky for Windows.

OCHOBHOE HA3HAYCHHEC NPOTPAMMbl — TMOMCK IOIMOHCKHX IpOrpamMm (spyware)
n AdWare-moayaeit (pexkmamubix moaysei). Ho mporpavma, kak mokaseiBacT mpakTvka, OT-
JIMYHO CIPABISICTCS ¢ TPOSHCKMMHU nporpammamu, backdoor-mMoayisiMu, ceTeBbIMH YepBIMU U
npoucii HeuncThio. M3IoMHHKOI mporpaMMebl SBASICTCS HAOOP BCTIOMOTATC/TbHBIX HHCTPYMCH-
TOB, HE3AMCHHUMBIH MPH TMOKCKE M YAATCHHH BUPYCA CBOMMH PYKaMH — KOT/A BbI TOYHO 3Hac-
TE, YTO BUPYC €CTh, HO HH O/IHA IPOrPAMMA SIBHO €TI0 HE HAXOAMT (HTH HE MOJKET YJQ/UTh).

BecnatHo ckauyate nmporpamMMmy MOXKHO ¢ caiita paspaborumka: http://z-oleg.com/
secur/avz/download.php. IIporpamma He Tpebyer ycranosku. ITpocto ckavaiire apxus,
pacnakyiite ero u 3amycrure nporpammvy. OkHO mporpammbl u300pakeHo Ha puc. IT1.1.
Cpasy mocrie 3anycka Bbioepure komanay MeHio @aiin | O6HoBIeHHe 6a3 — 1711 OOHOBIIC-
HUs aHTUBHPYCHOIT Gasbl. [Iporpamya oOHOBIACTCS OMCHB OBICTPO, M MPHUMCEPHO HEpEs3
30 cexyHA y Bac OyaeT camasi HOBast 0aza CUTHATYp.

TNMPUMEYAHUNE

Ecnu nporpamma AVZ 3anycTtunacb, HO "3aroBopuna no-aHrnuinckn", BbibepuTte pycckui
A3bIK Ha BKNagke [JONONMHUTENbHO OKHA FA3bIK W permoHanbHble CTaHAapTbl B NaHenu
ynpaBneHus.

ITo ocHOBHOMY Ha3HAYEHHIO MPOrpaMMy HCIIOIb30BaTh OUEHb NpocTo. Bribepure auck,
KOTOPBIiT Bbl XOTHTC MPOBEpUTh, U Haxkmute KHOMKY Ilycx. Moxere mocraButh (praxok
BbIno/iHATL JieyeHHe 1S BKIFOUCHHUS PEXKHMA Y IAJICHUS! BPEJOHOCHBIX IPOTPAMM.

Ho nporpamma AVZ Ham mHTEpeCHa CBOMM HAOOPOM MHCTPYMEHTOB:

O ®aiin | UccienoBanue cucTemMbl — MOJMHBIN aHamu3 cuctembl. byayT HaiiacHst pyT-
KUTbI (CPEACTBA A/ISl HE3AMETHOIO HAXOXK/ACHHS 37I0YMBILIICHHUKA B BaLICH CHCTEME),
nojo3puresibHpie  nporpaMmsl, 3aHuMaromue TCP/UDP-noptel, nmoao3puTe/ibHbIC
pacumpenmst Internet Explorer m muoroe apyroe:
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O Cepsuc | Meneazxep aBTo3amycKa — HHCTPYMCHT MO3BOJSICT MPOCMOTPETh, KAKHUE

NPOrpaMMBbl 3aITyCKAIOTCSl ABTOMATUYECKH TIPH CTAPTE CUCTEMBI.

Uccneayiite MEHIO mMporpaMMbl — Bbl HAIJETE MHOIO IOJIC3HBIX HHCTPYMEHTOB,
NPAKTUYECKH HA BCE CAYYaM aTaKM BALICTO KOMMBIOTEPA BHPYCAMH M BPEIOHOCHBIMHU
nporpammamu. Koneuno. ucnoapzoBanne AVZ tpeOyeT HEKOTOPOI MOATOTOBKH. B KOH-
ue-KOHLUOB, AVZ — 3T0 BCEro JMiib HHCTPYMEHT, a MOJVYHUTCS JIH UCMOJIb30BaTh €ro 1Mo
HA3HAYCHHIO. 3aBHCHT TOIBKO OT Bac.

M1.2. NMporpamma Process Monitor

Ouensb gaBHO, euie Bo BpemeHa Windows 98, st oTkpbia gi1st ceOst ABE OUEHB MOIC3HBIC
nporpammel: FileMon u RegMon. IlepBast nporpamya orobpaykana Bee onepaumu ¢ daii-
JIOBOH CHCTEMOMH B PEaJibHOM BPEMEHH, TO €CTh M03BOJIs/Ia HAOIK0AaTh, KaKasi porpam-
Ma BBITIOTHSACT T¢ WM MHBIC Onepauuy ¢ ailiaMu ¥ KaTaToraMu.

HexkoTopeie ceTeBbie BPEIOHOCHBIC MPOrpaMMbl OYECHB JIIOOAT nepe3anuchiBarth ¢aiit hosts,
4TOOBI BbI 3aXOMIN HAa CaWT 31oymbiiicHHNKA. [IpeacraBere cebe Takyio CHUTYalmio — Bbl
xorure 3aifti Ha mail.ru. Beogure agpec mail.ru, HO Tak kak B aiiie hosts npormcan IP-
aJpec 3IOYMBILICHHHKA Ui caifra mail.ru, To Bel nonazaere Ha "nojje bHeii" mail.ru, kKoro-
PBIi HIYEM BHCIIHE HE OTIMYACTCS OT OPHIHHATHHOrO. Bel BBOAMTE MMS MOB30BaTE S M Ma-
POJIb, OHHM TIEPEAAOTCS 3TOYMBILIITICHHHUKY, 3aTeM BacC MEPEHAIPAB/IFOT HA OPUTHHAIBHBIN CaHT,
M BbI JOKE HE 3aMETHIH, YTO YTO-TO MPOLIIO HE Tak. A mapomu-1o yxke ykpaaeHsl! Tak BoT.
¢ nomompio FileMon MoxkHO ObLTO OTCICAMTH, Kakas MporpaMma M3MCHSCT TOT WIH MHOM
daitn, n npu HEOOXOAMMOCTH NMPHHSTH COOTBETCTBYFOLLME MEPBI.

ITporpamma RegMon paborana anamorudso, Toabko "Mouutopuaa” peectp Windows.

Oanaxo nporpammer FileMon 1 RegMon ocramice B npounioM. Teneps BMeCTO ABYX
NporpaMM BaM HYJKHO HMCIOAb30BaTh oaHy — Process Monitor (puc. I11.6). Ckauats a1y
nporpamMmy MOKHO 1o azapecy: http:/technet.microsoft.com/ru-ru/sysinternals/bb896645.

il . d Event Filter Tools Options Help

BH | RBE | 9AG 8 a5 EEFRER

Time ...

10:56
10:56

10:56-.

Process Nams
... Wlsass.exe
!_'Im,as
. %'ls33e.exe

10:56:.. 8-

10:56

10:56....
10:56:...
10:56;,, &

10:56

10:56....
10:56
10.56:.. ®°
10:56:...

PID Operation

708 #RecOpankey
708 @ RegOpenKey
702 @8 RegCuaryValue
708 #%RegCoseKey
708 #¥RecCOpankey
708 M RecGuaryVaie
708 #RecCoseKey
708 @ RegOosekay

ue4 B\ QuerySandard! .
3484 B\ QueryQandandl ..

3484 B QueryStandard!

3484 $hQueryStandardl .

708 @ RecCpanKey
708 @ARegCpeniey
708 #8RecCuaryVale

Path
HKLM\SECURITY\Polcy
HKLM\SECURITY\Polcy\SecCesc
HKLM\SECURITY\Policy\SecDeac\(D...
HKLM\SECURITY\Pokcy\SecCesc
HKLM\SECURITY\Policy\SecDesc
HKLM\SECURITY\Polcy\SecCesc\(D...
HKLM\SECURITY\Policy\Seclesc
HKLM\SECURITY\Policy
C:\Users\Dermc\AppData\Local\Mcro
C:\Users\Desmc \AppData'\Local\Mcero .
C\ars\Desue\AppData\Lozal\Mera
C:\Users\Desmnc\AppData’\Local\Mero
HKLM\SECURITY \Polcy
HKLM\SECURITY\Polcy\SecCesc
HKLM\SECURITY\Policy\SecCeac\(D...
HKLM'\SECURITY\Policy\Seclesc
HKLM\SECURITY\Polcy\SecUesc
HKLM\SECURITY\Polcy\SecCesc\(D...
HKLM\SECURITY\Policy\SecCesc

Reaut

SUCCESS
SUCCESS
BUFFEROVERFL..
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUFFEROVERFL...
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detal

Desired Access: F..
Desired Access: R..
Length: 12

Desired Access: R
Type: REG_NONE...

AlocationSize: 32,
AlocationSze: 7 3.
AlocationSaze: 32

AlocationSize: 32,
Destred Access: R.
Desired Access: F..
Length: 12

Desired Access: R
Type: REG_NONE. ..

Showing 74 330 of 104 704 events (70%)

Backed by virtual memory

Puc. MM1.6. MNMporpamma Process Monitor
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s |2 ECcE0/00®
Jszm n.znco)m 4 .
L Traffic mspector CoeaAnHeHne C cepsepom
LOMO|In
Bam 2ocananare CAPREDI OCTINGTE 27O PONE TYTTWM
T Tan sevoowssuwd
¢ rexywsit © apyron (Windows) ¢ no napomo
MR nons08aTenn |-
Nomew | a-vc
Napons | ™ Coxparrs
Nomuwowrscs |
!
lolooc

Puc. N2.3. NoaknioyeHue k cepeepy Traffic Inspector

*»* > BE=IQ00

) Kopesi soucors
L1 Trathic kmpector [LOCAL]

@ senuc ot strens @ HaCTROMR AcET A < voitonm ? oo
— ' MNomere Pepenano !H ! e '
i{ Bryroemsss Internal 127000 Beymoered werepdedc
i Nocamesa Gecnposaanca ceremos coagwmerse Mar 132.160.7 107 Nicrosch 4254/ 0 566/ 0
@ Susannn  Noaxs oo s woll e Eeme 192.100.2.304 Realtex RTLOIGINN] 1 1S PCL-E Gigabit Ethamat NIC 5000/ 0 1281/ 0 /00
Hrrepdeicu ion@nryprposans 13.03 13:33 Aareabnasaune STRISIend

Jarovasa CPU obas/nocrpamnod - 21%/ D% Wnonpayencs nasam - 37.6 Mb

- e —
( QbHoRM™ { )| Cocnurenve Kouduryparop :
ORrORuTe Zhwan il & CORIrn Nt @ C CRPRSDIN, o Depare COBOap & rOZCICANTRES K ABNY. 'e"ﬁtz::--' wetez 3eicon » cryws

! ’
. Oume aCTp1icr Capaspd - 2013080, DNS, covesan l ! Obuion uscrpalics eroairen - rapafocausa (I Py serais & BRI <10 <) AP NIATHIE

RPN UM, O T8 . e
_’ CTITICTMEOA, WHP AT 3AMIFUTICH ORI IS N T2 I - TR s e L BAPCIN WIR PR RUAraTE Secntamara

- s

Puc. N2.4. MnaBHOe OKHO KOHCONW ynpaBneHus
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Traffic Inspector

PoyTves |

Oowwetp | Twn

M dursrpa  3anper cata
[ Ok mowrms duansTp

V] Ang kruekTos

Tpyma [~HET - v

Y] NpunersTo 20 dunsTpos rpymns:
FpuarsHaTs dunsTp 8 cnywbax

[¥]Crect - NAT uma poyier

[V npoxas cepeep

[¥/50CKS connect (ncxoasume o enins)
[V 500KS bind (sxoasume coegranrem)

Mpurewarns

T S Tpa
" Ha paspewsHie + "asiicTaus”
© Ha 3anpeweHue
) YND3ENREMEIE KIMEHTON (Ha 3aNDEWEHIE)
ULt yose-s (FO-FY) 3aa28708 KeeHTON

SIS TP IEMEHASTUN, SUN &1 0 ypuBssrs e Do

TEKVUErD VOORME KniesTa

;l'w

) Tonswo “aeRcrena”

Cocronreie CHUeTA KANeNTA

owep | Im

MNposepsa URL

@ URL unu cTpoxa 8 hopMaTe DeryaspHuX BupaKer st
(- Gonee 255 3aK08)

Tun aareesx - BibepuTe, ecrv GUALTP HANO0 NPHNEMATL TONBKO K
KOMKDETHEIM TINAM KOKT2HTS

MNposepxa xateropwn KonTenTa

‘L-

Puc. N2.13. Coaepxumoe punsTpa
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Kakue caiitel HykHO 3anpemats’ [TepBeIM A€70M PEKOMEHAVETCS 3aMpPeTHTh CaHThI
¢ nopHorpau4eCKUM KOHTCHTOM. BONBIIMHCTBO M3 HUX COACpIKAT B CBOCM HA3BaHHH
cnoBa porn, adult, sex u 1. 2. Ecam Bel BMecTo URL ykakeTe c10BO sex. TO Oyaer 3a-
NPCUICH JOCTYI KO BCCM CaifTaM. B MMCHH KOTOPBIX €CTh 3TO CJIOBO.

MN2.4.2. OrpaHnyeHne CKOpPOCTHU

Jlns orpaHMucHUS CKOpPOCTH padOTHl TOrO WJIH MHOTO MOJIb30BATEIA BBIICIHTC €ro
B CIIUCKC M0J1b30BATE/CIL. HAMKMUTE NPaBYIO KHOMKY MbIln U BbiOcpuTe komanay Csoii-
cria. [lepeiianre Ha Bkaaaky Orpanuvenns (puc. [12.14). cumvure gaaxok Mo ymon-
yauu B o01actH OrpaHuyYeHHsi CKOPOCTH padoTbl KIAHEHTOB. 3aTeM VCTAHOBHTC
orpanmycHus, Hanmpuvep Ha nmpuwem nam Ha nmepeaawy, m BBeAMTE CKOPOCTH paboThi
kanenTa (puc. [12.15).

mlwmmml

Orparareerme TCP cacont

¥ No ywomsarmo 0 2| | << 0 - orparisean vet

MHOrONOTOMNHAN 33KAVKE NEDEI NDOKO C2DBED
¥ Mo ynonsareeo [ ] 3anpetumy

PazpeanTs paliary uepes chywle
| Dhrect - NAT irve poyTuHr
' Mposcon cepasn
[V]5¢ SOCKS connect (woxoaswme cosgmrens)
' SOCKS bind (pxoasue coeaimerets)

Mpw pabote B kpeauT, kfjcex
® [Harepesawy *

Web ceosep (cepssp CTATWCTINM) {4
nmm

Crpasif<enia oxopocTH paboTel KnueHTos
I Ha repesay |54

1Mo ymonuarino [ Orparmeers. ..

Lo ]  [omea]

Puc. N2.14. CeoicTea knnexTa Puc. N2.15. Orpanvyerne ckopocTw KNnexTa
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M2.4.3. Bpems goctyna kK MHTepHeTty

TNepeiignme Ha Braaaky Pacnucanme okHa cBoiicTs nosas3osaress (puc, I12.16). Orxaro-
e aakok Mo ymomuanmo. 3ateM ¢ MOMOMIBIO BPEMEHHOI HIKATBI VCTAHOBHTE BPEMS
paboTel nosb3osaTenst. Kak MOXHO BHACTB., CO3JaHO C/ICIVIOLICE PACTIHCAHHME: C MOHEACIb-
HHKa no ueTsepr — ¢ 14 g0 21. B natHiy — ¢ 14 30 23. B cvb660oTv — ¢ 8 10 23, B BOC-
kpeceHbe — ¢ 8 10 21. Takoe pacnucanue Soabie noaXoauT A8 "ACTCKOMH" yuCTHOM
3anucH. XOTs BOOOIIE HE PEKOMEHAVETCA paspeliath ACTAM MPOBOAHTH 3a KOMIBIOTE-
poum (B ToMm uncie u B Mareprere) Goee yeTsipex 4acos B JACHb.

SEINAAN DA PEAS AN BN RO RISt

~ Pacrmicarme [Crammoeu&m | owmtpass

Dae—

MNoacxkaska

[ ] [ omew |

Puc. MN2.16. OrpaHuyeHre spemeHun paboTel Nonb3oBaTens
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M2.5. BknoyeHue 3amTbl KOMNbLIOTEpPA

ITo yMonuaHmio 118 BCCX WHTCPHET-COCAMHCHMIT AKTHBCH CCTCBOIl dKkpan (Opanamay-
9p). Ho we memano 6w BrTi0oqmTh 3ammty ot SYN-arak, INepeiianre B pasaen Traffic
Inspector (LOCAL) konconu ynpasicuus. Bel veuaure crincok cereit (em. puc. [12.4).
Haxvmre cewinky Her B rpade Ceresoii sxpan. B OTKpeIBIIEMCS OKHE BKITIOUHTE napa-
MmeTp Brmounts ceresoii sxpan (puc. [12.17). [Nocne BxaroucuHust 31oii onumu norpedy-
CTCsI Mepe3arpy3ka KOMIbIOTEPA.

e N e

~

HacTpoisi

| V| BXMOMTS CETEBO0 3KPaH

Paspewaowmne npasuna

z]ucxonmmﬁlcw-wpocorceueoa,omwnaw.
Tun Tpagdwika - moSon

meonmunﬁlm~samocmcma.nmeoua
DUNETDALUAR HE MDUEN,

(V] Mcxonswee TCP coenmrerse.

| ANR 3TUX NPEBAN - TONSKD KOHTPONHPYEMbIN TPaMINK.

V| DNS Client, Tun Tpadueca - moSois.

V| SNTP knuerT, Tun Tpabixa - moboil,

| DHCP cepsep. Tun Tpadua - noboit.

| VPN/PPTPLZTP xrmesT, Tin Tpadwixa - moboi.
7| 1PSec/AL2TP kwient. Tun Tpadwixa - noboil.

"I FTP server, Tun Tpadisa - moboit,

Orxpeisaet TCP /21 HA NPHEM It ANHAMISHECKIN
FTP-DATA 4/ NACOABHOMO PEXIMMa

Puc. N2.17. BxnioyeHue ceTesoro skpaHa
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12.6. MpocMOTp CTaTUCTUKMH

JIis npocMOTpa CTAaTHCTUKM 0 HMCHO/Ib30BaHUK Tpaduka mnepeiaure B pasjge
Buemnue cern | Cuerunkn koHconn ynpasieuus (puc. [12.18).

) Kopess: «oncerm ‘ Cocromae Npwwsro
& L3 Vratfic bspector [LOCAL)
D Onncane
95 Npasnna
£ Fnamne

@) Beco wrmepner  Kowtponupyesesil Hopua - Aty 2905328
& Fltered Cuerums BE0nacnocT . Acrwered
@ FT9-DATA Wiwdopraaunonmaii
Nporcw ceprep p-
P 2 Breumue come @ IMa2 Wigoprsnnoreien
I8 Cuervncn @) POP3 Vadopammnoannit
B Cevesoit sepan CE U Vi prnauncoomin
& SMTP b & www s cosauinon it
b VOWW ceprep
¥ Mogyrm pecumpenm
L& AamimncTpnpossmne
@ Crwew
ub Oburymmewe
@ Lrermocrce

]\C qcvu-uo.,(l Cererns cramucruna ), Crampapmond /

Puc. N2.18. CtatucTtuka

Mg paccMOTpenH AaneKo HE BCE BO3MOMKHOCTH MPOTPAMMBI, HO MPHBEACHHBIX CBE-
JACHUI BIIOJIHE XBATHUT A1 €€ JOMALIHEro ucrosib3oBanus. Pasobparbest ¢ ocTtanbHbIMU
BO3MOKHOCTSIMH HE OYCHb CIIOJKHO — BeJb HMHTEepdeiic mporpammbl (Kak U CripaBovYHas
CHCTEMA) HA PYCCKOM S$I3bIKE.
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