AHAAU3 NAKETOB

MpAKTNYECKOE PYKOBOACTBO NO MCNoAb3oBAHMIO Wireshark u
TCpduMp AAfl PELIEHNSI PEAABHBIX NMPOOAEM B AOKAABHBIX CETSIX

Kpuc Canpepc




AHAAU3 NAKETOB



PRACTICAL PACKET
ANALYSIS

?RD EDITION

Using Wireshark 1o Solve
Real-World Network Problems

by Chris Sanders

©

no starch
press

San Francisco



AHAAU3 NAKETOB

?-E UBAAHME

MpAKTUYECKOE PYKOBOACTBO MO UCMIOAL3IOBAHUIO
Wireshark un tcpdump aas pewienna peanbhbix npooAem
B AOKAAbHbIX CETAIX

Kpuc Canpepc

E JIEKINUKA

Mockea ¢ Cankr-MNetepbypr
2019



BBK 32.973.26-018.2.75
C18
YK 681.3.07
00O “/lnanextTuka”
3as. penakumeit C.H. Tpueyo
IMepeoa ¢ anruiickoro u peaakuus H.B. bepumeiina

Mo o6muM BonpocaM o6pamaiiTech B U3AaTENLCTBO “/IManekTHKa” MO ajapecy:
info@dialektika.com, http:/ /www.dialektika.com

Canpepc, Kpuc.

C18  AHaIM3 MaKeToB: MPAaKTHYECKOE PYKOBOACTBO IO Mcronab3oBaHuio Wireshark
u tcpdump s pemleHUs pealbHbIX NPOGJEM B JIOKAIbHBIX CETAX, 3-€ M3A. !
Mep. c aurn. — CI16. : OO0 “Inanextuxa”, 2019 — 448 c. : wx. — INapan. TuT. anoL.

ISBN 978-5-6040723-0-1 (pyc.)
BBK 32.973.26-018.2.75

Bce Ha3BaHMs NPOrPAMMHBIX MPOAYKTOB ABJIAIOTCA 3aPETHCTPHPOBAHHBIMH TOPTOBLIMU MapKaMH
COOTBETCTBYIOIWNX UPM.

Hukakast 4acTh HACTOAILETO M3AHUA HU B KAKUX LIEJIAX HE MOXET GbITh BOCMIPOM3BEICHA B KAKOMH
6b1 TO HU 6BUI0 (popMe M KaKUMM Gbl TO HU ObLIO CpeACTBaMM, OYib TO INEKTPOHHBIE WM MEXaHHYE
cKue, BKIoYast GOTOKONMMPOBAHHE M 3AMUCh HA MATHUTHBII HOCHTEb, €C/IM HA 3TO HET MMCbMEHHOTO
pa3peuenus nanateabcrsa No Starch Press.

Copyright © 2019 by Dialektika Computer Publishing Ltd.

Authorized Russian translation of the English edition of Practical Packet Analysis: Using Wireshark to
Solve Real-World Network Problems, 3rd Edition (ISBN 978-1-59327-802-1) © 2017 by Chris Sanders.

This translation is published and sold by permission of No Starch Press, Inc., which owns or con-
trols all rights to publish and sell the same.

All rights reserved. No part of this book may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying, recording, or by any information storage or
retrieval system, without the prior written permission of the copyright owner and the Publisher.

Hayuno-nonyaproe usdanue
Kpuc Cangepc

AHanu3 NaKkeToB
NPaKTHYECKOEe PYKOBOJCTBO N0 Hcnoab3oBaHuio Wireshark u tcpdump
AJIS pellleHUs pealTbHbIX NP0G/IeM B JIOKATbHBIX CETAX
3-e n3nanme

Moanucaxo B nevats 28.11.2018. Popmar 70x100/16.
Tapuutypa Times. [Teyats odceTHas.
Yca. neu. a. 36,1. Yu.-uaa. a. 28,1.
Tupax 400 3k3. 3aka3 Ne 16503.

Otnevarano B AO “Ilepsas O6pa3stioas Tunorpagus”
®unnan “Yexosckuii [Nevarnsrit Ipop”
142300, MockoBckast 06:1acTh, I. Uexos, ya. [Nonurpagucros, a. 1
Caitt: www.chpd.ru, E-mail: sales@chpd.ru, tex. 8 (499) 270-73-59

00O “NInanektuka”, 195027, Cankr-Iletep6ypr, Maruuroropckas yi., a. 30, aut. A, nom. 848

ISBN 978-5-6040723-0-1 (pyc.) © 000 “NInanexruka”, 2019
ISBN 978-1-59327-802-1 (aura.) © by Chris Sanders, 2017



OI'AABAEHUE

Or3biBbl O KHUrE

bnarogapHoctn

Beepenue

maea 1. AHanus nakeTos ¥ OCHOBbI OPraHM3aUuUK ceTen
lnaea 2. Mogxknouenune k cetn

Mnaea 3. Beegenue 8 Wireshark

fhasa 4. O6paboTka nepexsaueHHbIX NAKETOB

fnasa 5. JononHutenbHbie BoamoxHoctn Wireshark
fmasa 6. AHan13 naxeToB U3 KOMAHAHOMW CTPOKK

fnaea 7. MNpotokonbl ceTtesoro ypoBHs

Tnasa 8. MNporokonu TpaHcnopTHOro ypoeHs

fmaea 9. PacnpocrpaHeHrtbie NpoToKoNbl BEPXHErO YPOBHS

fnasa 10. OcHoBHbie peanbHbie cueHapum

fnasa 11. Mepbi 60pbbbl ¢ MeaneHHoOM ceTbio
Masa 12. Avanus naketos Ha 6esonacHocTs
Masa 13. AHanus nakeros B 6ecnpoBoaHbix ceTax
Mpunoxenne A. lononHutensHas uHpopmauus
Npunoxenne b. UnTepnperaumus nakeros

MpepameTtHbiK ykasarens

13
15
17
23
45
69
89
nz
149
169
209
223
267
309
341
391
419
429
439



COAEP)XAHME

OT3biBbI O KHMrE
BnarogapHoctn

Besepenne
3aueM Hy)KHA 3Ta KHUTra
OCHOBHbIE NOHATHSA U MPUHATBIA NOAXOX
Kak noib3oBaTbCs 3TOM KHUTOH
O npumepax ¢aiiios nepexsarta
DoHA NOAAEPHKKU TEXHOJOTUM B CETLCKOM MECTHOCTH
Kak cBsA3aTBCsI C aBTOPOM KHUTH
OT n3gareabCcTBa

fnasa 1. AHanu3 NnaKeToB U OCHOBLI OPraHU3ALUM CEeTEN
AHa13 NaKeTOB M MX AaHATM3ATOPbI
OneHKa aHAIM3aTOPA NAKETOB
IMpuHLUMIT JeiicTBHUSA aHAIM3aTOPOB NMAaKETOB
YcTaHOB/IEHHME CBSA3M MEXY KOMIbIOTEPaMU
CeTeBble NPOTOKOJIBI
CemuyposHesas mojenb OSI
CeTteBoe o60pyaoBaHue
Knaccugpukanms cereBoro Tpaduka
IlInpokoBemaTeabHbIi Tpaduk
MHoroaapecaTHbIii Tpapuk
OnHoaspecaTHbIH Tpaduk
3akmo4nTeNbHbIE COOOPAXKEHUA

lnasa 2. NoaxknioueHue K cetn

IMpocaymmBaH1e CETH B CMEIIAHHOM PeXHMe

AHa1H3 MaKeTOB Yepe3 KOHIEHTPATOPbI

AHanu3 nakeToB B KOMMYTHPYEMO¥i cpeae
3epkaibHOE OTOOpa)XEHHE ITOPTOB
[TepexBaT nakeTos Yepe3 KOHLEHTPATOP
[IprMeHeHHe ceTEBOro OTBETBUTEIA
3apaxenue ARP-xema

13
15

17
17
18
20
20
21
21
21

23
24
24
26
26
27
28
35
41
41
43
43
43

45
46
47
49
50
52
54
58



AHanu3 MakeToB B MapIIPyTU3UPYEMOH cpesie
Pasmenenue aHaIM3aTopa NakeToOB Ha MPAaKTHKE

lnasa 3. Beegenue 8 Wireshark

KpaTkas ucropus cosganus Wireshark

IMpenmymecrsa Wireshark

Ycranoska Wireshark
Ycranoska B cuctemax Windows
Ycranoska B cuctemax Linux

OcHosbl paboTbl B Wireshark
IlepBblii nepexBaT NaKeTOB
IlraBHoe okHo Wireshark
[nmo6anpHble mapameTpsl HacTpoiiku Wireshark
LIBeTOBast KOAUPOBKA MAKETOB

Paiine! kOHpUrypanuu

[Mpodunu koudurypauuu

lnasa 4. O6paboTka nepexsayeHHbIX NaKeTOB
O6paboTka ¢aiinos nepexsaTa
CoxpaHeHHe 1 3KCnopT (aiiioB nepexsaTa
O6beannenue ¢aitios nepexsarta
O6paboTka MaKeToB
Ilouck makeroB
OTMmeTKa MakeToB
BbiBoJ nakeToB Ha neyaTh
3asanue GopMaToB OTOOpaKEHHUsI BpEMEHHU U MPUBA30K K HEMY
®opmatbl 0TOOpaXKEeHUs BPEMEHU
BpemeHHas npuBsi3ka K nakeTam
BpemeHHoOI1 caBUr
HacTrpoiika napameTpoB nepexsaTa
Bxagka Input
Brxoragka Output
Bxnaaka Options
[Mpumenenne puasTpoB
®unbTpbl NEpEXBaTa
@uabTpbI OTOOPAKEHUS
Coxpanenue GpuabTpos
ITomemenue GpuAbTPOB OTOOPaXKEHUS HA MAHETb UHCTPYMEHTOB

fnasa 5. [lononHutenbHbie BosmoxHoctn Wireshark
KoHe4Hble TOYKH U CETEBbIE JUAIOTH
npOCMOTp CTATUCTHUKHU B KOHCYHbIX TOYKaAX
[TpocMOTp ceTeBbIX AMATOTOB
BblﬂBﬂeHHe HaHGOJIee AKTHUBHbBIX CE€ETEBbIX y3JIOB C IOMOIIBIO KOHECYHbIX
TOYEK U JHAJIOTOB

Conepxanue

64
66

69
69
70
71
72
74
77
77
79
80
82
85
85

89
89
89
90
91
92
93
94
95
95
96
97
98
98
99
101
102
103
110
114
115

117
117
118
120

121



CraTucTieckyve JaHHBIE 110 M€PaPXHH CETEBBIX TPOTOKONIOB
IMpeo6pazosanue NMeH
AKTHBM3a1MsI TPOLECCA TPeO6Pa30BaHUa UMEH
[ToTeHumnanbHbIE HENOCTATKU IPEOOGPA3OBAHUA UMEH
[Tpumenenue cnenmanpHoro ¢aina hosts
Huunumpyemoe BpyuHylo npeo6pa3oBaHHe UMEH
JemndpupopaHye ceTeBbIX IPOTOKOJIOB
Cmena femudparopa
[TpocMoTp HMcxoaHOTO KOAA AeMpaTOPOB
OTcnexxnBaHHEe IOTOKOB
Orcaexusanue noTokos SSL
JIIMHAa nakeToB
CocTabnenue rpagukoB
ITpocMoTp rpadmkoB BBOAA-BbIBOJA
Cocrapnenue rpa¢yka BpeMEHH KPyroBoii nepejauu MakeToB
CocrasieHue rpapMKOB IOTOKOB
JkcnepTHas MHPopMaLUs

[nasa 6. AHann3 NaKeTOB U3 KOMAHAHOW CTPOKMU

Ycranoska yruantsl TShark

YcTaHOBKa yTHAMTBI tcpdump

[NepexBaT 1 COXpaHEHHNE NAKETOB
ManunymmpoBaHye BbIBOAHMBIMHU pe3y/IbTaTaMU
[Mpeo6pa3oBaHue UMeH

IMpumenenue puasTpon

®opmarsl oTo6paxkenus Bpemenu B TShark
CBognas cratuctuka B TShark

CpasHenue yrumt TShark u tcpdump

fmaea 7. MNpoTokonsi ceTeBOro ypoeHs

IMpoTokon npeo6pasosanus aapecos (ARP)
Crpyktypa ARP-nakera
Maker 1: ARP-3anpoc
[Taker 2: ARP-oTBeT
Henpomennsle, win camoo6paumennbie ARP-nakeTsr
MexceTteoit npotoko (IP)
MexceTeBoii mporokon Bepcuu 4 (1Pv4)
MexceTeBoit npotokon Bepcuu 6 (IPv6)
ITpoTokon MexceTeBbIX ynpapasgiomux coobuennii (ICMP)
CrpykTypa 3aroyoska B nakere ICMP
Tune! 1 koAbl coobuweHuit nporokoaa ICMP
9X0-3aMpoChl ¥ OTBETHI
IMporokon ICMP Bepcum 6 (ICMPv6)

CopepxaHve

124
126
126
128
129
130
131
131
134
134
136
138
139
139
143
145
146

149
150
151
152
156
160
161
163
164
168

169
170
172
173
174
174
176
176
185
199
200
200
201
207



fnasa 8. MpoTokonsl TPAHCNOPTHOrO YPOBHA

[MpoTokon ynpasnenus nepegaydeit (TCP)
CrpykTypa 3arosioska B nakete TCP
IMopTer TCP
TpexaTanHblii Ipolecc yCTaHOBKH CBA3U 10 npoTokoy TCP
Pa3pebis cBa3u no nporokoxy TCP
Copocsl coequnenuii no npotokoay TCP

[TpoTokon nonb3osarenbckux aeirarpamm (UDP)
CrpykTypa 3arojioska B nakere UDP

fnasa 9. PacnpocrtpaHeHHsie NPOTOKONLI BEPXHEro ypOBHS

[Tporoxon AuHaMuUeckoit HacTpoliku yana cetn (DHCP)
CrpykTypa 3arosnioska B makete DHCP
IMpouecc nanumannsaiuu no nporoxoay DHCP
Boso6HoBneHue apeHan! IP-axpeca no nporokxosry DHCP
[TapameTpbl ¥ TUIIBI cOO6mEHMI B npoTokone DHCP
Bepcus 6 nporoxosa DHCP (DHCPv6)

Cucrema gomeHHbix uMeH (DNS)
CrpykTypa 3arosioBka B nakere DNS
ITpocToit DNS-3anpoc
Tunsi 3anpocos no npoTtokoay DNS
Pexypcusa B DNS
IMepenoc DNS-30n

[Tporokon nepenauu runeprekcra (HTTP)
[TpocMoTp BeG-cTpanmIl ¢ noMoubio nporokona HTTP
IMy6amkanms aannbix no nporoxoxy HTTP

ITpocroit npoToko nepeaaun anekTporHoM noutsl (SMTP)
OTnpaska 1 NoJIy4eHUE 31EKTPOHHOM MOYTHI
OrcnexuBaHne cOOOIIEHUI 31EKTPOHHOM MOYThI
OTnpaska BioXxeHuii no nporokony SMTP

3aKo4nTeIbHbIE COOOPAXKEHUS

fmasa 10. OcHoBHbie peanbHble cueHapumn

OTcyTcTBUE BEG-COAEPKUMOTO
I[ToaxinoyeHue K cetu
Ananus
YcBOeHHbIE YPOKH

He pearupylouas MmeTeoposioruyeckas cayx6a
INoaxnioueHue k ceTH
Ananus
YcBoeHHbBIE YPOKU

OrcyrcrBue goctyna k Murepuery
TpyrHocTH KOHPUTYPHPOBAaHUA ILTIO32
HesxenarenbHas nepeaapecanus
[Tpo6seMpl ¢ O6paTHBIM NOTOKOM JaHHBIX

Conepxanve

209
209
210
211
214
217
219
220
221

223
223
224
225
231
232
233
235
235
237
238
240
244
247
247
250
252
252
254
262
266

267
268
269
269
274
274
275
276
280
281
281
284
289

9



HcnopueHHbIi npUHTEp
IToaxnmouyeHue K ceTu
Ananu3s
YcBoeHHbIE yPOKH

OTcyTcTBHE CBA3U C PUTHAIOM
IMoaxaoyeHue K ceTu
Anxanma
YcBoeHHbIE yPOKHU

[ToBpexxaeHune JaHHBIX POTrPaMMBbl
IMoaknouyeHue K ceTn
AHains
YcBoeHHbIE YPOKU

3akmo4YnTeIbHbIE COO0pAXKEHNUS

fhasa 11. Mepsi 60pbbbi ¢ MepneHHoM ceTbio

PyHKIMOHAIBHBIE CPEACTBA yCTPaHEeHUs oU60K B mpoTokone TCP
ITopTOpHas nepejaya gaHHbIX B npoTokosne TCP
Jly6vpyionmue noATBEPXKAECHUsA U ObICTPbIE MOBTOPHbIE Nepeaayu
no nportokoiy TCP

Yrpasienne noTokaMu JaHHbIX B npoTokoJe TCP
H3MmeHeHMe pa3Mepa OKHa puema
[TpekpaieHue NoToKa JaHHBIX C MOMOIIbIO YCTAHOBKH
HYJIEBOT'O OKHa IIpueMa
ITpuMeHeHMEe MEXaHN3Ma CKONB3AIET0 OKHA Ha MPaKTHUKe

BbiBoabI M3 aHAIN3A MAKETOB VISl UICNIPABJIECHUS OIHGOK

Y yIIpaBJIeHUs [TOTOKaMU JAHHbIX 110 mpoTokosy TCP

BbisiB/IeHMEe HCTOYHMKA GOJIBIION CETEBOMH 3ae PKKHU
OO6bIYHBIN OOMEH JaHHBIMU
MeaneHHbIH OOMEH JaHHBIMHU U3-32 CETEBOI 3a/IePXKKHU
MewieHHbI OGMEH JAHHBIMU M3-32 33€PXKKH HA CTOPOHE KJIHMEHTA
MemieHHbIi OOMEH JaHHBIMU M3-32 3aJ€PXKKH Ha CTOPOHE cepBepa
IMopsanok o6HapyxeHUs 3aJIEPXKEK B CETH

CpaBHEHHE C MICXOAHBIMHM XapPaKTe PUCTUKAMH CETH
HcxoaHble XapaKTEePUCTUKY CETH JUIA caliTa
HcxoxHble XapaKTePUCTHKU CETH U1 XOCTa
HcxoaHple XapakTe pUCTUKH CETHU JUIS PUIOKEHU I
JlonosHUTENIbHbIE PEKOMEHIALMY OTHOCUTEIBHO UCXOAHBIX
XapaKTEePUCTUK CETH

3akoyuTeIbHBIE COO0pAXKEHUA

fnaea 12. AHanu3 nakeros Ha 6esonacHocTb
OO6cnexoBaHHeE CETU
CkaHUpoOBaHHE NaKeTaMu SYN
IMosyueHue oTnevaTka onepalMoHHON CHCTEMBI

10 Conepxanue

292
293
293
296
297
298
298
301
302
302
303
306
307

309
310
310

314
320
321

323
324

328
329
330
330
332
333
334
335
335
337
338

339
340

341
342
343
348



ManunyapoBaHHe ceTeBbIM TPapuKOM
3apaxenne ARP-kema
ITepexBar ceaHCOB CBA3U
BpeaoHocHoe nporpaMmHOe obecneyeHue
Onepanus “Appopa”
TposiHckast mporpamMMa ya€HHOIrO A0CTyma
Habop 3kcnnoiToB 1 NpOrpaMMbI-BbIMOTaTEN
3ano4nTeIbHbIE COO0PAXEHUS

fhasa 13. AHanus nakeros B 6ecnpoBoaHbIX ceTax

Pdusuyeckne 0COGEHHOCTH 6eCIPOBOJHBIX ceTel
AHaM3 MaKeTOoB 0 OTAEJbHbIM KaHaIaM
[TepekpecTHbie MOMeXH B 6€CIPOBOJAHBIX CETAX
O6HapyxeHHe M aHAIU3 HAIOXEHUSI CUTHAIOB

PexxuMb1 paGoThl afantepa 6eCrpoBOJHOMN CBA3H

AHanu3 nakeToB B 6ecnpoBoAHO¥i ceT B cucreme Windows
Hacrpoiika ycrpoiictsa AirPcap

I[Nepexsat ceTeBoro Tpagduka ¢ HomMoupbio yctpoiicrsa AirPcap

Ananu3 nakeToB B 6ecrIpoBOiHO¥ ceTH B cucTteMe Linux
CrpykTypa nakera no craHaapty 802.11

Jlo6aBiieHne CTOJAOLOB, XapaKTePHBIX 11 6€CITPOBOAHOM CETH,

Ha naHesb Packet List
CneumanbHple GWIBTPHI U1 6€CIPOBOAHBIX CETEM
duibTpanus ceTeBoro Tpaguka o KOHKPETHOMY
uaeHtugukaropy BSSID
PunbTpanys NaKeTOB M0 KOHKPETHBIM THIIAM
PunbTpanus NaKeToB 110 OTAENbHBIM KaHa/IaM
CoxpaHeHnue npoguis 6eCnpoBOHOMN cETH
Be3onacHoCTb B 6€CIPOBOHOM CETH
YcnewHas ayreHTuguKanusa no arropurmy WEP
Heynaunas ayrenTugukanus no arroputmy WEP
VYrauHast ayreHTH(MKanMs 110 anroputmy WPA
Heynaunas ayreHTHMKanus no arropurmy WPA
3akmoyuTeIbHbIe COO0paXEHUs

Npunoxenne A. [lononHutensHas unpopmaums
HHCTpyMeHTaIbHbIE CPEACTBA Ul AaHANNU32 1AaKETOB
CloudShark
WireEdit
Cain & Abel
Scapy
TraceWrangler
Tcpreplay
NetworkMiner

Conepxanue

353
353
359
363
364
372
381
389

391
392
392
393
394
395
396
398
400
401
403

405
407

407
407
408
409
409
410
412
413
416
417

49
419
419
420
421
421
421
421
422

n



CapTipper
ngrep
libpcap
Npcap
hping
Python
Pecypcel o ananuasy nakeTos
HavanpHas cTpaHuua Be6-caiita, mocssimenHoro Wireshark
OutaitHOBbIE MPAKTUYECKKE KyPChI MO aHAIU3Y aKETOB
Yray6aeHHble Kypebl B MHCTUTYTe SANS no o6HapyxeHHuI1o BTOpXeHuH
bnor Kpuca Cangepca
Be6-caiiT bpena /lynkana, nocBameHHBIN aHATN3Y BPEAOHOCHOTO
Tpaduxa
Be6-caiiT IANA
HnmoctpupoBanHas cepus no nporokoaam TCP /1P
Puyappaa V. Ctusenca
PykoBoacTso no crexy npotokonos TCP /1P

MNpunoxenne b. UnTepnperaumns nakeros
IIpeacrasnenune nakeTon
[Ipumenenme cxem nakeTos
M HTepnperanys HEM3BECTHOTO MaKeTa
3axno4yuTeIbHbIE COOOpaXKEHUsA

MNpeameTHbI ykasaTens

12 Copepxatue

423
423
423
424
424
424
425
425
425
425
426

426
426

426
427

429
429
432
435
438

439



OT3bIBbl O KHUTIE

“Knura cogepxut Mmope nHdopmanuu. Hanncana TogkoBo M y106Ha VISt YTEHUA.
OTKpPOBEHHO roBOps, MHE ObUIO OYE€Hb MHTEPECHO YHUTATh 00 aHaIM3€ ITaKeToB”.

U3 uHTepHeT-u3fauus TechRepublic.

“9Ta KHUra peKOMEHAYETCSl HAUMHAIOIMM CETEBbIM AaHUIUTHUKAM, pa3paboTYUKaM
IIPOrpPaMMHOIO OOecIeYeHHs!, BHOBb HCIIEYEHHBIM HH)XEHEPaM-CUCTEMOTEXHHUKAM,
CNeUMaIMCcTaM B OOJaCTH CHCTEM MH(OPMAIMOHHOI 6E30IIaCHOCTH M BCEM, KOMY
HNPHUXOAMTCS YCTPAHATb HETIOIAJKH B CETSX U HX 3alUTE, 3aKaTaB PyKasa’.

loutep Osmann (Gunter Ollmann), OGbIBIIMI ITaBHBIA TEXHUYECKUIT AMPEK-
Top kommaHuu IOActive.

“Korga MHe IpUAETCs MCCIe0BATh MEJUIEHHO paGoTaIOUIyIO CETh, 1 HEIIPEMEH-
HO 0Opautych k 3Toit kHure. M aT0, BeposaTHO, Han/Iy4ias noxsaia JUist 1060 Tex-
HHAYECKOM JINTEPATYpPBI”.

Maiikn V. Jlykac (Michael W. Lucas), aBTop kuur Absolute FreeBSD n Network Flow
Analysis.

“Heobxoaumas KHMra I Te€X, KTO OTBEYaeT 32 aIMUHUCTPUPOBAaHHE CETeH Ha
mo6oM ypoBHe”.

u3 Linux Pro Magazine.

“3ameyarenbHOE, yIOGHOE ¥ IPAMOTHO COCTAaBJIE€HHOE PYKOBOJACTBO”.

u3 ArsGeek.com.



“CaMasi Jydias oTrnpaBHas TOYKA VISl TEX, KOMY TpeOyeTcs TIATeNbHO U3YYHTh
OCHOBBI aHA/IM32a NAKETOB”.
M3 MHTEpPHeT-u3lanus StateofSecurity.com.

“CnoBo npaxmuxa BecbMa UHPOPMATUBHO W YMECTHO B Ha3BAHUU 3TOH KHMIH.
B Heii yuTaTEM CMOTYT Y3HATh HEMAIO 06 AaHAIM3E MAKETOB U CPa3y e NEPENTH K
peaibHbIM puMepam pa6oTsl ¢ Wireshark”.

Y3 MHTEPHET-U3aHusa LinuxSecurity.com.

“YT06bI BBIACHUTD, COOGIIAIOTCSA JIX APYT C IPYyTOM KaKHe-HUGYAb HEU3BECTHbBIE
ceTeBbIE Y3/Ibl MJIM BAlll KOMIBIOTEP C YYXKUMH, BaM NOTpebyeTCs aHAIU3aTOP ceTe-
BbIX nakeToB. M 1 3Toi 1eM Jydine BCEro NoAoHAeT UHCTPYMEHTAIbHOE CPe-
ctBo Wireshark, a 3Ta kHHra Kak HeJIb3s JIy4llle IOMOXET U3YUYUTb €T0”.

u3 Free Software Magazine.

“Kuura uaeaibHO MOAXOAUT A/l YUTATENEH OT HAYMHAIOWETO A0 MPOMEXYTOY-
HOTO ypOBHA”.
u3 Daemon News.

“Q, 6a1arogaThb, craceH Toboi

A n3 myunnsl 6ex;

BbL1 MEPTB M YyZOM CTas JKMBOH,

Bt cen u Buxy cet”.

“O, 6aaroaarts”, XxpucTHaHCKHIt ruMH Jxcona HeloToHa.
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bAATOAAPHOCTU

Mue 6b1 XOT€NIOCh BHIPA3UTh HCKPEHHIOIO NIPU3HATEIBHOCTDh BCEM, KTO MOAAEP-
XHBaJI MEHsA B paboTe HaJi 3TOMH KHUTOIA.

Bnarogapio cBoio xeHy JsieH 3a 6e3rpaHUYHYIO JI06GOBb U CIIOCOGHOCTb MU-
PUTBCA € TEM, YTO A HOYM HANPOJIET MPOBOJMII 33 KJIABUATYPOIii, KOTAA OHA MbITA-
JIach 3aCHYTh B CBOEH MOCTEJIH.

Braroaapio cBoio MaTh, KOTOpast Jaxe MocjJe CMEPTH COYKUT MHE NPHUMEPOM
NO6GPOTHI, KOTOPBIH NPOAO/KAET BAOXHOBIATH MeHs. Biaromapio Taxke cBoero
OTLA, HAYYMBIUETO MEHS, UTO 3HAYUT TAKKUIM TPYA, 6€3 KOTOPOro MHE He YAAJIOCh
ObI HUYETro JOOUTHCS.

Braroaapio /lxeiicona CMmuTa (Jason Smith), koTopslit MHe kak 6paT. MHe Tpya-
HO BBIPA3UTb CBOIO NPU3HATEIBHOCTb €My 33 €rO IMIOCTOSHHOE BHMMAaHHME KO MHE.

YTo xe kacaeTcsa MOMX ObIBIIMX M HbIHEUIHUX COTPYAHHUKOB, TO MHE OYEHb 10~
BE3JI0 paboTaTh B OKPYXEHHUH JIIOJICH, 6J1aroaapst KOTOPBIM st CTJI JIy4llle ¥ cOo0pa-
3uTejbHee. MHE TPyIHO NEPEYNCIUTD BCEX, HO s ICKPEHHe Npu3HaTeaeH JlacTuny,
Aneky, Maptuny, [TaTpuky, Kpucy, Maiiky u Ipeiian 3a exegHeBHYIO NOAAEPKKY U
YCBOEHHE TOTO, YTO 3HAYUT JIUJAEPCTBO CIYKUTEA.

Bnaroaapio Taiinepa Peryau (Tyler Reguly) 3a Texnnueckoe peaakrupoBaHue
KHHUTY U UCIIPaBJIEHHE MOUX Hejlenbix omu6ok. brarogapio takxe JlaBuaa Bona
(David Vaughan) — 3a oco6yio onexy, /xepda Kappesnna (Jeff Carrell) — 3a oxa-
3aHHYIO [OMOINbIO B PEAAKTUPOBAHUMU COJEPKHUMOIO NOCBALICHHOMY CETE€BOMY
nporoxkoay IPv6, Bpena Jlynkana (Brad Duncan) — 3a npegoctasienue ¢aiina ne-
pexBaTa, UCI0JIb30BAHHOIO MHOM B IVIaB€, MOCBAIEHHON 6€30MaCHOCTH, a TaKxKe



rpynmny cneiyaiucToB u3 kommanuu QA Café — 3a nmpeocTaBIEHHYIO JIMIIEH3UIO
Ha MHCTpyMeHTanbHOe cpeAcTBo Cloudshark, ¢ nomombio koTOporo MHe yaanoch
OpraHM30BaTh NEPEXBAT NAKETOB VI JEMOHCTPALIMH B 3TOM KHUTE.

M, koHeyHo, MHe XoTesoCh Obl BBIPA3UTh CBOIO NMpPHU3HaTeNbHOCTHL Jlxe-
paibay Kom6ey (Gerald Combs) m komanae paspa6orumkoB Wireshark. Bean
Wireshark ctana ctonb 3ameudatenbHoit miatdopmoit 61arogapsa NpeaaHHOCTH
JlxepanbJa 1 MHOTHMX ApPyrux pa3pa6oTuukos. Eciu 6b1 He MX ycuaus, nosoxe-
HUeE Aes B 06JacTH HHPOPMALMOHHBIX TEXHOJIOTHI M 6€30MacHOCTH ceTel OKa-
3a/10Ch 6bI HAMHOTO XYyXe.

U, nakonen, 61arogapio buna, Cepeny, fIna, AManay, 1MCOH M OCTAIbHBIX CO-
TpyaHUKOB u3faTenbctBa No Starch Press 3a nposiBieHHOe ycepaue B pelakTUPO-
BaHMU U BBIITYCKE BCEX TPEX U3JIaHUH 3TOM KHUTH.
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BBEAEHUE

Hacrosmee, Tperbeit n3gaHue 3Toil KHUrH OGbLIO HamMca-
HO M OTPEJAKTUPOBAHO B T€YEHHUE IOJYTOpA JIET, T.€. OT
xoHUa 2015 roga u no Havyaina 2017 roxa, npUGIU3UTE D
HO Yepe3 IECTD JIET MOCJIE BBIXO/IAa B CBET BTOPOTO U3/JIaHUsA
U IECATD JIET MOCJE NepBoro udganus. B Hacrosmee n3xanue
BOILJIO HEMAJIO HOBOIO, BKJIOYasi COBEPIIEHHO HOBbIE (PAiIbl M
CUEHAapHU ME€PEXBaTa, a TAKXXe OTJAE/bHYIO HOBYIO IVIaBY, IIOCBAIICHHYIO aHAIM3Y
[IAKETOB U3 KOMaHAHOMN CTPOKM ¢ nomombio yruauT TShark u tcpdump. Ecau Bam
MOHPABHIUCh JIBA NPeAbIAYIINX U3aHUsA, TO MOHPABUTCA U TpeTbe. OHO Hanuca-
HO B TOM )K€ JyXe€ C MOCHEHUAMU NPOCTHIM M AOXOJYHBBIM A3BIKOM. A €CJIU BBI CO-
MHEBAJIUCh B BLIGOPE JBYX NMPEABIAYIINX U3JaHUI, TOCKOJIbKY OHU HE COJIEPXKATU
cambl€ MocC/IeJHUE CBeJEHUSA 00 OPraHu3auuu ceTeil u o6HoBeHuAx Wireshark, B
TaKOM CJlydyae BaM NPUAETCS NMPOYUTATh HACTOSALIEE U3AAHHUE, KOTOPOE OBLIO 10
MOJIHEHO OMUCAHUEM HOBBIX CETEBBIX IPOTOKOJIOB U OOHOBJIEHHOI MH(dOpPMaLH-
eii no Bepcuu Wireshark 2. x.

3auyeM HyXHQ 3Ta KHUra

Y ynTarens MOXET BOZHUKHYTD BIIOJIHE PE30HHBIN BONPOC: YEM 3Ta KHUIa OTIH-
4aeTcs OT APYrUX KHUT Ha TEMY aHaIM3a makeToB? OTBET 3aKII04aeTCsl B HA3BaHUU
kHuru Ipaxmuxa anasusa naxemos. CielyeT OTKPOBEHHO MPU3HATh, YTO HUUYTO HE
MOXET CPaBHUTbCA C MPAKTUYECKUM OIIBITOM, U TOYHEE BCETO 3TOT OMBIT YAAETCA
nepeaaTh B KHMIe Ha MPAaKTHUYECKUX IIPUMEpaX U PeaIbHbIX CLIEHAPUSIX.
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B nepBoii MoJIoBUHE KHUTH 1AI0TCS 3HAHUS, HEOOXOAMMBIE /ISl YAICHEHUSA OCO-
6eHHOCTei aHaM3a nakeToB U pa6oTel ¢ Wireshark. A Bropas ece nojnosuna non-
HOCTBIO MOCBALIEHA Pa3bopy C/lyyaeB M3 MOBCEIHEBHOW NPAKTUKU yNpPaBJIEHUSA
CeTAMH.
YcBOMB METOMKY aHAIN3a TAKETOB, ONMCAHHbIE B 3TON KHUTe, YUTATENb U3BJIE-
qeT 1 ce6sA HeManTylo MOoJIb3y, KeM Obl OH HU paboTall: CETEBbIM TEXHUKOM, CETe-
BBIM a/IMUHHCTPATOPOM, PYKOBOAMTEEM MH(POPMAIIMOHHOM CJyXObl, CrielHaIH-
CTOM I10 HACTOJIbHBIM CUCTEMaM WU XK€ aHAIMTUKOM MO0 BOIPOCaM 6e30MacHo-
CTHU CETEM.

OcHoBHbIE NOHATUSA U ﬂpMHﬂTblﬁ noaxon

Boo6uie-To, 1 HETOPOIUIMB U KOT/A NOSACHAIO KaKOe-HUOY/Ib MIOHATHE, TO CTapa-
I0Cb I€/1aTh 3TO HEMPUHY)XAEHHO. JTO € OTHOCUTCSA U K A3bIKY, KOTOPbIM M3/I0XKEH
MaTepual KHUrH. UTOObI He YBA3HYTb B TEXHUUECKOM XKaproHe, s OMbITAICA U3
JIOXXHUTD ONUChIBA€MbIE B HEIl MOHATHA KaK MOXHO 60Jj1ee MPOCTBIM U OObIA€HHBIM
A3bIKOM. Bce TepMHMHBI U MOHATUSA ONpeEAENTIOTCA B Helt 6e3 KakMX-1TM6o Hecyle-
CTBEHHBIX NMojApo6GHocTeil. Beab s poaom u3 3amevarenbHoro mrata Kentykku, a
CJIEIOBATE/ILHO, CTapaloch ObITh HeMHOTOCIOBHbIM. (Ho BbI, unTarens, npocrure
MHE H3JMIHIOI0 MHOTOCJIOBHOCTD, KOTOPO# 5l NHOI/IA IPENly B KHUTE.)

[TepBbie HECKOJIBKO IVIAB CYMECTBEHHBI JUIA MOHMMAHMSA OCTAIbHOMN YacTH KHHU-
TH, O3TOMY HENPEMEHHO YCBOWTE ONMUCHIBAEMbIE B HUX MOHATHSA. A BTOpPast MoJo-
BHMHA KHUTH BCELlE/IO NMOCBSAIIEHa pa3bopy MPaKTUYeCKUX Mpumepos. BoamoxHo,
OHM M He BIIOJIHE OTPAXKAIOT T€ CUTYallMH, KOTOPbI€ BO3HMKAIOT B Ballleii MpaKTH-
4eCKOM eI TEIbBHOCTH, TEM HE MEHee Bbl CMOXETE NMPUMEHHUTb pacCMaTpUBaeMble
B HUX [TOHATHSA B BO3HUKAIOIIMX y BaC CUTyalUAX.

Huxe npuBeeHO KpaTKOE ONMUCAHHE COJAEPXKAHUSA 3TON KHUTH.

I'naBa 1, “AHanN3 NMakeTOB M OCHOBBI OpraHM3anuu ceTer”’. B 3Toii mia-
Be MOSICHAETCS, YTO TAKOE AHAIN3 MAKETOB, KAK OH JEHCTBYET M KaK IPOBOJUTCH.
3aech TakxKe JATCSA OCHOBBI NEPEAAYH JAHHBIX 110 CETH M AaHAIN3a NMAKETOB.

I'maBa 2, “IToaxmoyenne K ceTn”. B 3Toii maBe paccMaTpPUBAIOTCA pa3iny-
Hble METOAMKH MOJKITIOYEHHS AHATM3AaTOPA ITAKETOB K CETH.

I'masa 3, “Beaenne B Wireshark”. B 3T0ii rmase 1aioTcst OCHOBHbIE CBEJ€HUSA
o npunoxenun Wireshark. B yacTHocTH, rie ero B3sATb, Kak UM MOJIb30BATbCSA, YTO
OHO TO3BOJISIET A€JaTh, YEM OHO NPHUMEYATEJbHO U NMPOYHE MOJIE3HbIE CBEACHUS
o HeM. B HacTosuee n3jaHue BIUIIOYEHO OOCYKAEHNE BOIPOCOB CHENHAILHOM Ha-
ctpoiikn Wireshark ¢ nomompsio npoguneit kondpurypauuu.

I'naba 4, “O0pa60oTKa NepexBavYeHHbIX NAKETOB”. YCTAHOBUB U HACTPOMB
Wireshark, Bbl, BeposiITHO, 3aXOTUTE y3HaTh, KaK B3aUMOJAEHCTBOBATb C MEpeXBa-
YeHHbIMM MaKeTaMU. B 3Toi miaBe JaloTCst OCHOBBI OOPabOTKU NepexBAYEHHBIX
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NaKeTOB, BKIIOYas HOBblE Pa3fiesibl ¢ 60jiee MOAPOOGHLIM ONUCAHUEM OCOGEHHO-
CTei OTCIEXMBAHHA NIOTOKOB MAKETOB U IPEOOPa30BaHUs HMEH.

Inasa 5, “/lononuurenbHbie Bo3MoxxHocTn Wireshark”. Hayunsumcs nos-
3aTh, MOPa YYUThCS JIeTaThb. B 3Tol maBe NOAPOGHO PacCMaTPHUBAIOTCS AOMOMHU-
TeJibHble BO3MOXXHOCTH Wireshark, a Taxxe feMOHCTpUpyeTcss BHYTPEHHHUI Mexa-
HHM3M JEHCTBUSA HEKOTOPBIX MEHEE OYEBH/IHBIX ONepalMii. B 3Ty maBy BKIOY€EHBI
HOBbI€ Pasjiesibl C MOAPOGHBIM ONTHCAHHEM OCOGEHHOCTE OTCIEKMBAHHUST TOTOKOB
MAKETOB H NPeo6pa3oBaHUs MMEH.

InaBa 6, “Anann3 nakeros u3 KoMaHAHOH cTpokn”. Wireshark — 3ameua-
TE€JIbHOE CPEACTBO, HO UHOI/A TPEGYETCs OCTaBUTD y06CTBA rpa)UIECKOro MOJb-
30BaTeNbCKOTO UHTepdetica, YTOObI B3aUMOAEHCTBOBATD C MIAKETAMU B PEXHME KO-
MaHJHOH cTpokH. B 3Toi HOBOII TaBe MoKa3bIBaeTCs, Kak nojbn3oarbest TShark u
tcpdump — ABYMsA CaMbIMU JTYYIIMMU MHCTPYMEHTAIbHBIMU CPEACTBAMH KOMAHAHON
CTPOKH JJIsl aHAJIN3a TAKETOB.

Inasa 7, “IIpoTokobl ceTeBOro ypoBHs”. B 5Toii ImaBe geMoHCTpHpyeTcs,
Kak oObluHas nepejaya JaHHBIX, BHINOJIHAEMask HA CETEBOM YPOBHE, BBIIVISIAUT Ha
YPOBHE MAKETOB, HCCIeAyeMbIX B ceTeBbix npoTtokosax ARP, IPv4, IPv6 u ICMP.
YToO6b! yCTPaHATb HETOJNAJIKM B 3TUX CETEBBIX MPOTOKOJIAX HAa MPAKTUKE, CIEAYET
CHayaIa NOHATb, KAKUM O6PA30OM OHM AEHCTBYIOT.

I'nasa 8, “IlpoToxonbl TpaHCMOPTHOTO YpoBHA”. B 310l I1aBe paccmaTpu-
BalOTCA JiBa HauGoJiee PacCNPOCTPAaHEHHBIX CETEBLIX MPOTOKOJA TPAHCIOPTHOTO
yposHs: TCP u UDP. O6a 3Tu npoTokoa cyaT /1 nepeJadu 60JbIMHCTBA pac-
CMaTPHBAEMBIX 3[1ECh TAKETOB, U MIO3TOMY OUYEHb BaXXHO YSCHUTD, KAK OHM BbIIVIS-
AAT HA YPOBHE MMAKETOB ¥ YEM OHU OTIMYAIOTCS.

Inasa 9, “PacnmpocTpaHeHHbIe NPOTOKOJBI BepXHero ypoBHa”. B srtoi
IJIaBe MPOOJ/KAETCS PaCCMOTPEHHE CETEBBIX NMPOTOKONIOB M JEMOHCTPUPYETCs,
KaK BBIDIAAAT YeTbipe Hanbojiee pacHPOCTPAHEHHBIX MPOTOKOJIA BEPXHETO ypOB-
usa: HTTP, DNS, DHCP u SMTP.

Inasa 10, “OcHoBHBIE pealbHbIe cueHapuu”. B 5Toil maBe mpeacrasieH
aHAIM3 HEKOTOPBIX MPMMEPOB TUIIMYHOTO CETEBOro TpaduKa B NEPBOM psje pe-
anbHbIX cueHapueB. Kaxaplit crieHapuii npeacTaBieH B yI06HOM JUISl HCCIECAOBA-
HUA PopMaTe, MO3BOJAIOUIEM BIABUTh 3aTPyAHEHHE, BOSHHKIIEE B CETH, NPOAHa-
JIM3UPOBATDb €ETO U HAWTU pemeHHe. B 3TUX OCHOBHBIX CIEHAPHSAX 3a/1eiCTBOBAHO
COBCEM HEMHOT'O KOMMBIOTEPOB U MPOBOJUTCA OTPAHUYCHHBIN aHATIN3, HO U 3TOTO
JOJKHO OBITH IOCTATOYHO, YTOGBI BBECTH Bac B KYPC JeJa.

I[nasa 11, “Mepn1 6opbobI ¢ MeaIeHHOI ceThI0”. Hanbosiee xapakrepHble
OCJIOXHEHHUSA, C KOTOPbIMHU NMPUXOJUTCS UMETh €O CETEBBIM TEXHHKAM, OObIYHO
CBA3aHbI C HU3KOM CKOPOCTBIO PaboThl ceTH. JTa IIaBa MOCBANECHA PEUIEHHIO 10
JO6HOTO poja OCJI0KHEHHI.
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Inasa 12, “Ananu3 nakeToB Ha 6e30MacHOCTh”. be3donacHoCTh ceTel ABaS-
€TCSl CaMbIM HACYIIHBIM MPEJIMETOM B OGJACTH WH(POPMAIMOHHBIX TEXHOJOTHH.
B 3Toii maBe npejcTaBleHbl HEKOTOPbIE CIIEHAPUH, CBA3aHHBIE C PENIEHUEM BO-
IIPOCOB, MMEIONIMX OTHOIIIEHHE K 6€30MacCHOCTH, N0 METOAUKAM aHAIN3a MAKETOB.

InaBa 13, “AHann3 nakeToB B GecnpOBOAHBIX ceTAX”. B 3Toii raBe paioT-
€Sl OCHOBBI aHA/IM3a NMAKETOB B 6€CITPOBOAHBIX ceTAX. B Helt o6cyxaaeTcs oTIM4Us
aHaIM3a NMAKETOB B GECIIPOBOJAHBIX CETAX OT NPOBOJHBIX, BKIIOYAas HEKOTOPbIE
npuMepsl TpapHKa B GECIPOBOJHBIX CETHAX.

IIpunoxenue A, “NononuurensHas uHgopmanusa”. B 3Tom npuioxeHun
NIpeJCTaBJCHbI JONOJHUTEIbHbIE HHCTPYMEHTAIbHBIE CPEACTBa U pecypcsl MuTep-
HeTa, KOTOpPble MOTYT OKa3aThCA IONE3HbIMU /1A JaIbHEHIIETO TPUMEHEHHUS METO-
JMK aHAIM3a MMAKETOB, YCBOCHHBIX B 3TOH KHMTeE.

IIpunoxenne B, “Hurepnperauns nakeros”. Ecin Tpebyercsa nogpobuee
M3YYUTb OCOGEHHOCTH MHTEPNPETAlMHU OTAENbHbIX MTAKETOB, TO B 3TOM MPHUJIOKE-
HUU IaeTCsA KPATKUi 0630p XpaHEHUs MaKeTHOI MH(OPMALIMH B IBOUYHOM BUJE U
ee npeoGpa3oBaHUs B LIECTHAALIATEPUYHOE NpeJICTaBleHne. B 3ToM npuioxeHnn
MOKa3bIBAETCsA TAKXKe, KaK pa3bUpaTh BPYYHYIO NTAKETbI, NPE/ACTABJIEHHbIE B IIECT-
HA/JLIATEPHYHOM BHJE, C TOMOUIBIO CXEM NAKETOB. ITO YIOGHO B TOM CJIyyae, eC/iu
HPHUXOAUTCA YACJIATh HEMAIO BPEMEHH aHAIM3Y CHELMAIbHBIX MPOTOKOJIOB WU
0JIb30BaThCSI HHCTPYMEHTAJIbHBIMH CPEACTBAMH aHAIN3a MaKETOB B PEXHME KO-
MaHAHOM CTPOKH.

Kak nonb30BaThCs 3TOM KHUromn

¢ Kak y4eGHBIM mocoGneM. B Takom crydae yMTaiiTe €e MocaeA0BaTeNbHO
IJIaBy 3a IIaBOIA, yAeIAA 0cO60€ BHUMAaHHE PeaibHbIM PUMEPAM B MOC/ETy-
IOLIMX IVIABaX, YTOOBI NOCTENEHHO YCBOUTh MOPSA/IOK aHAIU3a MAKETOB.

¢ Kak cnpaBouHbiM nmoco6neM. HekoropeiMu cpeactBamu Wireshark sam
NPHAETCA 110/1b30BaTbCA HEYACTO, M MO3TOMYy Bbl MOXETe 3a0bITb, KAKUM
o6pa3oM oHHU AeHcTBYIOT. [I03TOMYy MMeTb 3Ty KHUTY MO PyKOk OY€Hb Y06~
HO, 4TOOBI OCBE)XXUTh B MaMATH MOPAAOK MPUMEHEHUs! OTACIbHBIX CPEJICTB
Wireshark. Koraa Bel npoBoauTe anain3 nakeToB Ha cBoel paboTe, y Bac MO-
€T BO3HMKHYTb NIOTPEGHOCTh OOPATUTBLCSA 3a CITPABKOM K AMarpaMmaM, cxe-
MaM ¥ METOAMKAaM, IPEACTABJICHHBIM B 3TON KHHUTeE.

O npumepax ¢pannos nepexeara

Bce ¢aitnbl nepexeara, ynorpe6isemble B IpUMepax M3 3TOH KHUIH, JOCTYM-
Hbl Ha BeG-cTpaHule usjgaTeabcTBa No Starch Press, moceameHHO# 3TOH KHU-
re, mo ajapecy https://www.nostarch.com/packetanalysis3/. UTo6bl usBieub
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Hau6OJIbIIYIO MOJIb3Y M3 KHUTH, 3arpy3uTe 3T (aiiibl ¥ MONb3YHTECh UMH, IPOPa-
GaTbIBasi IPUBEACHHbIE B HEH MPAKTHYECKHE TPUMEPBI.

®oHp noanepXKU TEXHONOIUIN B CENbCKOW MECTHOCTU

Bo BBejeHMu K 3TO¥M KHUre HeJb3s HE YIIOMSAHYTb O CAMOM IVIaBHOM, 4TO JaJIo
ee uziaHue. Bckope nocie BbIxoJa B CBET MEPBOTo U3JJAHUA 1 OCHOBaJ OOIIECTBEH-
HYIO OPraHM3aLMIO NoJ HazpaHMeM “@OHI MOAAEPKKHU TEXHOJOTHHA B CENbCKOM
mectHoctH” (Rural Technology Fund — RTF).

CoBpeMeHHbIe MHOPMALIMOHHbBIE TEXHOJOTUM OOBIYHO AOCTYIMHBI yYAlUUMCA B
CEeJIbCKOW MECTHOCTHU — JIaXKe ¢ OTIMYHOM YCIIEBAEMOCTbIO — B MEHBIIIEH CTElEeHH,
4yeM B KpPynHbIX ropojax. OcHoBanue “©PoH/1a NoAAEPKKH TEXHOIOTHUIA B CEJIbCKOMH
MectHOCcTH” B 2008 rofy cTano BepxoMm Bcex MOMX MeuTaHUM. TeM caMbIM A nibITast-
€Sl BOCTIOJIHUTD HU(POBOH NPoGes MEX Ty KUTEIAMHU CeNbCKOM U TOPOJCKOM MecT-
HocTH. C 3TOH neibio B “Ponjie NOAAEPKKY TEXHOJIOTMH B CEILCKOH MeCTHOCTH”
AEHCTBYIOT cHelalbHble y4e6Hble TPOrPaMMbl, MEPONIPUATHUSA N0 NPUBJIECYEHHIO
XKUTeNel CebCKOM MECTHOCTH, CO0PY MOXKEPTBOBAaHMH Ha PECYPCHI IO OOYUEHUIO
1M(PPOBLIM TEXHOJIOTHUAM, NPOBOAATCA y4eOHbIE KYyPChl U MPONAaraHAUpyOTCs CO-
BpPEMEHHbBIE TEXHOJIOTUH B CEJIbCKUX U 6eIHbIX paOHax.

B 2016 roay “®@oHa noaaepx Ky TEXHOJOTUH B CEJbCKON MECTHOCTU” mepeaan
pecypchl o 06y4eHunIo U POBLIM TEXHONOTUAM B PykH 6ojee 10 Thic. yyammxcsa
B C€JIbCKUX U Geanbix paiioHax CIIA. M MHe npUATHO OGBABUTD, YTO BECh CBOM
aBTOPCKMI roHOpap A Hanpasu1 Ha 3Ty neau B Poua. Ecam bl xenaere ysnaTh
6ouible 06 3TOM OGIMECTBEHHOI OPraHU3aly WIM MPUHATDH MOCHWIBHOE Y4acTHe
B €€ JICATENBbHOCTH, [IOCETUTE €€ BeG-caliT mo aapecy http://www.ruraltechfund.
org/ wm Haliaute ee B Twitter no agpecy @RuralTechFund.

Kak cBa3arbes ¢ aBTOpOM KHUTM

Mue Bceraa moGONBITHO 3HATh, YTO YUTATEJNH AYMAIOT O Moeil kuure. Ecau
Bbl X€JIaeTe CBA3ATbCA CO MHOH 10 KakoHU-HUOYAb IIPUYMHE, HalpaBaAlTe BCe
CBOM BOMNPOCHI, KOMMEHTAPHH, 3aMEYaHUs U MPEUIOKEHUS NIPAMO MHE 110 ajpe-
cy chris@chrissander.org. Kpome Toro, s peryaspho Bely cBoit 6jor 1o aj-
pecy http://www.chrissanders.org/, u MeHsa MOXHO Haitu B Twitter mo aapecy
@chrissanders88.

Ot naparenscrea

Bbl, unTaTeb 3TOM KHUTH, U €CTh IVIABHbIH €€ KPUTUK M KOMMEHTaTop. Mbl 11e-
HUM Ballle MHEHHE U XOTHM 3HAThb, YTO ObLIO CI€TaHO HAMHU NPABUJIBHO, YTO MOX-
HO GBUIO CAENAaTh Jydlie M YTO elle Bbl XOTeIH Obl yBUACTDH U3JJaHHbIM HamMu. Ham
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HMHTEPECHO YCJIbILIATD U JIOGBIE IpyTUe 3aMeYaHHsi, KOTOPbIE BaM XOTEJI0Ch Obl Bbl-
CKa3aTh B HaIll aJpec.

Mb1 xJeM BamIMX KOMMEHTAapUEB M HajeeMcs Ha HMX. Bbl MoxeTe mpuciaaTth
HaM OyMaXXHO€ WJIHM 3JIEKTPOHHOE MUCbMO, JUGO MPOCTO NOCETUTh Hall BeG-CalT
M OCTaBUTb CBOM 3aMevaHUs TaM. OJJTHUM CJIOBOM, JIIOObIM YAOGHBIM JJis BAC CMOCO-
60OM JaiiTe HaM 3HaTb, HPABUTCSA WIK HET BaM 3Ta KHHMTa, a TAKXXe BbICKAKHMTE CBOE
MHEHHE O TOM, KaK CAeJaTh HAllM KHUTH 60Jiee HHTEPECHBbIMU JUIs Bac.

IMocpurasi NUCBMO WM cOOGIIEHHE, He 3a0yAbTe YKa3aTh Ha3BAHME KHUTU U €€
aBTOPOB, a TAKXKE Balll OOpaTHbBIN agpec. Mbl BHUMATE/IbHO O3HAKOMHUMCSH C BallUM
MHEHHEM U 0653aTe/IbHO YYTEM €ro nNpu oTéope U MOArOTOBKE K U3JAHHUIO MOCJe-
AYIOWMX KHUT.

Hamwm anexkrpoHHbIe ajgpeca:

E-mail: info@williamspublishing.com
WWW:  http://www.williamspublishing.com
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AHAAW3 NMAKETOB 1 OCHOBbI
OPIFAHU3ALIMU CETEU

Kaxp1it 1eHb B BBIYHCIUTENbHOM CETU MOXKET NPOU3ONTH

MWUIMOH CaMbIX Pa3HbIX COOBITHIL: OT IPOCTOTO 3apaxe-
HUS WIITHOHCKOM NPOrpaMMoii IO CJIOXHOH OMMOKU KOH-
¢urypuposanusa mapmpyrusaropa. M camoe sydmee, Ha 4ro
MOJKHO HAIeAThCS, — GBITh TOTOBBIM BO BCEOPYKUM 3HAHUI M HHCTPYMEHTAIbHBIX
CPeACTB OTPEArupoBaTh Ha OCJOXKHEHUS MOAOGHOrO poja.

YToO6bI AEMCTBUTENBHO Pa300paThcsl B 3aTPYAHEHUAX, BO3HUKAIOIHUX B CETH,
HeOGXOAMMO MEepPEHTH Ha yPOBEHD NaKeTOB. Bce 3aTpyqHeHUs: B CETH HAYMHAIOTCS
MIMEHHO Ha 3TOM YPOBHE, I/l€ MOTYyT OGHAPYXUThCS CKBEPHbIE PEAIN3ALMH JAXe ca-
MBIX ONPSATHO BBINIAAAUIMX IMPUJIOXKEHUH, a 3aC/Ty)KUBAIOUIME, HA II€PBbIA B3I,
MOJIHOTO JIOBEPUs CETEBbIE€ NPOTOKOJIbI OKA3aThCsl 3I0OBPEAHBIMU. 3/€CH OT HAC
HHYETo He CKPOETCs, MOCKOJIbKY HAa 3TOM YPOBHE HET HU BBOJSAIIEH B 3a6ayxie-
HUE CTPYKTYPbl MEHIO, HH NMPUBJIEKATEIbHOM Irpad ik, HU HEGIArOHA/IEXHbIX pa-
GOTHHKOB U BOOOIIE HUKAKOM ceKpeTHOI MHpopManuu, kpome 3ammn¢pOBaHHON.
UM geM Gosble HaM yAaeTcs CAEJaThb HAa YPOBHE MAKETOB, TEM JIy4llle Mbl MOXEM
KOHTPOJIMPOBATH CBOIO CETh U Pa3pellaTh BOHUKAIONUE B HEH 3aTPyAHEHUs. ITO
M €CTb 00J1aCTh ACHUCTBUS AHAIM3A [1AKETOB.

PaccMoTpeHHMIO HMEHHO 3TOMH 006J1aCTH ¥ NOCBsIIeHa JlaHHas kHura. M3 peann-
HBIX CLICHapUEB BaM MPEACTOMT y3HATh, KaK GOPOTLCS € MEUIEHHON nepexavyei
JAHHBIX IO C€TH, BBIABJIATL Y3KME MECTA B NPHJIOKEHHUAX U JIAXKE OTCIEKHUBATDH
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xakepoB. IIpoYnTaB 3Ty KHHUTY, Bbl CMOXETE PEATU30BATb METOJAMKH aHANIM3A MaKe-
TOB, KOTOPbIE IOMOTYT BaM Pa3pelliaTh Ja)Ke CaMble CJIOXHbIE 3aTPYAHEHHS, BO3HU-
Kalolye B Ballled CETH.

B 3Toii maBe npeAcTaBleHbl CaMble OCHOBbBI C aKLIEHTOM Ha Tepeayvy JaHHbIX
1o cety. MaTepuas 3Toi I1aBbl IOMOXET BaM NOJTyYUTDb B CBOE PACIIOPSAXKEHNE UH-
CTPYMEHTaJIbHbIE CPEJACTBA, KOTOPbIE NOTPEGYIOTCS Ui AalbHEUIIETO U3ydeHMs]
Pa3/IMYHBIX CIIEHAPUEB U3 PeabHOM 9KCIUTyaTalliy CETEH.

AHanns nakeTos u ux aQHQNIN3AaTopPbLI

Anaiu3 makemos, HOTAA €Ille HAa3bIBA€MbIH aHAAU3OM NPOMOK0A0E, ONHCHIBAET
NpoLecc MepexsaTa U MHTEPHpPeTaluu JeHCTBYIOIMX AaHHBIX MO MEPE UX MpPO-
JABIXKEHHUsS MO CETH, YTOOGBI Jydlle MOHATb, YTO e B Hel nmpoucxoaut. Kax npa-
BWJIO, aHAIM3 NAKETOB NPOBOAUTCS AHAAUIGMOPOM NAKEMOs — UHCTPYMEHTAIbHbIM
CpeACTBOM, IPUMEHSIEMBIM JUIs IEPEXBaTa NIEPBUYHBIX JaHHbIX, I€PEJABAEMbIX 110
IIPOBOJIaM CETH.

AHa/I13 NAaKETOB MOXET OKa3aTh NOMOIUIb B CJIEAYIOUIEM.

¢ VYACHUTb XapaKTE€PUCTHKHU CETH.
¢ BpIACHUTB, KTO HAXOJMUTCS B CETH.

e OmnpeaenuThb, KTO WIM YTO “ChEAAET’ JOCTYIHYIO MPOIYCKHYIO CITOCOGHOCTDb
CeTH.

o  BpigBUTH MOMEHTBI, KOIIa HCIIOJIb30BAHHUE CETHU AOCTUTAET CBOETO MUKA.
o BpisaBuUTH 3JIOBPEJHYIO N€ATEC/IbHOCTb B CETH.

L4 O6Hap)’)KI/ITb Hebe30MmacHbIe U rpoMO3JKHE NPHUIIOKEHHS.

Jlst aHaIM3a MaKeTOB MMEIOTCS Pa3/IMuHble IPOrPaMMbIL: KaK GecIIaTHbIE, TakK
1 KoMMepueckue. Kaxas Takas nporpaMma npejHazHau€eHa Juis ONpPeAeNTE€HHbIX
ueseit. K unciay caMpIx pacnmpocTpaHeHHBIX IPOTPaMM aHalM3a MAKETOB OTHOCAT-
ca tcpdump, OmniPeek n Wireshark (nmeHHO nociegHeli u yaenseTca oCHOBHOe
BHUMaHHe B 3T0i1 kHure). [Tporpammel OmniPeek n Wireshark caa6xens! rpagu-
4eCKUM MOJIb30BATEIbCKUM MHTepdeiicoM, Toraa kak tcpdump ABAAETCA yTHIUTOM
KOMaH/JHOH CTPOKH. '

OueHka aHanusaTtopa NaKeTos
BbiGrpas aHAIM3aTOp NaKeTOB, HEOGXOAMMO NPUHATb BO BHUMaHUE Li€JIbIA Psift

¢akTopoB, BKIIOYas CIeAyIOIHE.

¢ IToanepxka ceTeBBIX NPOTOKOIOB. Bce aHaM3aTOPbI NaKETOB CNIOCOGHBI
MHTEPIPETUPOBATh Pa3/IM4HbIE MPOTOKOJIbI, 2 6OIbIIMHCTBO U3 HUX — HaH-
6oJiee pacIpoCTpaHEHHbIE CeTeBble MPOTOKObI (Hanpumep, IPv4 u ICMP),
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TpaHcnopTHble npotokoabl (Hanpumep, TCP u UDP) u aaxe nmpoTokosbl
ypoBHs npunoxenuii (Hanpumep, DNS u HTTP). XoTs oHu MOryT 1 He no:
AE€PXHUBaTh HETPAAUIMOHHBIE U GOJIee CIO0XHbIE NMPOTOKOJbI (Hanpumep,
IPv6, SMBv2 u SIP). [ToaTomy, BbIGMpasi aHAIM3ATOP NMAKETOB, YOEAUTECH,
4TO B HEM I10/UIEPKUBAIOTCS IPUMEHAEMbIE BAMHU NPOTOKOJIbI.

Yao6cTBO Hcnonb3oBaHusa. OGpamaiite 0co60e BHUMaHUE Ha MHTepdelic
AHWIN3AaTOpa MAKETOB, NPOCTOTY €r0 YCTAHOBKU U OOIIYIO MOC/IEAOBATENb-
HOCTb omnepanuii. BeiOpaHHas BaMM Nporpamma JXOJDKHA COOTBETCTBOBATH
ypoBHIO Bamei kpanngukanuu. Tak, eciu y Bac UMeeTcsi BeCbMa CKPOMHBbII
OINBIT aHAIN3A ITAKETOB, BaM BPSJ JIM CTOUT BbIOGUPATh TaKUE CJIOKHBIE aHaA-
JIM3aTOPBI MAKETOB, AEHCTBYIOIME B PEXHMME KOMaHAHOM CTPOKM, KaK YTH-
auTa tcpdump. A €c/iv Bbl HMEETE HEMAJIbIM OMbIT AHAJIN3A [IAKETOB, TO BaM
noJoiaeT u 6oJee pa3BUTasA, XOTA U CJ0XKHasA nporpamma. ITo mepe npuo6-
peTeHHs HEOOXOIUMOTO OMbITA Bbl MOXETE JAaX€e HANTH MOJE3HbIM COYETATh
B OTJEJIBHBIX CJIyYasAX HECKOJIbKO IIPOrPaMM aHAIN3a MAKETOB.

CroumocTs. CaMoe 3aMedaTeIbHOE, YTO MHOTHE aHAJTM3aTOPbI ITAKETOB Gec-
IJIATHBI M MPAKTUYECKH HUYEM HE YCTYNAIOT MX KOMMEPYECKHM aHaJIoraM.
A camoe IaBHOE OTIMYHE GECIUIATHBIX AHAIM3aTOPOB MAKETOB OT KOMMEp-
YeCKHX 3aKI0YAeTCs B UX MEXaHU3MaX OTYETHOCTH. B cocTas kommepueckux
NPOJAYKTOB, KaK IIPaBUJIO, BXOAUT ClIELUAIbHbIH MOXYIb GOpMMpPOBaHUs OT-
4eTOB, TOI/A KaK B 6ECIUIATHBIX MPHJIOXKEHHUAX TAKME CPEACTBA OTCYTCTBYIOT,
Y TIO3TOMY OHHM 00€CIIEYHBAIOT JIMIIb OTPAHUYEHHYIO OTYETHOCTD.

ITopnepxka mporpamMMm. Jlaxe ecau Bbl OBJAfieIM OCHOBAaMHM pabGoThI C
NporpaMMoii aHaaM3a NMaKEeTOB, BaM HHOTIAA NMOTPeGyeTcs AONOJIHHUTEND-
Has MOJUIepXKKa JUIsA pellleHUs HOBBIX 3a/ad Mo Mepe UX nospiaeHusa. Oue-
HUBAsi UMEIOLYIOCA MOJJIEPKKY NPOrpaMM, obpamaiite BHUMaHUE Ha JIOKY-
MEHTAIMIO VIl pa3paboTYHKOB, Ny6aHUYHbIE (POPYMBI U CIIMCKU PACCHUIKH
noib3opareseil. 1 HecMOTps Ha BO3MOXKHYIO HEXBAaTKy (POPMATM3OBAHHOM
KOMMEPYeCKOil MOAAEPKKH OECIIATHBIX IPOTPaMM aHAJIMU3a NMAKETOB BPO-
Ae Wireshark, coo6mecTBo mojap3oBaTesieii 1 yYaCTHMKOB UX pPa3paboTku
HepeJIKO BeJeT aKTUBHbIE JUCKYCCHOHHbIE KITyObl, BAKM-CTPAHULBI U 6J10TH,
4TOOBI NOMOYb U3BJI€Yb HAUGOJIBIIYIO MOJIL3Y U3 BHIOPAHHOTO BaMM aHAJIH-
3aTopa NaKeTOB.

HJocTyn kK ucxoaHoMmy koay. HexoTopble aHaIM3aTOpbl MAKETOB OTHOCAT-
Csl K MPOrPaMMHOMY O0€CIIEYEHHIO C OTKPBITBIM UCXOAHBIM KOJOM. ITO AaeT
BO3MOXHOCTb NPOCMATPHBATbh UCXOAHbIN KOJ IMPOTPaMMbl, 2 MHOT/IA U BHO-
CUTBb B HETO HEO6XOAUMBIE KOPPEKTUBBI. Ec/ii y Bac 0COObIi MM CII0XKHDBIN
CJIyyait 11 NIPUMEHEHHUS aHA/IM3aTOPa MAaKeTOB, TO TaKasg BO3MOXHOCTD OKa-
XKETCs IS BaC BeCbMa NpuBJeKaTeIbHOM. McXoaHbIH KO 60bIIMHCTBA KOM-
MepUYeCKUX aHAIM3aTOPOB MAKETOB HEJOCTYIIEH.
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o Iloanep:xka onepannoHHOI cucTembl. K coxanenuio, He BO Bcex aHa-
JIN3aTOpax MAKETOB IMOAAEPKHUBAETCHA KaxJas ONepalMOHHas CHCTEMa.
Ecau Bbl paGoTaeTe KOHCYJBTAHTOM, y BaC MOXET BO3HHKHYTb MOTpes-
HOCTb nepexaa’rbma'rb 15 aHaJlM3PlpOBaTb MMaKeTbl B CaMbIX paSHle onepa-
IIHOHHBIX cucTeMax. CiefoBaTeIbHO, BaM NOTPe6yeTcss MHCTPYMEHTAb-
HO€ CpeACTBO, paboTaiollee B GONbIIMHCTBE ONEPalMOHHbIX cucTeM. Cre-
AyeT TaKXXe UMEThb B BHAY, YTO NAaKEThl MHOI/AA MPUJETCH MEePEXBAThIBATD
Ha OJHOM MalMHe, 2 MPOCMATPUBATh Ha JAPyroi. OTIMYMA B ONEpPaIlHOH-
HBIX CUCTE€MAX MOTYT BBIHYAUTD BaC M0JIb30BATbCS PA3HBIMU MPUJIOXKEHHA-
MU HA OTACJAbHBIX MAILIKMHAX.

NpuHuMn gecTBua aHANNM3ATOPOB NAKETOB

B nponecce aHajin3a NMakeToB 33J1eFiCTBOBAHbI KaK NpOrpaMMHbI€, TaK M aImna-
PaTHbIE CPEACTBA. JroT nponecc ACJUTCs Ha CIeylolne CTaAuH.

1. CGop manHbIX. [Ipexje BCEro aHaIM3aTOP MAKETOB COGUPAET NEPBUYHbBIE
ABOHYHBIC JaHHble U3 ceTH. Kak nmpaBuio, 3To AenaeTcs nepeknoyeHrueM
U3GPaHHOrO CETeBOro MHTepdelica B cuemannsill pexcum (promiscuous mode).
B 3TOM pexxume ceTeBas 1iaTa MOXET IPUHUMATb BeCh TPaUK B CETMEHTE
CETH, a He TOJILKO aZpecyeMblii eit Tpaduk.

2. IIpeoGpa3oBanne. [lajee nepexpaueHHbIC JBOUYHBIE JaHHbIE Mpeo6pa-
3yloTcs B yro6ountaemyio ¢popmy. Ha 310 cnoco6Ho 60J1bUIMHCTBO pa3Bu-
ThIX aHAIM3aTOPOB MAKETOB, PaGOTAIOIMX B PEXHUME KOMAHJHOI CTPOKH.
Ha 3T0ii cTagum ceTeBble JaHHBIE MOTYT aBTOMATHYECKH UHTEPIIPETHPO-
BaTbCsl TOJIbKO HAa CAMOM 3JIEMEHTAPHOM YPOBHE, OCTaBJAs GaIbLIYIO 4aCTh
aHAIM3a KOHEYHOMY M0JIb30BATENIO BPYUHYIO.

3. Ananu3i. HakoHel, aHaIM3aTOp NAaKeTOB MPOBOAUT AHAIMU3 M€PEXBAUEHHbBIX
¥ Npeo6Gpa3oBaHHBIX JAHHBIX. B 4acTHOCTH, OH NMpOBEpsAET MPOTOKO Nepe-
XBa4YeHHbIX B CETH JaHHBIX, UCXO/Isl U3 U3BJIeKaeMoi MHGOpPMaLMHU, U Jajee
HaYMHAeT aHAIM3 XaPaKTePHBIX OCOGEHHOCTEH 3TOro NPOTOKOJIA.

YcraHoBneHue cBsisun Mexay KomnbloTeEpamm

YTo6bl MOJTHOCTBIO YACHUTb aHAIM3 MAKETOB, HEOGXOAUMO TOYHO 3HATh, Ka-
KHUM 06pa3oM yCTaHaBJIMBAETCS CBA3b MEXIy KOMNbIOTEPaMH. B 3TOM pasnene mbl
PacCMOTPHUM OCHOBHbBIE IMOJIOKEHUS O CETEBbIX MPOTOKOJaX, Mogenb OSI (Open
Systems Interconnections — B3aumMoaeHCTBUE OTKPBITBIX CUCTEM), ceTeBble ¢peit-
MBI JaHHBIX U aNMNapaTHYIO MOAJEPHKKY BCETO 3TOrO.
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Certesbie npoTtokonsi

CoBpeMeHHbIE CETH COCTOAT U3 Pa3HbIX CHCTEM, pabOTAIOIMX HA Pa3TMYHbIX
miatgopmax. /s cooGIEeHns MeXy STUMH CUCTEMAaMM B KadeCTBE OOLICMOHAT-
HOTO SI3bIKA CJIYXKHUT PAJ CETEBBIX npomoxosos. K uuciy caMmpIX pacnpocTpaHEeHHBIX
otHocaTca TCP (Transmission Control Protocol — nporokosn ynpasiesus nepeja-
yeii), IP (Internet Protocol — mexcereBoit nporokoi), ARP (Address Resolution
Protocol — nporokon npeo6pasosanus aapecos), a Takxke DHCP (Dynamic Host
Configuration Protocol — npoTokos AMHaMUYECKOro KOH(PUTYPUPOBAHUS XOCTA).
Bce aTv npOTOKOJIbI JIOrMYECKH CTPYNITMPOBAHBI JUISi COBMECTHOM paboThl B TaK Ha-
3bIBAEMBII cmex npomoxonos.

IMpoxonpl yro6HO CpPaBHUTH C NPAaBHIAMH, PETYJIMPYIOIMMH ynoTpebieHue
€CTECTBEHHOTO A3bIKA. B KaX/I0OM A3bIke UMEIOTCA Olpee/IeHHbIE PAaBUJIA, HAIIPU-
Mep, NOPAIOK CNPSKEHUS IJIAroJIoB, MPUBETCTBUS JIOAEH M JaXe Halexaulei
6s1arogapHOCTH KOro-Hu6yab. I1poToko/bI A€HCTBYIOT CXOAHBIM OOpa3oM, JaBast
BO3MOXHOCTb OIPEAEIUTh NOPAJOK MaPUIPYTHU3AIMU ITAKETOB, YCTAHOBJIEHUSA Ce-
TEBOro COE€IMHEHUA U MOATBEPXKJIEHNUA IPHEMaA JAHHBIX.

ITpoTokoa MOXeT ObITh KAK OYEHD MPOCTHIM, TaK U KpPaiHe CJI0KHBIM B 3aBHCH-
MocTH oT ero pyHkumii. M XoTs pasjinyHbple TPOTOKOJIbI MOTYT CYIIECTBEHHO OTIU-
4YaThCs, MHOTHE CETEBbIE MPOTOKOJIbI IPU3BaHbI PENIAThb CJIEAYIONHE BOMPOCHI.

¢ YcraHOBNeHHE COeAMHEHHA. KTO MHMIMUDYET yCTaHOBJEHHE COEIMHE-
HUs: KJIMEHT win cepbep? Kakoii uagopmanmeii ciexyer ooMeHsaThCA, npe-
X/Ie YEM YCTAHAB/JIMBATh COEAUHEHHE?

e CormacoBanue XapaKTepHCTHK coeanmHeHus. Illudpyerca nu nepena-
4a JaHHbBIX MO ceTeBOMY npoTtokonay? Kakum o6paszom npoucxoaur o6mMeH
KIoYaMu mH(ppoBaHus MEXIY CBA3BIBAIOIIUMHCA XOCTaMM (T.€. CETEBbIMHU
y3nammu)?

¢ PopmaTupoBanmne naHHbIX. KakuM 06pa3oM opraHusoBaHbl JaHHbIE, CO-
Aepauyecs B makete? B kakoM nopsjike AaHHbIe 06pa6baThIBAIOTCA NPHHU-
MAIOIIMM HUX YCTPOHMCTBOM?

e OGHapy>xeHHe N HCNIpaBJeHHe OIHGOK. YTO IPOUCXOAUT B TOM Cayyae,
€CJIM MaKeT CIUUIIKOM JIOJITO JOCTUIaeT MeCTa CBOEro HazHaueHusa? Kakxum
06pa3oM KJIMEHT BO3OGHOBISIET CBOIO PaboTYy, €C/IM OH HE B COCTOSHHMH yCTa-
HOBUTb COE/IMHEHUE C CEPBEPOM B KpaT4ailIuii nepmo/ BpeMeHu?

e Pa3peis coeannenns. Kakum o6pa3oM ofuH XOCT Ia€T 3HATh JAPYTrOMY, YTO
cBA3b OKOHYeHa? Kakylo 3aBepmaiomyio MHGOPMALMIO Cl€AyeT IepeaaTh,
4TOObI KOPPEKTHO Pa3opBaTh COeIMHEHHE?
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CemnyposHesas mopens OSI

CeTteBble NPOTOKOJBI MOAPA3AEAIOTCA MO CBOMM (YHKUMAM HA OCHOBAHUM
NPUHATON B JaHHOW OTpacau cTaHAapTHoi moaenu OSI. Jrta nepapxudeckas Mo-
A€JIb COCTOMT U3 CEMH YPOBHEH U OY€Hb yIOOHA JUIA NOHHMAHUA OCOGEHHOCTEH
CBAA3M U Nepeiayuy AaHHBIX 1o ceTu. Ha puc. 1.1, cnpasa, nokasanb! ypoBHu MoJenn
OSI, a cooTBeTCTByIONIasA TEPMUHOJIOTHUA /1 0603HAYEHUS JAHHBIX HA KAXJIOM U3
3THUX ypoBHEHN — caesa. Ha camoM Bepxy laHHOM MOJENH HAXOAMTCA YPOBEHD MIPHU-
JIOXEHUH, TIPEACTABIAIOIMIA MPOTPAaMMBl, NPEAHa3HAYEHHbIE IS JOCTYNA K CETe-
BbIM pecypcaM, a B CaMOM HU3y — HU3HUECKHI YPOBEHb, I/i€, MO CYIIeCTBY, JAHHbIE
nepeMemaloTcs no ceTu. IIpoTokonbl Ha KaXJ0M YPOBHE AEMCTBYIOT COBMECTHO,
obecreunBas HaJIeXallylo 06paboTKy JaHHbIX HA YPOBHSAX, PACMONOXKEHHDBIX He-
NOCPEACTBEHHO BBILIE U HUXKE.

[

Jlanube | Mpunoxennit

(]

[llannbie Npeactasnenua

(]

[lanHbie CeaHcoBbIl

(]

CermenTnl ] TpaHCnopTHbIM

i

| Nakets! | Cetesom |

(]

Opeitmbl Kananbhbii

(]

| burn Ouznyeckuit

Puc. 1.1. Mepapxuyeckoe npeacrasneqme
cemu yposHei mogenn OSI

Kaxap1it yposenp mojenn OS] BbINOIHAET KOHKPETHYIO (PYHKLIMIO, KaK NOSICHSA-
eTcs HUXKe.

¢ YpoBeHb npuiaoxxeHui (ceapMmoii). Ha 3ToM caMmoM BepxHeM ypoBHe Moze-
su OSI npenocraBasioTcs CpeAcTBa Ui AOCTyNa M0JAb30BaTeel K CETEBbIM
pecypcam. Kak npaBuio, 3TO €IMHCTBEHHbII YPOBEHb, AOCTYIHBIA KOHEY-
HBIM IIOJIb30BATENIAM, MOCKOJIbKY HAa HEM NpeJOCTaBIseTcs uHTepdeiic, Ha
OCHOBAHHMM KOTOPOTO OHH OCYIIECTBJAIOT BCIO CBOIO AEATEIBHOCTb B CETH.
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Iepsonauansro moders OSI Gvua obrapodosana ¢ 1983 200y Mexcdynapoo-

HOU opzanusayuet. no cmandapmusayuu (ISO) e eude doxymenma nod na-

searuem ISO 7498. Modens OSI seanemcs gcezo auus pexomendyemsim 6 0an-

HOU ompacau cmandapmom. Imo o3navaem, paspabomuuru cemessvix npomo-

K0408 He QOANCHBL CMpo2o npudepacusamvca dannol modesu. Ha camom dene

Mmodens OSI ne asasemcs edurncmeennoti 0as opearnusayuu cemeii. Hanpumep,

Hexomopvie paspabomuuxu omdarom npeonoumenue modesu DoD, m.e. mode-

su Munucmepemaa oboponst CIIIA, unaue nasvieaemoti modeavro TCP/IP.

¢ YposeHb npeAcTaBJeHUs NaHHbIX (ecToi). Ha s3ToM ypoBHe nosryyaemble
AaHHblE NpeobpasyloTcs B (popMart, yro6HbIH Mt UX YTEHUsA HA YPOBHE MpPH-
noxerui. [Topsagok KOAMPOBaHUSA U IEKOAMPOBAaHUA JAHHBIX Ha 3TOM yPOBHE
3aBMCUT OT MPOTOKOJIA, MPUMEHAEMOTO Ha YPOBHE MPHJIOKEHUIH I nepe/a-
4M M pHeMa faHHbIX. Ha ypoBHE NprutokeHMiT MOXKET Takke HUCMO/Ib30BaTh:
€51 HECKOJIbKO (popM K poBaHUA U AeIN(PPOBAHMSA JAHHBIX /IS UX 3aIUThI.

¢ CeaHcoBblii ypoBeHb (nATbIHM). Ha 3TOM ypoBHE npoucxoauT duatoz, nau
ceanc ceasu, MeXAy AByMs KommbloTepaMd. CeaHCOBBIN YypOBeHb OTBEYaeT
TaKXKe 3a yCTaHOBJIEHHE JYILIEKCHOTO (T.€. ABYHANPaBJIEHHOrO) WX IOXyAy-
IJIEKCHOTO (T.€. OAHOHANPABJIEHHOTO0) COEMHEHM, @ TAKXKE JUI KOPPEKTHO-
ro (T.e. He Pe3KOro M BHE3AIHOIO) Pa3pbIBa CBA3M MEMXIY ABYMs XOCTAMH
(T.€. ceTeBbIMU y3/1aMHU).

e TpancnopTHbIf ypoBeHb (4eTBepTblif). OCHOBHOE Ha3HAUEHHE TPAHC-
MOPTHOTO YPOBHA — NPEJOCTaBUTh HAJIEKHbIE TPAHCIIOPTHBIE YCIYTH HUXKe-
JIeXaluM ypoBHsM. Biarosapst ynpasjieHHIO MOTOKOM JaHHBIX, UX CETMEH-
TalUMU U JIECErMEHTAIMH, UCIPABJIEHHUIO OMMMOOK Ha TPAHCIIOPTHOM ypOBHE
obecrieuynBaeTcs 6e30MMG0YHAA JOCTABKA AAHHBIX U3 OJHOM TOYKH CETH B
apyryio. O6ecneyuThb HaIeKHYIO JOCTABKY JJAHHBIX KpaiHe CJIOXKHO, IIO3TOMY
B Mogienin OSI 1 3TO# Leu BbLIEe/IEH OTAENbHbIM YpoBeHb. Ha Tpancnopt
HOM YPOBHE HMCIOJIb3YIOTCS IPOTOKOJIbI KAK C YCTAHOBJIIEHUEM COEJUHEHUsI,
Tak U 6e3 Hero. IMeHHO Ha 3TOM YpPOBHeE U A€iCTBYIOT onpeJe/IeHHble OpaH-
AMay3pbl U IPOMEXXYTOYHBIE, TAK Ha3bIBAEMbIE IPOKCU-CEPBEPBI.

¢ CerteBoii ypoBeHb (TpeTuii). OIMH U3 CaMbIX CJOXHBIX YPOBHEIl MOAEIN
OSI, obecneynBalomMuii MAPIIPYTU3ANUIO JAHHBIX MEXITY HUIMNYECKUMHU Ce-
TAMM U NPABWILHYIO a/[pECallMIO CETEBBIX y3/10B (Hanpumep, no IP-aapecy).
Ha 3ToM ypoBHE MPOUCXOAUT TaKKe pa3bMeHHe NOTOKOB JaHHbIX Ha Gosee
MEJIKHE YaCTH, 4 UHOIJA U 06Hapy>l<eﬂne omun6ok. IMeHHO Ha 3TOM YpoOBHE
Y IEUCTBYIOT MAPIIPYTU3ATOPDI.

e KananpHblit ypoBeHB (BTOpO#). Ha sToM ypoBHe mnpenocTaBasioTcs
CpeJCTBa Ui NepeHoca JaHHbIX No ¢u3ndeckoit cetn. OCHOBHOE Ha3Haue-
HUE JJAHHOTO YPOBHA — MPEAOCTABUTb CXEMY aApecanuu Jig 0603HaYeHUs
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¢usnyeckux ycrpoiicts (Hanpumep, MAC-aapeca). UMeHHO Ha 3TOM ypoBHe
Y AeHCTBYIOT Takue (pU3NUYECKHE YyCTPOHCTBA, KAK MOCTbI M KOMMYTaTOPbI.

e ®Pusuyeckuii ypoBeHb (mepBbIH). ITO caMblii HWKHHUH YpPOBEHb MOje-
mm OS], rae HaxoaMTCA Cpesa, MO KOTOPOM MEPEHOCATCA CETEBbIE AaHHbIE.
Ha stom ypoBHe omnpegensercs ¢puU3NYECKUE U 3NEKTPUUYECKHUE XapaKTe-
PHUCTHKM BCETO CETEBOTO OGOPYAOBAaHMsA, BKIIOYas YPOBHH HaNpsLOKEHUH B
CETH, KOHUEHTPATOPbI, CETEBbIE AJANTEPDI, HIOBTOPUTEIH U KaGeabHYIO pas-
Boaky. Ha ¢pusndeckom ypoBHe ycTaHAaBJIMBAIOTCA U Pa3pbIBAIOTCS CETEBbIE
COEIMHEHUs, MPEXOCTABIAIOTCS CPEACTBA Ui COBMECTHOTO MCIOJIb30BAHUSA
OGIIHUX CETEBBIX PECYPCOB U NMPeo6pa3oBaHUs CUTHAIOB U3 IM(POBOIi B aHa-

norosyio popmy, 1 HAOGOPOT.

Ans yoobecmsa sanomunanus yposei modesu OSI ma aneruiickom A3vike
cayscum muemonuveckas gpasa “Please Do Not Throw Sausage Pizza Away”
(IToaxcanyiicma, ne evibpacsiéatime nuyyy c Koabacoi), 2de nponucnole byKes
omoeavHbLx 108 0603HAUAIOM HAIBAHUAL KAH D020 YPOEHA OanHol Moderu,
HaANUNAR ¢ nepeozo’.

B Ta6.1. 1.1 nepeuncieHb HEKOTOPbIE U3 HaKbGOIEE PACTIPOCTPAHEHHBIX POTO-
KOJIOB, YIIOTPe61A€MbIX Ha KaX /oM ypoBHe Moaenu OSL.

Tabnuua 1.1. TunuuHele NPOTOKONBI, NCNOAb3yeMble Ha KaXA0M yposHe mogenu OSI

Yposens MNporokonsl

Mpunoxenun HTTP, SMTP, FTP, Telnet
Mpeactaenenus ASCII, MPEG, JPEG, MIDI
CeaHcosbint NetBIOS, SAP, SDP, NWLink
TpaHcnopTHbiA TCP, UDP, SPX

Ceteson IP IPX

KaHanbHeii Ethernet, Token Ring, FDDI, AppleTalk
Dusnueckuin Mpoeoanoi unu GecnposoaHbii

HecMoTps Ha To uTo Mozeans OS] aBngeTca Bcero b pEKOMEHIYEMbIM CTaH-
JAApTOM, €€ CJIeAyeT 3HaTh HAaMU3yCTb, MOCKOJIbKY OHA IMPENOCTABASAET YROGHbBIiM
CIOBapb TEPMHHOB /LISl OCMBICJIEHUS! U OMMCAHUA 3aTPyAHEHUH, BO3HUKAIOUIUX B
cersix. Ilo Mepe YTeHUss KHUTM Bbl OGHAPYKUTE, UTO BOMPOCHI MapUIPyTU3aLUU
OTHOCATCA K TPEThEMY YPOBHIO JAaHHOM MOJIEJIH, @ BONPOCHI IPOrPaMMHPOBaHUSA —
K CeIbMOMY.

! B kauecTBe BAPMAHTA Ha PyCCKOM SI3bIKeE NTpe/IaraeTcs MHEMOHNYeckas ¢pasa “Pens,
Kak Crarb Te6e Cambim ITepsbiM ITapHeM”, ecTecTBeHHO, Ha fepeBHe. — [Tpumeu. peo.
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NI Oonascov Korneza pacckazan mme o *arobe 00H020 NOABIOBAMENA HA HEBO3-
MONCHOCM DOCTyna K cemesomy pecypcy. Imo 3ampyonenue 603HUKAO U3-3a
M020, UMO NoAL30saAMENs 66ea Hesehnuili napors. Mol Korieza ommec dan-
Hoe 3ampyoHenUue K 60CbMOMY, HEOPUUUALBHOMY TOABIOBAMENLCKOMY YPOEHIO
modesu OSI. H maxoe obosnauenue wacmo ynompebasemcs 6 cpede mex, Kmo
pabomaem na yposre naxemos.

MNpoxoxaeHne aaHHeix no mogenu OSI

Hcxoano nepesaya JaHHBIX MO CETH HAYMHAETCS HA YPOBHE NPUJIOKEHUH Ile-
penawomei cucreMbl. JlaHHbIE IPOXOAAT CBEPXY BHU3 MO BCEM YPOBHSAM MOJAEIH
OSI no Tex nop, noka He JOCTUTHYT (PU3HYECKOTO YPOBHS, Il€ HAXOAUTCA TOYKA,
OTKy/Ia JaHHbIE OTIPABJISAIOTCA U3 NEPeAaloIeil CHCTEMBI B TPUHUMAIOLIYIO. A IIpH-
HUMAIOIIasl CUCTEMA MOJyYaeT JaHHbIE Ha CBOEM (PU3NYIECKOM YPOBHE, OTKyAa AaH-
HbIE IPOXOAAT CHU3Y BBEPX MO BceM ypoBHAM Mogean OSI, nocturas B KOHEUHOM
UTOTE YPOBHSA NPUIOKEHUM,

Kaxapiit yposenb mogenn OSI MokeT B3aMMO€HCTBOBATD TOJNBKO C YPOBHAMH,
PacnosioeHHbIMH HENOCPEACTBEHHO BhIlIe U HMXKe ero. Hanpumep, Ha ypoBHe 2
JaHHbIE MOXKHO TlepeaBaTh U IPUHUMATD TOJIBKO C YPOBHei 1 u 3.

Hu oxna u3 ycayr, npegocraBiseMbIx pa3M4HbIMA MPOTOKOJIAMH Ha JIOGOM 3a-
AaHHOM ypoBHe mogean OS], He nomxkHa 6bITh M36bITOYHOM. Tak, ecin HA OgHOM
YPOBHE NPOTOKO, NPEJOCTABIAET KOHKPETHYIO YCIYTY, TO HU OAHUH APYroil mporo-
KOJI Ha JIIOGOM JIPYTOM yPOBHE HE JIOJDKEH NMPEJOCTABIATb TAKYIO )K€ CAMYIO YCJIYTY.
Y NpOTOKOJIOB HAa Pa3HBIX YPOBHAX MOTYT ObITh CPEJCTBA, CAYXKAIIME CXOAHBIM Iie-
JIsiM, HO MX (PYHKLIIMOHMPOBAHHE GyAeT XOTs Gbl HEMHOTO, HO BCE PAaBHO OT/IMYAThCS.

[IpoTOKO/IbI HAa COOTBETCTBYIOIIMX YPOBHSAX IIEPeJaloNIero M NPUEMHOro
YCTPOMCTB JOMOJHAIOT APYr Apyra. Tak, ecm mpoTOKo/ Ha CEAbBMOM YPOBHE Iepe-
AAIOIIErO YCTPOICTBA OTBEYAET 32 (POPMATUPOBAHUE NEpeJaBaeMbIX JaHHBIX, TO
COOTBETCTBYIOIUIT MPOTOKOJ Ha C€bMOM YPOBHE NPUEMHOTO YCTPOMCTBA AODKEH
OTBEYaTh 32 YTEHHUE MOJTYYCHHBIX OT(QOPMATHPOBAHHBIX AAHHBIX.

Ha puc. 1.2 nokazano rpagudeckoe npeacrasnenue moaean OS] Ha AByX CBA3aH-
HbBIX BMeCTe ycTpoicTBax. Kak Buaure, nepejaya JaHHbIX IPOMCXOAUT CBEPXY BHU3
Ha OJJTHOM YCTPOMCTBE, a IpUeM — B OGpaTHOM MOPS/IKE Ha APYTOM YCTPOIiCTBeE.

MHKOHCYIISIIJ,M’I ACQHHbLIX

[TpoTokoabl, AefcTByIOMKE HA Pa3HBIX YPOBHAX Mozeau OS], o6MeHuBaOTCS
AQHHBIMHM MIOCPEACTBOM UHKANcyAayuuu dannsix. Kaxkablii ypoBeHb JTaHHOH Moxean
OTBEYaEeT 32 J06aBIEHHE B HAYA/IO U KOHEI] IlePelaBaeMbIX JaHHBIX COOTBETCTBYIO-
I[ErO 3aroJI0OBKa U KOHIEBUKA B BUJIE JOMOTHUTE/IbHBIX OUTOB MH(POPMaLMH, Ipea-
HAa3HAYEHHBIX JUIA B3aUMO/IEMCTBUA MexTy ypoBHaMU. Korjga, HanpuMep, JaHHble
MOJIy4aI0TCSl HA TPAHCTIOPTHOM YPOBHE U3 CEAaHCOBOIO YPOBHSA, Ha TPAHCIOPTHOM
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YPOBHE TOGAB/IAETCA CBOi 3aroJIOBOK, cojepKamuii TpebyemMyio HHGOPMalHMIO, B
3TH laHHbIE, NIepe]l epeadeil uX Aajblie Ha CETEBOM YPOBEHb.

Mpunoxenni Mpunoxenuit
Npeacrasnenus Npeactasnenua

! 1

(eaHcoBbiIN CeaHcoBbiA

1

TpancnoprHbii TpancnopTHbii

1

Ceresont Ceteso#t

1 1

KaHanbHbii KananbHoii
Ou3nyeckuin > Ousnieckui

Puc. 1.2. lpoTokonsi, AeACTBYIOLME HO ORHOM M TOM Xe
yPOBHE KaK B NEPEAaloLIes, TaK U B NPMHMMAIOLLEA cuCTeme

B npouecce unHkancynsuum cosgaercs 6JIOK IPOTOKOJIBHBIX JAHHbIX (PDU —
protocol data unit), BKmo4alomuii B ce6s nepeiaBaeMble JaHHbIE U BCIO 106aB/IEHHYIO
3aroJIOBOYHYIO U KOHIeByIo MH$opmanmio. [To Mepe npoaBHKEHHST JaHHBIX CBEPXY
BHH3 110 Mozean OS] u n06aBieHNs B Hee 3aroJJOBOYHON M KOHLIEBOI MHpOpManuu
Ha pa3HbIX ypoBHsX 6ok PDU m3amenserca, nocreneHHo paspacrasch. B okonua-
TesibHOM Buje 60k PDU ¢opmupyercs, korna on gocturaeT pU3N4ecKOro ypoBHs,
e OH MOCBUIAETCS MPUEMHOMY YCTPOMCTBY MO MECTYy Ha3HAYEHUSA. A Ha MPUEMHOM
YCTPOMCTBE 3aroJIOBKM M KOHIEBUKH M3BJIEKAIOTCS COOTBETCTBYIOIMMHU MPOTOKO-
JMamu u3 6;10ka PDU B 06paTHOM HMX BBOJy MOPSA/KE MO MEPE MPOXOXKAEHHUSA JAHHBIX
cHM3y BBepX no yposHaM Moziean OSI. U kak Toabko 610k PDU gocturneT BepxHero
ypoBHs Mozaesm OSI, ocTaHyTcs IMIIb TaHHbIE U3 UCXOJAHOTO YPOBHS MPHIOXEHUH.

YTOoG6BI NPOAEMOHCTPUPOBATL NPHHIMN ACHCTBUSA MHKATCYIALMH JaHHBIX, pac-
CMOTPHUM YNIPOIIEHHBIH MPAaKTUYECKUH NPUMEP CO3JaHUA, MEPEfaYn U Npuema
[aKeTa Mo OTHOWEHHIO K Mofean OSI. OxHako cnequaInCcThl M0 AHAIM3Y NAKETOB
PEAKO YIOMHHAIOT O CEAHCOBOM WJIM YPOBHe npeacTasaeHuit moaean OSI. UmenHo
MO3TOMy 062 3TH YPOBHs OTCYTCTBYIOT B PaCCMaTPHBAEMOM 3JIECh NIPUMeEpE, KaK,
BIIPOYEM, U B OCTAIbHbIX PUMEPAX U3 TaHHON KHUIH.
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Ana onucanus 0annsix, ynaxosannoix Ha kaioom ypoewe, ¢ modesu OSI
ynompebaromeca cneyuarsuoe mepmunse. Tax, na gusuueckom ypoeme dan-
Hble codeprcames, 6 6ude OMOeAsHbIX GUMOB, HA KAHALLHOM — 8 6ude Ppetimos,
Ha Cemesom — 6 6Ude NAKEMO8, HA MPAHCROPMHOM — 8 BUE CEZMENMO8, A HA
mpex eepxnux yposuax — npocmo ¢ eude dannsvix. Ho na npaxmuxe maxaa
MEPMUNONOZUA HE HAXOOUM 0C06020 NPUMEHEHUA, U NOSMOMY Oaiee 8 KHuze
Mol 6Y0eM NOABI0BAMBCA MOABKO MEPMUHOM NAKEM OAA 0003HAUEHUS NOAHO-
20 uau wacmuurozo 6aoxa PDU, exatonas 3a2010804nyi0 u KoHuegyo ungop-
MAYUIO U3 HECKOABKUX UAU acex Ypoaneu modeau OSI.

B nanHOM cilyyae NpeAnpUHUMAETCS NOMBITKA POCMOTPETh BEG-CTPaHULY 110
aapecy http://www.google.com/. [Ipexne Bcero Heo6xoqUMO c(POPMUPOBATD Ia-
KeT 3aMpoca, NePeJaBaeMblif U3 HCXOJHOTO KJIMEHTCKOIO KOMIIBIOTEPA Ha 11€/IeBOM
cepBepHbIA koMMnbloTep. B n1aHHOM ciiyyae mpeamosnaraeTcs, 4YTO C€AHC CBA3U IO
ceteBomy npotokosy TCP /IP yxe ycranosnen. [Ipouecc MHKanCyIsyn JaHHbIX B
paccMaTpuBaeMOM 3/1€Ch IPUMEPE HAIAAHO MOKa3aH Ha puc. 1.3.

=] =
LT AL T
HTTP Npunoxennii HTTP
A i
Y
lpeacrasnenua
A
Y
CeancoBblii

A
Y

TCP HTTP TpaHcnopTHbliA Tce HTTP

P TCP HTTP Ceresoil P TCP HTTP

Ethernet | IP TCP HTTP KananoHbiif Ethernet | IP TCP HTTP

A
Y

-  Qusnyeckui

Puc. 1.3. [paguueckoe npeacrasneqme MHKAnCynsumm QHHBIX NPU Mx oBMeHe Mexay
KTMEHTOM U CEpPBEPOM

AHQNW3 NakeTos U OCHOBY Opraxwaaumn ceteln 33



Tigm: @it_boooks

HTtak, HaYHEM C KIMEHTCKOTO KOMIIbIOTEPA HAa YPOBHE IPWIOXEHWH. 3aech
pedb HAET O MPOCMOTPE CTPaHUIbI Be6G-caiiTa, U MO3TOMY NPUMEHSAETCA CETEBOM
nporokoa HTTP. Tlo sTomy npoTokosny BblIaeTcsi KOMaHJa Ha 3arpysky caiiia
index.html co cTpaHHLBI 110 YKA3AHHOMY BBIILIE AAPECY.

Ha npaxmuxe 6paysep sanpocum cnavana y eeb-cauma xopHesou xamanroe
doxymernmos, obosnauaemnvii xkocou uepmoii (/ ). Kax mosvxo cepsep nosyuum
amom 3anpoc, on nepeadpecyem bpaysep x momy gainy, Komopsii cxonguzy-
puposar 0s obcayHUSAHUA 3ANPOCO8 HA 6bLOAUY KOPHEEO20 KAMAN02A DOKY-
Mmenmos. O6viuno smo gaiin 6pode index . html wiu index.php. ITodpobree
06 smom peusr notidem ¢ znase 9, “Pacnpocmpanennsie npomoxonst eepxrezo
ypoeua”, npu obcyxrcdenuu cemegozo npomoxona HTTP.

Kak To/lbKO M3 NPOTOKO/Ia YPOBHA MPUIOXKEHUH OyleT OTIIpaBleHa KOMaH/a,
OCTAHETCS JIMIb JOCTABUTh MAKET 110 MECTY €ro HazHaveHus. /lanHble M3 nakeTa
NepeaaloTCs CBEPXy BHU3 HAa TPAHCHOPTHBIN yposenb. B nporokone HTTP ypos-
Hsl npuwioxeHunii npuMenserca nporokosn TCP, Tak xak nepsbiil pacronaraercsa B
CTeKe MPOTOKOJIOB #ad NOCJIEAHUM, a MO CyWecTsy, “cuauT” Ha HeM. [ToaTtomy TCP
CIY>KUT B KaueCTBe NPOTOKOJA TPAHCIOPTHOIO YPOBHSA, 06ecreurBas HaJexKHYIO
AocTtasky nmaketa. Ha Tpancnoprhom yposue ¢opmupyerca TCP-3aronoBok, korto-
phlit qo6asasetca B 6;1ok PDU, kak nokasano Ha puc. 1.3. B aror TCP-3aronosok
BXOJIAT NOPAAKOBbIE HOMEPA M NPOYME AaHHbIE, J00aBIsAEMbIC K NTAKETy U obecie-
YMBAIOLIME HAIEXKAILYIO €O JOCTABKY.

Cneyuaiucmo, no cemam Hepeoxo 2080pam, wmo 00un cemesot npomokos
“cudum” uau “e3dum” na Opyzom npomoxose u3-3a HUCX00AulE20 Xapaxme-
pa apxumexmypor modeau OSI. Tax, npomoxos HTTP yposna npuroxcenuis
npedocmasrsem onpederennsie yeayzu, noiazasco na npomoxos TCP mpanc-
NOPMHO20 YPOSHA AR HAOEHHOZ0 OKAIAHUA CEOUX Yerye. A yeayeu oboux smux
npomoxonos onuparomes na npomoxon IP cemesozo ypoeus ors docmaexu
dannsix no adpecy. Taxum obpasom, npomoxos HTTP “cudum” na npomoxo-
se TCP, a mom — na npomorone IP.

Brimornus cBoe 3aganue, nporokoa TCP nepepaer naket npotokoay IP Tpe-
TbErO yPOBHs, OTBEYAIOIEMY 3a JIOTMYECKYI0 aapecauuio nakerta. C aToi ne-
apio B npotokoje IP ¢opmupyercs nndopmauus o soruueckoit aapecauuu,
KoTopas ao6asasierca B 6ok PDU, nocie uero makeT nepeaaeTcsi NpoTOKOJY
Ethernet Ha kaHanbHOM ypoBHe, r1e ¢pusnueckue aapeca Ethernet coxpansiorcs
B Ethernet-zaronoske. Takum 06pa3om, MOJIHOCTBHIO COGPAHHBIH MAKET NeEPEHO-
CUTCA HAa QU3UYECKUI YPOBEHD, T/le OH NEPeJaeTca B JBOMUHOM BHJE €IUHHULL U
HyJIEH 110 CETHU.

34 noea !



Tigm: @it_boooks

[TonHOCTBIO rOTOBBIN MAKET NEPEHOCUTCS MO KabeIbHOM CHCTEME CETH, J0-
CTUrasi B KOHeYHOM HTOre Be6-cepBepa komnanuu Google. AToT Be6-ceppep Ha-
YMHAET YTEHHE MOJYYEHHOrO MaKeTa CHU3Y BBEPX, T.€. HAYMHAsA ¢ MHPOPMaLMKU
TPaHCIIOPTHOTO YPOBHS, T/l€ COAEPXKATCA CBefleHUs o ¢usnueckol aapecanuu
no nportokoay Ethernet. ta uHdpopmManusa HCNOAB3YeTCA B CETEBOM ajanTepe
C 1eJIbIO BbIICHUTD, ITPE€AHA3HAYAETCA JIM NOJyYEHHbIH NMaKeT 11 JaHHOTO KOH-
KpeTHoro Be6-ceppepa. Ilocie 06pa6oTku 3TOMH MHPOPMALMKU U3 MaKeTa yAaas-
eTcsa MHQOpMaNUA BTOPOTro YPOBHA U ob6pabGaThiBaeTcs HHPOPMALHUA TPETHETO
YPOBHS.

Hudopmanusa 06 aapecauuu no nporokoiuy IP Tperbero ypoBHsi unTaercst ¢
HEJIbIO YOEAUTHCSA, YTO MAKET aAPECyeTCs NPaBUJIbHO M HE Pa3bUT Ha YacTH. JTa
uHpOpMaNHs TAKXKE YAUIAETCA U3 NaKeTa, YToObl o6ecneduTsh o6paboTky nHpOp-
MaLMH CJIeYIOUIETO YPOBHS.

Janee unraercsa undpopmanms us nporokosa TCP ueTBepTOro ypoBHs ¢ LeIbIO
y6€eauTBCA, YTO NAKET MOCTYNW/I B PaBHJIBLHOM MoceaoBaTeIbHOCTH. [locae ato-
ro uHgopMalus YETBEPTOTrO YPOBHA yAalsf€TCsA U3 MaKeTa, IIE€ OCTAIOTCA JHUIIb
JaHHbIE YPOBHS MPHJIOXKEHHI, KOTOPbIE MOTYT GbITh MEPeJaHbl CEPBEPHOMY NpU-
JIOXXEHHUIO, Pa3BEPHYTOMY Ha yKa3aHHOM BeG-cepsepe. B oTBeT Ha 3TOT maker oT
KJIMEHTA CEPBEP JO/LKEH NEpPeAaTh CHaYala NakeT MOATBEPKAEHUS MO IPOTOKOTY
TCP, 4To6BI yBEIOMHUTD KJIMEHTA O 6JIAroNoJy4HOM MOJYYEHUH €ro 3ampoca, a 3a-
TeM 3anpamnBaemblii ¢pain index.html.

Bce nakeThl co3faloTca U 06pabaThIBAIOTCSI OMUCAHHBIM B JJaHHOM NpUMepe
Cnoco60M HE3aBMCHUMO OT NPHUMEHsAEMBIX poTokonos. Ho B To xe Bpema aaneko
He KaXJbIH MakeT B ceTH opMHUpyeTCs, HaUMHAA C MPOTOKOJIA YPOBHSA NPIUJIOXKE-
HUuil. B ceTu Hepeako MOXHO OOGHApPYXHTb MAKeThbl, COAEpXkamHe UHPOPMALMIO
TOJIbKO M3 POTOKOJIOB BTOPOTO, TPETHErO WK 4€TBEPTOTO YPOBHS.

Cetesoe obopyaosanue

A Tenepp pacCMOTPUM ceTeBOE 0GOPYAOBAHHE, T/€ BBINOJIHAETCS BCA YePHOBAs
paboTta no o6MeHy IaHHBIMM B CETU. B 3TOM pasjesie oOCHOBHOe BHUMaHUE yaes-
eTcst HauboJjlee XapaKTePHbIM KOMIIOHEHTaM CETEBOTO OOOPYAOBAHUSA, K KOTOPbIM
OTHOCATCA KOHIIEHTPATOPbI, KOMMYTAaTOPbI M MapIIPYyTH3aTOPBI.

KonuenTtparopsi

OOGbIYHBII KOHIIEHTPATOP NPEACTABASAET 060 NMPAMOYTrOIbHBIN KOPIIYC C 1e-
apiM psAgoM noptos tuna RJ-45 nogo6no moaenmn NETGEAR, npuseaeHHoil Ha
puc. 1.4. KoHleHTpaTOpbl PasHATCA OT COBCEM HEGOIBIIMX YCTPOICTB Ha 4 nopTa
JI0 KPYNIHBIX YCTPOHCTB Ha 48 NOPTOB B CTOEYHOM MCIOJHEHHUH JUIsi KOPIIOPATUB-
HOM cpefpbl.
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Puc. 1.4. Tunuumbiii KoHUEHTPaTOp Ha YeTbipe nopta ans cetu Ethernet

KonueHTpaTops! MOryT (¢popMHpOBaTh HEMAIO M3JIMUIHETO CETEBOrO TpaduKa
M CIIOCOGHBI paGOTATh TOJBKO B MOAYOYNAEKCHOM pexcume, T.€. OHU HE B COCTOSIHUH
O/IHOBPEMEHHO llepe/IaBaTh U MPUHUMATD AaHHbIe. [J03TOMY KOHIEHTPATOPBI, KaK
IIPaBWIO, HE IIPUMEHSAIOTCA B GOJIbLIMHCTBE COBPEMEHHBIX CETEH, a TaKXKe B CETAX
C BbICOKHM Tpa(HKOM, I7le BMECTO HHUX UCIMOMb3YIOTCA KOMMYTATOpPbI, paccMaTpH-
BaeMble Janee. TeM He MeHee NPUHIMI AEHCTBUS KOHIIEHTPATOPOB CIEAYET 3HATD,
MOCKOJIbKY UM NMPHHAVIEXHUT BaXHAsA POJIb B METOAMKE aHAIM3a NIaKEeTOB, Ha3blBae-
MO# “niepexBaTOM ITAKETOB Yepe3 KOHLEHTpaTop” u o6cyxaeMoit B mase 2, “Ilox-
KJIIOUEHHUE K CETH”.

KoHueHTpaTop — 3TO BCETro JIMIbL nogmopumens, paboTalomuili Ha GPU3NIECKOM
yposHe Mojiean OSI. OH n1puHUMaeT NakeThl, NOCbLUIAEMbIE U3 OAHOTO MOPTa, U Ie-
peJaeT UX BO BCE OCTAIbHbIE MIOPTHI, T.C. IOBTOPSAET HX, @ 0643aHHOCTb NPHEMHOTO
YCTPOMCTBA — IIPUHSATD UM OTBEPTrHYTh KaXKAbIi nakeT. Tak, eciv U3 KOMIBIOTEPA,
NOJKIIOYEHHOro K NIopTy 1 koHlleHTpaTopa Ha 4 nopTa, TpeGyeTcs nepeaaThb AaH-
Hble Ha KOMINBIOTEP, NOAKIIOYEHHBINH K NOPTY 2, KOHIIEHTPATOP HaNpPaBHUT 3TH MNa-
KeTbl B opThl 2, 3 u 4. KnnenTsl, nogknodyeHHple B 110pTaM 3 1 4, NpoBepAT noJe
azpeca noayvaress no cranaapry Media Access Control (MAC — ynpasienue j10-
CTyNoM K cpefie nepefadyu JaHHbIX), uim npocto MAC-anpeca B Ethernet-3aronos-
Ke I1aKeTa U oGHapyXarT, YTO JaHHbII 11aKET IIPeJHa3HAu€eH He JUIA HUX, U I03TOMY
uponyctsT (T.e. orBepruyr) ero. Ha puc. 1.5 npuseaen npuMep, rae KOMIbOTep
A nepesaer aaHHbie komibiorepy b. Korna komnbiorep A nocbulaeT 3TU AaHHbIE,
MX 110JIyHalOT BCC KOMITBIOTEPbI, MOJ/IK/IIOUCHHBIE K KOHIIEHTpaTopy. Ho anmb kom-
nploTep b (pakTHYEeCKkN NPpUHMMAET OTNPaBJEHHBIE JAHHBIE, TOI/[A KaK OCTaJIbHblE
KOMIIBIOTEPbI OTBEPraloT HX.

B xauecTBe aHaJIOrMM AOMYCTHM, YTO cooblUeHne Ha Temy “BHumanne Bcem
COTPYAHMKAM OTAEJA MapPKETHHra” pacchbllaeTcs Mo 3/IEKTPOHHOM MoYTe BCEM CO-
TPYAHMKAM B KOMIIaHHH, a HE TOJIbKO T€M, KTO pabOTaeT B OTAe/N€ MapKETHHTa.
YBHjeB laHHOE COOOUIEHHE, COTPYAHUKH 3TOTO OTAE/Na OTKPOIOT €ro, a OCTaslb
Hbl€ COTPYAHUKH KOMIIAHUM MPOUTHOPHPYIOT €ro, MOCKOJIbKY OHO UX HE KacaeTcs.
ITOT NpUMEp HAMIAAHO NMOKA3bIBAET, YTO TAKOH MOAXOX K Nepejade JaHHbIX MO
CETH NPUBOJAMT K MOABJIEHUIO UTMIIHETO Tpadrka M HaNPacHO TpaTe BPEMEHM.
Ho uMeHHO Takum 06pa3om u aeicTByeT KOHUEeHTpaTop. Hanayuyiuum Bapuantom
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3aMeHbl KOHIEHTPATOPOB B IPOM3BOJCTBEHHBIX M CETAX C BLICOKMM TPaUKOM sIB-
JIAIOTCA KOMMYMamopst — Oyniexcubvie yCTPOMCTBA, CIOCOOHbIE CHHXPOHHO Nepeja-
BaTb M IPUHUMATD JJAHHbIE.

Komnbtotep b

Komnbiotep A Komnbiotep B

Komnblotep [

Puc. 1.5. Nopsaok npoxoxnenus Tpagumka, koraa komnsiotep A
nepepaet AaHHbie KomnbioTepy b vepes koHueHTpaTop

KommyTatopsi

Kak 1 KOHIIEHTpaTOp, KOMMYTAaTOp I1Ipe/HA3HAYEH Il TIOBTOPEHUS I1aKCTOB.
Ho B oTIMuYKe OT KOHIEHTPATOPA, KOMMYTaTOP HE PACCHINACT JIAHHDBIC B KAX/IblH
NOPT, a MOChLIAET UX TOJBKO TOMY KOMIIBIOTEPY, /I KOTOPOI'O OHHU Ipe/Ha3Have-
Hbl. KoMMyTaTOpBI O4€Hb IOXOXH HA KOHLIEHTPATOPDI, KK MMOKA3ao Ha puc. 1.6,

Puc. 1.6. Kommyratop Ha 48 noptos B cToeuyHom ucnonHermm ans cetu Ethernet

Hekoropble xpynHble koMMyTaTOpbl (Hanpumep, komnanuum Cisco) pabota-
I0T MOJ YNpaBl€HHUEM CNELHATM3UPOBAHHOIO NPOrPaMMHOTO OGecreyYeHUs WIn
BeG-uHTepdeiicoB, paspaboTaHHBIX U3roTOBUTEIEM 06opyaoBaHus. Takue KoMmy-
TaTOPbI OOBLIYHO HA3bIBAIOTCA ynpamﬂeMbwu H NIPCJAOCTABASAIOT PSAJ I10J1€3HbIX BO3-
MOXXHOCTEH ISl yIIPABJIE€HUsA CEThIO, BKIIOYAA aKTUBHU3ALMIO U J€3aKTUBU3AILIO
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HOPTOB, MPOCMOTP CTATUCTHKY NOPTOB, BHECEHHE KOPPEKTUB B KOH(UTypauio 1
YAAJIEHHYIO NePe3arpysKy.

KoMMyTaTophel npexocTaBisioT AOMOJHHUTENbHbIE (PYHKIMOHANbHBIE BO3MOX-
HOCTU UIsi OOpaGoOTKM MepefaBaeMbIX MakeToB. [l ycTaHOB/IEHUs Hemocpex-
CTBEHHOI CBA3M ¢ KOHKPETHBIMM YCTPOMCTBAMH KOMMYTATOPbI IOJDKHbI OTHO3HAY-
HO pacno3HaBaThb ycTpoiicTsa no ux MAC-ajpecamM. 3TO 0O3HAYAET, YTO OHM JOJDK-
HBI IeICTBOBATb Ha KaHAIbHOM ypoBHe Mozeaun OSI.

KoMMyTaTopsl XpaHAT afipeca BTOPOTO YPOBHS KaXAOTO MOJAKIIOYEHHOTO K
HHMM ycTpoOMCTBa B mabauye accoyuamusnou namamu (CAM —Content Addressable
Memory), KoTopast BBITOJHAET POJIb PETryJHMPOBIIMKA A0POXHOTO ABHxeHUd. Kor-
A2 NepeJaeTcs MaKeT, KOMMYTAaTOpP YMTaeT MH(POPMAlMIO U3 3aroJioBKa BTOPOro
YPOBHSI B 3TOM MaKeTe M, MCMOJIb3yd TabAMIly aCCOUMAaTUBHON MaMATH Kak CIpa-
BOYHHK, ONpeJesieT, B KAKMe MOPThI CJleyeT HallPaBUTD JaHHbIH nakeT. Kommyra-
TOPBI NOCBLIAIOT MAKEThI TOJIbKO B KOHKPETHBIE MOPTbI, TEM CAMbIM 3HAYUTEJIBHO
COKpalasi ceTeBoii Tpauk.

Ha puc. 1.7 HamsaaHO 1MoOKa3aH NOPSAJOK NPOXOXIEHHS CETEBOro Tpaduka ye-
pe3 koMmyTaTop. B yacTHOCTH, KOMNIBIOTEP A MOCHUIAET IaHHBIE TOJIBKO KOMIIBIO-
Tepy b xak HazHaueHHOMY uX nosTydaTeno. OTHOBPEMEHHO B CETU MOXET BECTUCH
MHOKECTBO JJUAJIOrOB, HO JaHHbIE NI€PEAAIOTCS HEMOCPEACTBEHHO MEXKTY KOMMYTa-
TOPOM M Ha3HAYEHHBIM IOJIyYaTeleM, a HE MEXAY KOMMYTaTOPOM U BCEMH MOAKIIIO-
YEHHBIMHU K HEMY KOMNbIOTEPAMHU.

Komnbiorep b

/AR

Komnoiotep A Komnbiotep B

/RN
Komnblorep [

Puc. 1.7. Mopspok npoxoxaeHus Tpaguka, Koraa Komnsiotep A
nepeaaer aaHHbie kKomneiotepy b yepes kommyTarop
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MapuwpyTusaropsl

Mapupymusamop — 3TO yCOBEPIIEHCTBOBAHHOE CETEBOE YCTPOMCTBO C HAMHOTO
60J1ee BbICOKUM YpOBHEM (PYHKIIMOHHMPOBAHUsA, Y€M KOMMYTaTOP WJIH KOHUEHTpa-
TOp. MapuipyTusaTop MOXeT IPUHUMATD CaMble pa3Hble BUAbI U POpMbI, HO, KaK
IIPaBUJIO, HA €TO MEPEIHEH MMaHEe N YCTAHOBIEHO HECKOIBKO CBETOJAMOAHBIX HHAHU-
KaTOPOB, a Ha 3a/[HEM NAaHENU — PAJ CETEBbIX NOPTOB B 3aBUCUMOCTH OT MACIITa-
60B cetu. [IpuMep HE6OMBIIOro MapIpyTU3aTOPa NPUBE/ICH Ha puc. 1.8.

Puc. 1.8. HuskoyposHesbisi MapuwpyTusatop komnanmu Enterasys,
NPUrOAHBIA ANSi IPUMEHEHMS B CETAX MANTbIX M CPEAHMX MACIITaboB

MapupyrusaTops! AeHCTBYIOT Ha TpeTheM ypoBHe Moaenu OSI, rae onun otse-
YaIOT 32 NEePEChUIKY NAKETOB MEXAy ABYMs WM HeCKOJbkuMHU cetsimu. Ilpouecc,
B XOJIe KOTOPOTO MapHIPyTH3aTOPbI HANIPABJIAIOT CETEBON TPaguK MEX Ty CETAMM,
HasbIBaeTCA Mapupymusayuet. VIMeeTcsi HECKOIBKO BUAOB MPOTOKOJIOB Mapuipy-
TU3AIMH, ONPEJEAIOMMX MOPAAOK, B KOTOPOM Pa3HOTHUIHbIE NAKETHI HANIPABJIS-
10TCA B Apyrue cetu. O6bIMHO MapIIPYTH3aTOPbI MONb3YIOTCA AIPECAMU TPETHETO
ypoBHs (HanpuMmep, IP-axpecamu) 11 0JHO3HaYHOTO PacMO3HABAHMSA YCTPOMUCTB
B CETH.

YT06bI HAMISIAHO MPOJEMOHCTPUPOBATH MOHATHE MAPIIPYTHU3ALMH, O6paTUMCA
K aHQJIOTUM COCE/ICTBA TOPOJCKUX YJIMIL, MPEJCTABUB JIOMa C MX aJpecaMH B Kaue-
CTBE KOMIBIOTEPOB, a KAXKAYIO YIMIy — B KA4eCTBE CeTeBOro cermeHTa (puc. 1.9).
Brliijis1 U3 cBOEro JioMa, MOXHO JIETKO MOCETUTb CBOMX COCEAEH B APYrMX AOMax
Ha TOM Xe caMOM y/IMIle, MPOH/IsA NPSAMO MO TPOTyapy OT NapaJHOM ABEPH OJHOTO
JOoMa K Apyroit. AHAIOTM4YHO KOMMYTaTOp 06eCNneuuBaeT CBA3b MEXKIAY BCEMHU KOM-
NbIOTEPAMHU B OJHOM CETMEHTE CETH.

Ho o6uienue ¢ cocesiMH, NMPOXKMBAIOMIKMMH Ha APYroi yauie, NoJo6GHO CBA3M
C KOMIIBIOTEPOM B JPyrom cermeHre cetu. Insaaa na puc. 1.9, gonyctum, 4To Bbl
npoxwuBaeTe Ha yaune Bunorpaanoii, 502, u Bam TpeGyeTcsa 106paTbcs 0 A0Ma 1O
anpecy Kusunosas annes, 206. Uro6bl cenarb 3T0, Bbl JOJKHBI CBEPHYTH CHava-
na Ha Jly6paBHyio yauny, a 3atreM — Ha Kusunosyio anieo. 9To MOXHO CPaBHUTD
C mepeceyeHneM pa3HbIX CEIMEHTOB CeTH. Tak, eclM yCTPOWUCTBY, HAXOAALIEMYCS
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no agpecy 192.168.0.3, TpeGyeTcs CBA3aTHCA C YCTPOMCTBOM, PACMIONOXKEHHBIM 110
azpecy 192.168.0.54, OHO JO/DKHO CA€ATh 3TO CHaYaIa Yepe3 CBOM MapupyTu3a-
TOp, 4TOOBI JOCTHYL CeTH Mo agpecy 10.100.1.x, a 3aTeM Yyepe3 MaplIpyTH3aTOP
L1eJIEBOrO CETMEHTA CETH, MPEXKJAE YEM JOCTUYb 3TOTO CETMEHTA.

PasMepbnl ¥ KOJIMUECTBO MAPUIPYTU3ATOPOB B CETH, KAK PABUJIO, 3aABUCHAT OT €€
MacuTa6oB 1 ¢pyHkuMid. Ha rpanuie TMYHbIX, AOMAITHUX U HEGOMbIINX YUPEXKAEH-
4eCKHX CeTeil MOXET GbITh YCTAaHOBJIEH JIMIIb OJIMH HEGONBIIOH MapUIPYTU3ATOP.
A B KPYNHBIX KOPIOPATUBHbIX CETAX MOXET MOTPe6OBAaTLCSA HECKOJIBKO Mapuupy-
TH3aTOPOB, YCTAHOBJIEHHBIX B Pa3HbIX OTAENAX OPTaHU3ALMHU M MOAKIIOYEHHDIX K
OJJHOMY LIEHTPIBHOMY MapIIPYTH3aTOPY WX KOMMYTAaTOPY TPETbEro YpOBHA (T.€.
K yCOBEPUIEHCTBOBAHHOMY THUITy KOMMYTAaTOpPa CO BCTPOEHHBIMU BO3MOXKHOCTSMHU
(pyHKIMOHHMPOBAHHSA B KAYECTBE MapIIPyTH3ATOpPA).

ﬁ @ @ -T_ 192.168.0.2 192.168.0.4 192.168.0.6
501 503 505 I T
10.100.1.100

BuHorpagHan ynuua r ss3s EEW I

192.168.0.1

502 504 506 192.168.0.3 192.168.0.5 192.168.0.7
201 203 205
10.100.1.150

Ku3nnoan annes Sy —

192.168.0.50

7 HEE

192.168.0.51 192.168.0.53 192.168.0.55

[Qly6pasHan ynuua
10.100.1.x

192.168.0.52 192.168.0.54 192.168.0.56
Puc. 1.9. CpasHerne mapwipyTH3nNpyemoi CeTH C COCEACTBOM FOPOACKMX ynmy

PaccmaTpuBasi npuBeJeHHbIE Jjajiee cXeMbl ceTel, Bbl B KOHEYHOM UTOTre MOH-
MeTe, KAKMM 06pa3oM JaHHbIE MPOXOJAT Yepe3 pa3iudHble TOUKH ceTH. Tak, Ha
puc. 1.10 npuseaeHa BecbMa pacnpocTpaHeHHas popMa KOMIIOHOBKM MapUIpyTH-
3upyemoii cetu. B naHHOM ciydae aBe OTAe/NbHbIE CETH COEAVUHEHBI YEPE3 OAMH
MapmpyrusaTop. Ecam xoMnbiorepy B ceT A noTpebyeTcsl CBA3aTbCA C KOMIIbIO-
TepoM B ceT b, To nepenaBaeMblie U3 HEro aHHbIE JOKHbI HETPEMEHHO NPONUTH
Jepe3 MaplpyTH3aTop.
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Cetb A (et b

Komnbiotep b Komnblorep [

Komnbiotep A Mapupytusatop Komnbiorep

e =
Komnbtorep B Komnbiotep E

Puc. 1.10. Nopsaok npoxoxaeHus ceTeBoro Tpagmka, Koraa komnsiotep A
B OAHON ceTn nepeaaeT AaHHbie KomnbioTepy [ B apyroi cetn yepes Mapui-

pyTv3arop

Knaccudpumkaums cetesoro rpaduka

CereBoii TpapuK MOXHO KIaCCM(ULUUPOBATL MO TPEM THIAM: HIMPOKOBEIA-
TEJIbHbINA, MHOTO- M OJJHOaipecaTHbIN. Kaxxaaa u3 sTux kiaccudukanuii ceTeBoro
TpaduKa UMEEeT CBOM OCOGEHHOCTH, OIpe/leNITIoNMe NOPAA0K 06pabOTKH MAKeTOB
B C€TEBOM OGOPYAOBAHHUH.

LLinpokoseuwarensHbid Tpagpuk

HTupoxosewamervnom (broadcast) HaspIBaeTCA TaKOl MNaKET, KOTOPbIA MNOCHI-
JlaeTcs BO BCE MOPTHI B CETEBOM CEIMEHTE HE3aBUCHMO OT TOTO, I/l€ YCTAHOBJIEH
JAHHBIH MOPT: HAa KOHLIEHTPAaTOpe WiK KomMmyTaTope. MmeloTca ¢popmbl mupoko-
BelaTeIbHOTO Tpad)uKa BTOPOro M Tpetbero yposus. Ha sropom yposue MAC-a-
npec f£:££:££:££:££:£f aABnsAeTCA 3ape3epPBUPOBAHHBIM HMIMPOKOBEIATENBHBIM
agpecoM, u mo6oii TpapUK, HaNpaBIAEMbIi [0 3TOMY aApPeECy, PaCIPOCTPAHAETCS
1o BceMy ceTeBoMy cermeHTy. [llupokoBemarenbHbli aipec UMEETCS U HA TPETbEM
YPOBHE, HO OH MEHSAETCA B 3aBUCHMOCTH OT MCIOJIb3yEMOro AMANa3oHa CETEBbIX
ajipecoB.

Cambplii 60abwoit u3 Bcex IP-agpecos, pomycTrumbix B AuanasoHe ajgpecos IP-
CETH, 3ape3epPBUPOBAH /Ui NPUMEHEHUSA B KadeCTBE IMMPOKOBEUIATEIbHOIO
aapeca. Tak, ecn y komnbloTepa uMeeTca aapec 192.168.0.20 u Macka MOACETH
255.255.255.0, aapec 192.168.0.255 oKa3bIBacTCA MPOKOBEWATENbHBIM (mon-
poGHee 06 IP-aapecanuu peus noiizer B rase 7, “ITporokossl cereBoro yposus”).
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IIpeaen, 10 KOTOPOTO MOTYT PACIIPOCTPAHATBCS MUPOKOBEIATENbHDIE TAKETHI,
Ha3bIBACTCS UUPOKOBCUAMEALHLM 00MEHOM, KOTOPBIH NpPEeACTaBASIET CO6O0I ceTeBoii
CETMEHT, IJe JIOO0OH KOMIBIOTEP MOXET HENOCPEJACTBEHHO NepejaBaTh JaHHbIC
APYroMy KOMIIbIOTEPY 6€3 NOMOIIH MaplIpyTU3aTopa. B KpynHeIX ceTsix co MHOTM-
MM KOHIIEHTPATOPaMM WM KOMMYTaTOPaMH, COEAUHAEMbIMU Yepe3 pasHble Cpell-
CTBa CBA3M U CPEJbI [I€PEaYy JaHHBIX, IIMPOKOBEIATENbHbIE TAKETDI, IIepe/JaBae-
Mbl€ OT OJJHOTO KOMMYTATOpPa, JOCTUTAIOT BCEX MOPTOB Ha BCEX OCTAIbHBIX KOMMY-
TAaTOPAX B CE€TH, MIOCKOJIbKY ITAKEThI IOBTOPSAIOTCS, POXO/S OT OJHOTO KOMMYTAaTO-
pa k apyromy. Ha puc. 1.11 npusesen npumep AByX IHPOKOBEMATEIbHBIX JOMEHOB
B HeGOoMbIOI ceTH. Kaxaplii mHUpokoBenaTe/IbHbINA JOMEH ITPOCTHPAETCS IO TEX
1op, MOKa OH He JOCTUTHET MapUIPYyTU3aTOPa, U IMO3TOMY NIMPOKOBEIATENbHbIE
NaKEThbl HUPKYJIHPYIOT TOJbKO B 3TOM KOHKPETHOM JIOMEHE.

L] [

[FEESSN [FEESSY
Mapwpym3zarop —
[/FEEENN [FEERNN
LliupokoBetatenbHblit fomMeH LlinpokoBewatenbHblit fomeH
Puc. 1.11. lnpokoseLuaTensHbi AOMEH OXBATLIBAET BECb TEKYLUMA CETMEHT

MapLWPyTU3MPYEeMOH CeTH 4O MapLpyTM3aTopa

YnomuHaBmascs paHee aHAJIOTHUA C COCEJACTBOM TOPOJACKUX YJHIL MO3BOJSET
TAK)K€ HANISAAHO MOKa3aTh NPUHIUII JAEHCTBUSA MIMPOKOBEIATENbHBIX JOMEHOB.
B uwacTHOCTH, MMPOKOBEMATENIbHbINH JOMEH MOXXHO PAcCMaTPUBATb KaK COCEN-
HIOIO YJIMITY, TAE BCE COCEAM CUAAT HAa CBOeM Kpbuiblie. Eciii BbI cTaHeTe Ha cBOE
KPBbLIbLO U KPUKHETE, TO JKUJIbIbI HA Balllel y/IMlle CMOTYT Bac ycibimath. Ho ecim
BaM 3aXOYETCs MOOOmMATLCS ¢ KeM-HUOYAb Ha APYro¥ yauue, TO MPUAETCS HAHTH
KaKOW-HUOYAb croco6 CAeIaTh 3TO HEMOCPEACTBEHHO, a HE IIHPOKO BEelaTh (KpH-
KOM) CO CBOE€TO KpbUIbLIA.
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MuoroapapecatHbii Tpapmk

Mmozoadpecamnoi® (multicast) Ha3bIBaeTCS OAHOBpEMEHHas Nepeaaya MaKeTa U3
OJHOro MCTOYHHKA BO MHOTME MecTa HazHaueHusd. Llenb MHoroaapecaTHoi nepe-
Aauy — UCIMONL30BATh KaK MOXHO MEHbIIIE NMPOITYCKHOI cnoco6HocTu cetu. Onru-
MM3alMsi MHOTO3PECATHOrO TpaduKa COCTOUT B TOM, YTOObI NOMEHbIIE THPAXKU-
POBaTh NOTOK JaHHBIX MO IyTH €r0 CJIEJIOBAHUSA K MECTY HasHadeHus. KoHkperHas
06paboTKa MHOI0aIpeECaTHOrO TpaHKa 3aBUCHUT OT €r0 PeaM3alui B OTAENbHBIX
CeTEBbIX MPOTOKOAX.

MHoroaapecaTHblii TpaduK peanusyeTcss B OCHOBHOM Yepe3 CXeMy ajpeca-
MU, J06ABIAIONLYIO NOJyYyaTeNeill MaKeTOB K MHOroajapecatHoi rpynne. MMenno
TaK M AEHCTBYET MHOTOa/ipecaTHas nepejaya no mexcereBomy nportokoiy IP. Ta-
Kasi CXeMa aJipecalliy rapaHTHUpPyeT OT NepPeAayy MaKeTOB TEM KOMMOBIOTEPAM, JUIS
KOTOPBIX OHM He npejgHa3HadeHbl. Eciu Bbl o6Hapyxure IP-aapec B npeaenax ot
224.0.0.0 1o 239.255.255.255, TO Mo HeMy, BeposiTHee BCEro, o6pabaTbiBaeTCs
MHOTOAIpeCaTHBINH TpadHK, MOCKOIbKY KMEHHO B 3THUX NpEJe/aX 3ape3epPBUPOBa-
HbI aJpeca 1A TOAOOHbIX Leei.

OpHoappecartHbin Tpadpmk

Odnoadpecamnniil (unicast) makeT nepesaeTcss HEMOCPEACTBEHHO OT OHOTO KOM-
nploTepa k apyromy. Konkpernoe ¢pyHKIMOHMpPOBaHME OJHOAJpECaTHOM mepenaa-
4YH 3aBUCUT OT HpHMCHﬂCMOI‘O CE€TEBOTO l'lpOTOI(OJla. B kayecTBe npmwepa MOXHO
NPHMBECTH YCTPOMCTBO, KOTOpPOMy TpebyeTcs cBsi3aThcsA ¢ BeG-cepsepoM. ITO OA-
HOTOYE€YHOC€ COE€AJUHEHHUEC, a CA€AOBATEJIbHO, ﬂpOuCCC nepe,ualm JAAHHBIX, NOJIKECH
ObITh HAYAT KJIMEHTCKUM YCTPOHCTBOM, NEpPeAalolMM MaKeT TOJIbKO BeG-cepBepy.

3aknouutensbHbie coobpaxeHus

B aToii maBe GbUIM NMPEACTaBACHBI OCHOBbI OPTAaHU3aLMU CETEH, KOTOPbIE TPE-
OyeTcs 3HATh JUIS aHAJIM3a MAaKeTOB. B 4acTHOCTH, HEOGXOAUMO SICHO MOHUMATD,
4YTO HMEHHO NPOUCXOJMT Ha JAHHOM YPOBHE Mepeayu JaHHbIX MO CETH, Npexae
ueM NPHUCTYNUTh K AUArHocTHKe cetu. B mase 2, “Iloaxmoyenue k cetn”, 6yaet
PACCMOTPEH PAJ METOAMK NEpPexXBaTa MAKETOB, KOTOPbIE TPEGYETCSl MPOAHATU3H-
poBartb.

? ITocKOBKY MaKeT, MOCJHAHHBII 110 OJHOMY aJpecy, AOCTUTAET MHOTHX MOJTydaTee,
UK apecatoB. — [Ipume. ped.
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NMOAKAIOYEHUE K CETU

InaBHOe pemenue aaa 3pPeKTHBHOro aHaIM3a NAKETOB
JEeXUT B QU3MIECKOM PacHoNOXKEeHUH aHaIU3aTopa nake-
TOB JUI HaJJleXallero nmepexpaTa JaHHbIX. ClenuaaucThbl

110 aHA/IM3Y MAKETOB HEPEIKO HA3bIBAIOT MECTOMONOXEHHE aHA-
JIN3aTOPA MAKETOB NPOCAYUUSAHUEM CEMU VT NOOKAINUEHUEM K CEMU.

K coxanenuio, 115 aHaIM3a MaKeTOB HEJOCTATOYHO MOAKJIIOYUTHL CBOM mepe-
HOCHOM KOMIIBIOTEP K CE€TEBOMY NOPTY M nepexBaTuTh Tpapuk. Ha camom aene
WHOT/Ia Pa3MECTUTh AaHAJIM3ATOP NMAKETOB B CETU HAMHOTO CJIOXHee, 4eM (pakTH-
4ECKH MPOAHATU3UPOBATh MaKeThl. PacrnosoXuTh aHaIM3aTOP MAaKeTOB HEJETKO
HOTOMY, YTO YyCTPOHCTBA MOTYT ObITh MOAKIIOYEHbI K CETH C TOMOUIBIO CaMbIX pas3-
HbIX BW/IOB CE€TEBOTO 06OPyROBaHUA. TUNMYHAA CUTyanus JUIA aHAIU3a MAKETOB
npusejeHa Ha puc. 2.1. Kaxaoe U3 ycTpoicTB B COBpEMEHHOM ceTH (KOMMyTaTO-
Pbl ¥ MApIIPYTU3ATOPHI) MO-Pa3HOMY 0GpaGaThIBAa€T CETEBOI TpadUK, U MO3TOMY
NPUXOAUTCA NPUHUMATL BO BHUMaHHE (PU3MYECKYIO OPraHU3alMIO aHAJIM3HpYe-
MOIi ceTH.

B aToii maBe npecieayeTca nesb NOMOYb BaM JIydile IMOHATh NOPSAJXOK pacno-
JIOXKEHUS aHATM3aTOPa MAKETOB B CETAX C CaMoii pa3Hoii Tonostorueii. Ho npexae
PacCMOTPHM, KaKMM O0Pa3oM MOXHO YBHAETb MPOXOXJIECHHE BCEX NAKETOB IO
CETHU, K KOTOPOM MBI MOAKIIOYAEMCS ISl AHATM3A ITAKETOB.
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FEET

Puc. 2.1. Pasmectutb aHanM3aTop nakeTos B CETH He TAK-TO MPOCTO, €CM
B HE/ MMEETCAs Hemano COEOMHEHMH, NOCKONbKY TAKAS ee OpraHu3aums
3aTpyAHAET NONyYEHME HYXHbIX AAHHBIX

MpocnywmneaHue ceTu B CMELIGQHHOM peXuUMe

[Tpexxae 4eM aHaJIM3UPOBATH MAKETHI B CETH, HEOOXOAUMO 0G3aBECTUCH CETeE-
Boit nHTepdeiicHoi maaroii (NIC), uHaye Ha3bIBaeMOH CETEBBIM AJANTEPOM, C
HOJJEPXKKOI paliBepa CMEMIAHHOTO pexuma (promiscuous mode) A1 MPOCTyIIH-
BaHUsA CeTU. B cmewannom pexcume ceTeBoit afanrep MOXXeT NPOCMATPUBATD BCE Ma-
KETBbI, TPOXO/IAIIHE 110 CETH.

Kak nosicHsuiocs B m1aBe 1, “AHaIN3 IAKETOB M OCHOBBI OPraHU3aLUHK ceTel”, U3
I POKOBELATEIBHOTO CETEBOTO TPauKa yCTPOHCTBA OOBIYHO MOJYYalOT NAKETHI,
KOTOpbl€ (PaKTHYECKH HE NPeHa3HaYeHbI A1 HUuX. Hanpumep, ceTeBoii mpoTOKOI
ARP (Address Resolution Protocol — npoToko. npeo6pa3oBaHHs aAPECOB) CAYKHT
KpaifHe BaXXHBIM CPEJCTBOM B 060 HCCIexyeMOH ceTH IS ONpeeieHus MAC-
afpecoB, COOTBETCTBYIOMUX KOHKpeTHOMY IP-axpecy. UTo6bl 06GHAPYXUTb MOAXO-
asmuit MAC-agpec, yCTPOHCTBO MOCHUTAET IIMPOKOBEIIATEIbHBIA NAKET MO ceTe-
BoMy npoTokosny ARP kaxaoMy ycTpOHCTBY, HaXOAslIEMYCsl B €r0 IIHMPOKOBEIIa-
TEJBHOM JOMEHE, B HAJEXKJE, YTO HY)KHO€ YCTPONCTBO OTPEArupyeT Ha AAHHbIA
IAKET.

[InpoxoBeuaTeabHbIi JOMEH (T.€. CETEBOH CETMEHT, I/€e 000N KOMIbIOTEP
MOXeT IepefaBaTh JaHHbIE HEMOCPEJACTBEHHO JI060My APYroMy KOMIbIOTEPY 6€3
HOMOIIY MAapIIPYTU3aTOPA) MOXET COCTOATb U3 HECKOJIbKUX ycTpokicTs. Ho anmb
HY)XHO€ NPHEMHOE YCTPOMCTBO B 3TOM JOMEHE JOJKHO ObITh 3aMHTEPECOBAHO B
MOJyYEeHUU HMPOKOBEMATEIbHOTO MaKeTa, MePEAaBaeMOro Mo CeTeBOMy MPOTO-
kxosy ARP. U 6b110 651 coBepuieHHO HE3(P(PEKTUBHO, €Cu 6bl KaX10€ YyCTPOUCTBO
B ceTH 06pa6GaThIBaIO IMPOKOBENATEIbHbIN MAKET, IEPEAABAEMbIN 10 CETEBOMY
nporokoiy ARP. Hanporus, ecu nakeT He npegHazHaueH JUisl yCTPOUCTBA, a cJie-
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NOBATENbHO, HE HY)KEH €My, TO CETEBOIl aflanTep AaHHOTO yCTPOicTBa OTOpPOCUT
NaKeT BMECTO TOTO, YTOObI NEPEAaTh €ro Ha 06paboOTKy LEHTPaJIbHOMY MpOLECc-
copy (LIIT).

OT6pacbIBaHME MMAKETOB, HE NPEeJHA3HAYEHHBIX JUIA IPUHUMAIOLIETO XOCTa, 10
BblmaeT 3 PeKTUBHOCTb 0OPaGOTKH JAHHBIX B CETH, HO 1 AHAIM3a TAKETOB 3TOT
pexuM paboThbl CETEBOM ILIATBI COBCEM HE NMOAXOAUT. CrienuantucTaM 1o aHalIu3y
NIAKETOB, KaK NPaB1I0, TPeOyeTCs IIepeXBaThIBATh KaAX0bil AKET, MOChUIAEMBIN 110
CETH, 4TOOBI HE MTPOIMYCTUTh KAKOW-HUOYAb BAXHDII PparMeHT MHPOPMALIUH.

Hcnonb3ys cMemaHHBIH peXuM paboThl CETEBOTO afanTepa, MOXKHO rapaHTH-
poBaTb, 4TO GyAeT nepexsayeH Bech ceTeBoil Tpaduk. Koraa ceresoit anantep pa-
6OTaeT B CMEIIAHHOM PEXHMe, OH MEPEAaeT Kax/blii OOHAPY)KUBAEMbIH UM MakeT
NPOLIECCOPY XOCTa HE3aBUCHMO OT €ro aJpeca ero nojyvarens. M kak Tonbko na-
KEeT MOCTYNUT Ha o6paboTky B LII1, npuioxenne, aHaIU3UpyloLee MaKeThbl, CMO-
XeT B3ATDb €r0 Ha aHAIN3,

CMeIaHHbI peXuM MOIEPKUBACTCA B GONBIIMHCTBE COBPEMEHHBIX CETEBbIX
aganrepos, u B coctaB Wireshark Bxoaut npaiiBep libpcap/WinPcap, nossonsio-
Il NEPEKTIOUNTh CETEBOI aJanTep HENOCPEACTBEHHO B CMEINAHHBIN PEXUM M3
rpaguyeckoro uHTepgeiica nHCTpyMeHTaIbHOro cpeacrsa Wireshark. (IToapo6-
Hee o apaiiBepe libpcap /WinPcap peub noiizer B rase 3, “Bsenenuie B Wireshark”.)

B bonvuuncmee onepayuonnsix cucmenm, exaronas Windows, ne donycxaemes
NPUMEHAMD CemMesol A0aANMep 6 CMEULAHHOM PEXCUME, ECAU MOIVKO Y 64C HEM
pacwupernvix nosvsosamesscxux noasmomovwui. Ecau e y eac mem saxon-
HbLX OCHOBAHUT NOAYUUMS MAKUE NOAHOMOUUS 6 CE0el CUCTEME, 8AM, CKOpEe
6cez0, Me YOAcmea nposecmu maxozo Pooa aHaLu3 NaKemoe 8 OAHHOU KOH-
Kpemmnot cemu.

AHanu3 nakeToB yepes KOHUEHTPATOPbI

AHa/IM3 MAKETOB B CETH, IIE YCTAHOBJIECHBI KOHUEHTPATOPHI, — MeYTa JI060ro
ncciaeaosareas nakeros. Kak nmoscHsuioch B miaBe 1, “AHaIM3 makeToB U1 OCHOBBI
OpraHu3alMM ceTeil”, ceTeBoil TpaduK, NMpoIycKaeMblii Yepe3 KOHIEHTPATOop,
HOCTYNaeT Ha KOXKABbIN MOPT, NOJKIIOUEHHBI K 3TOMy KOHUeHTpaTopy. Crengosa-
TEJbHO, YTOOBI NPOAHATN3UPOBATH TPAPHUK, MPOXOJAIUI Yepe3 KOMILIOTEP, MO
KJIIOYEHHBII K KOHLIEHTPATOPY, JOCTATOYHO MOAKIIOYUTh aHAJIU3ATOP MAKETOB K
IyCTOMY MOPTY KOHLIEHTPaTOpPa. TO JacT BO3MOXXHOCTh IIPOCMATPHUBATh BECh 00-
MEH JJaHHBIMU KaK C 3TUM KOMMbBIOTEPOM, TaK U C JIOOBIMH APYTMMH YCTPOMCTBAMH,
NOJAKTIOYEHHBIMU K TOMYy Xe caMOMy KoHIleHTpaTopy. Kak nokasano Ha puc. 2.2,
npeaesabl BUAMMOCTH 0Ge3rpaHH4Hbl, KOTJa aHWIM3ATOP MAKETOB MOAKIIOYEH K
CeTH, CO3JaHHOM Ha OCHOBE KOHIIEHTPATOPOB.
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Komnbiotep I

Komnbiotep A l_‘—|

(1}

Ananuzarop
naKkeToB

Komnblorep [l Komnbiotep E

Komnbiorep b Komnbiotep B pexenbi BUAMMOCTH

Puc. 2.2. AHanu3 nakeTos B paaMansHO-y3n0BOH CETH, CO3AAHHOM
HQ OCHOBE KOHUEHTpaTopos, obecneynBaeTt be3rpannyHbie npeae-
Nbl BUAMMOCTH

NI Kax ciedyem u3 pasnuunvix GA0K-cXeM, npusedennolx 6 0AGHHOU KHUze, mep-
MUK pedens: BUOUMOCTIU 0XBAMBLEAEM YCMPOTCMEa 8 cemu, mpadux Komo-
PoLx MOKCHO NpOCMampueams ¢ NOMOUSHIO AHAAUIAMOPA NAKEMO8.

Ho Teneps, k coOXaneHMIo, CETH OYEHb PEAKO CTPOATCSA Ha OCHOBE KOHLIEHTPa-
TOPOB, MOCKOJIbKy MX aJIMUHUCTPUPOBAHUE BeCbMa 3aTpyAHeHO. B Takux cersax
JIMIIB OTHO YCTPOMCTBO MOXKET OIHOBPEMEHHO MepeaBaTh JaHHbIE Yepe3 KOHIIEH-
TPaTop, U MO3TOMY BCE MOAKMIOYEHHBbIE K HEMY YCTPOMCTBA JOKHbI KOHKYPHPO-
BaTh 3a NPaBO MEPEAATh JaHHbIE CO BCEMU OCTAIbHBIMU YCTpOiicTBaMu ceTH. Ecan
AAHHbIE OYIyT OJHOBPEMEHHO MNEpeAaBaTh Ba WM 6OJblIe YCTPOHCTB, TO BO3HH-
KaeT TaK Ha3blBAEMOE SBJICHUE KOAMUUU NAKemos, KaK MOKa3aHo Ha puc. 2.3. B uro-
re MOXET MPOU3OMTH NMOTEPsA MAKETOB, U JUIA BbIXO/JA U3 CJIOXKUBIIEHCA CUTyalluH
nepejalouM yCTPOHCTBAM HYXXHO GyleT MOBTOPHUTDb UX Nepeady, YTO IPUBOJAMT K
NaJIeHUIO NPONYCKHOM cnocobHocTH ceTH. [To Mepe yBennuenus yposHs Tpaduka
M KOJIMYeCTBa KOJUIM3HIA YCTPOICTBAaM, BO3MOXHO, PUAETCSA MOBTOPATH Nepeaady
MAKETOB M0 TPH WM YETHIPE Pa3a, a 3TO B 3HAYMTENbHOMN CTENEHN CHUUT NIPOU3-
BOJMTENBHOCTDb ceTH. TakuM 06pa3oM, HETPYAHO MOHATD, NOUEMY B GOJIbUIMHCTBE
COBPEMEHHBIX CETEH JIOOBIX MaCIITab0B NPUMEHAIOTCA KoMMyTaTopbl. Ho, HecMmo-
TPS Ha TO YTO KOHUEHTPATOPbl PEAKO MPUMEHSAIOTCA B COBPEMEHHDIX CETAX, UHO-
rZia OHHU BCe )K€ BCTPEYAIOTCsA B TEX CETAX, IIe NMOJIEPKUBAETCA ycTapeBliee 060py-
AOBaHHE WM CNENMAIM3UPOBaHHbIE YCTPOMCTBA, HAMIPUMEP, B CETAX aBTOMATH3H-
POBaHHBIX CHCTEM YIpaBJe€HHUs MPOU3BOACTBEHHbIMU nponeccamu (ICS).
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Mepeparunk Mepenarunk

Konnusna naketos

KoHuenTpatop

Puc. 2.3. B pasmansHo-y3nosoi ceti, CO3AAHHONM HQ OCHOBE KOH-
LEHTPATOPOB, MOXET BO3HMKHYTb KONNM3Ws NAKETOB, KOr4a ABA
unmu bonblue ycTpoicTs byayT nepesasaT AAHHbIE OBHOBPEMEHHO

YTo06b! BLIACHUTL HAJIMUME KOHLEHTPATOPA B CETH, HPOIIE BCETO 3aMIsSHYTh B
CEpPBEPHOE MMOMEUMIEHUE MM CETEBOI MOHTAXHBIN WKa(, rxe GOJIbUIMHCTBO KOH-
LUEHTPATOPOB CHENHMAIbHO 0603HaYeHbl MeTKaMu. Ecan v 3To He momoxer, 3ams-
HUTE B CaMbIil TEMHBIH yroJ1 CEpBEPHOrO NMOMELIEHUS, Ie OGBIYHO HAXOAUTCS 1O~
KPBITOE TOJICTbIM CJIOEM MBLUIX CETEBOE 06G0PYIOBAHHUE.

AHanus nakeToB B KOMMYTUPYEMOiA cpeae

B kauecTBe coeIMHUTENBHBIX YCTPOMCTB B COBPEMEHHBIX CETAX 4Yalle BCEro
NPUMEHSIOTCs. KOMMyTaTopbl. OHM o6ecrneuuBaloT 3(pPeKTUBHBINH NOPSALOK Mepe-
HOCA JAQHHBIX Y€PE3 WHMPOKOBEUATEIbHBIN, MHOTO- M OJHOAAPeCcaTHbIN TpaduK.
KommyTaTops! noryckaioT ayniekcHyio nepejady JaHHbIX, @ 3TO O3HAYAET, YTO Ma-
UIMHBI MOTYT NIEPEaBaTh U IPUHUMATD JJAHHbIE OJJHOBPEMEHHO.

K coxanenuio, KoMMyTaToOpbl YCIOXKHAIOT 3ajady MCCJIEJOBATEISIM MaKeTOB.
[Nopxmouns cBO¥ aHATU3ATOP NMAKETOB K IMOPTY KOMMYTaTOPa, Bbl CMOXeETE IPO-
CMOTPETH JIMIIb YaCTh IMPOKOBEIATEBHOTO TpadHKa, a Takxke Tpaduk, nepeaa-
BacMblii U IPUHUMAEMDIN TEM YCTPOMCTBOM, HA KOTOPOM YCTAaHOBJIEH AHAINU3ATOP
naketos (puc. 2.4). YTo6bl nepexsaTuTh TPadUK U3 LEJEBOrO YCTPOICTBA B KOM-
MYTHPYEMOH CE€TH, BaM NPUAETCSA MPEANPUHATbL AONONHUTENbHbIe warn. [lepe-
XBATHUTh TAKOW TPaUK MOXKHO CJICAYIONMMH YETHIPbMA CHOCOGAMHU: 3epPKaTbHOE
orobpaxeHue noprTos (port mirroring), nepexpaT NakeToB Yepe3 KOHLEHTPATOP,
NpUMEHEHHUE CETEBOTO OTBETBUTENA U 3apaxeHne ARP-kemra.
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Komnbiotep I

Komnbiotep A

[Tpenensbi
BUAMMOCTH

AHanuzatop
MnaKeToB

(RSN [FEESRN
Komnbiotep b Komnbiotep B

Komnbtotep /1 Komnbiotep E

Puc. 2.4. MNpepenbi BUAUMOCTM B KOMMYTMPYEMOW CETM OrPaHUYMBAIOTCS
MOpPTOM, K KOTOPOMY MOAKMIONEH AHANM3ATOP NAKEeTOB

3epkansHoe otobpaxeHne NOpToB

3epranvroe omobpaicenue nopmos (port mirroring), ”HaY€ Ha3bIBAEMOE pacucuperuem
nopmos (port spanning), Cd4UTaeTCA €/1Ba JIM HE CAMBIM MPOCTHIM CIIOCOGOM NepexBa-
Ta ceTeBoro Tpaduka U3 1eJeBOro ycTpoiicTea B KOMMyTUpyemoit cetu. s sTo-
ro HEOOGXOJMMO MUMETh JIOCTYI K UHTepdeiicy KOMaHIHOI CTPOKHU WK BeG-ynpas-
JIEHUs1 TOTO KOMMYTAaTOpa, K KOTOPOMY MOJAKIIOYEH 1ie/leBoi koMnbloTep. Kpome
TOro, KOMMYTATOp [O/DKEH MOAIEPKUBATh 3€PKaJIbHOE OTOOpaXeHUe MOPTOB U
MMETD IyCTOi IIOPT, K KOTOPOMY MOXHO NOJAKITIOYHTb aHAIU3aTOP MAaKETOB.

YTOo6bl aKTUBU3MPOBATb 3€pPKaIbHOE OTOOpaXeHHE MOPTOB, CAEAYeT BLIAATH
KOMaH/y, BbIHY)K/IAIOIYI0 KOMMYTAaTOp KOMUPOBATh BeCh TPaUK U3 OJHOTO MOp-
Ta B Apyroii. Hanpumep, 4To6bl nepexpaTuTh Bech TpadMK, KOTOPBIH nepe/iaer
Y MPUHUMAET YCTPOMCTBO, NOJAKIIOYEHHOE K IIOPTY 3 KOMMyTaTopa, A0CTaTO4YHO
NOKIIOYHTh AHATM3ATOP MAKETOB K €ro NopTy 4 M 3¢pKalbHO OTOOPA3UTh MOPT
3 Ha nopr 4. Ilpouecc 3epkajbHOro OTOOPaXEHHs! NOPTOB HAIVIAJHO II0KAa3aH Ha
puc. 2.5.

IMopsafok opraHM3alMM 3€PKalIbHOTO OTOGPaXEHUA NOPTOB 3ABUCHT OT KOH-
KPETHOMH MoJie/In KOMMYTaTopa. B 60/bIIMHCTBE MPOMBINIEHHBIX KOMMYTaTOPOB
NPUAETCSA TPOMTH PETUCTPALIMIO Yepe3 HHTepdeiic KOMaHAHOM CTPOKK M HaCTPO-
UTh 3€EPKAIbHOE OTOOPAXXE€HME MOPTOB MO ClelHanbHoll komaH/le. Ilepedens Ta-
KHX KOMaHJ pUBE/ICcH B Tab1. 2.1.
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Mopt komnbloTepa b Komnbiotep I

3epKafbHo oTobpaxaerca Komnblorep A C :

Ha nopT aHanu3aTopa
NaKeToB

[penensi
BUAUMOCTH

Ananuzarop
nakeTos

[FEEERN
o :l Komnbiorep /1 Komnbiotep E
Komnbtotep b [FEESS
Komnbiotep B

Puc. 2.5. 3epkansHoe oTobpaxeHue nopTos NO3BONKET PACWMPHTL NPeaensl
BMAMMOCTH B KOMMYTHUPYEMOH CETH

Tabnuua 2.1. Komanas!, npumeHseMmbie ans GKTUBM3AUMK 3epKanbHoro otobpaxenus

MNpoussogurens kommytaropa Komaxaa

Cisco set span <OOPT MCTOWHMKAE> <OOPT HABHAYEHM>

Enterasys set port mirroring create <OOPT MCTOYHMKE> <OOPT
Ha3HavYeHus>

Nortel port-mirroring mode mirror-port <mOpPT MCTOYHMKa>

monitor-port <mopT Ha3HaVeHHM>

B nexomopoix npomvistennvix Kommymamopax npedocmaeisemcs eeb-opu-
enmuposannsiii zpaguveckuti unmepdetic, z0e epraisvnoe omobpaxcenue
nopmos ne écez0a NOONehHUBALMCA, XOMA MAKUE KOMMYMAMOPSL HEMUNUY-
HoL U He cmandapmusuposanst. Ho ecau xommymamop npedocmaessem s¢-
Pexmuensiii cnocob Hacmpoluxu seprarsrozo omobpaxenus nopmos uepes
aeb-unmepgeiic, mo maxol 0IMONCHOCBIO cAedyem, Oe3ycro6HO, 80CTLOAB30-
samuca. Kpome mozo, 6 xommymamopax ona nebosvuux yupexcoenueckux u
domawnux cemeti (SOHO) ece uame navunaom npedocmagaimocs 603mMox-
HOCIU OAR 3EPKANBHOZ0 OMOBPANCEHUA NOPMOS, KOMOpPOe, KAK NPasuno, Ha-
cmpausaemca uepes eeb-unmepdeiic.

BepKaJleO 0T06pa.)l(8.ﬂ NopThI, CIeayeT NPHHUMATb BO BHUMAHHE UX MIPOMYCK-
HYIO CIIOCOOHOCTb. HCKOTOpble IIPOHU3BOAUTEIN KOMMYTATOPOB IIO3BOJIAIOT 3€p-
KaJIbHO 0T06pa)|<a'rb HECKOJIbKO INOPTOB Ha OAWH IOPT, U TaKad ('ll))’HKl.ll/lﬂ MOXET
OKa3aThCs MOJIE3HOMU IpH AHAIH3E TIEpeAaIU TaHHBIX MEXAY ABYyMs HIN HECKOJIbKH-
MU YCTPOf/'lCTBaMH Ha OJHOM KOMMYTATOpE. PaCCMOTp]AM, OJHAKO, YTO MOXET IIpH
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3TOM MPOU3OINTH, NPOU3BEJs HECJIOXKHDbIE MaTCcMaTHUUeCKUe pacueTol. Eciu, Ha-
nprMep, UMEETCS KOMMYTATOp Ha 24 nopra, rjc 23 nopra 3epkajbHO OTOOpAXKAIOT-
Cs1 HA OJIMH MOPT NpH AYIJIEKCHON Nepefaye JaHHbIX co ckopocThio 100 Mour/c,
TO JIaHHbIE JOJKHBI MOCTYNATb B 3TOT MOPT €O CKOpOCThIo 4600 Mo6wur/c. Ho Beib
3TO BBIXOAWUT JAJICKO 3a Ipefesbl PU3NYECKUMX BO3IMOXHOCTEH OJHOTO NMOPTa, a
cJ1eJ0BaTe/JIbHO, MOXKET IPUBECTH K IOTCpPE IAKETOB WM 3aMeUIEHHIO paGoThl
CeTH, €C/IM CeTEeBOI TpadMK AOCTUTHET ONpefiesieHHOro ypoBHsa. MHoraa noao6-
Has CUTyallUst Ha3bIBaeTCsl nepenodnuckoli (oversubscription). B mogo6HbIX ciaydasx
KOMMYTATOPbI, Kak U3BECTHO, MPOMNYCKAIOT JIMIIHUE [IAKEThl WIH JaXKe HapyllaeTcs
paboTa BHYTPEHHUX 3JEKTPUYECKHUX CXEM, YTO MOJHOCTHIO MPENATCTBYET nepeja-
ue faHHbIX. [ToaTOMY HETpeMEHHO Y6eAMTECH, UTO, NEPEXBATHIBAsA MAKETHI paccMa-
TPHMBAEMbIM 3J€Ch CIIOCOGOM, Bbl HE BBI3OBHUTE IIOJI00HbBIE OCJOKHEHHUS B CETH.

3epkajbHOE 0TOOpAXKCHUE TOPTOB MOXXET OKa3aThCs MPUBJIEKATENbHBIM, HEJ0-
POruM pelleHHEM JUlsi KOPIIOPAaTUBHBIX CETEH U B TeX Cyvasx, Koraa TpebyeTcs
MOCTOSAHHO KOHTPOJIMPOBATh OT/AE/IbHbIE CETMEHTDI CETH, HAlIPUMEP, B XOA€E TEKY-
HIErO KOHTPOJIs ceTeBoi 6e3onacHocT. Ho Takas MeTOAMKA, KaK NPaBHIO, OKa-
3bIBACTCSI HEJOCTATOYHO HAJIEXHOU U1 NOJ06HOro npuMeHeHHUs. 3epKajibHoe
0TOGpa)KE€HHE MOPTOB MOXET JaBaTh IPOTUBOPEYMBBIC PE3y/ILTATbl OCOOEHHO NpU
BBICOKHX YPOBHSX TpaduKa B CETH, MIPUBOJA K IOTEPE JaHHbIX, KOTOPYIO TPYAHO
MPOCAEANTD. B NOZOGHBIX C/Iy4asiX peKOMEH/IYeTCs M0/Ib30BAThCA CETEBBIM OTBET-
BUTEJIEM, KaK MOSCHAETCSA Jajee B COOTBETCTBYIOLIEM pasaee.

HGPEXBOT NAaKeTOoB Yepe3 KOHUEeHTpaTop

Eme oauuMm cnoco6om nepexsara Tpaguka, NPOXOAALIEro 4epe3 uejleBoe
YCTPOMCTBO B KOMMYTHPYEMOM CETH, ABIACTCA Nepexeam naxemos uepes Konyewmpa-
mop. 1o 3Toi MeToAMKE LIeIEBOE YCTPOMCTBO M aHAIM3ATOP MAKETOB Pa3MellaloT-
€Sl B OTHOM CETMEHTE KOMMYTHUPYEMOM CETH U NOJAKTIOYAIOTCA HEMOCPEACTBEHHO K
KOHIEHTPATOpy. MHOrME CUMTAIOT MepexBaT NAaKETOB Yepe3 KOHLEHTpAaTOp obMa-
HOM, HO Ha CaMOM JIeJI€ 3TO BIoJHE 060CHOBAaHHOE pellleHHe, KOT/Ia HeJlb3sl BbINOJI-
HUTb 3epKabHOE OTOGPAXEHMC ITOPTOB, HO B TO e BpeMs UMeeTcsl (puanieckuii
JOCTYIl K TOMY KOMMYTaTOPY, K KOTOPOMY IIOIK/IIOYEHO LieIeBOE yCTPOHCTBO.

Yro6bl OPraHM30BaTh IEPEXBAT 1AKCTOB Ycpe3 KOHUEHTPATOp, AOCTATOYHO
MMCTb B CBOCM PaclIOPsKCHHUHU CaM KOHIICHTPAaTOP M HECKOJIBKO CETEBbIX Kabeei.
Ecan y Bac uMeeTcs Takoe 060pyRoBaHue, NOAKIIOUHTE €ro CJeAyiomuM 06pa3oMm.

1. Hai’mm‘e KOMMYTATOPp, K KOTOPOMY NNOAK/IIOYE€HO LEJI€BOEC yCTPOﬁCTBO, H OT-
KJIIOYHUTE MOoC/JIeTHEE OT CCTH.

2. MoaxmouuTe ceTeBOM KaGesb LEI€BOro yCTPOMCTBA K CBOEMY KOHIICHTPa-
TOPpY.
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3. MoaxmounTe eme OAUH CETEBOI KabGeab, COEIUHAIOMMIA Balll aHAIU3ATOP
MAKETOB C KOHIEHTPATOPOM.

4. Tloaxnouure ceTeBOM Kabep, HIyIMH OT KOHLIEHTPATOpPa, K CETEBOMY KOM-
MYTaTOPY, YTOOLI IPUCOEJUHUTD KOHLIEHTPATOP K CETH.

HTak, Bbl pa3MecTWIM LieJIeBO€ YCTPOMCTBO U aHAJIM3ATOP I1AKETOB B OHOM
IIMPOKOBEMATENLHOM JiIoMeHe. B urore Bech ceTeBoit Tpa MK OT JaHHOTO YCTPOH-
cTBa OyJeT mepeaaBaTbCsl B IMPOKOBEIATENBHOM pexume. B pesyabrate ana-
JIN3ATOP NMaKETOB MOXET MEPEXBAThIBATb U3 HETO BCE MAKETbI, KaK IMOKa3aHO Ha
puc. 2.6.

Komnbiotep I

Komnbiotep A

Mpepen
BMAMMOCTH

Auanuzatop
naketos

—y & O

Komnbiotep b ey Komnsiorep Komnblotep E

Komnbiotep B

= Koxuentpatop

Puc. 2.6. [pn nepexsare naketos yepes KOHUEHTPATOP LENEBOE yCTPOH-
CTBO M QHA/IM3ATOP NAKETOB M3ONUPOBAHbI

B 6onbmiMHCTBE clyyaeB nepexBaT MAKETOB Yepe3 KOHIEHTPATOpP CBOAUT Ay-
IUIEKCHYIO (T.€. JABYHANPAaBJEHHYIO) Mepeauy AaHHbIX Ha 1EJICBOM YCTPOUCTBE K
MONYAYIUIEKCHOM (T.€. oAHOHanpapjeHHOM). M XoTa 3Ta MeTOoAMKa He ABAAETCA
CaMoM Jy4yIeH Ui epexpaTa IAKETOB, OHA OCTAETCSA €EAMHCTBEHHO BO3MOXKHOM B
TeX CJIyyasiX, KOIJa B KOMMYTaTOPE He MOAJEPKHUBAECTCA 3€PKaIbHOE OTOOpaXeHne
nopros. CieayeT, OJHaKO, UMETb B BUJY, YTO KOHLEHTPATOP NOTpeGyeTcs Takxke
MOJKTIOYUTD K PO3ETKE 3JIEKTPOCETH, KOTOPYIO ObIBAET HEJIETKO HANUTH.

NSRRI He sabyovme ceoespemenno npedynpedums noas3osamens yeiee0zo yempoi-
cmea, wmo 6L CObUpaemecs OMKAIOUUMD €20 OM CEMU, OCODEHHO ecAU IMO
borvuwon navarsru!
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BbIBOP “INPABUAbHbBIX” KOHLIEHTPATOPOB

Yrtobbl nepexBaTbiBaTb NaKeTbl Yepe3 KOHLIEHTPATOP, BOCMOAb3YWTECh HACTOSUMM
KOHLIEHTPATOPOM, a He KOMMYTaTOPOM, AOXKHO OTHECEHHBIM K KaTeropuu KOHLEHTPATO-
poB. HekoTtopble Npou3BOAUTEAU CETEBOTO 0DOPYAOBAHMS UMEIOT CKBEPHYIO MPUBBIYKY
PeKAaMMpOBATb W MPOAABATb CBOW YCTPOWMCTBA KakK “KOHLIEHTPATOPbI”, XOTS OHM Ha Ca-
MOM AEAE BBINOAHSIOT (hYHKLIMM HU3KOYPOBHEBbIX KOMMYTATOPOB. ECAM Bbl HE MOAb3yeTech
MPOBEPEHHBIM, UCTIBITAHHBIM KOHLIEHTPATOPOM, TO CMOXeTe NPOCMaTPHUBATL TOALKO COD-
CTBEHHbIA TPachuK, a He TOT, YTO NPOXOAUT Hepes LIeAeBOe YCTPOHUCTBO.

Bbibupas yCTpOMCTBO, KOTOPOE SKODbI CUMTAETC KOHLEHTPATOPOM, YOeAnTech, Yto
OHO OTBEYAET CBOEMY Ha3Hau€eHMI0. YT00bl BbIICHUTb, ABASETCS AU BbiOMpaemoe yCTpoi-
CTBO HACTOSIUMM KOHLIEHTPATOPOM, AyYLlie BCEro NOAKAIOYUTB K HEMY Mapy KOMMNbIOTepoB
U NPOBEPUTH, MOXKHO AM HA OAHOM U3 HUX aHAAM3MPOBATH CETEBOH TPA(PMK MEXKAY BTOPbIM
1 APYTMMM YCTPOMCTBAMM B CETH, HANpUmep, KOMIbIoTepamu MAK fpuHTepamu. Ecan ato
MOXHO CA€AATb, 3HAUMT, Bbl BLIOPAAM UMEHHO TO, YTO HYXHO!

KOHLIEHTpaTOph! CTaAM Terepb HACTOABKO PEAKM, YTO YKe He NPOU3BOASITCS MacCoBO.
[MprobpecTy UMEIOWMICS B NPOAAKE HACTOAWMIA KOHLIEHTPATOP NPAKTUIECKU HEBO3MOX-
HO, 1 MO3TOMY Bam MPUAETCS MPOSIBUTL TBOPYECKYIO MHULIMATUBY, YTOOB HANTH HYXHbIH
T0Bap. OTAMUYHBIM MECTOM AASI MTOMUCKA KOHLIEHTPATOPOB CAYXMT ayKUMOH ObiBUIMX B yrO-
TpebAEHUM NPEAMETOB, NPOBOAUMBIM B PAHOHE MECTHOM WKOABL. [ 0CYAAPCTBEHHbIE WKOAbI
006s13aHbl MONbITATHCS BHICTABUTL HA ayKLIMOH ObiBliME B ynoTpebAeHnM NpeAMETH, npe-
KAE YeM M36aBUTLCS OT HUX, A BEAb Y HUX HEPEAKO 3aAeXMBAETCs CTapoe 06opyAOBaHue.
MHe He pa3 NpUXOAMAOCH BUAETb AIOAEH, YXOAMBLUMX C TaKMX ayKLIMOHOB C HECKOABKUMM
KOHLEHTPaTOpamu, NpuobpeTeHHbIMK MO LieHe MeHbIIE CTOMMOCTM TapeAku (PacoAu AU
KYKypy3Horo xaeba. Eue oAHMM yAODHBIM MECTOM AAS PUODPETEHMS KOHLIEHTPATOPOB
MOXET CAYXXMTb IAEKTPOHHbI ayKuMoH eBay, Ho ByAbTe Ha 4eky, 4Tobb He npuobpecTu
KOMMYTATOP, AOXHO OTHECEHHbI K KaTeropuu KOHLEHTPaTopoOB.

n puMeHeHune ceTeBoro oTseTsurTens

BceM u3BeCTHO BbIpaxeHHe “3ayeM MHe Kypulla, €CJIM i MOTY CbeCTb Gud-
mtekc?” A ecam Bbl ¢ ora CIIIA, To BaM 3HaKOMO Takoe BbIpakeHHue: “3aueM MHe
JIMBEPHBIN xJ1€6, €C/IM 1 MOTy CheCTh 6yTep6poJ ¢ MoAxapeHHOH 6010HCKOH KO-
6acoii?” ITOo e OTHOCUTCA U K BLIGOPY MEX/Ty KOHIIEHTPATOPOM U CETEBBIM OTBET-
BHTEJIEM JUIs IIepexBaTa ¥ aHA/IM3a [TAaKETOB.

CeTeBoii omsemsumest — 3T0 06OPYAOBAHHE, KOTOPOE MOXHO YCTAHOBUTD MEX-
Ay ABYMsI TOYKaMH KabeJNbHOI pPa3BOAKU CETH, YTOObI MEPEXBATHIBATH IAKCTHI,
NpPOXOAsIINe MEX/y 3TUMU ToukaMu. M B JaHHOM Ciy4ae, KaK ¥ NpH nepexsare
[IAKETOB Yepe3 KOHLEHTPATOP, B CETH YCTAHABJIMUBAETCA 00OPYAOBaHUE, KOTOPOE
MO3BOJISIET MePeXBaThIBATh HYXKHbIE I aHAIM3a MakeTbl. OTIMYMe paccMaTpUBa-
€MOTro 3eCh Coco6a 3aKI0YaeTCA B TOM, YTO BMECTO KOHIEHTPATOPA B JAHHOM
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clydae pUMEHSIeTCss 06GOpyAOBaHME, CIIENUANIBHO NPeJHa3HAYEHHOE LIS aHAIN32
ceTeBOro TpadHka.

HimeloTcst 1Ba OCHOBHBIX THUIIA CETEBBIX OTBETBUTENEH: aspecuposanmnvii U nea-
epeeuposannvi. OGa THUIMA CETEBBIX OTBETBUTENEH YCTAHABIMBAIOTCS MEXHTY JBY-
Msl yCTPOMCTBAMHM JUIsi aHA/IM3a OOMEHA IaHHBIMHM MeXJy HUMHU. [l1aBHOE oTinumne
HEarperMpoBaHHOTO CETEBOrO OTBETBUTEA OT arperMPOBAHHOTO 3aKJIIOYAETCS B
TOM, YTO Y HETO UMEIOTCs YeThIPE MOPTA, KAK IOKA3aHO Ha puc. 2.7, U eMy TpebyloT-
cs1 oTaebHbIe MHTEPgENChl IS KOHTPOJIsS TEKYIEro ceTeBoro Tpaduka B 060mMx
HAIpaB/IeHUAX. A y arperMpoOBaHHOrO CETEBOrO OTBETBUTENIA UMEIOTCS JIMIUIb TPU
MOPTA, HO OH MO3BOJISIET IPOBOIUTH KOHTPOJIb TEKYIIETO CETEBOro Tpaduka B 060-
UX HAINpaBJEHUsX C TOMOIIBIO €IMHCTBEHHOTO HHTepdeiica. Kpome Toro, ceTeBble
OTBETBHUTE/IH, KaK IPaBIIO, TPeGyeTcs NOAKIIOYATh K PO3ETKE 3JIEKTPOCETH, XOTH
HEKOTOPbIE U3 HUX pPaboTaloT U OT 6arapeii 3JeKTPOIUTAHHA, TONYCKass KPaTKO-
CPOYHOE NPOBC/ICHUE AHATN3A TAKETOB.

Puc. 2.7. HearpernposaHHbisi ceTeBosi
otseteurens Tuna Barracuda

Arperupoaauﬂble ceTesble oTBeTsuTenu

IIpouie Bcero mnoJib30BaThCA arperupOBAHHbIM CETEBbIM OTBETBUTEJEM, Y KO-
TOPOTO UMEETCS JHUIIDb OJUH (PU3NYECKUI KOHTPONbHbIH NOPT /11 aHAIU32 JIByHa-
IIPaBJEHHOTO ceTeBoro tpaduka. Yto6bl nnepexparbiBaTh ¢ MOMOUIbIO arperupo-
BAHHOTO CETEBOTO OTBETBUTEJsl BECh BXOMSIMNA U UCXOIAMI CeTeBOH Tpaduk
OMHOTO KOMIIBIOTEPA, MOAKJIIOYEHHOTO K KOMMYTATOPY, BBINOJHHUTE CjeAylomue
AE€UCTBUA.

1. OTkmounTe KOMIBIOTEP OT KOMMYTaTOPA.

2. Moaxmo4uTe OAMH KOHEI| MEePBOro CeTEBOro Kabels K KOMIbIOTEPY, a ApY-
roil — K BXOZHOMY MTOPTY C€TE€BOTO OTBETBUTEA.

3. TMoaxmouuTe OAMH KOHELl BTOPOTrO CETEBOTO KabGeJis K BIXOJHOMY NOPTy ce-
TEBOT'O OTBETBUTEIS, & JPYrOif — K KOMMYTaTOPY.

4. IMoakmounuTe OJUH KOHEL TPETHETO CETEBOro Kabesi K KOHTPOJIbHOMY MOpP-
Ty CETE€BOTO OTBETBUTE, a JPYroif — K KOMIBIOTEPY, BHITOJHAIOLIEMY POJIb
aHAIN3aTOpa MaKETOB.
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ArperupoBaHHbIH C€TEBOI OTBETBUTE/D JOKEH ObITh NOJKIIOYEH K CETH TaK,
KaK [IOKa3aHo Ha puc. 2.8. B utore aHaiusaTop NakeToB JOKEH MEPEXBATLIBATD
BECh BXOAALIMI U UCXOAAUMI TpapMK KOMNbIOTEPA, MOAKIIOYEHHOTO K JAHHOMY
OTBETBUTEIO.

ArperupoBanHbIi eTeBoM
oTBeTBUTEND

Kommytatop
Komnblotep

Axanu3arop nakeros

Puc. 2.8. lNpumeHeHne arpermpoBaHHOro ceTeBoro
oTseTBUTENS AN NEpexsaTa ceTesoro Tpaguka

Hearpemposauuue ceTeBble OTBETBMTENUN

HearperupoBaHHbIii ceTeBOI OTBETBUTEIb HEMHOTO CJIOXHEE, YEM arperupo-
BaHHbIA. TeM He MeHee OH JJoNycKaeT 4YyTh GoJIble YIOGCTB B NEPEXBATE CETEBOTO
Tpaduka. BMeCcTO €AMHCTBEHHOrO KOHTPOJILHOTO NOPTA, NPUMEHAEMOTO IS MPO-
C/IYLWIMBAHUSA JIByHANPaBJI€HHOr0 O6GMEHA JaHHBIMM, HEarpernpOBaHHBIH CETeBOM
OTBETBUTE/b PEJOCTABJIAET JBa KOHTPOJIbHBIX NopTa. OZIMH KOHTPOJIBHBIN MOPT
CJY)KUT JUISL aHAIM3A CETEBOTO TpadyKka B OJHOM HANPABACHUH (OT KOMIBIOTEPA,
HOJKTIOYEHHOTO K CETEBOMY OTBETBUTEJIIO), @ IPYTOii — JUIsl aHAJIN3A CETEBOr'o Tpa-
¢uka B JpyromM HanpapaeHHH (K KOMIBIOTEPY, IOAKJIIOYEHHOMY K CETEBOMY OTBET-
BUTEJIO).

YTOG6bI NMepexBaThIBATh BECh BXOAAUIMI M MCXOJAAIMUI CeTeBOM TpauKk KOM-
NbIOTEpa, NOAKIIOYEHHOTO K KOMMYTATOPY, BBIIOJHUTE CIEAYIOWHE 1eHCTBUA.

1. Orxmouure KOMIIbIOTEP OT KOMMYyTAaTOpA.

2. IMoxwnoynuTe OJUH KOHEL NEPBOTO CETEBOro Kabess K KOMIBIOTEPY, a Apy-
roH — K BXOZHOMY IOPTY CETEBOTO OTBETBUTEA.

3. IloawnouuTe OAMH KOHEI| BTOPOTO CETEBOro Kabesi K BLIXOJHOMY IIOPTY ce-
TEBOIo OTBETBUTEIA, & IPYTOM — K KOMMYTaTOPY.

4. TloaxnouuTe OAUH KOHEL TPEThETO CETEBOTO Kabes K KOHTPOJIbHOMY MOp-
Ty A ceTeBOro oTBETBUTES, A IPYTOil €ro KOHEIl — K OAHOMY CETEBOMY aJall-
Tepy Ha KOMIIbIOTEPE, BbIMOIHAIOUIEM POJib aHAIM3aTOPA MAKETOB.
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5. MoakmounTe OAMH KOHEIl YETBEPTOro CETEBOro KaGens K KOHTPOJIbHOMY
nopty B cereBoro orBeTBuTE NS, 2 APYTOH — K APYTOMY CETEBOMY Q/[allTEPy HA
KOMIIbIOTEPE, BLITOIHAIOIEM POJIb aHATM3ATOPA MAKETOB.

B uTore HearpernpoBaHHbII C€TEBOI OTBETBUTED O/HKEH ObITh MOAKIIOUYEH K
CEeTH TaK, KaK II0Ka3aHo Ha puc. 2.9.

Komnblotep HearpernpoBanHbli CeTeBOR
OTBETBHUTEND

Mapwpym3atop

Ananu3arop naketos

Puc. 2.9. lNprmeHerre HearpernposaHHOro ceTesoro
oTBeTBUTENs 417 NepexBaTa CeTeBoro Tpagmka

IMpuBeseHHbIE BbILIE MPUMEPDI MOTYT HAaBECTH HA MBICJIb, YTO C MOMOIIBIO Ce-
TEBOTO OTBETBUTES MOXHO KOHTPOJMPOBATh TOJbKO OAHO ycTpoicTso. Ho Ha
€aMOM JieJie KOHTPOJIMPOBATb MOXXHO MHOTHE YCTPOMCTBA, NPOSIBUB TBOPYECKHA
MOAXOJ K Pa3MeIeHHIO ceTeBoro oTseTsuTeNs. Tak, ecim TpebyeTcs: MOTHOCTHIO
KOHTPOJINPOBATh OOMEH JIaHHBIMH MEX/TY LIeJIbIM CErMEHTOM ceTu U IHTEepHETOM,
CeTEeBOM OTBETBUTEIb MOXHO YCTAHOBUTD MEXy KOMMYTaTOPOM, K KOTOPOMY NIOA-
KJIIOYEHbI BC€ OCTAIbHbIE YCTPOMCTBA, U MAPUIPYTU3ATOPOM BOCXOASMIETO MOTOKA
AaHHBIX B ceTH. Takoe pacrosioxxeHue B Y3KOM MECTE CETH MO3BOJSAET COGUpATD
TpebGylomuiics ceTeBoii Tpaguk. [Togo6Has cTparerus o6bIYHO NPHMEHSETCS NPU
TeKylleM KOHTPOJIE CeTeBOH 6€30MacHOCTH.

Bb|60p ceTeBoro ortsereutrena

Kakoii xe Tun cereporo orsersuress dydme? Kak npasBuio, npeanoyreHue
CJIelyeT OTAABaTh arpPErMPOBAHHBIM CETEBbIM OTBETBUTEJAM, TIOCKOJIbKY Il HUX
TpebyeTcs MeHblle KabeIbHOM Pa3BOJKU U HE HYXHO YCTAaHaBJIMBATD JBA CETEBBIX
ajfanTepa Ha KOMNbIOTEPe aHaiu3aTopa naketos. Ho eciu Tpe6Gyercs nepexsarbi-
BaTh GOJIbLIME OOBEMBI CETEBOTO TPA(UK MM KOHTPOJIMPOBATh TPApHUK, IPOXOAs-
M1 TOJIBKO B OJTHOM HAINpPaBJI€HMH, TO JIyyllle BbIOPAaTh HEarperMpOBaHHbBIN ceTe-
BOH OTBETBUTEIb.

Mopkniouenue k cetn 57



Tigm: @it_boooks

[Ipuo6pecTn MOXHO CeTEBbIE OTBETBUTENH BCEX PA3MEPOB: OT MPOCTBIX OTBET-
Buteieil cetu Ethernet 3a 150 1o/u1. 10 ONTOBOJNIOKOHHBIX OTBETBUTE/IEM KOpPNOpa-
THUBHOTO YPOBHS, LI€eHa KOTOPBIX 0O003HA4YaeTCs MeCTU3HAYHbIMK Huppamu. Mue
JIMYHO NMPUXOAMIOCH MONb30BATLCSI CETEBLIMU OTBETBUTENAMU KOPIOPATUBHOTO
ypoBHs oT komnanuii Ixia (6siBmeit Net Optics), Dualcomm u Fluke Networks, n
s1 GbUI UMU OYEHDb JOBOJIEH, XOTS UMEETCSI MHOTO JPYIrHX 3aMevYaTeJbHbIX CETEBBIX
otBerBuTeneil. Ecam Bl npeanonaraete npuMeHATb CETEBON OTBETBUTEND HA KOP-
IIOPAaTUBHOM YPOBHE, yO€/IMTECH B JOCTATOYHOM €ro 0TKa30yCTOMYUBOCTH. ITO 03-
HAYaeT, YTO €CJIU CETEeBOM OTBETBUTE/Ib HEBEPHO (PYHKIIMOHUPYET WM BBIXOAUT U3
CTpPOS, TO OH JOJDKEH BCE PABHO MPOIMYCKATh [IAKEThl, HE HAPYIIasi CBA3HOCTb CETH
Ha ee OTBETBJISIE€MOM Y4aCTKe.

3apaxeHue ARP-kewa

K yuciry Han6osiee npeinoynTacMbIX MHOIO METO/JIMK NI€PeXBaTa CETEBOro Tpa-
¢puxa oTHocuTcs 3apaxenue ARP-kema. Bonee noapo6Ho cerepoii nporokon ARP
Gyaet paccMaTpuBaThCs B miaBe 7, “TIpOTOKOJIBI ceTeBOro ypoBHs”, a 31€Ch IPHBO-
AUTCS JIMUb KPATKOE €ro OllMCcaHue, Heo6XOIUMOeE /U IOHUMAHHUs OCOGEHHOCTEH
AAHHON METOAUKH.

ARP-npouecc

Kak ynomunanocs B mase 1, “AHanu3 nakeToB M OCHOBbI OPraHU3alMK CeTeH”,
B Mogesu OSI agpecanus MakeToOB MOXET OCYIECTBAATbCA Ha ABYX YPOBHAX — BTO-
POoM M TpeTbeM. Afipeca BToporo ypoBHs uau MAC-aspeca npuMeHSIOTCA BMECTE C
BBIOPAHHON BaMM CUCTEMOM aJipecalliv TPEThEro YypoBHs. B naHHOM KHUre cucTe-
Ma aJipecalliy TPETbEro ypoBHA 0603HavYaeTCs Kak cucmema IP-adpecayuu B COOTBET-
CTBUH C IPUHATOH B IaHHOM OTPAC/IM CTAHAAPTHON TEPMUHONOTHEH.

Bce ycTpoiicTsa B ceTn cBsi3biBaloTCA BMecTe no IP-aapecam nHa Tpetbem ypos-
He Moaenu OSI. A NOoCKOJIbKy KOMMYTaTOpbI I€HCTBYIOT HA BTOPOM YPOBHE JaHHOM
MOJEIN, TO OHU OCBEAOMJIEHBbI TONbKO 0 MAC-aapecax Broporo yposua. Cnenoba-
TEJIbHO, JUIS1 OOMeHa MaKeTaMH1 MeXay co60# ycTpOHCTBA JOKHDBI BKJIIOYATh B HUX
uHpopmanmo o MAC-aapecax. Ecim sxe MAC-azpec Heu3BecTeH, OH JIOJKEH GbITh
nojydeH u3 uapectHoro IP-agpeca Tperbero yposHs, 4To6bl MOXHO GbUIO NMEPECHI-
JIaTh ceTeBOi Tpad Uk COOTBETCTBYIOUIEMY YcTpoicTsy. M Takoit npouecc npeo6pa-
30BaHHUSA aAPECOB BBIMOJHAETCA C 1IOMOIIbIO ceTeBoro nporokosaa ARP Ha sTopom
ypoBHe mozean OSI.

Jl1st KOMIIBIOTEPOB, NOAKIIOYeHHBIX K ceTAM Ethernet, ARP-nponecc HaunHaeT-
Csl B TOT MOMEHT, KOI/la OJHOMY KOMIIBIOTEPY TpebyeTcsa cBA3aThCA ¢ ApyruM. CHa-
Yajia nepeiaoluii KoMneloTep NposepsieT cBoi ARP-ken, 4TO6bI BBIACHUTD, UMe-
erca au B HeM yxxe MAC-anpec, casanHblit ¢ IP-anpecom koMnbloTepa-nosyyarens.
Ecan Takoii agpec otcyTcTByeT, nepeaaiomuii komnelotep nocbiaet ARP-3anpoc
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o wHpoKosewmarenabHoMmy aapecy ££: ££:££:££: £ : £ kaHanbHOrO YPOBHS, B KOTO-
poM ykasbibaeT IP-afpec nonyuaTens, kak NOACHANOCH B raBe 1, “Anann3 nakeTos
M OCHOBBI OpraHu3anuu ceteit”. PopMupyeMplii B UTOre WHPOKOBEUATENbHbBIN
MaKeT NPUHMMAETCSl BCEMHU KOMMbIOTEPAMH B JAHHOM KOHKPETHOM CETMEHTE CETH
Ethernet. ITo cymecTsy, 3TOT NakeT coaepxut Takoi 3anpoc: “Kakoit MAC-aapec
HMMeeT KOMINbIOTep ¢ yka3aHHbIM IP-anpecom?” A

Te ycTpoiicTBa, KOTOpblE HE COOTBETCTBYIOT YKa3aHHOMY B 3anpoce IP-aapecy
noJy4yaresis, MPOCTO UrHOpUpYIOT AaHHbIi ARP-3anpoc. A xomnbiorep, IP-agpec
KOTOPOTO COBMaJ € yka3aHHbIM B ARP-3anpoce, popmupyet orseTHbiit ARP-naker,
B KOTOPOM YKa3blBaeT CBOM MAC-agpec. Takum 06pa3oM, UCXOAHBIH NepeAAIOWMI
KOMIIBIOTEp MoJy4aeT HH(popManmio o6 ajpecany KaHaJIbHOTO yPOBHSI, KOTOpas
TpeGyeTcsa eMy /Ul CBA3BIBAHUA C yAaJIeHHbIM KoMnbloTepoM. U 3Ty nngopmaumio
OH coxpansieT B cBoeM ARP-kele 17151 6bICTPOro ee U3BIEUEHUA.

MpuHumn geicreus sapaxenus ARP-kewa

3apaxcenue ARP-«xewa, nHoOTAa ele HazbiBaeMoe ARP-nodmenol, ABAAETCA ycOBEP-
IEHCTBOBAHHOM (POPMOIA MOAKIIOUEHHUS K KOMMYTUPYEMOM CETH C LIEJbIO €€ MPO-
cnymmnBanus. [IpuHnmn ero aeiicTBUs COCTOUT B TOM, YTo6bI nocbu1aTh ARP-c006-
IeHUs KOMMYyTaTOpy Win MapupyTtusatopy cety Ethernet ¢ noqnenbnbiMu MAC-a-
ApecaMu (BTOpPOro ypOBHSA) VIS NepexBaTa CETeBOro TpagukKa Apyroro KOMIbloTe-
Pa, KaK HaIsHO MOKa3aHo Ha puc. 2.10.

06bluHan (xema ceTegoro Tpauka 3apaxenue ARP-kewa
Lienesoit Lienesoii
KoMnbioTep KoMMbioTep

Mapwpyu3atop Kommyrarop ~ Mapuipytu3atop

AHanu3atop naketos Ananu3arop naketos

Puc. 2.10. 3apaxenne ARP-kewa no3sonser nepexsarsisars ceTesos Tpadmk
LeneBoro KOMnbLIOTEPa

Takas MeToAMKa OGBIYHO NPUMEHSAETCS aTAKYIOUMMH 3/I0yMbIIUIEHHUKAMH JUIS
MNOCBUIKH JIOXHO a/[pECyeMbIX NaKETOB KJIMEHTCKUM CCTEMAM, YTOObI IEPEXBATHTD
onpeesIeHHbII ceTeBOoil TpadHK WK BbI3BATh aTAKy THIA OTKAa3a B 0OCTyXXUBaHUHU
(DoS) Ha ueneBoii komnbiotrep. Ho 1aHHYI0 METOAMKY MOKHO IPUMEHSATD U BIIOJIHE
3aKOHHO /ISl I€PEeXBaTa NaKeTOB LeJIEBOro KOMNbIOTEPa B KOMMYTUPYEMOM CETH.
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Npumenenune Cain & Abel

ITpesxxpe yeM nbITaTbesi NpUMEHUTDH 3apaxkeHne ARP-kema, cieayer npuoGpe-
CTM HEOOXOAUMbIE MHCTPYMEHTAIbHbIE CPEACTBA U COGPATh HEKOTOPYIO MHOP-
Mauuo. B nensax neMoHcTpauMM JaHHOW METOJMKH BOCIOJB3YEMCH PacnpoCTpa-
HEHHDbIM UHCTPYMEHTAIbHBIM CpeicTBoM 3amuThbl Cain & Abel ot koMnanum oxid.
it (http://www.oxid.it/), koTOpoe NOAAEPXKHUBAET ONEPALUOHHBIE CHCTEMbI
Windows. 3arpyaure U yCTaHOBUTE 3TO MHCTPYMEHTAJILHOE CPEACTBO, CICAYS HH-
CTPYKIMAM Ha Be6-caliTe 10 yKa3aHHOMY BbILIE aJpecy.

ITpu nonvimue 3azpysumv uncmpymenmanvnoe cpedcmeo Cain & Abel, ge-
posammnee cezo, anmusupycnHaa npozpamma uiu bpaysep ommemum ezo Kax
an08pedroe npozpammmoe obecneuenue Ul “XaKePCKoe UHCMPYMEHMALLHOE
cpedcmso”. Ono deticmeumessno HAXoOUM camoe Pasnoe npumenenue, 6KA0-
uan u anonamepennoe. Ho dra paccmampueaemvix 3oecy yereii ono e nped-
CMAgAfEMm HUKAKOU Y2po3bL 6auLelt cucmeme.

[Ipexae yem BocnonbzoBatbesa Cain & Abel, Bam npugeTcs cobpaTh onpeaeeH-
Hyl0 uHpopManuio, BKkmoydasn IP-azpec Bameii aHau3upyomeil NakeTbl CUCTEMBI,
YAQIEHHOM CHCTEMbBI, OTKy/a Bbl XOTeJM Gbl MepexXBaThIBaTh CETEBOM TpadHK, a
TaK)Xe MapIIPyTU3aTOpa, OT KOTOPOTO yAaJeHHas CUCTEMA NOJTy4aeT HUCXOAAIUI
MOTOK JJAHHBIX.

OtkpsiB Cain & Abel B nepBblIii pa3, Bbl 3aMeTHTE PAJ BKIAJOK Y BEPXHETO Kpast
IaBHOTO OKHa. Beab 3apaxxenue ARP-kema — 3710 b ofHa M3 QYHKIMOHAIBHBIX
BoamoxkHocTel Cain & Abel. /Ina paccmMaTprBaeMbIX 31ech 1ie1eii BbIGepuTe BKIaI-
xy Sniffer (Ananmsarop nakeros). IllleskHyB Ha 3TON BKJIaKe, BbI JOJDKHBI YBUAETD
mycTyio Tabauy (puc. 2.11).

YTo6bI 3aMOMTHUTE 3Ty Ta6IHUILy, BaM NPUAETCH aKTHBU3UPOBATh BCTPOECHHBIH B
Cain & Abel ananmM3aTop MakeToB ¥ MPOCKaHMPOBATh XOCThI B cBoei cetu. C 3Toii
LI€JIbIO BBIMOJHUTE CJIEAYIOIYE AeHCTBUA.

1. IllenkauTe Ha BTOPO¥ CJleBa MMKTOrPaMMe € U306paXKeHHEM CETEBOTO ajail-
Tepa Ha NaHEe/IM MHCTPYMEHTOB.

2. Bam 6yaet npeaioxeHo BbIGpaTh MHTEp(eiic 11l aHaIn3a nakeTos. BoiGe-
pute uHTepdeic, NOAKIIOUEHHBbIH K TOI ceTH, rae Bbl GyAeTe BBIMOJHSITH
sapaxenue ARP-xema. Eciu 3To Bamia neppasi NONBITKA BOCIIO/Ib30BAThCS
cpeacrsamu Cain & Abel, BpiGepuTe 3TOT HHTEpdENC U IEJKHHUTE HA KHOTI-
ke OK. A ecm Bb1 BeIGUpanu unTepdeiic B Cain & Abel npexae, To pesyns
TaT Ballero BbI6opa 6bL1 COXpaHEH, W BaM HY)XXHO JIMIIb IIEJKHYTh HAa IHK-
TOTpPaMMe C M306paXXEHHUEM CETEBOTO JaNTepa ellie pa3, 4TOOhI BBIOPATDH
noaxoaamui uaTepdeiic. (Yéeaurech, 4To KHOMKA € 3TOI MUKTOrPaMMOM
HaXOAUTCS B HAXATOM COCTOSIHMM, YTOOBI aKTMBU3MPOBATh BCTPOEHHBII B
Cain & Abel anaiusaTop nakeros.)
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E File View Configure Tools Help

(OB OMmBWGE |+ BRI NMEBEaE@32 0 ? i
L«Z. Decoders l‘! Network Iﬂ Sniffer 1,/ Cracker !Q Traceroute [!Q! oy ]‘Q Wireless li‘!) Query ]
{ Paddress | MAC address | OUl fingerprint | Host name f8.{8.]88 G [mofmifmsf

|8 Hosts [ 4PR [ Routing [§\ Passwords | VolP |

https/ fovwew.oxid.it

Puc. 2.11. Bknaaka Sniffer e rnasHom okre Cain & Abel

3. YT06BI COCTABUTH CNUCOK XOCTOB, UMEIOIUXCA B BallE CETH, LIEJIKHUTE Ha
KHOIIKe co 3HakoM “mmoc” (+). OTkpoercsa auarorosoe okHo MAC Address
Scanner (Cxanep MAC-agpecoB), kak nokasaHo Ha puc. 2.12. B sTom okne
no/keH GbITh BEIOpaH nepekmodartens All hosts in my subnet (Bce xoctsi B
HOJICETH), TGO BbI MOXETE yKa3aTh AUANa30H aapecos. llleskHuTe Ha KHON-
ke OK, 4TOGBI IPOXO/KUTD JaIblie.

| MAC Address Scanner X
Target

" Range

Promiscuous-Mode Scanner
I ARP Test (Broadcast 31-bit)
"~ ARP Test (Broadoast 16-bit)
" ARP Test (Broadcast 8-bit)
ARP Test [Group bit)
ARP Test [Multicast group 0)
~ ARP Test (Multicast group 1]
" ARP Test [Multicast group 3)
~ All Tests

e o e

—

Puc. 2.12. Ckanmposanme MAC-aanpecos cpeactsamm
Cain & Abel pns o6Hapyxenus ysnos cetn
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Hexkotopsie nonssoparenu Windows 10 xaryiorca, uro Cain & Abel He B cocto-

siHUM onpeaeauTs IP-anpec ux ceTeBbIx MHTEPdENHCOB, YTO NPENATCTBYET 3aBEplie-

HHIO laHHOTO Tnporecca. Eciu nogo6Hoe 3aTpyiHeHre BOZHUKHET U Y Bac, TO NIPH

HACTpOiike CBOMX ceTeBbIX MHTeP(dEHCcoB Bbl OOHapyxuTe, uTo uX IP-azxpec pasen

0.0.0.0. YToGB! BLINTH M3 3TOrO 3aTPYAHEHHUS, BIITOJIHUTE CIEAYIONIHE AEUCTBUA.

1. Eciu uHcTpyMeHTanbHOE cpeacto Cain & Abel oTkpbiTo, 3akpoiite ero.

2. Beeaure ncpa.cpl B CTPOKe MOMCKA Ha pabodyeM CTOJIE ONEePalMOHHOM CH-
creMbl, 94TOGBI OTKpBITH Auatorosoe okHo Network Connections (Ceresbie
MOJKIIOYEHUST ).

3. llenkHuTE CHavyala NMPaBOM KHOIMKON MbIIIM Ha CETEBOM MHTepdeiice, u3
KOTOPOTO Bbl COOMPAETECh BLINOJIHATL AHAIU3 MAKETOB, a 3aTE€M HAa KHOMKE
Properties (CoiicTsa).

4. JBaxapl menxHuTe Ha onuuu Internet Protocol Version 4 (TCP/IPv4).
5. Ilenkuure Ha kHonke Advanced (JononHurenbHo) U BbiGepuTe Brutaaky DNS.

6. Ycranosure ¢paaxok psgom ¢ merkoit Use this connection’s DNS suffix in
DNS registration (Mcnoab3obats DNS-cypdukc m1a nognoyeHus npu pe-
ructpauuu B DNS), 4To6bI aKTMBU3UPOBATh COOTBETCTBYIOIUH PEXUM.

7. Ilenkuure Ha kHornke OK, 9TOGBI BBIATH U3 OTKPBITBIX AUATOTOBBIX OKOH, @
3arem nepe3sanycrure Cain & Abel.

B utore Ttabsmua JOKHA 3aMOTHUTHCSA CIIMCKOM BCEX XOCTOB, MOAKIIOUEHHBIX
K Bameit cet, Hapaay ¢ ux MAC-aapecamu, IP-agpecamMu v CBEA€HUSAAMH O IPOU3BO-
autensax. IMeHHO ¢ 3THM CIMCKOM BaM NPUAETCA paboTaTh NPU HaCTPOMKE 3apa-
xxeHusa ARP-kema.

Y HmxkHero kpas pa6odero okHa Cain & Abel go/mkeH NOABUTBCA Pl BKIAJOK
JUlsl TIepexXoja B Apyrue okHa moj 3aronoskom Sniffer. Mrak, cocraBup cnucok xo-
CTOB, ntepeiiaure Ha BIaaky APR, 4To6bI npucTynuTh K paGoTe o METOAUKE 3apa-
skeHust ARP-kema B COOTBETCTBYIOIIEM JUATTOTOBOM OKHE.

B otkpeiBmemMcst aunatoropom okhe APR mosBarcsa ase myctble Tabauubl. 1o
OKOHYaHUHU NIPHUBE/EHHbIX HHUXKE AEUCTBUM 110 HACTPOUKE B BEPXHEN TabJIMIE TTOS-
BATCSA yCTPOMCTBA, 3aJcACTBOBAHHbIE B 3aPAXEHUHA ARP-keuia, a B HUKHeH Ta6an-
1€ — BeCb OOMEH JaHHBIMU MEX /Y 3apaX€HHbIMH BAMU MalIMHAMH.

YTo6b1 HacTpouTh 3apakeHne ARP-kema, BbINoHUTE Ciaeaylomue AEHCTBUA.

1. IleskHUTE CHAaYaIa HA ITyCTOM YYacTKE B BEPXHEH 4acTH 3KpaHa, a 3aTeM Ha
KHOIIKE CO 3HaKOM “Iunioc” (+) cTaHIapTHOM maHesu MHCTpyMeHToB Cain & Abel.

2. B oTkpbIBIIEMCS OKHE TOABATCSA JBe MaHeau BbiGopa. CieBa Bbl yBUAMUTE
CIIMCOK BCEX XOCTOB, MMEIOIMXCsA B Bamed cetu. Ecau Bl menkHere Ha
IP-axpece neneBoro KOMNbIOTEPa, TO B MaHEIH CIpaBa MOABUTCSA CIUCOK
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BCEX XOCTOB B BallleH CeTH, KpoMme xocTa, umeiomero IP-axpec nenesoro
KOMIIbIOTEpa.

3. lllenkHuTe CHayala B NPaBOii NMaHeJW Ha IP-axpece mMapmpyrusaropa, He-
NOCPEJACTBEHHO HANpPaBJISIOUIET0 MOTOK JAHHBIX, UCXOSINUNA U3 1EJIE€BOTO
xommnbioTepa (puc. 2.13), a 3atem nHa kHonke OK. B nrore IP-agpeca oGoux
YCTPOMCTB AOJDKHBI MOABUTLCSA B BEPXHEH Tab/IHMIIe B MIABHOM OKHE IMPHKJIAL-
HOU NMPOTPaMMBL.

4. Yro6bl 3aBEpIINTD NIPOIIECC, IEJIKHITE Ha Y€PHO-KEITOM 3HAKE paiHaliH,
YTO Ha CTAaHJAPTHOMW MaHeJIM MHCTPYMEHTOB. JTO NPHUBEAET K aKTUBU3ALNH
cpeacts Cain & Abel ans 3apaxenus ARP-kema u no3BosmT Bawei aHam-
3UpPYyIOIIEN NAaKETbl CHCTEME CTATh MOCPEAHUKOM BO BCEX OOMEHAX JAHHbIMU
MEXy LeIeBON CUCTEMON U MapLIPYTHU3aTOPOM BOCXO/AUIETO ITIOTOKA.

X

New ARP Poison Routing

WARNING 111

IAPR enables you to hijack |P traffic between the selected host on the left list and all selected hosts on the right list in both
{directions. If a selected host has routing capabilities 'WAN traffic will be intercepted as well. Please note that since your
{machine has not the same performance of a router pou could cause DoS if you set APR between your Default Gateway and
|all other hosts on your LAN,

[Hostname — ~ [IP address | MAC | Hostname A
172.16.16.143 4CE0DEB00094
172.16.16.142 7831C1CBB256
17216.16.135 40430FDFADSS
172.16.16.141 C4B301BCI563
7 0025B3BEB254
000420F2C0B5
AL

161

16.16.2 100378537
189C5087
ACCF5C78

16.16.148
16.16.141

16.16.135
16.16.142 7831C1CBB256 172,11 "
72.16.16.143 4CEODEB00094 v X

Puc. 2.13. Buibop ycTposicTs, ans koTopbix Tpebyercs aKTMBM3NPOBATH
sapaxenune ARP-kewa

Tenepsb BbI cMOXETE 3aMyCTUTD CBOM AHAIM3ATOP AKETOB U NPUCTYIUTD K MPO-
LeCCy UX aHaIN3a. 3aBEPUIMB N€PEXBAT CETEBOrO TpaduKa, IEJKHUTE elle pa3 Ha
YEPHO-KEITOM 3HAKE PaJMallii, YTOObI MPEKPATUTD 3apaxkeHrne ARP-kea.

MNpeaynpexpaexune o sapaxennn ARP-kewa

B kauecTse 3aKII0UMTEILHOTO 3aMeYaHHs 110 MOBOAY 3apaxceHuss ARP-kema
XO4YETCsl CKa3aTh, YTO Bbl JODKHBI y4YUTHIBATh Ha3HAUCHHUE TE€X CHUCTEM, IS KOTO-
PBIX peanusyeTcs JaHHbIA npouecc. JlaHHYI0 METOAMKY He CIeAyeT, B YaCTHOCTH,
HOPHUMEHSITD Ul YCTPOUCTB C OYE€Hb BbICOKOH CTEMEHBIO MCNOJIb30BAaHUA B CETH.
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[Tpumepom ToMy CIyXHUT (aiIoBbIi cepBep, MMEIOUMI KaHal CBA3H C CETbIO Ha
ckopoctu 1 I'6MT/C, 0COGEHHO KOIZla CMCTEMa aHAIN3a MAaKETOB MOAKIIOYEHA Ha
CKOpocTH Tosbko 100 M6uT/c.

Koraa cereBoii Tpaduk nepeHanpap/iseTcs Mo METOJAMKE, NPEACTABICHHOM B
JAQHHOM mpHMepe, BeCh TpaMK, NnepeJaBaeMblii U NOJyYaeMblil LIEJE€BOM cUCTe-
MOIi, JO/DKEH CHAYaIa MPOMTH Yepe3 CUCTEMY AHAIN32 [TAKETOB, a CJIEA0BATENbHO,
OHa CTaHeT Y3KMM MECTOM B Npolecce o6MeHa AaHHbIMU. Takas nepemapupyTu3sa-
LM MOXET UMeTb 3(PQEKT BpoAe OTKa3a B 0OCTyKMBAaHHHM Ha aHAIU3UPYEMOH Ma-
IIHHE, YTO B KOHEYHOM CYeTe NMPUBEJET K CHHXKEHHUIO IIPOU3BOAUTENLHOCTH CETH
¥ MOJIYYEHMIO JIOKHBIX AaHHBIX aHanu3a. [leperpyska no Tpaduky MoXeT Takxke
BOCHPENATCTBOBATh HOPMaJILHOMY OOMEHY JaHHBIMHU 110 CETEBOMY NMPOTOKOIy SSL.

Gmobv. ucKAIOMUMS NPOXONCIeHUE BCE20 CeMesozo mpadura uepes eauty cu-
CMEMY AHAAUIA NAKEMOS, BOCTIOAB3YUMECS MAKUM CHEOCMEOM, KAK ACUMME-
mpuunas mapupymusayus. Iloopobree ¢ Mol MemoOUK0U MONHO 03HAKO-
mumuca @ pasoene APR pyxosodcmea nosvsosamens Cain & Abel (http://
www.oxid.it/ca_um/topics/apr.htm).

AHanus nakeToB B MOPLUPYTU3UPYEMOM cpeae

Bce METOAMKH MOAKJIIOYEHUSA K KOMMYTHPYEMBIM CETSM AOCTYIHBI M U1 Mapli-
pyTuaupyemsix ceTeid. /i paGoThl B MApUIPYTH3MPYEMBIX CpPeAax cCJaeayeT JHIlb
o6pamarth 0co60e BHUMaHHE Ha MECTOMNOJIOKEHHE AHAIM3ATOPa IAKETOB, KOTAa
YCTPAHSIOTCA HEMOJIAAKH, OXBAaThIBAIOIYE HECKOJIBKO CETMEHTOB CETH.

Kak BaM 10/KHO OBITb yXe M3BECTHO, IIMPOKOBEIATEIbHBIA JOMEH Lie€BO-
ro yCTPOMCTBA MPOCTHPAETCA BILUIOTH A0 MapIIPYTH3aTOpa, Ile CeTeBOH TpaduK
nepefaeTcs CJAEAyIOUEeMy MapIIPyTH3aTOpy Bocxoasmero noroka. Ecam naHubie
AOJDKHBI IPOXOAUTD HECKOJILKO MapUIPYTH3aTOPOB, TO OYE€Hb BAXHO aHAIW3UPO-
BaTh CETEBOI TPadUK CO BCEX CTOPOH MaplIPyTH3aTOpa.

B kauecTBe npuMepa pacCMOTPHM 3aTPyAHEHHE, KOTOPOE MOXET BO3HUKHYTb B
CETH C HECKOJIBKUMH CETMEHTAMH, COEJUHEHHBIMU Yepe3 psll MaplipyTU3aTOPOB.
B Takoii ceTr KaXAblil CETMEHT CBA3BIBAETCS C BOCXOAAIIMM CETMEHTOM VIS COXPa-
HEHMs U U3BJICYCHUs JAHHBIX. 3aTPyAHEHHE, KOTOPOE MbI MBITAEMCS Pa3pelMTD,
COCTOMT B TOM, YTO HUCXOAALIAsA NMOAceTh (T.e. ceTb I' Ha puc. 2.14) He MOXeT CBs-
3aTbCsl HU C OJHUM M3 YCTPOWMCTB B CETH A.

Ecaun npoanammsuposath TpaduK ycTpoHCcTBa B ceTH [, McnbIThIBaIOWErO TPYA-
HOCTH CBSI3bIBAHHA C YCTPOMCTBAMM B JPYrHX CETSX, MOXXHO SIBHO OGHApPYXWTb
AaHHbBIE, MI€pelaBacMble B APYTOM CErMEHT CETH, HO HE OOHAPYKUTb JaHHbIE, MO-
cTynaiomue o6patHo. Ec/im xe M3MEHHTD N0OJI0XKEHHE aHATU3ATOPA NAKETOB M NPHU-
CTYNHTb K aHAIM3Y CETEBOro Tpaduka B CIEAYIOUIEM BOCXOAAIEM CETMEHTE CETH
(T.e. B ceTn B), TO MOXXHO OGHApPYXHTb, YTO ceTeBOH TpadHK NMponyckaeTcsa UIK
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HEBEPHO HAINPABJIAETCA MapuIpyTU3aTOpoM ceTu b. B koneunoM utore s3To npuse-
A€T K npobyieMe HaCTPOMKH MapuIpyTU3aTOPa, pa3pelliiB KOTOPYIO MOXHO pa3pe-
WUTh U 6osiee KpynHyio auaemmy. M xoTsa paccMaTpuBaeMslii 3€Ch CTydaid BbIIVIs-
ZUT HECKOJIBKO OGIMM, U3 HETO MOXXHO CJIE/IaTh CIEYIOIUI BaXXHbIH BHIBOJ: KOT/A
NPUXOAUTCSA UMETD €0 C HECKOJbKUMHU MapUIPyTU3aTOPAMU U CETEBbIMH CETMEH-
TaMH, aHAIM3ATOP MAKETOB MPUAETCSA YCTAaHABIUBATb B PA3HBIX MECTAX CETH, YTO-
6bl MOJIy4UThb MOJIHYIO KAPTUHY MPOUCXOAALIErO ¥ TOYHO ONPEAETHTh BO3HUKILIEE
B Heli 3aTPyAHEHUE.

Ce[

Puc. 2.14. Komneiotep B cetn [ He MoxeT cBS3aTLCA C KOMNbIOTEPAMM B cETH A

KAPTbI CETHU

OGCY)KAa‘iI pacrnoAoXeHne aHaAM3aTopa nakeToB B CETU, Mbl MCCAECAOBAAN HECKOABKO
TdK HA3bIBAEMbIX KapT CeTH. Kapra, UAU CXema, CETU NOKa3biBaET BCE TeXHUYeCKue pe-
CypCbl B CETU U NOPAAOK UX COEAUHEHNS.

Y1060 ONPEeAEAUTb MECTO AASl PACMNOAOXEHUA daHAAM3aTOpa MaKeToB B CETH, Ay4lle
BCEro NPEeACTaBuTb €€ HarAsAHO. Ecan Y BaC MMEETCHA KapTa CETU, ACPXUTE ee MNOA p)/KOﬁ,
MOCKOAbKY OHa AIBAAETCH BECbMa LUEHHbIM PECYPCOM AAA NpouecCa AMAarHOCTUKU U aHAAU-
3a. AASl 3TOr0 BaM, BO3MOXHO AdXe, NPUAETCH COCTABUTL ﬂOApO6HYIO KapTty CBOEN CeTn.
HOMHMTQ, 4YTO MHOTAQ NMOAOBUHY AeAa B YCTPAHEHUM HeMCﬂpaBHOCTeﬁ obecneunBaet C60p
HAAAEXALNX AdHHbIX.
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Pasmeu.q.el-me aHANM3aTopa NaKeToB Ha NPAaKTUuKe

MBI paccMOTpeaH YeThipe Cnocoba nepexsaTa CETEBOro Tpaguka B KOMMYTH-
pyeMoii cpeae. K HUM MOXHO 106aBUTDH €lle OJMH, ISl YETO JOCTATOYHO PaccMo-
TPEThb YCTAHOBKY NPIIOKEHHS U1l aHATIN3a NAKETOB HA OJHOM YCTPOMCTBE, U3 KO-
TOpOro TpebyeTcs mepexBaThlBaTh CETEBOH TpaduK (Takasi METOAMKA HA3bIBACTCs
npamoti yemanoexoii). U3 3TUX NATH CNIOCOGOB HE TAaK-TO 1IPOCTO BbIGpaTh Haubosee
noaxoxsamuii. [Toaromy B Ta6s1. 2.2 cBeIEHBI OCHOBHBIE IOJIOKEHUS MO KAKAOMY
€1oco6y ¥ COOTBETCTBYIOLIEH METOIMKE aHAIM3A IIAKETOB.

HccaeaoBaTeisam MakeToB HEOGXOAUMO AEHCTBOBATh KaK MOXHO 60JI€€ CKPBIT-
HO. B uaeasbHOM ciydae TpeGylolMecs JaHHbIE CJEyeT cOGUPaTh, HE OCTABIIAs
cienos. [TogoGHO ToMY, KaK cJIe0BATENU-KPUMUHATUCTBI HE JOJDKHBI IOPTUTH Me-
CTO NMPECTYIUICHUS, TAK U AHATUTHUKAM MAKETOB HE CJIedyeT NOPTUTh EPEeXBAThIBA-
eMblii ceTeBoi TpadHuK.

Tabnunya 2.2. OcHOBHbIE NONOXEHUS NO AHANU3Y NAKETOB B KOMMYTUPYEMOW cpeae

Meroauka OcHOBHbIE NOAOXKEHUS

3epkansHoe ¢ He octaenser cnegpl 1 He GOPMUPYET AONONHUTENbHBIE NAKETHI
otobpaxenne o  MOXHO HOCTPOMTL, He OTKIIOUASA KAMEHTA OT CETH, YTO YAOBHO NpM 3epKanLHOM
nopros 0TO6PaXeHUH NOPTOB MAPLIPYTU3ATOPA MNK CEpPBepPa
* 3apeicTByeT pecypchl KOMMYTATOPQ ANs Lenei obpaboTkm n MoxeT BbiTb Henpu-
€MNEeMO NPH BLICOKOM Tpaduke

Mepexsar * [loaxomuTt B Tex cny4asx, KOrAa XOCT MOXHO 6e360ne3HEHHO OTKIIOYUT OT CETH
naketos 4epe3 ¢ He naet xenaemoro adbdekra, koraa Tpebyercs nepexsaTnTh ceTeBon TpAdUK 13
KOHUEHTPaTop HECKONbKMX XOCTOB, MOCKOMLKY B 3TOM Cy4ae BNOHE BO3MOXHEI KOMIU3UM M MO-
Tepsi MaKeTos
* MoxeT Np1BecTH K NoTepe NAKEeTOB B COBPEMEHHBIX XOCTAX, paboTalowmx Ha
ckopoctn 100-1000 M6ur/c, nockonsky BOmbIMHCTBO HACTOSLMX KOHUEHTPA-
Topos pabortaioT Ha ckopocTn nuwb 10 Mbur/c

MpumeHenne *  MaeansHo NOAXOAMT B TOM CNyHae, ECANU XOCT MOXHO Be3bone3HeHHO OTKNIOYMTL
ceTeBoro OT cemm
oreeTemTens ¢ EQMHCTBEHHOS BO3MOXHOCTL, KOrAa TpebyeTcs NPOAHANM3MPOBATL CeTeBoN Tpa-
$H1K NO ONTOBONOKOHHOMY COEAUHEHUIO
¢ Haubonee npeanouturensHoe peweHue ang NepexsaTta NAKETOB M HENPEPHIBHOTO
KOHTPONA CeTH B KOPNOPATMBHON Cpeae, NOCKONbKY CeTeBbie OTBETBUTENMU BECbMA
HOfIEXHE M [ONYCKAIOT HOPAIMBAHWE 4O MACWTABOB KAHANOB CBA3U C BLICOKOM
NPONYCKHOM CMOCOBHOCTbIO
¢ CerteBsle OTBETBUTENM NPEAHT3HAYEHBI AN PELIEHWS HACYLHBIX 30404 U BNONHE
COOTBETCTBYIOT YPOBHSM CKOPOCTEH B COBPEMEHHBIX CETAX, YTO BLIFOAHO OTNMYaeT
AAHHYIO METOAMKY OT NepexBaTa NAKEeTOB Yepe3 KOHUEHTPaTop
*  MoxeT o6oiTCh Hepelweso, 0cOBEHHO B KPyNHbIX MacwTabax, a cneposatens-
HO, NPUMEHATL AAHHYIO METOANKY HEBBIFOAHO
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Oxonuanue mabn. 2.2

Meroanka OcHosHsle nonoxexus

3apaxenne *  Cumraercs BeCbMQ HECTABMBLHOM METOAMKOM, MOCKONbKY TPebyeT BHeapeHus na-

ARP-kewa KETOB B CETb C LENbIO NePEeHanpaBuTh CETEBOM TPADUK YEpes aHANU3ATOP NaKe-
108

* Ecnu sepkansHoe oToBpaxeHue NOPTOB HEBO3MOXHO, TO MOXET OKA3ATLCA 3¢-
$eKTMBHOM MeTOAMKOM Ansi BbICTPOro NepPexBaTa CeTeBoro TPAdUKa U3 LEeNesoro
YCTPOWCTBA, HE OTKIIONAS ero OT CEeTH

* Tpebyer ocoboi akkypaTHOCTH, 4TOBbI HE OKO3bIBATL BAMSHMS HO GYHKLMOHUPO-

BAHME CeTH
Mpamas *  OB6uiuHO HE PEeKOMEHAYETCS, Beab ECN BO3HUKHYT TPyAHOCTH B paboTe xocTa,
yCTQHOBKQ OHU MOTYT NPHBECTH K NOTEPE NAKETOB MNM TAKOMY MOHUNYNUPOBCHMIO MMM, YTO

OHM He ByayT NpeaCTaeneHbl TOYHO

* Or ceresoro apantepa xocTa He TpeByeTcs NOAREPKKH CMEWAHHOTO pexuma
paborel

* Jlyywe BCero NoaxoamuT Ans TECTOBLIX CPEA, NCCNEAOBAHUS UM CPOBHEHMS C UC-
XORHBIMM XUPAKTEPUCTUKAMM NPOM3BOAMTENLHOCTH, QHANW3A $AMNOB Nepexsa-
70, CO3AABOEMBIX B APYTHMX MECTAX CETH

[lepeiias kK NpakTU4YECKUM CIIEHAPUAM B MOCJEAYIOWHUX IIaBaX, Mbl OOCYAHMM
HaWIy4llKe Coco6bl epexBaTa TPEGYIOMUXCS JAHHDBIX B KaXKJIOM KOHKPETHOM CJIy-
yae. A noka o6paTuTe BHUMaHHeE Ha puc. 2.15, Ha kKOTOpoM NpuBeAeHa GI0K-CXeMa,
NpU3BaHHasA MOMOYb BaM BbIGpATh HAMJIYY1IYIO METOAHKY JIsl TIEPEXBATa CETEBOTO
TpaMKa B KOHKpeTHOM cuTyaunu. Ha 3Toii 610Kk-cCXeMe BO BHUMAaHHE NPHUHATHI
camble pasHble (PaKTOpbI, HAYMHAS C MECTA JUIS NIepPeXBaTa MaKeTOB: I0Ma WM Ha
paboTe, HO OHA CJIYXHUT JIMIIb B KaueCcTBE OGIEH CIPAaBKM U HE OXBAThIBAE€T BCE
BO3MOXHbI€ CUEHAPUH NOAKTIOYEHUS K CETH C LENbIO MPOCIYIIMBAaHUSA U aHAIN3a
MaKeTOB.
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BBEAEHUE B WIRESHARK

Kak ynomunanoce B mase 1, “AHaiu3 nMakeToB U OCHOBbI
OpraHU3alMy CeTEH”, /Ui aHAIM3a CETEBDIX MIAKETOB UMEET-
Csl HECKOJIbKO NIPMJIOKEHUM, HO B 3TOM KHUI€ OCHOBHOE BHU-
MaHue yieaseTcs npunoxenuio Wireshark. A B sToit mase npen-

craBieHO BBeAeHne B Wireshark.

Kpartkas ucropus cozpanus Wireshark

Y npuioxenus Wireshark ouenn 6oraras ucropus. /lxepaaba Kom6e (Gerald
Combs), OKOHYMBIIMI KypC BBIYMC/IMTEIbHON TEXHWKU B YHUBEPCUTETE INTATa
Muccypu, pacnonoxensom B Kanzac-Curtu, paspaboTan 3TO NPUIOKEHHUE 11O He-
o6xoaumocT. [lepBas Bepcus ero NpuaoKeHUs GblIa BbINYLIEHA MO/ HA3BaHUEM
Ethereal B 1998 roay no yuusepcanpHoit o6menoctynHoi nuensun GNU (GPL).

Yepe3s BoceMb sieT nocje Boimycka Bepcun Ethereal Kom6c ocraBua csolo pa6o-
Ty B IOUCKaX JAPYTUX KapbepHbIX Bo3MoxxHocTel. K coxanenuio, y ero roraamxero
paGoToaaTesi OCTAIMCH BCe NpaBa Ha Toprosyio Mapky Ethereal, u noaromy Komo6-
Cy He yAaIoCh JOOUTBHCA COMIACUA HA MOJIyY€HHE KOHTPOJA Hall (PUPMEHHDbIM Ha-
3BanueM Ethereal. [ToaTomy KoMGc 1 ocTabHbIE Y4IeHbI KOMaH/bI PAa3paGOTYMKOB
neperMeHOBaIM CBOM npoekT Ha Wireshark B cepexnne 2006 roaa.

Hbine nonyasiprocts npuioxenus Wireshark cymecTBeHHO BO3poC/aa, a B €ro
paspaboTke npuHsIo yuyacTHe 6os1ee 500 cnenmanucTos. B To ke BpeMs npunoxe-
HHe, cymecTBylouiee noJ HazpanueMm Ethereal, 6osbme He paspaGarbiBaeTcs.
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Npeumywecrsa Wireshark

IMpunoxenue Wireshark raet paa npeumymecTs, 61arogaps KOTOPbIM OHO OKa-
3bIBAETCS BECbMa MPUBJIEKATEIbHBIM VISl TIOBCEAHEBHOrO npuMeHenua. OHo pac-
CYMTAHO HA pa3Hble KATETOPUH aHAIMTHUKOB NAKETOB: OT HAYMHAIOUMX JIO OIbIT-
HBIX, NIPEJOCTaB/IAsA 3aMaH4YMBbIE BO3MOXXHOCTH KaK JUIS Te€X, TaK U I APYTHX.
Hrak, uccnenyem Boamoxknoctu Wireshark no kpurepusm, onpeaeieHHbIM B IJIaBe
1, “AHayIN3 NaKeTOB U OCHOBBI OPraHU3aLMK ceTeil”, /Ui BbIGOpa MHCTPYMEHTAIb-
HBIX CPEJICTB aHA/IN3a [TAKETOB.

¢ Iloanepxka ceTeBbIX MPOTOKO0A0B. Wireshark ormyaerca noaaepxkoi
L[€JIOTO Psiia CETEBBIX MPOTOKOJIOB — HA MOMEHT HANTMCAHUSA 3TON KHHUIH HX
HacuyuThiBaIOoCh okojo 1000. K 4ncay noanepxupaeMpIx CETEBLIX MPOTOKO-
JIOB OTHOCATCS KaK obmeynoTpeéurenbHble npotokonsl Bpoae IP u DHCP,
TaK M Gojiee pa3sBUTHIC CNEHUATU3MPOBaHHbIE NPOTOKObI Bpoge DNP3 u
BitTorrent. A nockosbky npunoxenue Wireshark paspa6orano no mozenu
OTKPBITOTO HCXOJHOTO KOJa, TO MPH KaX/JIOM €ro OGHOBJIEHWH BBOAUTCS
noJyiepkKa HOBOrO CETEBOTO MPOTOKOJIA.

B mom manoseposmmom cayuae, eciu mpebyrowuiica 6am cemegoii npomoxon
ne noddepacusaemcs 6 Wireshark, moxceme sanpozpammuposams ezo nod-
Oepancxy camu. Ilocre smozo nepedaiime caou ucxo0nwiti K00 paspabomuuxam
Wireshark na paccmompenue, umobvt exarouums e20 6 0annoe npusoNcenue.
Yanamo o mom, wmo mpebyemca OAsL YUACTUA CO CBOUM UCXOOHDIM KOOOM 6
npoexme Wireshark, moxcno no adpecy https://www.wireshark.org/
develop.html.

¢ YnoGcTBO s noab3oBareneii. Murepdeiic Wireshark — camplii npocroit
JJIs1 yCBOEHUSA CPEAH BCEX MPHIOXKEHUH Ui aHau3a makeTos. OH co3iaH Ha
ocHoBe rpaguieckoro uaTepdeiica ¢ SCHO COCTaBJIEHHBIMU KOHTEKCTHBIMH
MEHIO U NMPOCTOii KOMIMOHOBKOI1. KpoMe Toro, B HeM NpeaoCcTaBaAsIeTCA paj
CPeACTB, NMpPeAHA3HAYEHHBIX /Ul MOBBIMEHUs YIO6GCTBA €ro MPAaKTUYECKOTO
NPUMEHEHHUs, B TOM YMCJIe BbIIECJIEHHE CETEBBIX MPOTOKOJIOB Pa3HbIM 1IBE-
TOM M NOAPOOHOE rpadpuyeckoe NpeacTaBIeHUe HCXOAHBIX JaHHbIX. B on-
YHe OT HEKOTOPBIX 60JIee CJI0XKHBIX NPHIOKEHHIH, paboTalomMX B peXHUMe
KOMaHJAHOM CTPOKM (HampuMep, YTHIMTHI tcpdump), uHTepdelic npuioxe-
Hust Wireshark BrosiHe JOCTYIIEH TeM, KTO 1€/Ia€T TOJILKO NEPBbIE aru B 00-
JIACTH aHAJIN32 NTAKETOB.

e CroumocTs. Ilpunoxenne Wireshark copepmenno 6ecriaTHo, MOCKOJIbKY
OHO BBINYILEHO 10 YHUBEPCAIbHOI o6imegocTynHo# aunensuu GNU (GPL).
Ero MoxxHO cBOGOAHO 3arpy3uTh U NPUMEHSATb B JIOObIX LEIAX: KaK B JIHY-
HBIX, TaK U B KOMMEPUYECKHUX.
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Hecmompa wa mo wmo npunoxcenue Wireshark moxcem 6vimv noayueno
Gecnaammo, nekomopsie no owubke enecau 3a Hezo naamy. Ecau et uwye-
Mme AnANUIAMOPBL NAKEMO8 HA IAeKMPporHom aykyuone eBay, eac moxcem
YOuBUMb, CKOABKO A100€ll 20mo6bL npodams “npodeccuonarviyro xopnopa-
muenyro auyensur” na Wireshark écezo auwn 3a 39,95 doarapos. Ecau
8bl OellcmeUmensHo peusume npuobPecmu Mmaxyw AUYEHIUN, CEAACUMECD
CO MHOU, U MbL CMONCEM 06CYOUMD 661200Hble BaAPUARMBL NPUOGHemENUS
HeBUNUMOCTIU ¢ BUOOM HA OKeaM, KOmopbie A Moz bvL npediorums 6am y
cebn ¢ Kenmyxxu!

¢ Iloamepxka mporpaMMsl. YpoBeHb NOAAEPXKKH MPOTPAMMHOTrO obecneye-
HUS MOXET pPEeMHUTDb ero cyap6y. CBOGOIHO pacnpoCTpaHsAEMOE NPOrpaMm-
Hoe oGecneyenue Bpoae Wireshark MoxeT u He UMeTh HUKaKOH dopmab-
Ho# nogaepxku. [Toatomy coo6uecTBo pa3paboTYNKOB NPOrPaMMHOTO 06e-
CreYeHUs! C OTKPBITBIM UCXOJHBIM KOJOM HEPEJKO OMMPAETCA HA CBOIO 6a3y
nosb3oBaTeei A okazaHus nomomu. K cuacteio ans Hac, coobmectBo
paspa6oTunkoB Wireshark oTHocuTCS K 4nc/1y caMbIX akTUBHBIX. B wacTHOC-
TH, CCBUIKH Ha BeG-caiiTe, MocBseHHOM npuioxeHuio Wireshark, Hanpas-
JIAIIOT HEMOCPEJCTBEHHO K HECKOJLKUM (POpPMaM NOJAEPHKKH, BKIIOYAs One-
PAaTHBHO JAOCTYIMHYIO AOKYMEHTAIMIO, BUKU-CTPAHMIIbI, YACTO 3aJaBacMble
BOIIPOCHI M MECTO /I MOANMUCKN HA CITUCOK PACChUIKH, KOTOPBIA KOHTPO-
aupyeTcss GOJIBIIMHCTBOM IVIaBHBIX paspa6orunkos Wireshark. HMmeercs
TaKXKe IUIaTHasi noagepxkka Wireshark co croponsr xomnanumn Riverbed
Technology.

e JlocTyn K ucxogHoMy Koay. Wireshark oTHOCHTCS K KaTETOpPUM IPOrpaMM-
HOro 0GecrneveHust C OTKPBITBIM MCXOAHBIM KOJOM, KOTOPbIA JIOCTYTIEH B
M0G0 MOMEHT. 9TO MOXET OKa3aThCs YIOOHBIM ISl TOMCKA U YCTPAHEHUS
HEUCIPAaBHOCTEH B JAHHOM MPHIOKEHUH, TOHUMAHUH NPUHIMNA A€HCTBUA
AeupaTopoB CeTEBBIX MPOTOKOJIOB WM BHECEHUS CBOETO BKJIaJa B pa3pa-
6otky Wireshark.

¢ Ilomneprxka omepanMOHHBIX cucTeM. B npunoxenun Wireshark nomnep-
XUBAIOTCH BCE€ OCHOBHBIC COBPEMEHHbIE ONE€PAIIMOHHBIE CUCTEMBI, BKIIOYAs
Windows, Linux u Mac OS X. [loanblit nepedeHb NOAAEPKUBAEMBIX ONepa-
LIMOHHBIX CUCTEM MOXHO IMOCMOTPETh HAa Ha4yalbHOM CTpaHMIle Beb-caiiTa,
nocpsueHHoro npuioxeHuio Wireshark.

Ycranoeka Wireshark

IMpouecc ycranosku Wireshark ynusurensno npoct. Ho npexje ueM yctaHoBUTH
Wireshark, ybeaurecs, 4To Baira cCTeMa OTBEYAET CJICAYIONIUM TPEGOBAHUAM.
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e Jlio60it coBpemennblit 32- nnu 64-paspaansiii LI Tuna x86.

¢ 400 M6aiT ROCTYyHOI ONepaTUBHOMN NAaMATH, XOTs VI KPYIHBIX (paiioB ne-
pexBaTa noTpedyeTcs 601bIIMIi 06bEM MAMATH.

¢ He menbme 300 MGaiiT Ha XKECTKOM JAHMCKe IUIIOC MECTO s (pailios nepe-
XBaTa.

e CeTeBOil afanTep, NOAAEPKHUBAIOUIMH KOM6MHMp0BaHHbu‘/'1 (promiscuous
mode) pexxuM paboThbl.

¢ JlpaiiBep nepexsara WinPcap/libpcap.

Jpaiiep nepexsara WinPcap sapaserca peanusosannbiM B Windows Bapuah-
TOM pcap — unrepdeiica API qis nepexsaTa nakeros. I1poue rosops, aToT Apai-
BEp B3aMMOJAEHCTBYET C ONEPAllMOHHON CHCTEMOM /IS TepeXBaTa UCXOAHBIX JaH-
HBIX MaKeTa, IPUMEHEHUs (UILTPOB U NEPEKITIOYEHHS CETEBOTrO afanTepa B KOM-
GMHHPOBAHHBIN PEXUM, U O6PATHO.

HecMmotps Ha To uTo apaiiBep WinPcap MoxHO 3arpy3suTh OTAEIbHO (110 agpecy
http://www.winpcap.org/), €ero, kak npaBuiIo, Jy4llle YCTAHABIUBATb U3 JUCTPHU-
6yruBHoro nakera Wireshark, nockoibky Bepcus apaiiepa WinPcap, xoaamas B
3TOT MAKET, y’Ke poBepeHa Ha paboTocnoco6HocTh BMecTe ¢ Wireshark.

Ycranoeka B cuctemax Windows

Texymas Bepcus Wireshark nposepena Ha pa6oToCnocO6HOCTb B Pa3HbIX BeEp-
cusax OC Windows, koTopbie NOAAEPKUBAIOTCA A0 CUX IOP UX IPOU3BOJAUTENEM.
Ha MoMeHT HamucaHHs 3TOH KHHUTM K NOJJEPKMBAEMbIM OTHOCHWIMCH BEPCHH
Windows Vista, Windows 7, Windows 8, Windows 10, a Taxxkxe Windows Server
2003, 2008 u 2012. M1 xota Wireshark 3auacTyio 6yaeT pa6oTaTh U B IpyrMX BEpCH-
ax Windows (Bpoge Windows XP), opunuanbsHo 3T Bepcuu He NOAIEPKUBAIOTCH.

Jlns ycraHoBku Wireshark B OC Windows npex/ie Bcero Heo6XoAuMOo NoJy4uThb
MOCJIEAHIOI0 BEPCHUIO COOPKM YCTAHOBOYHOIO MaKeTa ¢ OpUIMaIbHOrO BeG-cairTa
Wireshark no aapecy http://www.wireshark.org/. C aroii uenbio nepeiaure B
paszes Download (3arpysku) 3TOro Be6-caiiTa U BrIGEPUTE HY)KHBIH BADHAHT yCTa-
HOBOYHOTO [IaK€Ta B 3aBUCUMOCTH OT NpuMeHsieMoii Bepcun Windows. A nocie 3a-
rPy3KH YCTAHOBOYHOTO MAKETa BBINOJHUTE CJIeyIOIME JeiCTBUSA.

1. JIBaxxapl megkHUTE Ha (paiine ¢ paclIMPEHHEM .exe, YTOObl HaYaTh YCTaHOB-
Ky, 2 3aTeM IeJKHNTE Ha KHomke Next ([lanee) BO BCTynUTEIbHOM OKHE.

2. IlpounTaiiTe MMIEH3MOHHOE COMIALIEHHE H, €CIM COITIACHBI C HUM, IEJIKHU-
Te Ha KHomnke | Agree (Comtamaiocs).

3. BoiGepure xomnoHeHThl Wireshark, xoTopble TpebyeTcs yCTaHOBUTD, Kak
nokasaHo Ha puc. 3.1. [lna cBoux neneit MoXxeTe NPUHATbL BbIGpaHHbIE MO
YMOJIYaHHIO KOMIIOHEHTDI U WIEJKHYTh Ha KHOMKe Next.
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Choose Components "
Choose which features of Wireshark 2.6.1 64-bit you want to install. ﬁ

The following components are available for installation.

Select components to install: ; §L

nark
Wireshark 1

& Extensions

s Guide

| Description

Space required; 182.6M8B

< Back Next » 1 Cancel
u,(:?,‘

Puc. 3.1. Buibepute komnonents Wireshark, kotopuie 1pebyercs yctaHosmTs

llenkuute Ha kHOnKe Next B OTKpbIBUIEeMCst OkHe Select Additional Tasks (Bbr-
GOp MONOJIHUTENbHBIX 3a/1a4).

Boi6epute MecTo Jist ycraHoBku Wireshark u menxaure Ha kHorke Next.

Koraa nosiBUTCs 11ManoroBoe OKHO, B KOTOPOM 3allPAlIMBAETCS YCTAHOBKA
apaiiBepa WinPcap, ycraHoBure cHauana ¢aaxok Install WinPcap (Ycrano-
BUTH ApaiiBep WinPcap), kak nokazano Ha puc. 3.2, a 3aTeM MWEJIKHUTE HA
kHorke Install. B uTore 1o/mkeH HaYaTbHCA NPOLIECC YCTAHOBKM.

Jlajiee BaM npeACTaBUTCS BO3MOXHOCTDb ycraHOBUTb USBPcap — yrwiuty st
c6opa xaHHbIX 13 USB-ycTpoiicTB. YcTaHOBUTE COOTBETCTBYIOMMI (PIXKOK,
€CJIN XKeJIAeTe YCTAHOBUTD 3Ty yTUJIMTY, a 3aTeM IeJIKHUTE Ha KHomKe Next.

[ne-Tro mocpeaune npouecca ycraHoBku Wireshark po/mkna Hayatbest ycra-
HoBKa JApaiiBepa WinPcap. M kak TOJIbKO 3TO MPOM3OMIET, MIENIKHUATE HA
KHomke Next BO BCTYIIUTE/IbHOM OKHE, IPOYMTaiTe JMIIEH3HOHHOE COoIvIalle-
HHUE U, €CJIA COIVIACHBI C HUM, IIEeJIKHHUTE Ha KHoImKe | Agree.

B urore BbiGpanHbiii apaiieep WinPcap u yrunmuta USBPcap po/mxnbl 661Th
YCTAaHOBJIEHbI HAa BaumieM KommbioTepe. [To OKOHYaHMM JaHHOH YCTAHOBKH
menxkauTe Ha KHornke Finish (ToTtoso).

Ha atom ycraHoBka Wireshark gomikna 6biTh 3aBepmiena. M kak Tonbko 310
MPOU3OHJET, MIEJKHUTE HAa KHONIKe Next.

llenkuute Ha KHOMKe Finish B OTKPbIBIIEMCS OKHE NOATBEPXAEHHUA YCTAHOB-
ku Wireshark.
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# Wireshark 2.6.1 64-bit Setup |

Packet Capture

Wireshark requires either Npcap or WinPcap to capture live network data

Currently installed Npcap or WinPcap version
WinPcap 4.1.3

Install

WinPcap 4.1.3

ed, the currently installed WinPcap 4.1.3 will be uninstalled first

< Back Next > Cancel

Puc. 3.2. Beibop sapmanta ycranosku apasisepa WinPcap

Ycranoeka B cucremax Linux

IMpunoxenne Wireshark paboraer Ha GO/bIIMHCTBE COBPEMEHHBIX ILUIAT(OpPM,
noctpoeHHbIX Ha ocHoBe OC Unix. Ero Mo)xHO ycTaHOBHUTD C ITIOMOILBIO OXHOTO U3
AKUCMETYEPOB JUCTPUOYTUBHBIX NMAKETOB MM )K€ 3arPy3UB U YCTAHOBUB JUCTPUOY-
TUBHBIN NMaKeT, MOAXOAAIMH /1A BalleH ONepaLlOHHOM cucTeMbl. bbio 6b1 Hepe-
IbHO OXBATUTH BCE NMPOLEAYPDI yCTAaHOBKU B Kaxa0M Bepcuu OC Linux, nosromy
PaccMOTPHUM JIMILIB HEKOTOPbIE U3 HUX.

Kak npaBuio, 115 ycTaHOBKM CHCTEMHOTO NporpaMMHoro ob6ecnedenus B8 OC
Unix TpeGyeTcs npapa JocTyna cynepnoiab3oBarens (root). Ho aa ycranoBku so-
KaJIbHBIX BEPCHI NMPOTrPaMMHOrO ObecnedyeHus, CKOMIMJINPOBAHHbBIX U3 MCXO/HO-
rO KO/1a, paBa CyNnepnob30BaTe/Isl He TpedyeTcs.

Cucremnl Ha ocHose RPM-nakertos

Ecnu BBl noasayerech Bepcueit Red Hat Linux mam ocHOBaHHBIM Ha Heil auc-
Tpubyrusom spoge CentOS, To B aToit OC, ckopee Bcero, UMeeTcs yCTaHaBJIHUBae-
MO€ 110 YMOJTYaHUIO MHCTPYMEHTAIbHOE CPeACTBO YU JUIsl yIpaBJieHUs MMaKeTaMHU.
B Takom cayyae pna ObicTpoit yctaHOBKM npuioxeHus Wireshark Bam pocrarou-
HO M3BJIEYb €r0 U3 XPaHWIUINA JUCTPUOYTHBHOIO MPOrPaMMHOrO oGecned4eHus.
C 3Toi1 1eIbI0 OTKPOKTE OKHO TEPMUHAIA U BBEJUTE B HEM CJIEJYIONIYIO KOMAH/Y:
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$ sudo yum install wireshark

Ecnn notpebylorcs kakue-HUOYAb JOMOJHUTENbHbIE 3aBUCUMOCTHU, BaM OyleT
IPEVIOKEHO YCTAHOBUTL M MX. Ecym e Bce NpONAET yAauHO, Bbl CMOXETE 3aIly-
cTuTh npunoxenne Wireshark Ha BbinosiHeHHE U3 KOMAaHAON CTPOKM U MOJYyYUTD K
HeMy JOCTYN Yyepe3 rpadudeckuii uHTepdeiic.

Cucremnl Ha ocHose DEB-nakeros

B cocrtaB GoabmmuHCTBa AUCTPUGYTHBOB Ha ocHoBe DEB-makeros, nanpumep
Debian win Ubuntu, Bxoaut nHcTpyMeHTanbHoe cpeactso APT pna ynpasrenus
naketamu. OHO no3BosigeT ycraHoBuTh Wireshark m3 Xpanuiumia nporpaMMHoO-
ro o6ecneyennsi OC. Yto6b! yctaHoBUTH Wireshark ¢ momMompio 3TOro MHCTpY-
MEHTAJIBHOTO CPEACTBA, OTKPOMTE OKHO TEPMHHAJIA U BBEJUTE B HEM CJIEAYIONIYIO
KOMaHJy:

$ sudo apt-get install wireshark wireshark-qt

H B 3TOM Ci1ydae BaM GyeT NpeIOKEHO YCTAHOBUTD JIIOObIE 3aBUCUMOCTH, YTO-
6bl 3aBEPIIUTD POLIECC YCTAHOBKH.

Komnunsuus ucxoproro koga Wireshark

B cwiy u3MeHEeHHi B apXMTEKType ONEpallMOHHOM CHCTeMbl M (PyHKIMOHAD-
HbIX cpeacTBax Wireshark uHcTpyknmu no koMnmwianum ucxogHoro koaa Wireshark
MOTIYT CO BpeMeHeM MeHAThCA. M 3To 0/lHa U3 NPUYMH, MO KOTOPBIM PEKOMEHAYET-
sl MOJIb30BATbCSA JUCTIETYEPOM MAKETOB ONEPAMOHHOM CUCTEMBI LISl YCTAHOBKH
AaHHoro npuwioxeHus. Ho ecan B Bamem auctpubyruse Linux He npumensieTcs
NporpaMMHoe obecreyeHue A1l aBTOMATUYECKOTO YIIPABIE€HUSI ITAKETAMHU VJIH BaM
TpeGyeTcs cnenyaibHas ycraHoBka Wireshark, To y Bac ecTb BO3MOXHOCTb YCTaHO-
BUTH JAHHOE MPIIOKEHHUE BPYYHYIO, CKOMIIWIIMPOBAB €ro UCXOAHbIN KoA. C aToMN
L€J1bIO BBIMTOJTHUTE CJIEAYIOIUE AEUCTBUA.

1. 3arpysauTe MCXOAHBIN MAKET C COOTBETCTBYIOLIEH CTpPaHHUIbI BeG-~caiiTa, mo-
cesimeHHoro Wireshark no ykazannomy panee aapecy.

2. H3BnexuTe apxuB, BBEs CJEAYIONYIO KOMaHIy M MOACTaBUB B HEH COOTBET-
cTByIollee UMA (paiisia 3arpy’KEHHOTO MaKeTa:

$ tar —jxvf <yxaxmre 3jeck mMa (pasina naxera>.tar.bz2

3. Ipexae ueM BHIGMpPATh KOH(PUTYPAUMIO U ycTaHapauBaTh Wireshark, Bos-
MOJXHO, NMPHAETCSA YCTAHOBUTD PAN AOINOJHUTEIbHBIX MAKETOB B 3aBUCHMO-
CTH OT BbIOpaHHO#M Bamu BepcuM Linux. Hanpumep, B Ubuntu 14.04 Tpe6y-
€TCsl YCTAaHOBUTD P JONOJIHUTENBHBIX MAKETOB JUI HOPMaJbHOU paGoThI
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Wireshark. 1 3To MoxHO caenaTh 1o npuBeJeHHON nuxe komanae. Ho qna
3TOrO MOTPEOYIOTCA MpaBa AOCTyNa CYNepPNo/b30BaTe/s, 4 HHaYe NPUAETCA
CHayasa BBECTH KOMaHAy sudo.

$ sudo apt-get install pkg-config bison flex qt5-default libgtk-3-dev
libpcap-dev gttools5-dev-tools

4. YcraHOBUB TpeGyeMble JOTOJHUTEbHbIE AKETDI, EPEHANTE K TOMY KaTa-
JIOTY, B KOTOPBIH GbLIM U3BJI€YEHDbI HCXOAHDIE (DaliIbI Wireshark.

5. HacTpoiiTe ucX0oAHbBIH KO Ha MPaBHJIbHYIO €ro CGOPKY B BallleM IUCTPUGYTH-
Be Linux no komanze ./configure. Ecau Bbl XkejaeTe U3MEHNTDL CTaHIAPT-
Hbl€ ITAPAMETPbI YCTAHOBKH, YKOKUTE UX HA IAHHOM CTA/IUM yCTaHOBKHU. Kcin
XKe Kakue-HUOYb 3aBUCUMOCTH (T.€. JOMOJHUTEIbHbIE NTAKETbI) OTCYTCTBYIOT,
TO KOMIMJIALMS HCXOAHOTO KOJIa, CKOPEE BCETO, 3aBEPIUTCA ¢ ommbkoit. [To-
3TOMY YCTAaHOBUTE U HACTPONTE OTCYTCTBYIONIHUE 3aBUCHMOCTH, TMIPEX/E YEM
HpOJO/LKUTH Jaibiie. M ecin HacTpoiika NpodA€eT yIauHO, Bbl YBUAUTE CO06-
HmeHye, u3Beamoliee o6 3TOM, Kak I10ka3aHo Ha puc. 3.3.

& W 2. sanders@sanders-dev: ~/wireshark-2.0.0 {ssh)
The Wireshark package has been configured with the following optians.
8uild wireshark : yes (with Qt 5)
Build wireshark-gtk : yes (with GTK+ 3)
Build tshark : yes
Build tfshark : no
Build capinfos : yes
Build captype : yes
Build editcap : yes
Build dumpcap : yes
Build mergecap : yes
Build reordercap : yes
Build text2pcap : yes
Build randpkt @
Build dftest :
Build rawshark :
Build androiddump :
Build echld :

Save files as pcap-ng by default :
Install dumpcap with capabilities :
Install dumpcap setuid :

Use dumpcap group :

Use plugins :

Use external capture sources :
Use Lua library :

Build Qt RTP player :

Bulld GTK+ RTP player :

Build profile binaries :

use pcap library :

Use z1ib library :

Use kerberos library :

Use c-ares library :

Use GNU ADNS library :

Use SMI MIB library :

Use GNU crypto library :

Use SSL crypto library :

Use IPv6 name resolution :

Use gnutls library :

Use POSIX capabilities library :
Use GeoLP library :

Use nl library :

Use SBC codec library :

Puc. 3.3. Mpu yaauHom 3asepwenumn komanasl ./configure nos-
BMTCS NPUBEAEHHOE 3AECb COOBLIEHME C BLIBPAHHLIMU HOCTPOHKAMM
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6. Bpeante koMaHay make, 4TOGbI CKOMIMIMPOBATh UCXOAHBINH KOJ U cOGpaTh
ABOMYHBII UCIIONHAEMBIH aii.

7. 3anmycTuTe 3aBEpHIAIONIYIO CTaJMI0 YCTAHOBKM MO KoMaHJe sudo make
install.

8. BrmmosnuTe komaHay sudo /sbin/ldconfig, uTOGbI 3aBEPUIMTH MPOLECC
YCTaHOBKH.

RN Eciu npu evinosnenuu onNUCAHHbBIX Gbiule Oetcmeull 603HUKHYM KaKue-Hu-
6y0b owubiu, 603MONCHO, NPUdEMC YeMAKOBUMb eule 00U, OOMOAHUMEN
HBLUL naxem.

Ycranoska B cucremax Mac OS X

Yto6b1 ycTanoButb Wireshark B ognoit n3 cucrem Mac OS X, BbInoJIHUTE Ciey-
[ole AelcTBU4.

1. 3arpysure ycranoBouHbIi makeT ;1 Mac OS X ¢ cooTBeTcTBYyIOIEH CTPaHU-
bl BeG-caliTa, nocssameHHoro Wireshark no ykazannomy panee aapecy.

2. 3amycTuTe Ha BBINOJHEHHE YTHWINUTY B BUJE MacTepa YyCTAaHOBKHM U Jlajiee cJie-
Ay#Te yKa3aHHBIM B HEM MHCTPYKUUAM. [IpuHAB ycIoBUSA THLIEH3UN KOHEY-
HOTO MMOJIb30BaTesA, BbIGEPUTE MECTO st ycTaHOBKM Wireshark.

3. 3aBepmnTe npouecc yCTAaHOBKH B COOTBETCTBYIOIIEM MACTEPE.

OcHoesbl pabortsl B Wireshark

YcranoBus ycnenrHo npuioxenue Wireshark B cBoeit cucteMe, MoXeTe PUCTY-
IUTH K €ro n3y4eHu1o. OTKPbIB MOJTHOCTbIO QYHKIMOHUPYIOMMH aHATU3ATOP MaKe-
TOB, Bbl HE YBHJUTE B HEM MPAKTUYECKH HUUETO UHTEPECHOTrO! A feJI0 B TOM, YTO
Asi anan3a naketoB Wireshark Tpe6yloTcs kakue-HUGyAb JaHHbIE.

Mepsbi nepexear nakeros

YroObl BBECTH AaHHbIE MakeToB B Wireshark, Bam npujeTcs cenaTb CBOM nep-
BbIii nepexsaT nmakeToB. M 37ech y Bac MoeT BO3HHUKHYTb CJIEAYIOLIMIA BONPOC:
“Kak xe MHe IepexBaThIBaTh IIAKEThI, €CJIM B MOEH CeTH Bce B Nopsaake?”

Bo-nepsbIx, B ceTH ¢cezda 4To-HNOYAL Aa HE TaK. Eciv He BepUTeE, NOUUIUTE CO-
ob11eHue 10 3JIEKTPOHHOH MOYTE BCEM IOJIb30BATENSAM CBOEU CETH, U3BECTUB HX,
4TO BCe PaGoTaeT HUAeaIbHO. BO-BTOPBIX, /UIS aHA/IM3a MTAKETOB COBCEM He 00532~
TEJbHO, YTOOBI B C€TH GbLIO 4TO-HUOYAb He Tak. Ha camoMm Jese aHaTMTUKK nake-
TOB GONbIIYIO YaCTh CBOErO paboyero BpEMEHU TPATAT Ha aHAIMU3 MCIIPABHOTO, a
He MpobjeMHOro ceteBoro tpaduka. Beap HyKHO ke MMeTb KaKOe-TO HCXOJHOE
OCHOBaHHME JUIsi CPABHEHUs, YTOOBI 3(pPeKTUBHO UCITPABUTD ceTeBoi Tpaduk. Tak,
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€CJIM Bbl H3JICETECh PAa3PEIUTh 3aTPYAHEHHE, CBA3AHHOE C CETEBBIM MPOTOKOJIOM
DHCP, npoananusuposas ero Tpapuk, TO J0/UKHbI 3HaTh, KAKHM OGpa3oOM BbIIISA-

AT noTok pa6ouero Tpaguka no nporokoay DHCP.

B 6oJsiee MHUPOKOM cMBbICJIE, YTOOBI HAWTH AHOMAJIMM B MMOBCEJHEBHOM paboTe
CeTH, HEOOXOJUMO 3HATb, KAKUM OOpa3oM BBINISAMT 3Ta MOBCEJHEBHas paboTa.
Ecan Bama cetb paGoTaeT 6ecrniepe6oifHO, TO Ballv HaGIIOACHUSA 3a HEM MOCayXKaT

HNCXOAHbIM OCHOBAHHUEM UIsI IPEACTABJIE€HHsI CETEBOIoO Tpa(puxa B €ro HOpMaJIbHOM

COCTOAHUH.

I/ITaK, NEPEXBATUTE HEMHOTI'O ITAKETOB, BLINMOJHUB CJACAYIOIIHUC JeCTBUSL:

1. Orkpoiite Wireshark.

2. BoiGepure xomanay Capture=Options (Ilepexsar=IlapamMeTpsl) U3 IaBHO-
ro MeHio. B nrore J0/JXKHO NMOABUTHCA AMAIOTOBOE OKHO, IJI€ MEPEYHCICHBI
pasnnyHble ceTeBble MHTEPQEHCh], KOTOpbIE MOTYT ObITh MCHOJb30BaHBI
JUIs1 IepeXBaTa MAaKEeTOB, a TAakKXKe caMble OCHOBHbIE CBEJCHHUSA O KaXIOM M3
Hux (puc. 3.4). O6paTure BHMMaHUe Ha cToaben Traffic, B koTopoM npuse-
ACH JIMHEHHBIA rpad K, HAIAAHO MOKA3bIBAIOIUIT 00beM ceTeBOro Tpadu-
Ka, MPOXOAALIEro B HACTOANMI MOMEHT 4epe3 AaHHbIH unTepdeiic. [uko-
BbI€ TOYKH Ha 3TOM rpaduke GpaKkTHIECKHU YKA3bIBAIOT HA II€PEXBAT MMAKETOB.
Ecim oHM OTCYTCTBYIOT, IMHEHHBIN rpaduK K0/mKeH ObITh MIockuMm. Kpome
TOro, KaXAbIii HHTEP(EHC MOXHO pacCIIMPUTD, WIEJIKHYB HA CTPEJIKE C/IeBa
OT Hero, YTOGbI yBUAETh CBA3AHHYIO C HUM MH(pOPMalHio 06 afipecaluu, Ha-

npumep, MAC-aapec unu IP-agpec.

M Wireshark . Capture interfaces

Input Qutput Options

Interface Link-layer Header

ooth Network Connectior

enabled

enabled
enabled
enabled
enabled
enabled

[ Enable promiscuo: e on all interfaces

Capture Filter for selected Interfaces: [Enter a cap

default
default
default
default
default

default

B

uffer (MB)

Capture Filter

Compde BPFs

Start Close Help

Puc. 3.4. Bribop ceTesoro uHTepdesica ans nepexsara nakeTos

3. lllekHUTE CHaYaJa HA TOM CETEBOM HHTep@eiice, KOTOPBIM Bbl XOTENHU Obl
BOCIIOJIb30BAThCA, a 3aTeM Ha kHornke Start (Ilyck). Texymee okHO 10KHO 3a-
MOJTHUTBHCS NIEPEXBATHIBAEMbIMU JAHHBIMU.
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4. TlopoxauTe OKOJO MUHYTBI, MU KaK TOJBKO OyfleTe TOTOBbl OCTAHOBUTH NEpe-
XBaT U IPOCMOTPETH MOJTyYEHHbIE JaHHbIE, IEIKHUTE Ha KHonke Stop (Ocra-
HOBKa), BRIOMPaeMo¥ U3 pacKpbIBalolerocs meHio Capture.

Kak TO/NIBKO BbI BBIIIOJHUTE ONMCAHHBbIE Bbllle AEHCTBUA, 3aBEPIIUB MPOLECC
nepexsara, MaBHoe okHO Wireshark 10/kHO 3anoJHUTbCA MOJyYE€HHBIMUA B UTOTE
JAAHHBIMU. B 1€HCTBUTEIBHOCTH OGBEM 3THUX JAAHHBIX MOXET BaC OLIEJOMHUTDH, HO
OHM GbICTPO OGPETYT /ISl BAC ONPE/ACACHHbII CMBIC/, CTOUT BaM HayYUTbCsA Pa3bu-
parb coaepxumoe raBHoro okHa Wireshark mo yacram.

masHoe okHo Wireshark

Bonbuylo yacTh BpeMeHH BaM npujercs paGoTarh B maBHOM okHe Wireshark.
FiMeHHO 3/1ech NepexBaThiBaeMble IIAKEThl OTOOPAXAIOTCA U MpeobpasyloTcs B 60-
Jiee yroGHblit JUis aHaIn3a popmart. MiTak, paccMOTPUM COAEPXUMOE IJIABHOTO OKHA
Wireshark, ucrosb3ys ce/laHHbIi TOJBKO 4TO MEPexXBaT, Kak NOKa3aHo Ha puc. 3.5.

fed ~ ) Exresdon. | 4 TCPRST

St PerkT B RN Sed 20260187 Loni @

Displayed: 12 (100.0%) * Load time; 5:0.1 Profie: Default

Puc. 3.5. Bun rnasroro okna Wireshark, cocroswero u3 tpex nanenes

[maBnoe okHo Wireshark coctout ua nanesneii Packet List (Cnucok naketos),
Packet Details (IToapo6Hble cBeneHus o nakere) u Packet Bytes (baiiTel u3 nakeros),
KOTOpBIE PACIHOJIAralOTCS CBEPXY BHU3 M 3aBHCAT JAPYr OT apyra. YTo6el mpocMo-
TPeTh NOAPOGHBIE CBEACHUsI 00 OTAEJbHOM MakKeTe B MaHeau Packet Details, Heo6-
XOZMMO CHAYaJIa BLIGPATh 3TOT NakeT B naHenu Packet List. Ecin sxe BbIGpaTh 4acThb
nakeTa B na"eau Packet Details, To B nanen Packet Bytes mosiBSTCsa oTae/ibHbIE OGali-
Tbl, COOTBETCTBYIOIE JAHHOMN YaCTH MAKETA.
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Ha puc. 3.5 obpamume enumanue na mo, wmo 6 nanesu Packet List nepevuc-
Aendl pasnsle cemeavie npomokonst. 30ec omeymemeyem 6usyassnoe pasoene-
HUe NPOMOKOA08 HA Pa3HbBIE YPOGHU, KPOME UX EBIOCIEHUA PASHBLM YEEMOM.
A 6ce naxemol nokazanst @ mom nopadke, 8 KaKom OHU TOAYUEHDL NO CeMU.

Huke nprBeieHO KpaTKOe ONMMCAaHUE KAXKAOM MaHe .

e Packet List. 3TO BepXHsis NaHEJIb, B KOTOPO#H oTOoGpaXkaeTcs Tabiuua, coaep-
’alas BCce MakeTbl U3 Tekymero ¢aitia nepexsara. OHa COCTOUT U3 CTOJIG-
L[OB, CO/I€PXKAIMX HOMEP MaKeTa, OTHOCUTENIbHOE BPEMSI IEPEXBATA MAKETA,
aJpeca HCTOYHMKA M MOJTydaTelsl IAKeTa, TUMl CETEBOTO MPOTOKOJIA 1AKETA, A
TaKXe HEKOTOPbIe O6IIHE CBEJICHUSA, HAXOASAUUECS B MTAKETE.

30ecy u danee nod cemesvbim MPaPuiom nooPaymMesarmes 6ce naxemol, 0mo-
Opaxcaemvie 6 naneru Packet List. A ecau pews udem moavio o mpagpuxe DNS,
mo umeromen ¢ eudy naxemuvt no npomoxosy DNS (caync6a domennsix umen),
omobpaxcaemsie 6 Mol Hce CAMOU NAHEAU.

o Packet Details. To cpeiHsAs MaHeENb, TAE€ B UEPAPXUYECKOM BHAE oTOOpaxaloT-
cs1 cBefileHust 06 oxHOM nakete. OHa MOXeET ObITh CBEPHYTA WJIM Pa3BEPHyTA
IS OTOOPaXeHHs Bce MH(OPMaLUU, COGPaHHOM 06 OTIENIbHOM MaKeTe.

¢ Packet Bytes. 9To HMXKHsiA MaHeJb, B KOTOPOM OTO6pa)KaIOTCﬂ UCXOJHbIE JIaH-
Hble [1aKeTa B HEOOPaGOTaHHOM BH/E, T.€. B TOM BHUJE, B KAKOM IIAKET Iepe-
HOCHUTCS IO CETU. ITU UCXOAHDbIEC AAaHHBIE HE COAEPXKAT HUYErO, YTO YNpo-
masio 61 X OTCAEKHUBAHHE. MeTOAMKH UX HHTEPIIPETALIMM NOAPOOHEe pac-
CMaTpUBAIOTCsA B NpHIoKeHun b, “MiHTepnperanys nakeToB”, K 3TOH KHUTE.

Mo6ankHeie napamerpel Hactporiku Wireshark

HMeeTcst HeCKobKO MIOGAIbHBIX napameTpoB Wireshark, koTopbie MOXXHO Ha-
CTPOUTD MO CBOU HYX/bL. UTOGBI NOTYYUTD ZOCTYN K I10GAIBHBIM TapPAMETPAM Ha-
crpoiikn Wireshark, Boibepure komanay Edit=Preferences (ITpaska=IlapameTtpbr)
M3 DIABHOTO MeHI0. B uTore oTkpoercs auanorosoe okHo Preferences ¢ HECKOIbKU-
MM ClleUaIbHO HACTPAHBAEMbIMHU NAPAMETPAaMH, KaK OKa3aHO Ha puc. 3.6.

ImoGanpHble mapaMeTpbl HacTpoiikin Wireshark paséuTel Ha mecTb OCHOBHBIX
PaszesioB M IOTIOJHUTENbHbIIN passen Advanced. Hmke npuseaeno kpartkoe onuca-
HHeE 3TUX Pa3/ieJIoB.

o Appearance (IIpeacraBnenue). B sToM pasjene HaxoaaTcs DIoGaibHblE
napameTpbl, KOTOpPbIE ONpEeAeNAOT MOPANOK TNPEACTABIEHUsl JaHHBIX B
Wireshark. Bonpiyio yacTk 3THX napaMeTpoOB MOXXHO M3MEHUTb, MCXOJs
M3 CBOMX JIMYHBIX NPEANOYTEHHUH, BKIOYas HEOOXOAMMOCTb COXPaHSATb
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[10JIOE€HHUE OKOH, KOMIIOHOBKY TPEX OCHOBHBIX MAHEJIEH, PACIIOJIOKEHUE 110~
JIOCHI IIPOKPYTKH M CTOJIOLIOB B naHeu Packet List, mpudThi, KOTOPBIMHU BblJE-
JIAIOTCA MIepeXBayeHHbIE JAHHBIE, 2 TAKXKE IBeTa POHA U CUMBOJIOB WpU@Ta.

M Wireshark  Preferences

v Appearance
Layout
Columns

Font and Colors

Capture

EytJ Remember main window size and placement
Open files in

(® The most recently used folder

O This folder: |C:WsersY Sanders\Documents Browse
Show up to
10 | fiiter entries

110 | recent files

[[] Confirm unsaved capture fles

L_j Automatically scroll packet details

Packet detail scrolf percentage: |0
Main toolbar style: Iconsonly v

Language: |Use system setting ¥

[ Tk M} Cancel Help

Puc. 3.6. B amanorosom okHe Preferences MoXHO cneuManbHO HacTpoOMTL
rno6ansHeie napametpsl Wireshark

¢ Capture (IlepexsaT). B 3ToM pasgese HaXOAATCA IMOGAIbHBIE NTAPAMETPBI,

KOTOpbIE ONpeAeAIioT HOPAAOK NepexBaTa MaKeTOB, BKJII0OYas CTaHJAaPTHbIA
uHTepdeiic A1 nepexsaTa, HEOOXOAMMOCTh IEpexoja B KOMOMHMPOBaH-
HBIII PEXHUM MO YMOJIYaHHUIO U OOHOBJeHUs maHeau Packet List B peanbHOM
BPEMEHHU.

Filter Expressions (PuiabTpyromue BoipaxkeHus). B raapHeitmem mMb1 o6cy-
AUM, KakuM o6pa3oM B Wireshark MosxxHo ¢uiabTpoBath ceTeBoit Tpaduk no
OTAE/IbHBIM KPUTEPUSM. A B 3TOM pasjie/ie HAXOAATCA [I0GaIbHbIC MapaMe-
TPBbl, KOTOPbIE MO3BOJIAIOT CO3/aBaTh (PHIBTPBI CETEBOro Tpaduka U MaHU-
1yJINPOBATb UMH.

Name Resolution (IIpeoGpa3oBanue umen). C noMousio moGaabHbIX Mapa-
METPOB M3 3TOTO pa3/ie/la MOXKHO aKTHBU3UPOBATh (PYHKLHOHAIbHBIE Cpel-
ctBa Wireshark, nossojsionme npeo6pa3oBbiBaTh ajpeca B UX 6ojiee yro6-
Hbl€ Ui Pa3IMYEHHUs UMEHA, B TOM YHCJIE aJpeca KaHAIbHOTO, CETEBOTO U
TPaHCMOPTHOTO YPOBHS, a TAKXE YKa3bIBATh MAKCUMAIbHOE KOJIMYECTBO I1a-
Pa/UICIBHBIX 3alPOCOB Ha IPeo6Gpa3oBaHUE UMEH.

Protocols (IIpoTroxonsr). B sTom pasgene Haxogarcs moGalbHbIE MNapa-
METpbl, UMEIONIME OTHOIEHHE K NEPEeXBaTy U OTOOPAKEHHIO Pa3TUYHBIX
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naketoB, koTopble Wireshark B coctosnuu aekoauposats. Hactpansaembie
MI0GIbHbIE MapaMeTPbl UMEIOTCSA HE ISl BCEX CETEBBIX IPOTOKOJIOB, HO Na-
PaMeTpbl HEKOTOPBIX U3 HUX BCE K€ MOXXHO UBMEHUTDb. BnpoueM, sTu napa-
METPBbI JIydlllé OCTABUTH YyCTAHOBJIEHHbIMM 110 YMOJIYAHHUIO, €CJIU TOJIBKO HET
OCOGBIX NPUUKH VI UX U3MEHEHUS.

e Statistics (CTaTicTHKa). B 9TOM pasaesne HaxoaUTCs paj MOGAIbHBIX Mapa-
METPOB Il HACTPOMKMN PYHKIHMOHANbHBIX cpeiacTB Wireshark, npeanasna-
YEHHBIX JUIS BEJICHUs] CTAaTUCTUKU U GoJsiee MOAPOOHO PacCMAaTPUBAEMBIX B
miase b, “JlonoanuTeabHbIe BO3MOXHOCTH Wireshark”.

e Advanced ([lomoHuTEIbHO). B 3TOM pasjesne HaxoaAaTca moGaabHbIe Mapa-
METPpbl, He OTHOCSIIIMECA HU K OJHOI U3 NePEeYNCIEHHDIX BbIlle KaTETOPUM.
OHHM, KaK NPABUIO, HACTPAHBAIOTCS TOJBKO OMNBITHBIMU TIOJb30BAaTENAMU
Wireshark.

LiBeToBas kogmposKka nakeTos

Ecau Bbl, Kak M s, npeanoyuTaere 6/1eCTAIIME NPEAMETbI U IIPUATHBIE LBETA,
TO BaC, BEPOSITHO, 3aMHTEPECYET BOZMOXHOCTD BbIAEATD NAKETbI Pa3HBIMU 1IBETA
Mu B naHesu Packet List, kak, Hanpumep, nokasaHo Ha puc. 3.7. M1 xots ato Bcero
JIMLIb YePHO-6eIblii PUCYHOK B IEYATHOM M3JaHUM, TEM HE MEHEE, Pa3Hble OTTEH-
KH CEPOro Ha HeM JAIOT oblee NPeJACTaBlIeHUE O IIBETOBON KOJUPOBKE MAKETOB.
Ha nepBblif B3MIAA MOXET IOKA3aThCs, YTO MAKEThI BbIIEISAIOTCS IBETAMU [IPOU3-
BOJIBHO, HO HAa CAMOM JIeJie 3TO He TaK.

72.16.16.128 172 NENS
16.16.128 1 NBNS

S 0>
2 6.16.128 DNS dard query Oxb86a PTR 128,16.16.172.in-addr.arpa
656 » 63 standard quel response Oxb86a No such name
70 66 2918-80 1460 WS=4 SACK_PERM=1
6 2 Len=0 MSS=1406 SACK_PH

30 3.0508

Puc. 3.7. Lipetosas koanposka nakertos B Wireshark nossonser 6bictpo pacnoswasats
ceTesble NPOTOKObI

Kaxaplil nakeT 0TOGpakaeTcsl OTAENbHBIM IIBETOM IO BECbMa BECKOM IPUYUHE:
I[BET MOXET OTPaXkaThb CETEBON MPOTOKOJ U 3HAYEHHUS B OT/AEJIbHbIX NOJISAX MaKe-
Ta. Hanpumep, Beck Tpaduk no ceresomy nporokony UDP Bbiaensercs no ymosr-
YaHHUIO TOJYGbIM IIBETOM, a BeCh Tpaduk 1o cereBomy nportokory HTTP — cana-
TOoBBIM. Takas IBETOBasA KOAMPOBKA MO3BOJAET OBICTPO PaClO3HABATDH Pa3JIUYHbIE
ceTeBble NPOTOKOJIBI, HE 00paIasch K MOJI0 MPOTOKOJIA B KaXAOM IIaKeTe, OTO-
6paxaemMoM B naHeau Packet List. Co BpeMeHeM Bbl caMM yO€AMTECH, HACKOJIBKO TO
3KOHOMMT BpEMsi, 3aTPayMBaeMOe Ha MPOCMOTP KPYIHbIX (aiiioB nepexsara.
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IiBeTa, Ha3HAUEHHBIE IS KAXKJOTO CETEBOro NMPOTOKOJIA, HETPYAHO U3MEHHUTD

B IMa1oroBoM okHe Coloring Rules (ITpaBiuia Bbie/IeHUs! IBETOM), KaK MOKAa3aHO Ha

puc. 3.8. HTo6bI OTKPBITH 3TO OKHO, BbIGepuTe komaH Iy View= Coloring Rules (Bua=

LIBeTOBBIE MPAaBHJIA) U3 IJTABHOTO MEHIO.

M Wireshark - Coloring Rules - Default ? X

| Name Filter

arp
icmp I} icmpad

B

smb |f nbss || nbins [f nbipx || ipxsap || netbios
hitp {| tep.port == 80 || http2
i ff spx

s

Double dick 1o edit. Orag to move. Rules are processed i order unti @ match & found.
R

[ ] e Import o TR

Puc. 3.8. B amanorosom okHe Coloring Rules MOXHO NpocMaTpuBaTh M M3MEHSTb MOPSAOK
BbiJ€NEHMS NAKETOB PA3HLIMM LIBETAMM

[IpaBusna BbIEIEHUS LBETOM OCHOBBIBAIOTCS HA (PUILTPAX, MPUMEHAEMBIX B
Wireshark u noapo6nee paccmarpusaembix B mabe 4, “O6paboTka nepexpBayueH-
HbIX nakeToB”. C MOMOWBIO 3THX (PUILTPOB MOXHO ONPEAETUTb COGCTBEHHBIC IIpa-
BUJIA BbIJENECHHUS LBETOM WIH MU3MEHUTH yxe cymecTsylomue. Hanpumep, yToGsi
HU3MEHHTD C CAIATOBOTO Ha 6J1eJHO-IMIOBLIH LBET (POHA, KOTOPBIM BbLIEIAETCH Ce-
TeBoit Tpaduk no nporokoay HTTP, Beimonnure ciaenyomme aeiictpus.

1. OTkpoiite Wireshark, a 3atem auajiorosoe okHo Coloring Rules (1o komange
View= Coloring Rules).

2. Haiigure npasuio BbifeieHHs nBeToM ceteBoro nportokona HTTP B criucke
NOJAOGHBIX NIPABHJI U BBIOEPUTE €T0, EJKHYB Ha HEM KHOMKOI MBIIIH.

3. B HmwxkHeil 4acTH 3KpaHa NOABSATCS KHONKM BbIOOpA I[BETOB CHMBOJIOB H
¢ona, kak nokasano Ha puc. 3.9.

4. lllenkuure Ha kHomKe Background (PoH).

5. Boi6epuTe TpeGylommiics BET Ha NAIMTPE IIBETOB U HIEJIKHUTE Ha KHOTIKe OK.
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M Wireshark . Coloring Rules . Default ? X

ilv] ARP arp

smb || nbss || nbns || nbipx || ipxsap || netbios
L http || tep-port == B0 || http2

‘Lﬂ TCP tep
4 uop udp

o () LD DR [T

Puc. 3.9. Penaktpys ¢punbTp BbigeneHus UBETOM, MOXHO M3MEHMTbL LBETA CUMBOJIOB M
¢oHa

6. Llenxknure Ha kHOMKe OK ele pa3, YTO6bI IPUHATH BHECEHHbIE U3MEHEHUS U
BEPHYTLCA B INIaBHOE OKHO. B uTore nosb3oBarenbckuii uHTEpdEHc 10MmKeH
nepe3arpy3s|ThbCs, YTOObI OTPa3uTh OOGHOBJIEHHYIO IIBETOBYIO CXEMY.

B xone pa6oTbl co cBoeii ceTbio B Wireshark Bbl nocteneHHo HauHeTe 3aMeyaTh,
4TO C OAHMMU CETEBBIMU IIPOTOKONAMM BaM NPUXOAUTCA UMETD J€JI0 Yalle, YeM C
Apyrumu. IMeHHO 31€ech M NPUXOAUT Ha NMOMOIIb IIBETOBAsA KOAHMPOBKA MaKETOB,
ynpomalomas ux aHaiua. Tak, ecii Bbl CYUTAETE, YTO B BalEi CETH UMEETCS HEIlo-
caymabiii DHCP-cepsep, camoBosibHO HazHauatomui IP-agpeca, Moxere U3BMEHHUTD
npaBuia BblAeIeHUSA LBETOM ceTeBoro nporokosna DHCP Takum obpaszom, 4TOGBI
OTOGpaXXaTh COOTBETCTBYIONIHME MTAKEThI CBETIO-KENTHIM HIIU JIIOObIM APYTHM JIEFKO
Pa3M4aeMbIM LBETOM. ITO AACT BaM BO3MOXXHOCTb HAMHOTO GbICTpEE pa3luvaTh
Bech ceTeBoit Tpaduk no nporokoay DHCP, a ciegoBaTenbHo, NoBbICHTb 3¢pdek-
TUBHOCTb aHA/IU3a [1AKETOB.

He max dagno mue npumiocs o6cyxcoams npunamoe ¢ Wireshark npasusa sv.-
Oenenua Yeemom 6 X00e NPeseHmanun O epynnove MeCmuoLx yuauuxcs. Ooun
U3 YUAUSUXCA TPUSHANCK, MO eMY YOAAOCH USMEHUMD YCIMAHOGAEHHBIE 1O YMOAN-
UAHUI NPABUNG BLOCAEHUS YBEMOM, TOCKOABKY O HE MOXCEM PAIAUMAM HEKO-
moprie yeema. Tarxoe uamenenue npagus 6vl0eneHUs NAKEMOB PaA3HbIM UEEMOM
AUWS pacuupsem cneyuarsioe 8oamoxcnocmu nosvsosamenet. Wireshark.
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®daitnbl KoH$Urypaumum

[Tone3no 3Hats, rae umeHHo Wireshark coxpanseT HacTpoHKuU cBoeH koHuUry-
panmu, Ha TOT CJIy4aH, ec/iM NOTPeGyeTCsl BHECTU B HUX HEMOCPEACTBEHHbIE KOP-
pexTuBbl. UTOOBI HaliTH MecTonoOXKeHUe (PaitioB KOHPUTypaurn Wireshark, po-
CTaTOYHO BBIOPATh CHauala koMaHay Help=About Wireshark (Cupaska=O nporpam-
Me Wireshark), a 3atem Bkiaaaxy Folders (ITanku). /Iluanorosoe okHO c 3Toii pa3sep-
HYTOH BKJIaZIKOH NpuBeJeHO Ha puc. 3.10.

,‘ About Wireshark ? X
Wireshark Authors Folders Plugins Keyboard Shortcuts License

Hame Location Typical Files

File " dialogs

configuraton €

rfiguration

Puc. 3.10. Mecrononoxenne ¢arinos koHdpurypaumum Wireshark

Yro KacaeTcs cnenuanbHoi HacTpoiiku Wireshark, To Bymst caMbIMi BaXXKHbIMH
MECTaMHM JUIsl €€ NPOBEJICHUA CIYXKAT KaTATOrM JIMYHOM U MobantbHOM KoHuUrypa-
1uu. Tak, B katajore mo6ajbHON KOH(UIypalMu COAEPKATCA BCE YCTAHABIMBAE-
Mbl€ M COXpaHseMbI€ [0 YMOJIYaHMIO HAaCTPoiiku 1 npopuan Wireshark, a B kaTao-
re JINYHOU KOH(UIypauru — CrielMaIbHbIe HACTPOMKM U NPOMUIH, XapaKTEPHbIE
AUIs1 Ballei yueTHoi 3anucu. Jllo6ble HOBble (paiiibl, KOTOpbBIE Bbl co3AaeTe, OyayT
COXPAHSATBCS B MOAKATAIOrE, PACHOJI0KEHHOM B KaTaJlore JTMYHOH KOH(Urypanuu
0 YKa3aHHbIM BaMU UMeHaM. Pa3inyarh kaTanoru AMYHOM U ro6anrbHOM KOHpU-
Iypauuy BOKHO MOTOMY, 4TO J0Oble M3MeHeHUs B ¢aiinax robaibHoM koHuUrypa-
IIMH OKAXYT BJIMAHME Ha KaxJioro noias3oparens Wireshark B cucreme.

Npodunu kondpurypauumn

[Mocne o3HAKOMJIEHHS C IMOGAIBHBIMM MapaMeTpaMu HacTpodku Wireshark
Y BaC MOXET MOPOii BOZHUKHYTh MOTPEGHOCTh BOCMOJIBb30BATLCA CHaYala OXHUM
PSIOM 3THUX IIAPAMETPOB, a 3aTe€M ObICTPO HEPEHTH K JIPYTMM IOGIbHBIM l1apa-
MeTpaM, 4ToGbl ydecTh M3MEHHUBIIYIOCH cutyanuio. Ho BMecro Toro 4robsl le-
peHaCcTpPauBaTh MIOGAIbHbIE MapaMeTpbl Kax/blii pas, KoIja B 3TOM BO3HHUKACT
NOTPeGHOCTb, MOXHO BOCIIOJIb30BAaTbCs BHeApPeHHbIMM B Wireshark npoduasamu
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KOH(HUrypaluuu, JalONMMHU M0JIb30BaTENAM BO3MOXHOCTDL CO3/jaBaTh U COXPAHATD
onpe/ieIeHHbIN P/ IM106abHbIX NAPAMETPOB.
B npoduie konpurypanum xpaHUTCA cJaeayiouee.

¢ InoGanbHbIE TapaMeTPbl HACTPOUKH
¢  QuibTphI NEpEXBaTa

®  ®uabTpel OTOOGPAXKEHUA

e TlpaBuia BblA€I€HUA IBETOM

e 3anpeuieHHbIE CETEBbIE IPOTOKOJIbI
¢ IlpunyaurenbHbie pacmngpoBKU

e HeapaBuue YCTAaHOBKH, B TOM YHCJI€ pa3MEPbI IlaHCJICﬁ, HaCTPOﬁKl/l npeacras-
JIEHHUSI MEHIO U IIMPHHA CTOJI6ILOB

e XapakTepHble i MPOTOKOJOB TabG/MIbI, COAepKallue, HallpuMep, nepe-
4YeHb NnoJjb3oBareseii cereporo nporokona SNMP u cnennanbupie HTTP-3a-
rOJIOBKH

YTOo6BI MPOCMOTPETh CNMCOK Npoduieli KOHPUIYpaLUuK, BLIGEPUTE KOMaHAY
Edit=Configuration Profiles (ITpaBka=ITpo¢unn koHdurypaumu) U3 rMaBHOTO MEHIO.
MoskHO Takke meNKHYTh PaBOi KHOMKOMN MBIIIM Ha pasjesie npoguieii B 1paBoM
HIDKHEM YIVTy OKHA M BbIOpaTh KoMaHay Manage Profiles (YnpapasTs npoguiamu)
M3 KOHTEKCTHOro MeHio. B otkpbiBmemcs okne Configuration Profiles Bb1 06Hapyxu-
Te pAA CTaHAAPTHBIX npoduieii Wireshark, Bimouas ciaeayiomme: Default (Cran-
AapTHbIN), Bluetooth (becnpoBoaHas nepconanbHas ceth Bluetooth) u Classic
(Knaccuueckuit). 3aech ke HaXOAUTCS CHEHUAIBHO CO3JAaHHBIH ABTOPOM KHUTH
npo¢guib Latency Investigation (McciaenoBanue ceTeBoii 3aiepXKH), KOTOPbIi
BBLIENAETCA MPOCTBIM TEKCTOM, TOIIa KaK OCTajIbHbIE NPO(UIM — KyPCUBOM, KaK
noka3aHo Ha puc. 3.11.

Puc. 3.11. lMpocmotp npouness koHdurypaLmm
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B okne Configuration Profiles MOXHO cO31aBaTh, KOMUPOBATh, YAUIATL U IIpUME-
HATb npo¢uan konpurypauuu. Ipouecc cozganus HOBOro npoduiast JOBOIBHO
npoct. [l 3TOro 0CTaTOYHO BBINOJHUTD CJEAYIOUHE JEHCTBUS.

1. Hacrpoiire koHdurypauuio Wireshark ¢ ycranoBkamu, koTopble TpeGyeTcs
COXPaHUTDb B OTAEIbHOM Npodue.

2. Ilepeiinute B okHO Configuration Profiles, BbIGpaB komaHay Edit= Configuration
Profiles 13 r1aBHOrO MEHIO.

3. IlleaxHuTE HA KHOMKE CO 3HAKOM “rumoc” (+) M NPUCBOMTE ONMUCATENbHOE
MMs1 HOBOMY PO W0 KOHPHUTYPALIUH.

4, Ileaxuure Ha kHonke OK.

Korza y Bac BO3HHKHET NOTPeGHOCTb CMEHHMTb NMpoduib KOHpUrypauuwy, mne-
peiaute B okHO Configuration Profiles, meakHuTe cHayala HA KIMEHH HYXHOFO IPO-
¢uns, a 3ateM Ha kHonke OK. DTy onepanMio MOKXHO YCKOPUTb, WIEJIKHYB NPaBOii
KHOIIKOU MBIIIN B MIPAaBOM HIXKHeM yrny okHa Wireshark Ha 3aronoske Profile u
BBIGPAB HYXKHBII PO UIb, KaK MIOKa3aHO Ha puc. 3.12.

download-slow Packets: 10728

Displayed: 10728 {100.0%) * Load time: 0:0,309 || Profi

Puc. 3.12. Beictpas cmeHa npogmna KoH$purypaumm yepes saronosok Profile

K unciy cambIx 1101€3HBIX CBOMCTB Npodusieit KOHPUIrypauuu OTHOCUTCS BO3-
MOXHOCTb COXPAHSTh UX B OTAEJBHOM KaTaJore BMECTE C LeNbIM paaoMm ¢aiinos
KOH(pUIypauuy. TO 03HAYAET, YTO MOXNKHO CO3/aBaTh pe3epBHbIE KOonuU npodu-
JIeii, a 3aTeM OOMEHUBATbCA MU C APYTMMU I10JIb30BATEISAMHU. Ha Bxiaagke Folders,
npuBeJeHHOM Ha puc. 3.10, yka3aHbI yTH K KaTajoraMm ¢ ¢gaiaMu TMYHOM U 110
G6anbHOM KOHpuUrypaunu. UTo6b 06MEHATHCA MPOGUIEM C IOJIb3OBATENEM HA APY-
rOM KOMIbIOTEPE, {OCTATOYHO CKOMMPOBATD MAIKY, COBNAAIONIYIO C UMEHEM OOMe-
HUBaeMoro npoduisi, U BCTABUTb €€ B TOT )K€ CaMblii KaTajlor JUisi COOTBETCTBYIO-
1ETO MOJIb30BaTEIA Ha IPYTOM KOMIIbIOTEPE.

ITo X0/1y YTEHUsI STOI KHUTH y BAC MOXET BO3HUKHYTb NOTPEGHOCTb CO3/1aTh He-
CKOJIBKO PO uIeil BLICOKOTO YPOBHs LIsi O6IEH IMarHOCTUKH CETH, BbISBJICHUS
MCTOYHMKA CETEBOM 3a/IePXKKH U UCCIeJOBAHUs BONPocoB GezonacHocTu. He 601-
TeChb CBOGOAHO MOJIb30BATHCA NpoduaaMu. OHH AeHCTBUTENBHO SKOHOMST BpeMs,
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Korzaa Tpe6GyeTcs 6bICTPO CMEHUTD PsJ MOGAIBHBIX MapaMeTPOB HACTPOHKHU. MHe
M3BeCTHbI nojb3oBaTenn Wireshark, koTopelie ynotpebasnu aecatku npoduieit
JJIS1 yCTENIHOTO pa3pellieHUs CaMbIX Pa3HbIX CUTyalluii B CETH.

HTak, yctanoBuB 1 HacTpouB Wireshark, Bbl rOTOBBI IPUCTYNUTD K aHAIM3Y Na-
keToB. B rase 4, “O6paboTka nepexBaueHHBIX [IAKETOB”, NOACHSETCA, Kak 06paba-
TBIBATDb [I€PEXBAYECHHbBIE MTAKETHI.
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OBPABOTKA INMEPEXBAYEHHbIX
NMAKETOB

[ocne 3nakomctsa ¢ Wireshark BbI roToBBI IPUCTYIMTD K
nepexBaTy W aHaiu3y naketoB. M3 3Toii miaBbl BB y3HaeTe,
Kak o6pamatbcs ¢ ¢aitlamu nepexsara, nakeTaMu u gopmara-
MU OTOOpaKeHUs BpeMeHU. B Heli Taioke paccMaTpHUBAIOTCs JOMOJHUTENbHbIE BO3-
MOXHOCTH /YISl TIEPEXBATA MAKETOB U OCOGEHHOCTH MPUMEHEHUS (PIIBTPOB.

O6paborka ¢ainnoe nepexeara

Co BpemeHeM Bbl OGHAPYXUTE, YTO HEMAJIas JOJIS AHAIN3A MIAKETOB IIPUXOAUT-
€Sl Ha CTaMIO, CJEAYIOINYIO TIocle uX nepexsata. Kak npasmno, Heckosbko nepe-
XBaTOB POU3BOAUTCA B PasHble MOMEHTBI BpeMeHH. [1pu 3ToM oHM coxpaHsioTcs,
a 3aTeM aHaM3MpyloTca coobma. Takum o6pasom, Wireshark nosponsier coxpa-
HATH (aiinbl nepexsara Jis NOCJAEAyOMEro Ux aHanu3a. Kpome roro, Heckonbko
(aiinos nepexsaTa MOXHO OGbE IMHUTD BMECTE.

CoxpaHeHue u akcnopT ¢paitnos nepexsara

YTO6BI COXpPaHUTh pe3yabTaT NepexBaTa NAKETOB, BbloepuTe komaHay File=
Save As (®aitn=CoxpaHUTb KaK) U3 INIABHOTO MeHI0. B utore nosisurca auanoro-
Boe OKHO Save file as (Coxpanenue ¢aiina), npuBeseHHoe Ha puc. 4.1, B koTopom
BaM GyIeT NPEVIOKEHO YKa3aTbh MECTO JUIsl COXPAHEHHs MOJYyYEHHOro Mepexsara
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MIAKETOB, A TAKXKE BbIOPATD /11 HETO HOAX0AAIMI popmaT daitia. Ecm Bbl He yka-
xete ¢popmat (aiina, Wireshark apromaTidecku BpibepeT 3a1aBacMblii 110 YMOJIUA-
Huio opmat ¢aiina ¢ pacimpeHuem .pcapng.

.‘ Wireshark: Save file as
Save in ppalecaptures (& ) v

Name

80211b

Quick access

Desktop
_niT‘f"gE[pHﬂflﬂg

« arp_gratuitous

Libraries 5

This PC « dhcp_inlease_renewal

0 3

<

File name

Network
Save as type Wireshark Acpdump/ ... - pcap {"pcap;”pcap g v

[’1 Compress with gzip

Puc. 4.1. B amanorosom okHe Save file as MOXHO COXpPaHaTb
noNyYyeHHble NepexsaTsl NAKETOB

3ayacTyio TpeGyeTcss COXPaHUTD JIMIUb YaCTh NepexBaueHHbIX nakeToB. C 3Toii
ueanlo BbiGepuTe koManay File=Export Specified Packets (Paiin=dkcnopruposars
yKa3aHHbIE MAKEThI) U3 MIABHOTO MEHIO. B uTOre nosiBUTCS AMAJIOroBoe OKHO, IPH-
BeJeHHOE Ha puc. 4.2. ITO yIOOHBII Clydai COKPATUTbh Pa3Mepbl YPE3MCPHO PasIy-
TbIX (paiiioB nepexpaTta. B 4acTHOCTH, MOXHO BBIGPATh COXpaHEHHE MAKETOB JIULIb
B KOHKPETHOM JIMalla30He HOMEPOB, OTMEUYEHHbIX TAKETOB MJIU )K€ TEX MAKETOB, KO-
TOPbIE NOABJAIOTCA Ha 3KpaHe Mocje NpUMeHeHUs GUALTpa oTo6paxeHus (oTMe-
YEHHbIE MaKeThl M (PUIBTPbI PACCMATPUBAIOTCA Jalee B 3TOH IIaBe).

O6veaunenue $pannos nepexsara

1 HEKOTOPBIX BUAOB aHAIM3a TPEeOYeTCss BO3MOXHOCTb OOBEAMHATL BMECTE
HECKOJIbKO (aitioB nepexsarta. M 3T0 06b1uHas HOpMa MPAKTHKH, KOTAA MPUXOJUT-
€Sl CPaBHUBATDb JBa MOTOKA JAHHBIX WIH O6BEIUHATD NIOTOKH, OTHOCAIUECH K OJ-
HOMY CETEBOMY Tpad UKy, HO e peXBaY€HHbIE OTAENbHO.

Yto6b1 06beauHNUTD haiibl NepexBaTa, OTKPOHTE OJMH M3 HUX U BbibGepure
komaHy File=>Merge (Paitn=>O06beMHNUTD) U3 MIABHOrO MeHIO. B urore orkpoer-
cs quanorosoe okHO Merge with capture file (O6beaunenue ¢ ¢aitiom nepexsara),
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npuBefeHHoe Ha puc. 4.3. BeiGepure cHauana HOBBIN (aiis, ¢ KOTOPbIM TpeGyeTCs
0GBEAMHUTB YK€ OTKPBITHII (paiis, a 3aTeM crnoco6 ux odbeanHeHus. B yactHocTy,
BBIOPAHHBII (AT MOXHO MPUCOEAMHUTD B HaYaJle WIM B KOHIIE OTKPBITOrO B Ha-
CTOSIHUIA MOMEHT (paiia WK e 0ObeMHUTD (Paiiibl B XPOHOJIOTUYECKUM TTOPSIL-

K€, UICXO/ M3 OTMETOK BPEMEHH UX CO3/IaHUsA WU UBMEHEHHUS.

M Wireshark: Export Specified Packets X
Savein: | | ppadecaptures V] o2&
» Name Date modified Type 2
% 80211beacon Wiresh
i 80211-WEPauth Wiresh
211-WEPauthfail Wiresh
80211-WPAauth Wiresh
Fd 80211-WPAauthfail Wiresh
w4 activeosfingerprinting Wiresh
+ arp_gratuitous Wiresh
Libraries + arp_resolution Wiresh
ks arppoison Wiresh
L &4 aurora Wiresh
This PC w4 dhcp_inlease_renewal Wiresh ,
< >
File name ‘.Fprad;;atsly o i
Network SRS e
Save astype WiresharkAcpdump/... - pcap ("poap*pcap g v
Help
Packet Range . [ Com
(O Captured @) Displayed
(@) All packets 12
(O Selected packet 1
Markec et
First to las
0

Puc. 4.2. B auanorosom okHe Export Specified Packets moxHo 60-
nee TO4YHO yKa3aTh NOPAAOK COXPAHEHMS MEPEXBAYEHHbIX NAKETOB

O6paboTka nakeros

JleJlo B KOHEYHOM HUTOre AOHJET JO TOrO, YTO BaM IPUIAETCS o6pabaTbiBaTh
o4YeHb MHOro nakeroB. [Io Mepe yBelHYeHHA KOJMYECTBA I1AKETOB 4O ThICHY U
AiaXke MIUIJIMOHOB y BaC BO3HMKHET MOTPEGHOCTDh 3 (PEeKTUBHO MepeMemaTbCs 10
UM naketaM. M st aToit nean B Wireshark npeycMoTpeH nouck M OTMETKA Na-
KETOB, OTBEYAIOIMX ONpeJeJeHHbIM KpUTepuaM. UTo6bl ynpocTUTh o6pallleHHe K
MakKeTaMm JUIsl oJy4eHHUs GbICTPOM CIIPaBKH, UX MOXHO pPacrevyaraTb.
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M Wireshark: Merge with capture file X
Lock in 2 ppadecaptures v| & b [
Name : Date modified Type £x
i dns_axfr Wireshark capture...
Quick access ks dns_query_response Wireshark capture...
[ 41 dns_recursivequery_client Wireshark capture,
i 4 dns_recursivequery_server Wireshark capture...
Desktop % download-fast 6/17 Wireshark capture...
% download-slow 6/ Wireshark capture..
[ facebook_login 6/ Wireshark capture.
Libraries facebook_message 6/17/2017 8:34 AM ~ Wireshark capture...
e http_espn 6/17/2017 8:34 AM  Wireshark capture
t%ﬂ % http_google 6/ Wireshark capture.
This PC = http_post 6/ Wireshark capture... |,
< >
Né File name ;Facebnok,message v Open i
Network i IR SR I 2 s
Flles of type All Files v Cancel
Help
Read filter: 3’“"' T Format Wireshark Acpdump/... - pcap
Size 2390 bytes
(O Prepend packets to existing file Packets 5
(®) Merge packets chronalogically Fret Packet: 2010-04-05 15:23:25
(O Append packets to existing file Bapsed 00:00:00

Puc. 4.3. B ananorosom okHe Merge with capture file MmoxHo obbegm-
HMTL ABA Qasina nepexsara

Mouck naxkeros

YT0o6b1 HAWTH TaKEThI, OTBEYAIOIHE ONPEEIEHHBIM KpUTEPHAM, OTKPOIiTE Nna-
Heab Find Packet (ITouck nakera), IIPUBEJIEHHYIO B CKAaTOM BUJE Ha pUc. 4.4, HAKaB
koMmOuHanumio xiaasum <Ctrl+F>. 3ta na”ens nosBUTCS MeXx 1y naHeasblo Filter u ok-
HOM Packet List.

Display fiiter ¥ |tcp Find | | Cancel

e Source Destination Protocol

PN
w 172.16.16.128 74.125.95.184 Tce
- 74.125.95.104 172.16.16.128 TP
- 172.16.16.128 74.125.95.104 TCcp

.16.128 74.125.95.104 HTTP

Puc. 4.4. Mouck naketos 8 Wireshark no sananHbim kputepusm. B ganHom cayuae noka-
3QHbI NAKETHI, COBNAAQiOLIME C BLIPAXeHUEM tCP, 30AAHHbIM B punbTpe oTobpaxenus

Ha stoit nanenun NpeaoCTaBJAIOTCS TPHU BAPHAHTA IOUCKA MTAKETOB, KAK IMOSICHSA-
€TCsA HUXe.

¢ Display filter (PuabTp 0TOGpa’keHHs). ITOT BAPUAHT NO3BOJISAET CO3AATDH
¢uibTp, YTOGHI HAUTH TOJIBKO TE MAKETHI, KOTOPbIE OTBEYAIOT 3aaHHOMY B
HEM BbIpaXXeHU10. FIMEHHO 3TOT BapMaHT NOMCKA MAKETOB MCIIOJIb30BaH JUIst
NIOJIyYEHHs PE3YJIBTATOB, IPUBEJEHHBIX Ha puc. 4.4.
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¢ Hex value (IIlecTHaznaTepHYHOE 3HaAYE€HHE). ITOT BAPUAHT NpeEJHA3Ha-
4CH JUIA IIOMCKA I1AKETOB IO YKa3aHHOMY IIECTHAAATEPHYHOMY 3HA4YEHHIO.

¢ String (CHMBoOJIbHasA CTPOKa). TOT BapUAHT NpeIHa3HAa4YeH JUIA MOUCKa
MAKETOB IO YKa3aHHOI CMMBOJIbHOM CTpOKe. B 4acTHOCTH, MOXHO yKa3aTb
MMsi OObEKTa U1l MOMCKA ITAKETOB WM YYUTBIBATh PETUCTP OYKB B CTPOKE
IIOMCKa.

Buabl noucka makeros cBeJeHbl B Ta61. 4.1.

Ta6bnuua 4.1. Bugsl noucka nakeros

Bup noucka Npumepsi

Dunbtp oTobpaxeHus not ip
ip.addr==192.168.0.1
Arp

WectHaauatepuuHoe 3HaueHme 00ff
ffff
00ABB1£0

CumsonsbHas cTpoka Workstationl
UserB
domain

Bri6paB BUJ OMCKa [MAKETOB, BBEAUTE KPUTEPHUH NIOUCKA B TEKCTOBOM I0OJI€ H
IEJKHUTE Ha KHONKe Find, 4ToObI HAaliTH NMEPBBIH MAKET, OTBEYAIOUWIMHA 3aJaHHOMY
kpurepuio. YTo6bl HANTH cleAylomMit MaKeT, WeJKHUTe Ha KHomKe Find ewe pa3
MM HOKMHUTEe KoMOMHaumio wiasum <Ctrl+N>, a 11 noucka npejplaymero nake-
Ta, COBMABILIETO C 33laHHbIM KpUTEpUeM, — KoMOMHanuIo Kiapui <Ctrl+B>.

OrtmeTka naketos

Hrak, Halifis makeThbl, OTBEYAIOIME 3aJaHHOMY KPUTEPHIO, MOXETE OTMETHTD
T€ M3 HUX, KOTOPbIE HHTEPECYIOT BaC B NepBylo odepeab. OTMETKA MAKETOB, B 4aCT-
HOCTH, MO3BOJISAET COXPAHUTD TOJBKO 3TH NakeThl. Kpome Toro, ormevyeHHsie na-
KETbI MOXXHO 6bICTpO OTBICKATDb ITO UX 6CJIOMy TEKCTy Ha Y€PHOM Cl)OHC, KaK ITOKa3a-
HO Ha puc. 4.5.

| 21 0.836373 69.63

[ 22 0.836382

Puc. 4.5. Ormeuennbiit naket sbigensetcs Ha akpaHe. B aaHHom npumepe BTopos naker oka-
3bIBAETCS OTMEYEHHLIM M BLIMAANT BONee TeMHLIM Ha IKpaHe

YTOoObI OTMETUTD MAKET, WEJKHUTE Ha HEM NMPAaBOH KHOMKON MBIIM B MaHEH
Packet List 1 BbIGepuTe kOMaHAy Mark Packet (OTMETHTDb MakeT) U3 KOHTEKCTHOTO
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MEHIO WM HAOXMHUTe KOMOMHauuIo iasum <Ctrl+M>, Haxoasick B naHenu Packet
List. OTMETHUTH MOXHO CTOJIBKO ME€PEXBAYCHHBIX IIAKETOB, CKOJbKO MOTpeGyeTcs.
A 11s nepexo/ia MeXy OTMEYEHHBIMU ITAKETAMH BIIEPEA MM Ha3aJ HAKMHUTE KOM-
ounanuio wiasui <Shift+Ctrl+N> uwiu <Shift+Ctrl+B> cooTBeTCTBEHHO.

BI:IBOA NAKeToB HA nevYarTb

HecmoTps Ha To 4TO Gonblliasg YacTh aHAIM3A IPOBOAUTCS HA SKPAHE KOMIIbIO-
TE€PHOTO MOHUTOPA, EPEXBAYE€HHbBIE JaHHbIE HHOTa TPEGyeTcs pacneyaTaTs. Bpe-
MsI OT BPEMEHHU 31 PacleyaThIBalO ME€PEXBAYEHHbIE MTAKEThI U MPHUKJIECUBAIO JTUMKON
JIEHTOM NOJIyY€HHbIE PaclleYaTKU K CBOeMy paboueMy CToJry, 4ToGbl ObICTPO 06pa-
IATHCS 32 CNPABKOM K MX COAEP)KUMOMY O X0y aHanu3a. [TakeTs! yno6HO Takxke
pacniedaraTh B popmate PDF, ocob6eHHO npu noaroTroBke 0T4€TOB.

YT1o6bI pacneyaTaTh MepexpadyeHHbIE AKEThI, OTKPOITE AMAIOroBoe OKHO Print,
BbIGpaB koMaH Ty File= Print (Paitn=IleuaTs) U3 maBHoro meHio (puc. 4.6).

u‘ Wireshark « Print ? X

| Packet Format

] summary line

[ Details:
O afl collapsed
®) As displayed
O All expanded

D Bytes

[[] print each packet on a new page

Packet Range
(O Captured (@) Displayed
@ Al packets io o

(O selected packets only 1

O Range:

Remove ignored pa

Page Setup... | [wl:_"rmt 3 Cancel Help

Puc. 4.6. B ananorosom okHe Print MoxHo pacneuarars
yKQ3aHHble NaKeTbl

Kak u B 1nasiorosom okHe Export Specified Packets, B JaHHOM OKHE MO»HO yKasaTb
neyaTh MAKETOB TOJBKO B ONPEAEIEHHBIX NPEJE/IaX WU Xe TeX MAKETOB, KOTOPbIE
OTOOPAXAIOTCA MOC/IE NPUMEHEHHs q);mmpa. Kpome Toro, MoxHO yka3aTb Tpe6y-
€My10 CTEMEeHb ACTAINU3ALMH LIS NIeYaTH Kaxaoro nakera. [Tocsre Toro kak BeiGepe-
Te BCE MapaMeTPbl HACTPOMKM MEYaTH, IEJKHUTE Ha KHomke Print.

94 [nasa 4



Tigm: @it_boooks

3apaHue popMaTos oTobpaxeHUs BpeMeHH
W NPUBSA3OK K HEMY

Bpems oudeHb cylmecTBeHHO, OCOGEHHO JUIS aHATU3a MakeToB. Bee, yro npowuc-
XOJMT B CETH, 3aBUCUT OT BPEMEHHU, U NMO3TOMY B (pailrax nepexsara NPUXOAUTCA
YaCcTO M3yYaThb TEHACHLMHU U ceTeBble 3aJepkku. B npuioxenuu Wireshark npe-
JOCTABJIAECTCSA HECKOJIBKO HACTPAUBAEMBIX ITAPAMETPOB, MMEIOIIMX OTHOIIEHUE KO
BpeMeHU. B aTOM paszaese 6yayT paccMOTpeHbI (POPMAThI OTOOPaXKEHUA BPEMEHHU U
IPUBS3KHU K HEMY.

®opmartbl 0TOBpaxeHns BpeMeHn

Kaxplit naker, nepexsaTtbiBacMblii B Wireshark, cHaGxaeTcsa oTMeTKOH Bpe-
MEHH, NPHCBAUBAEMOiIl €My Ha ypOBHE ONepaluOHHO# cucTembl. Ilpunoxenune
Wireshark cioco6Ho oTo6paxkaTs aGCOMIOTHYIO OTMETKY BpEMEHH, 0003HaYaloulyio
KOHKPETHBIII MOMEHT, KOTIJa MakeT Gbl1 IepexBavyeH, BPEMsS OTHOCHUTEJIBHO MO-
CJIeJHETO NePEeXBaYeHHOTO MAaKeTa, a TAKXKE Ha4ajlo U KOHEI] llepexBaTa.

[TapameTpbl, MMeIOIME OTHOUWIEHHE K OTOOPAXEHUIO BPEMEHH, HAXOAATCS O]
3aros0BkoM View B r1aBHOM MeHIo. [TyHkT Time Display Format (PopmaT oTo6pae-
HUS BPEMEHHU) MO/ 3TUM 3aro/IOBKOM IIABHOTO MEHIO I03BOJISIET HACTPOUTh ¢op-
MaT MPEeACTABICHHS BPEMEHH, 2 TAKXKE TOYHOCTh €r0 OTOOPaXEHHUS, KaK MOKa3aHO
Ha puc. 4.7.

[TapameTpbl HacTpoOiikK popMaTa A NPEACTABIEHUSI BDEMEHH IO3BOJISIIOT BbI-
6parp pasHbie BAPUAHTBI OTOOpakeHus BpeMeHu. K ux unciay oTHocuTcsa otobpa-
)KEHHe JaThl U1 BPEMEHH CYTOK B CTAHAAPTHOM ¢popMaTe MM ke B popmare Bceob-
mero ckoopauauposanHoro spemenu (UTC), konrudecTBa cekyHa, NPOMWEAIIUX C
MOMEHTa IIOCJIE€AHETO NepexBaTa, U Ipodee.

A napameTpbl HACTPOIKM TOYHOCTH NO3BOJIAIOT 334aTh TOYHOCTb OTOGpaXke-
HUsS1 BpEMEHU aBTOMAaTHYECKH, T.e. B popmare, B3ATOM U3 (aiiia nepexsaTa, WM
BPYYHYIO, HalIpUMep, B CEKYHAaX, MMUIMCEKYH/aX, MUKPOCEKYH/aX U T.J4. JTHU Ma-
paMeTpbl GYAYT HACTPAUBATBCSA B IPUMEPAx, NPUBEJEHHBIX Jajle€ B KHUTE, NMO3TO-
MYy BbI JO/DKHBI O3HAKOMUTLCA C HUMH YK€ TENepb.

Cpasnusas danmsie us naxemos, NOCMYNAOUWUX U3 PAIHBLX YCmPoricms,
Y6edumecs, wmo MU YCMPOUCmea CUHXPOHUIUPOSANDBL C OOHUM U MEM e
UCTMOUHUKOM GpeMeNU, OCODEHHO ecAl 8bl 8bINOAHAEME PeMPOCTeK MUSHBLTL
anaiu3 uiu ouaznocmuxy cemu. JJia cumxponusayuu yempotcms 6 cemu
MoxcHO gocnoavzoeamuca npomoxosom NTP (Network Time Protocol — npo-
MOKOA CeMEBO20 8PeMenU ). AHAIU3 NAKEMOE, NOCYNAIUWUX U YCIMPOTUCTS &
pasnvix wacoswix noscax, caedyem nposodums ¢ gopmame UTC, a ne mecmmo-
20 6pemenu, wmobsL usbescamo HeoopasyMeHutl Npu co0OUEHUN NOLYUEHHBIX
pesysvmamos anaiusa.
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O
e Analyze  Stat fephe Airel Tools Help
= /qen
L App «] Exresson.. | 4 TCPRST
Packet fet Wireless Toolbar ttive Sting ¥iip Find | [Cancel
No. M Status Bar Pr ;-r,:Q 3 7 o
1 g TCP
2% Paciet List TP
3 et Details TcP
40 Packst Bytes Mi b
5 TP 60 80 ~ 1686 [ACK] Seqw2775577374 Ack=2082692395 Win=6976 Len«g
8 Tt Dispisy Forenat y > 6) Meta+Alte1 d POU]
2 Name Resolution » Veut & ; Dey (1970/00 123456)
g ko .
g Rasb » MetarAlt+2
1@ Meta+ Alt+3
1 . Beginning of Capture Meta+Alts4 sy gy
i us Captured Packet Meta+AR+5
CtrlvLeit MetasAlt+6
Meta+ Alte 7
o, Day of Yeer, and Time of Day
Caleviton Creweckanion » UTC Time of Day (01 23456) MetasAlt>8
¥ Resois Cokiuman CuleShift=R [ Automatic (from capture file)
Intemal: Ld i
Tenths
Hundredth ond
& Reload CirtsR M
@ ¥ Packets: 12 - Displayed: %) - Load tme: 0:0.0|| Profle: Defauit

Puc. 4.7. lNo komarge View= Time Display Format u3 rnaBHoro MeHio MOXHO BblIbpaTs oamnH
M3 HECKONbKMX pOPMATOB OTOBPAXEHHS BpEMEHM

BpemenHas npusaska k nakeram

BpemenHast npuBs3ka Kk rakeTaM No3BojsieT HACTPOUTDL ONpeAeJE€HHbIH MaKeT
TakuM 06pa3oM, YTOOBI MOCJAEAYIOIHE PAacYeThl BPEMEHU MPOU3BOIWINCH OTHO-
CUTEJIbHO JAaHHOTO MakeTa. Takasgs BO3MOXXHOCTb OCOGEHHO yAOGHA MPH MCCIEN0-
BaHUM psAJa NOCAEAOBATENbHBIX COOBITUA, HACTYNAOWNX B KAKOH-HUOYAb JPyroi
MOMEHT, 2 HE B MOMEHT Hadala ¢popMupoBaHus ¢aiia nepexsara.

YTOoO6b1 yCTAHOBUTH BPEMEHHYIO IPUBA3KY K NAKETY, LIEJKHUTE MPaBOil KHONMKOM
MBI Ha U36PaHHOM B KauyeCTBe ONMOPHOro MakeTe B naHenu Packet List 1 Bb1Gepu-
Te KoMaHAy Set/Unset Time Reference (YcranoButh/COpPOCHUTH BPEMEHHYIO IIPUBS3-
Ky) M3 KOHTEKCTHOTO MEHIO. A JUIsl TOro 4ToObl COPOCUTHL BPEMEHHYIO MPUBA3KY,
MOBTOPHTE 3Ty ke onepanuio ele pa3. Kpome Toro, ycraHaBauBaTh U COpachiBaTh
BPEMEHHY)IO IPUBA3KY K NMAKETy MOXHO, BIOpaB OINIOPHBIi NMakeT B nofgokHe Packet
List 1 HaxxaB koM6uHanmIo Kiapu <Ctrl+T>.

Ecin BpeMeHHasi puBA3Ka K NAaKeTy aKTUBU3UPOBaHa, B cTos16ne Time (Bpe-
Ms), OTOOpaXkaeMoM B naHesn Packet List, nosiBUTCS MeTKka *REF* (puc. 4.8).
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Puc. 4.8. Maket N24 ¢ akTnBM3MpoBaHHON BPEMEHHOM NPUBA3KOMN K HEMY

YcTaHaBIMBAaTh BPEMEHHYIO MPUBA3KY K MAKETy YIOOHO JIMILIb B TOM CJIy4ae, €CIH
¢opmaT oTOOGpakeHHs BpeMeHU NepexBaTa HACTPOEH Ha MOKa3 BPEMEHHU OTHOCH-
TeJIbHO HavyaJla epexBaTa. A B TI0G0M APYroM cjydae yCTAHOBKAa BPEMEHHOW NpU-
BAI3KH K [TAKETY HUYETO MOJIe3HOro He JaCT U Ha CaMOM Jie/Ie IPUBEJIET K OTOOpake-
HUIO MOMEHTOB BPEMEHH, B KOTOPbIX GyIeT O4€Hb TPYAHO Pa3obpaThCsl.

BpemenHon casur

HHorxa BCTpeYaloTcs MakeThl M3 Pa3HbIX HICTOYHUKOB, KOTOPbIE HE CHHXPOHU-
3UPOBAHbI C OTHUM M T€M )K€ UCTOYHHKOM. ITO OCOGEHHO XapaKTEPHO /ISt UCCIe-
AoBaHUA (ailIoB nepexsaTa, B3ATHIX U3 ABYX MECT, COAEPKAIMUX OAUH U TOT XKe
[MOTOK JAHHBIX. BOJIBIIMHCTBO CETEBBIX AIMUHUCTPATOPOB CTPEMATCS K TOMY, 4TO-
Gbl KOKI0€ YCTPONUCTBO B MX CE€TH 6bLTO cUHXpoHU3upoBaHo. Ho Hepenko mexay
oIpeeIeHHIMYI TUIIAMHU YCTPOICTB BO3HUKAET BpEMEHHOM caBUL. B npuioxenun
Wireshark npegoctabisieTcss BO3MOXHOCTb CABUTATh OTMETKY BPCMCHHU B MAKETaX,
4TOOBI yCTPAHUTD JAHHOE 3aTPYJHEHHUE B XO/I€ aHAIM3A.

YT0GBI CABMHYTh OTMETKY BPEMEHU B OJHOM MJIM HECKOJIbKUX MaKeTax, Bbioe-
pute xomaHay Edit=>Time Shift (IIpaBka= Bpemennoi CIBUI) M3 IIABHOTO MEHIO
win Haxmure kom6unauuio kiasuiu <Ctrl+Shift+T>. B oTkpbiBmeMcs 1uaiorosom
okHe Time Shift MOXKHO yKa3aThb Mpejaesibl A BPEMEHHOrO CIBUTa BO BCEM q)aﬁne ne-
PEXBATa B LEJIOM MJIM XK€ YCTAHOBUTb BPEMS JUIsl OTAENbHBIX MAaKeTOB. B npumepe,
NpPHUBEJEHHOM Ha puc. 4.9, BbIOPaH CABUT OTMETKH BPEMEHHU B KAX/IOM MaKeTe U3
¢paiina nepexpara Ha JiB€ MUHYTBI U MSATb CEKYHL.

‘ Wireshark - Time Shift ? X

(@ shift all packets by | 400:02:05

() Set the time for packet | to

(O Undo al shifts

Apply Help

Puc. 4.9. nanorosoe okHo Time Shift
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Hacrponka napamertpos nepexsara

B npeabiaymeii mase mpouecc 3J€MEHTAPHOTO NEPeXBaTa NaKeTOB pacCMaTpH-
BaJICA C IPUMEHEHUEM MaPaMeTPOB HACTPOMKH, YCTAHABJIMBAEMbIX B JUAJIOTOBOM
okHe Capture Interfaces (Murepdeticer n1a nepexsara). Ho B Wireshark npeagocras-
JITETCSA HEMAIO JIPYTUX BO3MOXKHOCTEH JUIsl HACTPOHKH apaMETPOB [IEPEXBaTa, KO-
TOpbIE MBI €llle He paccMaTpuBaiu. Jlas nocTyna K 3TMM nlapaMeTpaM BbiGepuTe
KoMaHIy Capture= Options U3 MIABHOTO MEHIO.

B mmnanorosom okne Capture Interfaces nmeeTcss HEMao HaCTpauBaeMbIX ITapaMe-
TPOB, NMO3BOJAIOUUX CA€IaTh NMPOLEcC NepexpaTa nakeToB 6osee yqo6HbIM. OHO
pasziesieHo Ha TpH BKJaaku: Input (BBox), Output (BriBox) u Options (ITapamerpsr).
PaccmoTpuMm ux no ouepeau.

Bknagka Input

OcHOBHOe HaszHauyeHHe BKAaJku Input (puc. 4.10) — oTo6paxartb Bce ceTeBble
uHTep@eiickl, TOCTYNHbIE I ePeXBaTa NaKeTOB, a TAKXE HEKOTOPbIE OCHOBHBIE
CBE/ICHUS O KOXKAOM U3 3TUX UHTepdericoB. K 3TUM cBeieHUAM OTHOCHTCSA yI06HOE
MMsl CETEBOrO UHTepdelica, NpeaoCTaBIAeMOE Ha YPOBHE ONEpPAllMOHHOM CUCTe-
MBI, rpaduk ceTeBoro Tpaguka, HAMIAAHO NMOKA3BIBAIOMUI MPOMYCKHYIO CIOCOG6-
HOCTb JJaHHOTO MHTepdelica, a TaKKe AOMNOJHUTE/bHbIE MapaMeTPbl HACTPOMKHU
KOH(UIypalUHU, B TOM YHCJIE COCTOSHHUE CMEUIAHHOTO PEXHMa paGoThl CETEBOTO
unrepgeiica u pasmep 6ydepa. Ha npaBom kpaio paccMaTpuBaeMoii 3aech BKIA-
KM, He NoKa3aHHOM Ha puc. 4.10, HaxoauTCs Takke cTonA6el A OTOOpaKeHuUs
¢unbrpa, npumensemoro npu nepexsare. [logpobnee 06 3Tom peub NnoigeT B pas-
aene“PuisTpbl nepexsara’.

Input Qutput Options

Ethernet

Ethernet 3

< >

Capture Fiter for selected Interfaces:

Start

Close

Compile BPFs

Help

Puc. 4.10. Bknagka Input amanorosoro okHa Capture Interfaces
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Ha Brs1aake Input MOXHO IMEJIKHYTh Ha GOJIBIIMHCTBE MAPaMeTPOB, YTOObI Cpa3y

xe orpeaakTuposaTh ux. Tak, ecam TpebyeTcss OTMEHHUTb CMEIIAHHBIN PEXUM pa-

60TbI ceTeBOro MHTEpQeEiica, A0OCTATOUYHO MWEIKHYTh Ha €r0 M10J1€ U CMEHUTb AKTUB-

HOE€ COCTOSIHUE 3TOTO PEXHMMa Ha HEAKTHMBHOE, BbIOPAB COOTBETCTBYIOIUI MyHKT

U3 PacKpbIBAIOIIETOCA MEHIO.

Bxnaaka Output

Ha Brraaxe Output (pyc. 4.11) MOXHO OpPraHM30BaTh aBTOMaTUYECKOE COXpaHe-
HUe NepexXBavYeHHbIX IAKeTOB B (paiiie BMECTO TOro, 4ToObl CHavala NepexBaThl-
BaTh UX, a 3aTEM COXPaHATH B (pailie. Beab MaHUIYIMPOBAaTh COXPaHEHHbIMH ITaKe-
TaMM HAMHOTO Jierde. B yacTHOCTH, nepexBayeHHbIE MAKETbl MOXXHO COXPAHMUTD B
oaHoM dhaiine, B HeCKoJbKkMX daiinax u gaxe B KoJbLeBoM Gydepe, Kak NoACHAET-
csl Janee, 4ToObl MAHMNTYJIMPOBATH 1EJIbIM PAAOM CO3JaHHbIX (ainoB. YTo6b! ak-
TUBU3UPOBATh TAKOH PEKHUM COXPAaHEHUs NlepeXBayeHHBIX MAKETOB, BBEAUTE MOJI-
HBIi1 IyTh ¥ UM ¢aiia B TEKCTOBOM moJie File. A 1 TOro 4To6bI BLIOPATh KaTaloT
Y IpeoCTaBUTD UM ¢aiiia, meJKHUTE Ha KHomke Browse... (IIpocmoTp).

M Wireshark . Capture Interfaces ? X

Input Qutput Options

Output format: ®) pcap-ng pcap

‘(’, Capture to a perr

Fle: |C:fUsers{Chris Sar 3P Browse

] Create a new file automatically after

S| (Megabytes ¥

S imiutes ¥

Start Close Helpy

Puc. 4.11. Bknagka Output ananorosoro okHa Capture Interfaces

Ecsm npuxoaurcs nepexsarbiBaTh 601b110i 06bEM C€TEBOrO TpadHKa WK Bbl-
NOJIHATH MEPEXBaT B JOJrOCPOYHOIl NEPCHEKTHBE, TO OCOOEHHO YIOOHBIMU ISk
3TOM LEIM OKAXYTCSA Habopbl Paiinoe — COBOKYITHOCTH HECKOJIbKHX (paitnos, Bbije-
JsieMble B OTAE/IbHbIE TPYMIIbI 10 0CO60MY yca0BHIO. UTOGBI 3a1aTh Habop daiinos,
ycraHoBuTe (piakok Create a new file automatically after... (Cospath aBTOMaTHYeCKH
HOBBIH ¢aiin noce...).

Jlia coxpaHeHHUsi MepexBayeHHBIX MAKeTOB B Habopax (¢aiioB 1o 3ajaHHO-
My pa3Mepy Wi npoMexyTKy Bpemenu B Wireshark npumensiorcs cneunuanbHbie
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Tpurrepel. YTOObI AKTUBU3UMPOBATL OJUH U3 TAaKUX TPHUITEPOB, BbIGEPUTE KHOII-
Ky-TIepEKTIOYATENb, PACIONOXKEHHYIO HUXKE YIIOMAHYTOrO Bbille (hIaXKa, a 3aTeM
yKaXuTe TpebyeMoe IOPOroBoe 3HaYEHHUE U €AUHHUILY €rO U3MEPEHHUS VISl CPabaThI-
BaHMsA Tpurrepa. Hanpumep, MOXHO yCTaHOBUTbH TPHUITEp JUIS 3aIlyCcKa Mpolecca
co3aHusA HoBoro ¢aiia nocje Kaxaoro nepexsara ceTeBoro Tpaguka o6beMom

1 M6aiiT, kak 11oka3aHo Ha puc. 4.12, M depes Kax/ayl0o MUHYTY NPH NepexpaTe
ceTeBoro Tpaduka.

apture |
alcapture_
aptur

intervalcapture_

Puc. 4.12. Habop ¢aiinos, cosnasaemsiii 8 Wireshark vepes
KQXAYI0 MMHYTy NP1 NEPEXBATe CeTeBoro Tpapmka

Daaxox Use a ring buffer with... (Mcrosb3oBaTh kosbueBoii 6ygep c...) no3poaser
yKa3aTh ONpeJe/IeHHOe KOMU4eCTBO GaitioB, KOTOPbIE JOJXHbI OITh HAKOILIEHDI B
Ha6ope cpeacrBamu Wireshark, npexae uem nepesanucoisare ux. M xots TepmMun
KoAbYe6otl Gydep UMECT PA3HBIIA CMBICJI, B ITAHHOM CJIy4ae OH, MO CylleCTBYy, 0003Ha-
JaeT HaGop ¢aiinoB, rie nepsblit ¢aitl MOXET GbITh MEePe3anucaH, Kak TOJIbKO B
Ha6op GyaeT BBEJACH IOC/IEHUI 3aIIMCaHHBIA (aiin, 4TOObI COXPAHUTh BHOBD 10~
cTynusuMe AaHHble. MHBIMM c10BaMU, 3TOT /IaXKOK yCTAHABIUBAET PEXUM 3aIU-
cu ¢aitytos no npuHIMNY “nepBbiM npuiies, nepsbiM o6cayxen” (FIFO). Ycrano-
BHB 3TOT (PJIaXKOK, MOXHO YKa3aTh MAKCUMaJIbHOE KOJIMYECTBO (aiinos a1 XxpaHe-
HUsl B KOJIBLEBOM Gydepe ¢ MUKINYECKUM CABUTOM. JloMycTUM, 4TO Ui XpaHEHUS
NepPexXBaYeHHOro CeTeBOro Tpaduka BbIGpaH HaGop u3 mectu Qaiios, npuyeMm
HOBbIIT aiin co3aacTca yepes Kaxabiid yac. Takum o6pa3oM, GOPMUPYETCA KOJb-
ueBoii 6ydgep paamepom 6 daitnos. Kak Toabko 6yaeT cosnan mectoi ¢gaiii, B KOIb-
neBoM Gydepe NMPOU30IAET LUMIVIMYECKUHA CABUT C MEPe3anuchbio nepporo aiira
BMECTO CO3/IaHUs CeAbMOro (aiia A1 XpaHEeHHUS OYEePEAHOrO MacCHBa NEPEXBa-
YEHHBbIX JAaHHBIX. ITUM rapaHTUPYETCs, YTO HA )KECTKOM JUCKe OyIeT XpaHUTbCA
He GoJblie mecTy (ailioB JaHHBIX B TeYeHHE b YaCOB € BO3MOXKHOCTBIO 3alMCH
HOBBIX JIaHHBIX.

M, HakoHen, Ha Bijaake Output MOXXHO TaKXe yKa3aTb KOHKPETHBIH (popmaT
¢paitna manHbIxX. Tak, MOXHO BbHIGPATh TPAAUILIMOHHBIN opMaT .pcap, ecau npex-
MOJIaraeTCs B3aUMOAEHCTBHE C COXPAHEHHbIMU NMAKETaMU B UHCTPYMEHTAJIbHOM
CpeACTBE, He CIIOCOGHOM 06pabaThiBaTh (paiijibl ¢ pacHIMPEHHEM . PCapng.
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Ha Bxi1anke Options cogepcuTcs eIbli pAx APYyruX BapMaHTOB BbIGOpa peku-
Ma COXpaHEHMs MepPeXBaue€HHBIX MAKETOB, BKJIIOYas MapaMeTpbl HACTPOMKHU OTO-
OpakeHus, Npeobpa3oBaHMA MMEH U NpepbIBaHMsA MEpeXBaTa, Kak MOKa3aHO Ha

puc. 4.13.

M Wireshark . Capture Interfaces

Input Output Options

S diobytes v

31 seconds v

olve transport names

Close

Help

Puc. 4.13. Bknagka Options amanorosoro okHa Capture Interfaces

Mapametpel HacTpoitku oTobpaxeHus

B pasaene Display Options (ITapameTpbl 0TOGpaXKeHUs!) HAXOJATCA 3JIEMEHTHI,
ynpapJsiomye NOPsAAKOM OTOGpakeHUs MAKeTOB B Ipoliecce UX nepexsara. Ha-
3HaueHHe ¢aaxkka Update list of packets in real-time (O6HOBIEHKE CITHCKA B peaTbHOM
BpeMeHM) He TpebyeT 0cobbiX nosicHeHU. Ero MOXHO ycTanaBIMBaTh BMECTE C
¢draxkxom Automatically scroll during live capture (ABTOMaTH4eCKas MPOKPYTKA B XOJ€
nepexsata). Korga o6a atv ¢iaxka ycTaHOBJIEHDBI, HA 3KpPaHE OTOOPAXKAIOTCS BCE
nepexBaYeHHbIE IAKEThbI, IPUYEM CaMble MOCJIEJHUE U3 HUX OTOOPaXalOTCs He-

MeUIEHHO.

Ecau yemarosaense oba praxcka, Update list of packets in real-time u
Automatically scroll during live capture, mo daa noddepxcanus coomeem-
cmeyouezo peacuma omobpaxcenus nompetyemca nemano pecypcoe LIIT -
dasxce ecau nepexeamsieaemca ckpomnsii ob6sem dannvix. Ilosmomy oba
smu daancka sywue copocums, eciu mosvKo Hem 0cobotl Heobxooumocmu

npocmampueams nepexgauenvie NAKEMdl 8 PearsHom epemenu.
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Diaxok Show extra capture information dialog (IToka3piBaTh AMAIOTOBOE OKHO C
JAONOJHUTEIbHBIMUA CBEJECHUAMM) NO3BOJISIET AKTUBU3NPOBATh WM NOJAaBUTb OTO-
6paxkeHHe HEGOIBIIOrO OKHA, B KOTOPOM NPE/CTABIEHO B MPOLEHTAaX KOJHYECTBO
nepexBayeHHBIX MAaKeTOB, OTCOPTHPOBAHHLIX 10 UX CETEBOMY npoTokony. S nuy-
HO NMPEANOYHUTAI0O OTOOPAXKATbh 3TO MHPOPMALIMOHHOE OKHO, MOCKOJIbKY OOBIYHO
3aNpenaln aKTUBHYIO POKPYTKY OKHA OTOOPaXKe€HHUs MAKETOB BO BpeMsl UX mepe-
XBaTa.

Napamerpebl HacTpolikn npeobpazosanns MMeH

B pasnesne Name Resolution (ITpeo6pa3oBanne HMEH) MOXKHO YCTAHOBUTb PEXHUM
aBTOMaTH4YecKoro npeo6pasopanusi MAC-azpecos (BTOpoOro ypoBHs), a TaKxe ce-
TEBBIX U TPAHCIIOPTHBIX UMEH (TPEThErO U YETBEPTOTO YPOBHA COOTBETCTBEHHO).
Bonee noapo6Ho ob6uye BONpockl Npeo6pa3oBaHUs UMEH GyAyT pacCMOTPEHbI B
mase 5, “JlonoauuTenbHble Bo3MoxxHocTu Wireshark”.

MapameTpsl HacTpoku npekpauleHus nepexsara

B pa3zene Stop capture automatically after... (ABTOMaTH4€CKH IPEKPATUTD NEPEXBAT
NoCJie...) MOXHO 3a/[aTh ONpeJe/eHHbIE YCIOBHs, NPH KOTOPBIX MepexpaT GyaeT
npexpameH. Kak u npu cosnanum Ha6opa aitios, NpeKpaTUTh NEPEXBAT MOXHO
N0 3a/JTaHHOMY pa3mepy ¢aiina UaKM NPoMexyTKy BpemeHHU. Ho 3To MOXHO caenaTth
U 110 yKa3aHHOMY KOJIMYECTBY NakeToB. [lapaMeTpbl HACTPOMKY B IAHHOM pasjesie
yA0OHO cOYeTaTh C apaMeTPaMH HaCTPOMKH, TOCTYNIHBIMH Ha BKajake Output.

Npumenenue punvrpos

C noMoumpio PWIBTPOB MOXKHO yKa3aTh MAKEThl, KOTOPbIE TPEOYIOTCA JUIA aHa-
su3a. [1pome rosops, PuaALTp — 3TO BhIpaXeHHE, B KOTOPOM 33/1al0TCA KpUTEPUH
A5 BKTIOYEHUs WM UCKII0OYEHUs MMAKETOB U3 aHanu3a. Tak, eciu uMeloTcs nake-
Tbl, KOTOpbIE HE TPeOGyeTCs NPOCMATPHUBATh, MOXXHO CO3aTh (PUILTP, YTOOLI N36a-
BUTbCA OT HUX. A ecin TpebyeTcss MpOCMaTPUBATh TOJNBKO BIIOJIHE ONpe/ie/IeHHbIE
TIAKETBI, MOXHO CO3/aTh PUJILTP, YTOGBI OTOGPAXATH TONBKO HX.

B npunoxennn Wireshark npeaocrasisiorcs cieyiomue TUIbI PUILTPOB.

e ®uapTphl nepexsara. [IpuMeHsioTcss B TOM caydae, eciu TpeGyercs me-
PeXBaTbIBaTh TOJBKO T€ MAKETHI, KOTOPbIE YKa3aHbl Uil BKJIIOYEHHUS WU UC-
KJII0OY€HHUA B 3aJTaHHOM BbIDAXKEHHUH.

L4 (I)lfUIprbl 0T06Pa)l(eﬂlflﬂ. anMeHﬂIOTCﬂ K CylI€CTBYIOUIEMY DALY IIAKETOB
C IIEJbIO CKPbITH HEHYKHBIE ITAKETDI WIH ITOKA3ATh HY)KHbIE, HCXOs U3 3aJJaH-
HOTO BbIDAKXEHHA.

PaccMoTpuM cHavana pUALTPHI epexBara.
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®unbTphl Nnepexsara

®wIbTPBI JAHHOTO THUIIA NPUMEHSAIOTCS B IpOLlecce NepexBaTa NaKeTOB C LENbIo
M3HAYaIbHO OrPaHHYMTb KOJMYECTBO MAKETOB, MPEJOCTABIAEMbIX JUIs aHANU3A.
OaHOM M3 IIABHBIX NPUYMH VIS NTPUMEHEHUs! (PUIBTPOB MepexBaTa CIYXHUT Mpo-
M3BOJUTENBHOCTb. EC/IM 3apaHee M3BECTHO, YTO aHAJIM3HWPOBATb OIPEAENECHHYIO
¢opmy ceTeBoro Tpadrka He HYXKHO, €€ JOCTaTOYHO OTCESATh C NOMOIIbIO PUABTPa
nepexsara, C3KOHOMHUB IMPOILIECCOPHOE BpeMs, KOTOPOE OOBbIYHO 3aTPayMBaeTCH
JUIS1 IEPEXBATa COOTBETCTBYIOMIMX MAKETOB.

Bo3MOXHOCTbh cO31aBaTh cHelHaIbHble (PIIBTPbI NEPEXBaTa OKAXETCs ynoo-
HOI1 B TOM CJIy4ae, eCIM IPUXOJUTCS UMETh /IeJI0 € 6OIbIIMMU MACCUBAMU JIAHHBIX.
Hx aHa1M3 MOXHO YCKOPUTD, €CJIM OTCEATDb TOJIBKO Te MaKeThl, KOTOpble NOTpesy-
I0TCA A1 pelI€HUs TEKYIEH 3ajaui aHAIN3a.

JonyctuM, pelaeTcs 3ajada JUMArHOCTUKM CJIyxObl, paboTaioumei 4depes
IIOPT 262, HO HA AHAIM3MPYEMOM CepBeEpPe AEHCTBYET Leblit paa cyx6 uepes pas-
Hble MopThl. [lepexBaTUTh U MPOAHAIM3UPOBATL CETEBOI TpaUK TONBKO uyepes
OJIMH MOPT — /I€JI0 COBCeM He npocTtoe. M 3xech MOXeT NpuroauTbhes GUILTp nepe-
xBaTa. /lJIsi 3TOro A0CTATOYHO BOCIOJIb30BATbCA AUAJIOrOBbIM OKHOM Capture Inter-
faces ciieayomum o6paszom.

1. BeiGepure komaH;ty Capture=Options U3 IJIAaBHOTO MEHIO, YTOObI OTKPBITD AHA-
aorosoe 0KHO Capture Interfaces.

2. BpiGepuTe ceTeBoii MHTEpeiic, rae TpedyeTcs NMepexBaThiBaTh MAKETHI, a
3aTeM mepeiiguTe Kk KpaiiHeMy cripaBa cton6uy Capture Filter (PuabTp nepe-
XBaTa).

3. YTo6bI NpUMEHNTh QUIBTP MEPeXBaTa, IEJIKHUTE Ha 3TOM CTOAOLE U BBeE-
auTte uIbTpyIoliee BbipakeHHe. B raHHOM ciyyae TpeGyeTca oTguabTpo-
BaTb TOJILKO ceTeBOM Tpaq)m(, BXOJAMNA U UCXOAAIWMHI Yepe3 NnopTt 262, U
MO3TOMY BBeJUTe port 262, kak moka3aHo Ha puc. 4.14. (boree noxpo6uo
¢uasTpyIolHe BBIpAKEHUs PACCMAaTPUBAIOTCSA B CIefylomeM pasjene.) Liser
sAveiikK B JaHHOM CTOJIGLE XO/DKEH M3MEHHUTBCA Ha 3€JE€HbIM, yKasblBas Ha
TO, 4YTO BBCJECHO JOCTOBEPHOE BbIpaXeHue. Ecin xe OHO HeZOCTOBEpPHO,
siyeiika GyaeT BbLAe/IEHA KPACHDBIM HBETOM.

4. 3aaaB GUILTP, MEJIKHUTE HA KHOMNKe Start, 4TOGbI NPUCTYNIUTH K NME€PEXBATY.

B urTore BbI JOJKHBI BUAETH TONBKO TOT CETEBOI TPaHK, KOTOPbIN NPOXOAUT
yepe3 nopT 262. C/ie0BATEIbHO, 3TO JACT BAM BO3MOXXHOCTD Gosee 3 pekTUBHO
AaHAIM3UPOBATH JAHHbIE 3TOI'0 KOHKPETHOTO TpadHKa.
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ﬁ' Wireshark . Capture Interfaces ? X

Input Output Opboens

Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Capture Filter
_______________ USBPcap enabled default 2
R USBPcap enabled default 2
—— _— _ USBPcap enabled default
N Ethernet enabled default
Ethernet enabled defauit
Ethernet enabled default
o Ethernet enabled default
_ Ethernet enabled default

[ RN N P

o Ethernet enabled default {port 262|
[ Enable promiscuous made on all interfaces k&aﬂage Interfa
Capture Filter for selected Interfaces: | Enter a ¢ fiter .. i T Compile BPFs
Start Close Help

Puc. 4.14. Cospanvne punptpa nepexsara s auanorosom okHe Capture Interfaces

Cunrakcuc BPF ana dunetpos nepexsara

®unbTpel nepexsarta, NpUMeHseMble B apaiiBepax libpcap/WinPcap, onuceiBa-
10TCs ¢ nomombio cuHtakcuca BPF (Berkeley Packet Filter — ¢puabTp nakeroB bepk-
J1). ITOT CUHTAKCUC XapaKTePeH I LeJIOTO psAjia NPUIOKEHUH aHAIN3a MAKeTOB,
IJIaBHBIM 06pPa3oM IIOTOMY, YTO OHU ONHUpAIOTCA Ha 6ubanorexu libpcap/WinPcap,
B KOTOPbIX JUISl ONIMCAHUA PUABTPOB UcHoab3yeTcsi cuHTakcuc BPE /s yry6aen-
HOTI'O aHAJIM3a CETEW HAa YPOBHE MAaKETOB 3HaHME cMHTaKkcuca BPF umeer pematomee
3HaYCHHE.

@uibTp, CO3aHHBIN ¢ oMoIbIO cuHTakcuca BPE HasbiBaeTcs gsipancenuen, npu-
YeM Ka)KJ0€ BbIPaXKE€HHE COCTOUT U3 OJHOTO WIH HECKOJBKUX npumumueos. B cBoio
ouepeab, MPUMUTUBBI COCTOAT U3 OAHOTO WM HECKONBKMX Keaiupuxamopos, nepe-
YHCIEHHDbIX B Ta6J. 4.2, a Takke UMEHU WIM HOMepa MAEHTH(HUKATOPA, KaK MOKa3a-
HO Ha puc. 4.15.

Ta6nunua 4.2. Keanudukarops BPF

Keanudukarop Onucanue Npumepsi

type O60o3HauaeT ums unu Homep naeHtudukatopa, host, net, port
HQ KOTOPLIA AENAETCH CChinka
dir O6o3Hauaer Hanpasnenne nepenaun npu o6-  src, dst
MEHE NaHHBIMM C CETEBLIM Y3NIOM, AOCTYMHLIM
NO UMEHMN MAN HOMePY MaeHTMdUKaTOpa
proto Orpanununsaer  cootsetcteue kowkpetHomy ether, ip, tcp, udp, http, £tp
npotokony
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Puc. 4.15. Mpumep cTpykTypbl PpunsTpa nepexsara

ITpuHMMas Bo BHHMaHHE COCTABJISIONINE BbIpaXeHHUs, KBatuduKaTop dst host
1 uaeHtudukarop 192.168.0.10 coBMecTHO 06pa3yloT npuMuTHB. Takoi npu-
MHTHB CaM sIBISI€TCS BbIPWKEHHUEM, ONpeAeAIoONIMM NEePEXBaT CeTeBOro Tpaguka
TOJIBKO IO IP-anpecy nosnyyaTes 192.168.0.10.

JUis o6beIMHEHUS NPUMHUTHBOB NPH CO3AAHHUH 0OJI€€ CIOXKHBIX BbIPAKEHHH
MOXCHO HCII0JIb30BaTh JIOrudeckue onepauuu. M a1s 3Toi uenm uMeoTes ciaeayio-

e JIOrH4€CKUe orepaumnH.

¢ Jlornueckas onepauus koHkateHauum o Y (&&).

e Jlornyeckas onepauus au3blonkuuu no MIH (11).

¢ Jlornyeckas onepauus orpuiianus no HE (1).

Hanpumep, ciaeayoumee BbIpa)keHME CIYXHUT JJIsi ME€peXBaTa TOJbKO ceTe-

Boro TpadHMKa, HMCXOASIIET0 M3 MCTOYHMKA, pacnonoxeHHoro mo IP-axpecy
192.168.0.10 ¥ NpOXOAALIETO Y€PE3 MOPT OTNPABUTESA WM MOTydaTes 80:

src host 192.168.0.10 && port 80

®DunbTpel UMEH XOCTOB U aapecaumm

BonbmMHCTBO (PWIBTPOB CO3JAETCA VIS aHAIM3a KOHKPETHOTO CETEBOTO
YCTPOMCTBA M/IM TPYNIIbI NOKOGHBIX YCTPOUCTB. B 3aBUCMMOCTH OT O6CTOATENLCTB
¢unbrpauns moxer ocHoBbiBaTbc Ha MAC-azpece ycTpoiicTsa, aapecax IPv4 nau
IPv6, a Takxke Ha MMeHH xocTa B cryx6e DNS.

JlonycTuM, 4To TpeGyeTcs MpOaHAIM3HMPOBAaTh CETEBOI TPaUK KOHKPETHOrO
XOCTa, B3aUMOJICHCTBYIOLIETO C CEPBEPOM B CeTH. YTOGBI MepexXBaThiBaTh BECH Ce-
TeBO# TpaUK, CBA3AHHBIN C AIPECOM JaHHOTO XOCTa Mo nporokojy IPv4, Ha cep-
BEpe MOXKHO CO3/IaTh CJIEAYIOIMIA QUILTD, UCTIONB3Ya KBaIMdHUKaTOp host:

host 172.16.16.149
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Ecin xe aHanusupyetca ceTb, AedicTyomasn no npotokoay IPv6, to ¢uabrp
CJeflyeT CO34aTh Ha OCHOBe aipeca IPv6, ncnosnbays kpanngukarop host:

host 2001:db8:85a3::8a2e:370:7334

Cosaate GUIBTP MOXHO U Ha OCHOBE MMEHM XOCTa CE€TEBOTO yCTPOICTBA, HC-
no/1b3ys KBaM¢uKaTop host caeayiommuM o6pas3om:

host testserver2

A ecnu TpeGyeTca NPUHATL BO BHUMaHHME BO3MOXKHOE M3MeHeHue IP-agpeca xo-
€Ta, TO PUIBTP MOXKHO CO3laTh Ha ocHoBe ero MAC-anpeca, 106aBUB KBaTU(HKa-
TOp MPOTOKOJIa ether, Kak IIOKa3aHO HHUXe.

ether host 00-la-a0-52-e2-a0

KBanudukarops! HanpapjaeHUs Nepeaayy JaHHbIX HEPEAKO NPUMEHSIOTCS BMe-
cTe ¢ puibTpaMu (HanpuUMep, U3 NPUBEJEHHBIX BbIlle IPUMEPOB) Ul MEepeXBaTa
CETEBOro Tpauka B 3aBUCHUMOCTH OT TOTO, ABJIAETCA JIK 3TOT TPAPUK BXOASILINM
W UCXOJAMUM U3 XocTa. Hanpumep, 4To6bl nepexBaTUTh TOJIBKO CETEBOM Tpa-
(UK, MCXOAAMMIA U3 KOHKPETHOTO XOCTa, HEOGXOAMMO JIOTIOJHUTD (PUIBTP KBAIH-
¢$ukaTopom src caeayiomuM o6pasom:

src host 172.16.16.149

A 114 TOro YyTOGbl MEPEXBATUTD TONLKO T€ JAHHBIE, KOTOPbIE NPeHA3HAUYEHbI
VISl XOCTa Mo ajapecy 172.16.16.149, cieAyeT AONOJHUTL IPUBEAECHHBIN BbIlIe
¢uabTp kBaMpUKaTOPOM dst:

dst host 172.16.16.149

Ecnu B punsTpe He ynorpebasercs kpamgukarop tuna (host, net wim port)
C IPUMUTHBOM, TO NIoJipadymeBaeTca kpaaudukarop host. [ToaTomy npusesenHoe
HUXK€E BbIPDAXKEHUE, II€ OTCYTCTBYET TAKOM KBaIM(PUKATOP, PABHO3HAYHO BbIpaXKe-
HUIO U3 MPEeAbIIYNIEro NpuMepa.

dst 172.16.16.149

®unbTphl nopros

[MoMumMo uibTpalUU XOCTOB, CO3/aBAEMBbIil (PMIBTP MOXHO OCHOBBIBAaTb Ha
NOpPTax, NPUMEHAEMbIX B KaXAOM nakere. PUILTPALMIO MOPTOB MOXKHO BBINOJ-
HSATb JUISl OTCEUBAHUSA CITYX6 M IPUIOXKEHUH, B KOTOPIX MPUMEHSIOTCSH MOPTHI U3-
BECTHBIX C1yx6. Tak, B ciesyonmem npuMepe 1eMOHCTPUPYETCS IPOCTOM PUIBTP,
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NpeAHa3sHaYeHHbIH /15 IIepexBaTa CETEBOro Tpaduka, BXOJAIETO WIKA UCXOAsIIIe-
ro ToJIbKO U3 nnopra 8080:

port 8080

JU1s nepexsata BCcero cereporo Tpagpuka, KpoMe MPOXOASALIEro vepe3 Mmopr
8080, moaoiiAeT caeaylomuii GUALTP:

'port 8080

PuabTpBl NOPTOB MOXKHO OOBEIUHATH C (PUABTPaMK HaNpaBJieHUs Nepefadn
nanHbix. HanpumMep, 4To6bl nepexBaTUTh TOJbKO CETEBOW TpaduK, HampasJse-
MbIil BeG-cepBepy IS IpUeMa Yepe3 CTaHZAPTHBIA nopT 80 ceTeBoro npoTokosa
HTTP, B puasrpe MOKHO ynoTpe6uTh KBandHukaTop dst cieayommm o6pasom:

dst port 8080

¢Mnb‘l‘pbl NpoOTOKONOB

PunbTpPbI JAHHOTO THMA MO3BOJIAIOT OTCEMBATH MAKETHI MO ONPEACICHHbIM Ce-
TeBbIM MpoTokonaM. OHM CIyXaT /I COTMOCTABJIEHHUs C CETEBBIMU POTOKOJIAMM,
KOTOPbI€ HE OTHOCHTCS K YPOBHIO MPHJIOKEHHUI U HE MOTYT GBITb BbIABJIEHBI TONb-
KO 10 onpeaenenHoM nopry. Tak, ecimn TpeGyeTcss MPOCMOTPETH CETEBOM Tpapuk
TosbKO Mo mpoTtokoay ICMP, MOXHO BOCIIONB30BATBCA CAEAYIOUUM (PUIBTPOM:

icmp

A 115 npocMoTpa Bcero ceteBoro Tpaduka, kpome nporokona IPv6, mogoiizer
TaKkoi puisTp:

1ip6

®DuneTpsl Nonen cetesbiX NPOTOKONOB

K umcay caMpIx CHJIBHBIX CTOPOH cuHTakcuca BPF oTtHocuTCst BO3MOXHOCTD
HCCIEA0BATh KAXKAbI GAaiT B 3arojoBKe IPOTOKOJA, YTOObI CO3/IaBaTh ClEHalb-
Hble (PUIBTPHI HA OCHOBAHMH IMOJyYEHHBIX CBEJEHUN O KOHKPETHOM IPOTOKOJIE.
CneunanbHble (pHIBTPBI, pacCMaTPUBaEMble B 3TOM NOJpasjese, NO3BOJSIOT U3-
BJIEKATh U3 MAKETA ONPEAEICHHOE KOJUYECTBO 6alTOB, HAUMHAsL C KOHKPETHOTO
MecCTa.

JlonyctuM, TpeGyeTcst OTCeATb CeTeBOM TpaduK IO MOJIO THIA B 3arojiOBKe
ICMP. Iosie TUIIa HAXOAUTCS B CAMOM HayaJle MaKeTa, T.€. MMEET HyJE€BOE CMellle-
nue. Yto6b1 0603HAYMTD MECTOIONIOKEHNE UCCAEXYEMOTO MOJA B MAKETE, JOCTaA-
TOYHO YKa3aTh B KBa[PaTHBIX CKOGKaxX cMeleHue B 6aiitax nocie KBaM(puKaTopa
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npoToKosa (B JaHHOM npumepe — icmp [0]). B utore 6yaer BosBpalueHo oxHOOGal-
TOBOE 3HaYEHHE, KOTOPOE MOXHO € YeM-HUGYAb cpaBHUTb. Hanpumep, 4ro6bl mo-
JIy4UTb TOJIBKO NAKETBI, Ilepe/laBaeMble 1o ceTesoMy nporokoay ICMP u npexncras-
JfoUMe COOGMEHUsI TUNIA 3 O HEAOCATAEMOCTH NOJyYaTesi, B GUIBTPYIOIIEM Bbl-
PaXeHHH CJEJyeT yNOTPeOUTD ONEPALIMIO PABEHCTBA, KaK MOKAa3aHO HIXKE.

icmp (0] ==

A ass TOro 4to6bl UCCIEAOBATh TOJILKO MAKEThI, NEepeJaBaeMble MO CETEBOMY
nportokony ICMP u npeacTapasiomue 3X0-3anpoc (Tuna 8) wim 3x0-0TBET (THMA
0), B ¢puiBTpYIOIEM BHIPAKEHUH MOXHO YNOTPEOUTDH ABA NPUMHUTHBA M JIOrHYe-
ckyio onepanuio MJIH crexyiomum o6pazom:

icmp[0) == 8 OR icmp[0] ==

HecMoTpst Ha TO 4TO cnelyaibHble (PUIBTPDI BIOJHE CHPABIAIOTCSA CO CBOEH
3aja4eil, OHM OCHOBBIBAIOTCS TOJIBKO Ha OAHOGAMTOBOI UH(pOPMAIIMK U3 3aT0JIOB-
ka naketa. Ho B ¢pubTpylomem BhIpaXXEHUHA MOXKHO TAKXKe YKa3aTb JUIMHY BO3Bpa-
HIA€MbIX AaHHBIX B 6aiiTax 1ocje YMCIOBON BEJIMUYMHBI CMEIIEHUS B KBaJPAaTHBIX
CKOOKax, OTAEINB ee JBOETOYHUEM.

Jonyctum, TpebyeTcsi co3faTh GUABTP IS EPEXBaTa BCEX IAKETOB, Mepeja-
BaeMbIX 1o cereBomy npotokony ICMP a1a HexocAaraeMoro nojyvareis, Xocta U
onpezesnsieMpix no tumny 3 u koay 1. OnHo6aiTOBbBIE 1O/ ¢ STUMHU JAHHBIMU pac-
MOJIOKEHBI OAMH 32 APYTMM B 3aroJIOBKE IMAKETa, HAYMHAs C HYJIEBOTO CMEIICHH.
C 3TOH 1e/IbI0 MOXKHO CO31aTh PUILTP, [I€ MPOBEPAIOTCS ABA HAYAIbHbIX GaiiTa ¢
HYJICBBIM CMEIIIEHHEM B 3ar0JIOBKE MTAKETA, KOTOPbIE CPABHUBAIOTCA C LICCTHAALA
TepUYHBbIM 3HaYeHueM 0301 (T.e. T 3 11 koA 1) ceayoMUM OGpasoMm:

icmp[0:2] == 0x0301

3auacTyio TpebyeTcs nepexBaThlBaTh TOJBbKO MAKETHI, Nlepe/iaBacMple Mo ceTe-
Bomy nporokoy TCP ¢ ycranosiennbiM drarom RST. Bosree noapo61o o nporoko-
ne TCP peus noiiger B miase 8, “IIpoTOKOJIbI TPAHCIOPTHOTO YPOBHSA”, A [IOKA YTO
JIOCTaTOYHO CKa3aTh, 4To ¢uraru pacnosaraiorcs B noje maketa TCP co cMemenn-
eM 13. 3To noJjie UHTEPECHO TEM, YTO €TO0 JUIMHA PaBHA OJTHOMY 6a1‘«'1Ty, rae KaxabIi
6uT o603HauyaeT otaeabHbIN (uar. Kak nosacuserca B npuroxenun b, “Uurep-
npeTanus MakeToB”, KAXXAbI GUT C yCTAHOBJIEHHDBIM B HeM (J1aroM NpeACTaB/ICH B
TakoM GaiiTe YMCIOM MO OCHOBaHUIO 2. Tak, nepBbIil 6GUT NpeACTaBIEH YUCIOM 1,
BTOPO#i GUT — YMCJIOM 2, TPETHUI — YUCIOM 4 U T.A. B nakere TCP MoxHO oxHO-
BPEMEHHO YCTaHOBUTD HECKOJbKO (iaros. CienosatenbHo, 1ist 9¢pHexTUBHOMN nx
¢uapTpanum oaHOro 3HauUe€HUs tcp [(13] HEAOCTATOUHO, MOCKOJIbKY YCTAHOBIEHHO-
My 6uTy RST MOryT COOTBETCTBOBATb HECKOJIBKO 3HAYE€HHUH.
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BMecTo 3TOro He06XOANMO YKa3aTh MECTOIMOJIOKEHHUE MpoBepsaemoro ¢iara B
6aifTe, A0NOJHUB (PHIBTPYIOLICE BhIPKEHUE 3HAKOM aMIepcanja (&) v 4MCIIOoM,
NPEACTABISIOMUM GUT, B KOTOPOM XpaHUTCA 3TOT ¢ar. B yactHocrh, ¢aar RST
XpaHUTCs B GUTe, MPEACTaBICHHOM B JaHHOM OaiiTe uncioM 4, KOTOpoe 0603Ha-
qaeT, uyto ¢aar RST ycranopieH. Takum o6pasom, GpUIbTP Misi paccCMaTpUBaeMbIX
3Aech Lesieii GyIeT BBIMIAAETh CJIeAYIoIUM 06pa3oMm:

tcp(13) & 4 == 4

A s TOro 4ToGBl IPOCMOTPETDb BCE IMAKEThI C YCTaHOBJEHHbIM (iarom PSH,
KOTOPBIi1 XpaHUTCs B GUTE, IPEACTaBIEHHOM 4ucioM 8 B moje nakera TCP co cMme-
wmeHueM 13, J0CTaTOYHO BOCMO/Ib30BATHCS CIEAYIOIUM QUIBTPOM:

tcp(l3] & 8 ==

Mpumept! Boipaxexuit ans punsTpos nepexsara

3a4aCTyIo yrauHbIil MM HEYlauHbIH HCXOJ AHAIM3A TAKETOB 3aBUCHUT OT YMEHHs
€034aBaTh GUIBTPbI, IPUTOAHBIE Ul KOHKPETHOM cuTyanuu. B ta6.1. 4.3 nepeunc-
JIEeHBl HEKOTOPbIe MPUMEPBI BHIPAKEHUH Uil GUIBTPOB ME€PEXBATA, KOTOPbIE Ya-
CTO MPUMEHSIOTCSA NPU aHAIU3E MAKETOB.

Tabnuuya 4.3. Hanbonee ynotpeburensHbie puneTpel nepexsara

Dunerp Onucanue

tep[13] & 32 = 32 Naketw TCP ¢ ycranoenenHbim dpnarom URG

tep[13] & 16 == 16 MNakets TCP ¢ yctanoenenHsim pnarom ACK

tep[13] 6 8 = 8 Maketsl TCP ¢ yctanosnenHbim dnarom PSH

topl[13] & 4 = 4 Maxets TCP ¢ yctanoenenHsim dnarom RST

tep(13] & 2 = 2 Nakets TCP ¢ yctanosnennsim pnarom SYN

tep(13] 61 =1 Maketbi TCP ¢ ycranoenenHsim dnarom FIN

tep[13] == 18 Maxers TCP ¢ ycranoenenHbimmu pnaramn SYN u ACK
ether host 00:00:00:00:00:00  Bxopawmit 1 UCXODAWMA CETEBOH TPAPMK NO YKAIAHHOMY

MAC-anpecy

tether host 00:00:00:00:00:00 Bxoaswmi 1 UcxoAAWMIA ceTeBOH TPADUK, KPOME YKA3QH-
Horo MAC-appeca

broadcast Tonbko wWrpokoseLaTensHeii Tpaduk

icmp Tpaduk Tonbko no cetesomy npotokony ICMP

icmp[0:2] = 0x0301 Tpaguk no cetesomy npotokony ICMP anst Hegocsraemoro
nony4arens u xocta

ip Tpaduk Tonsko no cetesomy npotokony |Pv4

ip6 Tpaduk Tonbko no cetresomy npotokony lpvéd

udp Tpaduk Tonsko no cetesomy npotokony UDP
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®unbTpbl oTO6paxEHUs

K sTOoMy TUINy OTHOCATCSA PUABTPBI, NPUMEHEHHE KOTOPBIX K (paiiny nepexparta
o3HayaeT, 4yTo B Wireshark 10o/KHBI GbITh OTOGPaXKEHbI TOJBKO T€ MAKEThbl, KOTO-
pble COOTBETCTBYIOT AaHHOMY GUILTPY. PUABTP OTOGpPAXKEHUA MOXKHO CO3JaTh B
TeKCTOBOM TMoJe Filter, pacnonoxeHHOM Haj naHeablo Packet List.

@ubTpbl OTOOPAXEHUA NPUMEHSIOTCA 4Yalle, YeM (UJIBTPbI MepexBaTa, 10-
CKOJIbKYy OHM TO3BOJISIIOT OTCEUBATh HEHYXHbIC NaHHbIC HE yJalss IPHU 3TOM MX
¢dusnuecku u3 daiina nepexsara. Tak, ecim noTpe6yeTcsi OTMEHUTD EPBOHAYAIb-
HO€ YCJIOBME NIEPEXBATa, /ISl 3TOTO AOCTATOYHO MPOCTO OYUCTUTH PHIBTPYIOlIEe
BbIpaxeHne. Kpome Toro, GpuasTpel 0TO6GpakeHUs OKa3bIBAIOTCA HAMHOTO GoJjiee
3¢ ¢ekTUBHBIMU G1arofapsa MOJJEPXKKE CO CTOPOHBI OGIIMPHONH GUGIHOTEKH Je-
mwmdpaTopa NakeTos, focTynHok B Wireshark.

Hanpumep, B HEKOTOPBIX C/Iy4asx GUILTP OTOOPAKEHUS MOXKET MNPUMEHATHCS
JU151 OTCEUBAHUSA HEYMECTHOTO LIMPOKOBEMATENIbHOrO Tpaduka U3 ¢aiiia nepexsa-
ta. [Ipu 3TOM Ha manen Packet List oTcenBaloTcs Te HMPOKOBEATE IbHbIE MAKETbI
ARP, koTOpble HE UMEIOT HUKAKOTO OTHOIIEHMS K TEKyllei aHUIM3MPyeMoil npo-
6aeme B cetn. Ho mockonbky 3T mupokosemarebHble naketbl ARP MoryT oka-
3aTbCs MOJNIE3HBIMU B JAJIbHEHIIEM, TO Jy4llle OTCEATh UX BPEMEHHO, a He yYAaIATDb
MOJIHOCTBIO.

Yto6b1 oTceaTh Bce nakeTbl ARP B OokHe nepexBara, yCTaHOBUTE Kypcop B
TEKCTOBOM 1toJie Filter, paciosioxeHHOM Hajx naHesblo Packet List, 1 BBeauTe !'arp.
B urore Bce nakersl ARP 6yayT ynanensr u3 crnucka (puc. 4.16). Yro6b yrainrs
BBEJIEHHBbIN (QUIBTP OTOOPAXEHUS, IEJKHUTE Ha KHOMNKeE X, a VIS TOTO 4TOGHI CO-
XPaHUTb 3TOT GUILTP A MOCAEAYIOUEro MPUMEHEHHs, EJKHUTE Ha KHOIKE CO
3HaKoM “runioc” (+).

I | http_google.pcap — O
File Edit View Go (Capture

FS @ RE' ] .

Analyze Statistics

(R ap EdEnd ~ | Expression +

Puc. 4.16. Cosnanune punetpa otobpaxeHus B Tekctosom none Filter, pac-
nonoxeHHoM Hap nogokHom Packet List

PubTPbl OTOGPAXKEHUA MOXKHO NMPUMEHATD JAByMs cnoco6amMu. OIUH U3 HUX
COCTOUT B HEMOCPEJCTBEHHOM YNIOTPEOJEHUH MO/XOAANIEr0 CHHTAKCUCA, KaK Je-
MOHCTPUPOBAIOCH B NPE/bIAyIEM IPUMEpE, a APYroit — B MPUMEHEHUH AHAJIOTO-
Boro okHa Display Filter Expression (Bpipaxxenue s ¢puiabTpa oToOpaxeHUs) IS
co3faHusA GUILTPA B AMAIOrOBOM pexume. JTo GoJiee MPOCTOi Crocod A Tex,
KTO TOJIbKO HaYHMHAET MONb30BaThcs puibTpamu. PaccMoTpum o6a ciocoba npu-
MeHeHUs (PUIBTPOB OTOOPaXKeHHUs, HayaB ¢ 6oJiee IIPOCTOro.
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Duanorosoe okxo Display Filter Expression

BoaMoxnHoctu auanoroporo okHa Display Filter Expression, mpuBeA€HHOIO Ha
puc. 4.17, cyliecTBEHHO yNPOWAIOT HAYMHAIOMKM Nosb3opaTensm Wireshark saza-
1y [0 CO3/AHMIO (PUIBTPOB MepexBaTa U oTo6paxeHust. st 10CTyna Kk 5TOMy OKHY
BbIGEepuTe KOMaH ]y Filter= Expression 13 [1aBHOrO MEHIO.

M Wireshark . Display Filter Expression ? X
Field Name Relation
v |Pv4 . Internet Protocol Version 4 A | |is present

ip.addr - Source or Destination Address e
ip.bogus_ip_length . Expert Info =
ip.bogu: |
ip.checksum . Header checksum

sum_bad - Bad >z
ecksum_bad.expert . Expert Info <=

_ip_version . Expert Info

p.checksum_calculated . Calculated Check... contains
ip.checksum_good  Good matches
ip.cipso.categories - Categories

ip.cipso.doi - DOI

.malformed . Expert Info
nsitivity_level - Sensitivity Level | - 2
g_data - Tag data ».r‘alug {Character string)
ip.cipso.tag_type - Tag Type 192.168.1.1
ip.cur_rt - Current Route

ip.cur_rt_host . Current Route Host

ip.dsfield . Differentiated Services Field
field.dscp - Differentiated Services Cod...
ip.dsfield.ecn . Explicit Congestion Notifica...

ip.dst - Destination

ip.dst_host - Destination Host |

ip.empty_rt - Empty Route V¥ | Range (offset:length)
Search: |IP ‘
ip.dst_host == "192.168,1.1"
Click OK to insert this fibar

[ 11 conal Heb

Puc. 4.17. B guanorosom okHe Display Filter Expression 3ameTHo
ynpolyaeTcs 3aaay4a co3aanmns ¢unptpos 8 Wireshark

CJieBa B JAHHOM OKHE MEPECUYNCIACHDBI BCE€ NOCTYIHBIE ITOJIA CETEBOTO IIPOTOKOJIA4,
/i€ YKa3aHbl BC€ BO3MOXXHbIC KDUTEPHUH (bmlepauun. YTo6b1 CO34aThb q)I/UIpr, BbI-
MOJIHUTE CIeAyIOlHUE JNeNCcTBUS.

1. llenkHUTE HA CTPEJKE PSIOM C HA3BAHHUEM CETEBOTO MPOTOKOJA, YTOGHI
IPOCMOTPETD CBsA3aHHBIC C HUM 110J11 KpuTepues. Haiias HyxHbI# KpUTEpHi
B KaueCcTBE OCHOBAHUs JUIsl CO3/IaHUs PUILTPA, IEJTKHUTE HA HEM KHOIKOM
MBILIH, YTOOBI BLIOPATD €TO.

2. BbiGepuTe NOpsIOK CPABHEHHSA BHIOPAHHOIO 110JIS1 CO 3HAYCHHUEM U3 KpHTe-
pust. Takoe cpaBHeHHE 0GO3HAYAETCA € MOMOIIBIO oNepanuu 6o/blIe, MEHD-
e, paBHO U T.1.
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3. CocraBrre ¢uabTpyIOLICE BBIPAKEHHE, YKA3aB 3HAYEHHE U3 KPUTEpHUd, C
KOTOPBIM JOJDKHO CPaBHMBAThCSl BBIOpaHHOE mojie. ITO 3HAYEHHE MOXHO
yKa3aTh BPYYHYIO WIHM BbIOpaTh U3 CIIMCKA 3HAY€HMI1, IpeONpe/ie/IEHHBIX B
Wireshark.

4. ITonyyennblii B uTore GUILTP NOABUTCA B HUXHEH yacTH 3kpaHa. [1o 3aBep-
IEHUH IEeJKHUTE Ha KHomke OK, YTOObl BBECTH €ro Ha MaHeau (WIBTPOB.

Jnanorosoe okHo Display Filter Expression oueHb yIOOHO Ui HAYMHAIOMIMUX MOJIb-
3oBateseii Wireshark, Ho, npro6peTsi HEKOTOPBIii ONBIT COCTaBIeHUsA (PUABTPOB,
Bbl OOHAPYXHTE, YTO BBOJAUTH (PUILTPYIOIHE BHIPAXKEHUs BPYUHYIO HAMHOTO 3¢~
¢exTuBHee. CTPYKTypa CHHTAKCHCa JUIsi CO3laHMs PUIBTPOB OTOOPaXEHUs OYEHb
NpoCTa, XOTS ¥ A0BOABHO 3P EeKTUBHA.

CrpykTypa cuHTakcuca ans cosaaxus ¢punsTpos otobpaxenus

YeM yame BbI cTaHeTe nmoib3oBaTbcsi Wireshark, Tem Gosbine Bam npuaetcs
MOJIb30BATbCA (PWIBTPAaMU OTOOPaXXEHUA HEMOCPEACTBEHHO B [TABHOM OKHE JIaH-
HOTO NMPWIOXKEHUsA pajy 3KOHOMMM BpemeHHU. IIpaBja, cMHTaKCHC 1 CO3JaHUs
¢mIBTPOB OTOGPAKEHHUSA HECOKEH M MPU/IEPKUBAETCA CTAHAAPTHOMN CTPYKTYPBI.
3ayacTyio 3Ta CTPYKTYpa COCPEI0TOUEHA Ha CETEBbIX MPOTOKOJAX U celyeT dhop-
MaTy IPOTOKOJI. COEACTBO. IOQYMHEHHOE CpeAcTBO. B aToM HeTpyaHo ybeauTbcs,
DIAAs Ha guatoropoe okHo Display Filter Expression. A Tenepb pacCMOTPUM psJ NPHU-
MEPOB, JIEMOHCTPHPYIOIUX NOPAJOK NOCTPOEHHS PUILTPOB OTOOPAXKEHUS.

Yame Bcero ¢puibTphl NEepexsBaTa WM OTOOPa)XEHUS NMPUMEHAIOTCA I ITPO-
CMOTpa MAKETOB MO OTAEJIbHOMY ceTeBOMy npoTokoay. Jlomyctum, TpedyeTcs npo-
BECTH JMArHOCTHUKY NIPOGJeMbI, BOZHUKIIEH Ha ypoBHe ceTeBoro npotokoaa TCP, u
C 3TOi LeJIbIO NIEPEXBAaTUTDb TOJBKO CETeBOH TpaMK Mo JaHHOMY NpoTokoy. Jnsa
3TOTO BIIOJIHE NMOJOIeT npocToit ¢puabTp tcp.

A Tenepp paccCMOTPUM 3Ty 3aady MOJ APyruM yrioM 3peHus. JlonycTuM, 4ro B
XoJIe IUArHOCTHKHU NMpodJeMbl Ha ypoBHe ceTeBoro npotokoya TCP 1oBoabHO nH-
TEHCHBHO MCIOJb30BaIach yTuiauTa Ping, uro nmpuseno k ¢popMUPOBaHUIO 6OJIb-
moro o6bemMa ceteBoro Tpaduka no nporokosy ICMP. Uto6bl oTcesATh 3TOT Tpa-
¢uk u3 Paiuia nepexsara, JOCTaATOYHO MPUMEHUTD PUILTP expression !icmp.

Onepanyuy CpaBHEHHMs MO3BOJAIOT CPAaBHUBATh OTAE/bHbIe 3HaYeHus. Hanpu-
Mep, B XOJie IMarHOCTHKM ceTei, AeiicTeylomux no nporokony TCP/IP, nepeako
TpebyeTcsi MPOCMAaTPUBaTh BCE MAKEThl CO CChUIKAMM Ha KOHKpeTHbIH IP-ampec.
C nmoMompIo onepanuy CpaBHEHHUS HA PABEHCTBO (==) MOXHO CO3/aTh CJIeIyIOMMiA
¢unbTp, oTo6paxalommii Bce naketol ¢ [IP-agpecom 192.168.0.1:

ip.addr==192.168.0.1
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A Tenepb JOMYCTHM, YTO TPEGYETCA MPOCMOTPETD TOJIBKO T€ MAKETDI, VIMHA KO-
TOpPBIX He npesbiiaeT 128 6aiiT. C 3TOM LENBI0 MOXHO MCIIOJNIBb30BATh OlEPANUIO
CpaBHEHUS “MEHbIIE WIH PaBHO” (<=) B ciieAyomeM pUiILTpe:

frame.len<=128

B Ta6. 4.4 nepeynciaeHkpl Bce onepauy CPaBHEHH, UCTIO/Ib3yeMble B (PUIILTPY-
IOIIHMX BBIPAKEHUSX, COCTaBasAeMbIx B Wireshark.

Ta6nmya 4.4. Onepayum cpasHenus, ucnonssyemsie 8 punstpax Wireshark

Onepauus Onucanue

= PasHo

\= He pasHo

> bonbwe

< Metbwe

>= bonsbwe unu paeto

<= MeHbuwe nnu pasHo

Jloruueckue onepauuy No3BoJAAI0T OObEJUHATD HECKONBKO (PHUILTPYIOIHUX BbI-
paxxeHmii1 B ogHOM onepaTtope. M 61arogaps 3ToMy 3aMeTHO noBbimaeTcs agdek-
THBHOCTB IPUMEHSEMbIX (PUILTPOB.

JomnyctuM, Tpe6yeTcst OTOOPa3uTh MaKeThl TOJMBKO Mo AByM IP-aapecam. YTo6b1
COCTaBUTb €IMHOE BbIpaKe€HHE Ui (PUIBTPAllMK NAKETOB, COAepX)amux oba IP-a-
Apeca, MOJKHO BOCIIOJIb30BAThCS JIOTMYECKOH onepanuei or cieAylomuM o6pa3om:

ip.addr==192.168.0.1 or ip.addr==192.168.0.2

B Ta61. 4.5 nepeuncieHpl Bce JOrUYECKUE ONEpaluH, ynoTpebasemble B Gpub-
TPYIOUIMX BbIPAXKEHUsX, cocTaBnsgeMbIx B Wireshark.

Tabnuua 4.5. Nornyeckne onepauyun, ynotpebasemeie 8 punstpax Wireshark

Onepauus Onucanue

and O6a 30p0BaEMBIX YCNOBUS AONXHBI BbITL UCTUHHBI

or McTuHHBIM BONXHO BbiTb XOTS Bbl OAHO 3040BAEMOE YCNOBHE

xor MCTUHHBIM ONKHO BbITb OIHO M TONBKO OAHO 304ABAEMOE YCOBME
not Hu oaHo 13 30p0BAEMBIX YCNOBUI HE MCTUHHO

Mpumepsl Boipaxennin ansa punsTpos otobpaxeHus

HCCMOTpﬂ Ha TO 4YTO NPUHUOUIIBI, IO KOTOPbLIM COCTABJIAIOTCS q)l/lJ]pr)’lOl.l.ll'le
BBIpWKEHUSI, JTOBOJbHO IPOCTDI, B NIpoLecce€ CO3AaHUA HOBBIX (i)I/IJIprOB A1l pe-
WICHHUS PAa3/IMYHbIX 3aJa4 NPHUXOAHUTCA yrlOTpCGJIﬂTb pAA 0COOBIX KJIIOUEBBIX CJIOB
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u onepauumii. B Ta6. 4.6 npuBe€HbI HEKOTOPbIE NPUMEPDI BBIPAXKEHUH U1 Hau-
6os1ee ynoTpeoUTENbHBIX (PMIBTPOB OTOOPAXXEHHS, a MOJHbIA MX MepeYeHb MOX-
HO HalTH B CIPABOYHOM PYKOBOJCTBE 1O (PUIBTPaM OTOOPaXEHUS, JOCTYIIHOM MO
aapecy http://www.wireshark.org/docs/dfref/.

Ta6nnya 4.6. Hanbonee ynotpebutensHoie Gunutpbi otobpaxenus

Dunbrp Onucaxne

!tcp.port=—3389 Orcesre cetesoi Tpadmk no npotokony RDP
tep.flags.syn=1 Orobpa3suts nakets TCP ¢ ycranosneHHim pnarom SYN
tcp.flags.reset=1 Or06pasuts naketsl TCP ¢ ycranosnenmbim ¢pnarom RST
tarp Yaanute ceteson Tpacuk no npotokony ARP

http Oro6pa3uts Becs cetesoit Tpaduk no npotokony HTTP

tep.port=23 || tcp.port==21 Orobpaauts cetesoi Tpadux no npotokony Telnet unu FTP

satp || pop || imap Oto6pa3suts cetesoi Tpadmk 3neKTPOHHONM NouTsl (no npoto-
kony SMTP, POP unu IMAP)

CoxpaHeHnue ¢punbTpos

HauaB ogHaX/bl CO31aBaTh HEMAJIOE KOJNYECTBO (PUIBTPOB NepexsaTa U OTO-
GpaXkeHHsl, MOXKHO B KAKOH-TO MOMEHT OOHAPYXHUTb, YTO HEKOTOPbIE U3 HUX NpPH-
MEHSIOTCS A0BOJIbHO vacTo. [1paBaa, ux He npuaeTcs BBOAUTb BCAKMII pa3, Koraa
OHM NOTPeOGYIOTCs, ockoabKy B Wireshark npenocrapisieTcss BO3MOXHOCTD COXpa-
HATb QMIBTPBI VIS AalbHENIEro npuMeHeHus. Tak, 4To6bl COXpPaHUTD CENHAIb-
HbIi QPUIBTP MEpeXBaTa, BLIMOJIHUTE CJIeAyIoUe JeHCTBUSA.

1. Bri6epurte komanay Capture=Capture Filters (ITepexsar=®unbrpnbl nepexsa-
Ta), 4TOOBI OTKPBITb JUaoroBoe okHo Capture Filter.

2. CospaaiiTe HOBbBII PUILTP, WENKHYB HAa KHOIKE CO 3HAKOM “runoc” (+) B Jjie-
BOi1 HIXKHEH YaCTH AMAIOTOBOrO OKHa.

3. Beaure ums Hoporo ¢uasTpa B nose Filter Name (Mms ¢unsTpa).
4. Beaure punrrpyiomee Boipaxkenue B nose Filter String (Ctpoka ¢unbrpa).

5. llenkunre Ha kHomnke OK, YTOGBI COXPAHUTD (PHIILTPYIOLIEE BbIPAXKEHHE,

A g TOro 4TOGBI COXPAHUTD ClIEHAIbHBIA (QUIBTP OTOOPAXKEHMS1, BBITTOJIHU-
T€ NpHUBEJCHHbIE HIKE J1eHCTBUA.

1. Beeaure QJmlep Ha maHenu Filter, pacnosioxeHHON Haa naHeabio Packet List
B m1aBHOM okHe Wireshark, a 3aTeM uieJIKHUTe Ha KHOIIKe C 3eJeHOM JIEHTOI
Ha JIEBOM KPalo JaHHOW IaHeH.

2. BuiGepure komaHay Save this Filter (CoxpaHuTb 5TOT (PUIBTP) U3 BCIUIbIBA-
IOllIEro MeHIo. B oTaeIbHOM JHaloroBoM OKHe GyleT NpeAcTaBle€H CIHCOK
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COXPaHEHHbIX PWIBTPOB 0TOOpaxeHus (puc. 4.18). 3aech MOXHO IPUCBOUTH
cBOEMy (PUILTPY MMs, MPEXJAE YEM COXPAHATH €T0, EJKHYB Ha KHonke OK.

M Wireshark . Display Filters

Name Filter

Ethernet broadcas ff . ff FfFF
Mo ARP
Pvd only ip

{1Pv4 ad

2.1 (don't use != for this

{TCP or UDP port is 80 (HTTP)

HTTP

No ARP and no DNS
)

MNon-HT TP and non-SMTP to/from 182.0.2.1

DNS Server

Ll R

i Cancel Help

Puc. 4.18. @unbtpbi 0TOBPAXEHNS MOXHO COXPAHATb HENOCPEeA-
cTBeHHO u3 rnasroro okHa Wireshark

NomeweHne punbTpos oToHGpaxeHUs Ha NAHENb UHCTPYMEHTOB

Ecnn y Bac uMeIoTcs PUIBTPDI, KOTOPBIMU Bbl YACTO MOJIB3YETECH, A1 yao6c¢TBa
B3aUMOJAENCTBUA C HUMM NPOIIE BCETO MOMECTUTH UX METKH HA YIIOMSHYTOI1 BbllIe
naxesH Filter. J[st 3TOro BhINOJHUTE CJIEAYIOUMUE JEHCTBUS.

1. Beeaure cBoit ¢unsTp Ha nanenw Filter, PacHoJIoKEeHHOM HaJl MaHebIo Packet
List B mraBHOM okHe nporpaMmbl Wireshark, a 3arem menkHUTE Ha KHOIIKE €O
3HaKOM “mmoc” (+) cIpaBa Ha AAHHOM MaHeH.

2. Hmwxke manenu Filter moABUTCS HOBasi MaHeEJb, TAE Bbl MOXKETE yKa3aTh UM
cBoero ¢uibrpa B nosie Label (MeTka; puc. 4.19). YkazanHast BAMM M€TKa I10-
CJYXKHT JUISt IPECTaBACHUs (PUIbTPa Ha MaHe M MHCTPyMeHTOB. BBeas MeT-
Ky B JAaHHOM I10JIe, NIEJIKHUTE Ha KHomKe OK, 4TO6bI CO31aThb METKY IS Gbl-
CTpOro AocTyna K BamieMy GpHIbTPy Ha manew Filter.

4 nttp_google.pcap a X

File Edit View Go (Capture Analyze Statistics Telej Help

AR @ ME Qaec

Alotmrmeteoy e s
Fiiter Expression Preferences. Labek: T'tPQST‘ ) Filter: tep.flags.reset == 1 @ OK | Cancel

Puc. 4.19. Momewwerne meTkn BbicTporo aocTyna K ¢puasTpy Ha naxens Filter
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Kak nmoxasano Ha puc. 4.20, B JaHHOM cJIy4yae yJanoch CO3/1aTh METKY GbICTpO-
ro JocTyna K (puisTpy /I OnepaTHUBIOro oTobpaxenus mobpix naketos TCP c
ycranoBneHHbIM ¢tarom RST. ®uibTpnl, nomemaemple Ha MaHEIb HHCTPYMEHTOB,
coxpaHsoTcA B ¢aiie koHurypauuu, ynoMmuHasumemcsa B mase 3, “Beenenue B
Wireshark”. Tem caMbIM CymecTBEHHO PacHIMPSAIOTCA BallM BO3MOXHOCTH BbIsIB-
JIATh B CaMbIX Pa3HbIX CUTYalMAX 3aTPYAHEHUS, BOSHUKAIOUIME B CETH HA yPDOBHE
NIaKETOB.

M tcp_refuseconnection.pcap

File Edit Yiew Go (Capture Analyze Statistics Telephony

o

~ | Expression + TCPRST

Destination gth
192,188.100.138 i B0 84 ~ 3372 [RST. ACKT.

Puc. 4.20. @unbTpaums nakeTos ¢ NOMOLLLIO METOK BbICTPOro AOCTYNA HA NAHENH
MHCTPYMEHTOB

B cocraB Wireshark BXOAUT psii BCTPOEHHBIX (PMIBTPOB, KOTOPbIE CIYXKaT OT-
JUYHBIMU NPUMEPAMM Il CO3JaHUS COOCTBEHHBIX (uabTpoB. Bocmosabsyiitech
MMH BMECTE CO CIIpaBOYHBIMU cTpaHMIiamMu Wireshark npu cosganum cob6cTBeH-
HbIX (UILTPOB. MBI GyieM YacTO MOJb30OBATLCA (PUILTPAMH B PUMEPaX, AEMOH-
CTPUpPYEMBIX Jiajlee B 3TOU KHHUTE.
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AOTMNOAHUTEADbHbLIE
BO3MOXHOCTHU WIRESHARK

Hrak, oB1aseB OCHOBAMM NPUWIOKEHUS Wireshark, moxere
nepeiTH K U3y4EHUIO €ro JOMOJTHUTENbHBIX BO3MOXHOCTEN
JUISi AaHAIM3a NAKETOB U TpadpuyecKoro npeAcTaBIeHUs MOy
JaeMbIX pe3y/IbTaToB. B 3Toi I1aBe GyyT pacCMOTPEHBI HEKOTOPbIE U3 MOAOGHBIX
BO3MOJKHOCTEH M CPEACTB, BKIIOYasa OKHa Endpoints u Conversations, 6oJiee CJIOXHbIe
AETAIM Mpolecca npeo6pa3’oBaHUA UMEH, UCCIE0BAaHUE IPOTOKOJIOB, UHTEPIIpe-
TAlMIO MOTOKOB, TpauuecKoe NpeJCTaBleHUE BBOAA-BBIBOJA U MHOrOe€ Jpyroe.

911 ocobbie BoamoxkHocTH Wireshark kak rpadudeckoro cpeacTsa ananusa na-

KETOB OKQXYTCs I10JIC3HBIMM Ha CaMbIX Pa3HBIX CTaAMAX AaHHOTrO mpouecca. [os-
TOMY MOCTapaiiTech XOTA 6bl ONPOGOBATH BCE PACCMATPUBAEMBIE 3/1€CH AOTIOIHU-
TesibHbIE BO3MOXXKHOCTH Wireshark, npexe ueM ABUraTbhCs Aajblie, IOCKOJIbKY Mbl
ele He pa3 BEpHEMCs K HUM NIPU PaCCMOTPEHUH IIPUMEPOB ITPAKTUUECKOTO aHAIH-
32 MAKETOB B OCTAJIbHOM 4aCTH 3TOM KHUTH.

KoHeuHble TOUKU U ceTeBble ANanoru

JU1st TOro 4To6bl JAHHbIE NIEPEABAIUCDH 110 CE€TH, OHU JIOJDKHDI [ICPEMEIAaThCS
NOTOKOM XOTs1 6 MEXy ABYMs ycTpoicTBamu. Kaxaoe ycTpoicTso, nepeaaomee
WIM NPMHUMAIOLIEe JaHHbIC B CETH, MpeACTaBaeno B npunoxenunn Wireshark tak
HA3bIBAEMOH KOHeUHOU mouKol. A mepesadya JAHHDIX MEXAY KOHEUHbBIMH TOUYKAMU
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Ha3bIBaeTCs duarozom. KoHeuHble TOYKHU M JUANOTH onucbhiBaloTca B Wireshark Ha
OCHOBAaHHUH CBOWCTB MEPEAayy AaHHBIX U, B YACTHOCTH, C IOMOIIBIO TAKHUX MOHS-
TUH, KaK aJjpeca, IPUMEHSEMbIE B Pa3/IMUHbIX CETEBBIX MPOTOKOJIAX.

KoHeuHble TOYKHM 0003HAYAIOTCA HECKOJIBKMMHU aJ[pecaMM, KOTOpble NPUCBaM-
BAIOTCSA MM Ha pa3HbIX ypoBHAX Mojenu OSI. Hanpumep, Ha kaHaIbHOM YPOBHE KO-
HeyHas To4ka nojy4yaeT MAC-aapec, KOTOPbIH SABIAETCS OAHO3HAYHDBIM AJPECOM,
BCTPOEHHBbIM B CETE€BOE YCTPOMCTBO, XOTSI OH MOXET ObITh BUAOU3MEHEH M TOTa
NOTEHIMAILHO CTAHET HEHYXXHBIM. A Ha CETEBOM YPOBHE KOHEYHAs TOYKA MOJIy4a-
et IP-agpec, kKOTOPBIit MOXKET GBITH U3MEHEH B 11060 MOMEHT. O TOM, KaK UCIIOJIb-
3ylIoTcst 062 3TH THIIA a/[PECOB, peyb MOHAET B OCIEAYIOIMX IIaBaXx.

Ha puc. 5.1 npusezaeHs! 18a npuMepa NpUMEHEHMS a/[PECOB JUIsi 0603HAYEHUSA
KOHEYHBIX TOUEK B CETEBBIX AAHAIOrax. B yacTHOCTH, IMaor A cOCTOUT U3 ABYX KO-
HEYHBIX TOY€K, OOMEHHMBAIOIMXCA JaHHBIMM HAa KaHaIbHOM ypoBHe (nmo MAC-anpe-
cam). Y koneuno# Touku A umeercs MAC-anpec 00:££:ac:ce:0b:de, Toraa kak y
koHe4HoH Touku b — MAC-agpec 00:££:ac:e0:dc:0£f. A auasor b onpeaensercs
ABYMsl YCTPOMCTBAMU, OOMEHHBAIOIIMMUCS JaHHBIMH Ha ceTeBOM yposHe (mo IP-
az[pecaM). Y xoHeuHoO# Touku A nmeerca IP-agpec 192.168.1.25, Toraa Kak y Ko-
HeyHoit Touku b — IP-axpec 192.168.1.30. Boisicium, kakum o6pasom B Wireshark
MOXHO MPEeAOCTaBUTbL CBEACHUA O Nepejaye JaHHBIX MO CETH Ha OCHOBaHUU KO-
HEYHBIX TOYEK WM IUAIOTOB.

= [Qvanor A =
KoHeunas Touka A - Koneunan Touka b
[FEESSN [FEEESSNN
00:ff:ac:ce:0b:de 00:ff:ac:e0:dc:0f
= [Jwanor b =
Koneunas Touka A B ———— Koteynan Touxa b
[N [PPSR
192.168.1.25 192.168.1.30

Puc. 5.1. KoHeuyHbie Toyku u auanoru B cetm

MpocMoTp cTaTUCTUKM B KOHEYHBIX TOYKAX

Daiin nepexsama AHanuaupys ceTeBoi TpadHK, MOXHO BBIIBUTb NPOGIEMY B
lotsofweb.pcapng C€TH BIUIOTH 1O KOHKPETHOH KOHE4HOIl To4ykH. B kayectse

npuMepa OTKpoiiTe cHavana ¢aiin nepexsaTta lotsofweb.
pcapng, a 3areM okHO Endpoints, BbI6paB komaHay Statistics®Endpoints (CraTucTtu-
ka= KoHe4Hble TOYKH) U3 MIaBHOTO MeHIO. B 3TOM OKHe oToOpaxaeTcs pax nojes-
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HbIX CTATUCTHUYE€CKHUX JAHHBIX I10 Ka)l(llOﬁ KOHC‘IHOﬁ TOYKE, BKJIIOYas anpec, KOJIN-
4€CTBO HCpel[aHHbIX ) 4 HpﬂHﬂTbIX IMaKETOB N 6af’iTOB, KaK ITOKa3aHO Ha pI/lC. 52

# Wireshark . Endpoints - lotsofweb - O X

etsB—~A BytesB—A Latitude Longitude *

Name resolution || Limit to display filter

Copy ~ Map Close Help

Puc. 5.2. B okHe Endpoints MOXHO NPOCMOTPETL CTATUCTUYECKHUE BAHHbIE
no KaxXao# KOHEYHOM Touke B parine nepexsara

Ha Bknagkax (TCP, Ethernet, IPv4, IPv6 11 UDP), pacnoJioO)XeHHbIX BBEPXY JaHHO-
ro OKHa, OTOOPaXACTCA KOJMYECTBO KOHEYHBIX TOUYEK, OPraHU30BAHHBIX IO OT-
AEJILHOMY CETEBOMY IPOTOKONY. UTOOBI OTOGPa3UTh KOHEYHbIE TOUYKH TOJIBKO 1O
KOHKPCTHOMY IPOTOKOJY, IEJKHUTEC Ha COOTBCTCTBYIOIEH BrIaake. YTobbl 106a-
BUTD JOTIOJHUTENbHbIE BIJIAJKU JUIS OTCEMBAHUS KOHEYHDBIX TOYEK IO OTAEIbHBIM
MPOTOKOJIAM, IeJKHUTe Ha kKHomke Endpoint Types (Tunpl kOHEUHBIX TOYEK) B pa-
BOM HIDKHEM YIJIy 3KpaHa U BbIGepUTe 106aBasgeMblii ceTeBOM NpoToko. Ecau xe
norpebyerca npeobpasoBaHHe MMEH M1l MPOCMOTPA aJpecOB KOHEYHBIX TOYEK
(cM. manec pasaen “[Ipeo6pasosanue umen”), ycraHosute ¢aaxok Name resolution
CJIeBa BHUM3Y 3KpaHa. A €C/IM NPUXOAUTCA aHAJIM3UPOBATh KPYNHbBIA MepexBaT u
TpebdyeTcsi OTPUALTPOBAThL OTOOpAXKAEMBIE KOHCUHbIE TOUKH, TO MOXHO NpUMe-
HUTbh GuABTp OTOOpAXKEHHS B MIaBHOM okHe Wireshark u ycranosutsb ¢iaxok Lim-
it to display filter (HanoxuTs orpanuuenne ¢ nomMombio Gpuibrpa oTrobpaxeHus) B
oxHe Endpoints. Ecim 3TOT p1askox ycTaHOBJIEH, B JAaHHOM OKHeE OylyT OTOOpaxaTh-
€Sl TOJBKO T€ KOHEUYHbIE TOUYKH, KOTOPbIE COOTBETCTBYIOT YCJOBHIO, 3aJaHHOMY B
¢unbTpe oTo6paKEHU.

B okne Endpoints nnpeocTasiseTcs eme ojiHa yJIo6Hass BO3MOXHOCTb OTCEUBATh
OT/IE/IbHBIC MTAKETBHI JUIsi OTOGPAXKEHUS Ha maHe M Packet List. 9To 6pIcTphIii cnioco6
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yr1y6JIEHHOTO aHAIM3a ITAKETOB B OTAE/IBHON KOHEYHOI1 Touke. C 3TOi Lesblo we-
KHHTE MPAaBOi KHOMKOM MBIIIM Ha KOHEYHOM TOYKe, YTOObI BbIGPATh UMEIOIHEeCs
BapuaHTbl (QUIBTpAaUMU. B OTKpbIBIIEMCA AMAIOrOBOM OKHE BaM INPEICTABUTCS
BO3MOXHOCTb MOKa3aTh WIH CKPBITh MAKEThI, CBA3AHHbIE C BHIOPAHHON KOHEYHOM
TOYKOH. 3Jech e MOXHO BbIOpaTh BapuaHT Colorize (BbireauTts nBeToM), 4ToGbHI
5KCIOPTHPOBATH aip€C KOHEYHOM TOYKH HENMOCPE/ACTBEHHO B [IPABUJIO BbIAEICHHUS
LBETOM (O IpaBUJIAX BbIAEJICHHUS LBETOM cM. B miaBe 3, “BBexenue B Wireshark”).
Takum 06pa3oM, MOXKHO GBICTPO BBIAEIUTD NNAKETDI, CBA3AHHBIE C OTACIBHBIMU KO-
HEYHBIMHU TOYKAMU, YTOOBI ONIEPATUBHO HAXOAUTh UX BO BpEMs aHATH3A.

MpocmoTp ceteBbix Auanoros

Daiin nepexeama Ecnu ¢aitn nepexpara lotsofweb.pcapng Bce ele OTKPBIT,
lotsofweb.pcapng OTKpoiiTe okHO Conversations, BbIGpaB komany Statistics= Con-

versations (Cratuctuka=/[uasioru) us mIABHOTO MEHIO, YTO-
66l OTOOPA3UTh BC€ AMATOTM U3 AAaHHOro (aiiNa mepexBaTa, KaK MOKA3aHO Ha
puc. 5.3. OxnHo Conversations aHaloruuHO OkHy Endpoints, HO B HEM oTOGpaxaloTcs
IO JIBa aJpeca B KAXI0MH CTPOKe, 4TOObI NPEACTABUTb CETEBOM AUAJIOT, A TAKXKe Na-
KeTbl ¥ 6alThbl, epeaBaeMble M IPMHUMAaeMble KaXKAbIM yCTpoiicTBOM. B cToa6ue
Address A yka3blBaeTCs KOHEYHas TOYKA OTIPABUTEJNsl INAKETOB, a B CTOJIG-
e Address B — KOHeYHasl TOYKA MOJyYaTels.

M Wireshark - Conversations - lotsofweb - 0 X

Pv6 - 4 TCP - 279 0P + 93

tion Bits/sA—B Bits/'sB—-A ~
N/A N/A

316 147

Packets Bytes Packets A—B BytesA —B PacketsB —A BytesB —~A Rel Start
1 342 (

2101

Ly
g

0k

16k

[} Mame resolution (] Limit to display fiter [_E;wersau'cn Types j

Close Help

Puc. 5.3. B okHe Conversations MOXHO BbIAENMTL KAXAbIA CETEBOM Auanor u3 ¢aina
nepexsara
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OxHo Conversations OpraHM30BaHO MO OTAENbHbIM MPOTOKOAaM. YT06bI MpOCcMO-
TPETb CETEBbIE JIMAJIOTH 110 OTAEJbHOMY NPOTOKOJY, WIEIKHUTE HA COOTBETCTBYIO-
mei BKJIAJIKE Y BEPXHETO Kpas JaHHOTO OKHA WJIM BBEJUTE APYTHe THUIIbl CETEBbIX
IIPOTOKOJIOB, 1IEJIKHYB Ha KHonke Conversation Types cnipaBa BHM3y. Kak u B okHe
Endpoints, 31ech MOXHO BOCIMOJb30BATbCS IPEOOPA3OBAHUEM HMEH, HAJIOXHUTb
OrpaHMYeHHe Ha MOKA3bIBA€EMbIE CETEBbIEC JUAJOTU C MOMOMBIO (PUILTPa OTOOPa-
EHM, a TAKXKE WEJKHYTh NPABOH KHOMKOI MBIIIM Ha OTAEJIbHOM JIHAJIOre, YTOObI
co31aThb GUIBTPbl HA OCHOBAHMM KOHKPETHbBIX AHaIoros. PUILTPLI, OCHOBaHHbIE
HA CETEBBIX AUAIOrax, YAOOHBI JUIs YyrIyOI€HHOTO aHAIM3a MOCIEJ0BATENBHOCTEN
0OMeHa JAaHHBIMH 110 CETH, KOTOPbIE NMPEJICTABIAIOT OCOObIH UHTEPEC.

BuiseneHne Hanbonee aKTUBHLIX CETEBbLIX y3nos
C NMOMOLLbLIO KOHEYHbIX TOYEK N ANanoros

Daii nepexeama Oxnamu Endpoints 1 Conversations y1o6HO Mo/b30BaThCsl NPU
lotsofweb.pcapng AHMarHOCTHKE CETH U OCOGEHHO IPH MOMNBITKE HANTH UCTOY-

HUK 3Ha4UTEJIbHOTrO 06’beMa ceTeBoro Tpaguka. O6paTumcs
CHOBa 3a nmpuMepoM kK ¢aitny nepexsara lotsofweb.pcapng. Kak noapasymesaer
nms 3Toro (paiina, OH CoAEpKUT ceTeBoi Tpaduk, PopMUpyeMbIii IO NPOTOKOTY
HTTP MHOrMMM KIMEHTaMH, NPOCMaTpUBAIOIMMHU BeG-caiithl B MHTepHeTe.
Ha puc. 5.4 npuBeseH CnMCOK KOHEYHBIX TOYEK U3 3TOro (ailia, OTCOPTUPOBaH-
HBIX M0 KOJINY€CTBY GAITOB.

M Wireshark - Endpoints - lot

4-95 Ethemet:12 IPv6-5 TCP-358  UDP- 106

es Packets A ytesB — A Latitude Longitude

166

[ Limit to display filter {Endpoint Types i

Copy ¥ Map Close Help

Puc. 5.4. B okHe Endpoints noka3siBaetcs, kakue ceressie y3nbl obMeHnBa-
I0TCH AAHHbIMM BonbLue BCero
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O6paTtuTe BHUMAaHME HAa KOHEYHYIO TOYKY, HAXOJAAMYIOCs 110 aApecy
172.16.16.128 u cayxkauylio IPUYMHON CaMOI'0 MHTEHCHUBHOTrO (B GaiiTax) ceTeBo-
ro Tpaguka. Aapec 3ToH KOHEYHOH TOYKM SIBJISETCS BHYTPEHHUM CETEBbIM ajpe-
COM, Kak nosicHgeTcs B miase 7, “[IpoTokosbl ceTeBOro ypoBHsi”, a yCTpPOICTBO,
BbI3BaBllle€ CaMblii MHTEHCHUBHBII OOMEH JaHHBIMU B IepexBaueHHOM TpaduKe,
Ha3bIBAETCA Hauboree axmuensim cemessim yanom (top talker).

Bropas 110 MHTEHCUBHOCTH ceTeBOro TpagrKa KOHEYHAs TOUKA HAXOAUTCS 110
azpecy 74.125.103.163, KOTOpBIil ABIAETCS BHEIHUM (MEXCETEBBIM) AAPECOM.
Ecnm BcTpetuTca BHemmnuid agpec, 4ToObl BbIACHUTH €O CETEBOM y3eJ, MOXHO
o6paTuThcst K 6a3e gaHHbIx WHOIS B nouckax 3aperucTpupoBaHHOrO BAaJ€/bIIa.
B mannom cayuae u3 peectpa American Registry for Internet Numbers (ARIN —
AMepHKaHCKUI perucTpaTop MHTEPHET-aJApecoB; https://whois.arin.net/ui/)
BBIABUTCSA, YTO paccMaTpuBaembiM 3aech IP-aapecom Biaageer komnanusa Google
(puc. 5.5).

Net Rang

CIDR 74.125.0.0/16
Name GOOGLE
Handle NET-74-125-0-0-1

Parent NET74 (NET-74-0-

Net Type Direct Allocation

Origin AS

Registration Date

Last Updated

Comments

RESTHul Link https /whois. arin.netrest/net/NE T-74-125-0-0-1

See Also Related organization's POC records.

See Also Related delegations

Puc. 5.5. Peaynvtarsl noncka e peectpe cnyx6bet WHOIS no
IP-appecy 74.125.103. 163 yka3blBalOT HA TO, YTO OH NPUHAL-
nexut komnanun Google

IMpunumasi BO BHMMaHME 3Ty WHGPOPMALMIO, MOXHO TNPEANOJOKHUTbH OXHO
M3 JByX: KOHEYHbIE TOYKH, HaXOoJdAlHecA IO aapecam 172.16.16.128 u 74.
125.103.163, 0OMEeHUBAIOTCA OOJBIIMMU MACCUBAMH JAHHBIX MO CETU ¢ MHOTU-
MM JIDYTUMM YCTPOMCTBAMHM HJIM K€ MexJy co6oit. B jeficTBuTeIBHOCTH KOHEu-
Hbl€ TOUKM, KaK NPaBUIO, OOMEHMBAIOTCH JAaHHbIMHM MEXIy COOOH, 4TO BecbMa
XapaKTEPHO VI CaMbIX AKTUBHBIX AP KOHEYHbIX TOYEK B ceTU. UTOOBI yoeAnTD-
csl B 3TOM, OTKpO#HTe OKHO Conversations, BbiGepuTe BKIaaKy IPv4 u oTcopTupyiite
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BbIABAEHUE BAAAEABLIEB IP-AAPECOB CPEACTBAMU WHOIS

IpuceanBannem IP-aapecos 3aHUMAIOTCS pasHble OpraHbl B 3aBUCHMOCTH OT UX M€0-
rpachuyeckoro mecronoaoxenus. B yacrHoctn, ARIN otseuaet 3a npucsausanme [P-aape-
cos B Coeantentbix Lltatax u coceannx pernonax, AfriNIC — Ha Tepputopumn Adpuky,
RIPE — B EBpone, Toraa kak APNIC — Asun 1 TuxookeaHckom peruoHe. Kak npasuao,
BbiSIBAEHWE BAAAeAbLIa KOHKpeTHOro IP-aapeca cpeactBamn WHOIS ocywectBasetcs Ha
Beb-caiiTe peructpatopa, otBevalotiero 3a atot IP-aapec. Pasymeetcs, raaaq Ha IP-aapec,
TPYAHO BbISICHUTb, KaKOW PErMOHAAbHbIA PErMcTpaTop OTBeYaeT 3a Hero. Ty HeAerkyio
3aaayy bepyT 3a cebs Beb-caiThl Bpoae Robtex (http://robtex.com/), AeAast 3anpoc B
COOTBETCTBYIOWNIA PEECTP M MPEAOCTaBASS MOAYHYeHHble pe3yAbTaThl. Ho Aaxe ecAn Bbl
0bpaTUTeCh K HEBEPHOMY PerMcTpaTopy, BaC BCe PaBHO NepeHanpassT K BepHOMY peru-
cTpaTopy.

CTMHUCOK MO KOJUYeCTBy 6aiiToB. B utore Bbl JO/KHBI YBUAETD, YTO pacCMaTPUBa-
eMble 3eCh B€ KOHEUHbIE TOUKH OOPa3yloT AUANIOr C HAMOOJBIIUM KOJMYECTBO
nepenaHHpix Gaiitos. CaM XapakTep nepeiayd AAHHbIX MPEANOJAraeT KPyIHYIO
3arpy3Ky, MOCKOJIbKY KOJHYECTBO GaiiTOB, NepeaBaeMbIX U3 KOHEYHOW TOYKHU C
BHEWIHUM azpecoM A (74.125.103.163), oka3bIBa€TCA HAMHOTO GOJbIIE, YEM KO-
JIMYeCTBO GAHTOB, NMEpeNaBaeMbIX U3 KOHEUHON TOYKM C BHYTPEHHUM aapecom B
(172.16.16.128), kak Noka3aHo Ha puc. 5.6.

M Wireshark . Conversations - lotsofweb - m] X
Ethernet * 13 IPv4 - 103 IPV6 * 4 TCP - 279 UupP - 93
| Address A Address B Packets Bytes Packets A —B BytesA —~B PacketsB —~A BytesB —A RelStart Duration A |
74.125.103.163 172.16.16.128 3,927 4232k 2882 4173k 1045 58 k 39.247091000 54.307799 \
66.35.45.201 172.16,16.136 1,106 807k 596 702 k 510 104 k 10.306330000 83442116 |
74.125.103.147 172.16.16.128 608 633k 435 620 k 173 12k 9.966132000 7.539890 ;
174,125.16628  172.16.16.128 553 532k 382 519k m 13k 3.242850000 38.430937 |
{64.208.21.43 172.16.16.128 551 357k 309 280 k 242 77k 6.085472000 72.329769 ;
65.173.21896 172.16.16.136 473 331k 263 305k 210 25 k 59.432328000 27.290208
74.125.95.148  172.16.16.128 415 323k mn 289k 144 33k 3.243592000 80.884280 |
14.23.40.126 172.16.16.197 451 318k 234 291k 217 26 k 73.085870000 13.245934 ;
11721616128 209.85.225.165 274 288k N 8345 203 280 k 4.385288000 48.369102 ﬁ
172.16.16,128  205.203.140.65 363 251k 128 2k 235 179k 1.709231000 76.713264 |
172.16.16.197  204.160.126.126 449 185k 243 66 k 206 118 k 16.497808000 69.835435 |
1172.16.16.128  204.160.104.126 327 149k 161 64 k 166 85k 3317446000 11.191162 |
72.32.924 172.16.16.136 387 130k 190 97k 197 32k 14.245523000 36.732188 v |
(£ ! g
[[] Name resolution [] Limit to display filter
Copy ~ | [Foliow Siresm, Gronh Close Help

Puc. 5.6. Mndpopmaums 8 okHe Conversations noaTsepxaaer, 41o asa Haubonee
QKTMBHbIX CETEBbIX Y3/1a OBMEHMBAIOTCS AAHHBIMM APYT C APYTOM
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ITOT CeTEeBOi AUANTOT MOXHO HCCJIEN0BATh OTACABHO, IPUMEHUB CJIEAYIOWHA
¢uabTp oTOGpaXKeHU:

ip.addr == 74.125.103.163 && ip.addr == 172.16.16.128

ITpoKkpyTHUB CIMCOK NAKETOB, MOXHO OGHApPYXHUThb HeckoJabko DNS-3anpocos
K floMeHy youtube.com B crosnbue Info Ha naHesn Packet List. 9To BrosHe corna-
CYeTCsl C NMPEACTABJIEHHBIMU PaHee BbIBOJAMHU O TOM, 4TO BaajgeablceMm IP-anpeca
74.125.103.163 saABasieTCA KOMIAHUA Google, IMOCKOJIBbKY eu NPUHALIEKHAT KOMIIa-
Hus YouTube. O ToMm, Kak noab3oBaTtbcst okHamu Endpoints 1 Conversations B KOHKpeT-
HBIX CLIEHAPHUAX aHAIM3a IIAKETOB, PeYb MOMJAET B OCTAIbHBIX VIAaBaX 3TOH KHUIU.

Crarucrnueckue AGHHbIE NO nepapxum
CEeTEeBbIX NPOTOKOJIOB

Paiin nepexsama Korza npuxoaurcss MMeTh €10 ¢ HE3HAKOMbIMM ¢ailiamMu
lotsofweb.pcapng nepexBaTa, MHOrAA TPeGYeTCs BLIACHUTD pacnpeieieHue ce-

TEBOTO TpagUKa MO OTAENbHBIM MPOTOKOJIAM, T.€. Ty AOJIO B
npoueHTtax, kotopasa npuxoautcs Ha npotokoa TCP, IP, DHCP u T.a. B nepexsa-
4eHHOM Tpaduke. BMecTo TOro 4To6bl NOJACUHUTHIBATDL MAKEThI U TO/IbITOXKUBATD
PE3yAbTaThl BPYYHYIO, 3TH CBEJACHHUS MOXHO I10JIyYUTh aBTOMaTH4Yeckun B Wireshark,
OTKpbIB OKHO Protocol Hierarchy Statistics (CTarucTnueckue JaHHbIC 110 HEepapXUH
HPOTOKOJIOB).

Tak, ecnu daiin nepexsaTta lotsofweb.pcapng Bce eme OTKpBIT, a JIOGble NPH-
MEHsBIIMeCs: paHee PUILTPHI YAaleHbl, OTKpoiTe OKHO Protocol Hierarchy Statistics
(puc. 5.7), BpIGpaB koMaH 1y Statistics= Protocol Hierarchy 13 rJ1aBHOTO MEHIO.

B okHe Protocol Hierarchy Statistics npegocTaBasieTcst MOMEHTIBHBINA CHUMOK TOTO
BH/Ia IEATEIBHOCTH, KOTOPBIH Npoucxoamt B ceTu. Kak caeayer us puc. 5.7, rons
100% npuxoauTcsa Ha ceTeBoii Tpaduk no nporokoay Ethernet, 99,7% — Ha Tpa-
¢$uk no npotokony IPv4, 98% — na tpadux no nporokony TCP u 13,5% — na Tpa-
¢uk no nporokoay HTTP, ¢ nomMompio koToporo npocMaTpuBaloTcst Be6-CTpaHH-
upl B MHTEepHeTe. ITU CBEEHNUA CIYKAT OTIHYHBIM MOACHOPLEM U1 OLCHUBAHU
3arpy3KkH CE€TH, OCOOEHHO €C/IM UMEETCs ICHOE IIPEeACTAaBIEHUE O TOM, KaK OObIYHO
BRIMIAIUT Tpaduk B faHHOM ceTn. Tak, ecm 3apanee ussecTHo, uro 10% cereBoro
Tpaduka 06bI9HO NpUXOAUTCA Ha npoTokoa ARP, To u3 HejaBHero nepexaara cJe-
AYET, uTO 3Ta o cocTabasgeT 50%, 3To 03HAUAET, YTO B CETH YTO-TO MOXET ObITh
HemagHo. MHorza caMo HalMYHKeE 11aKETOB HEKOTOPOTo HPOTOKOJIA B CETEBOM Tpa-
¢puke MoxeT npeacTapiaAaTh uHTEpec. Tak, eciM B CETH OTCYTCTBYIOT YCTPOMCTBA,
HACTpOEeHHbIe Ha NpuMeHeHMe npotokona STP (Spanning Tree Protocol — nporo-
KOJI CBA3YIOILETO I€PEBA), TO €0 MOSABJIEHHE B UEPAPXUHU CETEBbIX TPOTOKOJIOB MO-
XET 03HAYATh, YTO COOTBETCTBYIOLIME YCTPOMCTBA HACTPOEHBI HEBEPHO.
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M Wireshark . Protocol Hierarchy Statistics - lotsofweb == O X
Protocol Percent Packets s Percent Bytes /s End Packets End Bytes End Bits/s
v Frame 1000 000 ] 0 ]

v Ethernet 1000 10600 0 0 0
v Internet Protocol Version 6 0.2 0.1 0 0 0
~ User Datagram Pratocol 02 01 0 0 0
Link-local Muiticast Name Resolution 0.2 0.0 28 20
DH 0.0 0.0 2
Data 0.0 2 0.0 2
v Internet Proto %7 12861 W 0
v User Datagram 17 214 0.3 0
Simple Network Management Protocol 0.0 4 0.0 4
e on Protocol 0 1 0.0 1
Service 03 43 00 43
0.0 6 0.0 6
0.2 28 0.0 28
0.2 25 0.1 25
08 105 0.1 105
0.0 2 0.0 2
v 980 12645 9.7 10905
0 0.0 1
0.0 3
1 173 99 1364
0.1 17 0.1 16
0.0 1 0 1
ype 2 28 28
ormed Packet 0.0 1
sed text data 11 145
JPEC nterchange Format 0.6 n 72
JavaScript Object Notation 0.0 3 3
eXtensible Markup Language 0.1 1 1
@ ve GIF 07 95 95
Internet Group Management Protocol 0.0 2 2
Address Resolution Protocol 0.0 6 .0 6
No dlisplay fec
| Close “! Copy ¥ Help

Puc. 5.7. B okHe Protocol Hierarchy Statistics noka3sisaetcs pacnpeaeneHme ceTesoro 1pa-
¢u1Ka No OTAENLHBIM MPOTOKONAM

Co BpeMeHeM Bbl OOHapyXuTe, 4TO OKHOM Protocol Hierarchy Statistics MoxHO
[0JIb30BATHCS It NPOGUIMPOBAHUS [T0/Ib30BATENENH U YCTPOUCTB B CETH, MPOCTO
DIsAs Ha paclipeje/ieHHe PUMEHseMbIX poTokonos. Hanpumep, 60bmoi o6b-
eM ceteBoro Tpaduka no nporokony HTTP MoxeT cBuaeTe1bcTBOBATh O6 UHTEH-
CHMBHOM npocmoTpe Beb-cTpanun B Murepuere. Kpome Toro, Bel CMOXeTe BbISIB-
JISITh OTAE/IbHBIE YCTPOICTBA B CETH, NPOCTO IIAA Ha TPA(PHK U3 CETEBOTO CErMEH-
Ta, MPUHALIEKAIETO0 KOHKPETHOMY MOJAPa3ieleHuio opranudanuu. Hampumep,
B OTAeJie MTH(POPMALMOHHBIX TEXHOJOTMH MOTYT NPUMEHATHCS AOMOJTHUTENIbHbIE
QAMMHUCTPATUBHBbIE MPoTOKOJbI Bpoae ICMP niu SNMP, B otrene o6CIyKMBa-
HMsl 3aKa3UHMKOB — HaGJII0ATbCst 60IbIIO 06beM MOYTOBOTO Tpaduka No npoTo-
kosry SMTP, a BpeaHblii MOJIOAOH CENUAIUCT MOXKET HE3AMETHO HABOJXHUTDL CEThb
TPagMKOM, TUXO HACTKAASACH B CBOEM YTOJIKE MHOTOIOJIb30BATENbCKON POIEBOM
urpoit World of Warcraft!
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MNpeobpasosanue umex

JlaHHble MepenalTCcss MO CETH MEXTY KOHEYHBIMM TOYKAMHM C MOMOIIBIO pa3-
JUYHBIX GYKBEHHO-UU(POBBIX CHCTEM aJpecallii, KOTOphbIE 3a4acTyl0 OKa-
3bIBAIOTCA CJIUIIKOM JUIMHHBIMU W CJIOXHBIMU JUISl 3allOMUHAHHUSA, HanpuMep,
MAC-aapec 00:16:ce:6e:8b:24, agpec IPv4 192.168.47.122 win agpec IPv6
2001:db8:a0b:12£0::1. YToOBl OGIEr4UTHL 3aNIOMUHAHHME ITHX AAPECOB UM Ha-
3HA4aIOT yIOOHbIE U 3AMIOMUHAIOIIHECH UMEHA, A MPOLIECC HAXOXACHH aJpeca 1o
MMEHU Ha3bIBACTCsA npeobpasosanuem umen (name resolution). Hanpumep, 3anoMHUTH
ajipec google.com HAMHOTO JieT4e, YeM aapec 216.58.217.238. baarogapst cBsA3bI-
BaHUIO yIO00OUMTAEMBIX UMEH C HEYTOO0UUTAEMBIMH apecaMy obJieryaeTcs Ux 3a-
[TIOMHWHAHHE U PacIIO3HaBaHUE.

AxTtnsnsauyus npouecca npeobpasosaHns umeH

[Tpu oTo6paxennu aaHHbIX U3 nakeToB B Wireshark MoxHo mosb3oBaThes npe-
06pa3oBaHMEM HMMCH, YTOObI YNPOCTUTh MX aHaIN3. UTOGbI BOCIIONB3OBATHCA B
Wireshark npeo6pasosannem nmen, BoiGepure komaHay Edit= Preferences=Name Res-
olution (ITpaska=Ino6anbHble nMapamerpbi=IIpeoGpazoBaHne MMEH) U3 MIABHOTO
MeH10. B urore oTkpoeTcs okHo (puc. 5.8), B KOTOPOM JOCTYIIHbI OCHOBHBIE, OIUCHI-
BaeMbl€ HUXKE TapaMeTPbl HACTPOMKM Npoliecca npeobpa3oBaHus uMeH B Wireshark.

M Wireshark . Preferences ? b4

v An -
| ¥ Appearance Hame Resolution
Layout
Columns

Font and Colors| [_] Resclve transport names

[ Resolve

MAC addresses

Capture
Filter Expressions
Name Resolution

Proto

I [] Resolve network (P} addresses

/]

| 1] Use captured DNS packet data for address resolution

| Eﬂ Use an external netwark name resolver

EZJ Enable concurrent DNS name resolution

Advanced

Maximum concurrent requests | 500
[] Only use the profile *hosts” fiie
[} Enabie OID resalution

[ Suppress SMI errors

SMI (MIB and PIB) paths Edit
SMI (MIB and PIB) modules Edit

GeolP database directories Edit

Cancel Help

Puc. 5.8. Aktususaums npouecca npeobpasosaHus umeH B okHe Preferences.
Cpenu nepsbix Tpex ¢naxkos, OTHOCAWMXCS K TMNGM npeobpasosanms
uMeH, 3aeck BbIbpaH Tonbko ¢pnaxok Resolve MAC addresses
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* Resolve MAC addresses (IIpeo6pa3oBate MAC-aapeca). B atom pexume
npumeHseTcsa npotokon ARP, uTo6b1 nonbiTathcs npeob6pazosath MAC-a-
Apeca BTOPOTo YypoBHs (Hanpumep, Takue kak 00:09:5b:01:02:03) B agpeca
TpeTbero ypoBHs (Hanpumep, 10.100.12.1). Eciu nogo6HbIe NONBITKYU MO-
TepnAT Heyaauy, Wireshark BoiGepeT n3 cBoero kartajuora ¢aiin ethers, uro-
Obl IPEANPUHATD HOBYIO MOMBITKY NPEOOPa30BaHUs aAPeCOB. A B KauecTse
nocaeanero cpeacrtsa Wireshark npuGerHer x npeo6pa3oBaHHIO MEPBBIX
Tpex 6aiitoB MAC-azpeca B uMa ycTpoicTBa, 0603HaYaeMO€e NPOU3BOAUTE-
nem no cranAapty IEEE (nanpumep, Netgear 01:02:03).

* Resolve transport names (IIpeoGpa3oBaTh TpaHCIOPTHBIE HMEHA). B sToM
peXxuMe NpeanpuHUMAaETCs MOMbITKA Npeo6pa3oBaTh HOMEpP NOpTa B CBS-
3aHHOE C HUM MM MPOTOKOJIa — HallpUMeEpP, OTOOPa3uTh NopT 80 kak http.
ITO yRo6HO, KOTAA B XO/i€ aHAIN3a BCTPEYAETCsl HEU3BECTHBIH NOPT M HENO-
HATHO, C KaKOM CJIy»k060i1 OH OGBIYHO CBA3AH.

® Resolve network (IP) addresses (IIpeoopa3oBaTh ceresbie (IP) anpeca).
B sTOM pexxuMe npeanpuHUMAETCs MOMNbITKA NMPeobpa3oBaTh afpec TPeTh
€ro ypoBHsi (Hanpumep, 192.168.1.50) B yno6ouutaemoe ums DNS Bpoae
MarketingPCl.domain.com. to yz(o6H0 I BBIACHEHUS HAa3HAUECHUA UIU
BJIaJIe/IbIa CUCTEMBI, TIPH YCJIOBHHU, YTO Y HE€ UMEETCs ONMUCATENbHOE UMSL.

B paszaene Name Resolution okHa Preferences, npuBe€HHOTO Ha PHUC. 5.8, nmeloT-
CA ¥ Ipyrue ro6aibHble, ONUChIBAEMble HIDKE NTapaMCeTPbl HACTPOIKM Mpeobpa3zo-
BaHUs UMEH.

o Use captured DNS packet data for address resolution (Mcnoab3oBaTh JaHHBIE
H3 nepexBayeHHbIX nakeroB DNS nna mpeoGpa3oBaHus agpecos).
B sTOoM pexume Mpou3BOAUTCS CMHTAKCMYECKUH aHWIN3 JaHHBIX U3 mepe-
xBaueHHbIX naketoB DNS mia npeo6paszosanus IP-agpecos B umena DNS.

e Use an external network name resolver (M cnosib30BaTh BHEIIHHIA Ipeo6pa-
30BaTe/Ib CETEBBIX MMeH). B s3ToM pexume gonyckaetcs popmuposaTsb 3a-
npocbl kK DNS-cepsepy Toi MalInHOIA, /i€ BBINOJIHAETCA AHAIU3 ITAKETOB, V15
npeo6pazosanus IP-axpecos B uMena DNS. 9To y1o6HO B TOM ciydyae, ecIu
TpebyeTcs BOCNOJb30BaThcA cayx60it DNS mis npeobpa3oBaHus UMEH, HO
aHaJIM3UPyeMbIi NepexBaueHHbIN TPaUK He COAEPKUT COOTBETCTBYIOIIME
naxkeTsl DNS.

¢ Maximum concurrent requests (MakcuMyM mnapauleJIbHBIX 3alpOCOB).
B 3TOM pexume ycTaHaBIMBAETCS OrpaHUYEHHE HA KOJMYECTBO Mapauleb-
Hbix DNS-3anpocoB, ogHOBpeMEHHO OXHUAAIOIMUX 00PabOTKH. ITOT PEXUM
3ajlaeTca B TOM CJyyae, €C/Id B NepexBaueHHOM Tpaduke dopmupyercs
ciumkoM MHoOro DNS-3anpocoB, 4To MOXET OTPHUIATENBbHO CKa3aThCA Ha
NPOITYCKHOM CNOCOGHOCTHU CE€TH WM npousBoauTteibHOocTH DNS-cepsepa.
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® Only use the profile “hosts” file (Icnonb3oBaTh TONBKO NMpodHIbLHBIE
¢aiinbl cereBbIxX y3noB hosts). B sTom pexume pabora cucremsr DNS
OTrpaHUYMBAETCA TOJNbKO (aiiiom hosts, CBA3aHHBIM C AKTHBHBIM Npoduiem
Wireshark. O Tom, kak nonb3oBatbcs 3TuM (aiiioMm, pedb NOHAET B CIEAYIO-
meM pasjee.

Hsmenenus, BHOCMMble B OKHe Preferences, cOXpaHAIOTCSI MocJe 3aKpbITHA U
nosTopHoro oTkpeiTus Wireshark. YTo6bl onepaTMBHO BHOCUTb M3MEHEHHs B
npolecc Npeo6pa3soBaHUs UMEH, HE COXPAHAA UX, HACTPaUBaiiTe MapaMeTpsl npe-
06pa3oBaHMsA MMEH, BbIOMpas komaHay View=>Name Resolution 13 ITaBHOrO MEHIO.
Y Bac €CTb BO3MOXXHOCTb aKTUBU3MPOBATh MJIM OTMEHATb Npeobpa3oBaHne UMEH
A5l GU3NYECKUX, TPAHCMIOPTHBIX M CETEBBIX aPECOB.

Yrtobbr caenats aitnbl nepexsara Gojee yro60YUTAEMBIMH, COKOHOMHB He-
MaJI0 BPEMEHHU B ONPEAEJIEHHBIX CJIYyYasx, BOCMOJb3YHUTECh Pa3IMUHBIMM HHCTPY-
MEHTaJIbHBIMM CPEACTBaMHU Npeobpa3osanusa umeH. Hanpumep, npeobpaszosanue
umeH DNS nomoraeT cpasy ke BbIACHUTb UMsl KOMIBIOTEPA, KOTOPBIi BbI IIbITaE-
Tech MAEHTU(GUIMPOBATh KaK OTIPABUTEs OTACIBHOTO NAKeTa.

nOTeHIJMOI'IbeIe HeAOCTAaTKn ﬂp306p03OBOHMﬂ UMEH

[IpyHuMas BO BHMMaHME NPEUMYNIECTBA NPeO6PA30BAHUA UMEH, €ro NpHMe-
HEHHE CYMTAETCA BIOJHE OYEBUAHBIM, HO Y HETO UMEETCA M PsiJi NOTEHIUAIbHBIX
HeocTaTKoB. [Ipex e Bcero, npeo6pa3oBaHHe CETEBBIX UMEH MOXET MOTEPHETh
HeyAavy, €CJIM OTCYTCTBYeT noaxoasaimuiit DNS-cepsep m1a nperocTasieHus UMeH,
cBsazanHbIxX ¢ [P-azpecom. Ceesenns o npeoGpa3soBaHMH MMEH HE COXPAHAIOTCA B
(aiine nepexsara, M NIO3TOMY NPOLECC UX MPEOOPA3OBAHMA JOKEH POUCXOIUTD
BCAKMI pa3, Korja OTKpbiBaeTcs 3TOT (aitn. Ecim BpI mepexBaTbiBaeTe MaKeThl
B OJIHOM CETH, a 3aT€M OTKpbIBaeTe (aiil nepexsaTa MaKeTOB B APYroi ceTH, TO
Ballla CUCTEMA HE CMOXET MOJy4uTh focTynn K DNS-cepBepam u3 ucxoaHoii cety, a
CJ1eI0BaTeIbHO, NPEO6Pa3OBaHNE MMEH MOTEPITUT Heyaavy.

Kpowme Toro, npeo6pasoBanue MMeH TpeGyeT JONOJTHUTEIbHBIX U3JEPXKEK Ha
06paboTky. Eciu npuxoauTcsa MMeTh IeJI0 C O4YeHb KPYNHBIM (paiiioM nepexBaTa,
TO, BO3MOXHO, NIPUJAETCA OTKa3aTbCsA OT MPeo6pa3oBaHUsA MMEH paJy 3KOHOMHU
CUCTEMHBIX pecypcoB. Eciu xe nmonpo6oBaTh OTKPbITh KPYNHBIH ¢aiin nepexpa-
Ta 4 [IPU 3TOM CHCTEMA HE CMOXXET CIPABUTBLCA C HArpPy3KOH WIM NMPWIOXKEHHe
Wireshark Boo6uie 3aBepmmTcs aBapHifHO, B TAKOM CJIy4ae MOXKET IOMOYb OTMEHA
npeo6pa3oBaHMs MMEH.

Eume oaHo 3aTpyiHEeHHEe BO3HUKAET, KOT/a TPU NPEe06pa3oBaHMHU CETEBbIX MMEH
samericTByeTca cryx6a DNS. B arom ciyyae MoryT 6bITh cpOPMHUPOBAHBI JTHIIHHE
HaKeThbl, CNOCOGHBIE 3acOpPUTH (haiin mepexpaTa ceTeBbIM TpPaUKOM, MOChLIAE-
mbiM DNS-cepsepam 1 npeobpa3oBanns agpecos. Jles1o yCI0XHAETCS elle U TeM,
4TO €C/IM aHAIM3UpyeMblii ¢aiin nepexsara coaepxuT 3noBpeansie IP-agpeca, To
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MOMBITKH peo6pa3oBaTh UX B UMEHA MOTYT PUBECTH K YOPMHPOBAHHUIO 3aIIPOCOB
K MH}PACTPYKTYpe, KOTOpass KOHTPOJUPYETCA aTAKYIOUIMM 3/I0yMBIULJICHHUKOM
1 MOXET NMPEAYNPEAUTD €0 O TOM, YTO O €rO 3/IbIX HAMEPEHUAX CACIATH JAHHYIO
CHCTEMY CBOEH MHUIEHBIO M3BECTHO. UTOGBI CHU3UTL PUCK 3acopeHus aiina mne-
pPe€xXBaTa IMAKETOB WU HEMIPEAHAMEPEHHOTIO CBA3bIBAHHUA C ATAKYIOIIHUM 3JIOYyMbIIII-
JIEHHUKOM, c6pockTe (praxkok Use an external network name resolver B pasaesie Name
Resolution oxHa Preferences.

MNpumenenue cneunansHoro ¢panna hosts

OTcexuBaTh TPaUK U3 MHOTHX CETEBBIX Y3/I0B B KPYNHbIX (paiinax nepexsa-
Ta MOXKET OKa3aThCS AOBOJBHO YTOMUTENbHBIM 3aHATHEM, OCOOEHHO B TOM CJIyyae,
KOIJZIa NpeoOpa3oBaHHEe UMEH HEJOCTyNnHO. B Takom ciydyae MoXeT, B 4aCTHOCTH,
MOMOYb Pa3MeTKa CHCTEM BPY4HyI0 Ha ocHoBaHuM ux IP-aapecos ¢ nomousio
cnienanbHOro (haiia hosts, co3faBaeMoro JUisi CETEBBIX y3JI0B (MM XOCTOB) B
Wireshark. 3To TekcToBbIit cpai/’m, cojepxauuii cnucok IP-agpecos u cooTBETCTBY-
romux uMmeH. Paiin hosts MoxeT GbITb HCIIONB30BaH Il HasHayeHus B Wireshark
COOTBETCTBYIOIMX MMEH aJpecaM Uit KpaTKOH CChUIKH. TU MMeHa GyayT oTo6pa-
JKeHbI Ha rmaHein Packet List.

YTo6bI BOCHIONB30BaTbhCA (PaiiioM hosts, BBIIOJHUTE CEAYIOIHE AEHCTBUSL.

1. Boibepure xomanay Edit=Preferences=>Name Resolution U3 r1aBHOrO MEHIO U
yctaHoBuTte ¢iaxok Only use the profile “hosts” file.

2. Cospaiite HOBBIH ¢aitn B ¢ momombio nporpammbl Notepad B cucreme
Windows WM aHAJIOTMYHOM TEKCTOBOM pegakTope. JToT ¢ai J0/KEH COo-
J€paTh MO OAHOM 3aMMCH B KaXA0# cTpoke ¢ IP-azpecoM u TeM nmeHeM,
B KOTOpOe OH npeo6paayerca (puc. 5.9). ma, BeiOupaemoe cnpasa B Ka-
KO CTpPOKe, GYAET OTOOPAXKATbCSA B CIMCKE MAKETOB BCAKUN pa3, Koraa B
Wireshark scrpeuaercs IP-anpec, ykaspiBaeMblii cieBa.

hosts - Notepad s 0 X
File Edit Format View Help

172.16.16.128 Workstation
74.125.95.104

hoogle

Puc. 5.9. Cosnanme pasina hosts s Wireshark

3. CoxpaHuTe cO3aHHBII (aii KaKk OOBIYHBIN TEKCTOBBINM (aiil MO UMEHEM
hosts B coOOTBeTCTBYIOIEM KaTalOre, KaK MOKa3aHo Huke. O6paTuTe BHUMa-
Hue, uTo y ¢aiiia hosts HeT pacmupenus!

e Windows:
e <USERPROFILE>\Application Data\Wireshark\hosts.
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e Mac OSX:
e /Users/<mms_nons3oBaTena>/.wireshark/hosts.

e Linux: /home/<username>/.wireshark/hosts.

Orkpoiite ganee (aiin nepexsara, u Toraa mo6bie IP-anpeca ns ¢gaiina hosts
JIOJIKHBI OBITH 0603HAY€HBI COOTBETCTBYIOIIMMHY MMEHAMM, KaK [ToKa3aHo puc. 5.10.
BmecTo IP-anpecos B cron6nax Source (Ornpasurens) u Destination (IToayua-
Tesb) Ha naHenu Packet List nosiBATCst 60/iee onucaTe/lbHble HMEHA.

Puc. 5.10. MNpeobpasosanmne nmer n3 cneunansHoro ¢paiina hosts s Wireshark

Takoe npumeHeHMe creUMalIbHBIX (AIOB hosts MOXET 3HAYUTENBHO YJy4-
IIUTH Bally CMIOCOOHOCTDH PAacO3HABATh OIPE/ICJICHHbIE CETEBBIC Y3/Ibl (MM XOCTbI)
BO BpeMs aHAIM3a MMaKeToB. Pa6oTas B KOMaH/ie ceTeBbIX AHATUTUKOB, PACCMOTPU-
T€ BO3MOYKHOCTb OOMEHUBATLCA CO CBOMMM KoJjuleraMu ¢paitiom hosts, coaepixka-
I[UM M3BECTHBIE PECYPChL. ITO MOMOXKET Balleil KoMaHJe GbICTPO Pacno3HaBaTh
CUCTEMBI CO CTATUYECKUMH aPECAMU, B TOM YHUCJIE CEPBEPbI M MapIIPYTHU3aTOPbI.

MINTINEE Eowu 6aw daiin hosts oxasxcemcs nepabomocnocobusim, ybedumecs, e 0o-
NOAHUAU AU 8L CAYUATHO €20 UMA pacuupenuem Patira . txt. Imom daiin
doaxcen npocmo nocums uma hosts 6es ecaxozo pacuupenus!

MHuumnpyemoe BpyuHyio npeobpasoBaHue nmen

B npunoxennn Wireshark nmeercs Taxke BO3MOXKHOCTD 1O TPe6GOBAHUIO aKTH-
BU3MPOBATh Ha BpeMs Npeobpa3oBaHue UMeEH. /I1 3TOT0 ZOCTAaTOYHO MIEJTKHYTb
NpPaBOii KHOIKO MBILIM HA NakeTe B maHenn Packet List u BoIGpaTh koMaHay Edit Re-
solved Name (M3MenuTh npeobpasyeMoe UMs) U3 KOHTEKCTHOTO MEHIO. B oTkpbIB-
meMC OKHE MOXHO YKa3aThb MMsl, COOTBETCTBYIOUIEC KOHKPETHOMY aJpecy, Kak
meTky. Takoe npeo6pasoBanue OyaeT yTpau€eHo, Kak ToJIbKO (aiii nepexsara 6yaeT
3AKPBIT, XOTS 3TO KPATKUM CNIOCO6 NOMETHUTD aipec, HE BHOCA HUKAKUX ITOCTOSIH-
HbIX U3MEHEHMH, KOTOPbIE€ NMPUAETCA OTMEHATb BHOCAEACTBUM. I yacTo nosnay-
I0Ch JJAHHBIM CIIOCOGOM, NOCKOJIbKY 3TO HEMHOTO Npolle, YeM NpaBUThb ¢aiin hosts
BPYYHYIO IIPH aHaIU3€e Kaxaoro ¢aiia ¢ nepexBaueHHbIMU MTaKeTaMU.
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AdewudpuposaHue cetesbix NpoTokonos

K uncay campix cuabHpIx ctopoH Wireshark oTHocuTcs noasepxka ananu-
3a TBICAY CETEBBIX NMPOTOKOJOB. M Takas BO3MOXHOCTb OOBACHAETCA TEM, 4TO
Wireshark sipasieTcst npuioxeHHeM C OTKPBITBIM HCXOAHBIM KOIOM, A CJIE0OBATENb-
HO, CJYXXHMT OCHOBAHHEM JUISl CO3JIaHUs dewudpamopoe npomoxoros. OHU AAIOT BO3-
MOXXHOCTb PacIIO3HaBaTh M ICKOJHPOBATh Pa3/IMYHbIE MOJA CETEBOTO MPOTOKOJIA
B Wireshark, uto6n1 0TO6pa3uTh ceTeBoil NPOTOKO B MOJIb30BATEIBCKOM UHTEP-
¢eiice. Jina uaTepnpeTauum kaxjaoro nakera B Wireshark coBMecTHO Hcnob3ay-
eTcsl HeCKOJIbKO AemundpaTopos. Hanpumep, aemmgparop ceteBoro npoToxosa
ICMP no3ssoasier Wireshark BbissicHuTb, 4ro IP-makeT cofepxuTt AaHHbIE U3 NPO-
Tokosa ICMP, uapneys Tun u xoa nporokosna ICMP u ordpopmaTHpoBaTh €ro nons
Uit OTOGpxxeHHus B cToabue Info manenu Packet List.

Jlemudparop MOXHO pacCMaTpHBaTh KaK HHTEPNPETATOP MCXOAHbIX JaH-
HbIX B npwiokeHnn Wireshark. Yro6bl ceTeBoii MpOTOKO/I HameNn NOJIEPKKY B
Wireshark, uis Hero rosmkeH GbITh OTAEAbHBIN Aemn¢paTOp B JAHHOM NPUIIOXKeE-
HHH, a HHAYe BaM MPHIETCA HAIMCATb CBOH Aemn@paTop cETEBbIX ITPOTOKOJIOB.

CmeHa pewmdparopa

Daiin nepexsama Jemmndparopel npumensiorca B Wireshark s toro,
wrongdissector.pcapng  4TOObl OGHAPYXHTb OTAEJIbHbIC NPOTOKOJbI U BBIsIC-

HHUTb, KaK OTOGpa3uTh ceTeBylo nH¢opmanumio. K co-
xanenuio, Wireshark ganeko He Bceraa sesiaet npaBWIbHBI BbIGOp AemngpaTopa
JUIl NpUMEeHEeHMA K nakeTaM. M 3To oco6eHHO cnpaBeUIMBO, KOTJa B CETEBOM NPO-
TOKOJIE NIPUMEHAETCA HECTAaHAAPTHAasA KOH(UIypalus, B TOM YMC/I€ HECTAHAAPT-
HBIi1 MOPT, KOTOPBIH 324YaCTYI0 HACTPAMBAETCA CETEBBIMH aJMUHUCTPATOPAMH M3
COOOpaXkeHHH 6E30MaCHOCTH WIM COTPYAHMKAMHM OPraHM3alMH, MbITAIOMMMHUCA
0GOHTH CPEACTBA YNPABJIEHHUSA AOCTYIIOM.

Ecin pemndparopnr HepeprHo npumensiorcs B Wireshark, ux Bpi6op mMoxHO
nepeonpeaeauts. Hanpumep, otkpoiite ¢aiin TpaccupoBku wrongdissector.
pcapng, coaepXaumii HeMalo CBEJCHHI 06 OOMEHE AaHHbIMH MEXTY ABYMS KOM-
NblIOTEpPaMu No ceteBoMy npotokosy SSL (Secure Socket Layer — ypoBenb 3amu-
IEHHDbIX COKCTOB), MPUMEHsAEMbIH 11 NG POBaHHOTO OOMEHA AAHHBIMU MEXIY
xoctamu. TIpu OGBIYHBIX YCIOBUAX MPOCMOTP CeTeBOro Tpaguka Mo MpoTOKOdy
SSL B Wireshark He aacT 0COG€HHO NOJIE3HBbIX CBEACHUH B CUJIy TOTO, YTO OHHM 3a-
mmu¢posanbl. Ho 3xeck onpeaeneHHo 4To-To He Tak. Eciu Bbl npocMoTpuUTe conep-
XKHMO€E HECKOJIbKUX TAKHX MAKETOB, IEJIKHYB Ha HUX M MCCIEJ0BAB COJEPKUMOE
naHesm Packet Bytes, To o6HapyxuTe ceTeBoit TpaduK, NPeACTaBIEHHbII MPOCTHIM
TekcToM. Tak, €c/iM MpOaHAIM3UPOBATh NAKET 4, TO B HEM MOXXHO OOHAPYXHUTb
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ynomuHanue o npunoxenuu FileZilla qns pa6otsr ¢ FIPcepBepom. A B psazge cie-
AYIOUIMX NMAKETOB ACHO MOKa3aH 3alpocC M OTBET KaK MMEHH I10JIb30BaTeNsA, TaK U
naposi.

Ecnn 6b1 370 Gb11 ceTeBO#M Tpaduk No NpoTokoay SSL, Bbl He cMOIIH GbI MPOYH-
TaTh JIIOOBIC JIAHHbBIC, COJICPXANMECS B 1IaKCTaX, Y BPAA JIM YBUJEAHN Obl BCE UMEHA
110JIb30BATEJICH U 11apPOJIH, 11IEPEaBacMbIC B BU/IE OTKPBITOro TekcTa (puc. 5.11).
[IpyHuMas BO BHUMaHUe NPEACTABJICHHBIE 3/1eCh CBEACHUA, MOXKHO C YBEPEHHO-
CTbIO IIPE/IIOJIOKHUTD, YTO 3TO cKopee Tpaduk 1o npotokonay FTP, a ne SSL. 9ror
TpacduK, ckopee Bcero, 6yaeT uutepnperuponal B Wireshark kak oTHocsmmitcs k
npotokosy SSL, nockonbky B HeM ynoTpebasercs nopt 443, kak cjaeayeT U3 cBe-
AE€HUH, IPUBEJICHHBIX B CTO6LE Info. A Be/lb 3TO CTaH/APTHBII NMOPT, UCIOJIb3Yye-
mblit B ceTeBoM npoTokosie HTTPS (1.e. naxcrpoiike HTTP nax SSL).

9 ¢ Data(data), 12 bytes Packets: 52 - Displayed: 52 (100.0%) * Load time: 0:0.1|| Profile: Defau

Puc. 5.11. Ecnu umeHa nonv3osarened u naponu npeacTasneHs B BURE OTKPLITOrO TeK-
cra, 310 noxoxe ckopee Ha npotokon FTP a He SSL!

YTOo6b! yCTPaHUTHL MOAOGHOE 3aTPyAHCHUE, MOXHO NpuMeHUTh B Wireshark
npunydumessuyro pacuu@posxy C 1ebio BOCIIONb30BATHCA ACMNUPPATOPOM MPOTOKO-
na FTP k ananuaupyeMpiM nakeTaM, BbINOJTHUB CJIEAyIOWHeE JeHCTBUA.

1. HleskHuTE NMpaBoOif KHONKOM MbIIM HA M36paHHOM nakere SSL (Hanpumep,
Ha nakeTe 30) B cron6ue Protocol M BbIGEPUTE U3 KOHTEKCTHOTO MEHIO KO-
maHay Decode As (Pacmmgposathb kak), 4TO6bI OTKPBITh HOBOE JHAIOTOBOE
OKHO.
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2. Jlaiite Wireshark xomanay pacumdgposbiBath Bech Tpapuk TCP, npoxoas-
muii yepea nopt 443, kak FTP, pei6pas BapuanT TCP port M3 cniucka B CTOJIG-
ue Field (ITose), BBeas Homep mopra 443 B cTonGue Value (3HaueHue) u
BbIGpaB BapuaHT FTP U3 cnmcka B croabue Current (Texymuit mpoTtokon),
KaK M0Ka3aHo Ha puc. 5.12.

M Wireshark . Decode As... 7 X
| Field Value Type Default Current |
E,'TCP port ¥ ‘ 443 v | Integer, base 10 SSL FTP -,
*iimi
i: K Save Cancel Help

Puc. 5.12. B guanorosom okHe Decode As... MOXHO 3a/aTb yCnosus
ANS NPUHYAUTENBHOM PACLUMGPOBKM GHANM3MPYEMbIX NAKETOB

3. IlleakHure Ha kHonke OK, YTOGBI YBU/IETb U3MEHEHHUS, HEME/IEHHO BHECCH-
Hble B (paiin nepexpara.

JlanHble 6yayT A€KOAMPOBaHbl Kak Tpaguk no nporokony FTP, uro pacr Bos-
MOXHOCTb IIPOAHAIM3MPOBATh X Ha naHeM Packet List, He oco6eHHO BaaBasich B
oTaeabHble GaiiThl (puc. 5.13).

M wrongdissector.pcap - m} X

File Edit View Go Capture

& = @ nRE R

ip

nalyze

fess  Tools Help

ol ~) Bxpresson.. | 4 TCPRST

.168.8.53
+165.9.53
+168.8.52

en=g

jecks/filexille/
B8 ©,836053
9 9.037776
16 0.238371
11 0.938876
12 ©.040079
13 e.948530
14 ©.941629
15 8.854737
16 8.954%87

Puc. 5.13. Mpocmotp npasunsHo pacwmdposarHoro Tpagpuka FTP

BO3MOXHOCTBIO NPHUHYAUTENBHOH PACIIUGPOBKM MOXHO MOJb3OBATHCS MHO-
FOKPaTHO B OJHOM M TOM Xe (aiine nepexsata. [I[punyauresbHble pacudpoBKH,
YCTaHOBJEHHbIEC B IMAOrOBOM OkHe Decode As..., GyAyT aBTOMAaTHYECKH OTCIEKH-
Batbcs B Wireshark. B 3ToM okHe MOXHO 11pocMaTpUBaTh U UBMEHSATH BCE CO3/AH-
HbI€ 0 CHX [OP NPHUHYAUTENbHbIE pacIU(POBKH.
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ITo ymonyaHMIO NPUHYAMTEIbHbIE PaCIIM(PPOBKU HE COXPaHAIOTCS NP 3aKpbl-
Tuu ¢aitna nepexsara. Ho 5To nonoxeHue MOXHO UCTIPABUTB, WEJIKHYB HAa KHOTIKE
Save B quaorosom okHe Decode As.... B uTore npapuia pacingpoBKy MPOTOKOJOB
GynyT coxpaHeHbl B npoduie Tekymero noab3oparens Wireshark. Onu 6yayr npu-
MEHATbCSA U3 JAHHOTO NPO(UIs NPU OTKPBITHH M060rO0 (aitia nepexsara. Coxpa-
HEHHbIE NPaBHJIA PacIM(pPOBKM MOXKHO YAAINTh, IIEJKHYB HA KHOMKE CO 3HAKOM
“MuHyc” (=) B JAHHOM OKHe,

CoxpaHeHHble TpaBHIa paciM(POBKH MOXHO JIETKO 3a0bITh, YTO MOXET MpH-
BECTH K 60JIbIIOMY HEIOPA3YMEHHUIO I TEX, KTO K 3TOMY He TOTOB, NO3TOMY 00pa-
IAiTECh C MpaBUIaMu paciiigpoBku 6aaropasymMmHo. UTo6bl ybepeubcst OT mogo6-
HOM OIIOITHOCTH, MPUHYAUTENbHbIE PaCIN(POBKHY HE PEKOMEHAYETCs COXPAHSATD
B CBOEM INTaBHOM npodue nonb3oparens Wireshark.

Mpocmotp ncxopHoro koaa pewndpparopos

[Ipenects paGoThl B MPHWIOKEHHH C OTKPBITBIM MCXOAHBIM KOJOM COCTOUT B
TOM, 4TO MPHU BO3HUKHOBEHUH KaKMX-HUOYIh HEJOPAa3yMEeHHIH MOXHO BCETria Mmpo-
CMOTpETb HCXOJHDBIN KOJ W BbIACHUTH UX NpuuMHy. M 310 0cOGEeHHO yro6HO npu
NONbITKE BbIACHUTD NPHYUHBI, 10 KOTOPbIM KOHKPETHBII POTOKOJ MHTEPNpPETH-
pyerca HesepHO. Beab 11 3TOro J0CTaTOYHO NMPOAHAIM3MPOBATh HCXOAHBII KOA
COOTBETCTBYyIOLIETO Jemudparopa.

IIpocMOTpeTh M MPOAHATM3UPOBATL UCXOAHBINA KOJX AeM(PAaTOPOB CETEBBIX
IIPOTOKOJIOB MO’KHO HEMIOCPEACTBEHHO Ha Be6-caiiTe, MOCBAIEHHOM NPWIOXKEHHUIO
Wireshark, menkHys cHayana Ha ccpuike Develop (Paspa6oTka), a 3aTeM Ha cChLIKe
Browse the Code (ITpocMoTp koaa). Mo 3Toit cchUIKE MPOU3OIAET NEPEXO K XPaHH-
sty ucxoaHoro koaa Wireshark, rae MoOXHO mpocMOTpeTb KOA BBIITYCKA MOCJIEA-
Hux Bepcuii Wireshark. B wactHocTH, ucxoausie gaiinbpl aemngppaTopos ceTeBbIX
NPOTOKOJIOB HAXOAATCSA B KaTajore epan/dissectors, rae MCXoaubli aiin Kaxao-
ro gemudparopa 0603Ha4eH MMEHeM packet-<mmsg nmpoTokosa>.c.

ITH UCxXoHbIe (aHIbI MOTYT OKA3aThCs JOBOJBHO CIOXHBIMH, HO BCE€ OHH CO-
OTBETCTBYIOT O0lIeMy MAaGIOHy U CHAGXXEHDI JOBOJBHO NMOAPOGHBIMU KOMMEHTA-
pusmu. YTo6bl NOHATH MPUHLUN JeHCTBUSA Kaxaoro aemudgparopa, cCOBceM He
06s3aTeIbHO 06/1a/1aTh ONBITOM NMPOrpaMMupoBaHus Ha asbike C. Ecam xe Tpeby-
€TCA JOCKOHAIBLHO pa306paThCs B TOM, YTO oToGpaxkaerca B Wireshark, pekomen-
AyeTCA HayaThb MPOCMOTP W aHAIU3 C JAEMM(PATOPOB CAMbIX MPOCTBIX CETEBBIX
IIPOTOKOJIOB.

OrcnexusaHme NnOTOKOB

Daiin nepexsama K uncay Haubosee y1oBaeTBOPAIOMMX NOTPEGHOCTSAM aHa-
http_google.pcapng J13a MAaKE€TOB OTHOCHTCH BO3MOXHOCTb NMOBTOPHO COOM-
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patb B Wireshark gaHHbIe N3 MHOIMX ITAKETOB B €JUHOM yio60unTaeMoM gopmare,
HEPEeAKO Ha3bIBAEMOM 6binuckol u3 naxemos. biaroaaps aTomy oTnagaet HeOOXOAU-
MOCTb NPOCMATPUBATh JaHHbIE, MOChUIAEMbIE OT KJIMEHTA K CEPBEPY, MEJIKHUMH
¢parMeHTaMu NpH nepexosie OT OAHOTO nakeTa K Apyromy. Ilpu omerexnuseanuu no-
moxa JaHHbIE COPTHPYIOTCS C LEJIbIO YIPOCTUTb UX MPOCMOTP.

Hioke nepeuniciieHs! THIbI IOTOKOB, KOTOPbIE MOXHO OTC/I€XKHNBATD.

e ITorok TCP. B 3TOoT noTOoK COGUPAIOTCA AaHHbIE U3 TE€X MPOTOKOJIOB, rae
npumensiercs nporokosn TCP, Hanpumep, u3 ceresbix nporokonos HTTP u
FTP.

¢ ITorox UDP. B 5TO0T NOTOK COGMpPAIOTCA AaHHBIE U3 TEX MPOTOKOJIOB, IA€
npumensiercst nporokon UDP, nanpumep, us ceresoro nporokona DNS.

e ITotok SSL. B 3TOT MOTOK COOGMPAIOTCS JaHHBIE U3 TEX MPOTOKOJIOB, I
oHu wngpyorcs. Jlas aenndposky ceTeBoro Tpadrka HEO6X0AMMO NpeRo-
CTaBUTb COOTBETCTBYIOUIME KIIOYH.

¢ ITotrox HTTP. B sror notok co6upaiorcs gaHHbie u3 nporokona HTTP. ro
yro6Ho ana otcaexusanus AaHHbix HTTP uepes norok TCP 6e3 noaHom
pacundpoBky nose3noit undopmaunu us nporokoaa HTTP.

B kauecTBe npuMepa paccCMOTPUM NPOCTYIO TpaH3akuuio no nporokonry HTTP
B ¢haiine nepexsarta http google.pcapng. C 3To# Uenbio UEIKHUTE CHa4YaIa Ha JIo-
6om u3 naketoB TCP win HTTP B 5TOM (paiine, 3aTeM WEJKHUTE MPABOM KHOMKOM
MBI Ha BLIGPAHHOM MakeTe U BbIGepuTe koManay Follow=>TCP Stream (Otciexu-
BaTb=[loTok TCP) 13 KOHTEKCTHOrO MeHIO. B uTore GyzeT nosy4eH eJMHbliA OTOK
TCP u oTKpBITA BBIIHMCKA U3 JUAIOrA B OTAEJbHOM OKHE, KaK OKa3aHO Ha pHUC. 5.14.

TekcT, oTo6paxaemblit B okHe Follow TCP Stream, Bbl€/IeH ABYyMs IBETAMU: Kpac-
HbIM (60JI€€ CBETVIBIM OTTEHKOM Ceporo Ha puc. 5.14) — Tekcr, 0003HaYaIOIUH ce-
TeBOH TpaUK, MPOXOAALMI OT OTHPABUTEA K NOJTyYaTeNo, a CMHuM (6osee Tem-
HBIM OTTEHKOM ceporo Ha puc. 5.14) — TekcT, o6o3HavaOmWuUil ceTeBoi Tpaduk,
NPOXOJAIUI B IPOTUBOMOJIOXXHOM HANPaBJIEHUHU: OT MOJYYaTeNsl K OTHPABUTEIO.
LIBeT cBA3aH C TOI CTOPOHOM, KOTOPAasd MHHUIUMPOBAIA o6MeH JaHHbIMU. B gan-
HOM [IPUMEPE YCTAHOBJICHHUE CETEBOrO COEIUHEHUS C BE6-CEPBEPOM MHUIIMMPOBAL
KJIMEHT, U TIO3TOMY €ro TpadUK BbLIEICH KPACHBIM LIBETOM.

O6MeH aanHbiMU B noToke TCP HauMHaeTca ¢ MCXOJHOTO 3ampoca MO METOLY
GET xopHeBoro karanora (/) Ha Be6-cepBepe M IPOOIKAETCA OTBETOM CepBepa B
¢opme HTTP/1.1 200 OK 06 ycreurnoit o6pa6oTke 3anpoca. [To Tomy xe camomy 06-
pa3Ly NPOUCXOAUT OOMEH JaHHBIMU U B IPYTUX MOTOKAX M€PEXBAYEHHDIX MMAKETOB
0 Mepe TOro, KaK KJINEHT 3aMpalluBaeT oTAeabHble (ailyibl, a cepBeP NMPUCHUIAET
HX B OTBET. B JaHHOM nprMepe MOXHO yBU/IETh, YTO I0Jb30BATE/b IPOCMATPUBAET
HAa4YaIbHYIO CTPaHMIly BeG-caiita Google. Ho BMecTo TOro 4ro6nl mpoCcMaTpuBaTh
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IMMAKETDI 10 OHEPEeAH, MOXHO 6e3 TPpyAa MPOKPYTHUTD BbINHUCKY U3 NAKETOB. ITo cyme-
CTBY, Bbl BUANTE TO K€ CAMO€, YTO H KOHEYHbIH NOJb30BATE/Ib, HO TOJbKO U3HYTPH.

M Wiceshark . Follow TCP Stream (tcp.stream eq 0) - http_google . a X

7) Gecko/20091221 Firefox/3.5.7

HTTE/1.1 200 OK
Date: Tue, @9 Feb 2018 01:18:37 GMT

1

Cache-Control: private, max-age=0
Content-Type: text/html; charset=UTF-8
Content-Encoding: gzip

Server: gws

Content-Length: 4633
X-XS5-Protection: @

1 chare phefs), 5 server phefi), £ tumfs)

Entire cor ¥ Show data as |ASCH i Stream {0 |

Find:

Hide this stream Print Save as Close Help

Puc. 5.14. B okHe Follow TCP Stream nostopHo cobpaHHble nepeaasaembie
AQHHblE NpeacTasneHsl 8 yaobountaemom popmare

IToMUMO 11POCMOTPa UCXOAHBIX JJAHHbIX, B 3TOM OKHE MOXXHO NPOU3BOAUTD MO~
MCK B TEKCTE, COXPaHATH €ro B ¢aiine, BBIBOAMTb Ha NleYaTh UJIM BLIOUPATh Npea-
craBaeHue aHHbIX B koge ASCII, EBCDIC, mecTHaauarepuunom suae win B pop-
Me MaccuBa Ha s3bike C. Bce 3T BO3MOXHOCTHM, yNmpolalomme aHaIM3 KPYIHbIX
MAaCCHUBOB JaHHbIX, HAXOAATCSA B HYMKHEMN 4acTH JAHHOTO OKHA.

OrcnexusaHue norokos SSL

Yro6b1 orcreauts notoku TCP u UDP, n0cTaTouyHO BBLIMOJHUTBL BCETO Mapy
IETYKOB, HO JUIS IPOCMOTPA 110TOKOB SSL. B yno6ounTaemom ¢dopmare npuaercs
BBINOJIHUTD Pl AONOJHUTENbHBIX AeiicTBuil. CeTeBoit Tpaduk no nporokoay SSL
3amu@poBaH, MO3TOMY HEOGXOAMMO MPELOCTaBUTh CEKPETHDIN KIIIOY, CBA3AHHbIN
C CEpPBEPOM, OTBEYAOIMM 3a K¢ poBaHHbIN Tpaduk. MeToaMKA NOJlyYeHUs TAKO-
IO KJII0Ya 3aBUCUT OT KOHKPETHOM C€PBEPHOM TEXHONIOTHUH, U MIOITOMY €€ PaccMo-
TPEHHE BBIXOAUT 3a PaMKM 3TOM KHUrH. Ho kak TO/IbKO Bbl MOJNyuYHUTE CEKPETHBIN
KJIoY, 3arpyaute ero B Wireshark, Boinonnus cienyomue geHcTBus.

1. TNepeiiaure k rMo6GanbHbIM MapamMeTpaM HacTpoiikn Wireshark, BbiGpaB ko-
Mmanay Edit= Preferences 3 rmaBHOro MeHio.
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2. PassepHuTe passen Protocols B OTKpBIBIIEMCS OKHE M MIEKHUTE Ha 3aroJios-
Ke MPOTOKoa SSL, Kak noka3aHo Ha puc. 5.15. llleaxnure Ha kHonke Edit ps-

3.

5.

IOM ¢ MeTKOo RSA keys list (Crincok xioueit RSA).

.‘ Wireshark - Preferences

SIMULCRYPT A |
sip

SKINNY

SMB

SMB2
SMBDirect

SML

SMPP

SMTP

SNA

StarTeam
STP
STT v

Secure Sockets Layer
RSA keys fist Edit
SSL debug file
Browse
RSA keys list (deprecated)

[] Reassemble S5L records spanning multiple TCP sagments

[ Reassemble S5L. Application Data spanning multiple SSL
[] Message Authentication Code (MAC), ignare "mac failed”
Pre-Shared-Key

{Pre)-Master-Secret log filename

Browse

Cancel

Felp

Puc. 5.15. Beoa ceenenwsi o pewngposke no npotokosny SSL

IIlenxHUTE HA KHOTIKE CO 3HAKOM “rumioc” (+).

IMpenocrabbre Tpebylomuecs ceeaenus. K ux umcay ornocurca IP-agpec
cepBepa, OTBeYaloulero 3a mu@poBaHyue, HOMEpP MOPTa, CETEBOM NMPOTOKOJI,
MECTOHAXOXAeHHe (aiaa KIodel U Napoib K 3ToMy (paiiry, €CIM TAKOBOM

HCIIOJIb3YETCH.

IMepesanycTure Wireshark.

B urtore Y BaC AO/’KHA MOABUTHCA BO3MOXKHOCTD II€PEXBATHIBATD Sallllfl(t)I)OBaH'

CTa ITAKETOB.

HBIM ceTeBOH TpaMkK, MPOXOAAWMNA MeXIy KIHMEHTOM U cepepoM. Illenkuure
npapoi kHonkoi mpimu Ha nakere HTTPS u Bri6epure komany Follow= SSL Stream
(Otcnexusars=IToTok SSL), yTo6bI YBUAETD BBIMHUCKY U3 PaciinpOBaHHOIO TEK-

BoamMoxHoOCTD IIPOCMATPHUBATDh BBIIIUCKH U3 MAKETOB OTHOCHTCA K YHCIY HaH-

6osiee ynoTpeOUTENbHBIX NP aHaIu3e naketos B Wireshark, n Bam npuzercs eio
4acTO MOJb30BATLCSA, YTOObI OBICTPO BBIACHUTD, KAKHE CETEBBIE MIPOTOKOJBI NPU
3TOM NPUMEHAIOTCA. B mocieayiommx maBax KHUTH GyIeT pacCMOTPEH Psil APYTHUX
ClieHapHeB, OCHOBAHHBIX HA POCMOTPE BbINMHCOK U3 NMAKETOB.
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OnuvHa nakeTtos

Daiin nepexsama Paszmep oHOro nakeTa wiu rpynnbl AaKeTOB MOXET CO-
download-slow.pcapng ©OOUIMTE HEMAIO MHTEPECHOTO O CJIOXKHMBIUEHCA CHTya-
uun B ceTu. IIpu OGBIYHBIX OGCTOATENBCTBAX MAKCH-
MaIbHbIH pasmep ¢peliMa B cetu Ethernet cocrasaser 1518 Gaitr. Ecin Boiuectn
U3 3TOH YMCI0BOM BEIMUMHDLI 3arojioBku npotokoos Ethernet, IP u TCP, To ocra-
HeTca 1460 6aiiT, npeHa3HAYEHHDBIX IS MIEPEayH 3aI0JI0BKA POTOKOJIA CEbMO-
ro ypoBHSI WIH AaHHbIX. EciM M3BeCTHbI MUHHMMalbHBIE TPEGOBAHUSA K Nepefade
NaKeTOB, TO MOXXHO HaYyaTh C aHAIM3Aa paclpeleNeHus JUIMH MAKeTOB B NePeXBa-
4eHHOM TpaduKe, YTOObI C/I€1aTh OG0CHOBAHHOE NPEANONIOKEHHE O COCTABE JaH-
HOro Tpaduka. ITO OUEHb NOMOTrAET NPHU MOMBITKAX MOHATL COCTAB KPYMHBIX (aii-
JIOB nepexsaTa. J[na npocMoTpa pacupeaeieHus nakeToB no aimHe B Wireshark
NpefOCTaB/AETCA JUaloroBoe okHo Packet Lengths (/IMHbI n1akeTos).
OO6patuMcs K KOHKpeTHOMY npumepy u3 (aiina 1epexsara download-slow.
pcapng. OTKpbIB €ro, BbIGepHUTE KOMaH/Ty Statistics= Packet Lengths 13 1aBHOro MeHIO.
B wrore otkpoerca nuanorosoe okHo Packet Lengths, npuBeaeHHoe Ha puc. 5.16.

‘ Wireshark - Packet Lengths . download-slow

(m]

20 and greater 0

Display filter:

Copy Save as Close

Puc. 5.16. Ananorosoe okHo Packet Lengths nomoraet caenats obo-
CHOBAHHOE NPEANONOXeHMe O ceTeBoM Tpaduke B parine nepexsara

O6paTtuTe 0c060€ BHMMaHME HA CTPOKY CO CTATUYCCKUMH JJAHHBIMHU O MAKeTax
anvHom ot 1280 no 2559 Gaiit. KpynHele makeTs! BpO/IC 3THX OGBIYHO CBUAETEb-
CTBYIOT O [l€pe/laye JaHHbIX, TOTAa Kak Gojiee MeJIKHe IIAKEThl — O 110C/1eJ0BaTE b
HOCTSAIX YIIPaBJICHUA 1IPOTOKOJIaMU. B 1aHHOM cilyyae HabmoaaeTcss HeManas JoJs
KpynHbIx naketos (66,43%). /laxe He npocMaTpuBas nakeTsl B ¢aiiie nepexsara,
MOXHO CJleJIaTh BIIOJIHE OOOCHOBAHHOE MNPEANOJIOXKEHHE, YTO MepeXBavdeHHbI
TPaUK COMEPKUT OHY MU HECKOJILKO Nepeaad JAHHBIX, KOTOPbIE MOTYT NIPUHU-
MaTb popMy 3arpysku no npotokoiay HTTP, seirpysku no nporokoay FTP wiu mo-
6011 Apyroii onepauuy B CETH, T€ JAHHBIE NEPEAIOTCH MEXK/TY XOCTAMH.
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JliMHa 60bIIMHCTBA OCTaBUIMXCS nakeToB (33,44%) HaxoAUTCS B npejesax OT
40 o 79 Gaiit. K aT0i1 KaTeropun o6pIMHO OTHOCATCA ynpasasiomue nakeTsl TCP,
He HecylMe MoJjie3Hylo HHpopmanuio. PaccMoTpuM TUNMYHBINH pa3Mep 3aroJlOBKOB
nporokoos. Tak, 3aronosok nporokona Ethernet sanumaer 14 6aitr (runoc 4 6ai-
Ta Ha NMKIMYeckuii n36pITounblii kog CRC), 3aronoBok nporokona IP — kak mu-
HumyM 20 GaiiT, a maket TCP 6e3 gaHHbIX WM napameTpos — Te xe 20 6aiT. Jto
O3HAYaeT, YTO JUIMHA CTAHAAPTHBIX ynpassiomux nakeros TCP (nanpumep, naxe-
toB SYN, ACK, RST u FIN) cocTaBut okos0 54 6aiiT 1 yKIaAbIBaeTCsA B pacCMaTpH-
BaeMble 37€Ch npejesbl. Pasymeercs, aTa JUIMHA yBEJIMUUTCA, €CIU JOOABUTD Mapa-
MeTpbl npoTtokonaa IP wim TCP. bonee noapo6Ho cetesnlie npotokonst IP u TCP
paccMarpuBaioTcs B miaBax 7, “TIpotokonbl cetesoro yposHs”, u 8, “IIpoTokossl
TPAHCMOPTHOIO YPOBHA”, COOTBETCTBEHHO.

AHaIM3 JUIMH TaKETOB MO3BOJISIET COCTABUTH Obllee NPEACTABIECHUE O Kpyll-
HOM TepexBadyeHHOM Tpaduke. Eciu B HeM MMeeTCss MHOTO KPYIHbIX MAKETOB, TO
MOXHO C YBEPEHHOCTBIO IPEATIOJIOKHUTD, YTO B CETH NMepeaaeTcs 60Jblol 060beM
naHHbIX. Ecn e ayimHa 60/1bIIMHCTBA MTAKETOB HEBEJIMKA, 3TO O3HAYAET, YTO Nepe-
JA€TCs1 HEMHOTO JIaHHBIX, H MOXHO NPEATNONOXKHUTD, UTO NMepexBadeHHbIi Tpaduk
COCTOMT U3 KOMaH/ yNpaBJ€eHUsl CETEBbIMU NPOTOKOoAaMu. Ho 310 He npaBuia, ko-
TOPBIE CIEyeT CYUTATh HENMPENOKHBIMHU, 3 BCETO JIMIIb HPEATNION0KEHM, TOMOra-
IollMe MPUCTYNMTD K 6oJ1ee yray6aeHHOMY aHaIM3Y.

Cocrasnenue rpadukos

I'paduku cayaT 0OCHOBOM aHaIM3a NAKETOB M OJHUM M3 JIyYlIUX CIIOCOGOB MO-
Jly4€eHHUs] UTOTOBOTO NPEACTABICHHUs O MacCuBe JaHHbIX. B coctas Wireshark Bxo-
JAMT HECKOJIBKO CPEJICTB VISl COCTABJICHUsA IPadMKOB, IOMOTraIOMMX JyYllle TIOHATD
nepexpBayeHHble JaHHbIe. M B nepBylo oyepeab — 3TO BO3MOXHOCTH rpa)UIECcKOTro
NIpeACTaBleHHsA BBO/Ia-BbIBOJIA.

MpocmoTp rpadukos sBoaa-esiBOAa

Paiinvt nepexeama download-fast . pcapng, B okune 10 Graph (Ipaduk BBOAR-
download-slow.pcapng, http_espn.pcapng BbIBO/A) NPEAOCTABISETCS BO3MOXK-
HOCTb MOCTPOUThL rpaduk nepena-
4M JIaHHBIX B ceTH. Takue rpaduku No3poaAioT 6bICTPO BbIABIAThH BCIUIECKH U I1PO-
BaIbl B paboTe KaHala CBA3H, OGHAPYXHBATh 3aJ€PXKKH B IIPOU3BOAUTEIBHOCTH
OTAENbHBIX MPOTOKOJIOB U CPABHUBATD NAapajlle/IbHbI€ IOTOKH JAHHBIX.

B kauecTBe npumepa nocTpoeHus rpadrka BBOAA-BbIBOJA NpPH 3arpy3ke ¢aii-
n1a Ha koMnpioTep u3 MHTepHeTa o6paTuMcs k ¢aiiny nepexsarta download-fast.
pcapng. OTkpoiiTe aToT daitn, meakHuTe Ha modom nmakere TCP, uTo6b1 BLIGpATH
ero, v BbiGepuTe KoMaHy Statistics= 10 Graph U3 r/1aBHOTO MEHIO.
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B oTkpbiBmeMcsi okHe 10 Graph nosiBuTcsi rpadpuyeckoe npejcTaBjJI€HUE MOTO-

Ka JaHHBIX Bo BpeMeHM. Kak cieayer u3 npumepa, npuseseHHoro Ha puc. 5.17,

Ha JaHHOM rpaduke 3arpysku ¢aiia nepeaaercs okosno 500 nakeToB B CEKyHy.

H 3TOT nokazaTesnb 0CTAaETCA NOCTOAHHBIM MOYTH JI0 KOHIA rpadMKa, I/Ie OH PE3KO

CHHXXAETCA.

# Wireshark . 10 Graphs - download-fast O

Wireshark I0 Graphs: download-fast

600 - M\

500 -

a00 | | ! | \ A

Packets/s

300 | !

100 - |
I La Lls II ] I Iq I 11T} | | l

0 25 50 75 100 125 150

Qlick 20 seloct packet 55362 (115 = 636

Name Display filter Colo Style Y Axis Y Field Smoothing
] Alf packet B U Packets/s None
tcp.analysis.flags . Bar Packets/s None

+ | Le (Bh Mouse (@) drags (O zooms Interval |1sec v [] Time of day [[] Log scale Resat

Copy Close Help

Puc. 5.17. 3710t rpa¢mk BBOAQ-BLIBOAA AEMOHCTPUPYET MPAKTUYECKN MOCTOSIHHYIO CKO-
pocTb nepeaayu naketos npu BbICTPo# 3arpy3ke ¢paiina

A Tenepb pacCMOTPUM JJIsi CPAaBHEHMsA NpUMep 6ojiee MeJJIEHHOH 3arpysku
¢paitna. OcTaBMB OTKPBITHIM TEKYIMH (paiin nepexsaTa, oTKpoiiTe ¢aiin nepexsara
download-slow.pcapng B apyrom sk3emmispe Wireshark. CocraBus rpaguk BBO-
Aa-BbIBOJIA /Ul JaHHOTO NpHUMepa 3arpy3ku ¢aiia ONMCAHHBIM BbILIE CIIOCOOOM,
Bbl YBUAUTE COBCEM JPYIYIO KAPTHUHY, KaK [TOKa3aHO Ha puc. D.18.

PaccmarpuBaeMmas 3/ech 3arpyska NpoMCXOAMT CO CKOPOCTbio OT 15 g0 100 na-
KETOB B CEKYHJIy, M TaKas CKOPOCTb JajieKa OT NOCTOSHHOM, a MHOIA JaXke Majia-
€T JI0 HyJIsl TaKEeTOB B CeKyHAy. [Io106HOE HEMOCTOAHCTBO MOXKHO JIydllie YBUAETD,
€C/IM PACMONIOKHUTb PALOM IpaMKH BBOJAA-BbIBOJA 060MX (paitnoB, Kak NOKa3aHO
Ha puc. 5.19. CpaBuubas o6a rpaguka, o6paTuTe 0c060€ BHUMaHNE Ha 3HAYEHHs,
OTKJIaiblBa€MbIE MO OCAM X M Y, 4TOObI CPaBHUBATH CONOCTABUMbIE BEJIMYMHBI.
Macuitab B 060MX C/Iyyasix aBTOMaTHY€CKH KOPPEKTUPYETCS B 3aBUCUMOCTH OT KO-
JIMYECTBA NAKETOB U/ MWK 06beMa NepelaHHbIX JAHHBIX, YTO COCTABJSAET IMIABHOE
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oTIMYMe CpaBHHUBaeMbIX rpapukos. Tak, MeaneHHas 3arpyska ¢aiia IeMOHCTPH-
pyercs B Macmrabe ot 0 10 100 makeToB B CE€KyH]y, TOI/Ia Kak GbICTpas 3arpy3ka —

ot 0 1o 700 makeToOB B CEKYHJY.
M Wirteshark . 10 Graphs - download-slow b= a X
Wireshark I0 Graphs: download-slow
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Click to select packet 5876 (%45 = 301
| Name Display filter Colo Style Y Axis Y Field 7 Smcc}hmé
’E Al packets . Line Packets/s None
E TCP errors tcp.analysis.flags . Bar Packets/s None

L+ Y Mouse‘@dr\";gs O zooms In;:?v;li;‘s;c - D‘ﬁmea;day DL@gscaIre” =

! Save As... Copy | Close Heb ’

Puc. 5.18. 3toT rpaguk 8BOAA-BLIBOAA AEMOHCTPUPYET HEMOCTOSHHYIO CKOPOCTb NEepeaa-
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Puc. 5.19. [MpocmoTp AByx pacnonoxeHHbix paom rpa¢ukos BBOAC-BLIBOAA MOXET NO-
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[TapameTpsl, HacTpanBaeMble B HMXHeH YacTu okHa |0 Graph, o3BoJsIOT Npu-
MEHATb PAJ 0COGBIX (PMIBTPOB, COCTABIAEMbIX C MOMOUIbIO TOTO K€ CAMOTO CHH-
TAKCHUCA, 4TO U JUIsA GUILTPOB OTOOPAXKEHMS, @ TAKXKE BLIOMPATD I1BETa 11 OTOOpa-
YXEHUS JaHHBIX U3 3TUX ¢uasTpoB. Hanpumep, MoxHO co3aaTh GUIETPBI KOHKpPET-
HbIX IP-agpecoB 1 Ha3HAYMTBH VIS HUX OCOGbIE LIBETA VISl IPOCMOTPA OTKJIOHEHHIA
B IMIPONYCKHOH CMTOCOGHOCTHU KaXKJOTO YCTPOHCTBA.

Onpo6yiiTe Takylo BO3MOXHOCTb, OTKPBIB (paityl nepexsaTa http espn.pcapng,
KOTOPBIi GbLI NMOJIyYEH MPH MOCEUIEHNN HAYAIbHOMH CTPAaHUIIbl AMEPUKAHCKOTO Ka-
6ebHOrO CIopTUBHOTO TejdekaHana ESPN u3 anaiuazupyemoro ycrpolictsa. B okne
Conversations BbI OGHApYXHTe, YTO HanGoIee AaKTUBHBIM OKa3bIBAETCsl CETEBOM Y3
¢ sHemHum IP-agpecom 205.234.218.129. M3 3TOro MOXHO cie/1aTh BbIBOJ, YTO
JAHHBII ceTEBOH y3es, BEPOATHEE BCETO, CAYKUT OCHOBHBIM MTOCTAaBUIMKOM COJEpP-
XMMOrO, KOTOPO€ MOJy4aeTcs NMpU MOoCelleHuH BeG-CTPaHUIIbI 110 aJpecy espn.
com. Ho B auajiore npMHUMAIOT y4acTHE M ceTeBble y3ibl o Apyrum IP-agpecam,
BEpPOsITHEE BCETO, MOTOMY, YTO JAOMOJIHMTENLHOE COAEPXKHMMOE 3arpyKaeTcsi M3
BHENIHUX €O MOCTaBIMKOB U pekiaMogaTeneil. OTauuusa B NpsAMoi U CTOPOHHE
AOCTABKE COAEPXKHUMOro MOXHO NPOJEMOHCTPHPOBATH C MOMOIIBIO rpaduKa BBO-
Ja-BbIBOJA, MPUBEAECHHOrOo Ha puc. 5.20.

O6a ¢unbTpa, NpUMEHAEMbIX Ha 3TOM rpadMke, NMpeACTaBACHbI OTACJIbHbI-
MM CTPOKaMHU B HIDKHeH 4acTu okHa |0 Graph. B yactHocTH, puabTp Top Talker
(HauGonee akTHBHBIM CETEBOM y3es) MOKa3blBAET BBOA-BBIBOA TOJbKO mo IP-a-
Apecy 205.234.218.129 0CHOBHOI'O B JaHHOM CJIy4a€ MOCTaBUIUKA COAEPKUMOTO.
O61beM 3Toro BBOA-BbIBOJA OTOOpAXKAETCsA HA rpaduke YEPHbIM LIBETOM, 3aNoj-
HSAIOIMM BEPXHIOIO YaCTh CTOJOMKOBOM auarpamMmbl. A ¢puibrp Everything Else
(Bce ocTanbHbIe) MOKa3bIBA€T BBOA-BBIBOJ MO BceM ocTalbHbIM IP-azpecam B daii-
Jle nepexBaTa, KpoMe ajapeca 205.234.218.129. CnegoBaTe/bHO, OH BKJIIOYACT
B ce6s BceX CTOPOHHHMX IOCTABIIMKOB cofepxuMoro. O6beM 3TOro BBOJA-BbIBO-
Ja orobpaxkaeTcss Ha rpaduke KpacHbIM IBETOM (CBETIBIM OTTEHKOM CEpOro Ha
puc. 5.20), 3ano/IHSIOIUM HIKHIOIO 4acTb CTOJIOMKOBON auarpammbl. O6paruTe
BHHMMaHME Ha TO, YTO €AMHULIbI U3MEPEHUS MO OCH Y JaHHOTO rpaguka 6bLIH U3-
MeHeHbI Ha 6aiiThl B cexyH]y. C y4eTOM 3TUX M3MEHEHUH OY€Hb JIEFKO YBUAETD OT-
JU4Yns B o0beMe TpauKa OCHOBHOTO U CTOPOHHHX MOCTABIHKOB COJIE PXKUMOTO,
a TaKXe BBIACHUTD, CKOJIBKO COAEPXKMUMOTO IOCTYNAET U3 CTOPOHHETO UCTOYHUKA.
Bawm, BeposTHO, GyfeT JOGONBITHO MIOBTOPUTD 3TO YIPAXHEHHE HA YaCTO MOCeUa-
€MbIX BaMM BeG-CaliTaX M B3ATb 3Ty MOJE3HYIO CTPATErHIO Ha BOOPYXCHUE IS CpaB-
HEHMs1 0ObEMOB BBO/Ia-BbIBO/IA B Pa3HBIX XOCTAX.
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‘ Wireshark - |0 Graphs - http_espn el m| X

Wireshark 10 Graphs: http_espn
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Puc. 5.20. [paduk, AeMOHCTPHPYIOLWMI OTIMYMA BBOAA-BLIBOAA B ABYX OTAENbHbIX
ycTpomcTBax

Cocraenenune rpadmka BpemeHn Kpyrosom nepeaaym nakeTos
Daiin nepexsama B npunoxennn Wireshark nmeercs Takxe BO3MOXHOCTb
download-fast.pcapng COCTaBISATH M NPOCMATPUBATh rPaQUK BPECMEHHM KPYro-
BOI#1 (round-trip) nmepesauyn nakeToB U3 3aJaHHOTO ¢aii-
Ja nepexsaTa. Bpema xpyeosoi nepedauu (Round-Trip Time, RTT) — 310 Bpems, ko-
TOpoe TpebGyeTcs Ha MOoJIyueHHe MOATBEPXKAEHNA JOCTaBKU nakeTa aapecarty. Ilo
CYIIECTBY, 3TO BpeMs, KOTOpoe TpeGyeTcs, YTOObI MAaKeT JOCTUT MOJyYaTels, a OT-
NIPaBJIEHHOE OOPATHO MOJATBEPXKAEHHE €TI0 MOJYUYEHUS — OTIPABUTEISA ITOTO MaKe-
Ta. AHaIM3 BPEMEHH KPYroBO# IepelauM MakeTa 3a4acTyiO BHINOJIHAETCA C LEbIO
BBISIBUTb MECTA 3aMe/IJICHUs MM y3KHEe MECTA B llepejlaue TaHHbIX, a TAKXKE Jo0ble
3alePKKH, BO3HUKAIOIUE B 3TOH CBA3M.
YT0o6BI OTPOGOBATH TAKYIO BO3MOXHOCTh Ha KOHKPETHOM NPUMEpeE, OTKpouTe
¢aitn nepexsara download-fast.pcapng. UToGbl npocMOTpeTh rpadMk BpEMEHU
KPYroOBOii Nepefauy MakeToB M3 3Toro (paiina, BpiGepure cHavala 06O makeT
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TCP, a 3atem komanay Statistics>TCP Stream Graphs=Round Trip Time Graph (Cratu-

cruxka=Ipapuxu noroxos TCP=Ipaduk BpeMeHH KpyroBoi nepeaaumn) U3 MABHO-
ro MeH10. B utore nosisutcs rpaguk, npuseaeHHblIi Ha puc. 5.21.

M Round Trip Time for 72.4.123.180:80 — 172.16.16.128:3218 u] X

Round Trip Time for 72.4.123.180:80 — 172.16.16.128:3218
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Puc. 5.2 1. [pa¢uk BpemeHn Kpyrosos nepenasum naketos npu buICTPOl 3arpyske ¢panna
AEMOHCTPUPYET NPAKTUYECKOE MOCTOAHCTBO 3TON BPEMEHHON XAPAaKTEPUCTMKHM, 3a MC-
K/IIOYEHUEM HECKONBKUX CYHYAHHBIX OTKITIOHEHMH

Kaxxnaa Touka Ha 3TOM rpadmke npeacTabiseT BpeMs Ha repesayy U MOATBEPXK-
AeHue npueMa nakera. [lo ymonyanuio 3Tu BeJIMUMHBI OTCOPTUPOBAHBI MO NOPSJ-
KOBbIM HOM€paM NakeToB. UTOObI NepelTH HENOCPEACTBEHHO K MMAKETy Ha MaHeH
Packet List, ;0CTaTOYHO 1€IKHYTh Ha COOTBETCTBYIOUIEH TOUKe rpadHkKa.

Tpagpux spemenu xpyz060i nepedavu naxemos Hocum 0OHOHANPABAEHHbLIL
xapaxmep, nosmomy ouens 6arHo bl6PaAMb 01 AHAIUIA HYHCHOE HANPAS-
nenue cemeaozo mpaguxa. Ecau y eac smom epagux evienndum unave, wem
na puc. 5.21, nonpobyiime deaxcos: wesxnyms na xnonke Switch Direction
(Cmenums nanpasaenue).

Ha sToMm rpaduke, noctpoeHHOM st GbICTPO 3arpy3ku aitna, BeTHMYHHbBI
BPEMEHH KPYTroBOI nepeaayy MakeToB B OCHOBHOM OKa3bIBaloTcsi MeHblie 0,05 ¢,
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Y JIMIIb B HEKOTOPbBIX TOUKAaX OHU HaxoaaTcs B npeaenaax ot 0,10 go 0,25 c. U ne-
CMOTPsI Ha HEMAJI0€ KOJTMYECTBO OONIbIIMX BEJIMYHH, OHH B OCHOBHOM O0003HA4a10T
BIIOJIHE JIOIlyCTUMOE JUIsl 3arpy3ku (aiiia BpeMs Ha nepejaady U MOATBEPXKJIEHUE
npuema. AHaIM3Upys rpaguK BpeMEeHHU KPyroBoii nepejayn MakeToB ¢ TOYKH 3pe-
HUs IPOMYCKHOM CIIOCOGHOCTH CETH, CJIEAYET BBIABIATH GOJbIINE BEJUYMHBI Bpe-
MEHH 3aJePKKH, 0603HaYaeMble MHOXECTBOM TOY€EK MPH GOJIbIINX 3HAUEHUSIX, OT-
KJIAIbIBAEMBIX 1O OCHU Y,

Cocrasnenue rpadukos notokos

®Paiin nepexsama dns_recursi- BO3MOXHOCTb COCTaBAATH IPadMKM IOTOKOB OKa-
vequery server.pcapng 3bIBAETCS MMOJIE3HOM VIS HAIAHOTO IIpe/CTaBIe-
HUsl CETEBBIX COEJIUHEHUH U Mepefayy MOTOKOB
AaHHbIX BO BpeMeHHU. [Togo6HbIe cBeeHUs 061eryaloT MNoHMMaHue XapaKTepa 06-
MeHa AaHHbIMHU MeXIy yCTpoicTBaMu B ceTU. [paduk noTokoB cocTouT U3 CTONG-
1II0B, 0603HAYAIOIUX COEAMHEHHE MEXIY XOCTaMU, HAIALAHO MPEJACTAB/sAs CeTe-
BOM Tpad UK A1 yT06CTBa €r0 HHTEPIPETALMH.
YT1o6b1 co3aarh rpaduk MOTOKOB, OTKpoiiTe (aitn nepexpara dns_recursi-
vequery_server.pcapng u Bbibepure koMaHy Statistics=Flow Graph (Ctarnctuka=
[paduk norokos) u3s rmasHoro menio. [ToyueHHslit B uTore rpauk NpUBEAEH Ha

puc. 5.22.

,‘ Wireshark - Flow - dns_recursivequery_server - O X

Packet 2: DNS: Standsrd query 0:xf34d 4 wiew.nos

Show: | All packets ¥ | Flow type: |AllFlows ¥ | Addresses: Any »
Reset

Cloze Help

Puc. 5.22. [paguk norokoe TCP nossonser HamHoro
nydwe NPEeACTaBMTL HAMNSAHO CETEBOE COEAMHEHME

Ha sTom rpaduke noTokos HamisiiHO NpejcTaBieH pekypcuHblii DNS-3anpoc,
NIOJIy4a€eMbIH OJHUM XOCTOM M MEPECHUIAEMBIH APYroMy XOCTy (mHoApoGHee O Mpo-
TokoJsie DNS peub nmoiiner B mase 9, “PacnpocTpaHeHHble IPOTOKOJIbI BEPXHETO
ypoBHs”). Kaxxias BepTHKaIbHAsI IMHUA HA 3TOM rpadyke 0603HaYaeT OTAEIbHBIA
xocT. [padpuk NOTOKOB MO3BOJIAET HANIAAHO NPEJCTABUTh AByXCTOPOHHMIT OGMEH
AQHHbIMM MEX/Iy /IByMs yCTPOMCTBAMM B CE€TH, a B IaHHOM IIPUMEPE — COOTHONIEHUE
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00MEHa JAaHHbIMU MEX/ly HECKOJIbKUMU ycTpoiicTBamMu. Takoit rpacduk 1ojescH u
/U1l MOHUMAHUA OOBIMHOIO MOTOKA JIAHHBIX, [I€PEJABAEMbIX 110 MEHCE U3BECTHBIM
M3 BAlETO OMbITA CETEBbIM IIPOTOKOJIAM.

dkcnepTHas MHpopmaums

Paiin nepexsama B pemmdpartopax kaxjaoro nporokosna B Wireshark
download-slow.pcapng omnpefesieHa IKCnepmuas unPopmayus, Npeynpexmio-

as O KOHKPETHBIX COCTOSHUSAX B NAKETaX JAHHOTO MPO-
TOKOJIA. ITH COCTOSIHUS PA3AEISIOTCA Ha CJICAYIOIHE KAaTETOPHH.

¢ Chat (TexcToBblii guanor). OCHOBHbIE CBeleHUsI 06 O6MEHE JaHHbIMH.

¢ Note (YBepomnenue). Heo6Gblunble makeTsl, KOTOpPbIC MOTYT GbITH YACTHIO
O0GBIYHOrO OOMEHA JAHHBIMH.

e Warning (IIpeaynpexxaenne). HeoGblunble makeTbl, KOTOPbIE, BEPOSTHEE
BCETO, HE ABNAIOTCA YACTHIO OOBIYHOTO O6MEHA TaHHBIMH.

e Error (Ommo6ka). Omnbka B NakeTe WK UHTEPNpeTUPYoWEeM ero aemndpa-
TOpE.

B xauecTse npumepa otkpoiire paitn nepexpara download-slow.pcapng 1 Bbl-
G6epute komanay Analyze=Expert Information (Ananna=JkcrneprHas uHpoOpMaLKs)
M3 IJIABHOTO MEHIO, YTOOBI OTKPbITh OKHO Expert Information. YcTanoBure B 3T1OM
okHe (¢p1axok Group by summary (Ipynnuposathb 1o cBojike), YToObl OPraHU30BaTD
BBIBOJI 3KCMIEPTHOH MH(OPMALIMHU 110 CTENEHH €€ BAKHOCTH (puc. 5.23).

B 3TOM OKHe uMeloTCs pa3fiesibl 0 KAXA0H KaTEropuM 3KCNepTHOH NH(opMa-
uuu. B janHoM cryuae omM6KH OTCYTCTBYIOT, UMEIOTCA 3 npeaynpexaenus, 19 yse-
JAOMJIEHMI U 3 TEKCTOBBIX AHAJIOTaA.

BoapmuucTBO coobmenuit U3 jjaHHoro ¢aia nepexpara CBA3aHbl C CETEBbIM
npotokonom TCP npocTo noromy, 4To K JaHHOMY NMPOTOKOJIY TPAJAUIIMOHHO NpPH-
MEHSIACh IKCNIEPTHasA HHPOPMallMOHHAA cUcTeMa. B To ke BpeMs B JaHHOM OKHe
oTob6paxaeTrcsi 29 cOOOMEHNI ¢ 3KCMEPTHON MHEPOPMalMEH, HAaCTPOEHHBIX Ha
npoTtokosa TCP, u oHH MOTYT OKa3aThCs MOJIE3HBIMM JUISL AMATHOCTUKH (PaiIoB 11¢-
pexBaTa. 9TH COOGUIEHUS TIOMEYAIOT OTAE/AbHbIE MAKEThI, KOIJa OHHU YAOBJIETBO-
PAIOT ONPEJNENEHHbIM KPUTEPHUAM, KaK IEPEUUCIEHO HMXKE. (DTO O3HAYAET, UTO
NoJ00HbBIE COOOMEHUS CTAHYT GOJIce TOHATHBIMU NIPH U3YUYE€HUN CETCBOrO MPOTO-
kosna TCP B mase 8, “IlpOTOKO/IbI TPAHCIIOPTHOTO YPOBHA™, U IMAarHOCTUKU MC/I-
JleHHbIX ceTelt B mase 11, “Mepbl 60pb06bI ¢ MeIEHHOM ceThIo”.

° COOﬁllleHl/lﬂ TEKCTOBOI'O AHajiora.

Coo6menue "Window Update" (M3ameHeHMe pa3dMepa OKHA), 110CBUIAEMOEC
noJIy4aTesieM, 4TOObl yBEJOMUTDb OTNPABUTE]As 06 U3MEHCHUM pa3Mcpa
OKHa npueMa B nporokose TCP.

146 [noea 5



M Wireshark . Expert Information - download-slow = a X
Severity Summary Group Protocol Count
v Waming Sequence e 3

ommeoen at capture start)

ommeoen at capture start)

95 This frame is a (suspected) out-of-order segment

v Note Sequence e 12
623 Duplicate ACK

Duplicate AC
Duplicate ACK
Duplicate ACK
Duplicate
33 Duplicate
Duplicate AC

Duplicate ACK

90 Duplicate

32 Duplicate ACK

M S
e (SYN+AC er por..
4 GET /pub/dists/opensuse/distribution/11.2/iso/openSUSE-...
< >
o display fiter set.
(] Group by summary Search: |
Close Help

Puc. 5.23. B okHe Expert Information otobpaxatoTcs ceefeHms U3 SKCNepTHOM
CHUCTEMBI, 3aNPOrPAMMMPOBAHHOM B AelMPPATOPAX CETEBLIX NPOTOKONOB

e CooOmeHHs C yBeAOMICHUAMH.

Tigm: @it_boooks

Coob6menue "TCP Retransmission" (IlopropHas mepeaaya no npoToOKo-
ay TCP), noceuraemoe B pesyabraTe norepu nmakerob. OHo nosisasieTcs,
KOI/a 1oJIy4eH AyOJHMKAT MOATBEPXAEHHUS MPUeMa MaKeTa Wi cpaboTan
TaiiMep BPEMEHH OKH/[aHUS NOBTOPHOM Mepeadu MaKeToB.

Coobmenne "Duplicate ACK" (Jy6MKaT NOATBEPKACHUS), OCHLIAEMOE
B TOM CJIy4ae, €CJIH XOCT He MOJy4aeT MaKeT ¢ OXKHMIAEMbIM CJIeAYIOIHM
NOPAAKOBLIM HOMEPOM U (pOpPMHUpPYET AYOIMKAT MOATBEPKACHUS MMOCAEN-
HUX NOJIy4EHHbIX JAHHDBIX.

Coobmenue "Zero Window Probe" (ITpo6a HyneBoro oksa), noceliaeMoe
B XO/i€ TEKYIlEro KOHTPOJISi COCTOSIHUA OKHa npuema B npotokoye TCP
nocje nepejayy MakeTa ¢ HyJEBbIM OKHOM, KakK IOSCHAETcs B mase 11,
“Mepbl 60pbObI ¢ MEAJIEHHOM CETHIO”.
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Coobmenue "Keep Alive ACK" (IToaTBepxkiaeHHE aKTHBHOCTH COEAMHE-
HU), TOCUIAEMOE B OTBET Ha IIAKEThI NO/UIEPXKAHUS aKTUBHBIM CO€IMHE-
HMSL.

Coobmenue "Zero Window Probe ACK" (IToarBepxaeHne npo6bl HyJIEBOTO
OKHa), 110ChLITa€MOE B OTBET Ha MaKeThbl C MPOGOIi HY/IEBOro OKHa.

Coobumenue "Window Is Full" (OKHO 3an0JHEHO), MOCBLIaEMOE IS YBe-
AOMJIEHUSA O 3aMOJHEHUH Ha CTOPOHE IOJIy4yaTe/Ist OKHa IIp1UeMa B POTo-
kose TCP.

¢ IIpeaynpexxpaionue cOOGIUIEHUS.
Coobuenue "Previous Segment Lost" (ITpeaplaymuii cerMeHT NoTepsH),

IoChbLTA€MOE B TOM CJIy4ya€, €CJIM NPONyIIEeH IMaKeT C OXXHUAAEMbIM MMOPAA-
KOBBIM HOMEPOM B [IOTOKE JAHHbIX.

Coobmenne "ACKed Lost Packet" (l'IouTBepxmeHuc NnoTepu rmakeTa), mo-
cbUIaeMoe B TOM cJIydae, eciM oOHapyxeH makeT noarsepxiaenus ACK,
HO He MaKeT, KOTOPbI OH MOATBEPXKAAET.

Coob6menne "Keep Alive" (ITogaepkaHue aKTHBHBIM COEIMHEHHS), 110~
ChLIAEMOE B TOM CJIy4ae, €CJIM OOHAPY>KEH MAKET MOAAEPKAHUA AKTUBHBIM
COeIMHEHMUsI.

Coobmenne "Zero Window" (HyneBoe okHo), nocbutaemMoe B TOM CiIydae,
€CJIM JOCTUTHYT pa3Mep okHa npuema B npotokoe TCP u nocnaHo yse-
AOMJIEHME O HYJIEBOM OKHe, 3alpallMBaloliee OTIPaBHTENsA OCTAHOBHTb
nepejaydy JaHHBIX.

Coobmenne "Out-of-Order" (HapymeHnue nopsika cjiefoBaHHs), NOCHI-
JlaeMO€ B TOM CJIy4ae, €CJIM Ha OCHOBAaHUH MOPsAKOBbIX HOMEPOB OGHapy-
XKEHO, YTO MAKEThI MONYYAIOTCS HE MO NOPAAKY CJIeJOBAHHUA UX HOMEPOB.

CooGmicnue "Fast Retransmission" (beicTpas moBTOpHas mepejaua),
NOChbLIacMOE B TOM CJyyae, ¢CJIM MOBTOPHAs Nepefaya MakeTa NpPoUcxo-
AUT B TeueHue 20 MC nocJie noaydyeHus Ay6MKaTa oATBEPXACHUS.

o Coob6meHus 06 ommoKax.

CoobumeHue "No Error Messages" (CooGmeHuss 06 ommdkax oTCyTcT-
BYIOT).

Ha nepBblit B3msa MOXET IOKa3aThCsA, UYTO HEKOTOpPble BO3MOXKHOCTH
Wireshark, paccMarpuBaeMbie B 3TOH IVIaBe, IIPUTOAHBI JIUIIb B OCOGBIX, MAJIOU3-
BECTHBIX CUTyallUsIX, HO Ha CaMOM JieJie BaM NPUAETCA MOJb30BATbCA UMH vallle,
4eM Bbl MOIVIM Gbl NPeANnoNOXUTb. O3HAKOMUTBLCA C PACCMOTPEHHBIMH 3]1€Ch BOJ-
MOXXHOCTSIMU M OKHaMH OY€Hb Ba)XXHO MOTOMY, YTO K HUM NPH/ETCSA elle He pa3 06-
pamarbcs B pAjie MOCAeYIOUMX I71aB.
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AHAAU3 NAKETOB
M3 KOMAHAHOM CTPOKM

Bo MHOrux cjyyasx aHaIM3 MAKETOB MOXHO NPOBOJIHMTS,
UCN0/Ib3ys rpaduyeckuil UHTepgEeNc, HO MHOTAA MHCTPYMEH-
TalIbHBIC CPEJACTBA, paGOTAIOIME B PEXUME KOMAaHIHOMN CTPOKHU
(nanpumep, yrunuTbl TShark unu tcpdump), okaspIBaloTCA MPOCTO HEOOXOAUMDI U
AXe npenoyTuTeabHbl. Hrke nepeunciensl paj cuTyalmii, B KOTOPbIX MHCTPY-

MEHTAJIbHOE CPEACTBO KOMAHAHON CTPOKM MOXET ObIThb MCIIOJb30BAHO BMECTO
Wireshark.

¢ Wireshark oaHoBpemMeHnHO mpenocTaBigeT Hemalo cBefcHuit. Hcnonbays
MHCTPYMEHTAILHOE CPEACTBO KOMAHAHOM CTPOKH, MOKHO OI'PAHUUUTDH OTO-
GpaxkaeMylo MH(OPMALIMIO TOJIBKO HYXHBIMH JIAHHbBIMH, HAIIPUMEP, 110Ka3bl-
BaThb B CTpOKe Toabko IP-agpeca.

¢ HHcTpyMeHTalbHbIE CPEACTBA KOMAaHAHOM CTPOKHU JIydll€ BCETO MOAXOIAT
/U1 QUILTPALIMY NAKETOB B (haiile NepexBara U Nepeladu pedy/ibTaToB He-
MOCPEACTBEHHO APYTOMY MHCTPYMEHTAILHOMY CPE/ICTBY 110 KaHAJIaM, IIpuMe-
HsiembiM B OC Unix.

e OGpab6arbiBaTh O4Y€Hb KpynHble (aitibl nepexsara B Wireshark sauactyio
OKa3bIBACTCSA HEJIETKO, MOCKOJIBKY BeCh (haii 0/KEH ObITh 3arpyXeH B OIle-
paTuBHYyIO naMsATh. baarogaps moTokosoit o6paGoTke daiinos nepexsara
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MHCTPYMEHTAIbHBIMM CPEACTBAMM KOMaHAHOM CTPOKHU YAA€TCs GbICTPO OTO-
GpaTb HyXXHblE MAKeThbl U3 (aiiia.

e Ecau npuxoaurcs paboTaTh ¢ CEPBEPOM, I/l€ HEJOCTYIHbI HHCTPYMEHTAIb-
Hple CpeAcTBa ¢ rpaduyeckuM UHTEP(EHCOM, B TAKOM CJIy4ae OCTAeTCs
JIMIb [O/IAraThCs HA MHCTPYMEHTAJIbHbIE CPEJCTBa KOMAHAHOM CTPOKH.

B sT0ii maBe neMOHCTpHPYIOTCS BO3MOKHOCTH yTHAMT TShark u tcpdump —
Han6oJiee ynoTpeGuTeIbHbIX MHCTPYMEHTAJIbHBIX CPEACTB KOMAHAHOM CTPOKHM JUIs
aHaiM3a nakeToB. O3HAKOMUTLCA C HUMHU MOJIE3HO, XOTA S IMYHO MOJIb3yIOCh YTH-
aurtoit TShark B cucremax Windows, a yrimroii tcpdump — B cuctemax Unix. Ecin
BbI IIOJIb3yeTeCh ToJbKO Windows, MoXkeTe NpONyCTUTb pa3Aesibl 3TOM IIaBbl, MO-
CBANICHHBIE YTIINTE tcpdump.

Ycranoeka ytunutel TShark

Yruaura TShark, asasiomascs TepMuHanbHbIM aHanoroM Wireshark, cayxur
JJISl aHA/IM3A MTAKETOB M NMPEJOCTaBAAeT B OCHOBHOM Te € (PyHKIIMOHaJIbHbIE BO3-
MOXXHOCTH, 4yTO U Wireshark, HO TobKO B BUae uHTep¢)eﬁca KOMaH/JIHOM CTPOKH,
a He rpa¢guyeckoro untepgeiica. Eciu Bbl ycranoswim Wireshark, To y Bac, cko-
pee Bcero, umeercsa u TShark, npu ycioBum, 4TO Bbl HE UCKTIOYWIN 3TY YTHIIUTY U3
COCTaBa ycTaHaBauBaeMbIX cpencTB Wireshark. YTo6b1 ybeanThCs, yCTaHOB/IEHA JIU
yruauTa TShark, BpinosHuTe ciegyiomme 1efdCTBUA.

1. OTtkpoiiTe OKHO KOMAaHAHOI CTPOKM WIH TEPMHMHAIA, BBEAs KOMaHAy cmd 1
H[EeJIKHYB Ha COOTBETCTBYIOIIEH KHONKE (KOHKPETHbIE AEHCTBUSA 3aBUCAT OT
NPUMEHsAEMOH OTIePALIMOHHOMN CUCTEMBI).

2. TlepeiiauTe K KaTalory, rae ycTaHoBieHo npuioxenue Wireshark. Ecan b
YCTaHOBMJIM €TO B CTAHAAPTHOM MeCTE, BBEAUTE B KOMAHIHOM CTPOKE KOMaH-
ay cd C:\Program Files\Wireshark.

3. 3amycture TShark Ha BeImoIHEHHE U BBIBEAUTE HA 9KPaH CBEACHUSI O BEPCUH
3TOM yTHINTBI, BBeJsi KoMaHAy tshark -v. Ecim yruanra TShark He ycraHoB-
JIeHa, TOSABUTCA coobuenne 06 omubke, ypejomisioLiee, 4YTO BBEACHHAs KO-
MaHJa He pacno3HaHa. A eciu yruiauta TShark ycraHoBieHa B Bameit cucre-
Me, TO OSIBATCS CJIe/lylolMe CBCACHHUS O €€ BEPCHH:

C:\Program Files\Wireshark>tshark -v
TShark (Wireshark) 2.6.1 (v2.6.1-0-g860a78b3)
-- @parmeHT --

Ecau xe Bb1 He ycraHoBuM yruauty TShark, Ho xenaere elo Bocnonb3oBaTh
cs1, moBTOopHUTe ycTaHoBKy Wireshark, Bei6pas TShark B cocTaBe ycTanapinBaeMbIx
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CPEJICTB, XOTA 3TO U AENAETCA MO YMONYAHUIO. A €CJIM Bbl XKEJIAETE CPady Xe NpH-
CTYIIUTh K M3y4E€HHIO BO3MOXHOCTeH yruautel TShark, To BpIMOMHMTE KOMaHIy
tshark -h, Kak NOKa3aHO HMKe, YTOObI BLIBECTH Ha 3KpaH ee KomaHabl. Hekoro-
peie u3 komana TShark 6yayT paccMoTpeHs! B 3To# IaBe.

C:\Program Files\Wireshark>tshark -h

Kak u Wireshark, yruaura TShark npuroana mis pa6oTbl B pa3HbIX Oll€palu-
OHHBIX CUCTEMAX, HO [TIOCKOJIbKY OHA HEe 3aBUCHUT OT rpaduyueckux 6ub1Morek KoH-
KPCTHOI ONEepPaIMOHHOM CUCTEMBI, TO OIBIT €€ UCMOJb30BAHUSA HA PA3HbIX ILIAT-
¢opmax npakTruecku oauHakoB. B cuny sToro yrumura TShark aeiicteyer Becbma
cxoHbIM o6pa3om B Windows, Linux u Mac OS X, xoTs1 31eCh UMEIOTCA HEKOTO-
phle OTIMYMSA Ha KaXA0#H miuatdgopme. B 3Toi KHUre OCHOBHOE BHUMaHUE YAE/IAET-
ca pa6ote ¢ TShark B Windows, nockosbKy 3To OCHOBHast OnepallMOHHAA CUCTEMA,
JU1 KOTOPO# NMpeaHa3HauyeHa TaHHask yTUINTA.

YcraHoska ytunutel tcpdump

Ecan Wireshark siBnsiercsi campIM pacnpocTpaHEHHbIM BO BCEM MHUpe rpaduue-
CKUM NPWIOXKEHHEM JUIsl aHAJIM3a MAKETOB, TO tcpdump cuMTaeTcsa Haubosee yno-
TpeOUTEJIbBHOH YTWINTOMH JUISl aHAJIN3a MaKeTOB, paboTalolieii B peXxXuMe KOMaH/-
HoM cTpoku. OHa npejHasHadeHa s paboTbl B Unix-noJ0GHBIX ONEPaLMOHHBIX
CUCTEMAX M JIETKO YCTAHABAMBAETCHA C MOMOIIBIO THUNMYHBIX MPHUIOKEHUH IS
yHpaBJIeHHUA NAKeTaMHU U Ja)Ke BXOAUT B COCTAB JUCTPUOYTUBHBIX ITAKETOB MHOTHX
pasHoBuaHOCTEH Linux.

HecMoTps Ha TO 4TO GonblIash YacTh 3TON KHUTM OPMEHTUPOBAaHA Ha paboTy B
cpene Windows, B Hee BIUIIOYEHBI pa3fesibl, MOCBANICHHbIE tcpdump CrieMUaIbHO
s moab3osareneit Unix v, B vactHocTH, Bepcu Ubuntu 14.04 LTS. Ecau xe BbI
XeJlaeTe BOCIIOJIb30BaThCs YTUINTOM tecpdump B Windows, 3arpysure v ycTaHOBUTE
ee a"agor WinDump s Windows, AOCTYNHBIN 1o agpecy http: //www.winpcap.
org/windump/. M XoTst onbIT Ucnioab30BaHUs tcpdump 1 WinDump He coBceM oau-
HAKOB, 3TH CPeJCTBA aHAJIN3a MAKETOB (PyHKIIMOHMPYIOT CXOAHbIM o6pasom. Cie-
AYeT, OHAKO, UMETDb B BUAY, uTo WinDump u 6113K0 He NOAREPKUBAETCA TaK XKe
aKTHBHO, KaK U tcpdump. B uTOre psii HOBBIX BO3MOXHOCTEN MOXET MPOCTO OTCYT-
CTBOBAThb M B TO )K€ BPeMsl NPUCYTCTBOBATD YS3BUMOCTH B 3amuTe. (B 3TOM KHUrE
WinDump He paccMaTpuBaeTcs.)

HecmoTps Ha To 4TOo yruiauTa tcpdump He BXOAUT B AMCTPUOYTHMBHBII MakeT
Ubuntu, ycTaHOBUTBb €€ COBCEM HE TPYAHO Girarojapsi CHCTEMe ylpaBJieHUs MaKe-
Tamu APT. YUTo6b!1 ycTaHOBUTD tcpdump, BHIMOJIHUTE CAeAylolUe AEHCTBUA.

1. OTxpoiiTe OKHO TepMHUHAIA U BBIIIOJIHUTE KOMaH/y sudo apt-get update,
4TOOBI OGHOBUTDH XPAHWININA MAKETOB MOC/IEJHUMH UX BEPCUAMH.
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2. BrmnonnuTe koMaHJy sudo apt-get install tcpdump.

3. Bam GyzeT npeatoKeHo yCTaHOBUTD Psifl 3aBUCHUMBIX MTAKETOB, HEOGXOAUMBIX
AJs pa6oThl tcpdump. Pazpemmure MX ycTaHOBKY, BBeAs Y M HaXaB KJIaBUIITY
<Enter> no npurramenuio.

4. o OKOHYaHUM YCTAHOBKM BBEAWTE KOMaHJy tcpdump —h, 4TOGBI 3amyCTUTD
YyTHIMTY tcpdump Ha BIMOJHEHHE W BBIBECTU Ha 3KPaH CBEAEHMS O ee Bep-
cun. Ecam sTa xomManaa 6yeT BHINOJIHEHA YCIEIHO, 3TO O3HAYAET, YTO Bbl
rOTOBBI NPUCTYNHUTD K paGoTe ¢ tcpdump. A B OKHE TEPMHMHA NOSABUTCS CJIEy-
ouee coodleHue:

sanders@ppa:~$ tcpdump -h
tcpdump version 4.9.2
libpcap version 1.8.1

Usage: tcpdump [-aAbdDefhHIJK1LnNOpgStuUvxX#) [ -B size ] [ -c count ]
[ -C file size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]
-1 interface ] [ -j tstamptype ] [ -M secret ] [ --number ]

-Q in|out|inout ]

-r file ] [ -s snaplen ] [ --time-stamp-precision precision ]
-w file ] [ -W filecount ] [ -y datalinktype ]

(
(
(
[ --immediate-mode ] [ -T type ] [ --version ] [ -V file )
[
[ -z postrotate-command ]

(

-Z user ] [ expression ]

Bce noctynneie B tcpdump KOMaHAbI MOXXHO BbIBECTH HA 3KPaH, BbIIOJHUB NPU-
BEIEHHYIO HHXK€e KOMaHy. /lanee GyyT pacCMOTPEHbI HEKOTOPBIE U3 3THX KOMaH/I.

sanders@ppa:~$ man tcpdump

Mepexsar n coxpaHeHue nakeros

[Tpexnae Bcero cieayeT nepexsaTUTh MAaKEThl U3 CETH U OTOGPA3UTDb MX Ha 3Kpa-
He. YTo6b1 npucTynuTh K nepexsary naketos B TShark, gocrarouno BbimosHuTh
komanay tshark. ITo sToll KOMaHKe HaYMHAETCS MPOLIECC NEPEXBAaTa MAKETOB U3
ceTeBoro uHTepdeiica u UX BbIBOJ Ha 3KPaH B OKHE TEPMHUHAIA AaHAIOTMYHO NIPH-
BEICHHOMY HUXE IIPUMepY.

C:\Program Files\Wireshark>tshark

1 0.000000 172.16.16.128 -> 74.125.95.104 TCP 66 1606 80 [SYN]
Seg=0 Win=8192 Len=0 MSS=1460 WS=4 SACK PERM=1

2 0.030107 74.125.95.104 -> 172.16.16.128 TCP 66 80 1606 [SYN, ACK]
Seq=0 Ack=1 Win=5720 Len=0 MSS=1406 SACK PERM=1 WS=64

3 0.030182 172.16.16.128 -> 74.125.95.104 TCP 54 1606 80 [ACK]
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Seq=1 Ack=1 Win=16872 Len=0
4 0.030248 172.16.16.128 -> 74.125.95.104 HTTP 681 GET / HTTP/1.1
5 0.079026 74.125.95.104 -> 172.16.16.128 TCP 60 80 1606 [ACK]
Seq=1 Ack=628 Win=6976 Len=0

A U151 TOro 4TOGBI MPUCTYIHUTD K EPEXBaTy MaKeTOB B tcpdump, 1OCTATOYHO BbI-
NOJHUTh koMaHay tcpdump. ITocsie BbINONHEHHs 3TOM KOMaH/JE OKHO TEPMHHala
JIOJKHO BBINIAACTh AaHAIOTMYHO CJIE/IYIOIEMY:

sanders@ppa:~$ tcpdump
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth0, link-type EN1OMB (Ethernet), capture size 65535 bytes

21:18:39.618072 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [S],
seq 2082691767, win 8192, options [mss 1460,nop,wscale 2,nop,nop,sackOK], length 0

21:18:39.648179 IP 74.125.95.104.http > 172.16.16.128.slm-api:
Flags [S.], seq 2775577373, ack 2082691768, win 5720, options [mss
1406, nop, nop, sackOK, nop,wscale 6], length 0

21:18:39.648254 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [.], ack 1,
win 4218, length 0

21:18:39.648320 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [P.],
seq 1:628, ack 1, win 4218, length 627: HTTP: GET / HTTP/1l.1

21:18:39.697098 IP 74.125.95.104.http > 172.16.16.128.slm-api: Flags [.], ack 628,
win 109, length 0

Jna nepexsama naxemos ¢ cucmemax Unix mpebyromea noanomonwus aomu-
Hucmpamopa, u noIMOMY 6aM, CKopee 8cez0, NPUOEMCA BHINOAHUM KOMAH-
dy tcpdump ¢ npasamu noav3oeamesn root UAU He GHIMOAHUMb CHAUAA
xomandy sudo, a 3amem ynomunaemdvie 30ecs u danee Komanoo.. Bo mmozux
cayuaax Unix-nodobnas cucmema 6ydem docmynna 6am Kax no3osameno ¢
ozpanuvennvimu nosnomowusmu. H smo naubonree sepoammnas npuvuna 60s-
HUKHOBEHUA OWUBKU Hapywerua npas docmyna no xody dead.

B 3aBucuMmocTM OT KOH¢uUrypauuu Bameii cuctembl yrunaura TShark wim
tcpdump MOXET M He BBIOPaTh 110 YMOIYaHUIO MMEHHO TOT CeTeBOH uHTepdeiic, u3
KOTOpOro BaM TpebyeTcsi nepexBaTblBaTh MakeTbl. B TakoM ciyyae BaM npugetcs
yka3aThb ero Bpyunyio. Cniucok goctynubix aia TShark cereBbix nuTepdeiico Mox-
HO BBIBECTH Ha 3KPaH Mo KkoMaHe tshark -D, kak MOKa3aHO HHXKe.
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C:\Program Files\Wireshark>tshark -D
1. \Device\NPF_{1DE095C2-346D-47E6-B855-11917B74603A} (Local Area Connection 2)
2. \Device\NPF {1A494418-97D3-42E8-8C0B-78D79A1F7545} (Ethernet 2)

YTO6BI BOCHOIb30BATHCA KOHKPETHBIM CETEBbIM MHTEP(EICOM, BLITOJTHUTE KO-
MaHay tshark -i ¢ HOMepoM, NPUCBOEHHBIM CETEBOMY MHTepdeiicy B MpUBEACH-
HOM BbIIlI€ CITHCKE:

C:\Program Files\Wireshark>tshark -i 1

ITo aTOit KOMaHAE GYAYT NepexBaueHbl MAKETbI TOJIbKO M3 CETEBOTO MHTEpQEii-
ca Local Area Connection 2, KOTOpOMY NPUCBOEH HOMEDP 1 B CIIMCKE CETEBBIX HMH-
TepgeiicoB. PexoMenayeTca Bceraa yka3biBaTh ceTeBOM MHTepdeNc, U3 KOTOPOro
TpebyeTcsi MepexBaThiBaTh MakeThl. Beab M1 HHCTPYMEHTAILHBIX CPEACTB BUPTY-
aTbHOU MAIIKWHbI WK BUPTYAIbHBIX YACTHBIX CETEH BECbMA XapPaKTE€PHO J06aBIATD
ceTeBble MHTEPPEINCD, U MOSTOMY CJEIyeT HEMPEMEHHO YOEUThCS, YTO MAKEThI
MOCTYMAIOT U3 HYXHOTO UCTOYHHUKA.

Ecau bl padoTaeTe ¢ yruauToi tcpdump B cucteme Linux nim Mac OS X, BbiBe-
AMTE CIIMCOK JOCTYMHBIX CeTeBbIX MHTep@eiicoB Ha 3KpaH no komaHae ifconfig,
KaK MIOKa3aHO HUXeE.

sanders@ppa:~$ ifconfig

eth0 Link encap:Ethernet HWaddr 00:0c:29:1f:a7:55
inet addr:172.16.16.139 Bcast:172.16.16.255 Mask:
255.255.255.0
inet6 addr: fe80::20c:29ff:felf:a755/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:5119 errors:0 dropped:0 overruns:0 frame:0
TX packets:3088 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:876746 (876.7 KB) TX bytes:538083 (538.0 KB)

A yka3aTb KOHKPETHBDII1 ceTeBoH HHTepdeic MOMXKHO IO NMPUBEACHHOMH HIXE KO-
Mmanje. [To aToit komanae 6yayT nepexpayeHbl MAKeThl TONBKO U3 CETEBOTO UHTEP-
(eiica ethO.

sanders@ppa:~$ tcpdump -i eth0

HTak, HacCTpOUB BCE 0/DKHBIM OOPa30M, MOXHO NMPUCTYNUTD K IIEPEXBATY ITaKe-
TOB. EC1M ycTpO#CTBO, M3 KOTOPOrO NepexBaThIBA€TCH CETEBOH TpadUK, JOBOJIb-
HO CWIbHO Harpy>eHO B CE€TH, Bbl, CKOPEE BCETO, 3AMETHUTE, YTO CTPOKHU C OTAE/Ib-
HbIMU NAKE€TaMM MOABJISAIOTCA HACTONBKO GbICTPO, YTO UX TPYAHO MPOYHUTATh. TO
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N0JI0XKE€HHE MOXXHO MCIPaBUThb, CHa4Yajla COXPAHHUB MakeThl B (paiin, a 3aTeM npouu-
TaB JIMIb HeGOJIbIIOE UX KOJUYECTBO U3 3TOTO (paiina.

YToGbl COXpPAaHUTb HAKOIUICHHbBIE MAKETHI B (paiiyie BBIMOJHUTE B 06EUX paccMa-
TPHBaeMbIX 3€Ch YTHINTAX KOMaH/y (tshark uau tcpdump) ¢ apryMEHTOM -W, yKa-
3aB nocse Hero ums ¢aiina. [lepexsar nakeToB NPOAO/KUTCA A0 TEX MOP, MOKa
Bbl HE OCTAHOBHUTE €ro, Haxap koMOuHanuio Kiaui <Ctrl+C>. Ykazannblii ¢aiin
GyAeT COXpaHEH B TOM KaTaJlore, U3 KOTOPOro COOTBETCTBYIOMAs yTHIMTA GbLia 3a-
1yleHa Ha BbIIIOJIHEHHE, €C/IM HE YKa3aHO UHOE.

Huke npuBesieH npuMep BINOJIHEHUA JaHHOM KoMaHabl B TShark.

C:\Program Files\Wireshark>tshark -i 1 -w packets.pcap

IMo 3101 KOMaH/e BCe MAKEThI, MepeXBaueHHbIE M3 CETEBOro UHTep(eiica, ykasau-
HOTO NEPBBIM B CIIMcke MHTepdekicos, GyayT 3anucanbl B (paiiie nepexsara packets.
pcap. Ta ke camasi koMaHza B tcpdump GyAeT BBHINIAAETH CIEAYIOUUM 00pa3oM:

sanders@ppa:~$ tcpdump -i eth0 —-w packets.pcap

YT0o6BI NPOYMUTATH MAKEThl U3 COXPAaHEHHOTo (aiina mepexpaTa, BbIIOJHUTE
cJIey1olyio KOMaH/y C apryMEHTOM —r, YKa3aB TakxKe UMs 3Toro ¢aiina:

C:\Program Files\Wireshark>tshark -r packets.pcap

ITo aToit KOMaHe Bce makeThl U3 ¢aiina nepexsara packets.pcap GyayT npouu-
TaHbl M BbIBE/JICHBI HA 3KPaH. AHAJIOTMYHAsA KOMaH/a B tcpdump BbINIAAUT CI€ayIo-
MM 06pasom:

sanders@ppa:~$ tcpdump -r packets.pcap

A no crexylomeit komanae B TShark 6yayT oTo6paxkeHbl TONBKO NEpPBbie 10 ma-
KeToB U3 (aiina nepexsara:

C:\Program Files\Wireshark>tshark -r packets.pcap -cl0

AHasornyHasi KOMaHja B tcpdump BBINISAUT CJIEAyIOIMM 06pa3om:

sanders@ppa:~$ tcpdump -r packets.pcap -cl0

B npouecce nepexpaTa MOXXHO TaKXe YKa3aTb apPIyMEHT =C B COOTBETCTBYIOIEN
KOMaHJe. B pesyabTaTe ee BbINoJHeHUs OyAyT nepexBayeHbl U BbIBEAEHDI AUIS IIPO-
CMOTpa Ha 3KpaHe Tosibko 10 nmakeTos. A ecu elle 106aBUTb aPTYMEHT =W, TO Ilepe-
XBaueHHbIE MAKETbl MOTYT ObITh COXpaHeHb! B ¢aiine. Hixe nokasano, kak noao6-
Has KoMaHJa BbinisiauT B TShark.

C:\Program Files\Wireshark>tshark -i 1 -w packets.pcap -cl0
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AHanoruyHas KOMaH/ia B tcpdump BBINIAAUT CJIEAYIOIMM 06 pa3oMm:

sanders@ppa:~$ tcpdump -i eth0 -w packets.pcap -c10

MOHMI‘IYH UpPOBAHUE BbIBOAUMBIMU pe3ynbTaTaMMN

[IpenMmymecTBO NMpUMEHEHUsA MHCTPYMEHTAIbHBIX CPEACTB JJIsi aHAIM3a MNa-
KETOB B peXHMe KOMaHAHOH CTPOKH 3aKJII0YaeTCsl B 60/€€ KOHKPETHOM BBIBOJE
noJy4aeMbIX pesybTaToB. Kak npasuio, B rpaguueckom untepdeiice orobpaxa-
€TCsl BCE MOAPSA, U Bbl CAMU JOJDKHBI HAMTH MMEHHO TO, YTO BaM HYXHO. A MH-
CTPYMEHTaJIbHbIE CPEJACTBA KOMAHAHOM CTPOKH OOBIYHO OTOOPAXKAIOT JIMIIb CaMblii
MMHMMYM, BbIHY>K/Iasl BaC MOJIb30BaThCsA JONOJTHUTEIbHBIMM KOMAaHaMH JUIsi Goslee
yray61€ HHOTO aHaIM3a nakeToB. M B aToM oTHOmenuu yruautbr TShark u tcpdump
HUYeM He oTaM4aloTcA. O6e OHU BBIBOJAAT HA 3KPAH IO OJHON CTPOKE Ha KaXAbIii
nakeT, Tpe6ys AOMNOJHUTENBHBIX KOMaH/ sl MPOCMOTpa 6oJiee NOAPOGHBIX CBexe-
HUH O CETEBbIX MPOTOKOJIAaX WM OTAEIbHbIX 6aiiTax M3 MAKETOB.

Kaxpas BeiBogumas B TShark cTpoka npeacrasaseT oAuH makeT, a ee ¢popmar
3aBUCHUT OT IPOTOKOJIOB, IPUMEHsAEMbIX B 3TOM nakeTte. B yruanre TShark ynorpe-
6]1A10TCA T€ K€ CaMble MHTEPIIPETATOPbI CETEBLIX MPOTOKOJIOB, uTO M B Wireshark,
U MOJyYyaeMbl€ B UTOTE JJaHHbIE AHAIM3UPYIOTCSI TAKUM XKe caMbIM crnioco6oMm. Tlo-
aToMy BbiBoAuMbIe B TShark pesynbraThl 3epkaibHO OTOGPaXKAIOT COAECPKUMOE M-
Henm Packet List B Wireshark, ecin cpaBHUTB MX psAoM. A NOCKOJIbKY MHTEpNpeTa-
Topbl B yruauTe TShark no3sossioT aHaIM3UpPOBaTh CETEBbIE MPOTOKOJIBI BILIOTH
A0 CEAbMOTO YPOBHSI, TO OHA MOXET NMPEAOCTaBUTh HAMHOTO GOJIbIIE CBEAEHHI O
nakeTax, COAePKallMX 3aroJI0BKM, YEM YTHAMTA tcpdump.

Kaxxaaa BriBoAMMasn B tcpdump CTPOKa Takxke NPeACTaB/AsAET OJUH MAKET, KOTO-
pblit popMaTHUpyeTCs NO-pa3HOMY B 3aBMCHMOCTH OT IPUMEHSEMOTO CETEBOTO MPo-
TOKOJIA. A TIOCKOJIbKY B tCpdump HE IPUMEHSIOTCS TaKKe Xe MHTEPIIPEeTaTOpbl Mpo-
TOKOJIOB, Kak U B Wireshark, To cBeieHus1 0 ceTeBbIX IPOTOKOJIAX CEAbMOTO YPOBHA
3TOM yTUJIMTON HE aHATU3UPYIOTCA. 1 B 3TOM COCTOUT OAMH M3 IIABHBIX HEJOCTAT-
KoB tcpdump. BMecTO 3TOro ogHOCTpOYHbIE NAKEThl (POPMATHPYIOTCS B 3aBUCHMO-
CTH OT MPUMEHAEMOTO B HUX CETEBOTO MPOTOKOJA TPAHCMIOPTHOTO YPOBHS, 2 UM
moxeT 6bITh npoTtokos TCP nnu UDP (noapo6Ghee 06 3ToM peus noiijer B riase 8,
“ITpoTOKO/IBI TPAHCIIOPTHOTO YPOBHSA”).

B nakerax TCP npumenseTcs cieayiomuii popmar:

[Or™MeTra BpeMmeHn] [[IpoTOKOJN TpeThEIO YPOBHA]

[IP-ampec ornpaBuTens]. ([lopT ornpaBuTens] >

[IP-ampec nosyyarens] . [[lopT nomyuarens):

[dnaru nporokona TCP], [llopanmkoBelt HoMep B npoTokoje TCP],
[HoMep nonreepxmenus B nporokone TCP],

[Pa3Meprl oxkOH B nporokojsie TCP], [I/mMHa IaHHLIX]
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B nakerax UDP npumensierca takoit popmart:

[OTmeTka BpeMeHn] [IIPOTOKON TPeTbLEIO YPOBHA]
[IP-ampec ornpasuresns]. [[lopr ornpaeuTenda) >
[IP-ampec noJsyyaTens). [[lopT nomyuarens]:

[[lpoTOKON YeTBepTOro ypoBHA], [[nMHA MAaHHLIX]

ITHU OCHOBHbIE UTOrOBbIE CBEJCHUA B OJHOM CTPOKE OTIMYHO MOAXOAAT ISt
GBICTPOro aHAIM3a MAKETOB, HO B UTOrE BaM NPUJETCHA BBIMOJIHATL Gosee yriy-
GJeHHBII1 aHaIM3 nmakeToB. B npunoxenun Wireshark gocraTouHo menkHyTs Ha
M30paHHOM MakeTe B MaHes M Packet List, 4To6b1 OTOOPa3UTh CBEAEHUS O HEM B Ma-
Hesix Packet Details 1 Packet Bytes. [ToyunTs JocTyn K TO# e caMoit HHGOpPMalUH
M3 KOMaHAHOH CTPOKU MOHO C OMOIIbIO HECKOJIbKUX IaPaMETPOB.

YTOO6bI MOJYYUTH AOMOJHUTEbHBIE CBEJCHUA O KAXK/JOM IAKETE, MPOLIE BCETO
CACJaTh BBIBOJ PE3YJbTATOB Gojiee MHOTOCJIOBHBIM. JToi neau B TShark cayxur
napamMeTp V, Kak IOKa3aHO HUXeE.

C:\Program Files\Wireshark>tshark -r packets.pcap -V

Mo 3Toi1 KOMaH/ie BLIBOAATCS T€ XK€ CaMble CBEJACHUS O NMAKETaxX, MPOYUTAHHbIX
u3 ¢aila nepexsara packets.pcap, 4To U B maHesnu Packet Details B Wireshark.
Hioke npuBeeHbl MpUMepPbl aHAIN3A ITaKeTa ¢ OOBIYHON AeTanusanueid (OCHOB-
HbI€ UTOTOBbIE CBECHUSA) M PAaCIIUPEHHOI AeTanu3anueii (mogpoGHble UTOrOBbIE
CBeJIeHU, MOJIy4aeMble ¢ IOMOUIBIO apryMeHTa -V).

CHauasa mpuBe/IeM CTAaHAAPTHBIN BLIBOJUMbIH PE3y/IbTaT:

C:\Program Files\Wireshark>tshark -r packets.pcap -cl
1 0.000000 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping) request id=0x0001,
seq=17/4352, ttl=128

A Teneppb npuBefeM 4acTb GoJiee NOAPOOHBIX CBEJACHUI, MOyyaeMbIX Garoaa-
P PaCIIMpPEHHOM AeTaTU3aNH.

C:\Program Files\Wireshark>tshark -r packets.pcap -V -cl
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

Interface id: 0 (\Device\NPF {C30671C1-579D-4F33-9CC0-73EFFFE85A54})

Encapsulation type: Ethernet (1)

Arrival Time: Dec 21, 2015 12:52:43.116551000

Eastern Standard Time

[Time shift for this packet: 0.000000000 seconds]
-- ¢parmeHT --
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Jl1sl MOBBIIEHUS YPOBHSA AE€TAIU3ALMH B YTUIMTE tCpdump CIyKUT apryMeHT -V.
Ho, B orinune ot TShark, B yruiure tcpdump gonyckaeTcss HECKOJIBKO YPOBHEH je-
TIN3AlMU VISl OTOOPaXXEHUSA KaXJO0ro MakeTa. A €CJIM YyKa3aTh B COOTBETCTBYIO-
LI KOMaH/€ HECKOJIBKO aPTYMEHTOB V, TO MOXXHO JI06aBUTh CTOJILKO XK€ YPOBHEH
AeTanu3anuu. B npuseeHHOM HMXE MpUMepe AE€MOHCTPUPYETCS paclIMpEeHHe
O0TOOpaXkaeMbIX CBEIEHHI O ITAKETAX 0 TPEX YPOBHEM A€ TAIHU3ALUH.

sanders@ppa:~$ tcpdump -r packets.pcap -vvv

Huxe npusesen npumep oTo6paxeHus CBEACHUI 06 OJHOM U TOM Xe IMaKeTe
KaK ¢ OGbIYHBIM YPOBHEM J€TAIU3ALMHU, TaK U C PaCIIMPEHHUEM Ha elile OAUH ypo-
BeHb JeTanmzanuu. Ho gaxxe npu nosHoit geTanrusanuy BHIBOAMMBINH Pe3yJasTaT U
6/1M3KO HEJIb3s1 CPAaBHUTH C TEMU MOAPOGHOCTAMH, KOTOpbIe BbiBOAsATCs B TShark.

sanders@ppa:~$ tcpdump -r packets.pcap -cl

reading from file packets.pcap, link-type EN10OMB (Ethernet)
13:26:25.265937 IP 172.16.16.139 > a.resolvers.level3.net:
ICMP echo request, id 1759, seq 150, length 64

sanders@ppa:~$ tcpdump -r packets.pcap -cl -v

reading from file packets.pcap, link-type EN1OMB (Ethernet)
13:26:25.265937 IP (tos 0x0, ttl 64, id 37322, offset O,
flags [DF], proto ICMP (1), length 84)

172.16.16.139 > a.resolvers.level3.net: ICMP echo request,
id 1759, seq 150, length 64

ZloCTynHOCTh ypOBHEHN A€TATM3allMU 3aBUCUT OT KOHKPETHOrO MPOTOKOJIA B
aHaimaupyeMoMm nakete. HecMoTps Ha BCIO MO/IE3HOCTh PaCIIMPEHHOM AeTAIN3a-
U{H, OHA HE MMO3BOJIAET OTOOPA3UTb BCE, YTO MOXKHO yBUAEThb. YTHauTbl TShark n
tcpdump COXPaHSIIOT BCE COAEPKUMOE KaXIOTO MAKETa, KOTOPOE MOXHO MPOCMa-
TPUBaTh TAK)KE B LIECTHa UaTepu4HOM popme wu B koge ASCII.

Taxk, B TShark moxHo MPOCMaTPUBaTh NPEACTABIECHHE MMAKETOB B IIECTHAALATE-
puunoit ¢popme u B koge ASCII ¢ momMompbio apryMeHTa ~X, KOTOPbIif MOXHO COYe-
TaTh C APTYMEHTOM I Il YTEHUA U OTOOpakeHUs NMaKeTa U3 ¢aiiia nepexsara, Kak
MOKa3aHO HHUKeE.

C:\Program Files\Wireshark>tshark -xr packets.pcap

ITpocMoTp mepexBadeHHBIX MAKETOB 10 JAHHOH KOMaH/JE OKAa3bIBAETCA TAKUM
Xe, Kak M B maHem Packet Bytes npunoxenus Wireshark (puc. 6.1).
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Administrator: Command Prompt = m] X

C:\Program Files\Wireshark>tshark -xr packets.pcap -ci
@ €1 c® 17 &c =23 f8 16 54 T8 91 ac 83 80 45 @8
L] 7 d7 60 B0 38 81 40 ?b ac 19 18 ac 64 8z

@2 81 05 80 4d 4a 69 81 6B 11 61 62 &
67 68 869 6a 6b 6c 6d 6e 67 70 71 72 g mnopgrstov
77 61 62 63 64 65 66 67 68 59 wabcdefghi

Puc. 6.1. MNpocmotp 8 TShark ucxopHbix nakeros s WeCTHaauaTepmy-
Hok popme v B koae ASCII

B yruimTe tcpdump nepexsaueHHbIE MAKEThl MOXKHO NMPOCMAaTPHUBAaTh B INECT-
HaauarepuaHoit ¢popme u B xoxe ASCII, ucnosnb3ys aprymeHT —X. ITOT apryMeHT
MOXHO COYETATh C aPTYMEHTOM I /U YTEHUs NMAKETOB U3 (aiila nepexpara, Kak B
NPUBEIEHHOM HUXKE NpUMepe.

sanders@ppa:~$ tcpdump -Xr packets.pcap

PesynbraT, BBIBOAMMBIi IO TaHHOI KOMaH/e, NpUBEAEH Ha puc. 6.2.

@ 1. sanders@ppa: ~ (ssh)
sanders@ppa:~$ tcpdump -Xr packets.pcap -ci1
reading from file packets.pcap, link-type EN1OMB (Ethernet)
13:26:25.265937 IP 172.16.16.139 > a.resolvers.level3.net: ICMP echo request, id 1759, seq 150, length 64
@x@e0e: 4500 0054 91ca 4900 4001 €640 acle 1e8b E..T .. .4
@x0010: 0402 0201 980@ able @6df 2096 5144 7856

@x0020: ©000 0002 bI%e 0400 0GR 0000 1011 1213
@x0030: 1415 1617 1819 laib 1cid lelf 2021 2223
Ox004@: 2425 2627 2829 2a2b 2c¢2d 2e2f 3031 3233
oxees5e: 3435 3637

Puc. 6.2. Mpocmorp s tepdump 1cxoaHbIX NOKETOB B WeCTHAAUATEPHYHON Pop-
me u 8 koge ASCII

Yruiura tcpdump Mo3posseT Takke aHATH3MPOBATH IIAKEThbI Gosiee MoAPoGHO,
1eM TpebyeTcs. BbiBoaMMbIE Pe3yabTaThl U3 aHAIN3a MOXHO TaKXKe IPOCMATPH-
BATh TOJIbKO B LIECTHAALATEPUYHOMN pOpMe, HCIIO/Ib3ysl APTYMEHT =X, UJIM XK€ TOJIb-
ko B kozie ASCII, ucnosnb3yst aprymeHT -A.

[IpucTynas x skcrepUMEHTHPOBAHMIO C JAHHBIMH U3 IEPEXBAYEHHBIX M1AKETOB,
MOXXHO OY€Hb JIETKO [IOYYBCTBOBATb I10/IaBJICHHOCTD OT UX 06beMa. Ha Moii B3z,
3¢ dexTrBHEE BCETO MOIB3OBATLCA MUHUMAIBHBIM O0beMOM HHGpOPMALMU NPU
aHAIM3€ IIAKETOB B PEXUMe KOMaHAHOM cTpokn. HauHuTe ¢ npocMoTpa nakeTos B
MX CTAaHAAPTHOM CIIMCOYHOM NPEACTaBJIEHUH, IPHGErast K J0MOJIHUTEIbHBIM yPOB-
HSIM €TAIM3alUU BbIBOAUMBIX PE3yJILTaTOB, KOI/la TPeOyeTcsi CBECTH aHAIN3 10
HECKOJIbKUX [AKETOB, NPEACTaBAAIOMMX 0coOblii uuTepec. Takoit noaxon nosso-
JIUT yOepeubcst OT MOJIaBJIEHHOCTH U3-32 UPE3MEPHBIX OOBEMOB AaHAUTU3UPYEMBIX
JQHHBIX.
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Mpeobpasosaxune nmex

Kak u B Wireshark, B yrwmrax TShark n tcpdump npeanpunumaeTcst nonsiTka
BBITIOJHUTD IIpeo6pa3oBaHne UMeEH, uToObI BMecTO IP-agpecos u HoMepoB nopTos
BBIBECTH COOTBETCTBYIOIIME MMEHA. EC/M Bbl BHMMATENbHO CJIEJOBAIN NPEbIIY-
MM NPUMEPaM, TO, BO3MOXKHO, 3aMETUJIM, YTO 3TO MPOUCXOJMT MO YMOJIYAHHMIO.
Ho, kak ynoMuHanoch paHee, i OGbIYHO NMPEANOYUTAIO OTMEHATH PEXKUM NPEOs-
Pa3’oBaHMSA MMEH, YTOObI UCKIIOUYUTb BEPOATHOCTb (POPMHPOBAHUS JONOTHUTE b
HBIX TAKETOB B CETH BCJIE/ICTBHE aHAIN32 y)KE€ UMEIOIIUXCS TAKETOB.

Y1066l OTMEHUTH NpeobpazoBanue uMeH B TShark, MOXHO yka3aTb apryMeHT
-n B KOMaH/(HO#1 CTPOKe. ITOT apTyMEHT, KaK 1 MHOTHE JIPYTHE, MOXHO COYETATh C
APYrMMH apryMEHTAaMH /IS MOBBIIEHUSA yI000YMTAEMOCTH MOJIy4aeMbIX PE3y/IbTa-
TOB, KaK NOKA3aHO HHXE.

C:\Program Files\Wireshark>tshark -ni 1

OnpeaeeHHbIE acNeKThl MPEOOPa3OBaHUA UMEH MOXHO aKTMBM3NPOBATb WK
A€3aKTMBU3MPOBATh C MOMOMBIO apryMeHTa —N. Ec/M ykasaTh 3TOT apryMeHT B KO-
MaHHOHM CTpOKe, TO Npeo6pa3oBaHUE UMEH OyeT MOJHOCTBIO OTMEHEHO, 34 UC-
KII0YEHHEM JIOOBIX €ro acneKTOB, KOTOpbi€ Bbl ABHO aKTUBU3UPYETE C MOMOIIBIO
COOTBETCTBYIOIMX 3HaueHuil. Hanpumep, no cieayomeii koManae npeo6pasona-
HHE HOMEPOB NOPTOB GyeT aKTHBU3UPOBAHO TOJIbKO Ha TPAHCIIOPTHOM YPOBHE!

C:\Program Files\Wireshark>tshark -i 1 -Nt

B oaHOIT KOMaHEe MOXHO 0GBbEIUHUTD HECKOJILKO 3HAY€HUH apTyMEHTOB. A 1o
caenyiouieii koMan/e npeob6pazoBaHe UMeH GyleT aKTUBU3UPOBAHO KAK HA TPAHC-
NOPTHOM YPOBHE, TaK ¥ Ha KaHanbHOM ypoBHe MAC-azpecos:

C:\Program Files\Wireshark>tshark -i 1 -Ntm

Hwuxe MPUBEJECHbl 3HAYEHMS, KOTOPbIE MOXHO MCIOJb30BAaTh BMECTE C apry-
MEHTOM -N.

IMpeo6pazosanue MAC-anpecos
IIpeo6Gpa3oBanMe ceTEBBIX AAPECOB
[Ipeo6Gpa3oBaHne HOMEPOB MOPTOB Ha TPAHCIIOPTHOM YPOBHE

HpnMCHeHne BHEIIHUX npeo6pa303a're)1e171 CETEBLIX HUMCH

Q Z o+ > B

BbinosiHeHHE MapaUIebHOro MoMcka B cryx6e DNS

B yrimre tcpdump MOXXHO OTMEHUTH Npeo6pasosanue IP-aapecos ¢ nomoubio
apryMeHTa -n, a ¢ MOMOWbIO aPryMEHTa —nn — Npeo6pa3oBaHUe HOMEPOB NMOPTOB.
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JtoT ApPryMeHT MOXHO TaKXe O6'bClII/IH5[Tb C ApPYruMH apryMmeéHTaMH KOMaH/THOM
CTPOKH, KaK [TOKa3aHO HHXKE.

sanders@ppa:~$ tcpdump -nni ethl

B npuseseHHBIX HIDKE TPUMepaxX A€MOHCTPHPYETCA MEepPeXBaT MMAKETOB CHava-
JIa ¢ aKTUBU3UPOBAHHBIM NIpe06pa3oBaHHEM HOMEPOB IIOPTOB, A 3aTEM C OTMEHEH-
HBbIM (ApryMEHT -n).

sanders@ppa:~$ tcpdump -r tcp ports.pcap -cl

reading from file tcp ports.pcap, link-type EN1OMB (Ethernet)
14:38:34.341715 IP 172.16.16.128.2826 > 212.58.226.142.

u http: Flags [S], seq 3691127924, win 8192,

options [mss 1460,nop,wscale 2,nop,nop,sackOK], length 0

sanders@ppa:~$ tcpdump -nr tcp ports.pcap -cl

reading from file tcp ports.pcap, link-type EN1OMB (Ethernet)
14:38:34.341715 IP 172.16.16.128.2826 > 212.58.226.142.

v 80: Flags [S], seq 3691127924, win 8192,

options [mss 1460,nop,wscale 2,nop,nop,sackOK], length 0

[To o6enm npuBeeHHBIM BbIllle KOMAHJAM YUTAETCA TOJbKO MEPBBIH MaKeT U3
(aiina nepexsara tcp ports.pcap. B nmepsoit koMaHxe akTUBM3UPYyeTCA Npeobpa-
30BaHHE HOMEPOB MOPTOB U NopT 80 npeobpasyerca B uMa http u, a Bo BTOpoit
KOMaH/I€ MPOCTO OTOGpaXaeTcsi HOMEP MopTa V.

MNpumeneHue punurpos

®unsrpanms B yrwimrtax TShark n tcpdump BbINOJHAETCS OY€Hb YIOOHO MOTO-
My, 4YTO B HUX NpUMeHsIoTcA ¢uabTpsl nepexsara Tuna BPE Kpowme roro, B TShark
NpUMEHSIOTCA GUILTPbI oTo6paxenus u3 Wireshark. Kak u B Wireshark, ¢punbtpor
nepexsaTa MOXHO npuMeHsTh B TShark Tosbko Bo Bpems mepexsara, a puabTphbI
OTOOpa)Xe€HUs — KaK BO BpEMs NE€PEXBATa, TaK U NPU OTOGPAXKEHUH y)Ke Nepexsa-
4eHHbIX nakeToB. MTak, HauneM ¢ npumeHenus ¢puasrpos B TShark.

@unbTphI IEpEeXBaTa MOXHO NPUMEHATH B COOTBETCTBYIOLIEH KOMaH/IE, YKa3aB
B Helt aprymeHT -£ u cuHTakcuc ¢puasrpos BPF B aBoiiHbIx kaBbukax. Tak, no cie-
Aylolei KoMaHie GyayT nepexBadeHbl M COXPAaHEHbI TOJIbKO T€ NMAKEThl, i€ IpUMe-
HAETCSA NOPT noJy4atens 80 u ceresoit nporokosa TCP:

C:\Program Files\Wireshark>tshark -ni 1 -w packets.pcap
% -f "tcp port 80"
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PuIbTPHI OTOGPAXKEHHS MOXHO NIPUMEHATH B COOTBETCTBYIOIIEH KOMaH/E, yKa-
3aB B Hell aprymeHT -Y u cMHTakcuc ¢puasTpos Wireshark B JBOIHBIX KaBbIUKaX.
HX MOXHO NPUMEHATb U BO BpPeMs NlepexBaTa CJIelylolnuM 06pa3om:

C:\Program Files\Wireshark>tshark -ni 1 -w packets.pcap -Y "tcp.dstport == 80"

PuIbTPB OTOGPAKEHUS MOXKHO NPUMEHATD K YK€ NePeXBadeHHbIM MaKeTaM,
yKa3aB B COOTBETCTBYIOLIEH KOMaH/JE TOT Xe cambiii aprymeHT. Hampumep, no
ceylomeii Komanze 6yayT OTOOpaXKEHBI TOJIBKO T€ MaKeThl U3 (pailla mepexBaTa
packets.pcap, KOTOpbIE COBNAAAIOT C KPUTEPUEM, 3aJAHHBIM B PUIBTPE:

C:\Program Files\Wireshark>tshark -r packets.pcap -Y "tcp.dstport = 80"

B yrunute tcpdump pHABTPBI MOXHO yKa3blBaTh B KOHLE KOMaH/bl, 3aKTIOYHB
MX B OJMHOYHbIE KaBbluku. Tak, no cieayomeii komanje Takxke GyayT nepexsadue-

HbI 1 COXPAHEHbBI TOJIBKO ITAKETbI C MOPTOM ITOJIy4YaTeIs 80 1 ceTeBbIM IIPOTOKOJIOM
TCP:

sanders@ppa:~$ tcpdump -nni ethO -w packets.pcap 'tcp dst port 80’

PunbTpbl MOXHO NPUMEHATh U NP YTEHUM nakeToB. Hanpumep, no cieayio-
meit koManze GyxyT OTO6paXXeHbI TOILKO Te MAaKeThl U3 (paiiia nepexsaTa packets.
pcap, KOTOpbI€ COBINA/IAIOT C KPUTEPHUEM, 3aJaHHbIM B QUIILTpE:

sanders@ppa:~$ tcpdump -r packets.pcap 'tcp dst port 80'

Oanako ecnu ¢aiin nepexsara 6bL1 co3fan 6€3 PUILTPa, TO B HEM OCTAHYTCH U
Apyrue naketbl. Tak, Mo npuBeAEHHOM Bbllle KOMaH/IE OTPaHMYEHNE HAKJIa/IbIBA-
€TCS JIMUIb Ha TO, YTO OTOOPaXaeTCs Ha 3KPaHe NMPU YTEHUH U3 CYIECTBYIOMETO
(paiina nepexsara.

A 4To, ecim uMeeTca a1 nepexsaTa, CoJAePKAUIMIA caMble Pa3Hble ITAKETbI, HO
TPeGyeTCs1 OTCEATD JIMIIb UX NOJIMHOXECTBO M COXPAaHUTD €TO B OTAEIbHOM ¢aiiie?
ITO MOXHO C/IEN1aTh, YKa3aB BMECTE aPIyMEHTHI W U X, KaK, Hal[puMep, B CJIeIyio-
e KoMaH/e:

sanders@ppa:~$ tcpdump -r packets.pcap 'tcp dst port 80' -w http packets.pcap

o nanHo# xomanae U3 ¢aiina packets.pcap YNTAETCA ¥ OTCEUBAETCA TOJIBKO
TOT ceTeBOM TpaduK, KOTOPbIH HanpasiseTcs B nopT 80 no nporokoay TCP, kak
3TO npoucxogur B npotokoje HTTP, a nonyyenHbie B uTOre MakeTh! 3alUChIBAIOT-
cs B HOBBIN aitn http packets.pcap. Takas MeToAMKa HepeAKO MPUMEHSETCS B
TOM CJIy4ae, ecIu TpeOyeTCss COXPaHUTb KPYIHbIN MCXOAHBIN aitn nepexBaTta, HO
AHAIM3WPOBATD MAKETbI U3 HETO JHUIIb HEGOIbIMMHU MOPUMAMU. S JINYHO MOIb3Y-
10Ch 5TOM METOJMKOM, YTOOBI CBECTH CHaYa/Ia COJEPKUMOE OYEHb KPYITHOTO (aiiia

162 [nosa 6



Tigm: @it_boooks
nepexpara K He00J1bIIOMY NOAMHOXECTBY NAKETOB CPeACTBaMU tcpdump, a npoaHa-
Jm3uposath ero B Wireshark. Beab o6pabarbiBaTh HeGonbmume (aiiibl nepexsaTa
HAMHOTO Tpolle.

[Tomumo yka3anus GpUILTPOB HENMOCPEACTBEHHO B KOMaHAHOM CTPOKE, YTUIMTA
tcpdump nospossieT o6pamarbcs K ¢paitay Tuna BPE, cogepkamemy nesvie nocieno-
BATEJILHOCTH (PUILTPOB. ITO OYEHD YIOOHO B TOM CJIydyae, €C/IM TpebyeTcsa npume-
HUTb OYEHDb KPYIHBIH WIH CJIOXHBIH (PHIBTP, PEJaKTHPOBATh U CONPOBOXAATH KO-
TOPBIH B KOMAHJIHOH CTPOKe 6bLIO Gbl B IPOTUBHOM CJIy4ae OYeHb Heyo6Ho. Paiin
Tuna BPF MoHO yka3aTh ¢ noMombio aprymeHTa —F cieayiomum o6pasom:

sanders@ppa:~$ tcpdump -nni eth0 -F dns_servers.bpf

Ecnu ¢aiin Tuna BPF cTaHeT cMIIKOM KPYyIHBIM, Y BaC MOXET BO3HUKHYTb HC-
Kyll€HHE JOTMOJHUTH €r0 KOMMEHTAPHUAMHU WIH NPUMEYaHUsAMH, YTOObI 3HATh Ha-
3HaYeHHUE KaxJo# ero yactu. Crefyet, oHAKO, UMETh B BUJAY, YTO KOMMEHTapUHU
B ¢paitre Tuna BPF He nonyckaiorcs, u ecai B HeM BCTPETUTCA YTO-HUOYAb, KpOMe
onepaTopoB (GHIBTPaLUH, 3TO NpUBEAET k omubke. Ho mockobky koMMeHTapuu
O4YEeHb MOJIe3HbI B paciin@poBke KpynHbIX ¢aitios Tuna BPE, To s 06p14HO Xpanio
ABE KOMHUU KaXJOro Takoro ¢aiina: oqHy 6€3 KOMMEHTapueB — A1 IPUMEHEHUS
BMeCTe C yTHIUTOH tcpdump, a APYTry1o — C KOMMEHTAPUAMM JUI CIPaBKH.

®opmarsl otobpaxerus spemenn B TShark

Haunnaommx aHaIM3MpoBaTh MaKeThl HEPEAKO CMYIAET yCTaHABJIMBaeMas 10
YMOJ'YaHMIO OTMETKA BpeMeHH, npumeHsaemas B TShark. OTmeTkn Bpemenu B ma-
KETaX OTOOPAXAIOTCA B 3TOM YTHIUTE OTHOCHUTEIBHO Hayala MepexBaTa MaKeTOB.
HMHoraa npeanoyTuTeIbHO MPHUCBAUBATHL OTMETKU BPEMEHM, HO 3a4acTyio TpedyeT-
Csl BBIACHUTDb BPEMs, KOIJla MMAKET GbLT MepexBayeH, KaK 3TO Je/NA€TCA C OTMETKa-
MU BpeMeHH B yriwimuTe tcpdump. Toro e camoro pesynsraTa MOXHO ROGHUTBHCS B
TShark, yka3as aprymeHT -t BMecTe co 3HaueHMeM ad, 0603HAYAIOIUM aGCOMOT-
HYIO /IaTy, KaK IOKa3aHO HHXKE.

C:\Program Files\Wireshark>tshark -r packets.pcap -t ad

B caeayiomeit koMaHie CPaBHUBAIOTCSA T€ Xe MAKETbI, 4YTO U NMPEX/E, HO C OTHO-
cutesbHbIMH (110 yMoryanuio) @ u abcomoTHeiMU @ OTMETKaMU BpEMEHH:

O C:\Program Files\Wireshark>tshark -r packets.pcap -c2
1 0.000000 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping)
request  id=0x0001, seq=17/4352, ttl=128
2 0.024500 4.2.2.1 -> 172.16.16.172 ICMP Echo (ping)
reply id=0x0001, seq=17/4352, ttl=54 (request in 1)
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® C:\Program Files\Wireshark>tshark -r packets.pcap -t ad -c2
2015-12-21 12:52:43.116551 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping)

request

reply

1d=0x0001, seg=17/4352, ttl=128

2015-12-21 12:52:43.141051 4.2.2.1 -> 172.16.16.172 ICMP Echo (ping)
1d=0x0001, seq=17/4352, ttl=54 (request in 1)

C nomouwpio apryMeHTa -t MOXHO yKa3aTb J1i060i1 popmaT oToGpaxeHus Bpe-

MeHH, AocTynHbii B Wireshark. [lepeuens aTux ¢popmaTos npuseseH B tabi. 6.1.

Tabnuya 6.1. @opmarsl oto6paxenns Bpemenn, aoctynusie 8 TShark

3nauenne OrmeTka Bpemenn

Npumep

a

ad

ud

AbconioTHoe Bpems nepexsaTta naketa (B Tekywem
yacosom nosce)

AbconioTHoe Bpems Nepexsata NAKeTa C yKO3QHW-
em aatsl (B Tekylwem yacosom nosce)

Pa3sHuua BO BpemeHW C MpeabiAyluMM NepexsayeH-
HBIM NAKETOM

Paskuua Bo BpemeHn ¢ mpeablaywnm oTobpaxen-
HbIM NOKETOM

Bpems ¢ Hauana 3noxu Unix (1 aHeaps 1970 r,
uTC)

Bpems, npowenwee mexay nepebim u TeKyLWMM na-
KeTom

AbconioTHoe Bpems nepexsara naketa (B popmare

utC)

ABconioTHoe Bpems Nepexsara NAKeTA C yKO3aHW-
em patl (8 popmare UTC)

15:47:58.004669

2015-10-09 15:47:58.004669

0.000140

0.000140

1444420078.004669

0.000140

19:47:58.004669

2015-10-09 19:47:58.004669

K coxanenmio, B yrunure tcpdump nogo6GHbIM YpoBEHb KOHTPOJIS ISl MAHHUITY-

JIMPpOBAaHHUA 0TO6p2DK€HPleM OTMETOK BPEMEHH OTCYTCTBYET.

CsogHas cratuctuka 8 TShark

Eme oaHO#H y106HOIN BO3MOXHOCTBIO, KOTOpasi BBIFOAHO OTIMYAET YTHIMTY

TShark or tcpdump, sBiseTCS reHepUpPOBaHHE IOAMHOXKECTBA CTATUCTHYECKUX
AaHHbIX U3 ¢aiina nepexsara. [Iponecc GopMHUPOBAHUS CTATUCTUYECKUX JAHHBIX
BO MHOTOM NOJ06GEH TE€M BO3MOXHOCTAM, KOTOpble umeiotcs B Wireshark, Ho on
JIETKO OCTYNEH U3 KOMaHAHOM cTpoku. UTo6bl chOpMHpPOBATH CTATUCTHYECKHE
A2HHbIE, 1OCTATOYHO YKa3aTb B COOTBETCTBYIOUIE KOMAaH/I€ APIYMEHT —Z BMECTE C
Ha3BaHUEM BapHMaHTa BbIBO/IA IaHHbIX. Tak, MOJHBII MepeYeHb JOCTYIMHBIX CTATH-
CTUYECKHUX JaHHBIX MOXHO MIPOCMOTPETS IO CJelyiouiei KoMaHe:

C:\Program Files\Wireshark>tshark -z help
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MHorue U3 yxe pacCMOTPEHHbIX Bblie Bo3aMoxHocTeit TShark gocTynHst ¢ 1o-
MOIIbIO apryMeHTa 2. K MX YMC/ly OTHOCHTCS BO3MOXKHOCTD BBIBOJUTb CTATUCTHUYE-
CKH€ JaHHbIE O KOHEUHBIX TOUKAaX U CETEBBIX JiMajiorax. Tak, No npuBescHHOI HHXe
KOMaH/Ie Ha 3KPaH BbIBOAUTCS Ta6IM1Ia CTATUCTHYECKUX JJAHHBIX O JIMAJIOraX 110 ce-
TeBoMy npotokoJy IP, o6HapyxeHHbIx B (paitie nepexsara packets.pcap (puc. 6.3).

C:\Program Files\Wireshark>tshark -r packets.pcap -z conv,ip

B Administrator: Command Prompt - ]

b 4

14
4
a
4
&
4 E
4
4
4 E

cho (ping) request
(ping) reply
request

Rfelative Duration
Start 1
13.

Puc. 6.3. lpocmoTp cratMcTMyeckmx AaHHLIX O ceTesbix aManorax cpeactsamu TShark

C noMoupbIo apryMeHTa =z MOXHO TaKXe IIPOCMATPUBATh CBEJICHUS O KOHKpPET-
HOM ceTeBOM npoTokoJe. Kak nokasano Hmxe u na puc. 6.4, uia npocMoTpa pac-
npeaeneanss HTTP-3anpocos u oteToB B Tabanunoit gopme BMecTe ¢ 3TUM apry-
MEHTOM JJOCTATOYHO YKa3aTb BAPUAHT BbIBO/Ia http, tree.

C:\Program Files\Wireshark>tshark -r packets.pcap -z http,tree

Ewe oxnoi nonesnoi Boamoxnoctbio nporpammel TShark sisasercs npocmorp
NOBTOPHO COGPAHHOTO BBIXOAHOTO 1IOTOKA. OTH JIEHCTBUS MbI IIPO/IE/IBIBAJIM PaHb-
we B nporpamme Wireshark, koraa menkanru npaBoil KHONKOM MBIIIM HA MAKETE U
M3 KOHTEKCTHOTO MEHIO BbIGHMpanu komaHay Follow=>TCP Stream. Jlns noJydeHus
NOJI0GHOrO OTYETa MbI JO/KHBI 331aTh B KOMAHAHONM CTpoke mapamerp follow
M YKa3aTh THII IIOTOKA, PEXUM BbIBOJA U KAaKOH M3 HOMEPOB MOTOKOB Mbl XOTHM
0TO6pasuThb. [loTOKH MAEHTHPUUMPYIOTCSA IO TEM HOMEpPaM, KOTOpble OTOGpaXa-
IOTCSA B JIEBOM KOJIOHKE NPH BBIBO/IE CTATUCTUYECKUX JAHHBIX O CETEBbIX JUAJIOrax
(cM. puc. 6.3). Komanaa a1 noydeHus oT4eTa MpUBeJeHa HUXe.

C:\Program Files\Wireshark>tshark -r http_google.pcap -z follow,tcp,ascii,0
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B Administrator: Command Prompt - ] X

1
e
e
@
2

Puc. 6.4. Mpocmotp cratnctuyecknx panHeix o HTTP-aanpocax u otserax
cpeactsamu TShark

A no npuBeJicHHOM HMXXE KOMaH/e Hy/leBOii noTok no nporokonay TCP Gyaer
BbIBe/IcH Ha 3KkpaH B Koje ASCII u3 ¢aiina nepexsara http google.pcap. 3aech xe
MOKa3aH pe3yJ/IbTaT, BbIBOMMBII MO JAHHOI KOMaHJe.

C:\Program Files\Wireshark>tshark -r http google.pcap -z
-- QparmeHT --

Follow: tcp,ascii

Filter: tcp.stream eq 0

Node 0: 172.16.16.128:1606

Node 1: 74.125.95.104:80

627

GET / HTTP/1.1

Host: www.google.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1;

% en-US; rv:1.9.1.7)

Gecko/20091221 Firefox/3.5.7

Accept: text/html,application/xhtml+xml,application/xml;
% g=0.9,*/*;g=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: I1S0-8859-1,utf-8;9=0.7,*;q9=0.7
Keep-Alive: 300

Connection: keep-alive

Cookie: PREF=ID=257913a938e6c248:U=267c896b5f39fb0b:FF=4:LD=e
n:NR=10:TM=1260730654:1M=1265479336:GM=1:5=h1UBGonTuWU3D23L;
NID=31=Z-nhwMjUP63e0tYMTp-3T1igMSPnNS1eM1kN]1

% DUrn02zW1cPM4JE3AJecSb vG-

% FibFXszOApfbhBA1BOX4dKx4L8ZDdeiKwgekgP5

% kzELtC2mUHx7RHx3PIttcuZ
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1406

HTTP/1.1 200 OK
Date: Tue, 09 Feb 2010 01:18:37 GMT
Expires: -1
Cache-Control: private, max-age=0
Content-Type: text/html; charset=UTF-8
Content-Encoding: gzip
Server: gws
Content-Length: 4633
X-XSS-Protection: 0

Hmeercs Taioke BO3MOXHOCTb yKa3aTb IOTOK, KOTOPbIH TpebyeTcss mpocMmo-
TpeTb, NPeJOCTaBUB I10POOHbIe cBeficHuA 06 aapece. Hanpumep, no npusejex-
HOW HIDKe KOMaHJAe M3 ¢aiina nepexsaTa packets.pcap OyAeT M3BJI€4YEH MOTOK
no nporokony UDP ;151 yka3aHHBIX KOHEUHBIX TOUEK M NOPTOB. B uactHocTtH, no
JIAHHOI1 KOMaH/le U3 yKa3aHHoro (paiina nepexsara 6yaet BbiBeAeH notok UDP pas
KOHEUHOM TOYKHM ¢ aapecoM 192.168.1.5 B nopty 23429 @ 1 KOHEUHOMH TOYKM C
aapecom 4.2.2.1 B nopty 53 @.

C:\Program Files\Wireshark>tshark -r packets.pcap -z
% follow,udp,ascii, 192.168.1.5:23429 0,4.2.2.1:53 ©

Huxe nepe4vucjaiebl HEKOTOPbIE U3 HauboJee )’HOTPCGHTCJIbeIX (B TOM 4YHCJIE
4 MHOﬁ) BAPHWAHTOB BbIBOAA CTATHCTUYCCKUX NAHHBIX U3 q)aﬁﬂa nepexsara.

e ip hosts,tree. OToGpanaeT kaxablii IP-aspec u3 aiina nepexsara Hapsy
C MHTEHCUBHOCTBIO U JOJNSAMHU B IPOLIEHTAX CETEBOro Tpaduka, Npuxosule-
rocs Ha KaXJAbIA ajpec.

® io,phs. OTOGpaxKaeT MePAPXUIO BCEX CETEBBIX MPOTOKOJIOB, OGHAPYKEHHbIX
B hailie 1epexsara.

e http,tree. Oro6paxaeT cTaTUCTHYECKHE AaHHble, Kacalomuecs HTTP-3a-
MPOCOB U OTBETOB.

e http req,tree. OTOOpaxkaeT CTATUCTUYECKHE JAHHDBIE [0 KAXKIOMY
HTTP-3anpocy.

¢ smb,srt. OToOpaxaeT CTaTUCTUYECKHE JAHHBbIE MO KOMAaHAaM MPOTOKOJA
SMB 15 asanu3a o6MeHa JaHHbIMU 110 ceTH B Windows.

¢ endpoints,wlan. OTo6pa>KaeT CTAaTUCTUYECKHE JaHHbIE O KOHEYHbIX TOYKAX
B 6€CIIPOBO/HOM CETHU.

¢ expert. OToGpaxaeT 3KcnepTHyl0 UH(pOpPMaNUIO (IUAarpamMmbl, OIWUOKHU M
npouee) u3 ¢aiina nepexpara.

HUmeerca Hemasio JAPYrux mnoJi€3HbIX BAPpHUAHTOB, NOCTYIHBIX JUIsi IPUMEHCHUS
BMECTE C APryME€HTOM =Z, HO 31€Cb, K COXaJIEHHUIO, HEAOCTATOYHO MECTA, 4TOOGBI
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onucaTh UMX MOJMHOCTBbIO. BnpoueM, ecan Bbl cobHpaeTech YaCTO NOJb30BAThCS
YTHJIMTOMN TShark, sam CJI€yeT O3HAKOMMTbCS C oqmuuanbﬂoﬁ AOKyMEHTauMeu,
4TOGBI U3YYUTh BCE BAPUAHTDI, JOCTYIIHbIE JJI1 BbIBOJA CTATUCTHYECKUX JAHHBIX O
NIepPEXBAYE€HHOM CETEBOM Tpaduke. Ty JOKyMEHTAIIMIO MOXKHO HAlTH MO CJIeAyio-
memy ajgpecy:

https://www.wireshark.org/docs/man-pages/tshark.html

Cpasxenue ytunur TShark u tepdump

O6e yTuIMThl KOMaHAHOM CTPOKH, NpEeAHAa3HAYE€HHbIE JUIS AHAIM3a MAKETOB U
PacCMOTpEHHbIE PaHEE B 3TOW IVIaBe, BIIOJHE NPHUIOAHBI ISl PEIIEHHsI COOTBET-
CTBYIOIIMX 33/1a4, U 11062 U3 HUX MO3BOJUT PEMIUTH JIOGYI0 HACYIHYIO 3aKa4y C
PasHOM CTEMEHbIO NpuIaraeMbix ycwind. Huxe nepeuncienbl HekoTopsble cyme-
CTBeHHble OTIMYUsA yTHAUT TShark u tcpdump, koTophle cieayeT uMeTh B BUAY, BbI-
6upas HaubGoIee MOAXOANIYIO U3 HUX U1 PEelICHUs1 KOHKPETHOM 3aa4u.

¢ OnepanuoHHas cucTeMa. YTUIMTA tcpdump KocTymHa Tosbko B Unix-no-
ROGHDBIX OMEPALMOHHBIX CUCTEMaX, ToTAa kak yruauta TShark moxer ¢yHk-
UUOHHUPOBaTh Kak B UniX-NoAOGHBIX ONepalMOHHBIX CUCTEMAX, TaK U B
Windows.

¢ Iloppep:xka mpoTOKON0B. B 06enx yTMIMTAX NOANAEPXKHUBAIOTCS CETEBbIE
NPOTOKOJ/IbI TPETHETO U UYETBEPTOrO YPOBHA. XOTA MOJJIEPXKKA CETEBBIX
IIPOTOKOJIOB CEAbMOTO YPOBHs B YTHJIMTE tCcpdump OrpaHMY€Ha, B yTHINUTE
TShark ona n10BO/MIbHO NOJIHAA, MOCKONBLKY B HEH JOCTYIIHbI MHTEPIPETATO-
pbI ceTeBbIX MpoTOKoa0B B Wireshark.

e Cpeacrtsa anann3a makeTos. OGe yTUIMTBI B 3HAUUTEILHON Mepe onupa-
I0TCA Ha CITIOCOGHOCTH YeJIOBEKA AaHATM3UPOBATh U MOJIYYaTh TaKHeE JKe OlIy-
TUMbIE PE3yabTaThl, Kak U B Wireshark. 1o MOXeT oka3aTb CymeCTBEHHYIO
IIOMOIIb 1IPH AaHAJIM3€ MAKETOB B OTCYTCTBUE rpaduyeckoro uHrepdeiica.

Hannume noaxoasammx MHCTPYMEHTaIbHBIX CPEACTB IS aHAIM3a NMAKETOB U
JIMYHBIC MPEANOYTEHUA OGBIYHO MMEIOT pelalolliee 3HaueHUe NPHU UX BbIGOpeE.
IMpaBja, 3TU MHCTPYMEHTAIbHbIE CPEACTBA OONANAIOT HACTOJBKO CXOXHMH BO3-
MOMXHOCTSIMH, YTO, U3yYasi OJHO U3 HHUX, MOXHO Y3HaTh HeMaso o aApyroM. biaro-
Jiaps 3TOMy Ballld BO3MOXHOCTH CTaHOBATCS 60Jiee yHUBEPCAIbHBIMU U B TO XK€
BpEMS PaCIIUPAETCA ApCeHa BalliX HHCTPYMEHTAIbHBIX CPEACTB I aHAIM3a Ma-
KETOB.
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NMPOTOKOAbBI CETEBOIO YPOBHHI

Yro6bl OOGHAPYXKMTb HEHOPMAIbHBIH ceTeBOM Tpaduk,
BKJIIOYAass JUArHOCTUKY CETEBbIX 3a/lePXKEK, BbIABJIECHUE
3JIOBPEJHBIX MPWIOKEHUI WIN MOJHOE yCTPaHEHHUE YTPO3
6€30MacHOCTH, HEOGXOAUMO 3HATD, YTO COOOI NMpEJACTABASET
HOpMaJIbHBIi ceTeBoM Tpaduk. B aTok 1 ABYX nocaenyomux ria-
BaX MOSICHAETCS, KAKUM 00pa3oM JeiiCTBYeT ceTeBoii TpaMk KaK Ha ypOBHE NaKe-
TOB, TaK M Ha BceX ypoBHsxX Mogeu OS] cuusy Beepx. C kax ol paccMaTpuBaeMou
3/1eCh YaCThIO CETEBOTO MPOTOKOJIA CBA3aH XOTs Obl ouH (paiin nepexsara, KOTO-
Pblii MOXHO 3arpy3uTh ¥ HCIOJIb30BATh HENIOCPEACTBEHHO.

B 3T0i1 m1aBe OCHOBHOE BHHMaHUE YAEAAETCA MPOTOKOJAM CETEBOTO YPOBHA,
KOTOPBIE SIBJIAIOTCS OCHOBHBIM UCIIOJHUTENbHBIM MEXaHU3MOM OOMEHA JIaHHBIX 110
cetn. K nx unciy otHocsites nporokosnbl ARP, IPv4, IPv6, ICMP u ICMPv6.

9Ta ¥ ABe MOCJEAYIOIHE [MIABbI, NOCBALICHHBIE CETEBbIM NMPOTOKO/aM, Gesyc-
JIOBHO, OTHOCATCS K CAaMbIM IJIABHBIM B JJaHHOI1 kHure. [IporycTuTh MaTepuan 3Tux
IJIaB — BCE PABHO, YTO MBITAThCA TOTOBUTD PA3THUUHBIH 06€/], HE Pa30rPeB NeUb.
Ecsn BBI yoke 3HaeTe JOCKOHaJIbHO NPUHIUI AEHCTBUSA CETEBBIX IPOTOKOJIOB, PO~
CMOTpHUTE XOTs Gbl GEIJIO 3TH IIaBbl, YTOGLI OCBEXUTb B MAMATH CTPYKTYpYy MaKe-
TOB B KOKAOM U3 HUX.
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Mporokon npeobpaszosanus appecos (ARP)

Jlornueckne u ¢u3MUecKHe agpeca CAyXaT JUis oOMeHa JaHHBIMH IO CETH.
B yacTHOCTH, JlorMUYecKHe ajpeca COyKaT A1 OOMeHa JAaHHbIMU IO HECKOJbKHUM
CETSAM MEXJAY KOCBEHHO CBA3aHHBIMM ycTpokcTBaMH. A pusnueckue aapeca ynpo-
IAI0T OOMEH JaHHBIMU B OHOM CETMEHTE CETH MEXAY YCTPOHCTBAMM, HEIIOCpe-
CTBEHHO CBSI3aHHBIMHU JIPYT C ApyroM uepe3 kommyratop. Kak npasuno, o6a atu
THUMNA aipecalyy JOKHbI B3aUMOJEHCTBOBATb, YTOOBI NMPOM3OIIE] HOPMAIbHbIN
OGMEH JaHHBIMH I10 CETH.

PaccMoTpuM B KauecTBe NpUMepa ClieHapui, rae TpebyeTcs nepeaaTh JaHHbIC
B YCTPOMCTBO, IOAKIIOUYEHHOE K CETH. ITUM YCTPOHCTBOM MOXET ObITH cepBep ¢
ornpeieIeHHbIM TOPTOM WIH paboyas CTaHUMSA, C KOTOPOH TpeGyeTcss OGMEHNBATD-
Csl JAaHHBIMM C YCTPOHCTBOM B ceTH. [Ipunoxenuio, npumMeHseMoMy Ui UHUIMA-
JM3anuu oOMEHa JaHHbIMM, yXe U3BECTHO 06 ynanteHHoM IP-aapece xocra (uepes
cayx6y DNS, kak mosicusercs B mase 9). 9TO 0O3HAYAET, YTO Y CUCTEMBI JOJDKHO
6bITh BCE, UTO eii noTpebyercs g GOPMUPOBAHUA JAHHBIX OT TPETHETO A0 CEAb-
MOTO YPOBHS B [TaKe€Te, KOTOPbIH He06X0AUMO nepeaaTh. M 1nib yacTbio JaHHbIX,
TpeOYIOIMXCA B JaHHbIH MOMEHT, ABAAETCA MHQOpPMalMsA BTOPOro KaHaJIbHOrO
ypoBHs, coaepxamas MAC-aapec 1ieseBoro xocTa.

MAC-aapeca HEOGXO/UMBI IOTOMY, YTO B KOMMYTaTOPE, COEAMHSAIONEM YCTPOIi-
CTBa B CETH, UCMONb3YETCA MAbAUYA ACCOUUAMUEHOU NAMAMU, B KOTOPOI nepeyuc-
nenpl MAC-asipeca Bcex yCTPOMCTB M COOTBETCTBYIOUIME UM HOMepa nopros. Kor-
/la KOMMYTaTOp IPUHUMAET ceTeBOl Tpaduk, NpeaHa3HaYEeHHbIH I yCTPOHCTBA
¢ xoHkpeTHbIM MAC-aspecoM, OH HCTIOAb3YET JJAHHYIO Tab/IMIly, YTOObI BBIAICHUTD
HOMEp NOpPTa, Yepe3 KOTOPbIH ciiellyeT nepecaats 3ToT Tpaduk. Ecam xe MAC-a-
ApeC NoJyyaTeNs HEU3BECTEH, TO Nepejaoniee YCTPOHCTBO CHavala MOMILCT 3TOT
ajgpec B CBOEM Kellle. A GC/IM MCKOMBIH aJIpec OTCYTCTBYET U B KeIlIe, TO OH MOXET
ObITD MOJMYYEH MyTEM JOMOJHUTENLHOTO O6MEHA TaHHBIMU 110 CETH.

INpouecc, npumeHsiemblii 1pu oprasusauuu cetu no nporokoay TCP /1P (c uc-
noJb30BaHUeM npoTtokoa IPv4) wis npeo6pasosanus IP-aapeca B MAC-aapec, Ha-
3bIBAETCA npomoxosom npeobpasosanua adpecos (Address Resolution Protocol — ARP).
On onpenenen B cranaapre RFC 826. B npouecce npeo6pa3oBaHus agpecos Mo
npotokoay ARP npumeHsioTcs Tonbko ABa Tuna nakeros: ARP-3anpoc u ARP-ot1-
Bet (puc. 7.1).

Cmandapm RFC (Request for Comments — sanpoc xommenwmapues) aeisemca
mexHuveckum usdanuem, evinycxaemvimu coobuecmeamu IETF (Engineering
Task Force — Hucenepnoui cosem Hrmepuema) u ISOC (Internet Society — Coot-
wecmeo Humeprema) u npeonasnauennsim 8 Kauwecmee mexanusma oAs onpe-
denenua cmandapmos, pearusyemvix 018 cemeavix npomoxonos. Haimu wyxn-
HY10 OOKYMEHMAUUIO MO CEMEBHIM NPOMOKOAAM MONCHO KA HAMAALHOU Cmpa-
nuye RFC Editor, docmynnoii no adpecy http://www.rfc-editor.org/.
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ARP-3anpoc

IP-appec otnpasutens: 192.168.0.101
MAC-anpec ompaswrens: f2:£2:2:02:2:2

IP-agpec nonyyarens: 192.168.0.1

MAC-appec nonyuarens: 00:00:00:00:00:00

y E y E y

h

4
H
9

ARP-otBeT

It X

IP-agpec onpasutena: 192.168.0.1
/ZEEE2R— MAC-agpec otnpaswTens: 02:2:02:£2:02:2
IP-appec nonyuarens: 192.168.0.101
MAC-agpec nonyvarens: f2:f2:2:2:2:2

4] L AL

Puc. 7.1. Mpouecc npeobpasosanus appecos no npotokony ARP

Mepemaomuii xomnbliorep nocbutaet ARP-3anpoc, B koTOopoM coobmaeTtcs
cnenylomee: “Becem npuset. Moii IP-aapec — 192.168.0.101, a Moii MAC-agpec —
£2:£2:£2:£2:£2:£2. MHe HYXHO NOCJIATh KOE-YTO TOMY, Y Koro umeercsa IP-agpec
192.168.0.1, HO A He 3HaI0 ero GU3IMYECKUIi agpec. MOXeT K TOT, y KOTO 3TOT
IP-axpec, coo6muts Mue cBoit MAC-aapec?”

ITOT MaKeT NOChUIAETCSA B IIMPOKOBELIATETLHOM PEXUME U MO3TOMY IPUHUMA-
€TCs Ha KaX/JIOM YCTPOMCTBE B ceTEBOM cermeHTe. Bce ycTpoiicTsa, He umeouee
ykazaHHoro IP-agpeca, A0/KHBI MPOMIHOPUPOBATh YNOMSIHYTBIA BblIliE 3aMpPOC.
A ycTpoiicTBo ¢ ykazaHHbIM IP-azpecoM mOmKHO OTHpaBUTHL ciexylomuii ARP-
otseT: “IIpuser nepeaaiomemy ycrpoiicrpy! Sl nmenHo Tor, koro Bbl nmere no IP-
agpecy 192.168.0.1. Moit MAC-anpec — 02:£2:02:£2:02: £27.

Kak Tospko mpomecc npeo6pa3oBaHHs aJApeCOB 3aBEPUIMTCS, INeEpejaioulee
YCTPOICTBO OGHOBUT CBOIO KEII-IAMATb M MOMECTUT B Hee cooTBeTcTBHE MAC- 1
IP-anpecoB npueMHOro ycTpoicTBa M HayHeT nepeaavy AaHHbiX. Habmoaas stot
NpolLecC B ACHCTBUU, MOXHO MOHATb, KAK MMEHHO OH JeicTByeT. Ho npexae uem
nepeiTi K KOHKPETHBIM NIPUMEpaM, pacCCMOTPHUM CTPYKTypY 3aronoska ARP-nakeTa.
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QIIIBINEA  mobse npocmompems ARP-mabauyy xocmos 6 cucmemax Unix u Windows,

docmamouno eeecmu KoMandy axrp —a 6 KoManonou cmpoxe.

Crpykrypa ARP-nakerta

Kax nokazano Ha puc. 7.2, ARP-nakeT cOCTOUT 3aro/ioBka, COAEPXKAILETO ONU-

CAaHHbIC HUXKE I10J14.

Nporokon npeobpa3osanus appecos (ARP)
Cmeuyenme | Oxkter 0 1 3 4

Oxrer bur 0-7 8-15 0-7 8-15
0 0 Tun obopyaoBanua Tun npotokona
4 3y | Honwa %gg&ecxoro Iﬂnuua NPOTOKOALHOrO aipeca Onepauus
8 64 Ou3nveckuit appec oTnpasuTens
12 % Ousnyeckuit aapec oTnpasuTens NpoToxonbHbIi aapec oTnpasuTens
16 128 MNporokonbHbIA aapec oTnpaBuTena Ou3nuecknit aapec nonyyarena
20 160 Ou3nuecknit agpec nonyyatena

%4+ 192+ NpoTokonbHbIA aapec nonywarena

172

Puc. 7.2. Crpyxtypa 3aronoska 8 ARP-nakerte

Tun oGopyaoBanus (Hardware Type). Tun cpeasl, npumeHsieMol Ha
BTOPOM YpPOBHE Ui nepeaaun JaHHbIX. Kak nmpaBuio, ato cets Ethernet
(T.e. Tum 1).

Tun nporokona (Protocol Type). CereBoii npoTOKoJI BEPXHETro ypOBHS,
KOTOPbIX UCTOAb3yeTCa A1s nepeaaun ARP-3anpoca. Kak npasuio ato IPv4
(0x0800).

dnuna ¢usnyeckoro aapeca (Hardware Address Length). /[niuna
npuMeHsieMoro ¢uanyeckoro agpeca (B okrerax win 6aiitax). Jlas cetu
Ethernet ee BesinunHa paBHa 6.

Anuna nporokoansHoro aapeca (Protocol Address Length). /lnuna npu-
MEHSEMOTO JIOTMYECKOTO aJIpeca Mo MPOTOKOJTy YKa3aHHOTO TUMNA (B OKTETaX
uu 6aiitax). /s nporokosa IPv4 ee Benunna paBHa 4.

Onepamusa (Operation). Pynxuuns nakera : Kox 1 — Juisl 3a0poca WM KOA
2 — 1151 OTBeTA.

®Pusnyecknii aapec ornpasurens (Sender Hardware Address). Pusp-
4eCKMii aJipec, NPUCBOEHHBIH OTNPABUTEIIIO [IAKETOB.

IIpoTokonbubiii agpec ornpasuTes (Sender Protocol Address). ITpo-
TOKOJIbHBIH a/ipec, NPUCBOEHHBIH OTIPAaBUTENIO TAKETOB.
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o ®dusuueckuii agpec nomyqarens (Target Hardware Address). Hcko-
MbI# pu3ndeckuit aapec noxyyares. B ARP-3anpoce yka3biBaloTcst Bce HYJIH.

o IIporoxonbHslii agpec noaydarens (Target Protocol Address). Ilpen-
rnoJiaraeMbIi alpeC MoJaydaTeas MakeTa 1o IpoToKoJIy BEPXHETO YPOBH1I.

A Tenepb oTkpoiiTe (paitn nepexsarta arp_resolution.pcapng, 4yTo6s1 HabmO-
AaTh MpoLecC MpeoGpa3oBaHusA aApecoB B aeicTBuM. PaccmarpuBas aToT mpo-
LeCC, YAEIUM OCHOBHOE BHUMaHHE KQX/0My ITAKETY B OTAEIbHOCTH.

Naker 1: ARP-3anpoc

Daiin nepexeama arp_ [MepBeiM makeToMm caeayer ARP-3anpoc, kak nmokasaHo Ha
resolution.pcapng  PHC. 7.3. UTo6bl Y6eAUTHCSA, UTO 3TO ACHCTBUTENIBHO IIH-

POKOBENIATE/IbHBIN MMAKET, JOCTATOYHO IPOBEPUTH 3arojo-
BOK Ethernet B manenu Packet Details npunoxenus Wireshark. Axpec nonayuarens
JaHHoro naketa — ££:££: ££:££:££: ££ @. 10 mupoxonemaTeanblﬁ agpec CeTH
Ethernet, u Bce, 4TO MO HEMy MOCBLIAETCS, OyAE€T MPUHUMATBCS BCEMM YCTPOW-
CTBaM B TEKyIEM CETMEHTE CETU. AJIpeC OTNPaBUTEIA JAHHOIO NaKeTa HAXOAMTCS
B Ethernet-saronoske u, mo cymectsy, sBagerca MAC-aapecoM mnepezparomero
ycrpoiicrsa @.

tk - Packet 1. arp_resolution - a X

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Vv Ethernet II, Src: HonHaiPr_6e:8b:24 (00:16:ce:Ge:8b:24), Dst: Broadcast (EFsrt: T FE 1T}

) @

Type: ARP (@x8806)
v Address Resolution Protocol (request)

ware type: Ethernet (1)

Puc. 7.3. MNaket ARP-3anpoca

[MpuHuMas BO BHUMaHHME PacCMaTPHUBAEMYIO 3/1€Ch CTPYKTYPy 3arojloBKa IMake-
ta ARP, MoxxHO BbIssicCHUTB, 4yTO ARP-3anpoc Ha caMoM jiesie HanpaBJIAETCSA B CETH
Ethernet no npotokoiny IPv4. B Hem ykasan IP-azpec (192.168.0.114) nu MAC-
anpec (00:16:ce:6e:8b:24) ornpasurens ©, a Takxke [P-axpec (192.168.0.1) no-
ayuyarenss ©. B to xe Bpems MAC-aapec nosyuaTesis, KOTOPbIii TPeGyeTCs BbIsIC-
HUTb, HEU3BECTEH, U MIO3TOMY OH 3a/JaH Kak 00:00:00: 00:00:00 O©.
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Maker 2: ARP-otser

B oTBeTe Ha mepBOHavaNbHbINH 3anpoc (puc. 7.4) Ethernet-3arosoBok Teneps co-
AEPXUT ajpec noayyares, coorseTcTBylomuit MAC-anpecy ornpaBuTtes U3 nep-
BOro mnaketa. 3arojoBok Takoro ARP-oTBeTa BbIMIAAUT TaKMM Xe 06pa3oM, Kak U 'y
ARP-3anpoca, 3a pagom nepeuncaeHHbIX HHXe UCKITIOUCHHIH.

M Wireshark . Packet 2

Frame 2: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
Vv Ethernet 1I,
Destinati

Source: D-LinkCo_@b:22:ba (©0:13:46:
Type: ARP (@x9806)
Trailer: c@a80@72

v Address Resclution Protocol (reply)
Hardware type: Ethernet (1)

e: IPvA (@x0800)

col size: 4
Opcode: reply (2) @
Sender MAC addr
Sender IP addre
Target MAC addr
Target IP address

D-LinkCo_©6b:22:ba (@0:13:46:08b:22:ba) 6
192.168.0.1

HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)
192.168.0.114

gth: 46 * Info: 192.168.0.1 01 346:00:22:08

No.r 2 - Time: 0.004081 « Source: D-LinkCy_0b:22:ba « Destination: HonHaiPy 6e:85:24 « Protocol; ARP * L

"

Help

e

Puc. 7.4. MNaxer ARP-otseTa

o Konx olepauMu nakera rernepb pasex 0x0002 0, o6o3nauas ARP-oTserT, a He
3anpoc.

¢ AnpecHas MHpoOpManUs yKa3bIBaeTCA B 0OpaTHOM nopsiake: cHauata MAC- u
IP-anpec ornpasutens, a 3areM MAC- u IP-axpec nmoayuartens ©.

¢ Ho camoe maBHoe, 4TO Tenephb y HAC UMeETCA BCsA HEoOXoauMas uHdopma-
uusA. ATO O3HA4AET, YTO Mbl onpeaeaan MAC-agpec (00:13:46:0b:22:ba)
@ xocTa, HAXOAALETOCs MO aapecy 192.168.0.1.

HenpowenHsbie, unu camoobpawenHsie ARP-nakerts

Paiin nepexeama aTP_ O6b1aHO CIOBO “HenpoueHHbIR” (gratuitous) UMeeT OTpH-
gratuitous.pcapng uaTeabHbI oTTeHOK. Ho mopoit neo6ocHoBanHoe npume-
HeHue nporokona ARP Bce ke faeT MONOKUTENbHBIN PE3YJIBTAT, M B 3TOM CJIyyac
€T'0 MaKeThl Ha3bIBAIOTCS CAMO0GPAUEHHBIMU.

[P-axpec ycTpoiicTBa HepeaKo MoxeT MeHAThcA. Koraa ato npoucxoamr, coot
BeTcTBUE IP- 1 MAC-anpecoB B KENI-IaMATH CETEBBIX Y3/IOB MOXKET OKA3aThCsl He-
JAeHACTBUTENBHBIM. UTOOBI NPEAOTBPATUTD BO3HUKAIOIIME B CBA3HM C 3THM OWIUOKH
npu o6MeHe NaHHbIMM, MO CETH NepeaaeTcs camoobpamenHblii ARP-naker, koTo-
PbIif BbIHYX/JAET J1000€ NMPUHHUMAIONIEE €rO YCTPOICTBO OGHOBHTH KeLI-MAMSATb
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HOBbIM cooTBeTcTBUEM IP- 1 MAC-aapecos (puc. 7.5). TTo cyTn 3TOT nakeT aHOHCH-

pyeT uameHeHnus 1o npotokoay ARP, npousomeamme ¢ KOHKPETHBIM XOCTOM.

Y

IP-appec ornpasutens: 192.168.0.101

MAC-anpec ornpasurens: f2:202:12:12:2

IP-appec nonyyarens: 192.168.0.101
MAC-aapec nonyuarens: 00:00:00:00:00:00

TR

Puc. 7.5. MNpouecc nepepaun camoobpauwernrnoro ARP-nakera

[Noasnenue camoo6paumernHoro ARP-nakera MoXeT NPOU3OUTH B CaMbIX pas-
HBIX cay4asx. M dame Bcero 3To npoMcxoauT B CBA3U ¢ u3MeHeHueM IP-anpeca.
YToO6bI yOEAUTBLCA B 3TOM, OTKpOiiTe (paiin nepexsaTa arp_gratuitous.pcapng, ko-
TOPbIN CORECPKUT €ANHCTBEHHBII MakeT (pHC. 7.6), II0CKOJbKY 3TO BCE, YTO lepe-

JlaeTcs nNpy camoobpanieHHoH nepejgade 1o nporoxkoay ARP.

Type: ARP (Ox@8086)
Padding: ©0600000000000000 860000000000000
v Address Resolution Protocol (request/gratuitous ARP)

: Ethernet (1)

IPv4 (Bx08800)

Nz 1 « Time: 8.800000

o

Puc. 7.6. Camoobpawernbisi ARP-naker

[Tpoananusuposas Ethernet-3aronoBok, MOXHO 3aMETUTb, YTO CaMOOOpalleH-
HbII NaKeT PACChUIAETCS B INMPOKOBEUIATEIRHOM peXuMe BceM XocTaM B ceTh ©.
ARP-3arosoBok BBIDISLANT TakK Xke, kKak 1 B ARP-3anpoce, 3a nckmoueHueM Toro, 4to
IP-agpeca ornpasurens @ u nonyyarens © oxnnakosel. Koraa camoobpaieHHbIi

[MpoToKONbI CETEBOTO YPOBHS
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NaKeT NIPUHUMAETCA APYTMMHU XOCTaMU B CETH, 3TO IPUBOAUT K OGHOBJICHHIO MX Ta-
61 ARP HoBbiM cooTBeTcTBHEM IP- 1 MAG-anpecos. Ilockonbky aanHbIit ARP-na-
KET pacchLIaeTcs cam cebe Mo MHMIMATHBE OTIPABUTEJsA, HO B pe3yJbTaTe ero
MOSIBJIEHHUsI BCE KJIMEHTBI CETU OOHOBJISAIOT CBOU Keml-namatu ARP, ero u HazBaiu
camooO6paleHHbIM (gratuitous).

[NosiBnenue camoo6pameHHbIX ARP-makeToB MOXHO OGHAPYXKUTD B psjie CIyda-
eB. Kak ynomunanocs Bbine, cmena IP-agpeca ycrpoiicTBa npuBejeT Kk MOABACHUIO
caMooOpalleHHoro nakera. Kpome toro, npu 3amycke HEKOTOPBIX ONEPALMOHHBIX
CUCTEM NPOUCXOJMT nepefada caMmoobpameHHbix ARP-nmakeToB. A B psise cucrem
camoobpaieHHblie ARP-nakeTsI c1yaT /Ui ITOAAE PXKKH GaTaHCUPOBKU HAarPy3KH.

Mexcetesoi nporokon (IP)

OcCHOBHO€E Ha3HAaY€EHHUE CETEBBIX MPOTOKOJIOB TPEThero ypoBHs Moaeau OSI co-
CTOUT B TOM, 4TOGbI 0GECNEYUTD CBA3b /I OOMEHA JaHHBIMU MEXY y3JIaMH, HAX0-
AAIMXCA B pasHbIx ceTsax. Kak 6bu1o nokasano seime, MAC-aapeca cayxar jist 06-
M€EHA IAHHbIMU B OJJHOM CE€TH Ha BTOPOM YpPOBHE. AHAJIOTUYHO ajipeca Ha TPETheM
YPOBHE CJTy’KaT JUIsi OOMEHA JaHHBIMU MEXy Pa3HbIMU ceTAMU. I 3TOr0 MOXKHO
BOCIIOJIb30BAaTbCsl HECKOJIbKMMM CETEBbIMM NMPOTOKOJAaMM, HO Haubojiee pacnpo-
CTPaHEHHBIM CPEJM HMX sABaseTca npomokoa IP (Internet Protocol — mexcereBoit
NPOTOKOJI), KOTOPbIH B HacTosAlIEee BpeMs UMeeTcs B ABYX Bepcusix: IP Bepcun 4 n
IP Bepcuu 6. Mtak, HauHeM ¢ paccmoTpenus npoTokosa IP Bepcun 4 (IPv4), onpe-
aenenHoro B ctanaapre RFC 791.

Mexcetesoi nporokon sepcum 4 (IPv4)

YTO6bI NOHATH MPUHIMII JEHCTBUA MEXCETEBOTrO MpoTokoaa IPv4, HeoGxoau-
MO 3HaTh, KAKMM 00pa3oM ceTeBoli Tpapuk npoxoauT Mexay cetsamu. [IpoTokon
IPv4 cy’>XUT OCHOBHBIM MCHIOJIHUTEJIBHBIM 3JIEMEHTOM B NpoLiecce OOMEHa AaHHBI-
MM U B KOHEYHOM CYETE OTBEYAET 3a MIEPEHOC JAHHBIX MEXy YCTPOICTBAMH He3a-
BHCHMO OT MECTOIOJIOXKEHUSI KOHEYHbIX TOYEK YCTAHABIHMBAEMOH CBA3H.

IIpocTas ceTb, B KOTOPO# BCE YCTPOICTBA CBA3aHBI Yepe3 KOHLEHTPATOPbI WK
KOMMYTAaTOPbI, Ha3bIBAETCS A0KAAHOU btuucaumensroti cemvio (JIBC). Ecim xe Tpeby-
ercs cesa3aTh Ase JIBC, 3T0 MOXHO C1€/1aTh € TOMOIBIO MapupyTU3aTopa. CloXHbIe
CETH MOTYT COCTOSTH M3 Thicsi4 JIBC, coemmuseMbIx 1o BceMy MUpY ThICSTYaMH Maplil-
pyrusaropos. Cam HUutephner coctout ua muumonos JIBC u MapmpyrusaTopos.

Anpeca nporokona IPv4

B nporoxone IPv4 adpeca npeactasasior coboii 32-pa3psaaHble YnCIa, IPUCBa-
UBAEMbI€ CETEBBIMH AJMUHHMCTPATOPaMHU, KOTOPbl€ OAHO3HAYHO HAECHTU(UIH-
PYIOT YCTPOWMCTBa, MOAKIIOYaEMble K ceTH. Bpsax nu xomy-HuGyap Gyzet yroGHO
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3alIOMUHATh MOC/IEAOBATENBHOCTh €AMHUII U Hy/leH JIMHON 32 6uTa, U noaToMy
IP-azpeca 3anMchIBAIOTCSA C TOMOIIBIO YembiPexKoMnoHeNmHot (MU 0ecAMUwHO-movey-
HOU) cucmemdvl 0003HAUEHUT Hepe3 MoK Y.

B recATUYHO-TOUEUHOU cHMCTEMe 0003HAYEHUH KaX /bl U3 YeThIpeX HabopOB
€MHML U Hylel, cocTapisomux IP-agpec, npeobpasyeTca B 1eCATUYHOE YHUCIO
B npejenax ot 0 xo 255 B ¢popmare A.B.C.D (puc. 7.7). PaccMorpum B kauecTBe
npuMmepa IP-a.zlpec 11000000 10101000 00000000 00000001 B MCXOAHOM ABOMYHOMI
¢opme. OueBuaHO, 4TO B Takoi popMe 3amOMHUTEL MM 3anucaTh IP-agpec ouenn
TPYAHO. A B I€CATUYHO-TOYEYHOI crcTeMe 0603HAYEHUH 3TOT aipeC MOXHO NpeJ-
CTaBUTh Kak 192.168.0.1.

11000000 10101000 00000000 00000001
| | I |
192 168 0 1

L l l |
[

192.168.0.1

Puc. 7.7. IPv4-anpec B gecaTmuHo-ToueYHoM cucteme 0b603HaveHu#

IP-axpec cocTouT U3 ABYX YacTeil, KOTOpbIE UACHTU(PUIUPYIOT KaK caMy cems,
TaK M y3es (MM XOCT), HAXOAAWMIICA B 3TOi ceTH. B ceTeBoil yacTu 3ajaeTca HoMep
JIBC, K KOTOpO#f MOAKIIOYEHO YCTPOMUCTBO, 2 B Y3JIOBOM YaCTH — HOMEP CaMOTO
ycTpoiicTsa B 1aHHO# ceTH. OTHO3HAYHO ONpeJIeNUTh, K KAKOH MMEHHO 4acTH (ce-
TEBOM WM y3/I0BOM) OTHOCATCA cocTabasniomue IP-anpeca, ynaerca ganexo He Bcer-
na. Tlosromy IP-agpeca chHabxaloTcss BCrnoMoraTeIbHOM afipecHoi nndopmaumei,
Ha3bIBa€MOU Mackoi cemu, MO0 (Yale BCEro) — Mackol nodcemu.

B smoti knuze nod mepmunom IP-adpec mv. 6cez0a nodpasymesaem adpec npo-
moxosa IPv4. Janee 6 smoti 2nage 6ydem paccmompena eepcus 6 npomoxona
IP, 6 kxomopoii npumensiomes pasnoie npasuna adpecayuu. Ilosmomy ecaxuii
pas, xozda muL 6ydem ynomurams o6 IP-adpece npomoxosa IPv6, mu. 6ydem
ABHO KA IMO YKAIBLEAMD.

Macka ceTH no3BOJSET BBIAICHUTDb, K KAKOIl HMEHHO YacTH (CETEBOM WM Y310~
BOI1) oTHOCATCA coctaBisiomue IP-agpeca. /IimHa Macku ceTH Takke paBHa 32
6uTaM, rie KaxKAblii GUT C YCTAHOBJIEHHOI eAMHULIEH 0603HAYaET COCTABISIONIYIO
[P-agpeca, OTHOCAYIOCH K CET€BON 9acTH. A OCTaJIbHbIE GUTBI C YCTAHOBJICHHBIMU
HYJIIMH OTHOCATCA K y3JI0BOM YacCTH.

Paccmotpum B kauecTBe npumepa IP-agpec 10.10.1.22 u ero ABou4HyI0 ¢op-
my 00001010 00001010 00000001 00010110. YTo6b! onpeeMTh PacrnojioXeHHUE
KaXJIoH yacTu sToro IP-agpeca, 1ocTaTouHO BOCNIONB30BAaTLCA MacKoi ceTy. B nan-
HOM CJIy4ae MpUMeHseTcsa Macka cety 11111111 11111111 00000000 00000000. dTo
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O3Ha4aeT, 4To nepsas nonosuHa IP-axpeca (10.10 nau 00001010 00001010) uaeH-
TU(¢UUHPYET CETEBYIO YaCTh, a BTOpas nojosuHa (.1.22 wiu 00000001 00010110) —
OTJeJIbHBII y3e/1 (WIM XOCTa) B CETH, KaK I10Ka3aHo Ha puUc. 7.8.

10.10.1.22 = 00001010 00001010 00000001 00010110
| | | |  — 10.10.1.22

255.255.0.0 — 11111111 11111111 00000000 00000000 CeTb XocT
L J U J
v Y

Cetb Xocr

Puc. 7.8. Macka cet onpegenset pacnonoxexue otaensHeix butos B IP-agpece

U kak creayet u3 puc. 7.8, MaCkm CeTH TaKKe MOTYT GbITh 3aIIMCAHbI B 1€CATHY-
HO-TOYEYHOI1 cucTeme obo3naueHuit. Hanpumep, Macky cern 11111111 11111111
00000000 00000000 MOKHO 3anmucaThb Kak 255.255.0.0.

IP-anpeca u Mmacku ceTu 06b14HO 3anuchiBaloTcs B popme CIDR (Classless Inter-
Domain Routing — 6ecknaccosasi MeXa0MeHHas MapupyTu3anus). B atoit popme
IP-appec 3anucpiBaeTCsA IOJTHOCTHIO, a lalee caeAyeT Kocas yepTa (/) U KoIM4ecTBO
6uUT, NpeJCTaBIsAIOMUX ceTeBylo YacTb IP-anpeca. Hanpumep, IP-axpec 10.10.1.22
M MacKy ceTu 255.255.0.0 moxno 3anucaTb B popme CIDR kak 10.10.1.22/16.

Crpykrypa 3aronoseka 8 nakerte |Pv4

[P-anpeca oTnpasuTens U NoxyyaTeasi ABAAIOTCA MIABHBIMM COCTABJISIOMMMH
3arosnioska nakera IPv4, Ho 3To eme He Bce cBeaeHus o nporokoine IP, koTopeie
MOXHO OGHapyXHuTb B nakerte. IP-3aronoBok 10BOJILHO CJIOXKHBIN B CPaBHEHHH C
PaccMOTpeHHbIM paHee 3aronoBkoM nakera ARP. O copepXuT HEMaIo JONOJIHM-
TeJIbHBIX Mosiel ¢ uHgopManuen, noMoraomei nporokoay IP Bbmoanars csou

ynkuym.
Kak nokasano Ha puc. 7.9, 3aronosok nakera IPv4 coctonT u3 ciexyommx nosei.

Mexcetesoit npoTokon Bepcum 4 (IPv4)
(mewyenne | Oxrer 0 1 2 3
Okrer | bur | 0-3 4-7 8-15 16-18 ] 19-23 24-3
0 0 | Bepaun M&E Tin cym6ba 06128 AMHHa
4 32 WaenTudpurauma Onaru l (mewjenme pparmenta
8 64 Bpema xu3nu J Nporokon KonTponbHaa cymma 3aronoska
12 96 IP-appec oTnpasuTens
16 128 IP-appec nonyyarens
20 160 ) Napamerpbl
24+ |192+ DlaHuble

Puc. 7.9. Crpyktypa 3aronoska s nakerte |Pv4
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¢ Bepcus (Version). Bepcusa npumensieMoro nporokosa IP (111 nporokona
IPv4 ona Bceraa 6yxet umMeTh HoMep 4).

e Jlnuna 3aronoBka (Header Length). lnna IP-3aronoska.

e Tun cayx6sb1 (Type of Service). Coctour u3 ¢aros npuopureTa U Kiac-
ca 06CITY)KHUBAHHUA, C IOMOIIBIO KOTOPLIX MapIIPYTH3aTOPbl YCTAHAB/MBAIOT
IPHOPHUTETHOCTD CETEBOTO TPadHKa.

e Oo6mas anuna (Total Length). /Uinna IP-3arosoBka ¢ y4eTOM JaHHBIX,
BKJIIOUYA€MbIX B ITIAKET.

e Hnenrundukannsa (Identification). Unenrudukanmonnslit Homep, ogHo-
3HAYHO OGO3HAYAIOWMIA LEbIi NaKeT WM MOCAE0BATENbHOCTh (parMen-
THPOBAHHbBIX [TAKETOB.

e ®naru (Flags). Onpenensior, ABAsgeTCsA JIM NAKET YAaCTHIO MOCJIEAOBATEND-
HOCTH ()ParMEHTHPOBAHHBIX MAKETOB.

e Cmemenue ¢pparmenTa (Fragment Offset). Ecin naker ¢parmentTupo-
BaH, 3HaYE€HHE B 3TOM MOJIE CIYXKHUT VIS PACTIOIOKEHUs MTAKETOB B MPaBHJIb-
HOM NOPAJIKE.

¢ Bpewms xxu3nn (Time to Live). Onpenenser BpeMs KU3HM NaKeTa, U3Me-
psieMoe B Nepexoax WM CEKYHIaX MPOXOXAECHUs depe3 MapUIPyTH3aTOPhI.

¢ IIporokou (Protocol). O603HauYaeT 3aroI0BOK NPOTOKOJIa TPAHCTIOPTHOTO
YPOBH:, KOTOPbIi MHKAINCYJIMPOBaH B nakeT IPv4.

¢ KonrpoianHas cymma 3arososka (Header Checksum). Mexanusm Bbisis-
JIeHUs1 OMNGOK, MPUMEHSAEMBIIi C I1eJIbIO TPOBEPHUTD, HE MCMIOPYEHO U He Ha-
pyweHo au coaepxumoe IP-3aronoska.

¢ IP-axpec ornpasurtens (Source IP Address). IP-anpec xocra, nocnasuie-
ro Mmaker.

¢ IP-agpec mecta noxyuarens (Destination IP Address). IP-agpec xocTa,
AVIsi KOTOPOTO NMPEAHA3HAYEH TAKET.

¢ ITapametpsl (Options). 3To nose 3ape3epBUPOBAHO VIS JOTIONTHHUTEIbHBIX
napametpos npotoxosa IP, BKIoyas MapmipyTH3alMIO OT HCTOYHHMKA H OT-
METKH BPEMEHH.

o Jannbie (Data). KonkpeTHble 1aHHbIC, MepeaaBaeMble 1o npoTokoy IP.

Bpemsa xu3nun

Daunve nepexsama ip_ttl source. Benuuuna epemenu wuswu (Time to Live —
pcapng u ip_ttl dest.pcapng TTL) onpeaensieT nepyuoa BpeMEHH, KOTOPOE

MOXET MCTe4Yb, MIM MAKCUMAJIBHOE KOJIH4Ye-
CTBO MapUIPYTU3aTOPOB, KOTOPbIE MOXET NMPOHTH MAKET, NpeX/e 4eM OH GyeT aH-
Hy1MpoBaH no nportokony IPv4. BpeMsa »xusHu onpejensieTca Npv CO3AaHHUH
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NaKeTa ¥ OObIYHO YMEHBIIAETCA Ha €/IMHUILY BCAKMIA pa3, KOI/A MMaKeT IepechbulaeT-
cs caeayoumeMy Mapupytusatopy. Tak, ecin Bpemst )KM3HU MAaKeTa PaBHO 2, TO Nep-
BbIii MAPUIPYTHU3ATOP, KOTOPOTrO OH JOCTUTHET, YMEHBUIMT 3TO BpeMs Jio 1 u nepe-
ChLIAET NAKET BTOPOMY MapIIPyTHU3aTOPY. A TOT, B CBOIO O4€pe/ib, YMEHBIIUT BpeMs
XKU3HHU TAKETa A0 HyJIsA, U €CJIM KOHEUHBIH MoJyJyaTesb MAaKeTa OKa3blBAETCA HE B
TeKylleH CeTH, TO TaKoM MakeT aHHy/IMpyeTcs (puc. 7.10).

[ ]
-

D —TTL2 3333 T
[

=]

|

|

TTL3 3333 T2 3333 [Tl 444

fl:u“'.f.}g. Y‘

Puc. 7.10. Bpems xu3um naketa (TTL) ymeHbliaeTcs Ha eanHmLy BCakmii pas,
KOrAQ OH MPOXOAMT YEPE3 MAPLIPYTHU3ATOP

[Toyemy Tak Ba)xHO MMETb B BUAY BpeMs XM3HM makeToB? Kak mpasiio, oHO
NPEJACTABJIAET MHTEPEC TOJNILKO C TOYKH 3PEHUS TOTO BPEMEHH, KOTOpOe TpebyeTcs
AUISL TIPOXOXXAEHUS MAKETa OT €ro OTIpaBUTENs Jo nojyyarens. Ilpeacrasbre, on-
HAKO, [IaKeT, KOTOPbBII JOKEH JOUTH 10 XocTa yepe3 MHTepHeT, npoiias AecsaTku
MapupyTU3aTOPOB. B KaKOi-TO TOUKE 3TOTO MyTH MOXET BCTPETUTLCSA HEBEPHO Ha-
CTPOEHHBIN MapUIPYTHU3aTOP, U3-3a YETO TTaKeT COOBETCS CO CBOETO MYTH K KOHEYHO-
My MECTY CBOETO HazHavyeHHUs. B TakoM cilyuae HeBePHO HACTPOEHHBII MAapIIPyTH3a-
TOP CITOCOGEH CAE1aTh HEMAIO TAKOTO, YTO MOITIO Gbl HAPYIIMTh HOPMAIBLHYIO paGo-
Ty ceTU. B 4acTHOCTH, OH MOXET Pa3oc/aTh MAKET MO CETU B GECKOHEYHOM LIHKJIE.

beckoHeuHbIi UK MOXET BbI3BATb CAMbl€ PAa3HbIE OCJIOXKHEHMS, HO, KaK Ipa-
BUJIO, 3TO MPUBOJUT K aBAPUITHOMY CHOIO KaK OTA€/IbHOM NPOrpaMMbl, Tak U BCEi
OnepanMoHHOMR cucTembl. TeopeTudeckn To e caMoe MOXKET NPOM3OMTH ¢ MaKe-
TaMM B CE€TH, KOTOPbIE OYAYT HMKIMYECKH NEPEMENATBCA MEX/y MapLpyTH3aTO-
pamu. A o Mepe poCTa KOJIMYCCTBA TAKUX [TAKETOB B CETH €€ MPOIYCKHAs CIIOCO6-
HOCTb OyAET NafaTh BILIOTh /IO BOSHUKHOBEHHUS YCIOBHs OTKa3a B OGCTy)XHBAaHUH.
Bo us6exanue 31oro u 66110 BHEJPEHO BPEMst )KM3HH MAKETOB.

O6paTuMcsi K KOHKPETHOMY NpUMepy aHa1M3a naketoB B Wireshark. B wact-
HOCTH, (paiin nepexpara ip ttl source.pcapng cogaepxut asa nakera ICMP. s
AOCTaBKM NAaKeTOB B ceTreBoM npotokose ICMP, paccMaTrpuBaeMoM jJajee B 3TOM
miase, npuMmenserca nporokon IP. O6 aToM MOXHO CyaMTb, pa3sBEpPHYB COOTBET-
CTByIOIYI0 YacThb IP-3arooska B nanem Packet Details. Kak nokasaso Ha puc. 7.11,
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B IAHHOM IIAKeTe MPUMEHsCTCA Bepcus 4 npotokona IP @, winna IP-3aronoska co-
crasssier 20 GaiiT @, o6wast UIMHA 3aroJI0BKa M nosie3Hoi nHdopmannn — 60 Gair

©, a Be/IMIMHA BPEMEHM XU3HM 1akeTa — 128 @.

M Wireshark . Packet 1. ip_ttl_scurce - ] X

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: HewlettP bf:91:ee (00:25:b3:bf:91:ee), Dst: Cisco-Li 66:71:95 (090:21:29:66:71195)
v Internet Protocol Version 4, Src: 10.10.0.3, Dst: 192.168.9.128
@100 .... = Version: 2 @
. 2101 = Header Length: 20 bytes @
Differentiated Se
Total Length: 68 ©
Identifi

Flags: ©Ox0@
t

ices Field: @x@0 (DSCP: CS@, ECN: Not-ECT)

ation: @x728d (29325)

Fragment offset: @
agment offset: @

r checksum: @x8@00 [validation disabled]
Source: 10.10.8.3 @
Destination: 192.168.0.128 @

irce GeoIP: Unkr

Vo.: 1 * Time: R.000000 + Source: 10.10.0.3 - Destination: 192.188,0.128 * Protocok IOMP * Lengeh: 74 * Info: Echo (ping) request id=0a001,

Puc. 7.11. IP-3aronosok ncxogHoro nakera

OcHOBHOE Ha3HauyeHHWe 3Xo-3anpoca 110 nporokojy ICMP — nposepurh cBs3b
MeXJy YCTPOHCTBaMH. B 4acTHOCTH, aHHbIC NOCBLIAIOTCA OT OJIHOTO XOCTa K JIpY-
roMy B BUJC 3anpoca, a MPUHHUMAIONIMI UX XOCT JO/KEH OTIPABUTb 3TH JAaHHbIE
06paTHO B KayecTBe OTBeTa. B ynomsiHyToM Bhile ¢aiine nepexsaTa OAHO YCTPOH-
cTBO ¢ agpecom 10.10.0.3 © noceuraer axo-3anpoc ICMP apyromy yctpoiicTsy ¢
agpecom 192.168.0.128 ©. 3toT nnepsoHavaibHbIii (aiin nepexsaTa GbUI CO3AAH B
XOCTe-OTIpaBUTEIE TIO aJpecy 10.10.0.3.

A Tenepb oTkpoiiTe ¢aiin nepexsara ip_ttl dest.pcapng. B aTom daiine pan-
Hble NepexBaueHbl B XOCTe-MOJgyyaTesne 110 aapecy 192.168.0.128. PazsepHure
IP-3aroJjloBok nepBoro rnakeTa U3 3Toro ¢aiia nepexsaTa, YToObl BbIACHUTD BPEMs
XU3HH JJAHHOTO MaKeTa.

Kak cneayer u3 puc. 7.12, BpeMst )KM3HHM NePBOTO 1makeTa paBHo 127 @, T.e. 0HO
Ha 1 MeHbllle NEPBOHAYAILHOIO BPEMEHH XHU3HH IaHHOTO MAKeTa, KOTOPOE PaBHO
128. J/laxke He 3HAsA CTPYKTYPY CCTH, MOXHO CJ€JaTh BBIBOJ, YTO 002 YIIOMAHYTHIX
BbIILIE YCTPOICTBA pa3/ieIeHbl MAPIIPYTH3aTOPOM, a CJIeOBATEAbHO, BPEMs XKM3HU
NaKeTa I1PY MPOXOXKAECHUH Yepe3 MaplIpyTU3aTOp yMEHbIIAeTCs Ha 1.
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2 bits)
Dell

c9:56:f0 (00:21:70:c0:56:f@)

otocol: IC.. * Length: 74 + Info: Echo (p

Puc. 7.12. Kak cnenyer n3 IP-3aronoska, Bpems X13HM NOKETA yMEHbLWMNOCH
Ha eanHuLy

®parmenraums nakeros IP

Paiin nepexeama ip_ DPpazmenmayus naxemoe — 3To CpeAcTBO npoTokoia IP, o6e-
frag_source.pcapng cpneuuBawoiee HAJIEXHYIO JOCTABKY JAHHBIX 10 PA3HOTHII-

HBIM CETSAM NyTeM pa36HMeHMs II0TOKA JAHHBIX Ha MEJIKHE
¢parmenThl. PparmeHTalMA MAKETOB OCHOBBIBACTCA HA Pa3MePe MAKCUMANLHOZO Te-
pedasaemozo baoxa (MTU, Maximum Transmission Unit) a1s npoTokosa Broporo
KaHaJIbHOTO YPOBHS, a Talke KOH(PUIYPallMH yCTPOMCTB, IPUMEHSIONHUX 3TOT Npo-
TOKOJI. Kak npaBujio, Ha BTOPOM KaHaIbHOM YPOBHE MPUMEHSETCs CETEBOM MPOTO-
kon Ethernet, rae pasmep 610ka MTU no ymonuanuio paseH 1500. 3To o3Hauaer,
uto no cetu Ethernet MmoxHo nepeaarh naker pasmepom Makcumym 1500 6aiit, He
BKouas JuinHy Ethernet-sarosnoska, pasnyio 14 Gaiir.

Hecmompa ma mo wmo umeromes cmandapmmusie 3navenun pasmepa 6roxa
MTU, ouenv wacmo pasmep smozo b6aoxa na Konkpemmom ycmpoiicmee mo-
acem Ovimv usmenen epywnyro. Jauna onoxa MTU yemanasrueaemes oin
KANCA020 OMOEABLHOZO CEMEBOZ0 UHMEPPEUCA U MONCEM USMEHAMBLA 8 CUCTE-
max Windows u Linux, a maxice 6 uwmeppeiicax ynpasisemvix mapupymu-
3amopos.

Koraa ycrpoiictBo roroso k nepeaaue IP-nakera, oHo onpesgesnsieT, CTOMT Jiu
Pa3buBaTh MaKeT Ha (PParMEeHThI, CPABHMBAs pa3Mep JAHHBIX B IAKETE C Pa3sMEPOM
6s10ka MTU Toro cereBoro unrepdeiica, yepe3 KOTOpbIii GyAeT EPEAABATHCS STOT
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naket. Eciu pasMep faHHBIX OKa3biBaeTcs GoJible, 4eM y 610Ka MTU, naker 6yaeT
¢parmenTuposan. IIpouecc ¢pparmeHTalMK NaKETOB Pa3/es€TC HA Clefylolne
CTAAUM.

1.

2.

3.

4.

5.

YCTpOﬁCTBO pa3aeaseT JaHHbI€ Ha KOJIM4YE€CTBO MMAKETOB, Tpe6y10meem Jsg

Hnux YCHCLHHOﬁ nepeaain.

B nosne obweit aaunbl (Total Length) kaxaoro IP-3aronoska 3agaercs pasmep

CEerMeHTa AJId KQKAO0ro q)paI‘MCHTa.

Bo Bcex makerax, KpoMe€ IOCJIE€AHEro B IIOTOKE NaHHBIX, YCTAaHABJINBACTCs

¢rar More fragments (JlonosHuTenbHbIE PparMeHTsl).

B none cmemenus ¢pparmenra (Fragment offset) IP-3aronoska 3agaercst KOH-
KpPeTHOE CMellleHHe /Ul TeKyllero (parMeHTa, KOTopoe OH JOJDKEH 3aHU-

MAThb B ITIOTOKE JTAHHDbIX.

,IIZUICC [IaKCThbI [IEPEAAIOTCH 11O CETH.

daiin nepexsara ip frag source.pcapng GbL1 CO3aH Ha KOMNbIOTEPE C ajape-
coMm 10.10.0.3, nepeaasmum dxo-3anpoc no nporokoxy ICMP ycrpoiicTsy ¢ an-
pecom 192.168.0.128. OGpaTUTe BHMMAHUE HA TO, YUTO B CTOJIOLE U3 naHenm Pack-
et List nepeuncieHsl JBa pparMeHTUPOBaHHbIX [P-nakeTa, nmocjie KOTOPbIX ClIeAyeT
axo-3anpoc no nporokony ICMP. Utak, Haunure ¢ ananmusa IP-3arososka nepsoro

nakera (puc. 7.13).

M Wireshark - Packet 1 - ip_frag_source - a X

Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112
P_bf:91:ee (00:2
v Internet Protocol Version 4, Src: 10.10.6.3, Dst: 192.168.0.128

1:ee), Dst: Cisco-iLi

Q.. .... = Don't fragment: Not
re fragments: Set (1]

:fje

et

IMP (1)

checksum:

n disabled]

8, ID=7474) [Resssembed in

1 - Time: D.000000 + Scerces 10.10.0.3  Destination: 192.168.0.128 - Protocol: IP. 151

P. 15

Infor Fragmented! [P protocol (prato:

Help

Puc. 7.13. 3naueHnus B nonsx More fragments u Fragment offset n3 IP-3aronoska
YKQ3bIBAIOT HA TO, 4TO 3TO PPArMEHTUPOBAHHBIA NaKeT

[TpoTOKONb CETEBOTO YPOBHS
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Kak BuauTe, 3TOT NakeT COCTaBIAET YacTh (PParMeHTa JaHHBIX, UCXO/s U3 3Ha-
JeHu#H B nojsax More fragments u Fragment offset. Eciin nakeTs! apasiorcs ¢gpparmen-
TaMH, To B nosie More fragments GyaeT ycTaHOBIEH COOTBETCTBYIOIUIA piar nam xe
B nosie Fragment offset 6yneT ykazaHO HeHy/leBO€ MOJOXKUTENbHOE 3HaYeHHe. Tak, B
nose More fragments u3a IP-3arosioBka nepBoro nakeTa ycTaHOBJIEH qmar 0, yKa3blBa-
IOIIMK HA TO, YTO NPUHUMAIONIEE YCTPOMCTBO JAOJDKHO NMPEANoaraTh MojaydeHue
elle O/IHOTO NAKETA U3 IaHHOM NMOCNeI0BaTENbHOCTH. A B nosie Fragment offset ycta-
HOBJICHO HyJIeBO€ 3HaueHHe @, yka3blBalollee Ha TO, UTO AaHHbBIA MAKET ABJIAETCA
NepBbIM B IOCJIEA0BATEILHOCTH (PParMeHTOB.

B nosie More fragments IP-3arosioBka Broporo nakera (puc. 7.14) Takke ycTaHOB-
JIeH qmar 0, Ho Ha 3TOT pa3 B noJie Fragment offset safano 3nauenue 1480 A. 370
CBUJETEIBCTBYCT O TOM, YTO pasMep MEPBOTO MaKeTa COOTBETCTBYET pa3mepy 6J10-
ka MTU u coctabasier 1500 6a¥iT, n3 koTopbix 20 6aiiT 3aHnMaer IP-3arososok. ITo-
3TOMY JIAaHHBIE U3 BTOPOTO MOJIyY€HHOTO MAKETA JOJKHbI ObITh IOMELIEHbI B IIOTOK
co cMmeineHueM B 1480 Gaiir.

Frame 2: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: HewlettP bf:9l1:ee (00:25:b3:bf:91:ee), Dst: Cisco-Li 66:71:95 (00:21:29:66:71:95)
v Internet Protoccl Version 4, Src: 10.10.0.3, Dst: 192.168.9.128
@100 ..

= Version: 4

Dif (DSCP: CS@, ECN: Not-ECT)
Total Lengt
Identificat

Vv Flags: @x@l ( Fragments)

Q... .... = Reserved bit:

.@.. .... = Don't fragment
re fragments:

Unknown ]

n GeoIP: Unknown]

IPyv4 ... 1514  Infor Fragmented IP protocol (provo=1CMP 4, %474) [Reassembied i

[ Close Help

Puc. 7.14. 3na4enne B none Fragment offset ysennumsaetcs B 3aBUCHMOCTH
OT pasmepa nakeTos

B none More fragments ua IP-3arosnoBka TpeTbero makera (puc. 7.15) ¢aar ne
ycTaHoBleH @, yKa3biBasi Ha TO, YTO 3TO MOCAEJHUIA (PPArMeHT B IIOTOKE JAHHBIX,
a B mosie Fragment offset 3aano 3HaueHue 2960 ©, nonyyaemoe B pesysbraTe CJIOXKe-
HHSA pasMepOB BTOPOTO U NepBOro naketos (1500 - 20) * 2. Bce atu ¢pparmeHTs!
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MOTYT GBITh PacMO3HAHbI KAaK YaCTh OJHOM U TOM1 JKe MOC/Ie0BATEIbHOCTH JIAHHBIX,
II0CKOJIbKY B mosie uaeHTudukaumuu (Identification) ux IP-3aroioBkoB ycTaHOB/IEHBI
OJIMHaKOBbIe 3HaYeHus ©.

M Wireshark - Packet 3 - ip_frag_source == a X

Frame 3: 582 bytes on wire (4656 bits), 582 bytes captured (4656 bits)
Ethernet II, Src: HewlettP bf:91:ee (00:25:b3
ion 4, Src: 10.10.6.3

1l:ee), Dst: Cisco-Li 66:71:95 (00:21:29:66:71:95)
192.168.0.128

ieader Length: 20 bytes
Differentiated Services Field: @x0@ (DSCP: (S@, ECN: Not-ECT)
568

: @x7474 (29812) o

@... .... = Reserved bit: Not set

= Don't fragment: Not set

s: Not set 9

[Destination : Unknown]
(3508 by

Internet Contrcl Message Protocol

[3 IPv4 Fragm

No,: 3+ Time: 0.000013 * Source: 10.10.0.3 * Destination: 192.168.0.128

Prowocoly ICMP - Langth: SB2 + Info: Echo (jping) request id=0udX)

Puc. 7.15. ®nar 8 none More fragments He ycTaHOBNEH, yKa3blBAs HA TO, 4TO
3TO nocneaHui GparmeHT B MOTOKE AAHHBIX

Tenepsb ¢pparMeHTHPOBAHHbIE NAKETHI MOKHO OOHAPYXHUTb B CETH HE TAK YacTo,
Kak 3TO GbIBAIO mpexae. TeM He MeHee c/lefyeT siCHO MOHUMATbh NPUYMHBI ¢par-
MEHTALMM MAKETOB, YTOObI, OGHAPYXHMB MX, NPOU3BECTH JHATHOCTUKY CETH WIU
BbIIBUTb HEJIOCTAIOIHE (PPArMEHTBI.

Mexcetesoit nporokon sepcum 6 (IPv6)

Koraa 6bu1a coctaBieHa cneuudukanms ceteBoro nporokona IPv4, nukro gaxe
NpeACTaBUTh ce6e He MOT TaKoe KOJMYECTBO YCTPOMCTB, MOAKIIOYEHHbIX K MHTEp-
HETY, KOTOpbIE CYNIECTBYIOT B HacTosllee BpeMsa. MakcMMalbHOE NPOCTPAHCTBO
agpeco no npotokoy IPv4 orpaunumnsanocs Bcero aumsb 4,3 mumapaa. Ho gak-
TUY€CKOE MPOCTPAHCTBO APECOB COKPAIAETCA elle Gosblle, €CIU BbIYECTh AUa-
Ma30HbI A/[PECOB, 3ape3ePBUPOBAHHbBIE LISl CNIELIMAIBHOTO IPUMEHEHHA, BKIIOYAs
TeCTUPOBAaHHE, INNPOKOBEWATEIbHbIN TpadHK U BHYTPEHHHUE a/Ipeca M0 CTaHAap-
1y RFC 1918. HecMoTpst Ha TO YTO GbUIO NPEANPUHATO HECKOJIbKO MOMNBITOK TaK
WM MHaYe 3aJepxaTh ucyepnanue myna IPv4-agpecos, B KOHEYHOM UTOre OCTaJI-
¢Sl €JMHCTBEHHBIN CMOCO6 NMPeo/l0/IeTh JAHHOE OTPaHUUEHHE: Pa3paboTaTh HOBYIO
BepcHIo crnenu@HUKalMH Ha ceTeBoi npoTtokoa IP.
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Takum o6pa3om, Oblaa cocTaB/leHa clielMpUKaLMA Ha ceTeBoil nportoko IPv6,

a neppas ee BepcHs Obl1a BblmymeHa kak ctavaapt RFC 2460 B 1998 roay. B aroit

BEpCUM ObL1 BHEAPEH psll yCOBEPUIEHCTBOBAHHI POM3BOAUTEIBHOCTH, BKIIOYas

HaMHOro 6oJjiee OOLIMPHOE MPOCTPAHCTBO aJipecoB. B 3TOM paszjiesne mMbi paccmo-

TpUM CTPYKTYpy nakera IPv6 u o6cyaum ominuusa nporokonaa IPv6 ot ero npeaie-

CTBEHHHKA B OTHOWIEHU Y OOMEHA JAHHBIMU I10 CETH.

Appeca npotokona IPvé

Jnuna aapecos B npotokose IPv4 orpannumsanacy 32 6uramu, obecneyu-
Basi IIPOCTPAHCTBO, U3MCPABINEEC MUUIMAPJAMU aApecoB. A JUIMHA aJpecoB
B npoTokosie IPv6 coctasasier 128 6ut, urto B 4 pasa Gosnbule U oGecHeUUBAET
NpPOCTPaHCTBO B 2'* ajpecos, 1103BoJIsAOLEe OXBATUTD YHACLM/IIMOHBI XOCTOB
(T.e. TPUIIHOHBI TPUUIMOHOB TPUUIMOHOB). M 3TO BechbMa cymecTBeHHOE yCo-
BeplLIEHCTBOBaHUE!

Ho nockoabky anuna aapecos nporokona IPv6 cocrasaser 128 6ur, To manu-
My IMPOBaTh UMU B IBOMUHOM (popMe oueHb Heyno6Ho. Yame Bcero IPv6-agpec 3a-
NMCHIBAETCA B BUJAEC BOCbMHU /IByXOAaHTOBbIX IPYIN, NPEACTABICHHbIX B IIECTHA/IIA-
TepuuHOit popMe, NprUeM Kax/jas rpynia pasjeisercsa asoetouneMm. Hanpumep,
caMblii npocToii IPvb-agpec BbIMAIUT caeayiomuM o6pasoM:

1111:aaaa:2222:bbbb:3333:cccc:4444:dddd

Disins Ha Takoii afpec, HEBOJIbHO BO3HUKAET TaKasl XK€ MbIC/Ib, KAK U Y MHOTHX U3
TeX, KTO NPUBBIK 3anoMuHath IPv4-anpeca: sanoMuuts IPv6-agpeca npakruyecku
HeBO3MOXHO. M 3TO HeU3OEKHBIH KOMIPOMUCC, HA KOTOPbIH NPHUILIOCh NOUTH
Paay pacliMpeHUsi MPOCTPAHCTBA a/[PECOB.

Bupouem, cToab Heygo6uoe o6osnauenue IPv6-ajpecos MHOTIA MOXHO YIIpO-
CTUTb, CBEPHYB HEKOTOPbIE IPyMNIbl HyJel. PaccMoTpuM B KauecTBe npumMepa cJie-
aylommii IPvb-anpec:

1111:0000:2222:0000:3333:4444:5555:6666

Ipynnbl, cocTosimue u3 HyJIei, MOXKHO MOJHOCTBIO CBEPHYTD, YTOOBI CAEAATh UX
HEBU/IMMBIMH, KaK ITOKa3aHO HHXeE.

1111::2222:0000:3333:4444:5555: 6666

Ho cBepHYyTb MOXHO TOJIBKO OJIHY IPYIIITY HyJI€i, U NO3TOMY CJIeIyIOWUi agpec
CYHUTAETCS HEAEMCTBUTEIbHbIM:

1111::2222::3333:4444:5555:6666
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Crnenyer Takke MMeETb B BU/IY, YTO HAaYalbHbIE HYJM MOXHO HMCKJIIOYMTbH M3
IPvb-anpecoB. PaccmoTpuM B kauecTBe nIpuMepa CeAylomuii aipec, e B YeTBep-
TOM, NATOH U WIECTOM IPyNnax UMEIOTCA HadyalbHble HYJIM:

1111:0000:2222:0333:0044:0005: ff£f: ffff

ATOT azpec MOXKHO NPEACTaBUTDb 6ojiee 3(pPEeKTUBHO NPUBEJIEHHBIM HUXE OG-
pasoMm. besyci0BHO, MONIBb30BAaTHCA TAKUM a[PECOM He Tak npocTo, kak IPv4-axpe-
COM, HO BC€ K€ HaMHOTO Jierye, 4eM B 6oJiee JUIMHHOM 3aMMCH.

1111::2222:333:44:5;:ff££. ff£f

IPvb-agpec Takxke COCTOMT M3 CETEBOM M Y3/10BOM YacTeH, KOTOpPbl€ HEPEAKO
Ha3bIBAIOTCS Cemesbim npedurcom N udenmudurxamopom unmepgeiica COOTBETCTBEHHO.
Pacnpeaenenune 3THX yacTeil MEHAETCA B 3aBUCMMOCTH OT Kaaccu¢uKauumu obme-
Ha JaHHBIMU N0 npoTokoay IPv6. B wacTHOCTH, ceTeBOii Tpaduk MO MPOTOKOJY
IPv6 pasgensercs Ha cieylolMe KaTeropHH: OXHOAApPeCcaTHbIi (unicast), MHOrOa-
ApeCcaTHBIN (multicast) WM ansTepHATUBHBIN (anycast). 3a4acTyi0O aHAIU3UPOBATD
NPUXOAUTCS BHYTPHUKAHAIbHBIN OJHOAJApecaTHbIN Tpaduk, T.e. OOMEH JaHHBIMU
MEXJy YyCTPOHCTBAMH B OAHOM ceTH. PoOpMaT BHYTPHMKAHAIbHOTO OAHOAAPECATHO-
ro IPv6-aapeca B TakoM Tpaduke npusejeH Ha puc. 7.16.

3anonnenue

——
fe80:0000:0000:0000:7a3 1:c1ff:fecb:b256
\ J — J

Npedukc Mnemmbuxarzp unTepdelica

Puc. 7.16. OtgensHbie yacTu BHYTPMKAHANBHOTO
onHoaapecarHoro IPv6-aapeca

BHyTpHKaHanbHbBIE a/ipeca NPUMEHSAIOTCA B TeX CIy4YasX, KOI/Aa AaHHble TpeGyeT-
csl IepeiaTh IPyroMy yCTPOMCTBY B TOM Xe caMOM ceTu. BHyTpukaHaibHbIH azpec
MOXXHO PaCMO3HATh 110 yCTAHOBKE ABOMYHOrO 3HaYeHus 1111111010 B 10 ctapmmx
ero 6UTax M HyJjeil B nocaeayiomux 54 6urax. Takum 06pa3oM, BHyTpHUKaHAIbHbIN
aJipec MOXHO BBISIBUTB IO NEPBOii ero nososuHe B popme £e80:0000:0000:0000.

Bropyio nosoBuHy BHyTpHukaHaibHOro IPv6-agpeca cocraBaser uaeHtudwu-
KaTop MHTepdelica, OAHO3HAYHO OMNpEJENAomMil ceTeBoi MHTepdelc B OKo-
HeuHoM xocTe. B cetsx Ethernet 3ToT naeHTHHKATOP MOXKET OCHOBBIBATbHCSA HA
MAC-aapece cereBoro untepdeiica. Ho pmmna MAC-aapeca He npesbiaeT 48 6uUT.
Yro6b1 3anoaHUTb Bee 64 6uTa, MAC-aapec pasaensieTcss HaJBoe, U Mexay obpa-
30BaBUIMMHUCSA TIOJOBUHAMHU BCTABIAETCSA IIECTHaAaTepUyYHOE 3HaueHue Oxfffe B
Ka4eCTBE 3aM0JHEeHUs, YTOGBI MMONYYUTh B UTOTE€ OXHO3HAYHBIN naeHTHdUKATOP.
U, nakonen, o6pamaercs celbMOil 6GUT B MepBoM GakiTe. ITO AOBOJBHO CIOKHAA
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onepauus, Mo3TOMy pacCMOTPHUM CTPYKTYpy MAeHTH(¢HKaTopa uHTepdeiica, npu-
BeJICHHYIO Ha puc. 7.17, rae ucxoauniit MAC-aapec ycTpoiicTBa, 0603Ha4aeMoro
3THM UAeHTU(PUKATOPOM, GbL1 paBeH 78:31:cl:cb:b2:56. 3aTeM 6GaiiThl mECTHAA-
HaTepu4Horo 3HaueHus Oxfffe GbLIM BCTaBJEeHBI MOCPEAMHE M Jlajee OOpalleH
ceAbMO¥ 6UT B epBoM 6GaiiTe, CMEHMB IIECTHAALIATEpPHUUHYIO NPy 8 Ha a.

3anonHenve

=
7a31:c1ff:fecb:b256
—

MAC-appec MAC-anpec
(nepBan nonoBuHa)  (BTOPas NONOBUKA)
Puc. 7.17. Unentnpmkarop cetesoro mHtepeit-
ca, cocrasnsembii 13 MAC-agpeca storo mHtep-
¢eica u cooTseTCTBYIOWErO 3aNONHEHMA

IPv6-anpeca moryT GbITh peJCTaBIeHbl B ynoMuHaBmekcs panee ¢opme CIDR
aHanoruuHo IPv4-aapecam. B caenyiomem npumepe 64-paspsaaHoe npocTpaHCTBO
aipecoB NpPeACTaBI€HO BHYTPUKAHATbHBIM aJIPECOM:

£e80:0000:0000:0000:/64

Komnosuuus IPv6-aapeca namensaTcs, Koria OH UCNIOJIb3YEeTCS B INIOOAIBHOM OJ1-
HOaJpecaTHOM TpaduKe, HaNpaBaAeMOM Yepe3 OTKpbIThIi MHTepHeT (puc. 7.18).
Ecnu IPv6-aapec npumensieTcsi B TakoM Tpapuke, To IM06a1bHasg O/HOAApecaTHas
nepejaya BbIABIAETCA MO HAIMYUIO KOMOMHanuu 001, yCTAaHOBJIEHHOM B MeEpPBbIX
Tpex 6UTax, Nocje Yero ciaeayeT 45-paspsaHblit npedukc Mob6agibHON MapIIpyTH3a-
uM. ITOT NpedUKC NPUCBAUBAETCS OPraHU3anuaM LleHTpoM no npucBoeHuIo Ho-
mepos HMuTepnera (Internet Assigned Numbers Authority — IANA) u cayxur ais
ORHO3HAYHOTO onpejeneHus IP-npocTpancrea opranusanuu. Cregyromue 16 6ur
BBIAC/IAIOTCA MOJ UAEHTU(PHUKATOP MOJACETH, KOTOPBIH CIYXUT JUI HePAaPXHYeCKOi
ajipecaluy aHaJIOTMYHO ToH YacTu IPv4-asipeca, KOTOpas OTHOCHUTCS K MacKe CeTH.
H nocnexnue 64 6uTa BbIAEAAIOTCA A1 MIEHTH(PUKATOpa ceTeBoro uHTepdeiica,
KaK M BO BHYTPUKaHaJIbHbIX OJIHOAPECATHBIX afpecax. Pasmepn! npeduxca mapmr-
PyTHM3alIMM U MIEHTU(HUKATOPA NOACETH MOTYT U3MEHATBCS.

Npedukc cetn
AL

2001:4860:4860:0000:7a31:c1ff:fecb:b256
« I — J

Y Y
Npeduxc Unentudmkarop WaeHtudukatop
MApLWpyTH3ALHY noaceTn uHTepdenca

Puc. 7.18. OtgenbHbie yacti rnobansHoro nHamengyansHoro IPv6-agpeca
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Cetesoii nporoxon IPv6 o6Gecneynsaer HaMHOTrO Gonbirylo 3¢PEKTUBHOCTD,

4yeM npoToko IPv4 ¢ Touku 3peHns MapiipyTU3aliMM MIAKETOB K UX MOJIyYaTeNIo U

ynoTpe6ieHUs npocTpaHcTBa ajapecoB. Takas agdexTuBHOCTL 0GyCI0BNIEHA GONlee

OGIIMPHBIM MANa30HOM JOCTYIHBIX aiPECOB U NIPUMEHEHUEM BHYTPHUKaHAIbHOM

Y I06AIbHOM aApecaliiy HapsAxy C OXHO3HAYHBIMHU UAEHTU(UKATOPAMH XOCTOB.

Busyanvno omawwums IPv6-adpeca om IPv4-adpecos uenosexy coécem we
mpyono, moezda Kax muoeue npozpammv. va smo Hecnocobnv. Imobo yxa-
samy IPv6-adpec, 6 HeKomopvLx NPULONEHUAX, 8 MOM Uucle bpaysepax uiu
YMUAUMAX KOMAHOHOT CIMPOKU, €20 NPUXOOUMCA JAKAIOUAMD 8 KEAOPAMHblE
ckobku credyrowgum obpasom: [1111::2222:333:44:5:££££]. Jannoe
mpebosanue He ace20a OOKYMEHMUPOBAHO HAOLEHAUWUM 0OPAIOM, NOIMOMY
HePedKo OHO CMAHOBUAOCH UCTROUHUKOM HEOOPAIYMEHUTE AL MHOZUX, K020
onu usyuaru npomoxos IPvé6.

Crpyktypa 3aronoska 8 nakere |Pvé

Daiin nepexsamahttp_  Crpykrypa 3aronobka B makete IPv6 Gbura pacmmpena
ip4and6.pcapng A1 NOJUIEPXKKH ONOJHUTENbHBIX BO3MOXHOCTEHN, XOTA
OHa M pa3paGoTaHa C LEJIbIO YIPOCTUTb €€ CUHTAaKCHUYe-
ckuit anam3. Tenepsp 3arosoBkn UMeIOT GUKCUPOBaHHYIO JUIMHY 40 6aiiT, a He ne-
peMeHHbIH pazmep, TpeGOBaBIIMI paHee MPOBEPATD MOJIE€ AJIMHBI 3ar0JI0BKa JUIA
€ro CMHTaKCMY€eCKOTo aHa/iu3a. JIonmo/IHUTEIbHbIE MAPaMETPhI NPELOCTABIAIOTCA
Gyaroaps paciipeHHIo 3arooBkoB. [IpenMyiecTso Takoro noaxoja 3akio4aeT-
Csl B TOM, 4TO B GOJIBIIMHCTBE MAaPIIPYTU3ATOPOB JAOCTATOYHO 06paboTath 40-6ai-
TOBBIIA 3ar0JIOBOK, YTOGBI NEPEC/IATh MAKET JaJbIIE.
Kak nokasano Ha puc. 7.19, IPv6-3aroji0BOK COCTOUT U3 CJIEYIOIMX MOJIEH.

¢ Bepcus (Version). 3to Bepcus npumeHsemoro nporokona IP (ans npoto-
kona IPv6 ona Bcerna 6yaeT uMeTh HoMmep 6).

e Kinacc tpaduka (Traffic Class). Cryxur a1 Ha3HaueHUsI IPUOPUTETOB
oIpe/c/IeHHBIM KJIACCaM CEeTeBOTro Tpaduka.

¢ Merka noroka (Flow Label). YnoTpe6asieTcst oTnpaBuTeneM 11 OTMETKH
pPA/la MakeToB, NPUHALIEKALUX OJHOMY U TOMy e moToky. Kak npaswro,
3TO MOJIe CIYKUT VIS yIpPaBJIeHUs KaueCTBOM obcayxuBaHus (QoS) u rapan-
THM, YTO NMAKEThl U3 OJHOTO U TOTO € MOTOKA GyAyT HanpaBJEHbI IO TOMY
e CaMOMy MyTH.

e JlmHa nonesHoit nagopmanuu (Payload Length). /Inuna nonesnbix
AAHHBIX, caedyomux nocae IPv6-3aronoska B nakere.

MNpotokonsl cetesoro yposHa 189



Tigm: @it_boooks

Mexceteoi npotokon Bepcuu 6 (IPv6)
(Memenuel Oxrer 0 1 2 3
Oxrey bur 0-3 4-7 8-1 12-15 16-23 24-31
0 0 Bepaua Knacc tpaduxa Menxa nooka
4 32 [lnvna none3HoR uHpopmauun I (nefyiowui 3aronosoK l NpeaenbHoe KanuuecTBo nepexoAos|
8 64
12 96
” — IP-agpec otnpasuTens
20 160
24 192
28 224
" 6 IP-anpec nonyyatena
36 288

Puc. 7.19. Crpykrypa 3aronoeka 8 nakerte IPvé

¢ Cuenyrommii 3aronoBok (Next Header). O6o3nauaeT Hayan1o 3arosoBKa
MaKeTa YETBEPTOTrO YPOBHA, KOTOPbIA BioxkeH nocie IPv6-3aronoska. 3to
noJie 3aMeHseT noJie Protocol B IPv4-3aroJioske.

¢ IIpenenbnoe konugectno nepexonos (Hop Limit). Onpeaenser Bpems
HM3HH MAKETa, U3MEPSAEMOE B KOJIMYECTBE NIEPEXOOB YEPEI MAPUIPYTHU3ATO-
pel. JTo none 3amenseT nose TTL B IPv4-3arosnioBke.

e IP-aapec ornpasurens (Source IP Address). IP-agpec xocta, nocrapummii
MaKeT.

e IP-aapec noxyuarens (Destination IP Address). IP-axpec xocra, ans xo-
TOPOTO MpPeJHA3HAYEH IAKET.

A tenepb cpaBuum nakeTbl [Pv4 1 IPv6, 4TOOBI BBISCHUTD HEKOTOPBIE OTIMYMS
Ha npuMepe Ux aHaiusa u3 ¢aiina nepexsara http ip4and6.pcapng. B nepexsa-
4eHHOM Tpaduke u3 3T0ro (aitia BeG-cepsep GbUI HACTPOEH HA MPOCAYUIMBAHUE
coefuHeHui 1o o6oum nporokonam, IPv4 u IPv6, Ha oaHoM u ToM xe ¢usnue-
CKOM XOCTE. A eIMHCTBEHHBIH KIIMEHT GbUI HACTPOEH Kak Ha [Pv4-axpeca, Tak u Ha
IPv6-aapeca pst mpocMoTpa cepsepa HE3aBUCHMO MO KaX/IOMY U3 CBOMX aPeCOB U
3arpysku cTpaHuubl U3 ¢aiita index.php no nporokony HTTP gyepes npunoxenue
ou6mmoTeku curl (puc. 7.20).

OTkpbIB Qaiin nepexsara, Bbl IO/DKHBI CPa3dy e yBHAECTb, KAKME UMEHHO NaKe-
Tbl OTHOCATCS K KOHKPETHOMY JIMAJIOTy, UCXOAsA U3 aipeCOB, YKa3aHHbIX B CTOJIGLAX
Source u Destination mogokHa Packet List. B vacTHoCcTH, makeTbl 1-10 MnpejacTas-
asot IPv4-norok (T.€. notok 0), a maketst 11-20 — IPv6-noTok (T.e. notok 1). Kax-
AbIA U3 3TUX ITIOTOKOB MOXXHO OTCESATH, Neperast B OkHO Conversations MJIH e BBEAS
KpUTepUii tep.stream == 0 uau tep.stream = 1 B cTpoke PuUIbTpa.

190 Tnaea /



Tigm: @it_boooks

ZAANSN
= /AR

\\sy2
/RN =

Knuent Beb-cepgep
| 66140 | [ HTTP GET /index.php > [ 1721616139 J
[ 2001:dbg:1:2:1002 | r HTTP GET /index.php | 2001:db8:1:2:1000 |

Puc. 7.20. CoeanHenmns ogHux v TeX Xe (PM3IMHECKUX XOCTOB C MOMOLLLIO
pasHbix Bepcui npotokona IP

Bosiee moapo6uo ceresoii nporokon HTTP, orsevaommii 3a o6cayxuBanne
BeG-ctpanun B MHTepHeTe, GyneT paccmoTpen B riase 8, “IIpoTokonsl TpaHcnopT-
HOTO ypOBHs”. A B JAHHOM NpUMeEpE CJIEYET JIUIIb 3AMETHTH, YTO 00CTy)KMBaHUE
BeG-CTPAHMIl OCTAETCS COIIACOBAHHBIM HE3aBUCHMO OT NPHUMEHSIEMOTO CETEBOTO
MPOTOKOJIa HIXKHETo ypoBHA. To ke caMoe MOXHO CKa3aTh U O CETEBOM MPOTOKO-
se TCP, koTopblii Takxke AedCTBYeT corlacoBanHo. U 3To sipkuii npuMep AeiCTBUA
nHKancyrsuud. Hecmorpst Ha To uto npotokonst IPv4 u IPv6 dynkunonupyior
10-Pa3HOMY, 3TO HE OKAa3bIBAECT HMKAKOTO BJIMAHMSA Ha MPOTOKOJIDI, JCHCTBYIOMNE
Ha JIpyTUX yPOBHAX.

Ha puc. 7.21 HenocpeACTBEHHO CPAaBHUBAIOTCA JBa MakeTa, 1 u 11, BbinosHsio-
mue oprHakoByo GyHkipio. O6a nakera otHocATcs K Tuny TCP SYN n npexnasta-
YeHbl JUIsi THULIHHM POBaHUs KIHEHTOM COEIMHEHUA ¢ cepBepoM. YJacTu 3THX nake-
TOB, OTHOCsAIHecs K nportokonam Ethernet u TCP, noytn oMHaKkoBel, TOrAa Kak
4acTH, OTHOCAIMECA K TpoTokoy IP, coBceM pasHble.

Hike nepeuncieHsl OTIMYNA, OGHAPY)KEHHbBIE B PE3YJIBTATE HEIIOCPEACTBEHHO-
ro CpaBHEHHUs 06OUX MAKETOB.

e ®opmatsl aapecos otnpasutens @ u nonydarens ® ommyalorcs.

e Jlnuna IPv4-makera cocraBiaseT 74 Gaiita, a AJIHMHA NMOJE3HBIX JAHHBIX —
60 6aiit @, Brilouas IPv4-3aronoBok, nosesuyio nHgopmaumio u 14-6aiiro-
poii Ethernet-sarosiosok. /inuna nakera IPv6 cocrasaser 96 6aiit, npuuem
40 6aitT npUxOAMTCS Ha oJsIe3Hylo nHpopmanuio @, eme 40 6aitT — na IPv6-
3aroJIOBOK M ocTajlbHble 14 6aiiT — Ha Ethernet-zaronosok. imnua IPv6-3a-
rosioBka paBHa 40 GaiiT, T.e. B 1Ba pa3a G6o.blle, YEM JUIMHA IPv4-3aronoska
B 20 6aiiT, 4TOOBI yuecTb pa3Mep 60jiee KPyMHOTO MPOCTPAHCTBA aIPECOB.
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dandi m] X

» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: Vmware d3:46:dd (0@:0c:29:d3:46:dd), Dst: Vmware 1f:a7:55 (@9:0c:29:1f:a7:55)
Vv Internet Protocol Version 4, Src: 172.16.16,140, Dst: 172.16.16.139
@188 .... = Version: 4
.. 9181 = Header Length: 2@ bytes
¥ Differentiated Services Field: @x88 (DSCP: CS@, ECN: Not-ECT)
eeee e8.. = Differentiated Services Codepoint: Default (@)
...... @0 = Explicit Congestion Notification: Not ECN-Capable Transport (8)
@ Total Length: 68 :
Identification: @xfadf (64223)
v Flags: @x@2 (Don't Fragment)
.. = Reserved bit: Not set
o = Don't fragment: Set
..8. .... = More fragments: Not set
Fragment offset: @
© Time to live: 64
Protocel: TP (6) @
© v Header checksum: @xc6ad [validation disabled]
[Good: False]
[Bad: False]
o Source: 172.16.16.148
Destination: 172.16.16.139
[Source GeoIP: Unknown]
Destination GeoIP: Unknown

Nous I - Time: 0.000000  Source; 172.18.16.140 « Destination: 172.16.16.139 . [SYIV] Seq=0 Win=29200 Len=0 MS5=1460 SACK_PERM=1 TSval=417071 TSecr=0 H

rg

> Frame 11: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
» Ethernet II, Src: Vmware d3:46:dd (@0:0c:29:d3:46:dd), Dst: Vmware_1f:a7:55 (00:8c:29:1f:a7:55)
Vv Internet Protocol Version 6, Src: 2001:db8:1:2::1002, Dst: 2001:dbB:1:2::1000

Packet 11 . hitp_ipdandé - O X

el1@ .... = Version: 6
V. ey ODOE B0 Li.i cue sess e e = Traffic class: @x@8 (DSCP: CS@, ECN: Not-ECT)
cuve OUOD BB.. o.sc asss sewe sees wEa = Differentiated Services Codepoint: Default (@)
.......... @8 .... c... suvs weae ..., = Explicit Congestion Notification: Mot ECN-Capabl..
............ 2800 2000 DOGO 0200 8280 = Flowlabel: Bx00000000

@ Payload length: 48

@ text header: TCP (6)

©Hop limit: 64

®Source: 2001:db8:1:2::1082
Destination: 2001:db8:1:2::1000

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

Now 12 * Time: 4.999280 « Sources 2001:058:1:2::1002 - Destinavon: 2001:068... [SYN] Seq=0 Win=28500 Len=0 M55= 1440 SACK_PERM=1 TSval=418281 TSecr=0 H
; it v oy

I i
! i |

Puc. 7.21. HenocpeacrsenHoe cpasHenue naketos IPv4 (ssepxy)
u IPv6 (BHu3y), BoinonHsiowmx ogHy u Ty xe PyHKumIo
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¢ B nporokone IPv4 Tun BroxeHHoro nakera o603Ha4aercs B noJe Protocol 3a-
rosoBka @, Torxa kak B nporokosie IPv6 — B nose Next header arososka 0,
KOTOPO€ MOXET ObITh TAKXKE MCIIOJb30BAHO JUISl YKa3aHUsl 3arOJIOBKOB pac-
HIMPEHUH.

¢ B IPv4-3aronoBke nMeercs noje TTL @, Toraa kak B IPv6-3arososke Ty xe
¢yHKMIO BRIONHSAET NoJte Hop limit ©.

¢ B IPv4-3aros0Bok BKIIOYAETCS 3HAYEHNE KOHTPOJIbHOM CYMMBbI O, Toraa Kak
B IPv6-3arojioBke OHO OTCYTCTBYET.

¢ [laker IPv4 He ¢pparMeHTHPYETCS, HO BCE e BKJIIOYAET B ce6A 3HAYEHUA Ta-
pameTpoB ¢parmeHTanny @. A IPv6-3arooBok He COAEPXKUT MOAOGHbBIE CBE-
A€HUsl, OCKOJIBKY (PparMeHTanus, eciu O6bl OHAa MoTpeGopanach, 6buia Gbl
PEIM30BaHA B 3aroJIOBKE paclliMpeHUs.

HenocpeacTBeHHoe cpaBHeHHe ceTeBoro Tpaguka o nporokonaam IPv4 u IPv6
AA€T OTIMYHYIO BO3MOXHOCTh MOJIHOCTBIO OLEHUTb OTIMYUA B (PyHKIIMOHMPOBa-
HUU CPaBHUBAEMBbIX IIPOTOKOJIOB.

Onpoc cocepa n npotokon ARP

Daiin nepexeama icmpvé_neighbor  Koraa mMbl paHee o6cyxJanu pasHble KaTero-
solicitation.pcapng puM ceTeBoro Tpaduka, TO NEPEUUCININ Ka-

TErOPUU ORHOAAPECATHOrO, MHOrOaJApecar-
HOTO U WIBTEPHAaTHBHOIO TpayKa, HO He YNOMAHY/IM MHPOKOBEATENbHBIN TPa-
¢ux. B cereBoMm npoTokose IPv6 mmpokosemaTenbHblit TpaguK HE MOJJIEPKHUBA-
€TCs, MOCKOJIbKY OH CYMTaeTCs HeaPEeKTUBHBIM MEXaHU3MOM /LIS NIEPEJAYH JJaH-
HbIX. BeneacTsue atoro npotokon ARP Heslb3s NpUMEHATD 111 OOHAPY)KEHUS XO-
ctamu Jpyr apyra B cet. Kaxk xe roraa IPv6-ycrpoiicTBa cMOTyT OGHAPY>KUTb APYT
apyra?

OTBET Ha 3TOT BONPOC JaeT HOBasl BO3MOXXHOCTb, Ha3bIBaeMasl onpocom coce-
da (neighbor solicitation) n sBasomascs ¢ynkuuei nporokona NDP (Neighbor
Discovery Protocol — npoTokos o6HapyKeHusi COCeei), IS BHITOJHEHUS OCHOB-
HbIX (pyHKUMIT KoTOporo npumensercsa nporokoa ICMPv6, paccmarpusaemblii B
nocjaefHeM pasgene 3Toii masel. C 370 Henbio B nporokoiae ICMPv6 npumens-
€TCsl MHOTOJAPEeCaTHDII THII NIepefavn JAHHbIX, KOTOPbIE CMOTYT MOMYYUTb U 06-
paboTaTh TOJBKO TE€ XOCThI, KOTOPBIE MOAMMCAHBI HA MOTOK 3TUX AaHHBIX. MHOTO-
azipecaTHbI TpadUK MOXHO GBICTPO PacHO3HATh, IOCKOJIbKY Y HETO UMEETCS CBOE
3ape3e pBUpPOBaHHOE IpocTpaHcTBo IP-aapecos (££00::/8).

HecMoTps Ha TO uTO mpouecc npeo6Gpa3oBaHUs aPECOB ONMUPAETCA Ha JAPYrof
MNPOTOKOJI, B HEM NMPHUMEHSAETCS OYEHb MTPOCTas MOCAEA0BATENBHOCTD 3aIIPOCOB U
orBeTOB. PaccMoTpuM B KavecTBe npumepa CUEHapuid, B KOTOPOM xXocTy ¢ IPv6-
aapecoM 2001:db8:1:2::1003 TpebyeTca CBA3ATbCA C JPYTUM XOCTOM, KOTOPBbIA
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o6o3HavaeTcs agpecom 2001:db8:1:2::1000. Kak u B nporokone I1Pv4, nepexaio-
€€ YCTPOHCTBO JOKHO ObITh B COCTOSIHUH ONpee/IMTh KaHaabHbli (MAC) aapec
XOCTa, C KOTOPBIM €My TpeGyeTcsl CBA3aTbCA, MOCKOJbKY CBA3b yCTAHABIUBAETCA
BHYTPH CETH. ITOT NPOLECC HAISIHO IOKA3aH Ha puc. 7.22.

.

QaiinoBbiii cepep

ICMPv6 onpoc cocepa (Tvn 135) 2001:db8:1:2::1001
00:0¢:29:1F:22:a1

AN
/AR

ICMPv6 onpoc cocepa (Tun 135) —_—

~a—— |(MPv6 aHoHC coceaa (Tun 136) _— \'{\J L

IR

Be6-cepsep
2001:db8:1:2::1000
ICMPv6 onpoc cocepa (tvn 135) 00:0¢:29:1F:a7:55

Knuent
2001:db8:1:2::1003
00:0c:29:2:80:31

o

MoyToBbIi cepBep
2001:db8:1:2::1002
00:0c:29:fe:ea: e

Puc. 7.22. Mpouecc onpoca coceaa ans npeobpa3osaHus aapecos

B mannom mpouecce XocT no aapecy 2001:db8:1:2::1003 mochLIaeT MAKET C
coo6menunem Neighbor Solicitation (ICMPv6 type 135), koTopoe o3nadaeT onpoc
coceaa 1 oTHocHTcA K Tuny 135 B npotokose ICMPv6, kaxaoMy ycTpoiicTBy B ceTu
B peXHMMe MHOroaJpecaTHOM nepeaayM, sanpammusas caeayiomee: “Kakoit MAC-
agpec yctpoiictea, nmeomero IP-agpec 2001:db8:1:2::1000? Moit MAC-axpec —
00:0C:29:2£:80:31".

YcrpoiicTBo, KoTOpoMy npucsoeH 3ToT IPvb-aapec, noayunT paHHblii 3anpoc,
OTNPABJIEHHBIII B pEXHMME MHOrOaJipecaTHOH MNepefayv, U B OTBET OTIPABUT
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3anpaimsameMy XocTy naker ¢ coodmennem Neighbor Advertisement (ICMPv6
type 136), koTopoe o3HauaeT aHOHC cocella U OTHOCHUTCSA K Tully 136 B mpoTokose
ICMPv6. dtoT naker, 1o cymecTsy, coaepxxuT Takoit otseT: “IIpuser! Moii cere-
BOI ajipec — 2001:db8:1:2::1000, a moit MAC-aapec — 00:0c:29:1£:a7:55". Kak
TOJIKO JJAaHHBIH NMaKeT GyeT NoJyYeH, MOXHO HAYMHATD Nepeiavy JaHHbIX.

JleiicTBHE JaHHOTO Mpouecca MOXHO HabmogaTe Ha npuMepe (aitia nepexsa-
Ta icmpvé neighbor solicitation.pcapng, rae XOCTy, HAXOAAIEMYCS O a)[peCy
2001:db8:1:2::1003, TpedyeTCA CBA3ATLCA C XOCTOM, PacIoNiOKEHHBIM I10 ajpecy
2001:db8:1:2::1000. PaccMOTpUM nepBbIi NAKET M Pa3BEPHEM €O YacCTb, OTHO-
csimyiocs k nporokony ICMPv6, B nanenn Packet Details (puc. 7.23), uro6b1 06Hapy-
XKHUTb, YTO JAHHBIH NaKeT OTHOCUTCA Kk npoTokoay ICMPv6 Tuna 135 O u OTInpaB-
JIEH U3 XOCTa ¢ aapecom 2001:db8:1:2::1003 XOCTy ¢ MHOTOAAPECATHBIM a/IPECOM
££02::1:££00:1000 @. Mcxoauslii xocT npexoctasun IPvb-anpec xocra-nonyuare-
a5 ©, ¢ KOTOPbIM €My TPeOyeTCsl YCTAHOBUTH CBA3b, HApsAdy ¢ cOGCcTBEHHBIM MAC-
aapecom Broporo yposus @.

Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
Ethernet II, Src: Vmware 2f:80:31 (00

v I

: IPvbmcast_ff:00:108:00

st: Ff02::1:ff00:1000

0x00 (DSCP: (CS@, ECH: Not-ECT)

f:80:31) @

No: £ - T 2001:008:1:2::1003 - Destinavion; F2::1:AD0-1000 - Pro._v& + Length: 86 + Info: Neighbor

Puc. 7.23. lNaker onpoca coceaa

OTBeT Ha 3ampoc cocefa HAXOAUTCS BO BTOPOM IAKETE U3 YIOMAHYTO-
ro Bbime (aiina nepexeara. PazBepHyB 4yacTh 3TOro MakeTa, OTHOCAIYIOCA K
npotokony ICMPv6, B maHenn Packet Details (puc. 7.24), MOXHO OGHApYXHTb,
4TO OH OTHOCHTCA K npotokoay ICMPv6 tuma 136 @ u ornpasjieH U3 XocTa C
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agpecom 2001:db8:1:2::1000 06paTHO XOCTy ¢ ajapecom 2001:db8:1:2::1003 ©.
On Ttake coaepxutr MAC-aapec 00:0c:29:1£:a7:55, cBA3aHHBIH C agpecoM

2001:db8:1:2::1000.

M Wireshark - Packet 2 . icmpvh_neighbor_ ation
pyo_neig

Frame 2: 86 bytés on wire 7{686 bitsr)r, 86 bytes captured (688 bits‘g
Ethernet II, Src: Vmware 1f:a7:55 (@0:0¢:29:1f:37:55), Dst: Vmware 27:80:

v Internet Protocol Version 6, Src: 2001:db8:1:2::1000, Dst: 2001:db8:1:2::
119 .... = Version: 6
. 0080 9800 .... ..., c.ae seas va.. = Traffic class: Ox80 (DSCP:
............ 0000 D000 0000 0008 PBRG = Flowlabel: Ox00202008
Payload length: 32
Next header: ICMPv6 (58)
Hop limit:; 255
Source: 2001:db8:1:2::1000
Destination: 2881:d 1:2::1003
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
| v Internet Control Message Protocol vé
Type: Neighbor Advertisement (136) @
Code: @
Checksum: @x8beb [correct]
v Flags: @x60000000
e... = Router: Not set
slhiee: semm vewe sewe paEE puss g vae = Solicited: Set
Xi diin viem sded Beas sl i¥Ee e = Override: Set
...0 0000 eced 0000 0020 = Reserved: @

Target Address: 2001:db8:1: 300
vV ICMPv6 Option (Target link-layer address : ©0:0c:29:1f:a7:55)
Type: Target link-layer address (2)
Ltength: 1 (8 bytes)
tink-layer address: Vmware_1f:a7:55 (@@:8c:29:1f:a7:55) @

No: 2« Timer DODO2ET + Sourcer 2001:508:1:2::1000 - Destination: 2001:058:1:2:10.. + Infor Neighbor A

cversisament 2001:58:

31 (@0:08c:29:
1803

CS@, ECN: Not-

15202

2f:80:31)

Puc. 7.24. MNaket aHoHca cocega

[To 3aBepuieHUM JJaHHOTO MPOLIECCA XOCThI MO ajpecam 2001:db8:1:2::1003 u
2001:db8:1:2::1000 HauHYT OOMEH NaKeTaMU B OOBIYHOM PEXHUME C 3X0-3aMpOCa-
MM 1 oTBeTamMH 1o nportokoay ICMPv6. 3to, no CYIECTBY, O3HAYAET, YTO MPOUECC
ONpoca COCEIa ¥ ONPEAEIEHUS KAHAIBHBIX a/I[PECOB YCIEMHO 3aBEPUIEH.

®parmeHTauus nakeros IPvé

Paiin nepexeama ipve_
fragments.pcapng

[Moanepxxka PpparMeHTanUy NakeTOB 6bUIAa BCTPOCHA B 3a-
roJ0BoK npoTtokona IPv4 s rapaHTuH, YTOOBI MAKETHI

MOIVIM MIOC/IEAOBATENBHO [IPOXOJUTDH YE€PE3 CaMble Pa3Hble
CETH, B KOTOPBIX pasdmepbl 6;10koB MTU 3ameTHO MeHsioTcs. A B mpoTokose IPv6
¢dbparmMeHTalLUs 11aKETOB UCIIOJIb3YETCs B MEHbIIEH CTENEeHH, MO3TOMY MapaMeTpbl
ee NOJAJIEPXKHU HE BKIIOYAIOTCA B 3aroyoBok IPv6. I1pu aTtom npeanosnaraercs, 4ro
YCTPOMCTBO, lepefaomee naketsl IPV6, nomxHO cHavyana 3anycTUTh Tak Ha3biBae-
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MBIt npouiecc noucka pasmepa 6aoxa MTU, 4ToObI ONIpEEIUTb MAKCUMAJIbHBIN pa3-
Mep OTNpaBIsAEMbIX MAKETOB, Npexae YeM (PaKTUYECKH OTIPaBUTb WX. Eciau xe
MapUIpyTH3aTOP MOJYYMUT MAKEThbI, KOTOPbIE€ OKa3bIBAIOTCA CAUIIKOM JUIMHHBIMU U
npesbliaoT pa3mep 6;10ka MTU Toii ceTH, kyaa OHU HaNPaBAIOTCA, TO OH OTGPO-
CUT UX M BO3BPATUT MepeJalolieMy YCTPOMCTBYy makeT ¢ coobmenuem ICMPv6
Packet Too Big (type 2), T.e. coo6menue nporokosa ICMPv6 Tuna 2 o Tom, uto na-
KCT C/IMIKOM BeJinK. [Tosyums 310 coobuienue, nepeaaioniee yCTpOMCTBO MONbITa-
€TCs CHOBA MOCJIATh MAKET, HO yXe ¢ MeHbMM 610koM MTU, ecam To1bko noao6-
Hoe JIeHCTBHE MOJIEPKHUBAETCHA B IPOTOKOJIE BEPXHETO YPOBHA. ATOT npouecc 6y-
AET NOBTOPATLCA [0 TEX NOP, MOKa He OyeT JOCTUTHYT I0CTaTOYHO MaJbIi pa3mep
610ka MTU uam npenen ¢pparmeHTanuu noae3Hoit uudpopmauuu (puc. 7.25). Cam
MapUIpyTH3aTOP BOOOIIE HE OTBEUYAET 3a (PparMEHTALHMIO NAKETOB, MMOCKOJIbKY OT-
BETCTBEHHOCTD 3a Ollpe/ie/ICHHE NOAXOAALIErO pa3Mepa 6s10ka MTU B Tpaxre ne-
peJlauy U COOTBETCTBYIOMasA (PparMeHTalus IIAKETOB BO3/IAraeTCA Ha Nepeaamniee
YCTPOMCTBO.

[ -
R R )
D& 21<&
v v =
Knuent MapwpyTusarop Mapuwpytu3arop Be6-cepaep
MTU 1500 MTU 1500 MTU 1400 MTU 1500

NaxeT ¢ MaKMaNbHbIM
pasmepom (MTU) 1500 6aitr

~a—— |(MPv6 Packet Too Big (Type 2)

OparmeHTHpoBaHHbIA nakeT IPv6

C MaKcuManbHbim pasmepom (MTU) 1400 6aiir '

Puc. 7.25. Mpouecc noucka pasmepa 6noka MTU s Tpakre nepeaasu

Ecan npoTokos BepxHero ypoBHs, NPUMEHsAEMbI BMECTe ¢ MPOTOKoI0M IPv6,
He B COCTOSTHMM OTPaHMUYHTb M0JIe3HYI0 HHPOPMALIMIO B IIAKETE, TO (pparMeHTanus
BCe elle Heo6XoAnMa. B TakoM ciydae 3arosl0BOK paciiMpeHus st pparMeHTanuu
MOXeT GbIThb BBEI€H B 3arosioBok IPv6. CoorBercTBylommii npumep gpparMeHTanuu
naketoB IPv6 MoxHo HaiiTu B (paiine nepexsara ipv6 fragments.pcapng.

Y npunumalomero ycrpoiicrsa pasmep 6;10ka MTU oxaspiBaeTcst MeHbllle, UeM
y Hepefalomero, ¥ No3ToMy B laHHOM (aiile nepexsara UMEIOTCA ABa ¢pparMeHTH-
POBaHHBIX MAKETa, NPEJACTABAAIOMMX KaX /bl 3X0-3aMPOC U OTBET MO MPOTOKOJIY
ICMPv6. 3aronoBok pacmmpeHusi ¢parMCHTallMY U3 1ICPBOTO M1aKeTa 110Ka3aH Ha
puc. 7.26.
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Teme: O.000000 « Source: 2001:056:1:2::1003 * Dastinason; 2001:058:1:2::1000 + Protocal: IPvS - Length: 1510 « Info: 1Py fragment (=0 mone=y ident=0udie008].

Puc. 7.26. 3aronosok pacwmpenms ans pparmentaumm naxeros IPvé

3aroI0BOK pacuIMpeHHsi pa3MepoM 8 GalT CONEpPXHUT Te XKe caMble CBOHCTBA
¢pparmenTanmu, KOTOpble O6HAPYXKUBAIOTCH B nakeTe IPv4, B ToM uncie 3HaueHne
B nosie Fragment offset @, ¢1ar B mose More Fragments ©, a Takxe 3HauY€HHE B noJI€
Identification @. BMecTo TOro wro6nl MPUCYTCTBOBATh B KAKAOM IaKETe, OH J106aB-
JIIETCSA TOJILKO B KOHEI| 3aroJioBKa MakeToB, TpeOylomux ¢pparMeHTauun. 3ToT
6once 3¢pexTHBHBIH NPOLECC NO-TIPEXHEMY JOMYCKAeT HaJUIEeXALLYIO NOBTOPHYIO
c60pKy pparMeHTOB B NpUHUMAIOILEN cUcTeMe. A eCJIM UMeeTCs JAHHBIN 3aroJo-
BOK pacluMpeHusi, To B nosie Next header GyzeT ykasaH HMEHHO OH, a HE MPOTOKOJI
MHKarncyapyemoro nakera @.

NepexopHbie npotokonsl k IPvé

IPv6-aapeca 10CTaBAAIOT HEMAIO XJIONOT, @ UX BHEJPEHHE MPOUCXOJMIO MEJ-
JIEHHO, MOCKOJIbKY /U1l 3TOTO TPEGOBANIOCH CO3/1aBaTh NEPEXOAHYIO CETEBYIO MH(pa-
cTpyKTYypY. [lns ob6eryenus nepexoja K nporokoay IPv6 ciyxur psajg nporokoos,
JONYCKAIOIUX TYHHEIMPOBaHHE OOMEHA JJIAHHBIMU 1O 11poToKoJy IPVv6 uepes cety,
NOUIE P)KUBAIOUIME TOJBLKO OOMEH JaHHBIMU Mo npoTokoiy IPv4. 1 B 3ToM cMbicae
TYHHEIMPOBAHUE O3HAYAET UHKANCYAALMIO OOMeHa JAHHBIMM 10 npoTokoy IPv6
B naketax npotokona IPv4 nogo6Ho apyrum nporokonaM. Takas mHkancyasums
OObIYHO PEATN3YeTCs OJHUM U3 CJIEAYIOIHX CIOCOGOB.
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¢ Mexay MapmipyTu3aTOpaMH. B 5ToM ciydae TyHHEJIb IPUMEHSETCS MIs
MHKancyasnuu rpaguka IPv6 mexay nepeaaomum 1 NpUHUMAIOIIMM XOCTa-
MU B UX ceTsAX uepe3 ceTb IPv4. Takoli croco6 no3BosisieT UENbIM CETIM 00-
MEHMBATBCA JAaHHBIMU MO npoTokoiay IPv6 yepes npoMexyTouHble KaHAbI,
AEeHCTBYIOUIKE MO MPOTOKOJTY 1Pv4.

¢ Mexxay XoCTOM M MapLIPYTH3aTOPOM. B 5TOM Ci1ydae nHKancyasiums npu-
MEHSETCsl Ha YPOBHE MApUIPYTH3aTOpa IS epPeladu CETEBOTO Tpaduka U3
xocta IPv6 uepe3 cerb IPv4. Takoil cnoco6 mo3BoisieT OTAEABHBIM XOCTaM
CBSI3bIBATHCA € ceTbio IPV6, Haxoxsach B ceTu IPv4.

¢ Mexay xoctamu. B aTom ciyyae opraHusyeTcsi TYHHEAb MEXIy ABYMs KO-
HEYHbIMU TOYKAMHM JUIsl MHKAICyaanuu Tpaduka IPv6 Mexxy xocramu, cno-
COGHBIMU OOMEHUBATbCS JaHHBIMU 10 npoTokory IPv4 wiu IPv6. Tako# cno-
€06 MO3BOJISAET KOHEYHBIM TO4KaM ceTH IPv6 06MeHMBATHCS JAHHBIMH HENO-
CpeACTBEHHO Yepes ceThb IPv4.

B 3TOil KHHMre HeJOCTATOYHO MECTa, YTOGHI MOAPOOHO ONMCATb MEPEXOJHbIE
npoTokobl. TeM He MeHee 06 MX CYIECTBOBAHUU IMOJIE3HO 3HATH HA TOT CJIyvaid,
ec/iM noTpeGyeTcst MX MCCJIEA0BATh, BBINONHAS aHAMIU3 Ha ypoBHE nakeTos. Hwxe
BKpaTILie ONMCHIBAETCSA P Hauboiee ynoTpeGUTENbHBIX MEPEXOAHBIX IPOTOKOIOB.

e 6to4. ITOT NMEPEXOAHOI NMPOTOKO] MHaye Ha3biBaeTca IPv6 over [Pv4 n no-
3BoJIsieT nepeiaBaTh makeTsl IPv6 yepes cets IPv4. OH nomiepxusaer pe-
TPAHCJASATOPBI U MAPIIPYTU3ATOPBI JUIsi 0OecneyeHuss OOMeHa JaHHbIMU 1O
nporoxosy IPv6 Mexay MapmpyTu3aTopaMu, MeXITy XOCTaMH, a TAKKE MEX-
Ay XOCTaMH ¥ MapIIpPyTU3aTOPaMH.

¢ Teredo. [IpumensieTcst A5t OXHOAAPECATHOII Nepeaayu no npotokoiy IPv6
uepe3 cetb IPv4 ¢ ucnonssosanmeM mporokona NAT (Network Address
Translation — 1peo6Gpa3oBaHue ceTEBBIX aApecoB). B aToM ciaydae makerbt
IPv6 nocbuiaiorcs yepes ceTb IPv4 MHKanCyIMpOBaHHBIMU B MAaKEThI TPAHC-
noptHoro npotokoja UDP.

o ISATAP. [1poToKOJ BHYTPHCATOBOM aApecaliuu, JOMyCKalomuil o6MeH JaH-
HBIMU HUCKIIOYUTENIbHO Mexay IPv4- u IPv6-ycTpoiicTBamMu B ceTn no o6pagy
Y IOOOUIO, KaK MEXKY OTACTbHBIMU XOCTAMU CETH.

MNMpotokon MexceTesbix ynpasnsiowmx
coobuwennin (ICMP)

[Tporokoa ICMP (Internet Control Message Protocol) siBasieTcsa cayxe6HbIM
MPOTOKOJIOM, OTBeYaloIuM B cTeke npoTtokosnos TCP/IP sa npepocrasienne nu-
¢dopmanuu, kacaoueics JOCTyTHOCTH yCTPOUCTB, CIyXkO6 WM MapUIpyTH3aTOPOB B
cetu TCP /IP. BoabmNHCTBO UHCTPYMEHTANIbHBIX CPEJACTB U METOAMUK AUArHOCTHKH
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CeTel COCPeNOTOYEHBI Ha O6mMX TUNax coobmeHuit nporokoaa ICMP. Ceresoii
nporokon ICMP onpenenen B crangapre RFC 792.

Crpykrypa 3aronoseka B nakere ICMP

[Tporokon ICMP sapnserca yacToblo nporokona IP u ucnonssyer ero ans nepe-
Ja4M CBOUX COOOLIEHUM. IMporokon ICMP COAEPXXHUT OTHOCUTEILHO HEOOJBbINOI
3aroJIOBOK, U3MEHSIIOUIMHCA B 3aBUCUMOCTH OT €ro Ha3HaueHus. Kak noka3aHo Ha
puc. 7.27, ICMP-3aro10BOK COCTOUT U3 CIEAYIOWMX MOJIEH.

lporokon MexceTeBbix ynpanaioLux coobwienni (ICMP)

(mewyenne | Okter 0 1 2 3

Oxrer bur 0-7 8-15 16-23 24-31
0 0 Tun Ko KonTponbHan cymma
4+ 32+ Mepemennan

Puc. 7.27. Crpyktypa 3aronoeka s nakere ICMP

e Tun (Type). Tun uau kareropus coobueHni B nporokosae ICMP na ocHosa-
Huu cneuuduxanumn RFC.

e Kopa (Code). IToakaTeropus coobmennii B nporokoie ICMP Ha ocHoBanuu
cneunduxanun RFC.

e KonrponbHasa cymma (Checksum). CiayxuT J1si FapaHTHH HEU3MEHHOCTH
ICMP-3aros10BKa ¥ JaHHBIX, KOT/Ia OHU MOCTYNAT K NOJy4YaTeIIo.

¢ Ilepemennas (Variable). YacTb 3arosoBka, M3MEHSIIOWASACS B 3aBUCUMOCTH
oT cojepxumoro noJjei Type u Code.

Tunsi u koabl coobuenmin npotokona ICMP

Kak ormeuanocoh panee, crpykrypa nmakera ICMP 3aBucHT OT ero Ha3HaveHHs,
4TO ONpPEAENAETCA 3HAYEHUAMH B nos1ax Type u Code. Coxepkumoe noss Type U3
3aronoBka nakera ICMP mMoxHO paccMaTpuBaTh Kak onpee/ieHHyIo KaTerOpHIo na-
KeTa, a coJepxxumoe nossa Code — kak ero noakareropuio. Hanpumep, 3anauenue 3 B
nosie Type 0603Ha4a€T, YTO MOJyYaTeNb HEAOCTyNneH. OXHUX TOJBKO 3THX CBEACHMI
SIBHO HEJIOCTATOYMHO /I AMarHOCTUKH Hemnoaanok B cety. Ho ecsn 6b1 3Hauenue 3
6bL10 yKa3aHO U B 1osie Code, 0603HaYast HEJOCTYIIHOCTD NIOPTA, TO HA 3TOM OCHOBA-
HHH MOXHO 6bUIO bl CIEIaTh BHIBOJ, YTO HAa KOMIBIOTEPE MOJIyYaTesi HEAOCTYNEH
NIOPT, Y€Pe3 KOTOPbIi NPEANPUHUMAETCA IMONbITKAa OPraHM30BaTh OOMEH JaHHbIMH.

REIRERRI [loanviil nepeuens munoe u k0006, docmynwvix ¢ npomoxosre ICMP, moxcro

Halimu mo adpecy http://www.iana.org/assignments/icmp-para-
meters/.
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9X0-3anpockl U OTBETHI

Daiin nepexeama Oco6bIM npeamMeToM ropaoctu nporokona ICMP asaserca
icmp echo.pcapng yTW/IMTA Ping, MpUMeHsieMas IS TECTUPOBAHMsI TEKyLIEro

COCTOSIHUSI CO€AMHEHUS MEXAY ycTpoicTeamu ceth. M xoTa
YyTHINTA ping He BXOAMT B cnenudukaumio nporokosa ICMP, tem He meHee, oHa
HNPUMEHSET 3TOT MPOTOKOJ JUIsi PEATU3allUH CBOUX OCHOBHBIX (PYHKUMOHAIbHBIX
BO3MOXCHOCTEMH.

YTo6b1 BOCIIONB30BATHCA YTHINTON ping, BBeUTE ping ip-agpec B KOMaHAHOMK
CTpOKe, 3aMEHMB ip-agpec KOHKpeTHbIM IP-azipecom ycTpoiicTsa B cBoeit ceTn. Ecin
LieJIeBO€ YCTPOMCTBO BKJIIOYEHO, TO Y MCXOAHOTO YCTPONCTBA MOABUTCA MyTb /ISt
nepejadM eMy JaHHbIX. B urore Bbl JO/DKHBI YBUIETh Ha 3KPaHE PEAKIHIO YyCTPOM-
CTBa Ha KOMaHJly ping, €CJIM TOJIbKO 3Ty Iepejady He 3a6J10KupyeT GpaHamaysp.

B npumepe, npuBereHHOM Ha puc. 7.28, IEMOHCTPUPYIOTCS YETbIPE YAAYHBIX
OTBETA C YKa3aHHEM HX JUIMHBI, BDEMEHH Ha Ilepeiavy U MOATBEPXKAEHUE NpUemMa
M BpEMEHHM KH3HM nakeToB. [1o okoHYaHUIO PaboTbl 3Ta yTHWIMTA NPEAOCTABISA-
€T TAKXKe CBOJKY O KOJUYECTBE MEPEAAHHDIX, IPUHATHIX U MIOTEPAHHBIX [IAKETOB.
Ecim npu nepejaue faHHbIX TPOM3OHAET c6011, TO JO/DKHO NMOSABUTHCS COODIIEeHNE
0 €ro IpUUUHe,

Command Prompt - O X

C:\>ping 172,16.16.1

Puc. 7.28. KomaHaa ping npeaHasHayeHa Ans TeCTMPOBAHUS CBA3M
MeXAy y3namu cety

[To cymecTBy, kOMaHAa ping MOCHUIAET MO OY€PEAH NMAKETbl MPOBEPAEMOMY
YCTPOMCTBY M MPUHUMAET OT HETO OTBET, YTOGbI BbIACHHUTD, UMEETCS JIU CBA3b C
3TUM ycTpoiicTBOM (puc. 7.29).

Ixo-3anpoc

Ixo-otBeT

[ FEREEEE X [FEEEERX

Puc. 7.29. KomaHaa ping sbinonxsercs B gsa 3tana
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Hecmompa na mo wmo ymuiuma ping yxce dagno npumensemcs ¢ I'T-ompac-
AU, HA Pe3yasmamst ee pabomvL MOZYM NOGAUAS GPAHOMAYIPbL, 3ANYUEHNBLE
Ha xocmax uau mapupymusamopax. Beov mnozue cospemennsie Gpanomay-
3Pl HAKAAOBIEAIOM 0ZPANUUEHUA HA BOIMONCHOCTIU Yempotcmea peazupo-
eams na naxemv. ICMP. H smo coscem ne nioxo ¢ mouxu 3penus Gesonac-
HOCU, NOCKOABKY IA0YMOIUACHHUKU 00BIUHO OABIYIOMEA YMUAUMOU ping,
UMODBL GBACHUMS DOCTYNHOCMS XOCMA 048 UX 3406pe0nvx deticmeui. Ho ¢
mo xe epemMa Hasuuue Gpanomayspoe unozoa ampyousem OuazHoCcmMuxy
cemu, nockoAvKy 6bLi0 6t HEY00BAEMBOPUMELLHO 3aANYCMUms ymuaumy ping
048 NPOGEPKU COCTMOAHUA CBAIU C YCMPOUCTEOM U HE NOAYUUMD OM He20 Om-
6em, 3aparee 3NAK, UMO C IMUM YCMPOUCTEOM MONCHO NOOOEPHCUBAMD HOP-
MANBHYI0 CEA3D.

JleficTBUE YTUINTDBI Ping CAYKUT OTIMYHBIM IPUMEPOM NPOCTOro O6GMEHa JAaH-
HpiMU 110 nipoTokoay ICMP. ITaketst u3 ¢aiina nepexpara icmp echo.pcapng ae-
MOHCTPHPYIOT, 4TO NPOUCXOIUT MPHU BbINOJHEHUH YTHINTBI Ping.

B nepsom naxere (puc. 7.30) u3 panHoro ¢aiira AEMOHCTPUPYETCS, YTO XOCT
no ajapecy 192.168.100.138 nocChbLIa€T MAKET XOCTY, HAXOAALIEMYCA MO ajJpecy
192.168.100.1 @. Eciin pasBepHyTh 4aCTh 3TOTO IAKETA, OTHOCSINYIOCH K MPOTO-
koay ICMP, To Tun naketa ICMP MoxHo onpeaenuts, msaas Ha noas Type u Code.
B raHHOM cilyyae makeT OTHOCUTCH K Tuny 8 @, a ero koA paBeH Hy1o ©, ykasbl-
BasA Ha 3xo-3anpoc. (IIpunoxenne Wireshark pgomxHo mosackasars, 4To MMeHHO
oTo6paxaeTcs B nojax Type u Code.) Ho nocnare axo-3anpoc — aTo b noJyie-
na. Beap peub uaer o npocrom nakere ICMP, koTOpbIH NOCBUIAETCS C MOMOILBIO
nportokona IP u coaepxut HebGobwON 06beM AaHHbIXK. [TomMumo Tuma, koxa u
KOHTPOJIbHOM CYyMMbI, UIMEETCsl IIOPAAKOBBIH HOMEp 11 O6beANHEHUs 3alPOCOB
Y OTBETOB B Mapbl, @ TAK)XE [IPOM3BOJIbHAS TECTOBAsA CTPOKA B MEPEMEHHOI YacTH
naketra ICMP.

IR  dmobo: e nymams mepmunst 9x0 u ping, credyem umems é 6udy, wmo ping —
MO HA3BANUE YMUNLUMDL, NPUMEHAEMOU OAA OMNPABKU NAKEMOE C IXO-
sanpocamu no npomoxony ICMP.

Bropoii nakeT B JaHHOI MOCI€10BaTEILHOCTH COCPKUT OTBET HA 3X0-3aMPOC
(puc. 7.31). B wacTi JaHHOTO NaKeTa, OTHOCAMEHCs K 1poTokosy ICMP, ykazan HY-
nesoit Tun @ u HysneBoit ko @, UTO, 110 CylECTBY, 0GO3HAUAET IXO-OTBET. A 1O~
CKOJIbKY OPSIIKOBbIE HOMEPA U UIEHTH(PUKATOPBI BO BTOPOM U B [I€PBOM MaKeTax
coBmazaioT ©, TO MOXHO CAeNaTb BBIBOJ, UTO JAHHBIA 3X0O-OTBET COOTBETCTBYET
3X0-3aMpPOCy U3 MPEAbIAYHIErO I1aKeTa. 3HaUY€HUs B COOTBETCTBYIOUIMX MOJAX YKa-
3aHbl B popmare ¢ o6pathbiM (BE) u npsameim (LE) nopsinkom ciiegoBanus 6aiToB.
HHbIMM c1OBaMHU, B 3THUX NOJISAIX NPEACTABJIEHbI JAaHHbIE B TOM MOPSAJIKE, B KAKOM
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OHH JIOJDKHBI GBITh 06paboTaHbl B KOHKPETHOI KOHeuHol Touke. Kpome sxo-oTBe-
Ta, BTOPOH MaKeT COAEPXHUT TaKylo e 32-6aHTOBYI0 CUMBOJIbHYIO CPOKY AAHHBDIX,
KaK M B NepeJaHHOM 3xo-3anpoce. Kak Toibko BTOPOI makeT GyAeT mosydeH o

azpecy 192.168.100.138, yruauTa cooOmUT 06 yIayHOM 3aBEPHIEHUM NPOBEPKH
CBA3M.

M Wireshark . Packet 1. icmp_echo

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: CompalCo_b8:59:b1 (@8:16:d4:b8:59:b1), Dst: Ciscolnc_4b:c@:7f (@@:12:8@:4b:c:7f)
Internet Protocol Version 4, Src: 192.168.100.138, Dst: 192.168.100.1 o
v Internet Control Message Protocol
@ Type: 8 (Echo (ping) request)
eCcde: ]
Checksum: @x145c [correct]
Identifier (BE): 1280 (0x08500)
Identifier (LE): 5 (@x9005)
Sequence number (BE): 13312 (0x3409)
Sequence number (LE): 52 (@x0834)
v Data (32 bytes)
Data: 636465666768696a6b6c6d6e61707172737475767761. .

[Length: 32]

No.: 1 - Time: 0.000000 - Source: 192.168.100.138 + Destination: 192.168.100.1 - Protocol ICMP - Lengths 74 - Infor Bcho (ping) request id=00500, seq=13312/52, ti=128 (reply &

o]

Puc. 7.30. Maker ¢ sxo-3anpocom no npotokony ICMP

M Wireshark . Packet 2 . icmp_echo

Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: CiscoInc_4b:c@:7f (90:12:80:4b:c8:7f), Dst: CompalCo_b8:59:bl (0@:16:d4:b8:59:b1)
Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.138
v Internet Control Message Protocol
" Type: @ (Echo (ping) reply)
@ code: @
Checksum: @x1c5c¢ [correct]
Identifier (BE): 1280 (@x8500)
Identifier (LE): 5 (©x0005)
© sequence number (BE): 13312 (@x3400)
Sequence number (LE): 52 (0x0034)
{Request 1
[Response time: ©.776 ms]
v Data (32 bytes)
‘, Data: 6162636465666768696a6b6c6d6e6f707172737475767761...
[Length: 32]

1

rl= 255 (raquest in 1)

Cose | Help

No.s 2+ Time: 0.000776 + Source: 192.168.100.1 - Destination: 192 168.100.138 - Protocok... - tengeh: 74 « Info: Echo (ping) reply id=00500, seq=13312/52.

Puc. 7.3 1. Maker ¢ 3xo0-otsetom no npotokony ICMP

YToObI yBEIMUNTD PA3MEP 3aMOJIHAEMOrO JIAHHBIMU MOJIS B 3X0-3aMIPOCE U TEM
CaMbIM NPHUHYAUTb K (PparMeHTalluM MAKETOB, MOXHO BOCIOJIb30BaTbCs COOTBET-
CTBYIOIIMM IIapaMeTPOM (-s B cuctemax Unix u -1 B cucreme Windows) KkoMaH/ibl
ping. Takas HEOGXOAUMOCTb MOKET BO3HUKHYTh IIPH NPOBEAEHUU Pa3JNYHBIX BU-
AOB IMAarHOCTHKH ceTel, Iie TPeGyIoTCa MEHbIINE Pa3Mepbl (PParMeHTOB.
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ITpouseorvnsuii mexcm, ynompebrsemviii 8 sxo-3anpoce no npomoxory ICMP,
MOKcem Npeocmasiims 0cobbill unmepec AL NOMEHUUALLHOU AMAKU CO CMO-
ponvL anoymviunennuKos. B uacmnocmu, anoymsiuienHuKy Mozym 60cnons-
306aMbCA UNPOPMAUUEL 6 3ANONHALMOM NOSE IXO-3ANPOCA ONA ONpedereHus
MUNA ONEPAYUOHHOU CUCTEM DL, 00 yNpasienuem Komopou pabomaem npose-
paemoe yempoiicmeo. Kpome mozo, an0ymviuiennurxu mozym nomeuams 6 5mo
nose neborvuue Gpazmenms. dannvLx 048 CKPHMOU ux nepedauu no cemu.

Yrmunurta traceroute

Daiin nepexeama j_cmp_ Yruaura traceroute CJYXKHUT JJIS1 BBISABJICHUS IYyTH IPO-
traceroute.pcapng XOX/I€HUsl TIAKETOB OT OJHOIO YCTPOMCTBA K JPYyromy.

B npocToit ceTn 3TOT yTh MOXET IPOXOAUTD Yepe3 eAUH-
CTBEHHbI! MapHIPyTU3ATOP UM BOOOGIIE 6€3 Hero. A B CJIOXKHOI CeTH IaKeTaM, BO3-
MOXHO, NIPUAETCS MPOUTH Y€pe3 AECATKH MapUIPYyTU3aTOPOB, YTOObI JOCTUTHYTD
KOHe4Horo mnoaydarens. CiaexoBaTenbHO, Al JMArHOCTUKHM CBA3M OYCHB BAXHO
MIMETb BO3MOXHOCTb NPOCIEANTb KOHKPETHBIH MyThb, 110 KOTOPOMY I1IAKEThI POXO-
JAT OT OJJHOTO M€CTa Ha3HAY€HUs K JPyromy.

Hcnonbays nporokosn ICMP (u B He3HaunTenbHoi crenenu nporokon IP), yru-
auTa traceroute MOXeT OTOOGPa3suUTh MyTh NMPOXOXAeHUsA nakeros. Hanpumep,
nepsBblii nakeT u3 (paiiia nmepexpaTa icmp traceroute.pcapng O4eHb MOXOX Ha
3X0-3aMpOC U3 Npebiaylero npumepa (puc. 7.32).

B nepexsaueHHoM Tpaduke U3 JaHHOTO NMpUMEpPa MaKeTbl GbulM copMu-
poBaHbl 10 KoMaHje traceroute 4.2.2.1. YToOGbl BOCNOJIB3OBATHCA YTHUIMTOM
traceroute B Windows, BBeaure KoMaHZy tracert ip-agpec B KOMaHAHOM CcTpoO-
Ke, 3aMEHMB ip-afgpec Ha KOHKpeTHbIM IP-aapec Toro ycrpoficTsa, nyTh npoxox-
A€HMs [TAKETOB K KOTOPOMY TPEGYETCs BbIABUTb M NPOCAEAUTD. A JUISi TOrO 4TOGBI
BOCIOJIb30BATbCA yTUINTOM traceroute B Linux wau Mac OS X, BBeuTe koMaHy
traceroute ip-agpec.

Ha nepsblit B3MIAA, 3TOT MaKeT COAECPXKHUT MPOCTOI 3X0-3anmpoc © U3 xocra,
HaxoJsuerocs no ajapecy 192.168.100.138, k xocTy, PacCIoIOKEHHOMY IO apecy
4.2.2.1 ©, 1 no3TOMYy BCE COAEPKMMOE TOH YACTH JAHHOTO NAKETa, KOTOPOE OT-
HoOCHUTCs K IpoTokony ICMP, BbInissauT Takum ke 06pa3oM, Kak M IpH (poOpMaTHPO-
BaHMHU MAKeTa ¢ 3x0-3anpocom. Ho ecam passepnyTs IP-3aronoBok jaHHoro nakera,
TO MOXHO 3aMETHUTbD, UTO B MnoJie TTL 3TOro 3arojIoBKa yCTaHOBJIEHO 3HaueHue 1 @.
JTO O3HAYAET, YTO JAHHDBIN MaKeT GyeT aHHYIMPOBAH Ha NIEPBOM X€ MapLIpyTH3a-
TOpe, KOTOPOTO OH AOCTUTHET. A nockonbky IP-anpec nonyyarens nakera 4.2.2.1
SIBJIIETCS MEXKCETEBBIM, TO, KaK U3BECTHO, MEXIY MUCXOAHBIM M LENEBbIM YCTPOIi-
CTBaMHM ZI0JDKEH HaXOAMUTbCA XOTs 6b1 0AMH MapupyTu3aTop. CreaoBaTebHO, JaH-
HbIf NaKeT HUKOMM OOpPa30M HE CMOXET JOCTUTHYTbh MECTAa CBOErO Ha3HAYEHMS.
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H 3To Xopouo, NOCKOJIbKYy YTHAUTA traceroute MojaraeTcs Ha TO, YTO JAHHBIA
NaKeT JOCTUTHET JIMIIb [IEPBOTO MapIIPyTU3aTOPa Ha CBOEM ITyTH MPOXOXACHMSI.

Ml Wireshark . Packet 1. icmp_traceroute = O X

Frame 1: 106 bytes on wire (848 bits), 106 bytes captured (848 bits)
Ethernet II, Src: CompalCo_b8:59:bl (@@:16:d4:b8:59:bl), Dst: CiscoInc_4b:c@:7f (00:12:80:4b:c0:7f)
v Internet Protocol Version 4, Src: 192.163.100.138, Dst: 4.2.2.1 ‘)

0100 ....
... 0101 = Header Length: 20 bytes
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 92
Identification: @xff51 (65361)
Flags: 9x00

= Version: 4

Fragment offset: @

Time to live: 1 @

Protocol: ICMP (1)

Header checksum: @x8fla [validation disabled]
o 92.168.100.138

nation: 4.2.2.1

De
[Source GeoIP: Unknown]

IP:
v Internet Control Message Protocol

[Destination Ge Unknown]

Type: 8 (Echo (ping) request) G)
Code: @

Checksum: @xbaff [c
Identifier (BE):

Identifier (LE): S

rrect]

(0x0500)

0005 )

14336 (@x3800)

56 (9x9038)

Sequence number (
Sequence number (LE):
[No response seen]
Data (64 bytes)

No.: 1 + Time: 0.000000 - Source: 192.168.100.138 + Destination: 4,2.2.1 * Protocol: ICM...th: 106 + Info: Echo (ping] request id'= 00500, seq=14336/56, cti=1 (no response found

r Close J Help

Puc. 7.32. Maker ¢ 3xo-3anpocom no npotokony ICMP u sHayennem 1,
yCTaHoBneHHsIM B none TTL

BTopoit makeT, Kak U Ipe/IoNaraloch, COAEPKUT OTBET OT MEPBOrO ZOCTUTHY-
TOrO MapUIPyTH3aTOPA Ha IyTH HPOXOX/ICHHUSA K noaydaresmio (puc. 7.33). Iepsbiit
MaKeT JOCTUT YyCTPOMCTBA Mo ajapecy 192.168.100.1, rae 3HayeHue B nose TTL ero
IP-3aros0BKa GbUIO YMEHBUIEHO IO HYJIsl, COOTBETCTBEHHO €r0 HEJb3s NepelaBaTh
Aanbuie. [ToaToMy MapmpyTusaTop NpUcial MakeT ¢ oTBeToM no nporokosy ICMP.
ATOT makeT OTHOCUTCA K Tvy 11 @, 1 eMy npucBoeH koA 0 @, a 3To 03HAYaeT, 4To
HOJIy4aTe/ b HEAOCTHXKUM, IIOCKOJIbKY BPEMS XH3HH I1aKeTa ObLI0 MPEBbIMIEHO MPH
nepexojie yepe3 MapIupyTH3aTop.

Takoit maker ICMP uHoraa eme Ha3bIBAIOT NaKemoM ¢ 08yMA 3A20A06KaAMU, TIO-
CKOJIbKYy B CaMOM KOHII€ TOH €ro 4acTH, KOTopasi OTHOCUTcA K npoTtokony ICMP,
copepxutcs konus IP-3aronoska © u gannsie nporokosa ICMP @, xoTopele 6buin
OTIPABJIEHbI B UCXOJHOM 3XO-3anpoce. ITU CBEJEHUS MOTYT NPUHECTH HEMAIYIO
NOJIb3y NPU AMATHOCTHKE CETEM.
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‘ Wireshark - Packet 2 - icmp_traceroute - O X

Frame 2: 70 bytes on wire (560 bits), 70 bytes capi:ured (56@ bits)
Ethernet II, Src: Ciscolnc 4b:c@:7f (00:12:80:4b:c@:7f), Dst: CompalCo_b8:59:b1 (00:16:d4:b8:59:b1)

v Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.138

0100 .... = Ve 4
. @101 = Header Length: 20 bytes
Differentiated Services Field: @xc@ (DSCP: (S6, ECN: Not-ECT)

Total Length: 56

Identification: @x491a (18714)

Flags: 8x00

Fragment offset: @

Time to live: 255

Protocol: ICMP (1)

Header checksum: @x280e [validation disabled]
S e: 192.168.100.1

tination: 192.168.100.133

ource GeoIP: Unknown]

[Destination GeoIP: Unknown]
v Internet Control Message Protocol
OType: 11 (Time-to-live exceeded)
QCcdr:: ® (Time to live exceeded in transit)
Checksum: @xfaff [correct]
e Internet Protocol Version 4, Src: 192.168.100.138, Dst: 4,2.2.1
0" Internet Control Message Protocol
/pe: 8 (Echo (ping) request)

Checksum: @xbaff [in ICMP error packet]
Identifier (BE): 1230 (9x0509)
Identifier (LE): 5 (©x0005)

Sequence number (BE): 14336 (@x3800)
Sequence number (LE): 56 (@x8833)

Puc. 7.33. [aker c oteetom no nporokony ICMP ot nepsoro mapwpyTusatopa
HQ YT NPOXOXAEHNS

OnucaHHbIi BbIIE TPOLECC OTNPAaBKU MAKETOB C MUHUMAJIbHBIM 3HAYCHUECM
B nosie TTL ux IP-3aro/ioBka NpOMCXOAUT €lle HECKOJBKO pa3, MpexJe dem Oyaer
nosyyen naket 7. M 3xech HaGmogaeTcs TO Xe caMoe, YTO M B [IEPBOM IMAKeTe, HO
Ha 3TOT pa3 B nose TTL cootBeTcTByOMmero IP-3arosoBka ycTaHOBJIEHO 3HaYeHHE
2, rapaHTupyoll€ee, YTO NaKET AOCTUTHET MApIIPYTH3aTOpPa Ha BTOPOM IlepexoJe,
npex/e 4eM oH GyaeT aHHyauposaH. Kak u cjieioBaso oxuaarsb, oTBET OyAET 10.1y-
Y€H OT MAapUIPYTHU3AaTOPA HA CJAEAYIOUIEM Nepexo/e Mo aapecy 192.168.1.1 ¢ temu
e caMbIMU coobmeHUsaMH 1o nporokoay ICMP o HegocTHXUMOCTH nosryyaTes u
NPEBbINIEHUH BPEMEHH XKU3HH NaKeTa.

ITOT mpouecc ¢ yBeIMYEHUEM 3HaueHUs B nose TTL mpojpomkaeTcs A0 Tex
nop, noka He GyA€T JOCTUIHYT HoJy4aTenab 1o ajgpecy 4.2.2.1. Ho npexae uem
3TO NPOU3OMUIET, UCTEYET BPEMS OXKMJIAHMA 3aMpoca, KaK cJAeXyeT U3 CTPOKU 8
Pe3y/IbTaTOB, BHIBOAUMBIX YTHJIMTOM traceroute Ha akpan (puc. 7.34). Kak xe
TOIZA JAHHBIA MPOLECC MOXET 3aBEPUIMTbCA YCNEUIHO, €CJIM BPEMs OXHJIaHHsA
3anpoca Mo MnyTH €ro NpoxoxaeHus ucreder? Kak nmpasuio, 3To MpoucxoauT B
TOM CJIy4yae, eCJIM MapupyTusaTop He orbeuaeT Ha ICMP-3anpocer. Takoi mapm-
PyTH3aTOp MO-NIPEXHEMY IOJYYa€T 3alPOC M MEPEChIAET JAaHHbIE CAEAYIOUIEMY
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MapumpyTusaTopy. FIMeHHO mo3ToMy MBI MOXKEM OOHAPYKUTb CJIEAYIOIHIA Tepexos
B CTpOKe 9, Kak MoKa3aHo Ha puc. 7.34. Ha gannom nepexoje npocrto He 6bu1 chop-
muposaH naker ICMP ¢ coobumeHneM o npeBbIlICHUHM BPEMEHH )KU3HH, KaK 3TO
HMeJIO MeCTO Ha APYrux nepexogaax. Eciu yrunura traceroute He noJjy4yaer oTseT
4yepes 3aJaHHbI UHTEPBAI BPEMEHH, OHA YBEJIWYUBAET Ha 1 3Hauenue B nose TTL
U [IPOCTO MEPEXOAUT K CJIEAYIOIIEMY 3aITPOCY.

Taxum o6pa3om, B X0/1€ ONIMCAHHOTO BBIlIIE IIPOIlecca YTUANUTA traceroute cBs-
3bIBAJIACH € KAX/AbIM U3 MAapIIPYTHU3aTOPOB, HAXOAALUIMXCS HAa MYTH NPOXOXAECHUS
MAKETOB, CTPOS MONYTHO KapTy MapLIpyTa K MeCTy UX HasHaueHus. [Ipumep takoi
KapTbl IPUBEJEH Ha puc. 7.34.

¥ Command Prompt - m} X

C:\>tracert 4.2.2

Tracing route to a lvers.levels.net [4.2.2.1]
over @ maximum of 3

RICREZGRG [172.16,16.1]

-3.lightspeed.tukrga.sbcglobal,.net [17

76.201.208.162
181

1
3
4
.1
5
6
7
8
-]

1]

Puc. 7.34. lNpumep pe3ynbTatos, BLIBOAUMDIX HQ IKPAH YTUAMTOMN traceroute

ITpusedennoe 30ecy onucanue ymusums, traceroute ommocumcs 8 OCHOGHOM K
Windows, nockorvky 6 smoi ymusume npumenHsemcs, UCKAOUUMEALHO TPOMOKON
ICMP. A 6 Linux ymusume traceroute npucywa meckorvko 6oivuan ynusep-
canvnocms. B wacmuocmu, 018 npocremcusanus nymu, no Komopomy npoxoosam
naxemui, 6 IMOU YMUAUME MOYM NPUMEHAMBCA U Ofyeue cemegbie NPOMoKoLsL,
nanpumep UDP.

Mporokon ICMP sepcum 6 (ICMPvé)

O6HoB1enHas Bepcus npoTokosa IP onupaercs B 3HaUMTEILHOM CTENEHU Ha
npotokosx ICMP a5 BoInoHeHUst TAKMX (PYHKIIMI, KaK ONPOC coce/la Uau OGHapy-
XEHHE NYTH MPOXOXIECHUSA NMAKETOB, KaK IEMOHCTPUPOBAJIOCh B PaCCMOTPEHHBIX
panee npumepax. [Iporokon ICMPv6 onucan B nokymenre RFC 4443 u npeanasna-
4eH Ui MOJUIEPXKKH psja BO3MOXKHOCTEH, Tpe6GyloImUXca A1 HOPMaIbHOTO (PyHK-
IIMOHMPOBaHUA 1IpoToKoa IPv6, Hapsaay ¢ 1ONOIHUTENBLHBIMU YCOBEPIIEHCTBOBA-
HUAMH. B 3T0# KkHuUre npoTokon ICMPv6 He paccmaTpuBaeTcs OTAENBHO NOTOMY,

4YTO B HEM IPUMEHAETCS Takas e CTPYKTypa 3arojloBKa IaKeTa, Kak U B MaKeTax
ICMP.
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Kak npasuno, nakersi ICMPv6 paszensiorcs Ha kaTeropuu cooGueHHH 06
omubkax UM MHPOPMAMOHHBIX coobmenmii. [ToaHbIil nepedeHs THIOB U KO-
AOB, JOCTYNHbIX B poTokoe ICMPv6, MoxHO HaliTH Ha BeG-cTpaHHUIe OpPraHu3a-
uuu IANA no agpecy http://www.iana.org/assignments/icmpvé-parameters/
icmpvé6-parameters.xhtml.

B 3Toii maBe GbuUIM MpeAcTaBjIeHbl HauGoJee BaXHbIE MPOTOKOJbI CETEBO-
rO yPOBHS, KOTOpbIE BaM MPEACTOMT MCCIENOBATh B NMPOLECCE aHAIN3A MAKETOB.
B wactHocTh, npotokosbt ARP, IP u ICMP nosnoxxeHs! B OCHOBY Bcero oGMeHa JaH-
HBIMH [0 CETH, U NOITOMY OHHM MIPAIOT PEUIAIONYIO POJjb B PELMIEHUH 3aJa4, C KO-
TOPBIMH Bbl CTOJIKHETECH B CBOEH MOBCEAHEBHOM feATeNbHOCTH. B raBe 8 Gyayr
paccMoTpeHbl Haubosiee yOTpeGUTEIbHBIE IIPOTOKOJIBI TPAHCIIOPTHOTO YPOBHS —
TCP u UDP.
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NMPOTOKOADI
TPAHCINOPTHOIO YPOBHA

B 3Toi1 maBe Mbl MPOAO/KUM PacCMOTPEHHE OTAENbHbIX
NPOTOKOJIOB U UX NPOsBJIEHUE HA ypoBHe nakeTos. [1po-
ABUrasicb BBepx mo mogean OSI, Mbl paccMOTPUM TpaHC-
NOPTHBIA ypoBeHb M Haubojee yNOTpeOUTENbHbIE Ha 3TOM
yposHe npotokosbl TCP u UDP.

Mporokon ynpaenenus nepepauei (TCP)

Koneunas unenp npomoxosa TCP (Transmission Control Protocol — nporokoun
ynpaBJieHus nepeaayeit) — o6eceyuTh HaJIeKHYIO A0CTABKY JAHHBIX U3 OJHOM KO-
HEe4HOI Touku ceTH B apyryo. Kak onpeaeneno B cranaapre RFC 793, nporokon
TCP oTBeuaeT 3a OTCIEKMBAHHUE MMOCJIEJOBATEIbHOCTEN JAHHBIX U yCTpaHEHHUE
OmKUOOK U B KOHEYHOM c4eTe o6ecrneunBaeT AOCTABKY JAAHHBIX MO MECTy UX Ha-
sHaueHud. [Iporokon TCP cunTaerca opuenmuposanmnvim Ha yemarosxy coeounenus,
IIOCKOJIbKY OH YCTaHaBJIMBaeT (OPMaibHOE COCIMHEHME, TIPEX/IE YEM NepelaBaTh
JaHHbIE, OTCEKUBAET AOCTABKY TAKETOB U, KaK IPaBUJIO, NbITAETCSA (DOPMaJIbHO
3aKPbITh KAHAJIbI CBA3H 110 OKOHYaHUM Nepeayu. Bo MHOrux ns HanboJee ynorpe-
GUTENILHBIX MPOTOKOJIOB YPOBHS MPUIOKEHHUIT Ucnonbaylorcs npotokossl TCP u
IP p1s1 foCTaBKM NaKeTOB MOJYYaTENIO.
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Crpykrypa 3aronoseka B nakete TCP

IMTporokon TCP npegocTaBisieT camble pasHble (PYHKIHMOHAIbHBIE BO3MOXHO-
CTH, YTO M OTPAXKAETCSA B CIOKHOCTH ero 3aronoska. Kak nokasano na puc. 8.1,
3aroJIoBOK MAKETa 3TOTO MPOTOKOJIA COCTOUT U3 MEPEYMCIEHHBIX HIXKE MOJIEH.

Mpotoxon ynpagnexua nepepaveit (TCP)
(mewenue| Okrer 0 1 2 3
Oxrer bur 0-3 4-7 8-15 16-23 24-3

0 0 Nopt oTnpasutena Nopr nonyvarena

4 32 NopaakoBbiid Homep

8 64 Homep nogeepxzenun

12 9 (o;g:l::;e l3ape3epanpoaauo Onaru Pasmep okHa

16 128 KoHTponbHaa cymma YKazatenib cpouHoCTH
20+ 160+ Napamerpbi

Puc. 8.1. Ctpyktypa 3aronoeka e nakere TCP

e IlopT ornpaBuTens (Source Port). [Topr, Mcnob3yeMslil A1 epeavu na-
KETa Ha MallMHE OTIPABUTEIS.

¢ Ilopt nmosyuarens (Destination Port). IlopT, B KOTOpBIit NEepeaeTcs nakeT
Ha MallWHE MoJIydaTens.

¢ ITopanxoseiii HoMep (Sequence Number). Homep, npexHasHaueHHbIH st
uaeHTu¢ukanuu cermenTa nporokona TCP. 3naueHue, ycraHaBIMBaeMoe B
3TOM MOJI€, CJY)KUT FAPAaHTHEi, YTO HM OJHA U3 YaCTeil II0TOKA JAHHBIX He
OyaeT noTepsiHa NpH nepeaaye.

e Homep noareepxaenus (Acknowledgment Number). ITopsiakossiit Homep,
KOTOPbIH OXHUIAETCH MOJYYUTb B CAEAYIOUIEM TAKETE OT APYroro yCTpou-
CTBa, IPUMHUMAIOUIETO y4aCcTHUEC B obmeHe JAHHBIMMU 110 CETH.

¢ ®jnaru (Flags). B sToMm nose ycranasamBaiotcs pararn URG, ACK, PSH, RST, SYN
u FIN pna m(eHTmpuKaunu THUIIA TIEPEIABAEMOrO IaKeTa TCP.

¢ Pa3amep oxna (Window Size). Paamep 6y¢depa npuema nakeros TCP, yka3biBa-
eMblii B 6aiTax.

¢ Konrpoabnaa cymma (Checksum). CoyxkuT ulsi rapaHTUM HEM3MEHHOCTH
TCP-3aros10BKa U JaHHbIX, KOTJ[a OHU NOCTYNAT K NOJIy4aTeIo.

¢ VkazaTenb cpouHocTH (Urgent Pointer). Eciu yctanosien ¢aar URG, To co-
AEPHKMMOE 3TOTO M0 HPOBEPAETCA Ha HATMYME AOMOTHUTEIbHbIX MHCTPYK-
LM OTHOCUTEJILHO TOTO MecCTa, ¢ koToporo LI no/mkeH HAYMHATD YTEeHHe
JAHHDBIX B ITAKETE.
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¢ IlapameTtpsn (Options). B 3ToM nosie HaXoOAATCA AOMOJHUTENbHbIE MTApaMe-
TPBbI, KOTOPbIE MOTYT GbITb YKa3aHbl B nakete TCP.

Noptul TCP

Daiir nepexsama Becb 06MeH ganHbIMU o nipoTokoay TCP npoucxogut mex-
tcp_ports.pcapng Ay nopmamu OTIPABUTENA U IOJyYaTelsd, HOMEPA KOTOPBIX

MOXHO 06HapyxHThb B kaxaom TCP-3aronoske. [Topt MoxHO
CPAaBHMUTD C THE3JIOM Ha CTapoii TeedOHHONH KOMMYTALMOHHOI MaHeu (KoMMyTa-
Tope). Onepatop TenedoHHo# cTaHiMu (WK TeaeOHUCTKA) NOCTOAHHO KOHTPO-
JIMpOBAJIa MHAUKATOPBI U WITENCEbHbIE pa3beMbl Ha 3ToM naneau. M kak Tosbko
3aropajicsi MHAMKATOP BbI30Ba, TeNe(pOHMCTKA CBA3BIBAIACH C BbI3bIBAIOMMUM a60-
HEHTOM, CIIPAIIMBAIA, C KEM OH X€JAeT MOrOBOPHTDb, a 3aTeM MOJAKII0YAIA €ro K
ApyromMy abGOHEHTY, BCTaBUB KaGeJb CO IITENCEJbHbIM Pa3beMOM B COOTBETCTBYIO-
mee rHe3fo KoMmyraTopa. /i ycTaHOBKM ceaHca CBA3U TPe6OBaIOCh HaIUYHE
MOPTA OTNPABUTEJIsA (T.€. BBI3bIBAIOIETO 2a00HEHTA) M NOPTa NoJy4aTens (T.e. Npu-
HHMAIOIEro BbI3OB A00HEHTA). AHAIOTMYHBIM 06pa3oM AEHCTBYIOT M MOPTHI NPO-
Tokoja TCP.

Yto6bl nepenarb AaHHbIE KOHKPETHOMY NMPHIOXKEHHIO, 3aIlylleHHOMY Ha yaa-
JIEHHOM cepBepe Wiy yctpoiictse, B nakere TCP gomkeH 6bITh yKa3aH M3BECTHbBIM
HOMEP NOPTa YAAICHHOMH CIYXO6bl, I1€ 3TOT MaKeT MOXET OGbITh NPUHAT. Ecin xe
MOMNBITATHCA MOJYYHUTDh AOCTYN K NPHIOKEHHIO Ha yAaJ€eHHOM MallMHE 4Yepe3 Apy-
roii MopT, Ha KOTOPbIit OHO HE HACTPOEHO, TO OOMEH AAHHBIMHM HE COCTOUTCH.

[TopT oTnpaBuTeNs B JAHHOH NMOCIEROBATENLHOCTH HE CTOJIb BAXKEH M MOXET
ObITh BLIOPAaH MPOM3BOJILHO. YIAIEHHbIH cEpBEP ONPEAECTUT HOMED MOPTa, € KOTO-
PBIM YCTAHABJIMBAETCS CBAA3b, U3 OTIPABJICHHOTO €My HCXOIHOTO MakeTa (puc. 8.2).

Nopr ompaswtena 1024 / Nopr nonyuarens 80 ——» [
\

S g’

~a—— [lopr oTnpasutens 80 / llopr nonyvarena 1024

[

[T X
BeG-cepaep,
Knweny NPUHIMAIOLLWI NAKeTI
uepes3 nopr 80

Nopr otnpasutena 3221/ Nopr nonyuarens 25 ——

~a— [lop onpasutenn 25 / Nopr nonyvaren 3221 ———

I

MoutoBiiii cepsep,
Knuent NPUHMMAIOLLIMA NaKeTbI
yepe3 nopt 25

Puc. 8.2. [ins nepenaym aanHeix B npotokone TCP npumersiorcs nopro
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s o6mena aanHbiMu 1o npotokoy TCP umeercs 65535 nopros. Bece onm, kak
NPaBUJIO, PA3AE/IAIOTCA Ha CJIEAYIOIME KATETOPUH.

e Ipynna cucTeMHBIX MOPTOB. JTO rpylna XOpOIO HU3BECTHBIX MOPTOB,
VMHa4e Ha3blBAEMbIX CTAaHAAPTHBIMHM (MJIM MOCTOAHHBIMH) C HOMEpPaMH oT 1
A0 1023, rae HoMep 0 3ape3epBUPOBAH U 1103TOMy UTHOpHpYyeTcd. B xopomo
M3BECTHBIX M BIIOJIHE YIPOUYMBIIUXCA CJyXK6ax OObIYHO IIPUMEHSIOTCSA MOp-
Thbl, OTHOCSAIIHNECS K I'PYIIE CUCTEMHBIX ITOPTOB.

e Ipynna BpeMeHHBIX NOPTOB. DTO IPyNna NOPTOB C HOMEPAMU B MpeAesaxX
oT 1024 g0 65535, XOTs B HEKOTOPBIX ONEPANMOHHBIX CUCTEMaX 3TH Npeae-
Jibl MOTYT OlpelenaTbhcss HHave. Uepea mopT aaHHO#N KaTeropuu ogHOBpe-
MEHHO MOXET CBA3bIBATbCS TOJILKO OJIHA CTYK0a, M II03TOMY B COBPEMEHHbIX
onepauMOHHBIX CHCTEMaX MOPTbI OTNPABUTES BBIGUPAIOTCA MPOU3BOJIBHO,
4TOOBI OTIMYATh OJUH CEAHC CBA3M OT Apyroro. Kak nmpasmio, mopTel oTnpa-
BUTEJIs1 BLIOMPAIOTCSA M3 JOCTYIIHOTO JIMANa30Ha BPEMEHHBIX (T.€. JUHaMHU4e-
CKM Ha3HauacMbIX) HOMEPOB MIOPTOB.

Paccmotpum B kKauecTBe npumepa napy naketos TCP u3 ¢aiina nepexsara tcp_
ports.pcapng, YTOObI BBIABMTb MCMOJIb3yeMbl€ B HUX HOMCpa NopToB. B atoM daii-
ne coaepxutca cereoit Tpadpuk HTTP, nepexsauenHsblii npu npocMoTpe KIMEH-
TOM /IByX BeG-caiiToB. Kak ynomuHanoch paHee, JUisi oOGMeHa JaHHBIMU B IIPOTOKOJIE
HTTP npumensierca nporokos TCP, uTo cayUT XapakTepHbIM NpUMepoM Tpadu-
ka TCP.

/lBa nepBbIX 3HAYEHWA B 3aroJOBKE II€PBOro MakeTa M3 JaHHOro daiia
(puc. 8.3) 0603HAYAIOT NOPT OTIIPABUTEA U MOJIYUATEs ITOro nakera. B vactHo-
CTH, 3TOT NAKET MOCHUIAETCA U3 XOCTA, HAXOoAsALWErocs no ajapecy 172.16.16.128,
XOCTy, PacnoJIOKEHHOMY MO ajpecy 212.58.226.142. IlopT ornpasuTenss UMeeT
Homep 2826 @, T.e. aT0 BpemeHHsbIit nopt. (HanomHuM, 4To noprel oTnpaBuTes
BLIGMPAIOTCA ONEPANMOHHON CUCTEMOF MPOU3BOJIBHO, XOTA UX CJy4ailHO BBIOPaH-
Hble HOMEPa KakK IPaBHJIO YBEJIHYMBAIOTCA.) A MOPT Nojy4yaTeas uMeeT Homep 80
@, T.¢. 5TO CTaHJAAPTHBIIA CUCTEMHBDIIi IOPT, Ha3HaYaeMblii 15 BeG~cepBepoB, pabo-
Talomux no nporokosy HTTP.

O6paTtuTe BHUMaHUE Ha TO, UTO B Wireshark ynoMsiHyTbIC BbIie HOPTHI 0003Ha-
YeHbl METKaMH slc-systemlog (2826) u http (80). B npuinoxxenun Wireshark se-
AETCA CMUCOK MOPTOB U MECT UX Hauboiee yacToro ynorpebnenus. M xorsa cucrem-
HbI€ NOPTHI 0603HAYAIOTCSA B OCHOBHOM KaK HanboJiee ynoTpeGUTeIbHbIe, MHOTHE
BPEMEHHDIE MOPThI CBA3aHbI C YACTO YNOTpebaseMbIMU cayx6amu. Takoe 0603Ha-
YeHHUeE NIOPTOB ClEIHaTbHbIMU METKAMU MOXET BBECTH B 3a0/Iy>KACHUE, U IIO3TOMY
€ro, Kak NpaBuJIo, Jyullle OTMEHUTDb, OTKIIOUUB Npeo6Gpa3soBaHHUE UMEH HA TPAHC-
noptHoM ypoBsHe. C aToii 11e/1bio BbibepuTe komany Edit= Preferences=Name Resolu-
tion M3 mIaBHOTO MEHIO U cOGpockTe aaxok Resolve Transport Names (I[Tpeo6pasopaTh
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TPaHCIIOPTHbIE MMeHa). EC/IM BbI XOTUTE OCTaBUTDb 3TOT (PIaKOK YCTAHOBJIEHHDIM,
HO XXeJIaeTe U3MEHUTh NOPANOK 0603HAUEHUS ollpejieleHHoro nopra B Wireshark,
AJIs1 3TOTO BaM MPHUAETCS BHECTU COOTBETCTBYIOIHE U3MeHeHUs B (paiin services,
Haxoasmuiica B cucteMHoM Katainore Wireshark. Coaepxumoe storo ¢aiina oc-
HOBBIBA€TCS HA CIMCKE OGIIEYNOTPEOUTEbHBIX NOPTOB (MPUMEP PEAAKTUPOBA-
HUs (aiina, npeHasHauYeHHOTOo /Ul IPpeoOpa3oBaHUs UMEH, IPUBE/EH B pasjiese
“IIpumeHeHue cnenuanbHoro ¢aiina hosts” masel 5, “/l0NOIHUTENbHBIE BO3MOX-
Hoctu Wireshark”).

M Wireshark . Packet 1 - tcp_ports - =] X

Frame 1: 66 bytes on wi
Ethernet II, Sr
Internet Protoc

(528 bits), 66 bytes captured (528 bits)

5b:7d:4a ( 7d:4a), Dst: D-Link 21:99:4c (00:05:54:21:99:4c)

128, Dst: 212.58.226.142

craysBenlog (38feY. Bt Partrinbep 100}, Seqr IeSIENIE el e

(12 bytes), 0

size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operatiocn (NOP), SACK permitted

No.: 1 + Timer 0.000000 - Source: 17211 Dessnation: 212.58.226. 142 + Peotocaly TLP + Infor sle-sysiemiog — hetp [SYN] Seqe 3631127008 W8192 lane M55= 1450 Winé SACK PERM=1

Help

Puc. 8.3. B saronoske nporokona TCP yka3siBaioTcs nopTsl OTNPABMTENs M nonyyarens

Bropoii naker nocbutaeTcss B 0OOPaTHOM HalpaBJIEHUHU M3 XOCTA, HaXOAANIEro-
cs no agpecy 212.58.226.142, XOCTy, pacIlOJI0XEHHOMY 110 ajipecy 172.16.16.128

(puc. 8.4). Kak u IP-axpeca, nopTbl OTHPaBUTENS U 110JIy4aTE/Isl TENIEPb MEHAIOTCA
mecramu ©.

M viireshark . Packet 2. tcp_ports O X

tured (528 bits)

}, Dst: IntelCor 5b:7d:4s (@8:21:6a:5b:7d:4a)
re: 212.58 2, t: 172.16.16.128

Sk PRrR L e R0y, 0v% perk DEIE famusYseqie) ekl Leiiel

cl Vers:

v HEsEaE Al

edgment number: 1
Length: 32 bytes

,» Maximue segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale
8 [ N 7 , p P

Moz 2+ Timer (232627 - Source: 212.58.206. 14 - Destration: 172.16.18.128 * Prowcol: TOP * Lengthy 65 + fofor 80 — 2826 [N, ACK] Seq=0 Acke ! Witn S840 (en= 0 MSS= 1406 SACK PERN=1

Puc. 8.4. Mpu nepenade aaHHbIX B 06PATHOM HANPABAEHAN HOMEPQA MOPTOB OTNPABM-
TeNs M NONYYATENS MEHAIOTCS MECTAMM
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Kak npasuno, o6Men ganubiMu no nporokoay TCP npoucxoaut ciegyiomum
o6pa3oM: HOMep MOpPTa OTHPABHUTE/A NMPOMU3BOJBLHO BBIGHMpaeTcs IS nepegadu
JIAHHBIX MOJIy4aTeIo NO U3BECTHOMY NopTy. M Kak Toibko GyaeT oTnpabieH nep-
BOHAYa/IbHbIM MAKET, yIaIEHHOE NPUHUMAIOIEE YCTPOHCTBO CBXKETCS € Mepealo-
UMM YCTPOMCTBOM Yepe3 yCTAaHOBJIEHHbIE MOPTHI.
daiin nepexsaTa M3 pacCMaTPUBAEMOrO 3/€Ch NPHUMEPA COAEPXKHUT €lle OAHH
noTok o6MeHa AaHHbIMU. [lonpo6yiiTe camu onpeaesnTh HOMEPa MOPTOB, BbIGHpa-
€MBbIX B 3TOM CJIy4ae /Ul OOMeHa JaHHBIMHU.

ITo mepe danvretiuezo wmernus IMot KHuzu 6t y3naeme eue borvue 0 nop-
Max, C6AIANHBIX C OOUEYNOMPEOUMEILHBIMU NPOMOKOAAMU U CAYHCOAMU.
H 6 xoneurnom umoze 61 Haywumecs onpedeasms cayacov. u yempoticmea no
ucnonv3yemovin 6 nux nopmam. Ioansiii nepewens obueynompebumersnoix
TOPMOE MONCHO HAUMU 8 YNOMUHABUEMCA, 8blue Patine sexvices, pacnoio-
aHennom 8 cucmemmom xamanoze Wireshark.

TpexaranHbi npouecc ycraHoBkuU cBa3u no nporokony TCP

Daiin nepexeama tep_ Bech o6men aannpiMu no nporokory TCP nomxen Haum-
handshake.pcapng HATbCA C YCMAHOEKY C6A3U MEXKAY ABYMs XocTaMH. Takoii npo-
LeCC CTY’KUT HECKOILKHUM LIeJISIM, BIJTIOUAs CJIEAYIOLMeE.

¢ [lepenaomuit XOCT MOXET Y6€AUTHCS, YTO IPUHUMAIOWMIH XOCT TOTOB K 00-
MEeHy JaHHbIMH.

L4 l'lepenalomnﬁ XOCT MOXET NNPpOBEPHUTD, YTO HPMHHMalOU.IMﬁ XOCT roToB nNpH-
HHUMATb JAHHbIE Y€PE3 TOT MOPT, Y€pPE3 KOTOpblif'l nepenalomm‘fl XOCT NbITAET-
Cs YCTAHOBHTD CBSA3b.

¢ Ilepeaaomuit XOCT MOXET MOCAATh CBOW HayalbHbIH NOPSAKOBbIH HOMEpP
NPUHHMMAIOMIEMY XOCTY, YTOObI 062 XOCTa MOIIH MOAAEPKUBATD 3aJaHHbBII
NOPAJOK C/I€A0BAaHHUs MAKETOB B MOTOKE,

[Tpouecc ycraHoBKY cBA3M no npoTokoay TCP npoucxoauT B TpH 3Tana, Kak no-
Ka3aHo Ha puc. 8.5. Ha nepsom 3Tane ycTpoiicTBo, koTopomy TpebyeTcs nepeaaTh
AaHHble (xocT A), noceuraeT maket TCP nonydaremo (xocty b). B aTtoM nepBoHa-
YaJIbHOM ITaKETE HE COAEPKHUTCA HUYETO, KPOME 3aroJIOBKOB MAKETOB MPOTOKOJIOB
6onee Huskoro yposHsa. B TCP-3aronoske gaHHOro nmakeTa ycTaHoBJIeH ¢ar SYN,
a TAKXKe yKa3aH MepBOHAYaIbHBIA MOPAAKOBbINI HOMEPp U MAaKCHMMAJIbHBII pasmep
cermeHTa (MSS), ynorpebisemplii B MpoLecce NocaeAylolero o6MeHa AaHHBIMH.
Xoct b oTBevaeT Ha 3TOT MaKeT, NOChLIAA AHAJIOTUYHBIN MAKET C YCTAHOBJIECHHbI-
MM ¢aramu SYN 1 ACK M CBOMM NepBOHAYaIbHBIM NMOPAJKOBbIM HOMepoM. U, Ha-
KOHEll, XOCT A MOCbUIAeT €elle OAMH, NMOCAEeAHUH nakeT XocTy b ¢ yctaHoB1eHHBIM
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¢pnarom ACK. Kak TosbKO 3TOT npouecc 3aBepmuTcsi, 06a XOCTa JODKHbI UMETh B
CBOEM paclOpPsKEHUH BCe CBEACHHUs, HEOOXOAUMBIE ISl TOTO, YTOOLI HayaTh 00-

MeH JaHHBIMU HaUIEXAIHM 06pa3oM.

SYN
SYN/ACK
ACK
XocrA Xocrb

Puc. 8.5. TpexstanHas ycraHoska css3u no nporokony TCP

MIRIGIE 3avacmyro naxems. TCP obosnauaromes no mem gaazam, Komopoie yemanos-
aenst 6 ux 3azonoexax. Hanpumep, naxem TCP ¢ yemanosaennsim gaazom
SYN moxcHo das Kpamxocmu obosnavums kax naxem SYN. Taxum obpasonm,
naxembvl, UCNOALIyEMbLE 8 Npoyecce yemanosxu ceazu no npomoxory TCP, mo-
2ym 6sims obosnauenst kax SYN, SYN/ACK u ACK coomsemcmeenno.

Yro6bI NOHAGMOAATD PACCMAaTPHUBAEMBIH 3/1€Ch NMPOLECC B JEHCTBUH, OTKPOW-
Te ¢aiin nepexpara tcp handshake.pcapng. /g ynpoumeHyus aHaIW3a NaKETOB B
Wireshark nmeercs pexum 3ameHsl nocsiefoBaTesibHbIx Homepos naketos TCP or-
HOCUTEIbHBIMU HOMepamu. Ho ans neneit JanHoro npumepa AeMCTBUE 3TOTO pe-
XUMa JIydlie OTMEHMTD, YTOObI Ha60aTh NOPAAKOBble HOMepa nakeTos. C aToi
11€J1bIO Bbl6epl/ITe KOMaH[y Edit= Preferences 13 m1aBHOro MeHIO, pasBepHUTE 3aro-
J0BOK Protocols, Bbi6epute BapuanT TCP, copocsre (raxok Relative Sequence Num-
bers (OTHOCHTEIbHbIC NOPSKOBbIE HOMEPA) B OTKPBIBIIEMCS OKHE U IIEJIKHUTE Ha
kHomnke OK.

IepBbIit IakeT B 3TOM NepexBaueHHOM Tpaduke ABIAETCA NEPBOHAYAILHO MO
cbutaembiM makeToM SYN @ (puc. 8.6). AToT naker nepegaeTcs U3 XoCTa, HAXO/s-
merocs no ajapecy 172.16.16.128, yepes nopt 2826 XoCTy, IPUHUMAIOLIEMY NIEpe-
JAHHBIN MaKeT 1o ajxpecy 212.58.226.142 uepes nopr 80. Kak Buaure, B JaHHOM
naKeTe NepefaeTcs MopPsAKOBbIi HoMep 3691127924 ©.

BropbiM B nporecce noaTsepxJieHUs cBA3u apaserca nakeT SYN /ACK c orse-
TOM © OT XOCTa, HAXOAALIETOCs MO agpecy 212.58.226.142 (puc. 8.7). roTr naker
TAKXKE COACPHKUT MEPBOHAYAIBHBIN MOPAAKOBBII HoMep (233779340) @ nanHoro
XOCTa U HOMEP IHOATBEpXKAeHHUs (3691127925) @. [TokasaHHBII 3xeCh HOMEP MOJ:
TBEPX/JICHUS HA €IMHUILY 6OJIbIIE MOPAJKOBOrO HOMEpPA U3 MPEAbLIYLIEro NakeTa,
TIOCKOJIbKY B JJaHHOM II0JIE€ YKa3bIBA€TCA CJAEAYIOUUN MOPAAKOBbIA HOMEP, KOTO-
Pblii OXKHUAAET IOMYUYUTh XOCT.
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M viveshark . Packet 1. tcp_handshake - [u] X

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: IntelCor Sbi7d:4a (00:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)
7 Internet Protocol Version 4, Src: 172.16.16.128, Dst; 212,58.226.142

v

Source Port: 2826

Destination Port: 8@

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 3691127924 ()
Acknowledgment number: @

. = Reserved: Not set
= Nonce: Not set
Congestion Window Reduced (CWR): Not set

ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set

Reset: Not set

Fin: Not set
[TCP Flags: **s»ssssrags]
Window size value: 8192
{Calculated window size: 8192]
> Checksum: @xcfeb [validation disabled]
Urgent pointer: @
> Optzon (12 bytes), Maxillu- segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK perntttd

Now: 1+ Tara: 0.000000 + Sources 172,15.16.128 - Destingtion; 212.56.226.142 + Protocué: TCP - lengehs 66 * Info: 2806 — &0 {SYN] Saqe 3691127924 Winw8192 lens) MSS= 1450 WS=4 SACK_PERM=1

Puc. 8.6. MepsoHayansHo nocbinaemsisi naket SYN

M Wireshark . Packet 2 . tcp_handshake - u] X

> Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: D-Link 21:99:4c (00:@5:5d:21:99:4c), Dst: IntelCor_Sbi7d:da (80:21:6a:5b:7d:4a)
» Internet Ptocol Version , Src: 212.58.226.142, Dst: 172.16.16.128

Source Port: 80
Destination Port: 2826

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 233779348 )
Acknowledgment nusber: 3691127925 @
Header Length: 32 bytes

Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set

Fin: Not set
[T(p Flags: **sssssgsags)

Window size value: 5848

[Calculated window size: 5840]

Checksum: @x9ac@ [validation disabled)

Urgent pointer: @

Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale

> [SEQ/ACK analysis]

—_—

No.: 2« Time: 0.132627 * Source: 212.58.226.142 « Destivation: 172,16.16.128 - Protocok TCP * ml‘ Info: 80 ~ 2826 (YN, Amwmmzmmmwmzmmmtmw

Puc. 8.7. OrsetHuisi naker SYN/ACK

W nocreanuM B mpolecce TPeX3TalHOI YCTAaHOBKM CBSI3M IO MPOTOKOJY
TCP sasasierca naketr ACK @, nmocbutaeMblii U3 XOCTa, HAXOAALIETOCS MO azape-
cy 172.16.16.128 (pnc. 8.8). Kak u ciefoBaso 0XKHAATb, 3TOT MaKeT COAEPKUT
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HOPsIAKOBbIIT HOMep 3691127925 @, onpexnesnsgeMblii HA OCHOBAaHMHM HOMeEpaA TOJ:
TBEPXACHHUS B COOTBETCTBYIOLIEM MMOJI€ NPEAbIAYNIETO MAKETA.

M Wireshark - Packet 3 - tcp_handshake - n] X

Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

ernet II, Src: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a), Dst: D-Link 21:99:4c (9€:05:5d:21:99:4¢)

net Protocol Version 4, Src: 172.16.16.128, Dst: 212.58.226.142

mission Control Protocol, Src Port: 2826 (2826), Dst Port: 80 (B88), Seq: 3691127925, Ack: 233779341, lLen: ©
urce Port: 2826

stination Port: 80
[Stream index: @]
[TCP Segment Len: 8]

ce number: 3691127925 @

233779341

Sequ

Acknowledgment number

Header Length: 2@ bytes
v Flags: ©x0186 (ACK)
000. .... .... = Reserved: Not set

n Window Reduced (CWR): Not set
Not set
ot set

: Set e)

size: 16872]
g factor: 4}
ralidation disabled]

No.: 3 « Time: (132768 + Source: 172.16.16,128 « Destination; 212,58.226.142 + Protocol: TCP + Length: 54 * Info: 2825 — 80 [ACK] Seq=3691127925
g

Puc. 8.8. Mocnennuit naker ACK

YcTaHOBKA CBA3M NMPOMCXOAUT NEPE] KAXIOH MOCJIEA0BATENLHOCTHIO OGMEHA
AaHHbpIMM no npotokoay TCP. Ecau Bbl copTupyere KpynHbliii ¢aiin nepexsara B
MOMCKAX Hayaja Moc/Jef0BaTENbHOCTH O6MEHA JAHHBIMU, TO ABHBIM €ro NpPU3Ha-
KOM CJIYXKHUT MOCJIEA0BATENBHOCTD MAKETOB SYN-SYN /BCK-ACK.

Paspeie cBs3u no nporokony TCP

Pain nepexsama tep BoabmHCTBO NPHUBETCTBUIL B KOHEYHOM HTOTE 3aBepUIaeT-
teardown.pcapng csA npomanueM, a B nporokosne TCP xaxablii ceanc ycra-
HOBKH CBSI3U — pa3pbIBOM. B yacTHOCTH, pasprvie ceasu no
npomowony TCP cJIy)XUT 111 KOPPEKTHOTO 3aBEPIIEHUs C€aHCa CBA3U, YCTAHOBJIEH-
HOTO MEXJy ABYMsl yCTPOMCTBAaMM, IIOCJE TOrO, KAK OHU 3aBepIlaT OOMeH JaHHbI-
MH. DTOT MpOLECC BKIIOYAET B €65l YEThIpE MaKeTa U YyCTAaHOBKy ¢iara FIN s
0003Ha4YeHUs KOHIIA CBSI3U U pa3pblBa CO€AMHEHMS.
B nocnegoBaTebBHOCTH pa3pbiBa CBA3M XOCT A cOO6MAET 06 OKOHYAHHM OOMe-
Ha JIaHHBIMU nocbuIkoi naketa TCP ¢ ycraHoBeHHbIMU ¢raramu FIN u ACK. Ha aTo
xocT b orBeyaeTr makeroMm ACK u nepenaetT c¢Bo# maket FIN/ACK. B cBolo oyepeb,
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XOCT A oTBeyaeT nakeToM ACK, 3aBepias OOMEH JaHHBIMH. DTOT 1IPOLCCC HAMISI-
HO MOKa3aH Ha puc. 8.9.

FIN/ACK
< ]
< FIN/ACK | @
XocrA Xocr b
| ACK

Puc. 8.9. MNpouecc pasveanHerus no nporokony TCP

Yr1o6bl 1OHAOJIOAATH 3a [IPOUECCOM paszbeauHeHusa 1o nportokony TCP B
Wireshark, otkpoiire ¢aiin nepexsara tcp_teardown.pcapng. Haunnas ¢ nepsoro
MaKeTa B [IEPEXBAUYECHHOM MOC/IEI0OBATEIbHOCTH (pm:. 8.10), BbI MOXeETe 3aMETUTD,
4TO YCTPOMCTBO, HaxoAsuUleecs No aapecy 67.228.110.120, MHUIMHPYET Pa3be/u-
HEHUE, MOChLIAs MAKET ¢ YCTAHOBJICHHbIMU (1araMu FIN u ACK @.

‘ Wireshark - Packet 1 - tcp_teardown — ]

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: D-Link_21:99:4c (©0:05:5d:21:99:4c), Dst: IntelCor Sb:7d:4a (9@:21:6a:5b:7d:4a)
Internet Protocol Version 4, Src: 67.228.116.120, Dst: 172.16.16.128
| v Tréassission {msml Protocal, Stc Port: 88 (88), Dist Port: 3363 (3363), Seq: 822643295, Acki 2079388537, len: B |

Acknowledgmen
Header Length: 20 bytes
| @~ Flags: eReri (m, Acky

©00. .... .... = Reserved: Not set

ced (CWR): Not set
= Reset: Not set
= Syn: Not set
[TCP Flags: *

Window size val

[Calculated w

[Window size

Checksum:

Urgent p e

No.: 1« Time: 0.000000 * Source: 67.228.110.120 * Destination: 172,16 Protocol; TOP * Length: 60 « Infor 80 — 3363 [FIN, ACK] Seq=822643295 Ack:

Puc. 8.10. Mpouecc pa3speisa cBs3n MHMummpyeTtcs otnpaskos naketa FIN/ACK
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Kak TonbkO nepBblii makeT GyAeT OTHpPaBJEH, XOCT, HAXOJAAIMMHCA MO agpecy

172.16.16.128, orBeTUT nakeTtoM ACK, 4TOODBI NOATBEPAUTD IIPUEM BTOTO MAKETA,

a 3aTeM rnouuieT cBoi naker FIN/ACK. Hpouecc pasbeAHEHUs 3aBEPIIUTCS, KOTJAa

XOCT, HaxXo/JsIukca no aapecy 67.228.110.120, oTnpaBUT 3aBEPUIAIOIIMKA MTAKET

ACK. B 3TOT MOMEHT O6MEH AaHHBLIMHU MEXAY ABYMsl yCTPONCTBAMU 3aBEPIIMUTCS.

Ecsan e uM noTpebyercs BO306GHOBUTL OOMEH JAHHBIMM, JJIS1 3TOTO UM NPHUAETCS

CHOBA BBINOJIHUTD TPEX3TANIHYIO YCTAHOBKY CBA3M No npotokoay TCP.

C6pocsl coeauHeruin no nporokony TCP

Paiin nepexeama tep_ B upeanbHOM ciydae Kaxjaoe CO€AMHEHHE JOJDKHO
refuseconnection.pcapng KOPPEKTHO 3aBEpLIATbCS MyTEM 3aMyCKa NPOLEAYpPbI

pa3peiBa cBsa3u nio npotokony TCP. Oanako B peannb-
HOM MHpE€ COEJMHEHHs OUY€Hb YaCTO pa3pblBAlOTCA BHe3anHo. Hanmpumep, xoct
MOXeT ObITb HEBEPHO HACTPOEH WJIM K€ NOTEHUHUANbHbIN 3JOYMBIILIEHHUK MO-
XeT 3alyCTUTb NMPOrpaMMy CKaHHpPOBaHMs NMOPTOB. B nmoao6HBIX ciayyasx ecan
YCTPOHCTBO HE Xe€JIaeT NPUHATh OTIPABJIEHHbBIN €My NMAKET, OHO MOXET OTOCNATD
nakeTt TCP ¢ ycranoBineHHbIM ¢1arom RST. ITOT iar CAyKMT /1S yKa3aHUA Ha To,
4YTO COEJMHEHHE PE3KO Pa3OPBAaHO, JMGO YTO MOMBITKA YCTAHOBKM CBA3U OTBEP-
THYTA.

B ¢aiine nepexsarta tcp refuseconnection.pcapng A€MOHCTpUpYeTCA NpH-
Mep ceTeBoro Tpadmka, BKIoYaouero B ce6sa naket RST. [lepsblit nakeT B 3TOM
q)al‘»'me OTNPABJIEH XOCTOM, HaXOJALMMCA MO aapecy 192.168.100.138, 4TOOBI
MOMNbITATLCSI CBA3ATHCA C XOCTOM, PacIOJIOXEHHBbIM IO aapecy 192.168.100.1,
yepe3 nopT 80. Ho 3TOMy XOCTy HEM3BECTHO, YTO XOCT, HAXOAAIMUMCA MO aApeCy
192.168.100.1, BooGiIe HE NMPUHUMAET MAKETbl Yepe3 nopt 80, MOCKOJbKY 3TO
mapupytusaTop Cisco, KOTOpBIi1 He noaxepxHuBaeT Be6-uHTEpdeiic KOHPUTypH-
poBaHus. Takum o6pa3oM, cayxObl, HACTPOEHHOH Ha MPHUEM COEAMHEHUH Yepe3
3TOT MOPT, He CylecTByeT. B OTBET Ha NOAO6HYIO MONBITKY YCTAHOBUTD CBA3b XOCT,
HaXOAAIMMKICA 1o aapecy 192.168.100.1, MoChUIAET MAKET XOCTY, PACHIOJ0XKEHHO-
My 1o aapecy 192.168.100.138, coo6masi, 4TO yCTAHOBUTD CBA3b Yepea nopt 80 He-
Bo3moxHo. Ha puc. 8.11 nokazano, kak B TCP-3arosioBke BTOporo nakerta, MOXHO
aBapuitHO 3aBEPUIUTD JAHHYIO MOMNbITKY YCTAHOBKH CBA3U. B yacTHocTH, makeT RST
He COJEPXUT HUUEro, KpOMe YCTAHOBJIEHHBIX B €ro 3aroyoBke ¢aros RST n ACK @,
MOCJIE YEr0 HUKAKOro 0OMEHa JaHHbIMH 6OJIblIE HE IPOUCXOMHUT.

ITakeT RST B mo6oM ciayyae 3aBepuiaeT O6MeEH JAHHBIMU, HE3ABUCHMMO OT TOIO
MOCTYNaeT M OH BHA4aJl€ IMOMNbITKH YCTAHOBUTH CBsi3b, KAK B JJAHHOM NpHUMeEpE,
WJIH K€ MOCBUIAETCS B XOIe OOMEHA JAHHBIMM MEXy XOCTaMM.
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M Wireshark - Packet 2 - tep_refuseconnection - O X

Frame 2: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits)
Ethernet II, Src: C ompalCo b8:59:b1 (00:16:d4:b8:59:b1)
Internet Protocol Ve 58.100.138

v Transmission Control Protocol, Src Port: 3372 (3372), Seq: @, Ack: 951057940, Len: ©

Source Port

80.1, Dst: 19
8@ (8@), Dst Port:

n Port: 3372

[Stream index: @]

Destina

[TCP Segment

Header Length: 20 bytes

‘) Vv Flags: @x@14 (RST, ACK)
900. .... .... =R

ceos® cine seee ®

¢ Reduced (CWR): Not set

Push: Not set

«3.s = Reset: Set
= Syn: Not set

Fin: Not set

window size: @]

vindow scaling used)]

Urgent poin

Nou: 2 * Time: D.001316 + Source: 152.188.100.1 * Destination: 192.168.100.138 * Protocol: TCP + Lengths 60 * Infox 80 — 3372 [RST,

Puc. 8.11. YcranoenenHsie ¢pnaru RST u ACK yka3biBalOT HO KOHEL CBA3M

Mporokon nonb3osarensckux aenrarpamm (UDP)

Daiin nepexsama udp_ [Mporokon UDP (User Datagram Protocol — nporoxon
dnsrequest.pcapng  I10JIb30BATENbCKUX AEHUTArpaMM) — 3TO €llle€ OJAMH NPOTO-

KOJI Y€TBEPTOTO YPOBHSA, 3a4aCTyIO NPUMEHAEMbII B COBpe-
MeHHbIX ceTax. Ecin nporokon TCP npeanaznaueH a1 Hae)KHOH HOCTABKH JaH-
HBIX CO BCTPOEHHOMW NMPOBEPKON OMMOOK, TO Ha3HayeHHe nporokona UDP — oGe-
CHevYuTh ObICTPYIO Nepeaady JaHHbIX. UMeHHO no 3Toit npuunHe nporokoa UDP
He mpebyem NPEIBAPUTENBHOM YCMAHOEKYU COeOUNEHUA U, COOTBETCTBEHHO, He MOXCEm
zapanmupogams JOCTABKY MMAKETOB NpPU nepegave aaHHbIX. [Iporokon UDP ¢op-
MaJIbHO HE YCTAHABJIMBAET M HE PAa3pbIBAET COEJUHEHHE MEX/IYy XOCTAMH, KaK 3TO
aenaet npotokon TCP.

CeTeBoii Tpaduk ¢ UCMONB3OBAHHEM He TPeGYIOLEro YCTAHOBKH COEAMHEHHs!
nporokosia UDP u He npeaocTapisiomero HafexHpIX YCIyT M0 TPAHCTIOPTHPOBKE
AAQHHBIX, MOXET MMOKA3aTbCs, 110 MEHbIIEH Mepe, HenpeackadyembiM. M aTo cripa-
Be/IMBO! B pesynbraTe Apyrue nmpoTokobl, mcnoJbdylomue nporokos UDP B
Ka4yeCTBE TPAHCMOPTHOTO, KaK IPaBUJIO, HMEIOT BCTPOEHHYIO IOICPIKKY HAJExK-
HOM Iepe/iauy JaHHBIX WM MOJIb3YIOTCA ONPEAEIEHHBIMHA CPEJICTBAMU POTOKOJIA
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ICMP, uTOoGbI NOBBICUTDL HAEXKHOCTh coeuHenus. Hanpumep, npoTokosbl ypos-

Hs npwioxenuiit DNS u DHCP, ¢pyHkunoHupoBaHue KOTOPBIX CUIbHO 3aBUCHUT OT
CKOPOCTH IlepeJauy NaKeTOB Mo ceTH, noab3yloTca UDP kak npoTokosoM TpaHc-
IIOPTHOrO YPOBHsI, HO B TO )K€ BPeMsl OHU CaMH OPraHU3yIOT MPOBEPKY OMMOOK U
YCTaHOBKY TaiMEPOB NNOBTOPHOI NEpeJayH.

Crpykrypa 3aronoska B nakere UDP

Daiin nepexseama udp UDP-3aros10B0k HaMHOrO MeHblIe U npouie, yem TCP-3aro-
dnsrequest.pcapng J0BOK. Kak nokasano Ha puc. 8.12, UDP-3arosoBok cocro-
UT U3 CIEAYIOMHUX MOIEH.

Mpotokon nonb3oBatenbckux Aeitarpamm (UDP)
Cmetiyenue| Okrer 0 1 2 3
Oxer bur 0-7 8-15 16-23 24-3
0 0 Mopt oTnpasutens Mlopr nonyvarensa
4 32 [Qnuka naketa KoHTponbHas cymma

Puc. 8.12. Crpykrypa 3aronoska s nakere UDP

¢ Ilopr oTnpaBuTens (Source Port). [lopT, Mcnonb3yeMblii 1 nepefayy ma-
K€Ta Ha MallMHE OTIIPABHUTEIS.

¢ Ilopt moayuaresns (Destination Port). ITopT, B KOTOpBIi NepefaeTcs MakeT
Ha MalllMHE ITOJIy4YaTe 1.

e JInuna makerta (Packet Length). /inHa makeTa B 6aiiTax.

e KonTtposbHast cymMma (Checksum). CiayXuT ISl TApaHTUN HEU3MEHHOCTH
UDP-3aroy10BKa 1 JaHHBIX, KOT/Ia OHU IIOCTYIAT M0 MECTY UX Ha3HAYEHHS.

daiin nepexsara udp_dnsrequest.pcapng COAEPXKUT OJMH MAKET. ITOT MAKET
npexcrasasiet coboit DNS-3anpoc, B koropoM npumensietcst npotoko UDP. Ecin
pasBepHyTb UDP-3aroi0BoK, To B HEM MOXHO OGHAapyxuTh YeThipe nons @, kax
nokasaHo Ha puc. 8.13.

OueHb BaXHO He 3a6bIBaTh, 4TO npotokon UDP He obecneynBaeT HafexHyIo
AocTaBKy nmakeToB. CieI0BaTEIbHO, B IOGOM NMPUIOKEHHUH, T/I€ IPUMEHSETCS ITOT
MPOTOKOJ, JIOJDKHBI ObITH NMPHHSTHI JOMOJTHUTENbHbIE MEPBI Uil OGeCreYeHus
HA/IOKHOM JOCTaBKH I1AKETOB, €CJIM B 3TOM €CThb HEOOXOAUMOCTb. ITO COBCEM HE
noxoxe Ha npotokoa TCP, rae BbinonHseTcsa GpopMasbHOE YCTAHOBIEHHE COCANHE-
HHs U €T0 pa3pbiB, a TAKXKE UMEIOTCA BCTPOCHHbBIE CPE/ICTBA /ISt IPOBEPKH yAauHO-
ro MCXOJa nepefiady MakeTos.
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M Viceshark . Packet 1. udp_dnsrequest

Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
Ethernet II, Src: CompalCo_b8:59:bl (90:16:d4:b8:59:b1), Dst: Ciscolnc_4b:c0:7f (88:12:80:4b:c@:7f)
Internet Protocol Version 4, Src: 192.168.100.138, Dst: 192.168.100.1
Vv User Datagram Protocol, Src Port: 1068 (106@), Dst Port: 53 (53)
Source Port: 1060
Destination Port: 53
Length: 39
Checksum: @x6d5a [validation disabled]
[Stream index: @]
» Domain Name System (query)

Ne.: 1 - Time: 0.000000 - Source: 192.158.100.138 - Destination; 192.158.100.1 - Protocol: DNS - Length: 73 + Info: Stanciard query Qxi80F A wireshark.org

[Coose ] e

Puc. 8.13. Conepxunmoe nakera UDP posonsHo npocroe

B sToit maBe Gblu npeacrtasiaeHst nporokoast TCP u UDP TpancnoprHoro
ypoBHA. B omimumne ot npoTtokosios ceteBoro ypoHs, npotokoast TCP u UDP co-
CTaBJAIOT OCHOBY 6OJIbLIEH YACTU MOBCEAHEBHOTO OOMEHA JAHHBIMH IO CE€TH, U MO~
3ToMy ymeHHe 3(PEKTUBHO aHATM3UPOBATh X UIPAET PEMIAIOLLYIO POJIb B CTAHOB-
JIEHUH FPAMOTHOTO aHAIMTHKA NakeToB. B mase 9 6yayT paccMoTpeHbl HanbGosiee
yIOTpeGUTENIbHbIE IPOTOKOJIbI YPOBHSA NPUJIOXKEHUH.
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PACIMMPOCTPAHEHHBLIE MPOTOKOADbI
BEPXHEIO YPOBHA

B >Toi1 maBe MBI NPOROKUM HCCIEAOBaHUE cpym(unﬁ oT-
J€JIbHBIX TPOTOKOJIOB, @ TAKXKE BBIACHUM, KaK BBIMIAAAT UX
naketb! npu npocmorpe B Wireshark. Mer Taxke o6cyanm

naTh Haubojiee PacHpOCTPAHEHHBIX MPOTOKOJIOB BEPXHETO
(ceapmoro) ypous mogenu OSI: DHCP, DNS, HTTP u SMTP.

Mporokon auHammueckoin Hactpoitku ysna cetu (DHCP)

Ha paHHeii cTaiuy pa3BUTHs CeTeH, KOTAa YCTPOMCTBY TPEGOBAJIOCHh NepeAaTh
AQHHDIE 110 CETH, €My NPUXOAUIOCH NMPUCBAUBATh ajipec BpyuHylo. [To Mepe pas-
pacTaHus ceTed 3TOT PyYHOI MpPoUecc ObICTPO CTAT TPYAOEMKUM M HEYAOOHBIM.
B kauecTse BbIXOJa M3 CTOJb 3aTPYAHUTENLHOTO IOJOXEHHA ObUlI pa3paGoTaH
npotokon BOOTP (Bootstrap Protocol — nporokon HayanbHOI caMo3arpysku),
NpeAHa3HAYEHHbIN JUII aBTOMAaTHUYECKOTO IIPUCBAMBaHUSA aJPECOB YCTPOHCTBaM,
NOAKIIOYAEMbIM K ceTu. Brnocneacteun nporokon BOOTP 6bin 3ameHeH Gouee
passutbeiM npotokosom DHCP (Dynamic Host Configuration Protocol — mporo-
KOJI AMHAMHMYECKOH HACTPOMKH y3/1a CETH).

[Tporokon DHCP oTHOCHTCSA K yPOBHIO NMPUIOKEHUIT U OTBEYAET 3a BO3MOX-
HOCTb /ISl yCTPOMCTBA aBTOMaTHUYeCKU nonydars IP-aapec, a Taxxke agpeca apyrux
BOXHBIX CETEBBIX pecypcoB, B ToMm uucie DNS-ceppepoB M MapmipyTH3aTopos.
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BosbmuncTeo cospemennbix DHCP-cepsepos npeaocTaBasioT Takxke Apyrue ma-
paMeTpbl KJIMEHTaM, B TOM YHMCJIE aipeca UCIOIb3yeMOTO 10 YMOJYaHHIO ILT03a U

DNS-cepBepbi, Hcnonb3yeMbie B CETH.

Crpyxrypa 3aronoseka 8 nakere DHCP

[Takete1 DHCP Moryr nepeHOCHTb XOBOJBHO MHOTO MHGOPMAMK KIMEHTY.
Kak nokasano na puc. 9.1, B 3aronoske nakera DHCP umeiorcs creayomue noss.

MpoToKon AuHammuueckoil HacTpoMKy y3na cetn (DHCP)
Cmetnenne| Oxter 0 1 2 3
Okrer bur 0-7 8-15 16-23 24-3
0 0 Kop onepauun Annapathbid Tan | AnnapatHaA paMHa Mepexopp
4 32 UneHTuduKaTop TpaHzaKuuw
8 64 KonuuecrBo ucTeKwwumMX cexynp I Onaru
12 96 IP-appec knueHTa
16 128 Baw IP-appec
20 160 IP-anpec cepsepa
24 192 IP-agpec wnio3a
28 24 IP-appec knuenTa
32 256
36 288 . .
m m AnnapatHbii agpec knuenTa (16 6aiit)
4 352
48+ 384+ Wms ceTeBoro y3na cepsepa (64 6aiita)

Oaitn HayanbHoiA 3arpy3ky (129 6aiAt)

MNapametpbi

Puc. 9.1. Crpyktypa 3aronoeka s nakere DHCP

e Kopa onepanuu (OpCode). O603HauaeT, cogepxur i naker DHCP-3anpoc
wiu DHCP-oTseT.

* AmnmapatHbid THn (Hardware Type). Tun annaparHoro aapeca (10MB
Ethernet, IEEE 802, ATM ut.a.).

e AmnnaparHan anmHa (Hardware Length). inna anmapaTHOTrO ajpeca.

e Ilepexoabr (Hops). IlpUMEHsIETCA areHTOM PpETPAHCAANMU B MOUCKAX
DHCP-cepsepa. :
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¢ Hnpenrnduxarop Tpansakmmu (Transaction ID). IIpoussosbHOE uncio,
npUMeHsieMoe Jisi 06 beAMHEHUs 3aIIPOCOB M OTBETOB B MTAPBI.

¢ KoanuecTBo HcTekmnx cexkyHs (Seconds Elapsed). KonuuecTBo cekyHz,
MpOLIEIINX C TOTO MOMEHTA, KOT/Ia KJIMEHT B IIEPBbIA Pa3 3anpoCuI aapec y
DHCP-cepsepa.

¢ ®jaru (Flags). Tunsl ceteBoro Tpaguka (0AHOaAPECATHOTO, UIMPOKOBEILA-
TEJIBHOTO U T.A.), KOTOPbIi MOxeT npuHaATb DHCP-kineHT.

¢ IP-agpec ximeHTa (Client IP Address). IP-anpec K1ueHTa, NONTYYEHHBIH U3
nosis Your IP Address.

¢ Bam IP-anpec (Your IP Address). IP-axpec, npeaocrasasiembrii DHCP-cepse-
POM M B KOHEYHOM HTOTE CTAHOBAMMICA aIPECOM KJIMEHTA, TIOMEUAEMBIH B
niosie Client IP Address.

o IP-anpec cepBepa (Server IP Address). IP-axpec DHCP-cepsepa.

¢ IP-aapec numo3a (Gateway IP Address). IP-azpec ucnosib3yemoro 1o ymonda-
HUIO CETEBOTO LILIIO3a.

¢ AmmnapartHsliiagpeckineHnTa(ClientHardwareAddress). MAC-aapec kineHTa.

¢ Hwms y3na cepBepa (Server Host Name). Fims ceTeBoro yasa, Ha KOTOPOM 32-
nyiieH cepsep (ONMIUOHAILHO).

o ®aiur HauaIbHOI 3arpy3ku (Boot File). Paiin, npuMeHseMblii B IPOTOKOIE
DHCP 151 HaUIBHOM CaMO3arpy3KH y31a ceTH (ONIIMOHATBHO).

¢ ITapametpsi (Options). B 3ToM nojie HaXoOAATCA JOMOJHUTENbHbBIE MTapaMe-
TPBI, KOTOPbI€ PUMEHSAIOTCA JUI paciMpenus cTpyktypsl naketa DHCP ¢
LEJIBIO MPEAOCTABUTD AOMONHUTENbHBIE BOBMOXKHOCTH.

Mpouecc nHuymanusauum no nporokony DHCP

Paiin nepexsama dhcp_nolease OcHoBHOe HasHaueHHe mnporokonma DHCP —
initialization.pcapng NPHCBOUTD afipeca KJIMEHTaM B MPONECCe UHU-

UUAIM3anuyd. DTOT MNpolecc BO30OHOBIEHUS
CBSI3U MIPOMCXOAUT MeXx Iy ofHUM KaueHToM u DHCP-cepBepoM, kak ieMOHCTPHPY-
eTcs B npuMepe u3 aitna nepexpara dhcp_nolease_initialization.pcapng. Ilpo-
uecc MHMUMaTM3auuu o nporokory DHCP Hepeako HaspiBaloT npoueccom DORA
(Discover, Offer, Request, Acknowledgment — oGHapyxeHue, NPELIOKEHUE, 32-
NpoC, MOATBEPXKACHHE), IIOCKOJIbKYy B HEM MCIOJIb3YIOTCA CIEAYIOUME THUIBI MaKe-
toB DHCP: oGHapyxeHus, NpeiIoKeHus, 3anpoca, noaTsepxaenus (puc. 9.2).
PaccmoTpuM 1o ouepeay kax/ablit u3 3Tux TUNos naketos DORA.
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06Hapyxenve

ni
Npeanoxenue nn ﬁ
3anpoc =| =
DHCP-knuent DHCP-cepsep
Noarsepxpenne

Puc. 9.2. MNpouecc DORA npo nporokony DHCP

MNaker o6Hapyxenus

Kak cneayeT u3 ynomsaHyToro Bblile ¢aiina nepexsata, nepBblif MaKeT NOChUIA-
€TCs M3 XOCTa, HAaXoAserocs no aapecy 0.0.0.0, yepe3 nmopTt 68 XocCTy, NpPUHU-
MalueMy 3TOT MaKeT Mo aapecy 255.255.255.255 yepes nopt 67. KiimeHT nosb-
3yeTcs aapecom 0.0.0.0, NOCKOJIbKY y HETO MOKa eme oTcyTcTByeT cBoi IP-agpec.
JlaHHBII MaKET MOCBUIAECTCA M0 YHMBEPCAILHOMY HIHPOKOBCHATEIbHOMY afpecy
255.255.255.255, He 3aBUCHMOMY OT KOHKPETHON C€THU. JTHUM rapaHTHUPyeTCs,
4TO JAHHbIA NAaKeT GyAeT OTNPABJECH KaXJIOMY YCTPONCTBY B C€TH. A IOCKOJbKY
ycTrporicTBy HeusBecTeH agpec DHCP-cepsepa, To 3TOT nepBblii akeT NOChLIAETCS
B 1onbITke 06HapyxuTb ToT DHCP-cepsep, koTophlit npuMeT ero.

Hccneays conepxumoe nanenu Packet Details, B mepByio ouepesb MOXHO OGHapY-
XHThb, 4TO B npoTtokoe DHCP B kauecTBe NpoTOKO/1a TPAHCIOPTHOTO YPOBHS HC-
noassyercss UDP. Jlna nporokosa DHCP ouenb BaxHa CKOPOCTb, C KOTOPO# KJIM-
€HT IPUHUMAET 3anpalMBaeMyio uM napopmaumio. Ho 8 nporokon DHCP BcTpo-
€Hbl COOCTBEHHbBIE CPEACTBA, 0O0ECIIEUUBAIOIUE HAZIEXKHOCTDb NEepeJaun JaHHbIX, a
3TO O3HAYAET, YTO IS HEro BnoJHe noaxoautr nporokon UDP. Bosee noapo6no
npouecc OGHAPYXEHUsI MOXXHO PaCCMOTPETh, MCCIEN0BAB YacThb MEPBOTO MAKeTa,
oTHocauyiocs k npotokoy DHCP, B nanenu Packet Details (puc. 9.3).

ITpunoxcenue Wireshark no-npexcuemy npu anaruse npomoxora DHCP wa-
avieaem e2o BOOTP, u nosmomy ¢ naneru Packet Details umeemca pasoen
Bootstrap Protocol emecmo pasdena DHCP. Tem ne menee 30ect u dasee amom
pasden nasvieaemcs uacmvio naxema, ommocaueics k npomoxory DHCP.

PaccmaTpuBaemblii 3feCh MAKET COAEPHKHUT 3AMPOC, HA YTO YKA3bIBAET 3HAYCHHE
B nosie Message type ©. bonbmuHCTBO noseit B JaHHOM NakeTe OGHAPYKEHUs CO-
AepXaT Hylu (KaK MOXXHO BUJIETh B nosisax IP-axpecos @) win xe He TpeGyIoT oco-
ObIX MOACHEHUH, UCXO/A U3 UX HA3HAYEHMS, BKPATIIE ONMCAHHOTO B NPEAbLAYLICM
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pasaene, rae nepeuncienbl nois DHCP-3aronoska. Best cytb rlaHHOTO MakeTa kpo-

€TCs B €r0 9eThIPeX NePeYncJIeHHBIX HIDKe nossax Option ©.

4“ Wireshark - Packet 1. dhcp_nolease_renewal e m} X

Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @
Ethernet II, Src: Vmware 59:fd:21 (00:0c:29:59:fd:21), Dst: Broadcast (FffEffff:FR: 1)
Internet Protocol Version 4, Src: 8.0.08.8, Dst: 255.255.255.255
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
v Bootstrap Protocol (Discover)
Message type: Boot Request (1) ‘)
Hardware type: Ethernet (@x@l)
Hardware address length: 6
Hops: @
Transaction ID: @x6396ddc66
Seconds elapsed: &
Bootp flags: @x@@8@ (Unicast)
Client IP address: ©.9.0.0
i) Your (client) IP addr
Next server IP addres

Relay agent IP addr
Client MAC address:
Client hardware address padding: 02000080200000000000
Server host name not given

Boot file name not given

Magic cockie: DHCP

Option: (53) DHCP Message Type (Di
Length: 1
DHCP: Discover (1)
ption: (58) Requested IP Address
: (12) Host Name

>

+4
p

P

Option: (55) Parameter Request List
Option: (255) End

Padding: 90020000 2o 1600000000

No.s 1 - Time: 0000000 + Source: 0.0.0.0 » Destination: 25,

Puc. 9.3. MNaker o6Hapyxenuns no nporokony DHCP

DHCP Message Type (Tun coo6menus DHCP). B sTom noJie 3agaercs TiII co-
o6menus 53 pmHoi 1 U co 3HaueHueM Discover (1). 9Tu 3HaYEHUS YKa3blBa-
1oT Ha To, yTo JaHHbI makeT DHCP oTHOCHTCA K KaTeropuu 06Hapy>l<eﬂml.

Client Identifier (InenTndnkaTop xiueHTa). B 3ToM nose npeaocrasasior-
Cs1 JIOTIOJIHMTEIbHBIE CBEACHHUs O KJIMEHTe, 3anpaiuBaoomemM IP-aapec.

Requested IP Address (3anpammBaemsiii IP-aapec). B stom nose npejo-
craBisiercst IP-agpec, KOTOpbIii TpeGyeTCss MOMYYUTH KIUEHTY. ITO MOKET
OBbITD MPUMEHABIIMICA paHee IP-agpec wim xe aapec 0.0.0.0, yka3piBaio-
Ui Ha OTCYTCTBUE KAKUX-TO MPEANOYTEHUH.

Parameter Request List (Cnmucok 3anpamuBaeMbIX napameTposB). B sTom
10JIe MPEeAOCTABISAETCA CIUCOK PA3NNYHBIX 31eMeHTOB KoHdurypanuu (IP-
a/[PECOB JPYIMX BaXKHBIX CETEBbIX YCTPOUCTB U MPOYUX HE OTHOCSUMXCS K
HUM 3JIEMEHTOB), KOTOpBIE KIMEHTy TpebyeTcsa noayunuts or DHCP-cepsepa.
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MNaker npeanoxenus

B cooTtseTcTayiomem IP-3aroioBke BTOporo nakera u3 pacCMaTpHBaeMOro 3/1echb
¢aiina nepexpata nepeunciaensl IP-agpeca, o6o3HavaomMe nepeMelieHHe ITOro
NaKeTa U3 XOCTa, HAaXOASLIErocs no ajapecy 192.168.1.5, k XoCTy, pacnoJIOXKeHHO-
My o ajpecy 192.168.1.10 (puc. 9.4). ¥ xiMeHTa Ha CaMOM JeJie MOKA elle HeT
ajipeca 192.168.1.10, 1103TOMYy CcepBep MNOMNBITAETCA CHaYala CBA3ATbCA C KJIHEH-
TOM, UCMOJb3ys allllapaTHBIA aJpec, npeaocTabasieMblii mo nporokony ARP. Ecin
XK€ Takasi CBA3b HEBO3MOXHa, CEPBEP NPOCTO Pa3oNUIET 3TOT MaKET B LIMPOKOBE-
1IaTeJIbHOM pesKHMeE.

Bo BTOpOM makeTe, KOTOPBII HA3BIBACTCA NAKEMOM npedroxcenus, TaKXKe UMeeT
Csl yacTh, oTHocAmasca k nporokoay DHCP, a B Heit — nosie Message type, rae yka-
3bIBAa€TCA, YTO peub UxeT o6 oreete @. JlaHHBIN MAKET COACPKHUT TOT XKe CaMbIi
MAEHTU(PUKATOP TPpaH3aKUMKU B noJe Transaction ID, 4To M npeabLIymuii maket @.
ITO O3HAYAET, YTO /IAHHbBIH OTBET AEHCTBUTENLHO ABJIAETCA PeaKHeil Ha IepBOHa-
Ya/bHbIA 3anpoc.

[TakeT npeanoxeHust MOCHUIAETCS I)HCP-cepBepOM C LEJIbIO IIPEAJIOKHUTD CBOU
YCYTH KAMEHTY. [l 3TOr0 B HEM NPEAOCTABISIOTCS CBEJICHUA O CAMOM CEpBepe U
azpecax, KOTOPbIMM CEPBEP MOXET CHaOAUTDL K1neHTa. Kak nmokaszaHo Ha puc. 9.4,
IP-aapec 192.168.1.10, ykasanublit B noJe Your |P address, © npeiaraercs KieH-
Ty OT CepBEpPa, HAXOAAWETOCS Mo aapecy 192.168.1.5 u ykazaHHOMy B noJe Next
server IP address @.

B 1nicpsoMm 1osie nnepeymc/sieMbIX 11apaMCTPOB YKa3bIBAETCS, YTO JAHHBIHM MaKeT
DHCP oTHocuTca k Tuny npeaioxkenus (Offer) ©. A B cieaylommx ganee nosx
[1apaMETPOB YKa3biBAIOTCs JIONOJIHUTE/IbHbIE CBE/I€HUS, KOTOPbIE CEPBEP MOXKET
npeaocTaBuTh BMecTe ¢ IP-axpecom kimenTa. B wacTHocTH, cepBep MoXeT npeaio-
XKUTDb CJIEAyIOLIEE.

¢ Bpewms apensbl IP-anpeca — 10 munyT.

e Macka noaceru 255.255.255.0.

¢ IllupoxosemareabHblii ajipec 192.168.1.255.

¢ Aapec mapmpyrusaropa 192.168.1.254.

¢ JloMeHHOEe NMs mydomain.example.

e Anpecal92.168.1.11192.168.1.2 cepBepa AOMEHHbIX HMEH.

Maker 3anpoca

Kak Toibko xaueHT nosnyuut npemioxenue or DHCP-cepBepa, oH gosnkeH
npuHATb ero B llakete DHCP-3anpoca, kak nokasano Ha puc. 9.5. Tpertuii naker us
paccmaTpuBaeMoro 3jiech (aiia nepexsara I0-NIPexKHEMY MOCTYITAET U3 CETEBOTO
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yana ¢ IP-agpecom 0.0.0.0, mockosbKy npoitecc nonyuenus IP-agpeca eume He 3a-
BepueH ©. Tenepb B nakeTe U3BeCTHO, ¢ kakuM umenno DHCP-cepsepoM ycTanas-
JINBAETCA CBA3b.

M Wireshark - Packet 2 . dhcp_nolease_renewal - O X

Frame 2: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits) on interface @
Ethernet II, Src: Vmware c0:6@:a4 (@0:0c:29:c8:60:a4), Dst: Vmware 59:fd:21 (80:0c:29:59:fd:21)
Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.18@
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
Bootstrap Protocol (Offer)
Message type: Boot Reply (2) (1]
Hardware type: Ethernet (@x@l)
Hardware address length: &
Hops: @
Transaction ID: @x696ddc66 @
Seconds elapsed: @
Bootp flags: @x@@8@ (Unicast)
Client IP address: ©.9.9.0
Your (client) IP address: 192.168.1.18
Next server IP address: 192.168.1.5
Relay agent IP address: 0.8.2.0
Client MAC address: Vmware_59:fd:21 (@8:8c:29:59:¥d:21)
Client hardware address padding: ©0000000080000000000
Server host name not given
Boot file name not given
Magic coockie: DHCP
v Option: (53) DHCP Message Type (Offer) @
Length: 1
DHCP: Offer (2)
v Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.1.5
v QOption: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (608s) 10 minutes
v Option: (1) Subnet Mask
Length: 4
Subnet Mask: 255.255.255.@
v Option: (28) Broadcast Address
Length: 4
Broadcast Address: 192.168.1.255
¥ QOption: (3) Router
Length: 4
Router: 192.168.1.254
v Qption: (15) Domain Name
Length: 15
Domain Name: mydomain.example
Vv Option: (6) Domain Name Server
Ltength: 8
Domain Name Server: 192.168.1.1
Domain Name Server: 192.168.1.2
v QOption: (255) End
Option End: 255

o0

No.: 2 « Time: 1.002288 » Source: 192.168.1.5 » Destination: 192,168.1.10 + Protocol: DHCP + Info: DHCP Offer - Transaction 1D (96066

[ ree |

Puc. 9.4. Maket npeanoxenms no npotokony DHCP
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‘ Wireshark - Packet 3 - dhcp_nolease_renewal = a X
[> Frame 3: 322 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @
Ethernet II, Src: Vmware_59:fd:21 (00:0c:29:59:fd:21), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 8.8.0.8, Dst: 255.255.255.255 @ {
i User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
| v Bootstrap Protocol (Request)
| Message type: Boot Request (1)@
Hardware type: Ethernet (0x@1)
Hardware address length: 6
Hops: @
Transaction ID: @x696ddc66 @
Seconds elapsed: @
Bootp flags: 8x900@ (Unicast)
Client IP address: ©.0.0.0
Your (client) IP address: 0.8.2.0
Next server IP address: ©.9.98.0
Relay agent IP address: ©.9.8.9
Client MAC address: Vmware_59:fd:21 (00:0c:29:59:fd:21)
Client hardware address padding: 20000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Vv Option: (53) DHCP Message Type (Request) (4]
Length: 1
DHCP: Request (3)
Vv Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.1.5 @
Vv Option: (58) Requested IP Address
Length: 4
Requested IP Address: 192.168.1.10
¥ Option: (12) Host Name
Length: 7
| Host Name: ubuntu2
Option: (55) Parameter Request List
v Option: (255) End
Option End: 255

Padding: 20600

No.: 3 - Time: 1.002880 + Source: 0.8.0.0 * Destination: 255.255.255.255 * Protocol: DHOR » Info: DHCP Request - Transaction 1D Q6960066

o] [

Puc. 9.5. MNaker 3anpoca no nporokony DHCP

B none Message type ykaszaHo, 4TO JJaHHbI NaKeT OTHOCUTCS K THIly 3anpoca @,
a B noJie Transaction ID cOAepXHUTCA TO XKe CaMoe YHUCJIO, YTO U B NepPBbIX ABYX IaKe-
Tax ©, yka3piBasi Ha TO, YTO OHM SIBJAIOTCS YACTBIO OAHOTO M TOTO Xe€ MPOLECca.
JlaHHbIH MakeT NoK06GeH nakeTy OGHAPYXXEHHs! B TOM OTHOIWEHHH, YTO BCsl COAEP-
*)amasics B HeM uHdopmanus 06 IP-anpecax o6HyaseTcs.

H, nakounen, B noasax Option ykazaHo, yro manubiii maker DHCP otHOocHTCa K
THITy 3anpoca (Request) @. O6GpaTyTe BHUMaHME Ha TO, YTO 3anpalMBaeMblii [P-a-
Apec Gonblie He ABAAETCA MYCThIM M 4TO B nosie DHCP Server Identifier coaepxurcs
cootseTcTylomuii IP-axpec ©.
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MNaker noatsepxaeHuns

Ha nocaeaneit craaun paccmarpusaemoro 3gech nponecca DHCP-cepsep no-
CblIaeT KIMeHTy 3anpaumnsaeMple IP-agpeca B makeTe noATBEPXKACHUA, 3aNMChIBas
3Ty MHGOPMAIMIO B CBOCH 6a3e JJAHHBIX, KaK II0Ka3aHo Ha pyc. 9.6. B urore xiuent
noayuuTt cBoit IP-azpec, yro6pl HauaTh 110 HEMY OOMEH JITAHHBIMM B CETH.

M Wireshark - Packet 4 . dhcp_nolease_renewal —_ (] X
Frame 4: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits) on interface @

Ethernet II, Src: Vmware_c@:6@:a4 (@0:0c:29:c0:60:a4), Dst: Vmware 59:fd:21 (0€:0c:29:59:fd:21)
Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.10

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

Hops: @

Transaction ID: @x696ddc66

Seconds elapsed: @

ient) IP addr

Next server IP addr

Relay agent IP addr
Client MAC address:

-1

lient hardware @

: (54) DHCP
Option: (51) IP Address

1) Subne

- - -
i Close I Help
— l

Puc. 9.6. Maker noareepxaexms no nporokony DHCP

Bo3o6Hosnenue apenap! IP-appeca no npotrokony DHCP

Dain nepexeama dhep_ Korza DHCP-cepsep npucsausaet IP-agpec ycrpoii-
inlease renewal.pcapng CTB% OH CJlaeT €ro KHMCHTy B apwnay 3TO O3Hayaer,

- YTO KJIMEHTY Pa3pcCliaeTCs I0Jb30BATbCA MPUCBOEH-
HbIM emy IP-aipecoM ToJibKO B TeUeHME OrPAaHUUCHHOTO NEPHUOJAA BPEMEHH, TIO UC-
Te4eHHUH KOTOPOTO €My NPUAETCA BO30OOGHOBUTD apeHIy AaHHOTro agpeca. Onucan-
nbl1it Beie npouecc DORA npoucxoauT, korga KIMeHT TOJIbKO HoayvaeT csoi IP-a-
JApec WIH Xe KOrjJa BpeMs €ero apeHpl HCTek10. B moboM ciyuae cuMTaeTcs, 4To 'y
TAKOTO YCTPOHCTBA ucmex cpox apenovL.
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Korzna kaueHT ¢ apenaoBanubiM IP-anpecom nepesarpyxaercsi, OH ZOJKEH BbI-
MOJHUTb YKOPOYEHHBII BapuaHT npouecca DORA, yTo6b! 3aTpe6oBaTh cBoit IP-a-
Apec o6paTHoO. Takoi npouecc Ha3bIBAETCA 80300HOBAEHUEM APEHODL.

Jlns BO30OGHOB/IEHHUS apeH/lyeMbIX aIpECOB MAKETbl OOHAPY)XXEHUs U NpeUIoXKe-
HUs He HY)XHbl. BO306GHOBIEHHE apeH/Ibl MOXHO pacCMaTPHUBATh KaK TaKoM Xxe ca-
mblit nponecc DORA, 4TO M /18 yCTPOMCTBA C MCTCKIUIUM CPOKOM apEeH/Ibl, TOJILKO
JUI1 3TOTO JIOCTATOYHO BBITIOJHUTD CTAJMH 3aMpOCa U MOATBEPXKAeHUs. XapaKrep-
HbIH NMPUMEP BO3OOHOBJEHUS apeH/bl MOXHO HalTu B (paiine nepexsara dhcp
inlease renewal.pcapng.

Mapametpebl u TMNBLI coobernin 8 nporokone DHCP

Hacrosmee yno6ctso nporokona DHCP kpoercs B 1OCTYNHBIX ero mapame-
Tpax. Kak 6bU10 NokaszaHo Bbllle, MapaMeTpsl, Yka3biBaemble B nakete DHCP, mo-
IyT OTIMYATHCA JUVIMHOU M cofiepxnMbiM. O6mumit pasmep nakera DHCP 3aBucur or
CoueTaHHs NPUMEHAEMBIX B HEM mnapameTpoB. [TonHbII nepeyeHb MHOrOYHC/ICH-
HbIX napameTpoB nporokona DHCP moxHo Haiitn no agpecy http://www.iana.
org/assignments/bootp-dhcp-parameters/.

ExvncTBeHHbIi mapameTp, KOTOpbiii TpebyeTcs Bo Bcex maketax DHCP, ykasan
B noJie Message type (Tumn coobmeHus 53). ATOT mapameTp 06GO3HAYAET MOPSAAOK
o6paboTkn DHCP~cepsepoM 1 ki1MeHTOM MHPOPMALIMH, COAEpxkaLIeiics B MaKeTe.
BoceMb umeomuxcs TUITOB COOGIEHUI nepeYncaeHsl Tabi. 9.1.

Ta6nuua 9.1. Tunei coo6uennin no nporokony DHCP

Nopsaxoswii  Tun coobuernns Onucaxne

Homep

1 O6Hapyxexne MpumeHseTCA KNMEHTOM ANA OBHAPYXEHWS WMEloWMXCs
DHCP-cepeepos

2 Mpeanoxexne Mochinaetcs cepeepom KAMEHTY B OTBET HA NAKET O6HA-
pyXeHus

3 3anpoc MocwinaeTcs KAMEHTOM AN 3QNPAWMBAHMSA Yy cepsepa

npeaharaembix MM NGpameTpos

4 OtknoHenue MocbinaeTcs KAMEHTOM CepBepy ANS YKA3QHMS HO HERo-
CTOBEPHbIE NOPOMETPH! B NAKETE

5 MNoareepxaexne (ACK) MockinoeTcs cepsepoM KIMEHTY C 3aNPAWMBAEMBIMA NO-
pameTpamu KoHGUrypaummu

6 Henoatsepxaenme (NACK) [Mocwinaetcs knuenTom cepeepy ans OTka3a OT 3anpoca
NOpamMeTpos KOHGUrypaumMu

1 Ocsoboxaenne MNocuinaeTcs KAMEHTOM cepBEpY ANS OTMEHHI QpEeHAas! ny-
Tem 0cBOBOXAEHHS NAPAMETPOB KOHGUIypaLmK

8 U3sewenne Mocbinaetcs KNMEHTOM Cepeepy ANS 3NPOCA NOPAMETPOB
KOHUrypaumm, koraa y knueHta yxe umeercs |P-anpec
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Bepcus 6 nporokona DHCP (DHCPvé)

®ain nepexsama dhep6 Ecin npoaHain3upoBaTh CTPYKTYPY 3ar0JIOBKa B

outlease acquisition.pcapng makere DHCP, npuseaennyio Ha puc. 9.1, to
MOXXHO 3aMETUTh, YTO B HEM HEJOCTATOYHO Me-

CTa JUIs pa3MellieHus aapeca npotokona IPv6. BMecTo MoaepHH3anMu npoToKoaa
DHCP pns aTux neseii 6puta paspa6orana ero pepcus DHCPv6 mo cranmapry
RFC 3315. Ho nockosbky Bepcusi DHCPv6 He nocTpoeHa no npuHuUMIly NPOTOKOIa
BOOTP, To cTpykTypa 3arojloBKa B NaKET€ CTAHOBUTCA B JAaHHOM CJy4ae 6osnee
npocroii (puc. 9.7).

BepcuA 6 NpoTOKONa AMHAMMUECKOM HACTPOMKH y3na ceTh (DHCPVE)
(meusenme | Oxrer 0 1 2 3
Oxrer bur 0-7 8-15 16-23 24-31
0 0 | Tuncoobuienma HaeHTUUKATOP TPaH3AKLIMK
4+ 32+ Mapamerpn

Puc. 9.7. Crpyktypa 3aronoska 8 nakete DHCPv6

CrpykTypa 3arojioBka B paccMaTpHuBaeMom 3zech nakere DHCPv6 comepxur
TOJIbKO JIBA CTATMUYECKMX 3HAYEHMs, KOTOpble (PYHKLMOHUPYIOT TaKUM Xe obpa-
30M, KaK U uX aHaioru B nporokojie DHCP. A octanbHas 4acTb CTPYKTYpbl IaKeTa
MEHSIeTCsl B 3aBUCMMOCTH OT THIIA COOOIIEHMs, 0O03HaYE€HHOTO B MEPBOM OaiiTe.
B paspene Napamerpel (Options) Kax bl MapamMeTp 0603HAYAETCs AByX6aHTOBBIM
KOJOM 3TOTrO MapaMeTpa M JByx6aiiToBbiM nosieM aiuHbl. [lonHbii nepeyeHs Tw-
OB COOGIEHHI ¥ KOJXOB MAapaMETPOB, KOTOPbIE€ MOTYT NOSABJATLCS B 3TUX MOJSX,
nNpuBeAECH MO ajapecy http://www.iana.org/assignments/dhcpvé-parameters/
dhcpvé-parameters. xhtml.

ITporoxon DHCPv6 npecneayeT Takyio xe ueab, kak nporokoax DHCP, Ho uro-
Obl YICHUTb MIOTOK OOMeHa JaHHbIMM 1o npotokoty DHCPV6, coxpamennoe 06o0-
3HavyeHue npouecca DORA cyiexyeT 3aMeHUTb HOBbIM cOKpamieHHeM SARR (Solicit,
Adpvertise, Request, Reply — onpoc, aHoHc, 3anpoc, oTBeT). ITOT NPOUECC HAISI-
HO MOKa3aH Ha puc. 9.8, rie npeacTaBeH KIMEHT C UCTEKIIUM CDOKOM apEH/IbI.

Mpouecc SARR cocTouT U3 caegylomux cTagui.

1. Onpoc. [leppoHauyaIbHBI NAKET MOCHLUIAETCA KIMUEHTOM MO CNELHATBHOMY
MHOT'OAIpeCaTHOMY aJpecy (££02::1:2), 4yTOOBI MONBITATHCA 06Hapy>|<wrb
aoctynubie DHCPv6-cepsepbl B ceTH.

2. AHOHC. JIoCTynHBIii cepBEP OTBEYAET HENIOCPEACTBEHHO KIIMEHTY, YTOOBI U3-
BECTHUTD €T0, YTO OH JOCTYIEH Ui NPEIOCTABJICHUs CBEICHUI 06 ajpecax 1
KOH(pUTIypaluu.
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L Onpoc

[ = nu
AronC nn @

/FEREREER | 3anpoc — | =

DHCPv6-Kknuent DHCPv6-cepsep
Orser I

Puc. 9.8. MNpouecc SARR Bo3obHoBneHMs appeca KNMEHTA € MCTEKWMM
cpokom apeHabl no npotokony DHCPvé

3. 3anpoc. KaueHT nocbutaeT GpopMaibHbIi 3anpoc cBefeHHit 0 KoHdurypa-
LU ZOCTYIMHOMY CEPBEpY MO KaHaJly MHOTOa/JpecaTHOM NepejayH.

4. OtBer. CepBep NoCbUIAET BCE UMEIOMMECH CBEJICHUS O KOHUIYpAIMU He-
MOCPEACTBEHHO KJIMEHTY, M Ha 3ToM npouecc SARR zasepmaercs.

Ceoaka onucanHoro Bbime mnpouecca SARR, Bssaras u3 daiira nepexsara
dhcp6_outlease acquisition.pcapng, npuseseHa Ha puc. 9.9. B qanHoM npume-
pe aemoHcTpupyeTca B AedictBuM npouecc SARR, B xojie KoToporo HOBbIi ceTe-
Boi y3en (£e80::20c:29ff:feSe:7744) NpUHMMAET CBEJICHHUA O KOHQUIypauuu
ot DHCPv6-cepsepa (£e80: :20c:29£f:felf:a755). Kaxablii makeT npeacTaBaseT
oaHy craamio nponecca SARR, npuueM neppoHavanbible MAKETbI ONMPOCA U OObAB-
JIEHUsI CBSI3BIBAIOTCS BMECTE C MOMOIIbIO l/l}ICHTHq)I/lKaTOpa TpaH3akuuu 0x9de03f,
a IakeTbl 3aIpPoCca M OTBETA — ¢ MOMOUIbIO HACHTH(HHUKATOPA TPaH3aKLMy 0x2d1603.
M xoTs 310 He MOKa3aHO Ha puc. 9.9, paccMaTpuBaeMblii 3/1lecb OGMEH JJAHHbIMH
MPOUCXOAUT Yepe3 CTAHAAPTHBIE NMOPTHI 546 U 547, UCIIOJIb3yeMbI€ B TIPOTOKOJE

DHCPvb6.

Puc. 9.9. Knuenr, nonyyatowmi IPvé-agpec no nporokony DHCPvS

B o6mem, cTpykTypa nakera B cereBoM Tpaduke 110 nporokosry DHCPv6 Bbirs-
JMT COBCEM MHa4e, XOTA B HEH NPUMEHSIOTCS B OCHOBHOM TE XK€ CaMbl€ ITOHSATHSL.
Tem He MeHee B paccMaTpHMBaeMOM 3/€Ch Npolecce TpedyeTcs HekoTopas ¢popma
obHapyxenus DHCP-cepsepa u ¢popManbHOro u3BjaedyeHUs CBeAeHUH 0 KOHGUry-
paunn. Bce TpaH3akumMu no-npexHeMy CBA3bIBAIOTCA MO CBOUM UJACHTU(PUKATOPAM
B KQX/IOH Nape NakeToB, KOTOPbIMU OOMEHUBAIOTCSA KJIMEHT U cepBep. Aapecauus
no npotokoay IPv6 ne Moxer momiepxuBaTbcs TPaAUIIMOHHBIMM MEXaHU3MaMH
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DHCP. Eciu B Bameii ceTu UMEIOTCS YCTPOHCTBA, aBTOMAaTUYECKU MOJIydYalolUe
IPv6-azpeca oT cepBepa, TO 3TO O3HAYAET, UTO B Balllei CETH, BEPOSITHEE BCETO,
yxe peiicteyer cayx6a DHCPv6. A ecin Bam TpebyeTcs NpOJAOKUTL CpaBHEHUE
nporokosnoB DHCP u DHCPv6, To pexomeHnayeTcs OTKPbITh YIIOMUHABIIHECS Pa-
Hee B 3TOM M1aBe ¢aii/ibl NepexBaTa [0 OYE€PEAU M CPABHUTD MX COJAEPKUMOE HENO-
CPEACTBEHHO.

Cucrema gomeHHbix umeH (DNS)

IMporokos DNS (Domain Name System — cucTemMa TOMEHHBIX UMEH) OTHOCUTCS
K 4HMCJy Han6oJiee BaXKHBIX MEXCETEBbIX IIPOTOKOIOB, IOCKOJIbKY OH CIIY)KUT CBO€-
ro poja cBs3yloluM 3BeHOM. B wacTHOCTH, npoTokos DNS cBsa3biBaeT JOMEHHbIE
UMeHa (HanpuMep, www.google.com) ¢ IP-aapecamu (Hanpumep, 74.125.159.99).
Ecin TpebyeTcs cBsA3aThCsi € ceTeBbIM YyCTpOHCTBOM, IP-aapec xoToporo Heusse-
CTEH, MOJY4YUTb JOCTYIl K 3TOMY YCTPOMCTBY MOXHO IO €ro JOMEHHOMY UMEHH B
cayx6e DNS.

Ha DNS-cepBepax xpanuTcs 6a3a JaHHbBIX C 3aNUCAMU pecypcos, COAEPKALUX CO-
nocrasjaeHus IP-azpecos u J1OMEHHBIX UMEH, KOTOPBIMH 3TH CEPBEPDI AEIATCA C
K1MeHTaMu u apyrumu DNS-ceppepamu.

Cmpyxmypa DNS-cepeepos dosoavno croxcna, nosmomy 3deco paccmampuéa-
W0MCA UMD camble pacnpocmpanernsie muns. cemegozo mpaguxa DNS. Ilo
pasnuunsim gonpocam, ceasannsim ¢ npomoxosom DNS, obpawaimecy 3a
cnpaexot no adpecy https: //www.isc.org/community/rfcs/dns/.

Crpyxtypa 3aronoska B naketre DNS

Kak mokasano nHa puc. 9.10, cTpykrypa 3aronoska B nakere DNS Heckonbko
HHasl, YeM B PaCCMAaTPUBABIIMXCs paHee TUNaxX nakeTos. B 3aronoske maketa DNS
HMEIOTCA NePeYHCICHHbIE HHXE MO,

Cucrema pomenbix umeH (DNS)
Cmeujerine | Oxrer 0 1 2 3
Oxver bur 0-7 8-15 16-23 24-3
0 0 WReHTHOHKALHOHHbIT HoMep DNS | Kon sanpoca [ | EIPIR] 3 | Konomen
4 32 Yucno 3anpocos Yuano oteeros
8 64 | Yncno 3anuceit Ha ABTOPHTETHOM CepBepe IOMERHbIX HMeH Yucno AONONHMTENbHBIX 3anuced
12+ 96+ Pa3pen 3anpocos Pa3pen oBetoB
Pa3nen nonHomoumit Pa3nen AononHUTENbHbIX (BeAeHHA

Puc. 9.10. Crpykrypa 3aronoeka s nakere DNS
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e Haentndukanmonnnit Homep DNS (DNS ID Number). CyxuT aisi CBA3BI-
Banusa DNS-3anpocos ¢ DNS-orseTamu.

¢ 3anpoc/Otset, 30 (Query/Response, QR). OGo3Ha4YaET, COACPKUT JM Ma-
ket DNS-3anpoc nim DNS-otseT.

¢ Kopa 3anpoca (OpCode). OnpeaensieT TN 3anpoca, COAEPKAUIMICA B COO6-
IIEHUH.

¢ ApTopuTreTHbIli oTBeT, AO (Authoritative Answers, AA). Ecin 3Hauenue
3TOrO MOJISA YCTAHOBJIEHO B OTBETHOM IIaKETE, 3TO O3HAYAET, YTO OTBET IO-
CTYIMWI OT aBTOPUTETHOTO C€pBEPa JOMEHHBIX UMEH, 00C/Y)KMBAIOWIETrO AaH-
HBIHA AOMEH.

¢ Yceuenne, YC (Truncation, TC). OGo3Ha4aeT, YTO OTBET ObLI yCceueH, Mo-
CKOJley OH OKa3aJiCd CJIMINIKOM 60}lbll.lldM H HE NTOMECTHJICSA B IIAKET.

¢ TpebGyerca pexypcus, TP (Recursion Desired, RD). Eciu 3Hauenue storo
M0JIs1 yCTAHOBJIEHO B 3aNpoce, 3TO 03HavaeT, uro DNS-kineHT aenaet pexyp-
CHBHBII1 3a1IPOC, €C/IN Ha LeJIEBOM CePBePe JOMEHHBIX UMEH OTCYTCTBYET 3a-
npamuBaeMas nudopmanus.

¢ Pexypcusa pocrynna, P/ (Recursion Available, RA). Eciin 3Hauenue storo
I0JIs1 yCTAHOBJIEHO B OTBETE, 3TO O3HAYAET, YTO PEKYPCHUBHbIC 3AIIPOCHI MOX-
AEPXKHMBAIOTCS Ha CEPBEPE JOMEHHbIX UMEH.

¢ 3apesepBupoBaHo, 3 (Reserved, Z). ITo crannapty RFC 1035 B 3TOM nose
JIOJIKHBI OBITb YCTAHOBJIEHBI Bce HYM. Ho oHO MHOrIa ncnosbsyercs B kave-
cTBe pacmMpeHnus noyas RCode.

¢ Kopa oTBera (Response Code, RCode). Cirysxut B DNS-oTBeTax 1151 ykaszaHus
Ha Ha/IM4YKe JOGBIX OUIUGOK.

¢ Yucno 3anpocos (Question Count). OGo3HauaeT YMCJIO 3anMCel B pasgese
3aIIpOCOB.

¢ Ymucao orseros (Answer Count). O603HauaeT YUCJIO 3aMHUCEl B pa3jese oT-
BETOB.

e Yucno 3anuceil Ha aBTOPUTETHOM CepBepe AOMEHHBIX HMeH (Name
Server (Authority) Record Count). OGo3HawyaeT 4MCJIO 3amucell pecypcoB
Ha cepBepe JOMEHHBIX UMEH B pasjieie HayaJbHOM 3anucH 30HbI (Start of
Authority, SOA).

e Yucao nonosHUTENbHbIX 3anucei (Additional Records Count). OGo3Haua-
€T YMCJIO 3aNKceil pecypcoB B pa3fieie A0MOJHUTEIbHBIX CBEJCHHIA.

e Pasnen 3ampocos (Questions Section). 3To pasjgen nepeMEHHOro pa3me-
pa, conepmamnﬁ OJMH WA HECKOJIbKO 3aIlIpoCOB CBeJleHUI, MOCbUIAE€MbIX
DNS-cepsepy.
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e Pasnen orBeToB (Answers Section). 9To pa3jes NepeMEHHOTO pa3Mepa, Co-
A€PKaLHMii OJHY UM HECKOJIBKO 3aIMCel pecypcoB, MOChLIAEMbIX B OTBET Ha
3anpochl.

o Pasgesn nosmHomounii (Authority Section). 9To pa3jes nepeMEHHOro pa3me-
pa, cofiepxKaILMii 3aMI1CH PECypPCOB, YKA3bIBAIOLIME HAa aBTOPUTETHBIE CepBe-
Pbl JOMEHHDBIX MMEH, KOTOPbI€ MOIYT GBITh MCIIOAb30BAHBI VIS MPOROJIKE-
HUs [TpoLiecca MpeoGpa3soBaHUs UMEH.

e Pasgen gononHuTenbHbIX cBeaeHnit (Additional Information Section). dto
pa3fes 1lepeMEeHHOro pasMepa, CoOAepXalluid 3anucy PeCypcoB, XpaHslue
JOMOJIHUTENbHBIE CBEJ€HUS, CBS3aHHbIE C 3alPOCOM, XOTHA UX COBCEM He
0653aTe/IbHO MOChUIATh B OTBET 3a 3aNpoc.

Npocron DNS-3anpoc

Daiin nepexsama dns_ IMporokon DNS ¢yHknHOHMpPYeT B pexume “3ampoc-
query response.pcapng OTBET’. B 4acTHOCTH, KIMEHT, XealoWuii npeobpaso-

BaTb DNS-ums B IP-agpec, noceinaer sanpoc DNS-cepse-
Py, a TOT — oméem C 3anpamuBaeMoii nHdopmauueit. B npocreimeit popme s
BBIMIOJIHEHHA 3TOTO NpoLecca TpeGyoTCs ABa NaKeTa, KaK AEMOHCTPUPYETCA B IPH-
Mepe u3 ¢aiina nepexsaTa dns_query response.pcapng.

Kak nokaszano Ha puc. 9.11, nepssriii naker cogepxxut DNS-3anpoc, nocoinae-
MBI KJIMEHTOM, HaXOASIMMCS 110 aapecy 192.168.0.114, cepBepy, NpUHUMalOIIE-
My 3TOT 3anpoc Nno aapecy 205.152.37.23 yepe3s cTaHAaPTHbINA MOPT 53, NpUMeEHsE-
Mblit B npoTokoe DNS. [1pucTynus k aHa1M3y 3arojJloOBKOB B IaHHOM IaKeTe, MOX-
HO OGHApYXUTB, 4TO B poTokosie DNS B kauecTBe TPaHCMOPTHOTO HCNO/b3YeTCs
npotokon UDP ©.

B yactu maHHOro makera, oTHocsme#ics k nporokony DNS, MoxHO oGHapy-
XUTh, YTO MEJIKHE I0JIs1, PacIo/IoXKEeHHbIe GJIMKe K Hayaly ITakeTa, CBEJEHbI CPea-
crBamu Wireshark B eaunblii pasgen Flags. Passepuute 3TOT pasaen, yTo6bl yBU-
AETh COOGIEHHE, KOTOPOE HA CAMOM JEJIC SIBJISIETCS CTAHAAPTHBIM 3anpocoM @,
He yCe4eHO 1 TpebyeT peKypcuH, 0 KOTOpoi pedb noiaer aanee. B rannom ciayqae
onpeJiesieH UL OAMH 3aNPOC, KOTOPbI MOXHO OOHAPYXHUThb, Pa3BEPHYB pa3je
Queries (3anpocsr). Tam BbI yBUAMTE, 4TO 3anpaliMBaeTCsa Npeobpa3oBaHHUE JO-
MEHHOIO UMeHH wireshark.org B MexceTeBo# agpec (IN) xocta (tun A) ©. Io cy-
IECTBY, B JAaHHOM MaKeTe 3anpamubaetca ciaeayiomee: “Kakoit IP-aapec cBsazan ¢
JOMEHOM wireshark.org?”

OTBeT Ha 3TOT 3aNPOC COAEPIKUTCS B NAKeTe 2, KaK NOKa3aHo Ha puc. 9.12. Itor
NaKeT MMeeT CBOW MAEHTH(UKALMOHHDII HOMep @, M0 KOTOPOMY MOXHO CYAUTb,
YTO OH COAEPXKUT MPABMWIbHBIN OTBET HA MCXOHBIH 3amnpoc.
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‘ Wireshark - Packet 1. dns_query_response e O X

Frame 1: 73 bytes on wire-(ﬁsd bits), 73 bytes captured (584 bits)
Ethernet II, Src: HonHaiPr 6e:8b:24 (@@:16:ce:6e:8b:24), Dst: D-Link 21:99:4c (00:85:5d:21:99:4c)
Internet Protocol Version 4, Src: 192.168.0.114, Dst: 205.152.37.23
User Datagram Protocol, Src Port: 106@ (1068), Dst Port: 53 (53) (1)
v Domain Name System (query)
[Response In: 2]
Transaction ID: @xigef
v Flags: 8x@10@ Standard query @
@ cece ocse sase = Response: Message is a query
.000 0... .... .... = Opcode: Standard query (9)
..8. .... .... = Truncated: Message is not truncated
vees sesl s cuen = Recursion desired: Do query recursively
.@.. .... =Z: reserved (0)
. «..8® .... = Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Vv Queries
Vv wireshark.org: type A, class IN G)
Name: wireshark.org
[Name Length: 13]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (9x0001)

No.: I « Time: 0.000000 * Source: 192.168.0.114 * Destination: 205,152.37.23 * Protocol: DNS * Length: 73 » Infor Standard query Oi80F A wireshark.org

[oose ][ neb

Puc. 9.11. Maker ¢ DNS-3anpocom

3amaHyB B pasjien Flags, MOXHO y6e/IMThCS, YTO 3TO ACHCTBUTEIIBHO OTBET U
4TO PEKYpCHs JOCTYIHA, €CIU OHa TpeGyercs @. JlaHHBIN MAKET COACPHKUT JHID
O/IMH 3aIpOC M OJIHy 3alUCh pecypcoB ©, NOCKOIBKY OH BKIIOYAET B ce6Gst nepBo-
HAaYaIbHbIA 3aIIPOC BMECTE C OTBETOM Ha Hero. JlomeHHOMy MMeHM wireshark.
org coorBercTByeT IP-axpec 128.121.50.122 @. [Tonyuns 3TH CBeAeHUS, KIMEHT
MOXET Tenepb co3aaTh IP-nakeThl M NPUCTYNUTDH K OGMEHY JAaHHBIMH C CEPBEPOM,
MMEIOIIUM JOMEHHOE UM wireshark.org.

Tunbi 3anpocos no nporokony DNS

B noasx Type, ucnosbsyembix B 3anpocax M oTeeTax no nporokoay DNS, yxa-
3bIBAETCA THUIl 3aNIMCH PECYPCOB, 3alPaliMBaeMbIX WM coobGmaeMbIx B oTBeT. He-
KOTOpbIe U3 Haubojiee ynoTpeGUTE/IbHBIX THIIOB 3aMKCeil PpecypcoB mnepeduce-
HbI B Ta6J1. 9.2. 3THU TUIIBI MOXHO HAOMIOAATh KaKk B OGBIYHOM CeTeBOM TpadHKe,
TaK W B IPUMeEPax U3 JaHHOMN KHUrH. (B Tabs. 9.2 npuseseH JuIb KpaTKHii nepe-
YeHb TUIOB 3anuceit pecypcoB.) UToObl 03HAKOMHUTBCA CO BCEMM THIIAMM 3amH-
ceit pecypcos B DNS, nocerure Be6-cTpaHuuy no agpecy http://www.iana.org/
assignments/dns-parameters/.)
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‘ Wireshark - Packet 2 - dns_query_response

Frame 2: B9 bytes on wire (7‘12 b’its),’ 29 by‘tes‘ cz;ptured (712 bits)
Ethernet II, Src: D-Link_21:99:4c (90:05:5d:21:99:4c), Dst: HonHaiPr 6e:8b:24 (00:16:ce:6e:8b:24)
Internet Protocol Version 4, Src: 205.152.37.23, Dst: 192.168.0.114

User Datagram Protocol, Src Port: 53 (53), Dst Port: 106@ (1068)

Domain Name System (response)

| ©

v

v

No.: 2 - Time: 0.091164 - Source:

[Request In: 1]

[Time: ©.891164000 seconds]

Transaction ID: @xisef o

Flags: @x8188 Standard query response, No error e

= Response: Message is a response
Opcode: Standard query (@)
Authoritative: Server is not an authority for domain |
Truncated: Message is not truncated

............ Recursion desired: Do query recursively

Recursion available: Server can do recursive queries
Bee couo w2
Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable

Reply code: No error (@)

reserved (@)

Questions |
Answer RRs: 1 |
Authority RRs: @ \
Additional RRs: @ |
Queries
v wireshark.org: type A, class IN
Name: wireshark.org
[Name Length: 13]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (9x0001)
Answers
¥ wireshark.org: type A, class IN, addr 128.121.50.122 e
Name: wireshark.org
Type: A (Host Address) (1)
Class: IN (@x98081) |
Time to live: 14400 {
Data length: 4 ‘
Address: 128.121.50.122 i

152.37.23 * Destination: 192.168.0.114 * Protocol: DNS * Length: §9 - I

: Standsrd query rasponse OviB0f A wieshark.ong A 128.121.50.122

Close Help

Puc. 9.12. lNaker c DNS-otseTom

Tabnuua 9.2. Hanbonee ynotpebutensbHbie tunsl 3anuceir pecypcos 8 DNS

3HaueHune Tun Onucaxne

1 A IPv4-appec xocta

2 NS ABTOpPUTETHLIN CEpBEP AOMEHHBIX UMEH
5 CNAME KanoHnueckoe ums ncesaoHuma

15 MX O6meH noutoin

16 TXT Tekctosas cTpoka

28 ARAR IPv6-anpec xocta

251 IXFR MHKpeMeHTHLI NepeHoC 30Hb!

252 AXFR MonHeli nepexoc 30HsI
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Pexypcus 8 DNS

Paiinve nepexséama dns_recursivequery client. B cuy nepapxuveckoro xapak-
pcapng, dns_recursivequery server.pcapng TEPa MEXCETEBOH CTPYKTYpbl
DNS Bce DNS-cepsepn! gommx-
HBI GBITH B COCTOSIHUH CBS3BIBATbCSA JIPYT C APYTOM, YTOObI IOJY4aTh OTBETHI HA 3a-
NpOChl, OTHpaBJigeMble KIMEHTAMH. Ecn ele MOXHO NpEeANnoNOXUTb, YTO BHY-
TpenHeMy DNS-cepBepy usBectHo, kakoit umeHHo IP-agpec HasHaueH JToKaIbHOMY
cepBepy BO BHYTPEHHEH CETH NPEANPUATHS, TO BPA JIM CJIEAYET OXKUAATh, YTO EMY
uapecteH IP-aapec, HasnaueHHbli Be6-cepsepy komnanuu Google wiu Dell.
Korma ognomy DNS-cepsepy Tpebyerca Haiitu IP-agpec, on 3anpammusaer apy-
roii DNS-cepsep oT MMeHM KIMEHTa, JejJalolero nepBoHavYalbHbIi 3anpoc, Jei-
CTBYH, 11O CYIECTBY, KaK KIMeHT. U 3ToT npouecc Ha3pIBaeTCs pexypcueil.

‘ Wireshark - Packet 1 - dns_recursivequery_client - O X

Frame 1: 76 bytes’on wire (688 bits), 76 bytes captﬁred (Bésrbité)
Ethernet II, Src: HewlettP bf:9i:ee (09:25:b3:bf:91:ee), Dst: Vmware 92:94:9f (00:0c:29:92:94:9f) |
Internet Protocol Version 4, Src: 172.16.9.8, Dst: 172.16.0.182 :
| ¥ User Datagram Protocol, Src Port: 56125 (56125), Dst Port: 53 (53)
| Source Port: 56125
Destination Port: 53
Length: 42
v Checksum: @x58ca [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
[Stream index: @]
{v Domain Name System (query)

In: 2]
Transaction ID: @x8b34
v Flags: @x@18@ Standard query
Qevs cves wiee aena = Response: Message is a query
090 9... .... .... = Opcode: Standard query (@)
..8. .... .... = Truncated: Message is not truncated
....... 1 .... .... = Recursion desired: Do query recursively @
.@.. .... = Z: reserved (@) |
........... @ .... = Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v www.nostarch.com: type A, class IN 9
Name: www.nostarch.com
[Name Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (©xeeel)

16.0.8 + Desnnstion: 172.16.0.102 - Protocols DNS * Length: 7§ - Info: Standand query Oh8634 A www.nostarch.com

Close Help

Ap.; I - Time: 8.000000 - Source: L

Puc. 9.13. DNS-3anpoc ¢ yctaHosneHHsiM pnarom 3anpoca pekypcmm
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YT0o6bI MOCMOTPETb, KAKMM OOPa30M MTPOUCXOAUT MPOLECC PEKYPCUU C TOYKH
3penuss DNS-kienTa n DNS-cepBepa, oTkpoiiTe cHavana aiin nepexsara dns_
recursivequery client.pcapng. 3ToT (aiin COAEPXMUT NEPEXBAYEHHBIA Tpa-
¢uk DNS-winenTa, cocToamuit U3 AByx naketos. [lepBblil makeT coaepxuT nep-
BOHAYWIbHBIN 3anpoc, ornpabiaeHHblii DNS-KIMEHTOM, HaXOAAIMUMCS MO afipecy
172.16.0.8, DNS-cepBepy, pacnonoxeHHOMy 1o ajgpecy 172.16.0.102 (puc. 9.13).

Pa3BepHyB yacTh JaHHOTO NMaKeTa, OTHOCAMLIyIOca K npoTokoay DNS, Bbl ysuam-
T€, YTO 3TO CTAHAAPTHBIN 3anpoc 3amucu Tuna A o DNS-umenu www.nostarch. com
®. Yro6bl HcCIetoBaTh JAHHBIN IAKET Aajblie, pa3BepHUTe pasjen Flags, rae yka-
3aHO, 4TO TpebyeTcs pexypeus @.

BTopoii nakeT, Kak U CJI€JJOBAJIO OXHUAATb, COAEPKUT OTBET HA IIE€PBOHAYAIb-
Hbli 3anpoc (puc. 9.14).

Ml Wireshark . Packet 2 . dns_recursivequery_client = m} X

Frame 2: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
Ethernet II, Src: Vamare 92:94:9F (00:0c:29:92:94:9f), Dst: HewlettP bf:91:ee (06:25:b3:bf:91:ee)
Internet Protocol Version 4, Src: 172.16.8.102, Dst: 172.16.9.8
User Datagram Protocol, Src Port: 53 (53), Dst Port: 56125 (56125)
| v Domain Name System (response)
| [Request In: 1]
[Time: ©.183134000 seconds]
Transaction ID: @x8b34 @
V¥ Flags: @x818@ Standard query response, No error
love coie venn cesn = Response: Message is a response
........... = Opcode: Standard query (0)
Authoritative: Server is not an authority for domain

v ®
®

® .

wono

Truncated: Message is not truncated
................ Recursion desired: Do query recursively

-
1

....... = Recursion available: Server can do recursive queries

Z: reserved (0)

Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable

Reply code: No error (@)

® - .
[ ]

Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
v Queries
v www.nostarch.com: type A, class IN
Name: www.nostarch.com
[Name Length: 16]
[tabel Count: 3]
Type: A (Host Address) (1)
Class: IN (@xe001)
v Answers
V¥ www.nostarch.com: type A, class IN, addr 72.32.92.4 (B
Name: www.nostarch.com
Type: A (Host Address) (1)
Class: IN (@x08e1)
Time to live: 3690
Data length: 4
Address: 72.32.92.4

Nows 2+ Timey 0.183134 « Sourcer 172.16.0.102 » Destination; 172,16.0.8 * Protocol: DNS » Length: 82 + Infor Standard query response Q834 A www, nos 32.82.4

Gm;m Help

Puc. 9.14. Orser Ha DNS-3anpoc
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HaenTHduUKaTOp TPAH3AKLMK 3TOTO MAKETa COBMNANACT C AHAIOTUYHBIM MJICH-
TU(HUKATOPOM B MepBOHaYanbHOM 3anpoce @. A nockonbKy OMGKH OTCYTCTBYIOT,
TO B KOHEYHOM MTOTE KJIMEHT HOJIyYa€eT 3alMCh PECYPCOB THNA A, CBA3aHHYIO C J0-
MEHHbIM UMEHEM www . nostarch.com @.

OTBeT Ha pacCMaTpUBaeMbIi 31€Ch 3aMpPOC GbLT MOJNYYeH MOCPEACTBOM PEKyp-
cuM, KoTopas 6bula 3aUKCHpOBaHa NpU Hpocaymusanuu Tpagpuka DNS-cepse-
Pa, Kak IEeMOHCTPUPYyeTcs B IpuMepe U3 daiina nepexsara dns_recursivequery
server.pcapng. JTOT (aill COACPKUT ceTeBOM TpadHUK, NEPEXBAUYCHHBIA HA JIO-
kanbHoM DNS-cepsepe, koraa 6b11 vHUIIMKPOBaH 3anpoc (puc. 9.15).

Puc. 9.15. DNS-pexypcus ¢ Touku 3penmns cepsepa

IlepBb1it makeT U3 JaHHOTO (paiina OKa3bIBAETCA TAKMM K€, KaK U MAKeT C Mep-
BOHAYaIbHBIM 3alPOCOM M3 Mpeabiaymero ¢aiina nepexpara. Ha gannoit craqun
DNS-cepBep mojiyunn 3anpoc, NpPoBEPU CBOIO JIOKAIbHYIO 6a3y JAHHBIX M BBISAC-
HWI, YTO OH HE 3HAaeT OTBCTA HA 3aMPOC, KaKOW uMeHHo IP-aapec coorsercrsyer
DNS-umenu www.nostarch.com Ho nockosbky MCXO/iHBII nakeT GbL1 OTIIPABJIEH €
ycTaHoBJ€eHHbIM (prarom Recursion Desired, To DNS-cepsep MoxeT nonpocuts apy-
roit DNS-cepsep oTBETUTb Ha NOJyY€HHBbIH 3a1IPOC, KAK CJICAYET U3 COEPKUMOrO
BTOPOTO I1aKeTa.

Bo Bropom nakete DNS-cepsep, naxoasmuiica no aapecy 172.16.0.102, nepe-
AACT HOBBIH 3aIpOC CEPBEPY, PACHOJIOKEHHOMY O agpecy 4.2.2.1 @. IlepBblit u3
HUX HaCTPOEH Ha MEePeChUIKY 3aMPOCOB BOCXOAAMET0O NMOTOKA BTOPOMY, Kak MOKa-
3aHO Ha puc. 9.16. JlaHHbIN 3aIIpOC 3€PKabHO OTOOPaXXaeT NEPBOHAYAbHBIN 3a-
poc, MO CYIEeCTBY, NpeBpaulas nocbuiamluii ero DNS-cepsep B winenTa. B o xe
BPEMS MOXCHO CKa3aTb, UTO 3TO HOBBII 3anpoc, NOCKOAbKY ACHTU(PHKALHOHHDIN
HOMED TPAH3AKIHUHU 31€Ch OTIUYAECTCA OT HAEHTU(HUKAIIMOHHOTO HOMEPA B Npebl-
AyweM ¢aitne nepexsara @.

Kax TosbKo AaHHbINi MakeT OyAeT NPUHAT CEPBEPOM, HaXOAAIMMCS MO aJ[Pecy
4.2.2.1, nokanbHblit DNS-cepBep nojiyduT OT HEro oTBeT, KakK NMOKa3aHO Ha PHC.
9.17. [onyuus 3TOT OTBeT, JIoKaIbHbIH DNS-cepBep nepesact yeTBepThIi U HATBHIA
nakeTbl DNS-kinenTy ¢ 3anpaummsaeMoii uagopManmei.

B nanHoM npumepe A€MOHCTPUPYETCA JIUIUbL OJIMH YPOBEHb PEKYPCHH, HO OHa
MOXET MNPOUCXOAUTL HEOJAHOKPATHO MO eauHcTBeHHOMy DNS-3anpocy. M xors
3pech noJydyeH orseT ot DNS-cepsepa, naxonsmerocst no ajapecy 4.2.2.1, stor
cepBep MOT 6bl pEKYPCHBHO NEPECIaTh 3alIPOC ellle OXHOMY CE€PBEPY, HTOOBI HAMTH
OTBeT Ha 3anpoc. [IpocToit 3anpoc MokKeT pacnpoCTPAHUTLCA 110 BCEMY MUPY, IIpe-
XJIEe Y€M YAAaCTCA HAUTH NPaBUbHbBIA oTBET Ha Hero. [Ipouecc 06pabOTKH peKyp-
cuHoro DNS-3anpoca namaaHo nokasas Ha puc. 9.18.

242 Tnaosa @



M Wireshark - Packet 2 . dns_recursivequery_server

Frame 2: 76 bytes on wire (688 bits), 76 bytes captured (608 bits)

v

Internet Protocol Version 4, Src: 172.16.0.102, Dst: 4.2.2.1 0
User Datagram Protocol, Src Port: 62570 (6257@), Dst Port: 53 (53)
v Domain Name System (query)
Respon n:
Transaction ID: @xf3iad @
¥ Flags: @x010@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v www.nostarch.com: type A, class IN
Name: www.nostarch.com
[Name Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x0e91)

» Ethernet II, Src: Vmware 92:94:9f (00:0c:29:92:94:9f), Dst: Ciscolnc_31:87:33 (89:26:0b:31:07:33)

Novr 2 - Time: 8000379 + Sowrpe: 172.16.0.102 + Destinaion: 4.2.2.1 * Protocol: DNS » bength: 76 « Info: Standird guery @d34d A www.nostarch.com

Tigm: @it_boooks

Puc. 9.16. Pexypcusreivi DNS-3anpoc

M Wireshark - Packet 3 . dns_recursivequery_server

> Frame 3: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)

Internet Protocol Version 4, Src: 4.2.2.1, Dst: 172.16.0.102
User Datagram Protocol, Src Port: 53 (53), Dst Port: 62570 (62579)
Domain Name System (response)
Request In: 2
[Time: ©.18222300€ seconds]
Transaction ID: @xf34d
Flags: ox8189 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
v Queries
¥ wew.nostarch.com: type A, class IN
Name: www.nostarch.com
[Mame Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x@001)
Vv Answers
Vv www.nostarch.com: type A, class IN, addr 72.32.92.4
Name: www.nostarch.com
Type: A (Host Address) (1)
Class: IN (@x@eel)
Time to live: 3600
i Data length: 4
i Address: 72.32.92.4

€ v e v

Ethernet II, Src: Ciscolnc_31:87:33 (00:26:8b:31:07:33), Dst: Vmware_92:94:9f (90:0c:29:92:94:9f)

No: 3 < Time: 8.182602 « Source: 4.2.2.1 » Destivation: 172.16.0.102 + Protocol: DNS + Length; 92 - Info: Standard query respanse Od34d A www.nastarch.com A 72.32.92

Puc. 9.17. Orser Ha pekypcusnbiii DNS-3anpoc
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PexypcuBHbIA 3anpoc

PexypcuBHbii 3anpoc

Il

o

Orger Ha 3anpoc OvBeT Ha 3anpoc

[FEEEEES

DNS-Kknuent Otger Ha 3anpoc Brewnmi DNS-cepsep

Puc. 9.18. Npouecc obpaborku pekypcusroro DNS-3anpoca

MNepeHnoc DNS-30H

Daiin nepexaama DNS-30na — 3TO MPOCTPAaHCTBO UMCH (MM rpynmna), BECTH KO-
dns_axfr.pcapng Topoe mnopyieHo DNS-cepsepy. Hanmpumep, y xomnanuu

Emma’s Diner moxer 6biTh ojiun DNS-cepBep, oTBevaomui
3a JoMeHHOe UMsi emmasdiner. com. B aToM ciyuae ycTpoicTBa B caMoii KOMITaHUM
M 32 ee IMpejesaMH, KOTOPbIM TpebyeTcs mnpeobGpa3oBaTh AOMEHHOE UMS
emmasdiner.com B IP-agpec, no/mxHbI cBA3aThcs ¢ ee DNS-cepBepoM, oTBeualommM
3a aHHy10 30Hy. [1pu pacmupenuu komnanuu Emma’s Diner MoxeT 6bITb BBeACH
BTopoi DNS-cepBep /u1s1 BeieHHs TOJIBKO TOMH YaCTH NPOCTPAHCTBA HMEH, KOTOpas
OTHOCHUTCS K SJleKTpOHH()ﬁ MOYTE U UMEET JOMEHHOE UM mail.emmasdiner.com.
Takum oGpazom, BTopoit DNS-cepsep GyaerT oTBeuyaThb 3a MOYTOBBI CYGAOMEH.
[To Mepe HEOOXOAMMOCTHU /ISl BEIEHUS IPYTHUX CY6JOMEHOB MOTYT GbITh BBEACHbI
aonoyHuTeabHblie DNS-cepsepbl, kak roka3aHno Ha puc. 9.19.

emmasdiner.com

[+]

— | web.emmasdiner.com
——» | db.web.emmasdiner.com
— | cart.web.emmasdiner.com

mail.emmasdiner.com

o

Puc. 9.19. Paspenenue oteetcTeeHHOCTH 3a npo-
cTpaxcTea umeH cpean DNS-3on
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Tigm: @it_boooks
Ieperoc 3015 NPOUCXOAUT B TOM CJIyqae, €C/IU JaHHbIE 30HbI N€PENAIOTCA MEXIY
ABYMsl YCTPOMCTBAMH — KaK MPaBUJIO, U3 COOOpakeHui pesepBuposBanus. Hanpu-
Mep, B OPraHU3alMAX ¢ HeckoabKuMu DNS-ceppepamu ceTeBbl€ aIMUHUCTPATOPBI
3a4aCTyI0 HaCTPauBaloT BcrnomorareabHbliil DNS-cepBep Ha XpaHeHue KOIIMU AaH-
HBIX 30HbI N3 OCHOBHOTO DNS-cepBepa Ha TOT cJy4ait, €C/IM OCHOBHOM CEPBEP OKa-
AKeTcst HEAOCTYNHBIM. MIMeloTcs cnexyomue BUAbI IEPEHOCA 30H.

¢ Ilounblii nepenoc 3oubl (AXFR). K atomy Bujly OTHOCATCA nepeHOCHI,
NPH KOTOPbIX BCSA 30HA NMEPECHUIAETCA MEXTY yCTPOHCTBAMH.

¢ HukpemenTHbriii neperoc 3oubI (IXFR). K sTomy Buay oTHOCATCA nepe-
HOCBI, IPH KOTOPBIX ICPECHUIACTCS JIUIIb YACTh JAHHBIX 30HBI.

B ¢aiine nepexpara dns_axfr.pcapng COAEPXMUTCA NPUMEP MNOJHOrO mepe-
HOCa 30HBI MEXJY XOCTaMH, HaxOJAIIMMMCA MO aapecaM 172.16.16.164 wu
172.16.16.139. Ha nepBblii B30Ia1, COAEPKUMOE 3TOro (aitla MOXET yAUBUTH
BaC, NOCKoJbKy BMecTo naketoB UDP Bbl o6Hapyxure B HeM nakeTbl TCP. U xota B
nportokoje DNS ucnonbayercsa nporokon UDP, anst pemreHust HEKOTOPbIX 3a/a4, B
TOM 4YHCJIe IEPEHOCA 30H, B HeM npuMeHseTcs u nporokoa TCP, nockonbky on o6e-
cne4ynBaeT Gosiee HAJEXKHYIO nepegady AaHHbIX. [IoaTOMYy nepsble TpH nakeTa M3
JaHHOroO (haiiia nepexpaTa CJAyXaT JUIl TPEX3TAITHOTO MPOLECCa YCTAHOBKU CBA3U
no npoTtokosy TCP.

ITepeHoc 30HBI MEXIy XOCTaMM, HAXOAAIMMMMCA 1O agpecaM 172.16.16.164
1 172.16.16.139, HAYMHAETCA C YETBEPTOro MakeTa. TOT MAKET HE COAECPKUT
HUKakoi uHopMauu o npotokosie DNS. On o60o3nauen kak “TCP-cermeHT BOC-
craHoB/eHHoro 6;10ka PDU”, nockosbKy JaHHbIE, IEpEChLIaeMbIE MO 3aNIPOCY HA
MIEPEHOC 30HbI, Ha CAMOM JI€JI€ MIEPECHLIAIOTCA B HECKOJIbKUX MAKETaxX U, B 4acT-
HOCTH, B MakeTax 4 v 6. A nakeT 5 cogepXUT NOATBEepXIEHUE NpUEMa nakeTa 4.
9TH nakeThl AHUIM3UPYIOTCA U oToOpaxaloTcss B Wireshark MMeHHO B TakoM no-
psike pajgu 6osbmieit X yro60unTaemMocTH. [ nenei JaHHOro IpUuMepa naxket
6 MOXXHO OTHECTH K 3anpocy Ha NnoJHbIi nepeHoc DNS-30HbI, Kak MOka3aHO Ha
puc. 9.20.

3anpoc Ha mepeHoC 30Hbl SBISETCS CTAHAAPTHBIM 3anpocoM @, HO BMeCTO
€JMHCTBEHHOTO THIA 3aNUCH B HeM 3anpamnBaet i AXFR @. 3to o3HauaerT, 4To
10 JaHHOMY 3ampocy Tpe6yercs nmoayuuTs Bcio DNS-30ny u3 cepsepa. Ha sTo cep-
BEp OTBETHUT 3aMUCSMH 30HBI B [TAKeTe 7, Kak Moka3aHo Ha puc. 9.21. Kak Buaure,
NepPeHOC 30HBI BKIIOYAET B ce6s HEMAIO NaHHBIX, a4 BEb ITO €/1BA JIM HE CaMbIi
npocToii ero npumMep! Kak ToJIbko nepeHoc 30HbI 3aBEPUIUTCHA, HAYHETCS MPOLIECC
paspsiBa cBs3u 1o npotokony TCP, npeacTasieHHbli B CaMOM KOHIIE IaHHOTO aii-
Jla mepexBaTa.
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M Wireshark . Packet 6 . dns_axir = u} X

> Frame 6: B7 bytes on wire (696 bits), 87 bytes captured (696 bits)
> Ethernet II, Src: Vmware 7e:ec:ad (80:0c:29:7e:ec:ad), Dst: Vmware_ce:dl:9e (8@:8c:29:ce:d1:9e)

> Internet Protocol Version 4, Src: 172.16.16.164, Dst: 172.16.15.139
» Transmission Control Protocol, Src Port: 1108 (1108), Dst Port: 53 (53), Seq: 1570704528, Ack: 451899203, Len: 33
? [2 Reassembled TCP Segments (35 bytes): #4(2), #6(33)]
¥ Domain Name System (query)
sSpon
Length: 33

Transaction ID: @x@ee7
Flags: @x@198 Standard query @
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v contoso.local: type AXFR, class IN
Name: contoso.local
[Rame Length: 13]
[Label Count: 2]
9 Type: AXFR (transfer of an entire zone) (252)
Class: IN (0x0081)

No.: 6 * Time: 0218556 * Source: 172.16.16.16% - Destnation: 172.16,16.139 - Protocol: DNS < Langth: 87 + Info: Standard query 8007 AXFR eontoso.bocal

Puc. 9.20. 3anpoc Ha nonHeiri nepeHoc DNS-30HbI

M Viseshark - Packet 7. dns_axdr - (8] X

] > Frame 7: 1218 bytes on wire (9680 bits), 1219 bytes captured (9680 bits)
Ethernet IT, Src: Veware ce:dl:9e (0@:9c:29:ce:d1:9e), Dat: Vmware Je:ec:ad (00:0c:29:7e:ec:ad)

Internet Protocol Version 4, Src: 172.16.16.139, Dst: 172,16.16.164

Transmission Control Protocol, Src Port: 53 (53), Dst Port: 1108 (1108), Seq: 451899203, Ack: 1570704581, Len: 1158

Dowain Name System (response)

Cv v

[Time: ©.821769900 seconds]
Length: 1154
Transaction ID: @x8007
Flags: 8xB18@ Standerd query respense, Mo error
Questions: 1
Answer RRs: 21
Authority RRs: @
Additional RRs: @
Queries
v contoso.local: type AXFR, class IN

Name: contoso.local

[Name Length: 13]

{Label Count: 2]

Type: AXFR (transfer of an entire zone) (252)

Class: IN (@x8001)
v Answers

> contoso.local: type SOA, class IN, mname dns3.contoso.local

contoso. local: type A, class TN, addr 172.16.16.139
contose.local: type NS, class IN, ns dns3.contoso.local
_msdcs.contoso.local: type NS, class IN, ns csanders-9ceael.contosc.local
_Bc._tcp.Default-First-Site-Nase. sites.contoso.local: type SRV, class IN, priority @, weight 108, port 3268, target dns3.conteso.local
» _kerperos._tcp.Default-First-Site-Nawe. sites.contoso.local: type SRV, class IM, priority @, weight 18@, port 38, target dns3.contoso.local
> _ldap. tcp.Default-First-Site-Name. sites.contoso.local: type SRV, class IN, priority @, weight 10@, port 389, target dns3.contosc.local
_BC._tcp.contoso.local: type SRV, class IN, priority @, weight 108, port 3268, target dns3.contoso.local
_kerberos._tcp.contosc.local: type SRV, class IN, priority @, weight 109, port 83, target dns3.contoso.local
_kpasswd._tcp.contoso.local: type SRV, class IN, priority 0, weight 180, port 464, target dns3.contoso.local
_ldap._tcp.conteso.local: type SRv, class IN, priority @, weight 100, port 389, target dns3.contoso.local
_kerberes._udp.contoso.local: type SRV, class IN, priority @, weight 108, port 88, target dns3.contoso.local
_kpasswd._udp.contosa.local: type SRV, class IN, priority ©, weight 188, port 464, target dnsl.contoso.local
dns3.contoso.local: type A, class IN, addr 172.16.16.139
> DomainDnsZones.contosc.local: type A, class IN, addr 172.16.16.139
_ldep._tcp.Default-First-Site-Rame._sites.DomainDnsZones.contoso.local: type SRV, class IN, priority @, weight 180, port 389, target dns3.contoso.local
_ldap._tcp.DomainDnsZones.contoso.local: type SRV, class IN, priority @, weight 1@@, port 389, target dns3.contoso.local
ForestDnsZones.contoso.local: type A, class IN, addr 172.16.16.139
_ldap._tcp.Default-First-Site-Name. sites.ForestDnsZones.contoso.local: type SRV, class IN, priority @, weight 100, port 389, target dns3.contoso.local
_ldap._tcp.ForestDnsZones.contoso.local: type SRV, class IN, priority @, weight 186, port 383, target dns3.contoso.local
contosc.local: type SOA, class IN, mname dns3.contoso.local

L = 1
No: 7 Timer 020425 + Sourcen §72.16.36.139  Destroton; 172.16.16.164 * Prosocol DS « bengs: 1210 + Infox Stancerd goery resp._¥ 0 400 389 dns3coneos, bocal 4 172.16.16.135 SRV 9 509

<

Puc. 9.21. lNpouecc nonnoro nepenoca DNS-30Hb!
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Hannsie, codeprcawgueca 8 neperocumoti 301e, Mozym npedcmagiams He-
MARYI0 ONACHOCTD, ECAU OHU OKANCYMCA 8 pyKax aroymbluuiennuxos. Ha-
npumep, cderas sanpoc eduncmeennomy DNS-cepsepy, moxcro nosyuums
6 omeem &cto ungpacmpyxmypy cemu.

Mporokon nepeaaum runeprekcra (HTTP)

IMporokon HTTP (Hypertext Transfer Protocol — npoTokos nepeaauu runep-
TEKCTa) CIYKUT B KauecTBE MEXaHM3Ma JIOCTABKHM COfepXHMOro Bo BcemmpHoi
IIayTHHE, JlaBasi BeG-6paydepaM BO3MOXHOCTD IOAKIIOYAThCA K BeG-ceppepaM st
npocmoTtpa Be6~crpanul. B 6oibmmncTBe opranuzanuit nporokoa HTTP npea-
CTaBJgeT HAUGOJIbUIYIO 010 TpadMKa, MepejaBaeMoro no cetu. Besaxkumit pas,
Korjaa Bbl ocymecTsasere nouck B Google, nocelnaere coobmenune B Teurep uamn
nposepsieTe TypHUpHYIO Tabauuy HBA na Be6-caiite no agpecy http://www.espn.
com/, Bbl, MO CyWIECTBY, N0Jb3yeTech npoTokosom HTTP.

Mbi He GyzeM paccMaTpHBaTh CTPYKTYPhI 3ar0JIOBKOB B MaKeTax /Uld Nepejaiu
AanHbix no npotokoay HTTP, nockonbky umMeeTcss Tak MHOTO Pa3JIMYHBIX peaiu-
3alMi1 3TOrO IPOTOKOJA, YTO CTPYKTypa 3ar0JIOBKOB B 3THX MAKETaX MOXET Cy-
IECTBEHHO OTIMYAThCA. B cHly MOROGHBIX pa3iimymii ocTaBlsieM BaM B KaueCTBe
YNPaXHEHUS CAMOCTOATEIbHO pa3obparhes B cTpykType HTTP-3aronoskos. Bme-
CTO 3TOr0 Mbl PACCMOTPUM IIPUMEPHI MPAKTUYECKOTO IIPUMEHEHUsA MPOTOKOJA
HTTP u, B yacTHOCTH, H3BJIEUEHHE U MYGJIMKALIMIO COJIEPKUMOTO.

Mpocmotp Beb-crpanuy ¢ nomouwsio nporokona HTTP

Daiin nepexsama IMporokon HTTP wame Bcero npuMeHaeTca A1 NPOCMOT-
http_google.pcapng Pa BeG-CTpaHHIL, NOJNyYaeMbIX OT BeG-cepBepa, ¢ MOMOLIBIO
6paysepa. B npumepe u3 ¢aiina nepexsara http google.

pcapng A€MOHCTPUPYETCs MOAOOHAS PA3HOBUAHOCTD NE€peaiy JAHHBIX MO MPOTO-
koy HTTP ¢ ucnonbzosanuem TCP B kauecTBe IPOTOKO/Ia TPAHCIIOPTHOTO YPOB-
Ha. O6MeH JaHHbIMH MEXy KIMEHTOM, HaXOJAANIMMCS 1O aapecy 172.16.16.128, u
BeG-cepBepoM komnanuu Google, pacnosioxxennbm o ajapecy 74.125.95.104, Ha-
YMHAETCS C TPEXITAITHOTO NMPONECca YCTAHOBKH CBA3U no npotokouy TCP.

Kak TojbKO CBA3b 6yJeT YyCTAaHOBJIEHA, MEPBbIH MaKeT, Nepe/aBaeMblil KIMeH-
TOM cepBepy, 6yaeT nomedeH kak naket nporokosaa HTTP (puc. 9.22).

tor naketr HTTP gocrasasiercs no nporokoay TCP uepes nopr 80 cepsepa ©.
OH cYHTaETCA CTAaHJAPTHBIM NMOPTOM JUIst oOOMeHa JaHHbIMU o npotokoay HTTP,
XOTS VI 3TOH LieJIM HEPEAKO NPUMEHSIOTCS U IPYTHeE NIOPTbI, B TOM YHCJIE C HOMe-
pamu 8080, 8888 1 1.1

Pacnpoctparernsie npotokonsl BepxHero yposHs 247
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M Wireshark . Packet 4 - http_google - (m]

Frame 4: 681 bytes on wire (5448 bits), 681 bytes ¢

Ethernet 2 SP In 5k 4a { 1:99:4c (00:05:5d:21:99:4c)

v Hypertext Transfer Protoco.
v GET I HTTRIL AN A
[Expert Ir {Chat/Sequence): GET / HTTP/1.1\r\n]

0/20891221 Firefox/3.5.7

coi: HTTP - Length: 881 * Info: GET / HTTR/L.1

[ Cose || Heb

Puc. 9.22. MNepsonayansHeiii naket ¢ HTTP-3anpocom no metogy GET

ITakeret HTTP pacnosnaiorca no oqHOMy M3 BOCbMH METOJIOB 3a1poca, olipe-
AeneHHbIX B cneuudukanmuu nporokona HTTP sepcun 1.1 (mogpoGuee 06 stom
CM. 1o agpecy http://www.iana.org/assignments/http-methods/http-methods.
xhtml). Metoa sanpoca o6o3HauyaeT AEHCTBHE, KOTOpoe TpebyeTcs BbINOJ-
HUTb CTOPOHE, Nepeaaloueil nakeTol, Ha CTOpoHe MX nmpueMa. Kak mokasano Ha
puc. 9.22, B 1aHHOM nakeTe yka3aH meToa GET juia 3anpoca URI (Uniform Resource
Indicator — ynuBepcabHblii yKa3aTe/lb PECypcoB) B BUJE /, a TaKKe BEPCHS IIPOTO-
KoJa HTTP/1.1 juist AaHHOTO 3arnpoca ®. 31 CBEJEHUs COOOIAIOT, UTO KJIUEHT 110~
ChLIAET 3aNpocC JIA 3arpy3ku (1o Metoay GET) kopHeBoro kaTtaiora (/) Ha BeG-cep-
Bepe, rae npumeHseTcs sepcus 1.1 nporokona HTTP.

Jlanee xocT nocbl1aeT cBeieHUs o cebe BeG-ceppepy. ITH CBEJEHHUs BKIIOYAIOT B
ce6sa npuMeHseMblii 6paysep (nosie User-Agent — nojb30BaTeNbCKUI areHT), NpU-
HATble B 6paysepe sA3blkM (Mos1e Accept-Languages) 1 cBeAeHUs U3 cookie-aiina,
KOTOpbIE OTOOPAXAIOTCS B HMXKHEH yacTH OKHa nepexsaTta. CepBep MOXET BOC-
[0JIb30BAThCSA 3TUMH CBEJACHUAMH C L[€JIbIO BbISICHUTDH, KAKUE UMEHHO JaHHbIE CJIe-
AyeT BO3BPATUTH KJIMEHTY, YTOOBI 06€CIIeYUTh COBMECTHMOCTb.

Koraa cepsep npunumaer HTTP-3anpoc no metony GET B nakere 4, OH oTBeya-
€T NOATBEPXAAIOUIMM NAKETOM TCP ACK n nauuHaeT nepegaBaTh 3anpauiBaeMble
AanHble B naketax 6-11. [Iporokoa HTTP cayxut Tonbko a1 o6MeHa KOMaHAaMH
YPOBHs1 IPHUJIOKEHHUH MEXKIy KIMEHTOM U cepiepoM. [Touemy ke Bce atn HTTP-na-
KeTbl NoABAAIOTCA Kak nakeTol TCP nmoa 3arosoBkoM npoTokoJia B CIMCKe MaKe-
ToB? Korza HauMHaeTcs nepefiaya JaHHbIX, 3TH NaKeThbl GYAyT 0603HAUEHBI B OKHE
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Wireshark co cnuckom nakeros kak TCP, a he HTTP, nockoabky B HUX OTCYyTCTBY-

10T 3aronoBku ¢ HT'TP-3anpocamu u orBetamu. CienoBaTeabHO, KOTAa NPOUCXO-

JMT niepefayva JJaHHbIX B CTOJI61E Protocol, noasurca o6osnauenre TCP BmecTo

HTTP Tem He MeHee 3To yacTb npoliecca obMeHa JaHHbIMM 1o npotokony HTTP.
JlaHHbIe MOCBUIAIOTCS CEPBEPOM B MaKeTax 6 U 7, a NOATBEPXKAECHUE OT KIHEH-

Ta — B nakere 8. J/lonosHUTeIbHBIE JaHHbIE MOCHLIAIOTCA B maketax 9 u 10, a oue-

peaHoe noareepxaeHue — B nakere 11, kak nokasano Ha puc. 9.23. Bce saTu naxe-

TbI nipejicTaBaeHbl B Wireshark B Busie cermentos TCP, a ne nakeros HTTP, xor4

npotokoyg HTTP no-npexxnemy oTBeuaeT 3a ux nepeaady.

No. Time Source stinatior Protocol Length info
6.128 TCP 1468 [TCP s
TCP 1460 [TCP se
TCP 54 1586 186 Win=16872 Len=8
TP 1460 [TCP segment o
TCP 156 [TCP segment of a r
TCP 54 1686 - 80 [ACK] S 95 Ack=2775581694 Win= 72 Len=0

Puc. 9.23. MNepenaya aaHHbix mexay bpaysepom knMeHTa u Beb-cepsepom
no npotokony TCP

Kak Tonbko JAaHHble OyayT NepefaHbl, MOTOK JAaHHbIX OYAET BOCCO3JaH B
Wireshark ju1s npocMoTpa, kak nokasaHo Ha puc. 9.24.

M Wireshark - Packet 12 http_google - O X

Frame 12: 591 bytes on wire (4728 bits), 591 bytes captured (4728 bits)
Ethernet II, Src: D-Link_21:99:4c (00:05:5d:21:99:4c), Dst: IntelCor 5b:7d:4a (00:21:6a:5b:7d:4a)

Internet Protocol Version 4, Src: 74.125.95.184, Dst: 172.16.16.128

Transmission Control Protocol, Src Port: B8 (88), Dst Port: 1606 (1606), Seq: 2775581694, Ack: 2082692395, Len: 537
[S Reassembled TCP Segments (4857 bytes 1406), #7(1406), #9(1486), #10(102

[Expert Info (Chat/Sequence): HTTP/1.1 28@ OK\r\n]
Request Version: HTTP/1.1
ovatus Code: 200
Response Phrase: OK
Date: Tue, @9 Feb 2010 01:18:37 GMT\r\n
Expires:
Cache-Contr

: pri
Content-Type: text/html; charset=UTF-8\r\n

vate, max-age=@\r\n

Content-Encoding: gzip\r\n
Server: gws\r\n

<

Content-Length: 4633

[Content length
X-XSS-Protection:
\r\n

[HTTP response 1/1]

[Time since reques

[Request in fr

Content-encoded entity body (gzip): 4633 bytes -> 11388 bytes
Line-based text data: text/html

No.: J2 - Time: 0.134395 « Source: 74,125,395, 104 « Destination; 172.16,16.128 + Protocol: HTTP + kength: 591 * Infor HTTRY1.2 200 OK fres/ftmi)

Puc. 9.24. Okonuarensuuirt HTTP-naker ¢ kogom cocrosHms 200
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Bo mnozux npumepax npu npocmompe cnucka naxemos eam ne yoacmes you-
demv yoobouumaemvie dannsie 8 popmame HTML, nocxoavky smu dannse
ynaomuenst 6 opmame gzip padu noéviuenus NPONYCKHOU cROcOGHOCMU.
Ha smo yxasvieaemca 6 nose Content-Encoding (Koduposanue codepcu-
Mmoz0) ¢ HTTP-omseme om get-cepsepa. Imu dannsie cmanosames yoobouu-
MAEMBIMU AUWD 8 TMOM CAYUAL, eCAU NPOCMAMPUBALMCA NOMOK NOAHOCTIBIO
0ex00uposannvlx 0annbIX.

B nporokone HTTP npumensercs nenblit psj npegonpeaesieHHbIX KOJOB OT-
BE€Ta 1 0003HAYEHUS PE3Y/IbTATOB, MOJYYaEMbIX B MOCJE BBINOJIHEHUS METOAA
3anpoca. B 1aHHOM nipumepe Ha6/110a€TCs NAKET C KOJAOM cocTosinus 200 @, ko-
TOPbIH 0603HAYAET yCNENHOE 3aBePUIEHUE METO/Ia 3anpoca. B aroT nmaker Bxoast
TaK)X€ OTMETKAa BPEMEHM, AOMOJHUTE/IbHbIE CBEACHUA O KOJMPOBAHHUH COACPHKH-
MOTO M NapaMeTpbl HACTPOHKM Beb-cepsepa. Kak TONbKO KIMEHT NOJyYHuT 3TOT Nna-
KeT, TPAH3aKUMA 3aBEPUIUTCA.

My6nukauus aaHHeIX no npotokony HTTP

Daiin nepexeama Hrak, paccMOTpeB npouecc noyyeHus JaHHbIX OT BeG-cep-
http post.pcapng Bepa, 0GpaTMM BHMMAHME HA IPOLECC OTNPABKU AAHHBIX Cep-

Bepy. B wacTHocTH, aitn nepexpara http post.pcapng co-
AEPKUT OYEHDb MPOCTOM NPUMEP BBITPY3KH JIAHHBIX B BUJIE€ NYGIUKALMH NOJIb30Ba-
TeJleM CBOMX KOMMEHTapHeB Ha BeG-caiite. [1o okoHYaHUM TpexaTanHoro npouec-
€a YCTAaHOBKH CBA3H 1o npotokoay TCP kaunent (110 anpecy 172.16.16.128) mocor-
naetr HTTP-naker Be6-ceppepy (69.163.176.56), kak nnokazaHo Ha puc. 9.25.

B janHOoM nakere npumeHsaercs metox POST @ Ui OTIPaBKM JAHHBIX BeG-cep-
Bepy Ha o6paboTky. B npumensemom 3aech metone POST ykassiBaetcst URI (/wp-
comments-post.php) @ u Bepcus nporokosa HTTP (HTTP/1.1). YTo6bl yBHAETD
coJEp)XHUMOE MyOGIMKyeMbIX JIAHHBIX, passepHuTe pasjen HTML Form URL Encoded
(3akoxuposannbie fanusie HTML-popmsr) nakera ©.

Kak Toabko 1anHble GyayT nepeaHbl B ONIMCAHHOM BbILIE 11IAKETE C 3a1IPOCOM 110
MeToxay POST, fanee GyaeT OTIpaBJIeH NakeT ¢ noaTsepx/aeHneM ACK. Kak nokazaHno
Ha puc. 9.26, cepBep oTBeTHT nMakeToM 6, nepeaanas ko orsera 302 @, KoTOpbIiA
0603HaYyaeT “HalAeHO”.

Kon orsera 302 06b1uHO 0603HavaeT nepeaapecanuio no nporokoay HTTP. B
nose Location (MecTonooxeHHe) TaHHOTO MAKeTa YKa3bIBAETCsl MECTO, KyAa KIH-
€HTa cJleflyeT nepeajpecosath @. B JaHHOM cilyyae 3TO MECTO HAXOAUTCS HA mep-
BOHaYalIbHOM Be6G-cTpanulle, rae OblIM ONyGIMKOBaHBI KOMMeHTapuu. KineHT BbI-
MIOJIHAET HOBDIM 3a1IPOC MO METOAY GET, 4YTOOBI H3BJIeYb COACPKHMOC U3 HOBOI'O Me-
CTa, OTKYAa OHU MOCBLIAIOTCA CEPBEPOM B psjie ceaylonux nakeros. M, HakoHelr,
cepBep nepenaeT KoJ cocTossHusA 200, U Ha 3TOM OOMEH JTaHHbIMH 3aBEpUIACTCH.
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M Wireshark - Packet 4 - http_post - [m] X
> Frame 4: 1175 bytes on wire (9400 bits), 1175 bytes captured (9408 bits) Al
> Ethernet II, Src: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (00:@5:5d:21:99:4c)

Internet Protocol version 4, Src: 172.16.16.128, Dst: 69.163.176,56
Transmission Control Protocol, Src Port: 1989 (1989), Dst Port: 80 (80),

: 2808074211, Ack: 3748859985, Len: 1121

v v

> [Expert Info (Chat/Sequence): POST /wp-comments-post.php HTTP/1.1\r\n]
Request Method: POST
Request URI: /wp-comments-post.php @
Request Version: HTTP/1.1
Host: wew.chrissanders.org\rin
User-Agent: Mozilla/5.@ (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.7) Gecko/20@91221 Firefox/3.5.7\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=8.8\r\n
Accept-Language: en-us,en;q=8.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0.7\r\n
Keep-Alive: 3e@\r\n
Connection: keep-alive\r\n
Referer: http://ww.chrissanders.org/?p=310\r\n b
[truncated]Cookie: _ utma=84195659.580695863.1261144842.1265668786.1265682737.28; _ utmz=84195659.1264688282.12. .
Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 179\r\n
\rin
Fi r s i r: rs. wp- = h
[HTTP request 1/2]
[Response in frame: 6]

-

v HTHML Form URL Encoded: application/x-www-form-urlencoded @
v Form item: “author” = “Chris Sanders™
Key: author
Value: Chris Sanders
v form item: "email" = "chris@chrissanders.org”
Key: email
value: chris@ichrissanders.org
v Form item: "url” = “http://www.chrissanders.org”

Key: url
value: http://www.chrissanders.org v
Mo & - Time: 0.081100 + Source: 172.16.16.128 + Destination: £9.163.176.56 * Prosocol: HTTR * Lengeh: 1175 + Infor POST Jwi pho HTTA/1.L (& i Sorm-utiencodec)
Puc. 9.25. HTTP-naker c saanpocom no metogy POST
Ml Wreshark - Packet 6 . htp_post - a X

[ Frame 6: 964 bytes on wire (7712 bits), 964 bytes captured (7712 bits) LR

]‘ > Ethernet II, Srct D-Link_21:99:4¢ (00:05:5d;21:99:4c), Dst: IntelCor Sb:7d:4a (00:21:6a:5b:7d:4a)
1

i

> Imternet Protocol Version 4, Src: 69.163.176.56, Dst: 172.16.16.128

| 7 Transwission Control Protocel, Src Port: 80 (88), Dst Port: 1989 (1989), 749850985, Ack: 2888075332, Len: A
{ W .
|

> [Expert Info (Chat/Sequence): HTTP/1.1 302 Found\r\n] i
| Request Version: WITP/1.1
Status Code: 302 0 -
Response Phrase: Found
Date: Tue, 09 Feb 2012 02:30:26 GNT\r\n
Server: Apache\r\n
X-Powered-By: PHP/4.4.9\r\n
Expires: Wed, 11 Jan 1984 95:80:00 GMT\r\n
Cache-Contral: no-cache, must-revalidate, max-age=0\r\n
Pragwa: no-cache\r\n

{ Set-Cookie: comment_suthor | 70f i s; expires=Saturday, 22-Jan-11 07:50:27 GMT; path=/\r\n
i Set-Cookie: comment_author_email_0d7dcB02882e993c1703582d747915b=chris¥4dchrissanders.org; expires<Saturday, 22-Jan-11 07:50:27 GNT; path=/\r\n &
Set-Cookie: comment_suthor_url_8d 170f .chrissanders.org; expiressSaturday, 22-Jan-11 07:58:27 GMT; pathe/\r\n

Last-Modified: Tue, 89 Feb 2010 62:39:27 GMT\r\n
| @ tocation: hetp://w.chrissanders.org/2p=3108cpage=14comment-193062\r\n
Vary: Accept-Encoding\rin
Content-Encoding: gzip\rin
Content-Length: 20\r\n
[Content length: 20}
Keep-Alive: timeout=2, max-100\r\n
] Connection: Keep-Alive\r\n
i Content-Type: text/htal\r\n
\n
i [HTTP response 1/2]
i [Time since request: 1.356727000 seconds]
|
i

<

[Request in frame: 4]

fMext ceaponac i frame: 151
Content-encoded entity body (gzip): 20 bytes -> @ bytes
s T L4787 69.467.176.55 - Dovenacon 172.16.16. Largek 364 o WITRILE

Puc. 9.26. HTTP-oteert ¢ koaom cocTosHus 302 npumeHseTcs ans nepeaapecaumu

Tigm: @it_boooks
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Mpocron npotokon nepepaumn
3neKTpoHHoM noutkl (SMTP)

Ecin npocMoTp BeG-CTpaHML CUMTaeTCss HauGoJlee pacpOCTPAHEHHBIM BHIOM
AEATENIbHOCTH NOJb30BaTeNsA B IHTepHeTe, TO oTnpaBKa U MOJyYE€HHE 3JEKTPOH-
HOM MOYTbI, BEPOATHO, CTOMT Ha BTOPOM MecTe. B kayecTBe CTaHAapTHOrO U ne-
pesauM 371eKTPOHHOM MOUThl Ha IIaTgopmax Bpoae Microsoft Exchange n Postfix
cryxut nporokos SMTP (Simple Mail Transfer Protocol — npocToii nporoxon ne-
pelayy 371eKTPOHHOM MOYThI).

Ananornuno nportokony HITP, cTpykrypa 3aronoBka B nakere SMTP moxer
MEHATbCA B 3aBUCHMOCTH OT KOHKPETHOH peaiu3alMM psfa (pyHKIHMOHAIbHBIX
CPEACTB, NOIEPKUBAEMbIX KIMEHTOM U cepBepoM. B sToMm pasnene paccmarpusa-
IOTCSl OCHOBHbIE (DYHKIIMOHA/IbHbIE BO3MOXHOCTH npotokona SMTP, a Takxe 110-
Ka3bIBa€TCs, KAKMM O0PAa30M BBINIAAUT OTINPABKA 3J€KTPOHHOI MOYTHI HA YPOBHE
MaKEeTOB.

OTnpaeka u nony4yeHne 3neKTPOHHOM NOYTbI

ApxuTekTypa, Jexalllas B OCHOBE CUCTEMbl OOMEHa 3JIEKTPOHHOI MOYTOM, Mo-
A06Ha cTpykType nouyTtosoi cayx6pl CIIIA. Hanucas nucbMo, Bbl 3anevarbiBaeTe
€ro B KOHBEPT U GpocaeTe B IOYTOBBIH AMK, NOYTAILOH U3BJIEKAET €r0 U3 I0YTO-
BOTO SIIMKA U JOCTaBAsAET B CBOE NIOYTOBOE OT/AEJIEHUE, IIe OHO copTUpyeTcst. OT-
TyAA IMCbMO JIOCTABJISAETCA B APYroii MOYTOBBII AIUK TOrO XKe MOYTOBOIO OTAEJIe-
HUs, OTBEYAIOLIETO 3a €T0 JOCTaBKy agpecaTy. [ITncbMo MOXeT NpoiiTH HeCKOJIbKO
MECTHBIX MIOYTOBBIX OTAEJIEHHH U laKe LEHTPAbHbIE IOUTOBbIC OTAEICHUS, IPE]-
Ha3HA4YE€HHbIE UCKIIOYMUTENbHO JUIS PacnpeaeeHUs MOYTHI 110 PErMOHAIBHBIM MO~
4TOBbIM OTAeNeHUAM. Takoi NOTOK NOYTOBOI MHGPOPMAIIMK HAITIALHO MOKA3aH HA
puc. 9.27.

JlocTaBka 5/1€KTPOHHOI MOUTHI AEHCTBYET 110 TOMY K€ CAMOMY NPUHIMILY, XOTs
NpH 3TOM NPHUMEHAETCSE HECKOJILKO MHasg TepMHUHOoruA. Ha ypoBHe oTaenpHoro
nosb3oBaTens PU3NYECKUH MOYTOBBIA ANMK 3aAMEHSETCS IIMPPOBBIM NMOUYTOBBIM
ALMKOM, OTBEYAIOUIMM 3a XPaHEHWE M MO3BOJIAIOMHUNA OTNPABAATh U MOJy4aTb
3NEKTPOHHYIO NoyuTy. J[0CTyn K 3TOMY MOYTOBOMY SIIMKY OCYUIECTBJSAETCS C MO-
MOWBIO noumogozo azenma nosvsosamess (Mail User Agent — MUA), npeacrasisio-
mero co6oi KIMEHTCKYI0O IporpaMMmy il paGoThbl ¢ 3IEKTPOHHOM MOYTOM Bpoje
Microsoft Outlook nin Mozilla Thunderbird.

Korzaa Bbl oTnipaBisicTe coobuieHne, MOYTOBBII areHT NOJIb30BaTEs IOChUIAET
ero azenmy nepecvixu nowms: (Mail Transfer Agent — MTA). Stot areHT Hepeako
Ha3bIBAETCH MOYTOBBIM CEPBEPOM, HauboJiee pacnpoCTPaHEHHBIMH NMpPUMEpPaMH
KOTOporo ciayxat npuaoxenus Microsoft Exchange u Postfix. Ha niatdgopme
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Unix yame Bcero MCnojb3yloTcsi cepBepHble npuioxenus Sendmail uau Exim.
Ecam anekTpoHHAas noura NpeJHa3HadaeTcs JUIS TOro )K€ CaMOro JOMEHa, OTKY-
Aa oHa oTnpasiseTcs, To areHT MTA MoxeT HenocpeACTBEHHO JAOCTaBUTHL €€ B
NOYTOBBIH SIMK NOJy4YaTens 6e3 TONOJHUTENbHOrO o6MeHa AaHHbIMU. Ecin xe
3JIEKTPOHHAs ITOYTA MOChLIAETCA B Apyroii fomeH, areHty MTA npugerca npuber-
HyTb K ycayram DNS, uto6sr HaiiTu [P-azpec nourosoro cepsepa noJjyyarens, a
3aTeM nepejaatb eMy coobuenue. CiaeayeT, oJHAKO, UMETh B BUJY, YTO MMOYTOBbIH
cepBep HEPEAKO COCTOUT M3 APYrMX KOMIIOHEHTOB, HaNojo0Me areHra 1o JAo-
craBke noutsl (Mail Delivery Agent — MDA) wiu areHTa otnpaBku nouts! (Mail
Submission Agent — MSA). Ho ¢ To4ku 3peHMsi ceTeBOro aHaIu3a Hac Gosblue
HHTEPECYIOT NOHATHSA KIMeHTa U ceppepa. Ha puc. 9.28 namsagHo nokasaHo, Ka-
KHMM 06pa3doM MPOMCXOJUT MEPEChUIKA 3JE€KTPOHHOM MOYTHI 1O npoTokoay SMTP.
Paan npocroTel 6yneM Ha3biBaTh Aaiee areHTa MUA nouToBbIM KIMEHTOM M areH-
Ta MTA noutoBbIM cEpBEPOM.

MectHaa pocTagka noyThi
S AN
[Jlom oTnpagutens MectHoe noutoBoe Jlom
oTAeneHue nonyuarens

PernoHanbHan f0CTaBKa NOYTH

[llom otnpasutena MectHoe noutosoe YaanexHoe Jlom
OTAeNneHue NOYTOBOE OTAENeHue nonyuarens

MexayropoaHaa A0CTaBKa NOYTHY

ﬁ
[llom oTnpasutens MectHoe noutosoe PeruonanbHoe YaanexHoe Jlom
oTAeneHue pacnpegenutenbHoe  NOYTOBOE OTAENEHUE nonyvarens

noyToBoe oTaeneHue

Puc. 9.27. Otnpaska nucbma yepes No4ToBOE OTAENEHHE
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JlocraBka no noXanbHoi ceTH
Ornpasuvens: user1@domain-abc. com, nonyvarens: user 2€domain-abc. com

SMTP —>IMAP/POP3 —>
[N

NouTosbii aren nonb3osarena (MUA) AreHT nepectinku nouTh! (MTA) NoutoBbii areT nonb3ogarena (MUA)
[MouToBubit KAMeENT: oTNpaBuTen] [NouToBbii cepsep: domain-abc. com) [MouToBbiA KnuenT: nosyuatens)
focrasxa no BHewnei cetn

Ompasutens: userl@domain-abc. com, nonyvarens: user28domain-xyz.com

sMP —»SMTP —»lMAP/POP} —
(RSN ———

MouvoBtii areHT AreHT nepecbinku nouthl (MTA) AreHT nepecbuiki novThi (MTA) MouToBbil arext
nonb3osarens (MUA) [NouToBbiit cepaep: [MouToBuiii cepsep: nonb3oatens (MUA)
[NoyToBbIK KNUeEHT: domain-abc. com) domain-xyz.com) [NouoBbii KveHT:
oTnpasuTeNt) nonyuarens)

Puc. 9.28. lNepecvinka anekTpoHHOM noutsl no npotokony SMTP

Orcnexvsanue coobuieHnit 3NEKTPOHHOM NOYTHI

I/I'I‘al(, HMEsA OCHOBHOE€ NIPEACTABJIECHHE O TOM, KAKUM o6pa30M NnepeaarTcs Co-
O6llleHl/Iﬂ, MOKHO MPHCTYNUTDb K aHAJIN3Y IIAKETOB, NMPEACTABJISAIOMNX JIAHHBIA npo-
necc. Haunem co CL€HAPHA, HATJIATHO MMOKAa3aHHOI'O Ha pHC. 9.29.

Cerb SKYNET Cer> CYBERDYNE
sMrp —>=SMTP —> IMAP ——
[FEEETR G0
Nonb3osarens Windows, NouTosbiil cepep Postfix NoyTosbid cepaep Postfix Nonb3osarens Windows,
OTNPABAAIOLYMM NOYTOBbIE skynet.local cyberdyne.local  nonyvalouwi nouToBbie
coobuienun 172.16.16.221 172.16.16.231 coobenun
MNoyToBbIA KNMENT MoyToBbii KNMeHT
172.16.16.225 172.16.16.235

Puc. 9.29. Otcnexunsanme coobiueHmit 3n1eKTPOHHOM NOUTLI OT UX OTNPABMTENS
K nonyyarenio

[Ipouecc oTnpaBky cOO6IEHUH 3/IEKTPOHHOI MOYTHI B JAHHOM CLIEHApHH MPO-
MCXO/IUT B TPH 3Tara, Kak OITMCAaHO HHXKE.

1. IMonp3oBaTenr NOCbUIAET COOGINEHHE CO CBOEr0 pPabovero KOMINbIOTe-
pa, HaxojsAmerocs mo aapecy 172.16.16.225. KiuMeHT 31€KTPOHHOH mNoO-
4Thl MEPENAET 3TO coobueHue no nporokony SMTP nokanbHOMY cepBepy
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3/7IEKTPOHHOM MOYTHI, PACMON0XEHHOMY 110 ajpecy 172.16.16.221 B A0MeHe
skynet.local.

2. JlokanbHbIi cepBep 371€KTPOHHOM MOYTHI IPUHUMAET COOGIUIEHUE U NEpeaa-
et ero no npotokoay SMTP yranennomy cepsepy 31€eKTPOHHOM NOYTHI, pac-
[IOJIOXXEHHOMY M0 a/ipecy 172.16.16.231 B fomMeHe cyberdyne. local.

3. YnaneHHslii cepBep 3/€KTPOHHOM MOYTHl NPUHUMACT COOGUIEHHE M TMO-
MEINAET €ro B COOTBETCTBYIOIUIT NOYTOBbIH smuk. KineHT anexTpoHHoi
no4Thl Ha paboyeM KOMMObIOTEpPE MOJIb30BATENsA, HAXOAAIEHCA MO aapecy
172.16.16.235, u3BjieKaeT JaHHOE COOOLEHHE M3 MOYTOBOrO SIMKA MO
npoTtokosy IMAP.

Mepebif 3TAN: OT KNMEHTA K NOKANLHOMY cepBepy

Paiin nepexeamamail _ HauHeM mocreneHHoe pacCMOTPEHME AAHHOTO MpOo-
sender_client 1.pcapng L€CCa C aHA/IM3a [IAKETOB HA MIEPBOM JTane, MPeACTas-:

JeHHoM B (paiiie mepexBaTa mail sender client_
1.pcapng. CeTeBoii Tpaduk, nepexBauycHHbIil B 3ToM ¢aiiie, HaYMHAETCA C TOro
MOMEHTA, KOT/Ia I0/Ib30BaTe b WeKaeT Ha KHonke Send (OTnpaBuTb) B CBOEM KJIH-
€HTE 3/IEKTPOHHOM NOYThI, HYHULIUMPYSA TEM CaMbIM NIPOLEAYPY TPEXITAIHOTO NPO-
1ecca ycTaHOBKM CBsA3M 1o nmpotokoay TCP Mexay cBouM paGo4uM KOMIIBIOTEPOM
M JIOKUIbHBIM CEPBEPOM 3JIEKTPOHHOM MOYTHI B MakeTax 1-3.

AHnaiusupys nepexeauennvie naxemovl, ynomunaemse ¢ smom pasoeie, ne
obpawaiime 0co60z0 eHUMANUA Ha owubKku épode ETHERNET FRAME CHECK
SEQUENCE INCORRECT (Henpasuisnas mnocredosamensrocms @petimos
Ethernet). Onu so3nuxaiom écredcmaue nepexeama cemesozo mpagduxa 6 ia-
bopamoproii cpede.

Kak Tonbko coequHeHue GyleT yCTaHOBJIEHO, B A€HCTBUE BCTYNUT MPOTOKOJ
SMTP, nauaB nepeaauy coobueHus ot noJb3osares k cepsepy. Kaxabiit SMTP-3a-
IIPOC MOXXHO MPOCMOTPETH Ha NaHeau Packet Details, xoTa a1 3TOro nMeercs u 60-
Jiee npocToit cnoco6. B wactHoctu, SMTP cunrTaercs npocTbiM TPaH3aKIIMOHHBIM
MPOTOKOJIOM, 2 B paCCMaTPUBAEMOM 3/IECh IIPUMEPE NEPEAAETCS OTKPBITbIN TEKCT,
Y MO3TOMY MOXHO JIEI'KO IPOC/IEAUTD BECh IIOTOK JaHHbIX N0 nipotokoay TCP, yro-
6bl IPOCMOTPETH BCIO TPAH3AKUHIO B OAHOM OKHe. C 3TOi LeNbIO IEeIKHUTE npa-
BOIl KHOMKOM MbIIIM Ha MOOGOM nakeTe U BbiGepuTe KoMaHxy Follow=TCP Stream
(Otcnexusarb=>Ilorok TCP) u3 konTexcrHoro menmo. IlonyyenHslit B utore no-
TOK JJaHHbIX NIpUBeJeH Ha puc. 9.30.
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M Wireshark - Follow TCP Stream {tcp.stream eq 0) - mail_sender_client_1 - | X

EHLO [172.16.16.2251 @
250-mailel
256-PIPELINING

258-517E 18240000

250-VRFY ©

25@-ETRN

250-STARTTLS

250- ENHANCEDS TATUSCODES

256-881THIME

256 DS

MAIL FROM:<sanders@iskynet.local> SIZE=556 (4]

1250 2.1.8 Ok

RCPT TO:<sanders@cyberdyne.local> @

256 2.1.5 Ok

DATA

354 End data with <CRe<LF>.<CR><LE> @

To: Chris Sanders <sandersficyberdyne.local>

From: Ch Sanders <sanders@skynet.local>

Subject: Help!

Message-1D: <56820880.4818607@skynet.local>

Date: Tue, 29 Dec 20815 14:14:88 -0500

User-Agent: Mozilla/5.0 (Windows NT 10.9; WOW64; rv:38.0) Gecko/20100101
Thunderbird/38.5.2 @

MIME-Version: 1.@

Content-Type: text/plain; charset=utf-8; format=flowed
Content-Transfer-Encoding: 7bit

I need your help. The system has become self aware. On second thought,
why am I sending this from a system that can most certainly intercept
it? Oh well....

| 256 2.8.8 Ok: queued as 931C4400D5
QUIT
221 2.8.8 Bye © |

7 chient pk's), 7server phtjs) 12 tms.

{Entire conversation (951 bytes) b Show data as | ASCIT ¥ | Stream {G. 3 |
Hide this stream Print Save as... Close Help

Puc. 9.30. lMpocmoTp notoka AAHHLIX, NEpeaaBaeMsix no npoTo-
kony TCP ot knneHTa 3neKTPOHHOM NOUTHI K IOKANbHOMY CepBepy

Kak TospkO coeiiHeHne GyIeT YCTAHOBJIEHO, CEPBEP 31E€KTPOHHOM MOYUTHI OT-
NPaBUT KJIMEHTY IOBOJBHO JUIMHHbIN 3aroJIOBOK (TaK Ha3bIBaeMblif GaHHEP) MOYTO-
BO¥ CryxObl B makeTe 4, YTOGBI yKa3aTh HA CBOIO TOTOBHOCTD K MOJTy4E€HHIO KOMaH-
Abl. B 1aHHOM ciryyae on 0603HavaeT ce6s kak nouTosblii cepBep Postfix, paGoTaio-
umii B Bepcun Ubuntu onepanuonHtoit cuctemst Linux @. OH Taioke yka3bIBaeT Ha
CBOIO CMOCOGHOCTb MPUHUMATDL KOMaH/Ibl pacuupenrozo npomoxora SMTP (ESMTP).
INporokon ESMTP — sTo pacmmpenue cnenundukanun SMTP, nossonsiomee BbI-
TIOJIHATD JOTIOJTHUTE/IbHbIE KOMAaH/IbI IIPH NIEPECHIIKE MOYTHI.

KiMeHT a/1eKTpOHHOM NOYTHI OTBEYAET Ha 3TO BblAadeil koMaH (bl EHLO B make-
Te 5 @. ITO NpMUBETCTBEHHAs KOMAHAA, NMpeAHAa3HAYeHHAs I MACHTHHUKAIMN
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XOCTa OTIPABUTENA, Korja noaaepxubaetca nporokoa ESMTP. Eciu ke nporokos
ESMTP HemocTyneH, KIMEHT BbIAACT KOMaHAy HELO, 4yTOGBI MAEHTH(PHUUHPOBATD
ce6s. B ranHOM npuMepe oTnpasuTenb HAeHTHGUUMpPYeTCa 1o ero IP-aapecy, xots
JUISl 3TOM LIEJIM MOXET OBbITh TAKXKE HCIO/Ib30BAHO RAOMEHHOE UM,

B nakere 7 cepBep OTBEYAET CITUCKOM KOMaH/l, BKIoYas VRFY, STARTTLS u SIZE
10240000 ©. B sToM criucke OTpPaXXeHbl T€ KOMAH/bl, KOTOpbIE MOJAEPKUBAIOTCA
SMTP-cepBepoM, 1 OH NPEAOCTABAAETCA KIMEHTY C LiE/IbIO U3BECTUTD €I0, KAKHMH
KOMaHJaMH{ pa3peluaeTcs MoJb30BaThCs NMpHU nepegade coodueHus. Takoe corna-
coBaHHE (PYHKIIMOHAIBHBIX CPEACTB NPOUCXOAUT B HA4aJle KX KO TPaH3aKIMH 110
nportokosny SMTP nepen ornpaskoit coobmenus. A nepesaya cooOIEHNsT HAUUHA-
€TCs ¢ nakeTa 8 ¥ 3aHMMAET MOYTH BECh OCTAIbHOI NepeXBaYeHHbIH Tpaduk.

B nporokone SMTP ucnoabsyercsa npoctoit HA60p KOMaH/l U 3HAYEHUHA UX Na-
PaMeTpoOB, NOChUTAEMBIX KJIMEHTOM, MOC/IE YEro CJAeAYeT KOJ OTBETA OT CepBepa.
JTO OYeHDb NMOX0XKe Ha paboTy Takux npoTtokojos, kKak HTTP u TELNET, u caena-
HO paau npoctoTsl. [Ipumeps! 3anpoca u oTBeTa MOXHO Ha6MIOAATh B NakeTax 8
U 9, rie KIMEHT NOChIIAeT KoMaHAy MAIL ¢ napameTpoM FROM: <sanders@skynet.
local> SIZE=556 @, Ha uTO cepBep OTBEYAET KOJOM COCTOSAHMA 250 ¢ MapaMeTpoM
2.1.0 Ok, 0603HAYAIOIUM YCIEIIHOE 3aBEPUICHHE 3alPAIIUBAEMOTO MOYTOBOTO
JeiicTBus. 3[eCh KIMEHT O0O3HAYaeT aJpec 3J1€KTPOHHOM MOYThI OTHPABUTENA
W JUIMHY COOOLIEHUs, a2 B OTBET CEPBEP M3BEIIAET, YTO 3THU JAHHBIE MOJYYEHbI H
BIIOJIHE MpHUeMIeMbl. AHAIOTMYHAA TPAH3aKUUs MPOUCXOAUT CHOBA B makeTax 10
u 11, rae xineHT BblgaeT koMaHAy RCPT ¢ napameTpoM TO: <sanders@cyberdyne.
local> ©, a cepBep OTBeuyaeT OYEPEAHBIM KOJAOM COCTOSIHHUA 250 ¢ MapaMeTpoM
2.1.50k.

Ecau acenaeme osmarxomumocs co ecemu docmynnowmu ¢ SMTP xomandamu
u ux napamempamu, obpamumecs no adpecy https://www.iana.org/
assignments/mail-parameters/mail-parameters.xhtml. A eciu b
xXomume 03HAKOMUMBCA CO BCeMu Kodamu omeema, mo obpamumecs adpecy
https://www.iana.org/assignments/smtp-enhanced-status-
codes/smtp-enhanced-status-codes.xml.

OcraeTcs smub nepeaars camo coobuienme. KIMeHT MHMUMHMPYET 3TOT MPOo-
necc B nmakere 12, spigaB komanay DATA. Ha ato ceppep oTBeTuT KOaOM 354 ¢ co-
obwennem @, 4tTo on cosgan Gydep Ml NpHeMa MOYTOBOTO COOGIEHUA U NPEA-
JaraeT KJIMEHTy HavyaTh e€ro nepejgavy. B crpoke, cogepxaineit koa orseta 354 ¢
coobuieHneM, KIMEHTY MpeAIaraeTcs nociaTh 3HaK TOYKM B OTAENbHON CTpOKe
(KCR><LF>.<CR><LF>), uT00bl 0003Ha4YUTh KOHel nepeaayu. [lourosoe coobue-
HUE NepeAaeTCs OTKPBITBIM TEKCTOM, Ha UTO MOCBLIAETCA KOJl OTBETa, 0003HAYAIO-
MK yrauHeli Mcxo/ nepegayn. O6paTuTe Takxe BHUMaHUE Ha JOMOJTHUTEIbHbIE
CBEJICHMSA, BKIIOYAE€MbIE€ B TEKCT [OYTOBOrO COOGLIECHUS, B TOM UMCJE JATy, THUI
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COAEPKHMMOTO U €ro KOAUPOBKY, A TaKXe II0UTOBbIH areHT 110/Ib30BaTeNsA, CBA3AH-
HbIii ¢ nepejayeii JaHHOTO COOOIEHUs. ITU CBECHHUsI COOOMAIOT, YTO IS OTIPAB-
KA JQHHOTO COOOIIEHUs KOHEYHbIH INO0JIb30BATE/Nb BOCHOJIb30BAICA MOYTOBBIM
npuioxenrem Mozilla Thunderbird @.

ITo oxoHYaHMH Nepeauu KIMEHT 31€KTPOHHOMN NMOYThI Pa3pblBaeT COEAUHEHHE
no npotokoay SMTP, BrinaBasi komanxy QUIT Ge3 napameTpos B nakete 18. Ha sTo
cepBep OTBeYaeT B nmakeTe 19 koJoM coctosanus 221 ¢ napameTpom 2.0.0 Bye, 060-
3HAYAIOIUIMM, YTO KaHAI NepeJauy IaHHbIX 3aKpbiBaeTcsa ©@. B urore coeannenne
no nportokosty TCP xoppekTHO pa3pbiBaeTcs B nakeTtax 20-23.

Bropo# 3tan: or nokanbHoOro K yaaneHHomy cepsepy

Paiin nepexsamamail_ PaccMoTpuM aaee TOT ke caMblif CLIeHAPUHA C TOYKH
sender_server 2.pcapng 3PEHHs JIOK&IBHOTO CEPBEPA 3JCKTPOHHOM MOUTHI,
ob6cayxuBaiolero aomeH skynet.local mo aapecy
172.16.16.221. CooTBETCTBYIOIIMII ceTeBoil Tpaduk nepexsadeH B daitne mail
sender server 2.pcapng HENOCPEACTBEHHO Ha aHHOM cepBepe. Kak u cienosa-
JIO OXKHAATH, nepBble 20 MAKETOB WIK OKOJIO TOTO 3€PKalbHO OTOGpaXaloT nepe-
XBaT ceTeBOro Tpaduka Ha MEPBOM 3TAIl€ PACCMATPUBAEMOTO 3/€Ch Mpollecca, Mo-
CKOJIbKY 3TO TaKHe€ K€ CaMble MaKeThl, NePeXBaY€HHbIE U3 IPYrOro HCTOYHHKA.
Ecan 6b1 oTnipaBiseMoe nMo4ToBO€E COObIIEHHE NMPEAHA3HAYAIOCh M APYroro
MOYTOBOrO SIUKA B JoMeHe skynet.local, TO Mbl ObI He yBHUZECIH OoJIbllle HUKA-
koro ceresoro Tpaduka no nporokoay SMTP. Bmecro saToro mMbl o6Hapyxuamn 6l
TOJILKO M3BJI€YEHHE MOYTOBOI'O COOGIIEHMS KJIMEHTOM 3JICKTPOHHOH IIOYThHI MO
nportokony POP3 nan IMAP. Ho nockosbky faHHOe coobGuieHUE 1PEAHA3HAYCHO
JUilsi foMeHa cyberdyne. local, sokaibHblit SMTP-cepsep gomken nepeaars nosy-
4eHHoe coobmenHe yraneHHoMy SMTP-cepsepy, OTBETCTBEHHOMY 3a 3TOT JOMEH.
M sToT npouecc HauMHAETCA B MakeTe 22 ¢ Mpoueaypbl TPEX3ITANTHOIO Mpouecca
YCTaHOBKH CBA3M 1o npotokony TCP Mex Iy 10KalbHBIM MOYTOBBIM CEPBEPOM, Ha-
XoaA1uMce no agpecy 172.16.16.221, v yaaJIeHHbIM [MOYTOBBIM CCPBEPOM, PACIIO-
JI0XKEHHDIM I10 afipecy 172.16.16.231.

B pearvrom cuenapuu cepeep snexmponno noums. obnapyxcueaem opyzoi
noumossiil cepeep, ucnoav3ya cneyuaishvii mun sanucu DNS MX (mail
exchange), omeemcmeennoti 3a obmen noumoi. Ho dannsii cyenapuil 6vin
gocco3oan 6 nabopamopnoi cpede, 20e IP-adpec yoanrenwnozo cepeepa srexmpon-
HOU nowmbt 6vin npedsapumersHo Hacmpoen Ha AOKAILHOM cepeepe, U nos-
momy dannbill cemesoi mpagux 3dect ne 6ydem euden. Ecau evt nposodume
Quaznocmuxy 00CmagKu SAEKMPORHOU ROUMbL, MO OOANCHVL NPUHUMAMS 80
BHUMANUE HE MOABKO NPOOAEMDBL, CAIAHHDBLE ¢ KOHKPEMHBIM NPOMOKoLOM
SAeKMPOHHOU NOUmbL, HO U ¢ npomorosom DNS.
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Kak Tospko GyaeT yctaHOBI€HO coelMHECHME, B NaHe U Packet List MoxHO OGHa-
PYXXHTb, YTO JUIsi AOCTABKH MOYTOBOrO COOOUIEHHUS K YAAIEHHOMY CEpPBEPY NpHMe-
HsaeTcs nporokoa SMTP. dtor auanor nyyme HabmoAaTh, NPOCIEIUB OTOK JaH-
HbIx 110 ipoTokoy TCP s BbINOIHEHUA TPaH3aKIMU, KaK MTOKa3aHo Ha puc. 9.31.
Ecm norpebyercs nmoMoump B H3OJALMH JAaHHOTO COCJUHEHMs, NPUMEHHUTE
¢unbTp, ykasas BbipaxkeHHe tcp.stream =1 Ha naHeau PUILTPOB.

Ml Wireshark - Follow TCP Stream (tcp.stream eq 1) - mail_sender_server_2 - O X

vza waile2 ESHTP Postfix (Ubuntu) o
| EHLO mailel
,256 ~mail02
EZSO-PIPfilﬁlﬂG

| 258-517E 10240000

256 VREY
<ZS‘8 ~ETRN 6 '
| 258-STARTTLS
fZSO-ENﬂhH(EDSYATUSCODES

| 250-8BITMIME

| 258 DSH

| MATL FROM:<sand

| RCPT TO:<sanders@cybe .lo f ~dyne.local

| DATA !
|25@ 2.1.08 Ok

| 250 2,1.5 ok

| 354 End data with <CROCLE> <CR><LF>
Eﬁeceived from [l’ 16.16.225] \nnknnww [172.16.16.
| by mailel (Postfix) with AT
fcr <sander sﬁcyh»”d\ne locals;

"OyﬂE locals o

et . local>

|
iTc
;From Chris Sanders
| Subject: Help!
iMessageA[D: <5682DB86 . 46101
{Date: Tue, 29 Dec 2015 14:14:0
| User-Agent: Mozilla/5.@ (Win
| Thunderbird/38.5.6
MIME-Version: 1.0

| Content-T trx”pla n
}(Qntent«*rans -

<sande

8.9; WOMb4; rv:3B.0) Gecko/20189181

¥-8; format=flowed

self aware.

that can wost

Jah L 4 servar phs) 8 toms
Entire conversation {1155 bytes) > Show data as | ASCIL ¥

Fmﬂ:;

Hide this stream Print Save a5... Close

Puc. 9.31. lMpocmotp notoka aaHeix no npotokony TCP mexay
NOKQNbHLIM M YAQNEHHBIM CEPBEPAMM INEKTPOHHOM NOYTbI

JlaHHas TpaH3aKIMsA OYEHDb [10X0XaA Ha Ty, UTo npusejaeHa Ha puc. 9.30. Ilo cy-
IECTBY, MOYTOBOE COOOIIEHHE MEPEAAETCS MEXKAY CEPBEPAMU. YaJICHHbIH cepBep
uaeHTHGUUUpYeT cebs kak mail02 @, a nokanbHBIN cepBep — Kak mail0l @. Ouu
OGMEHHMBAIOTCS CIMUCKOM MOJIEPXKHUBAacMbIX KoMaHA ©, nocyie 4yero coobmeHune
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NOJHOCTBIO MEPEJAETCA BMECTE C AOMOJHUTENbHBIMU 3aroJIOBKAMU M3 TNPeIbly-
weh TPAH3AKUMH, J006ABASEMbIMU B Ha4YaIE IOYTOBOIO COOOMEHUS BbILIE CTPOKU
To (Komy) @. M Bce 3TO NPOMCXOAUT B MPOMEXYTKE MEX/Iy maketamu 27 u 35, mo-
CJI€ YErO NPOUCXOANT Pa3pbiB ¢BA3U 10 npoTokoay TCP ansa 3akppiTus KaHana ne-
pe/taum JlaHHbIX.

B koHCUHOM cueTe /1S cepBepa BOOOIIE HC MMEET 3HAaYEHUs, IIOCTYNAET JIM CO-
OOIECHUC OT KJIMEHTA 3JICKTPOHHOM 1104ThI WaH Apyroro SMTP-cepsepa, noaromy
3/leCb IIPUMECHSAIOTCSA T€ XE caMmble 11paBUIa U MPOLEAYPbI, KPOME YCTAHOBJICHHBIX
OrpaHUYEHUIN Ha YIPaBJAEHHUE AOCTYNOM. B 1eHCTBUTENILHOCTH HA JIOKAJIBHOM M
YAQIEHHOM CE€PBEPAX 3JEKTPOHHOM MOYTbI MOTYT M HC MOJUIEPXKUBATLCA OJHH U
Te e (PyHKIIMOHATbHbIE CPEJCTBA, 2 BO3MOXHO, 3T Ce€pBEPbl GA3BUPYIOTCS Ha CO-
BEPUIEHHO pa3HbIX IaT@opmax. MMEHHO 1103TOMy Tak BaK€H ICpBOHAYalIbHbBIM
o6MeH aanHbIMU 110 npotokoay SMTP. Beab on nossosasier cepsepy nosyuares
nepeaaTb OTHPABUTENIO MOJJAEPKUBAEMbIH HAa HEM NMepedeHb (PyHKUHMOHAIbHbBIX
cpeacts. Eciim SMTP-kiuenTy uiau cepsepy u3BeCTHBI (PyHKIMOHAIbHBIE CPEJICTBA,
[O/UIEPKUBaEMbIe HA cepBepe NoJyqaTtes, To komanabl SMTP moryT 6bITh OTKOp-
PEKTHPOBaHbI TAKMM 00Pa3oM, YTo6bI Hanboee 3¢phCKTHBHO NCpeaaTh NOYTOBOE
coobmenue. ATo JaeT BOZMOXKHOCTh WIMPOKO IIPUMEHATH poTokost SMTP aas ne-
PECBLIKM 3/IEKTPOHHOM MOYTHI IPU UCTIOIb30BAHUU JIOObIX KIMEHTCKUX U CEPBEP-
HBIX PEIIEHUM, HE OCOGEHHO Pa3buUpasAch B CTPYKType CETH MOyYaTe s,

TpeTtuii aTan: oT yaaneHHOro cepsepa K yAGNEHHOMY KNWUEHTY

Pain nepexsamamail_ HTak, noyToBoe cOOGIEHHE ROCTUIVIO YAATEHHOIO
receiver-server_3.pcapng (tepBepa, OTBE€TCTBEHHOI'O 3a Z[OCTaBKy SJICKTPOH'

HOM 1104TbI B IIOYTOBbBIE AUMUKH, HAXOAAIHECS B JI0-
McHe cyberdyne.local. [IpoaHaiusupyem Tenepb nepexBade€HHbIE IMAKETbl U3
¢aiina mail_receiver server 3.pcapng ¢ TOUKM 3PEHMS YJAJICHHOTO CepBepa
(puc. 9.32).

[lepsble 15 nakeToB M3 aHAIM3MPYEMOrO 3JIECh IICPEXBAaYCHHOro Tpaduka
OYeHb MOX0XH HA PACCMOTPEHHbIE PAHEE MAKETDI, IIOCKOJIbKY OHU NPEJACTABAAIOT
TOT X€ CaMblif OGMEH COOBIEHUAMHU, T€ AAPEC OTHPABUTEISI OTHOCUTCSA K JIOKQJIb-
HOMY cepBepy 3JeKTpoHHOI noutkl @, a aapec nosyyaresns — K ylaleHHOMY cep-
BEpy 3/1eKTPOHHOI 1nouThl @. Kak Tonbk0 5TOT 06MeH 3aBepuntcst, SMTP-cepsep
MOXET NOMECTHTD MOJYYEHHOE COOOUIEHHE B COOTBETCTBYIOIHIA MOYTOBBIN AMK,
4TOGBI MOJIyYaTe b, /I KOTOPOTo OHO NPEAHA3HAYAETCS, CMOT U3BJIeYb €r0 OTTyAa
€ MMOMOIIbIO CBOETO KJINEHTA 3J1€KTPOHHOM MOYTHI.

Kak ynomunanocw panee, nporokon SMTP npumensicrcs, maBHbIM 06pa3oM,
/ULl TIEPECHUIKHM 3JIEKTPOHHOM MOYTbI, U II03TOMY OH Yallle BCEro yrnorpebdsercs
MMEHHO Vi 3TOH 1enu. M3pieueHne 31€eKTPOHHOM MOYThI U3 MOYTOBOrO SIMKA
Ha cepBepE HeNb3sl OTPAHUUUTD ONpeeNeHHbIMU paMKaMu. [TosToMy, BcreacTeue
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BO3HHKAIOWIMX 3€Ch PA3IMUMK Uil pelleHUs JaHHOM 3aauM 1pe/JHa3HAu€HO He-
CKOJIBKO MpOTOKoJ0B. K unciny Haubosiee ynorpe6uTeIbHbIX OTHOCATCS [IPOTOKO-

as1 POP3 (Post Office Protocol version 3 — nouroBblii ipoTokos Bepcuu 3) u IMAP
(Internet Message Access Protocol — 1iporokos siocryna k coobmenusam B Uurep-
Hete). B paccMaTpuBaeMoM 3iech MpUMepe yAaleHHDbIA KJIMEHT 3JIEKTPOHHOMU MO-

4Thl U3BJICKAET COOGIIEHUS M3 MIOYTOBOTO CEPBEPa, UCNOaL3ysa npoTokon IMAP B
nakerax 16-34.

M Wireshark . Follow TCP Stream (tcp.stream eq 0) - mail_receiver_server_3 = [m] X

{220 mail@2 ESMTP Postfix (Ubuntu) @ A
EHLO mail@l |
25@8-maile2
250-PIPELINING
258-SIZE 10240000
| 258 -VRFY |
| 258-ETRN |
| 258-STARTTLS
| 25@- ENHANCEDSTATUSCODES
| 250-8BITMIME
| 250 DSN
| pas
RCPT TO:<sand
DATA
258 2.1.0 0k
256 2.1.5 Ok
| 354 End data with <CR><LF>,<CR¥<LF»

| Received: fro 7

L FROM:<sa

5 14:13:51 -0500

) Gecko/20108101

2,08.0 Ok: queued as 994CB617DF
<
2

3 dhent plasl 4 server pkysh & tums.
Entire conversation (1155 bytes) - Show data as 'ASCH v Stream [0 |§

Find:

Hide this stream Print Save as Close

Puc. 9.32. Mpocmotp notoka aawHbix no npotokony TCP mexay
NOKQANbHBIM M YAANEHHbIM CEPBEPAMM 3EKTPOHHOM MOYTbI

IMporokon IMAP B 3TOi KHUre He paccMaTpHUBaeTCs, HO B JAaHHOM MpHUMe-
pe 3Toro u He TpedyeTcs, MOCKOJIbKY OOMEH JaHHbIMM 3amu¢posaH. Ecau npo-
AHWIM3MPOBATh IAKeT 21, TO MOXXHO 3aMETHUTb, YTO KJAMEHT, HAXOJAAUMMUCHA 110
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ajpecy 172.16.16.235, nmochutaeT KoMaHAy STARTTLS cepBepy 3J€KTPOHHOI Mo-
4ThI, PACIIOJOXEHHOMY I10 afpecy 172.16.16.231, B nakere 21 @, xak Noka3aHO HA
puc. 9.33.

*] Bpresson 4

Puc. 9.33. Komanpa STARTTLS obo3Hayaert, 4To cetesosi Tpaduk no nporokony IMAP
6yaer 3awmndposaH

/laHHas KOMaHa U3BEIAET CEPBEP, UTO KIMEHTY TpebyeTcs 6e30MacHo U3Bieyb
COOGUEHHUs, UCTIONB3Ys MK poBaHue no npotokoay TLS. Mexay oTaeabHbIMHU KO-
HEUHbIMM TOYKAMM B nakeTax 24-27 cormacyercs 3aliMIIEHHBIN KaHal cBa3u @,
4 B OCTIbHBIX MaKeTax coobueHre 6e30macHo u3bjaeKkaercs no nporokony TLS
(Transport Layer Security — npoTOKOJ 3alMThl TPAHCNIOPTHOTO ypoBHs) ©. Ecin
IEKHYTh Ha JIOO0OM M3 3TUX MAKETOB, YTOGbI MPOCMOTPETH JAAHHBIE WIH MOIbI-
TaTbCA NPOCAEAUTD UX NOTOK o npotokony TCP (puc. 9.34), To B KOHEYHOM UTO-
re MOXHO OOGHApYXHTb HEYI0604YUTAEMOE COREPXKUMOE, NIOCKOJIbKY 3JI€KTPOHHAs
NOYTA 3alMIIEHA OT ePeXBaTa 3JI0YMbIIIIEHHUKAaMH, KOTOPbIE MOTYT MONBITATHCS
MOXUTHUTDb I MPOAaHATM3UPOBATh CETEBOM TpaduK B 3/10HaMepeHHbIX Hesax. Kak
TOJIBKO 3TH 3aBE€PUIAIOIIHE NAKEThbl GYAYT MOJy4YEHbl, MPOLECC OTIPABKU MOYTOBO-
ro COOGIIEHHs MONb30BATEIEM B OJHOM JOMEHE MOJb30BATENIO B APYTOM AOMEHE
3aBEPIIMTCS.

Ornpaska Bnoxexui no nporokony SMTP
Paiin nepexeamamail _ [TpoTokon SMTP Hukoraa He nNpeaHa3HAYAICA B Ka-
sender_attachment.pcapng Y€CTBE MEXaHM3Ma JIsi nepefauu ¢ailios, HO mpo-
CTOTa OTNpaBKy (ailIoB MO 3/1I€KTPOHHOI NMovTe 03-
HAYaEeT, YTO OH CTJI JUIsi MHOTMX OCHOBHbIM MEXaHU3MOM o6MeHa. PaccmoTpum kpat-
KU NpyuMep OTnpaBkH (aiila Ha YPOBHE NAKETOB ¢ Momoubio npotokosa SMTP.
Kak nemoHcTpupyerca B npuMepe u3 ¢aiina nepexsara nakeros mail sender
attachment.pcapng, nosb3oBaTe/ib NOCHUIAET COOOMEHME 3IEKTPOHHOM NOYTBI U3
CBOETO0 KIMEHTA, HaXOAAWErocA 10 aapecy 172.16.16.225, 1pyromMy KJIM€EHTY B TOM
Xe caMOll ceTH uepe3 JoKaabHbIH noutoBblii SMTP-cepBep, pacnonoxeHHbIi MO
aapecy 172.16.16.221. 310 coobLieHUe COJIEPXXHUT MAJIO TEKCTA M BKJIIOYAET B cebs
BJIOXKEHHbIN (aiin u306paxxeHus.
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M Wireshark - Follow TCP Stream (tcp.stream eq 1) - mail_receiver_server_3 — 3 X

* OK [CAPABILITY IMAP4revi LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE IDLE )TARﬁLS _O(INDT SABLED] Dovecot (UbuntJ) A

ready.

1 STARTTLS

1 OK Begin TLS negotwtmn now.
‘ .g&.H

..... Gel.a...U.
..Dovecot mail serverl.@
| «sU..,.maila2l.e
UL mailezivel . *oH.
| rootﬁ)cybardyne locale..
151221216614L
25)222210614’&143. xodks
..Dovecoct mail serverl.o
..U....maile21.0
UL maile21we! . ..
’ . .rootfcyberdyne. locale. ."e
,

2 X SR dIGHVE, S D gt > PE TR P..

LJOXR. ... -] BRI ({42 .B. T
ale visoas s 7...D..4...M"\¢)3 ' SRR PGNQ...U ...... I.31.8. snwabr @ Uid

15 clent pktfs), 16 server pktfs). 30 turrs.

Entire conversation (6202 bytes) - Showdataas ASCH ¥ Stream |15
Find: | ) i o o . 1 i Find hext l
Hide this stream Print Save as... Close Help

Puc. 9.34. Certesoii tpaguk no nporokony IMAP wuepyercs, koraa knmeHT 3arpyxaer
noyrosoe coobuyeHune

Ornpaska BaoxeHus 1o npotokoxy SMTP npaktuyecku Hu4eM He OTIMYaeT-
¢ OT OTHpaBKH TeKcTa. Bce aTu JaHHbIE NpeJHA3HAYAIOTCA /IS CEPBEPA, U XOTs
OHH OGBIYHO MOIBEPraloTCs CMEeUNAIbHON KOAUPOBKE, OTIIPABHOMN TOYKOM VISl UX
AHAJIM3A T1O-1IPEXHEMY ABAACTCS KOMAaHIA DATA. Yrob6bI IIOCMOTPETH, KAK 3TO MPO-
MCXO/JMT Ha [PAKTHUKE, OTKPOMTE YIIOMSHYTbIH Bblllie (haiil nepexsaTa U npocieam-
TE MOTOK JaHHBIX 110 11poTokoy TCP pis BbInosHeHUs1 OTAENIbHON TPAH3AKIMH 110
upotokoay SMTP. 3ror norok npuseaen na puc. 9.35.
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M Wireshark . Follow TCP Stream (tcp.stream eq 0) - mail_sender_attachment o O X

226 mail@l ESMTP Postfix (Ubuntu)

EHLO [172.16.16.225]

256-mailet

ZW-PKFELW

258-SIZE 16240000

25@-VRFY

250-ETRN

25@-STARTTLS

250-ENHANCEDSTATUSCODES

25@-8BITMINE

250 DSN

MAIL FROM:<sanders@skynet.local> SIZE=76692
250 2.1.8 Ck

RCPT TO:<ppafiskynet.local>

250 2.1.5 0k

DATA

354 End data with <CR><LF>.<CR><LF>

To: ppafiskynet.local

From: Chris Sanders <sanders@skynet.local>
Subject: Mew Coworker

Message-ID: <56849222.40006@9@skynet. local>
Date: Wed, 3@ Dec 2015 21:25:38 -8500
User-Agent: Mozilla/5.0 (Windows NT 18.8; WOW64; rv:38.0) Gecko/20100101
Thunderbird/38.5.0

MIME-Version: 1.0

Content-Type: multipart/mixed; 0
boundary="---~---=ruun 9584070823010600500070000"

This is 2 multi-part message in MIME format.
-------------- 2504070530301000500070000

Content-Type: text/plain; charset=utf-8; format=flowed e
Content-Transfer-Encoding: 7bit

A new guy started this week. There is something different about him, but
I can't quite figure it out. Every time he sees me he asks for my
clothes, my boots, and my motorcycle. I don't even own a motorcycle! I
took 3 quick picture and have attached it here. Have you seen this guy
before?

------------- 9508407080301000500070000
Content-Type: imoge/jpeg; (4]
name="newguy . jpg
Content-Transfer-Encoding: base64 e
Content-Disposition: attachment;
filename="newguy.jpg"

/93/4AAQSkZIRGABAQAAAQABAAD/ 2wBDAAMCAMCAGMDAWME AwHE BQgF BQOEEQoHBWY IDACM
DAsKCwsNDhIQDQ4RDgsLEBYQERMUFRUVDABXGBYUGB IUFRT/ 2wBDAQMEBAUEBQkFBQKUDQsN
FBQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUF BQUFBQUF BT /wAAR
CAFadmcDASTAAhEBAXEB/ 8QAHWAAAQUBAQE BAQEAAAAAAAAAAAE CAWQF Bgc ICQoL /BQALRAA
AgEDAWI EAWUF BAQAAAFIAQIDAAQRBRIhMUEGE 1FhBy IxFOKBkaE 1 IOKxwRVS@TAKM2JyggkK
FhcYGRo131coKSo@NTY30Dk6QORFRkdISUpTVFVIAV I hZkmNkZWZnaGlqc 3R1dnd4eXqDhIWG 6
hai3ipKTLIWW151ZmqK i pkuimp6ipqrkz LNzt 7i5usLDxNGX8] Iy tL TINXWI9Z2uHia+T1
Sufo6erx8vP@9fb3+Pn6, BQAHWEAAWE BAQE BAQEBAQAAAAAAAAE CAWQF BgcICQol/BQAtREA
ABECBAQDBACFBAQAAQI 3AAECAXEEBSEXBhIBUQdhcRMiIMOE IFEKROBHBC SMzUVAVYNLRChYk
NOE1BRcYGRomIygpK jU2NzgSOKNERUZHSE 1KUIRVW1dYWVpj ZGVmZ2hpanNedXZ3eH16go0E
hYaHiImkKkpOUlZaXmImaoqOkpaangKmgsrO@tba3ulméwsPExcbHyMnKotPULdbX2NnaduPk
5ebn60nq8vpmfb3+Pn6/9ommaMIRAxEAms+Lm;pxd/c+ems:mnnucfdma
JL 2tmy Y2' g u Z

fide thsstream| | Prist | [ Saveas.. || Cose || Wb |

Puc. 9.35. Ortnpaska nonb3osarenem enoxenus no nporokony SMTP
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JlanHplil NpyMep HAYMHAETCSA, aHAIOTUYHO NPEAbITYIIMM NIPUMEPaM, C HAEHTH-
¢puxanum cryx6b1 1 06MEHa NMOJIePXHBaeMbIMHM NpoTokoiaMu. Kak Tonbko kiu-
€HT OyeT rOTOB NepeaaTh NOYTOBOE COOOIIEHUE, OH CENAET 3TO, NPEAOCTABUB
aapeca OTNpPaBUTENA U IMOJy4YaTessd U MOCJaB KOMaHAy DATA, npeAnrchIBalomyio
cepBepy OTKPbITh Gydep LI nonyyeHus nHpopmaumu. A nanblie paccMaTpuBae-
MBI# 3/1eCh TPOLIECC HECKOIBKO OTIMYAETCA.

B npeapirymeM npumepe KIMEHT MepefaBal TEKCT HENOCPEACTBEHHO cep-
BEpY, a B JAaHHOM NpUMEpe KJIMEHT JOKEH OTIPABUTb COOOLIEHHE B TEKCTOBOM
BU/J€ HApAAY C ABOMYHBIMHM JaHHBIMH, CBA3AHHBIMM C BIOXKEHHUEM U3006paKeHUS.
YTo6bl 3TO MpOM30IIO, OH 0603HA4YaeT B moje Content-Type TUN CBOEro co-
AepxHMoro kak multipart/mixed c 3ajaHHO#M rpaHuUed ------------------
050407080301000500070000 @. STHM cepBepy COOGIIAETCS, YTO €My NEPEAAIOTCA
Pa3HOTHUNHBIE JaHHbIE CO CBOMM 0co6bIM THIOM MIME 1 koAMpPOBKOi1 M 4TO KaX-
AbIA THN JAHHBIX OYAET OTAEJNEH OT JPYroro rpaHMIEi ¢ yKa3aHHbIM 3HAaYEHHEM.
CnenoBaTeabHO, KOTAA 3T JAaHHbIE MOJYYUT JPYroi Mno4YTOBbII KIMEHT, OH 6yrer
3HaTh, KAK MHTEPNPETHUPOBATh UX, UCXOAs U3 3aJaHHBIX IPaHHMIL, 0COGOro THMa
MIME u xoaupoBKH, YKa3aHHBIX B KOXKAOM (pparMeHTe JaHHBIX.

[TouToBOE COOGUIEHHE B PACCMATPUBAEMOM 3[€Ch MPHMEPE COCTOUT M3 ABYX
OTAE/NBHBIX YacTei. B nepBoii 4acTu COREPXUTCA CaM TEKCT COOOIEHHS, TIOITOMY
OHa 0603HaYaeTCs TUIIOM cofiepxuMoro text/plain @. [Toce aToro cieayeT map-
Kep rPaHHLbI M1 HAYMHAETCS HOBAst 4acTh coobueHus ©. B 3Toii yacTH coaepxuT-
cst paiin M306paxKeHHs, TIO3TOMY OHAa OOO3HAYAETCsl TUIIOM COEPXKHUMOro image/
jpeg @. Creayet Takke UMEThb B BUIY, YTO B noJe Content-Transfer-Encoding
(KoanpoBka nepegaBaeMoOro COAEpXXHMOIO) YCTAHOBJICHO 3HayeHHe base64 ©.
9TO O3HAYAET, YTO MOJydYEHHbIE JaHHbIE JOJDKHbI ObITH MPeoOpPa3oBaHbl Mepea
AHWIM3OM HX MpeAcTaBieHus U3 popmara Base-64 B JPEG. A B ocTanbHylo yacTh
1epeAaBaeMbIX JaHHBIX BXOJIMUT 3aKOAMPOBaHHbII (aiin nzobpaxenus @,

9Ty KOAUPOBKY He CJIeAyeT MyTaThb C IWH(POBAHHUEM VIS 3AIMTHI AaHHBIX. Ko-
AupoBka Base-64 nouTH MrHOBEHHO 0OpaTHMa, MO3TOMY JII0OOOH 3/10yMBINLIEHHHUK,
nepexBaTHBIIMI NOZOGHBIH ceTeBol TpaduK, cymeeT U3BJIeUb U3 Hero ¢aiin uso-
O6paxeHus 6e3 ocobbix ycuauii. Ecim xe gaiin nzo6paxenus TpebyeTcs ussiedb
M3 MepexBavyeHHOro MaKeTa CaMOCTOATENbHO, OOpaTHTECh 3a CIIPaBKOM K pasjenry
“TposiHcKasi nporpaMma yaajleHHOro JocTyna” masbl 12, “Ananua naketos Ha 6e3-
OMAaCHOCTB”, TA€ PACCMATPUBAETCS AHAJIOTMYHBII ClleHapHii U3BleYeHUs U306pa-
XeHus u3 nepeaasaemoro no nporokosy HTTP ¢aitna. IlpounTas aToT pasaen,
BEPHUTECh K PaCCMaTPUBAEMOMY 3/1eCh (paily M306pakeHHs!, YTOObI MOMBITAThCHA
BBbIIBUTH HOBOTO TAWHCTBEHHOTO COPATHUKA IAHHOTO T0JIb30BATENSA.
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3akniountenbHele coobpaxeHus

B 3T0i1 mase GbuM npejcTaBAeHB! HAMGOJIEE PaCIPOCTPAaHEHHbIE MPOTOKOJIBI,
C KOTOPBIMH NPHUXOAHUTCH UMETD /€10, AHAIM3UPYH ceTeBOi TpadHk Ha ypoBHe
NPUIOXKEHU. A B MOCIEAYIOMMUX [MIaBaX GyAyT HCCIE€KOBAHbI HOBbIE IPOTOKOJIBI
AOMNOTHUTE/IbHbIE BO3MOXHOCTH YIOMSIHYTBIX 3/1€Ch IIPOTOKOJIOB IIPU PacCMOTpe-
HHH LIEJIOTO Ps/ia PEalbHbIX CLIEHApUEB PaboThI B CETH.

s 6onee yrayGaeHHOTO U3YY€HHUsl OTAENbHBIX MPOTOKOJIOB PEKOMEHIYeTCs
O3HAKOMMTbCS C MX ClieHU(PUKALUAMU B COOTBETCTBYIOWMX J0KyMeHTax RFC wau
npountatb kuury Jlymaca Kamepa Cemu TCP/IP, mom 1. ITpunyuns., npomokors. u
cmpyxmypa, 4-¢ uzdanue (nep. c anon. MU “Bunbamc”, 2003 r.). Cm. Taioke nepedeHn
yue6HBIX PECypCOB B IPHJIOXKEHHH A.
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OCHOBHbIE PEAAbHbIE CLUEHAPHUU

Hauunas ¢ 3Toil MaBbl, MBI OGPAaTUMCH HEMOCPEACTBEHHO

K aHan3y nnaketoB B Wireshark ju1s BbisiB€eHMS HaCTOAIMX
3aTpyAHEHMH, Bo3HUKaoWMX B cetu. Ha npumepax peanb-
HBIX CII€HAPUEB MOJOOHBIX 3aTPYJHEHUI GYIeT onMcaH UX KOH-
TEKCT M MPEJOCTaBICHbI CBEJI€HHs1, JOCTYMHBIE U AaHAIN3a B MOMEHT BO3HUKHO-
BEHHs 3THX 3aTPyIHEHHUH.

3a105KHB IPOYHOE OCHOBAHUE, Mbl IIEPeHIEM K aHAJIN3Y, ONKCAB CHavYajla METO-
JIUKy NepeXBaTa NOAXOASIUX MIAaKETOB, a 3aTe€M BECh MPOECC paboThl B HaIIpaBJie-
HHUH JUarHOCTUKU ceTh. Kak Tonbko aHanu3 6yneT 3aBeplieH, Mbl YKaXeEM BO3MOX-
Hbl€ pelleHUs Y BKPATLE PACCMOTPUM U3BJ€YEHHbDIE YPOKHU.

He caexyeT, oaHako, 3a6b1BaTh, 4TO aHAIU3 TAKETOB ABJIAETCA BECbMA JUHAMU Y-
HbIM mponieccoM. I1oaToMy MeTOAMKH, NPUMEHAEMbIE ISl AaHAIM3a AaKETOB B Ka-
XAOM paccMaTpPUBAaE€MOM 3/I€Ch CLIEHAPUM, MOTYT OTJIMYAThCA OT T€X, KOTOPbIMH,
BO3MOXHO, MOJIb3yeTeCh Bbl. Bejb KaXAbIH NOAXOAUT K OCMBICJIEHUIO 33Ja4H U
HAXOJUT ee pemeHue no-ceoemy. Camoe mraBHoe, 4TOObl aHAIU3 NPUBEN K pa3pe-
HIEHUIO BO3HMKIIEro 3aTpyaHeHus. Ho gaxe eciu oH 1 He npuBes K yaade, OY€Hb
BAOXHO YUMTBHCS M Ha HeyAadax. Beab onbiT npuobpeTaeTcsi MMEHHO TOT/AA, KOTAA
MBI II0JIy4a€M HE TO, YTO HAM HY>KHO.

Kpome Toro, 601bMIMHCTBO 3aTPyIHEHUH, OOCYKAaeMbIX B 3TOH IJIaBe, MOTYT
ObITb pa3pelieHbl U IO METOAMKAM, He MOAPa3yMeBaIOIMM aHAIU3 NakeToB. UTo
e Toraa B HUX MHTepecHoro? Koraa s ToJbKO HauMHAI U3y4YaTh AaHAIHU3 MAKETOB,
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51 HallleJI MOJIE3HbIM UCCI€EA0BATD TUITUYHDbIE 3aTPYAHEHHUSA HETUIMHYHbIMHU cnocoba-
MH, HCIIOJb3yslt METOANKH aHA/IN3d ITAKE€TOB. HNmenuHo IO3TOMY 31€Chb IIpeaCTaBJIE-
HbI Balll€eMY BHUMAHHIO pe€ajIbHbl€ CUCHAPHH pa6OTbI B CETHU.

Orcyrcreue Be6-copepxumoro

Daiin nepexsamahttp_ B nepsom u3 paccmaTpuBaembIx 31€Ch ClieHapHeB MOJIb30-
espn_fail.pcapng Bate)ib [Tur I[TakeT apaseTcs GOAbUIMM NOKJIOHHUKOM YHH-

BEPCUTETCKOro Gacket6osna. OH He NPUBBLIK BCTaBaTh U
JIOXHUTBCA MO3/IHO, U3-32 YETO HEPEAKO IIPOIyCKaeT Urpbl KOH(pepeHnnu 3anaHo-
ro [No6epexpa. [ToaToMy Kaxa0€ yTPO OH NPEXAE BCETO CAAUTCA 3a CBOIO JOMAIL-
HUI KOMNbBIOTEP, YTOGBI NOCETUTH BEG-CTPAHHUILY CIOPTHUBHOrO TejekaHata ESPN
no ajgpecy http://www.espn.com/ U HOCMOTPETh Pe3yJbLTaTbl UTP, MPOBEACHHbIX
HaKaHyHe NM031HO BeyepoM. [IpocMaTpHBas Kak-TO yTPOM YHOMSIHYTYIO BbIlIE CTPa-
Huuy, [TuT 0o6HapYX K1, YTO OHA J0JITO 3arpy’KaeTcs, a KOrjla HAKOHEI-TO 3arpy3uT-
cs1, GOMBUIMHCTBO M300paXXEHUH M NPOYEro COAEPKUMOrO Ha HEH OTCYTCTBYeT
(puc. 10.1). Mitak, nomoxxem [InTy npoanarHocTUpoBaTh BO3HHUKILEE 3aTPyAHEHUCE.

5 ESPN: The Worldwide Lt

L C f& [ espn.go.com

<
>

Menn

ESPN

. Submit

Scores
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o NASCAR

o Gaolf

Puc. 10.1. HeynauHo 3arpyxeHHas Beb-cTpanmua cnoptmsHoro Tenekawana ESPN

268 f(nasa 10



Tigm: @it_boooks
NoaknioueHue k cetn

JlaHHOe 3aTpyaHeHHe BO3HHUKIO TOJbKO Ha koMmnbloTepe IluTa n He okazaio
BJIMSAHMA Ha JIPYrUX M0JIb30BaTE/IEH, I03TOMY HAYHEM C IIepeXBaTa NAKETOB HEMo-
CPEACTBEHHO B 3TOM KOHeuHOIi Touke ceTu. C aTo# uesnbio ycranosuM Wireshark
Y NIepexXBaTUM I1aKeThl MPH 1pocMoTpe Beb-caiita ESPN. 3Tn nakerbl HaxoaATcA B
¢aitne nepexsara http_espn fail.pcapng.

Ananus

Ham n3BecTtHo, 4to [TUT He B COCTOAHUU NPOCMATPUBATh COJEPKUMOE BEG-CTpa-
HHUIBI, KOTOPYIO OH IOCEIAET, U MO3TOMY Mbl JOKHBI POAHAIM3UPOBATH MPO-
tokoa HTTP. Ecau Bbl unTanu npeabAymyio masy, TO JOJDKHbI UMETb OCHOBHOE
IpeACTaBJIeHUE O TOM, KaK BbINIAAUT ceTeBoi Tpapuk no nporokony HTTP mexxy
KIMeHTOM U cepBepoM. HavaTb ero ananmua nyuyme scero ¢ HTTP-3anpocos, nocer-
JlaeMbIX yAaseHHoMy cepBepy. G 3TOlH LeNbio MOXHO MPUMEHUTb (GPUIBTD 3anpo-
coB no meToay GET, BBeis BbipaxkeHUe http.request.method = "GET" Ha naHeiu
¢unasTpoB. XoTs 3TO MOXKHO CAeJIaTh Ipollle, BbIOpaB KomaHAy StatisticsHTTP= Re-
quests (Cratucruka= HTTP=3anpockr) M3 maBHOro MEHIO.

w : Wireshark - Requests - http_espn_fail

Topic / ltem
¥ HTTP Requests by HTTP Host
¥ www.espn.com
/
¥ espn.go.com
/
v cdn.optimizely.com
/js/310987714.js
v assets.espn.go.com
/i/columnists/kapadia_sheil_m.jpg
v ad.espncdn.com
/combiner/i?img=%2Fphoto%2F2014%2F0806%2Fnfl_g_colts5_cr_1296x729.jpg&w=556&
a2.espncdn.com
/combiner/i?img=%2Fmedia%2Fmotion%2F2016%2F0108%2Fdm_160108_Trainer_shoulc
v al.espncdn.com
/combiner/i?img=%2Fphoto%2F2016%2F0108%2Fsubzero_5x2.png&w=1296&h=518&scz

Display filter: Enter a display filter .

Copy Save as... Close

Puc. 10.2. Mpocmotp HTTP-3anpocos Ha seb-cait ESPN
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Kak caeayeT u3 kpaTkoro o63opa nepexsadeHHoOro Tpapuka, NpuBeJ€HHOro Ha
puc. 10.2, on orpannuusaetca cembio pazsinuibiMu HTTP-3anpocamu, npuuem Bce
OHU BBINIAASAT TAK, KaK OyATO OHH cBsi3aHbl ¢ BeO-caiitom ESPN. Kaxaeiit HTTP-3a-
NPOC COAEPKHUT CUMBOJIbHYIO CTPOKY €Spn B MMEHH YKa3aHHOTO JIOMEHA, 32 UCKJIIO-
yeHHeM fioMeHa cdn.optimizely.com, KOTOPBII OTHOCHUTCS K cemu docmaexu codep-
aumozo (Content Delivery Network, CDN), npuMeHsieMoii U1 AOCTaBKH pPeKIaMbl
Ha MHorue caiiTel. [IpocMaTpuBas Be6-caliThl, HA KOTOPBIX pa3MeEAeTCsA peKIaMa
WU IPYTO€ BHEUIHEE COAEPKHUMOE, MOXKHO HEPEJKO YBUAETD 3aMpPOChl K pas3any-
HbIM ceTsiM CDN.

B oTcyTcTBHE ABHBIX NPU3HAKOB JUIA MPOCAEKHBAHUA BO3HUKIIETO 3aTpyaHE-
HUsA NepeaeM K cleaylomei cCTaMM, KOTopas 3aKIi04aeTcs B IPOCMOTpEe Hepap-
XUM NPOTOKOJIOB B (paitne mepexpara. C 3Toil nesnbio BbIGepUTEe KOMaHAy Statis-
tics= Protocol Hierarchy 13 ri1aBHOro MeHio. 3TO JaCT BO3MOXHOCTb BbISIBUTD Hernpea-
BU/IEHHbIE TIPOTOKOJIbI MJIM OCOOBIE pacIpeeieHUs CETEBOTo TpaduKa Mo MpoTo-
xonam (puc. 10.3). Cnenyer, oagHako, UMETb B BU/IY, YTO OTOOPaXEHHE HEPAPXUH
NPOTOKOJIOB Ha 3KPaHE 3aBUCUT OT NPUMEHAEMOrO B HACTOSIMUIA MOMEHT (puib-
Tpa. [loaToMy ouncTUTE NPpUMEHABIINHCA paHee GUILTP, YTOOBI MOJNYYUTD Npe]:
NoJIaraeMbl€ Pe3y/IbTaThl 10 BCEM ME€PEXBAYEHHBIM MTAKETaM.

Wireshark - Protocol Hierarchy Statistics - http_espn_fail

Protocol v Percent Packets Packets Percent Bytes Bytes Bits/s End Packets
Frame 100.0 569 100.0 367205 30k 0
Ethernet 100.0 569 100.0 357205 30k 0
v Internet Protocol Version 4 100.0 569 100.0 357205 30k 0
v User Datagram Protocol 25 14 0.5 1627 136 0
Domain Name System 25 14 0.5 1627 136 14

v Transmission Control Protocol a7.5 555 995 365578 29k 541
Hypertext Transfer Protocol 25 14 24 8460 712 7
Portable Network Graphics 0.2 1 0.1 487 41 1
Line-based text data 0.5 3 0.5 1832 137 3
JPEG File Interchange Format 0.5 3 0.8 2062 249 3

No dispiay fifter

[ Help NI Close

Puc. 10.3. lNpocmoTp Mepapxmm NpOTOKONOB B TEKYLUEM CEQHCE

JlanHas nepapxus NPOTOKOJIOB HE OCOOEHHO CJIOKHA, U MO3TOMY MOXKHO O4YE€Hb
GbICTPO BBIACHUTD, YTO B HEM AEHCTBYIOT JIMIIL JBA MPOTOKOJIA YPOBHSA MPUJIONKE-
Huii: HTTP u DNS. Kak noscusnocs B mase 9, “PacnpocTpaHeHHbIE TPOTOKOJIbI
BepxHero ypoBHs”, npotokon DNS cayxur ais npeobpa3oBaHus TOMEHHbIX HMEH
B IP-angpeca. Tak, npu npocmoTpe Be6-caiita no aapecy http://www.espn.com/ B
CUCTEME MOXET BO3HMKHYTb MOTpe6bHOCTh oTnpaBuTh DNS-3anpoc, uTo6n! HaiiTh
[P-aapec yranenHoro BeG-cepsepa, ecid OH elie HeudpecTeH. M kak Tonbko Gyaer
noayyen DNS-oTBeT, cogepxamasnca B Hem WHGOpPMaLMA MOXKET ObITh BBEACHA B
JIOKQJIbHBIN Kelll, MOCJIe Y€ro MOXeT ObITh HayaTa nepejaia JaHHbIX 110 IIPOTOKOJIY
HTTP (c nomompsio npotokona TCP).
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HecmoTps Ha TO uTO 31€Ch HUUETO BPO/iE GBI HE BBIVIAAUT HECOOBIYHO, 0COHOTO
BHUMaHMs Bce ke 3acayxusaior 14 makeros DNS. B uactnocTn, DNS-3anpoc eaus-
CTBEHHOTO JIOMCHHOTO UMEHM, KaK MPABHJIO, COAEPKUTCA B OJHOM IAKETe, Kak,
BIIPOYEM, U OTBET HA 3TOT 3aNpPOC, €CJIH TOJbKO OH HE OYEHb GOJIBIION, U TOTAA B
npotokose DNS 6yner ynorpe6aen nporokon TCP. A nockobky B JaHHOM caydae
umeetcs 14 makeros DNS, To BriojiHe BO3MOXHO, YTO U3 HUX 6bLIO C(POPMUPOBAHO
cemb DNS-3anpocoB M ceMb OTBETOB Ha HUX, YTO B UTOT€ COCTaBAAET 14 nakeToB.
Ha puc. 10.2 6bun nokazansl HTTP-3anpocsb! k ceMn pasHbiM JoMEHAaM, HO BEJb
ITurt BBes eqnucTBennbiit URL B okHe cBoero 6paysepa. [Touemy xe 6bu1d caeanbt
BCE OCTAIbHbIE, JIMIIHUE 3alPOCHI?

B npeanbHoM ciryyae Jis nocemeHns Be6-cTpaHuU1bl ObLIO Gbl IOCTATOYHO 3aI1PO-
CUTb OJMH CEpBep, YTOGbI U3BJICUD €€ cofiepkuMoe B Teuenue oanoro HTTP-aua-
aora. Ho B 1eficTBUTENLHOCTH OT/IE/IbHAA BEG-CTPAaHUIIA MOXET NPEAOCTABUTD CO-
JAEPKMMOe, pa3MellaeMoe Ha HECKOJIbKMX cepBepax. Bce TekcToBoe cozepxumoe
MOXET ObITh Pa3sMEUIEHO B OAHOM MecTe, rpaMKa — B PyroM, a BCTPOEHHbIE BU-
/Ie03aIucu — B TpeTheM. Ml 3To He cuMTaa pexiamy, KOTopas MOXET pasMelaTbCs
Ha JIeCATKAX CEpPBEPOB MHOIMX MOCTaBMKOB. Besakuit pas, korna HTTP-kinent
BBINOJIHAET CMHTakcudeckuil ananm3 HTML-xosa n o6HapyxuBaeT CCbUIKY Ha CO-
J€PXKUMOE U3 JIPYrOro XOCTa, OH IOIBITACTCS 3AMPOCUTD COAEPKUMOE Y 3TOTO XO-
CTa, 4TO NMpHUBEJET K popmupoBanuio JononnureabHbix DNS-3anpocos u cooTseT-
crBytomux HTTP-3anpocos. Mmenno sTo u npousouto, koraa Iut nocetun se6-
cait ESPN. M x0oTs o1 HaMepeBa/ca MPOCMOTPETD COACPKUMOE TOIBKO U3 OJHOIO
ucrounuka, B koge HTML 6b111 06HapyeHbl CCbLIKM Ha AOTNOJHUTEIbHOE COAEP-
xumoe, u 6paysep ITuta aBTOMaTHYECKH 3aPOCHII 3TO COAEPKHMMOE M3 MHOTHX
APYTUX IOMCHOB.

Hrak, BbIsACHUB IPUYMHY [OSIBJIEHUS BCEX IMUIHMX 3aMIPOCOB, UCCIEAYEM Jajlee
OTJAE/IbHbIE AMAIOTH, CBA3AHHBIE ¢ KAX/bIM 3alPOCOM, BbIOpaB KOMaHTy Statistics=
Conversations u3 raBHoro meHio. ITpocmorp okna Conversations (puc. 10.4) maer
[IAaBHBII KJIIOY K pasrajke.

|
| Ethernet - 1 ik i IPv6 TCP - 16 upP -7 |
| {Address A 4 Address B Packets Bytes Pack BytesA + B PacketsB ~A BytesB —+ A Rel Start Duration ‘
} 4221 172.16.16.154 14 1627 7 1106 7 521 0.000000000 0.663869 l
i. 68.71.212.158 172.16.16.154 13 2032 6 1200 ¥ 832 0.027167000 90.875181 ’
69.31.75.194 172.16. § 19 9949 10 8942 9 1007 0.579477000 90.659273 |
72.21.91.8 172.16.16.154 92 70k 49 67 k 43 3170 0.526867000 60.553187 “

72.246.56.35 172.16.16.154 247 196 k 134 188 k 113 8315 0.527902000 90.806341
| 72.246.56.83 172.16.16.154 30 20k 15 19k 15 1518 0.658868000 45.344878 I
| 172.16.16.154 199.181.133.61 61 49 k 24 1953 37 47 k  0.238547000 91.083551 !'
; 172.16.16.154 203.0.113.94 93 6774 93 6774 0 0 0.430071000 94,593597 1
\

Name resolution Limit to display filter @Mm‘;m;wmw@““m

Help Copy Close

Puc. 10.4. Npocmorp IP-guanoros
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Kak 6b110 O6HapyxeHo paHee, umeercss ceMb DNS-3anpocoB u ceMb coort-
sercTBylomux HTTP-3anpocos. [IpunnMas Bo BHUMaHHE 3TO OGCTOATENBCTBO,
6b110 OBl BIOJIHE ONMPABAAHHO NPEANONOXKUTD, YTO UMEETCS TAKKE CEMb COOT-
BeTcTBylomux [P-1nanoros, Ho 3To He Tak, MOCKONBLKY UX BoceMb. UeM ke 3TO
OOBbICHUTDB?

ITO MOXHO ObUIO GbI OOBACHUTD, B YACTHOCTH, TEM, UTO MEPEXBauYCHHBII Tpa-
¢puk 6b1n “3arpsasHeH” JOMONHUTENbHBIM IUATIOTOM, HE CBSAA3aHHBIM C PacCMaTpPHBa-
€MbIM 3/IeCh 3aTpyAHeHueM. besycioBHo, ciexyer sacHO oTaaBaTh cebe OTYET, YTO
aHaIM3 He JIOJDKEH CTPafiaTh OT HEYMECTHOro TpagUKa, XOTA 3TO M He KacaeTcs
AanHoro auanora. Ecin nccaenopars kaxabiiit HTTP-3anpoc u ormeruts [P-agpec,
MO KOTOPOMY OH GbLT OTHPABJEH, TO B KOHEYHOM UTOTe OCTAHETCS ONMH JUATIOT, Y
KOTOpOro orcyrcrayeT cooTsercTayomuii HTTP-3anpoc. A koHeYHbIMH TOUKaMU
3TOTO AUAIOra ABAAITCA KoMnbioTep [lurta (mo anapecy 172.16.16.154) u yAa1€eH-
HbIH XOCT (Mo aapecy 203.0.113.94). TOT AMAIOT NPEACTABJIEH B HHXKHEH CTPOKe
Ha puc. 10.4. O6paTuTe BHMMaHHE, YTO 3TOMY HEU3BECTHOMY XOCTY GbUIO MOCIAHO
6774 6aitTa, a B OTBET — HU OoAHOrO 06aitta. U 3TO 06CTOSATENBCTBO 3aCay>)KUBACT
0co60ro BHUMaHMUsI.

EcnuorcesTs paccMaTprBaeMblii 31€Ch IMAJIOT, LIEIKHYB HAa HEM IIPABOii KHOMKO#
MbIIIY U BbIGpaB koMaHay Apply As Filter= Selected=>A<>B (ITpumMeHUTD Kak GpUABTP=
Bbi6paHo=A<>B) M3 KOHTEKCTHOrO MEHIO, TO, 3HasA IPUHUMI JEHCTBUA NPOTOKO-
na TCP, MOXXHO BBISACHUTD, YTO Nouuio He Tak (puc. 10.5).

No. Time Source Destination Protocol | Length info
25 @.430071 172.16.16.154 203.0.113.94 TCP 78 64862 ~ 8@ [SYN] Seq=8 Win=65535 Len=0 M55=1460 WS=32 TSval=1101093668 TSec.
26 ©.430496 172.16.16.154 203.0.113.94 TP 78 64863 ~ 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 TSval=1101893668 TSec.
27 $.431050  172.16.16.154 203.9.113.94 TP 78 64864 < B2 [SYN] Seq=0 Win=65535 Len=0 MSS=146@ WS=32 TSval=1101093669 TSec..
39 8.500663 i72. 203.8.113.94 TP 78 64865 - 89 [SYN] Seq=0 Win=65535 Len=0 MSS=146@ WS=32 TSval=1101093737 TSec..
40 9.500873 172. - 203.9.113.94 TCe 78 64866 - 80 [SYN] Seq=0 Win=65535 Len= MSS=146@ WS=32 TSval=11081893737 TSec.

@.553964 172 . TCP 64869 - 80 [SYN] Seq=0 Win=65535 Len=@ MS!

1.460006 .16.16. 203 3,94 [TCP Retransmission] 64863 - 88 [SYN] S

1.460006 +16.16.15 203.€.113.94 [TCP Retransmission] 64862 - 82 [SYN) S i MSS=1468 WS=32 ..
1.461238 +16, 16 203.0.112,94 78 [TCP Retransmission] 64864 - 88 [SYN] = 5 MSS=1460 WS=32 ..
1.530278 »16.16.154 203.0.113.94 [TCP Retransmission] 64866 - 80 [SYN] J =1460 WS=32 ..

1.530278 »16.16.1 [TCP Retransmission] 64865 - 80 [SYN] Se: MSS=1460 WS=32 ..
1.580145 2.16. .08.113, C [TCP Retransmission] 64869 - 8@ [SYN] 35 MSS=1460 WS=32 ..
2.461157 .16, . [TCP Retransmission] 64863 - 8@ [SYN]
2.461157 .0.113. [TCP Retransmission] 64862 - 88 [SYNI

Puc. 10.5. Mpocmotp HenpeasuaeHHoro coeauHeHus

ITpu o6b14HOM O6MEHEe AaHHbIMM 1O nTpoTokoay TCP MoXHO 0XMIATh MosBIe-
HHUSA CTAaHJAAPTHOM NMOCIEA0BATEIbHOCTH YCTAHOBKH CO€AMHEHMs SYN-SYN/ACK-ACK.
B nanHoMm ciyyae komnbiotep IluTa oTnpaBua nakeT SYN XOCTy, HAXOAAIEMYCS 10O
aapecy 203.0.113.94, HO MbI HE BUJIHUM OTBETHOro makera SYN/ACK. Maso Toro,
komnbioTep [11uTa oTIpaBUI HECKOIBKO NMakeTOB SYN 6€3 BCAKOM MOJIb3bI, YTO B KO-
HEYHOM CYeTe BBIHYAMUJIO 3Ty MaUIMHY MOBTOPUTH Nepeaavy nakeros TCP. Bosace
NoAPO6HO 0COGEHHOCTH NNOBTOPHBIX NepeAad nakeTos no nporokoay TCP paccma-
TpuBaloTcs B mase 11, “Mepbl 60pb6bl ¢ MEUIEHHOM CETBIO”, @ JIO TEX NOP MOXHO
C/Ie/IaTh CIEAYIOMMI BaXHbBIN BbIBOJI: OIMH XOCT MOChUIAET MAKEeThl, HA KOTOPbIE OH
He nosyyaeT oTeeTa. [aas Ha cToa6en Time, MOXHO 3aMETUTh, YTO MOBTOPHBIE
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nepeayy NakeToB NPOAO/KAIOTCA B TeueHHe 95 cexyna 6e3 oTsera. [ns nepeaaum
JAHHBIX 110 CETH 3TO KpaifHe MeJJIEHHO.

Takum o6pa3oM, Mbl BbisBUIM ceMb DNS-3anpocos, cemp HTTP-3anpocos n
BoceMb IP-qnanoros. A 1nockoybKy HaM M3BECTHO, YTO MEPEXBAYCHHBIN CeTEBOM
Tpaduk He “3arpssHEH” JMUIHUMU JAHHBIMU, TO Mbl MOXEM C IMOJIHbIM OCHOBa-
HUEM MPEAINONOXUTb, YTO TAMHCTBEHHBbIH BocbMoi IP-1uanor, BeposTHee Bcero,
Y TTOCJTYXUJI IPUYMHOMN Me/UIEHHOI U HEMONHOM 3arpy3kH BeG-CTPaHHUIbl HA KOM-
nbiotep Iura. I1o xakoit To npuunHe komnblotep IluTa nonbiTanca CBA3ATLCA €
YCTPOHCTBOM, KOTOpPO€E BOOOIE HE CYNECTBYET UM MPOCTO HE MPUHUMAET I1aKe-
Tbl. YTOGBI MOHATH, MOYEMY 3TO IPOUCXOJAUT, PACCMOTPUM HE TO, YTO HAXOJAUTCH B
(aiine nepexsara, a TO, 4ETO B HEM HET.

Koraa ITut npocmaTpusan Be6-caiit no agpecy http://www.espn.com/, ero 6pa-
y3€ep BBIABHJI PECYPChI, PacIONIOKEHHbIE B APYrUX foMeHaX. YTOGbI U3BI€Yb JaH-
Hbl€ U3 3THX pecypcos, komnbioTep IIuta copmmuposan DNS-3anpocs! ¢ nenbio
HaliTu cooTBeTcTByIOmMe IP-anpeca, a 3aTeM yCTaHOBHJI C HUMU CBS3b I10 IPOTOKO-
sy TCP, uto6n1 onpasute HTTP-3anpoc Ha nocrasky coaepxumoro. Ho ansa anano-
ra ¢ XoCTOM, HaxoAsAIUMcs no ajapecy 203.0.113.94, coorBercrByomuii DNS-3a-
npoc He 66Ul 06Hapyx)eH. OTKy/a Xe 3TOT ajpec u3BecTeH koMmnbioTepy [TuTa?

Kaxk o6cyxaanoch B rmase 9, “PacnpocTpaHeHHbIE IPOTOKOJIbI BEPXHETO yPOB-
HsA”, Ip¥ pacCMOTpeHUM npoTokosia DNS, B 60/bIIMHCTBE CUCTEM B TOW MJIM MHOM
¢opme peamnsoBaHo kemnposanre DNS-3anpocoB. 3To 1aeT MM BO3MOXHOCTDb 06-
pPamaThCA K U3BJICYEHHOMY PaHee JIOKalbHOMY cooTBeTcTBUIO DNS-umenn IP-aape-
cy, He ¢popmupys DNS-3anpoc npu kaxaoMm noceumeH J0MeHa, ¢ KOTOPbIM 4acTo
NPUXOJUTCA OOMEHUBATLCA JaHHBIMU. B KOHEUHOM UTOre CPOK AEHCTBUSA TaKOrO
COOTBETCTBUS UCTEYET, NMOCJIE YEro Jo/KeH ObITh chopMupoBaH HOBbIM DNS-3a-
npoc. Ho eciu cootserctene DNS-umenn IP-agpecy nameHUTCSA, 2 yCTPOHCTBO HE
copmupyer coorercTBylomuii DNS-3anpoc Ha nosiyueHue HOBOro ajpeca Ipu
OYepeJHOM NOCEHEHUH IOMEHA, TO YCTPOHCTBO MOMBITAETCSH YCTAHOBUTb COEIUHE-
HHeE M0 aJIpecy, KOTOPbIH ykKe HeAeHCTBUTEJIEH.

HiMeHHoO 3TO M npousouwo ¢ komneiorepoMm ITura, Ha KOTOPOM yXe 6bLIO KEUH-
posaHno coorseTcTBUe DNS-umenu IP-agpecy nomeHna, rae paamemanoch COAepKU-
moe BeG-caifita ESPN. A nockosbky aTa 3anuch B keue cymectsosaia, To DNS-3a-
npoc He 661 copMuposaH U komnbioTep [TuTa NoneiTaicA yCTaHOBUTD COEAMHE:
HHe 1o ctapomy IP-axpecy. Ho xocT no sTomy azpecy yxe He OTBeYasl Ha 3alPOChI.
B nrore Bpemsa oxugaHus OTBETOB Ha 3alPOChI UCTEKIO, A COAEPKUMOE TaK U HE
6bL10 3arpyXeHo.

K cuactbio qis [Tura, ounctuts ke DNS-3anpocoB BpyuHylo COBCEM HE TPYAHO.
Jlnst 3TOro HY)KHO BBECTH B KOMaHJHOH CTPOKE OKHA TEPMHMHA/Ia BCETO HECKOJILKO
cumBoJioB. C Apyroii CTOPOHbI, MOXKHO GbLIO Obl IOBTOPUTD MONBITKY CBA3U Yepe3
HECKOJIBKO MUHYT, KOr/Ja 3anuch B keme DNS-3anpocos, BeposiTHee BCETO, OKAXKET-
Cs1 IPOCPOYEHHOI u GyneT cpopmuposan HoBbiit DNS-3anpoc.
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YcBoeHHble ypOKM

YTo6bI y3HATBH, YTO GackeTOGONbHAA KOMaHAa yHHBepcuTeTa mraTa KeHTykkn
obbIrpajsa KOMaHAy yHuBepcuTeTa Jlpioka ¢ oTpbiBoM B 90 0UKOB, HAM MPHILIOCH
HeMaIo NoTpyAuTbcs. Ho u3 3Toro Mel BeiHecau G6osee ryGokoe NOHMMaHKE B3a-
HMOJIECIICTBUSA CETEBBIX Y3/10B. B JaHHOM ClileHapH¥M HaM yJajJoCh BbIpaboTaTh pe-
meHue 61aroaps AOCTYNy K HECKOJIBKUM MH(OPMALMOHHBIM TOYKAM, CBA3AHHbIM
C 3aMpocaMM U JMaJOraMM, MMPOMCXOAAIIMMU B NepexsayeHHOM Tpaduke. M Tam
HaM yJ[aJIOCh BBIABUThH HECKOJIBKO HECOIIACOBAHHOCTEMN, KOTOPbIE B KOHEYHOM HUTO-
re NpHUBEJIN HAC K HeyJaBIIeMycsi OOMeHyY JaHHBIMU MEX/y KJIMEHTOM U OJHUM M3
CEpPBEPOB AOCTABKU COAEPKUMOTO 1A Be6-caitta ESPN.

B aeificTBUTEIBHOCTH UArHOCTHKA HEUCTIPABHOCTEN B CETH PEIKO CBOIMTCS K
NPOCTOM NMPOKPYTKE CIIMCKA MAKTOB M MOMCKY CPEAM HUX NAKETOB, KOTOPbIE BbI-
MIAAAT HeOoObIYHO. JIsl IMATHOCTHKM JaXKe CaMbIX MMPOCTBIX HENOJIAJI0K B CETH MO-
XKET NMoTpeGoBaThCs NEPEXBAT JIOBOJLHO KPYNHOro Tpaduka, ONUPAIOIUHACA Ha
CPe/ACTBAa aHAIM32a U CTaTUCTUYeCKOM 06paboTku Wireshark 151 BbISIBJIEHHS OTKJIO-
HeHUi oT HopMbI. [103TOMy OYeHb BAXHO OCBOMTbL TAKOM CTUJbL aHAIN3A, YTOODI
yCIIENIHO MPOBOAUTD JUATHOCTUKY Ha yPOBHE ITAKETOB.

Ecsmm BbI XOTUTE MOCMOTPETb, KAKMM 06pa3oM NMPOUCXOAUT HOPMATbHBINA 06~
MEH JJaHHBIMU MeXJy BeG-6paysepom u Be6-caiitom ESPN, nonpo6yiite noceTursb
3TOT CAMT, CAMOCTOSATENLHO NMepexBaThbiBas ceTeBoi Tpaduk. [Tocrapaiitech camu
BBIAIBUTb BCE CEPBEPbI, OTBETCTBEHHBIE 32 JOCTABKy COJAEPKMMOrO JIsi 3TOTO
BeG-caiiTa.

He pearupyiowas meteoponoruyeckas cnyx6a

Dazinv. nepexeama weather_broken. M Bo BTopoM cueHapuyn miaBHbIM A€ACTBYIO-
pcapng u weather working.pcapng IUMM JIMIIOM CHOBA OKa3bIBA€TCs yXK€ 3HAKO-

MblIif HaMm nosas3oBatens [Tur ITaker. K unc-
Jly MHOTHX yBiedeHui ITuta oTHocuTcs moburennckas meTeoposiorusi. OH He MO-
XKET MPOXUTh U HECKOJILKUX YaCOB, YTOObI HE TPOBEPUTH TEKYUIME METEOPOJIOTH-
YeCKHe YCJIOBUS U MOJIYYUThb IPOTrHO3 NOro/bl. Ml B 3TOM OH He nosiaraeTcst ToJIbKO
Ha MECTHBIE HOBOCTH C IPOTHO30M IOrO/ibl, a JEPXKUT BHE CBOETO AOMa HEDOJIb-
IyI0 METEOCTAHLMIO, COOOIIAIONIYIO JaHHbIE HAa BeG-CcaliT o aapecy https://www.
wunderground.com JUIsl HaKaIUIMBaHUA U npocMoTpa. OaHaxabl yrpoM ITut BbI-
e U3 A0MY, YTOObI IPOBEPUTL HAa CBOEH METEOCTAHIIMM, HACKOJIBKO yNajla TeM-
nepaTypa BO3iyXxa C Be4epa, HO OOHAPYXHJI, 4TO €ro METEOCTAHIIUS He coobIaia
AaHHbIe Ha Be6-caiiT Wunderground B TeueHue AEBATH YACOB MOCJAE MOJIYHOUH
(puc. 10.6).
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MeTteoctannus I1ura, ycTaHOBIEHHAs HA KPblIIE €0 I0MA, NOAKIIOYEHA K ITPH-
€MHHKY BHYTPH JIOMa 110 PaAHOKaHaly. A 3TOT IPUEMHHUK NOJAKIIOYEH K CETHU Yepe3
KOMMYTATOp [Ulsl Iepeadd CTAaTUCTUYECKUX OTYeTOB Ha BeG-caitT Wunderground
uepe3 Mureprer. Takas cxeMa ceTH HarIsAQHO NMoKa3aHa Ha puc. 10.7.
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()

Paauokanan

Mpuemuux MapuwpyTu3atop
MeTeOpOnOrHYecKHx
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172.16.16.154
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Wunderground

Puc. 10.7. Cxema cetu Ana noaKnioYEeHNU METEOCTaHLUMU
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YnpasseHre IPUEMHHUKOM JaHHBIX OT MET€OCTAHLMH BBIIOJIHACTCS C [IOMOIIBIO
nnpocTtoit Be6-crpannnbl. Ho, nepeitns Ha Hee, [Tt o6HapyXu1 JIUib TaMHCTBEH-
HOE COOOLICHUE O 110C/IC/IHEM BPEMCHHM CMHXPOHM3AlUMU 6Ge3 BCAKUX peKOMeH/a-
Ui MO YCTPaHEHHUIO HEIOJIAJIOK, 1I0TOMY YTO COOTBETCTBYyIOLIEE NPOrpaMMHOE
obecriedyeHre He BBIIIOJIHSCT OJAPOGHOIO BE/ICHHS KyPHAIA OMIHGOK. A IIOCKOJIBKY
NPUEMHUK CAYKUT KOHIEHTPATOPOM CBA3M ¢ MH(PACTPYKTYPOHl METEOCTAaHIMH,
TO U1 IMATHOCTUKH HEUCTIPABHOCTH B CETH MMEET CMBIC NEPEXBaThIBATh Make-
Tbl, BXOASAIIME U UCXOJAIME U3 3TOTO YCTpoicTBa. PaccMaTpuBaemas 3jech ceTh
OTHOCUTCA K KATETOPHUH AOMAUIHUX, U nosTomy Ha SOHO-koMMmyTaTOpe, npesHa-
3HAYEHHOM /U1 HEGOIBIINX YUPEKACHYECKHX U JOMAIIHUX ceTel, BPSA M OyreT
TIO/IEPKUBATBLCS PCXUM 3€PKATbHOro oTo6paxkeHus nopros. B gaHHOM ciydae
JUISL IlepexBaTa I1aKeTOB JIy4llle BCETO 110/IXO/IMT HEIOPOTroii ceTeBOH OTBETBUTEb
unu 3apaxenre ARP-kema. [lepexsaueHHbIe B UTOre MAKeThl COXPAHEHBI B (aiiie
weather broken.pcapng.

Ananus

OTKpBIB yIOMAHYTHIN Bble (aiil nepexsara, Bbl OGHAPYXHUTE, YTO U B JaH-
HOM CJIy4a€e Mbl UMEEM JI€JI0 ¢ 06MEHOM AaHHbIMU 110 poTokosy HTTP. ITepexsaT
NIAKETOB OIPAaHUYMBAETCS €JAMHCTBEHHBIM JHAIONOM MEXIY JIOKAJIbHBIM NpHEM-
HHKOM METEOPOJIOrMYCCKUX JAHHBIX, HAXOSIIMMCS MO aapecy 172.16.16.154, u
HEU3BCCTHDIM YAUICHHBIM YCTPONCTBOM, pacnoJioxeHHbiM B UHTepHETE MO aapecy
38.102.136.125 (puc. 10.8).

Puc. 10.8. O6ocobneHHbiit 06MeH BAHHBIMM MEXAY NPUEMHMKOM METEOPONOMUYECKMX
AQHHBIX M HEN3BECTHBIM YAANEHHLIM YCTPOACTBOM

[Tpexie uem HccieloBaTh XapaKTEPUCTHKY CCTEBOTO AUAIOTA, BBIACHUM, MOX-
HO JIY PACMoO3HaTh HeuspeCTHbIN IP-anpec. bes o6mmpHoro nccrefopanmns HaM BpAg
JIN YIaCTCA BBIAICHUTD, TOT JIM 3TO IP-ajipec, 110 KOTOPOMy NpHEMHUK JO/KEH Tepe-
JaBaTh AaHHble U3 MeTeocTanuuu ITura. Ho, no kpaiineit mepe, Mbl MOXeM npose-
PHTDb, YTO OH OTHOCUTCS K HH(pPaAcTpPyKType BeG-calita Wunderground, BeInoaHuB
sanpoc WHOIS. Takoit 3anpoc MOXHO BBINOJTHUTD Yepe3 BEG-CaliThl perucTpaum
JIOMEHOB WJIM PETHOHATBHBIX perucTparopos B MiHTepHeTe, HanpuMmep, no aapecy
http://whois.arin.net/. B sannom ciayqae IP-axpec otHocurcs k Cogent — nocmas-
wuxy yenye Humepuema (ISP; puc. 10.9). 3xecs ynomuHaeTtcs takxe komnanus PSINet
Inc., Ho B pesynbTaTe GLICTPOro MOMCKA OGHAPYKUBAETCS, YTO GOJBUIMHCTBO €€ pe-
cypcos 6bL10 npuobpereHo komnanuei Cogent eme B Havate 2000-x rogos.
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CIDR 380008

§ Name

Handle

{ Parent

! NetType Direct Allocation
Origin AS AS174
Organization PSiNet, Inc. (PSI
Registration Date 1991-04-16

| Last Updated 2011-05-20

n for this block can be found at

Comments

RESTHI Link hitps /iwhois.arin.netrest/net/NE T-38-0-0-0-1

i Tech PSENISC-ARIN (PS| C-ARIN

See Also Related organization's POC records.

See Also Related delegations

Puc. 10.9. Nanubie no sanpocy WHOIS obosnaualoT snagensua
nannoro IP-agpeca

Hnoraa no sanpocy WHOIS BO3BpallacTCsA UMS OPraHU3alMU, €CIN IP-anpec 3a-
PErMCTPUPOBAH HEMOCPEJACTBEHHO CaMoit opranusaumei. Ho zauacryio opranmsa-
L{1sl POCTO MOJb3yeTCsA NpocTpancTBoM IP-aapecos, BoiaeaseMbIM NPOBAAEPOM,
AQXe He PErUCTPHUPYs €ro HENnocpeAcTBeHNHO. B mogo6upIx cryyasx B KayecTBe
ele OAHOM NOJIE3HOM TAKTHKHM MOXHO IPOU3BECTH NOUCK MHPOPMALIMM 110 HoMepy
asmonomnoi cucmemst (ASN), K KOTOpPOI OTHOCHTCS aHAIM3UpyeMblii [P-aapec.

IMpocmarpupath coorBeTcTBUe [P-agpecoB HomMepam ASN MOXHO caMbIMH pa3s-
HBIMH CITOCOGaMH (B pe3yJbTaTe HEKOTOPbIX BUJOB IoMcKa 110 3anpocam WHOIS
TaKoe COOTBETCTBHE MPEJOCTABAAETCA ABTOMATHYECKH), HO 5l JIMYHO MPEANouH-
TAIO MOJb30BATHCA MHCTPYMEHTAILHBIM CPEICTBOM aBTOMaTM4ECKOro norcka Team
Cymru (https://asn.cymru.com/). C nmoMomblo 3TOTO CPEACTBA MOXHO OOGHa-
PYXHTb, 4TO ajJpec 38.102.136.125 cBA3aH C UMeHEM AS 36347, xoTopoe, B CBOIO
ouepe/p, CBA3aHO ¢ HadaHueMm opranmdanud “Wunderground — The Weather
Channel, LLC, US” (puc. 10.10). 3To 03HauaeT, YTO yCTPONCTBO, C KOTOPBIM CBA3bI-
BAETCsl METEOCTAHLIMSA, HAXOAHUTCA TIe-TO B TeKylei opranusanuu. Ecam xe y3Harts
KOHKPETHOTO BJIa/Ie/Iblia aipeca He yAAeTCs, TO, BO3MOXHO, CTOUT NPEANOI0XKHUTD,
4YTO NMPUEMHUK MeTeOCTaHUMHU [luTa OOMeHMBAaeTCs JAHHBIMM C HEKOPPEKTHbIM
YCTPOMCTBOM, XOTS B HAMICM CJIy4ae NPaBUILHOCTD aipeca NOATBEPKAAETCS.
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Executing commands. Please be patient!

v4.whois.cymru.com

Puc. 10.10. Momck cootsetcteus sHewHero IP-aapeca
KoHkpeTHomy Homepy ASN

HTak, oxapaKkTepu30BaB HEU3BECTHBII XOCT, MOXHO NMEPENTH K yIIy6ieHHOMY
aHaIN3y oOMeHa JaHHBIMU ¢ HUM. CeTeBoi IMAJIOr C 3TUM XOCTOM OTHOCHUTENIBHO
KPATKHUH U COCTOMT M3 TPEXITAIHOTO MPOLECca YCTAHOBKH CBA3H 110 MPOTOKOJY
TCP, nepexauu ognoro HTTP-3anpoca no meroxy GET, 110ay4€HUSA COOTBETCTBYIO-
Iero oTBeTa M paspbiBa cBa3u no npotokoiy TCP. YeraHoBka coeauHenust u pas-
PBIB CBSI3H MPOUCXOASAT YCHEUHO, NO3TOMy UCKOMasi mpobsieMa, BEPOsATHEE BCETO,
kpoercst B camom HTTP-3anipoce. YTo6b1 npoaHaniusuposaTh ero 6ojiee noapot-
HO, IIPOCJIeJMM MOTOK JaHHbIX no npoTtokosny TCP (puc. 10.1 1).

#M Wireshark . Follow TCP Stream (tcp.stream eq 0) - weather_broken - ) X

HTTP/1.0 200 OK @

Content-type: text/html

Date: Thu, @7 Jan 2016 90:28:39 GMT
Content-Length: 58

Connection: keep-alive

INVALIDPASSWORDID |Password or key and/or id are incorrect 9 i
1 chent pii{si 1 server pkasl 1z
Entire conversation {700 bytes) b Show data as | ASCIL o Stream {0 |
Find:
Hide this stream Print Save ag Close Heip

Puc. 10.11. Mpocnexmsanmne notoka aaxHeix no npotokony TCP, ucxopswero u3 npuem-
HMKQ METEOPONOTMYECKMX AAHHBIX

O6MmeH paHHbIMH no nportokony HTTP naumnaercs ¢ 3ampoca mo MeTomy
GET, MOCBLIA€MOro NMPHEMHUKOM JAHHBIX OT MeTeocTaHuuu Ilura Ha BeG-caiit
Wunderground. Ho smecto HTTP-conepxuMoro 3HauuTeIbHbIA MaCCUB JJAHHDBIX
6bu1 nepexad B URL @. Tlepenaua JaHHBIX 4Yepe3 CHMMBOJIbHYIO CTPOKY 3anpo-
ca B URL BecbMma xapakTepHa /Ui BeG-IPUIOKEHHH, U TIOXOXE, YTO NPUEMHHUK
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nepeiaeT OOGHOBJEHHDIE METEOPOJOTHYECKUE JAHHbIE, WCMONb3yd UMEHHO 3TOT
MeXaHHU3M. ITO Hab/MoJaeTcs B TAaKUX MNoJAX, Kak tempf=43.0, dewptf=13.6 u
windchillf=43.0. Cepsep Wunderground, 3aHuMalomuiici c60pOM JIaHHbIX, BbI-
MOJIHSAAET CHHTAKCUYECKUH aHAIM3 criHcka noJeii u napamerpos u3 URL, coxpanas
UX B 6a3€ JAHHBIX,

Ha nepsblit B3rsiz, Bce B 3anpoce cepsepa Wunderground no Metoxy GET Bbl-
DISIAUT BEPHO, HO MPOAHAIM3UPYEM TNOTyYeHHbII OTBET, re coobimaeTcs o6 omuo-
ke. B wacTHOCTH, cepBep npucal koj orBeta HTTP/1.0 200 OK @, ykaspiBaiomuii
Ha TO, YTO 3aMPOC MO MeToAy GET GbUI MOJyYEH YCMEWHO, HO B Teje oTBeTa © co-
AEPXKUTCA cedylouee coobienue 06 omuoke:

INVALIDPASSWORDID|Password or key and/or id are incorrect

(HeBepHEII uOeHTMOMKATOP M naposs | llaposb M/MIM KJIOY HEeBEpeH)

Ecm sephytbest kK URL ¢ 3anpocoM, To MOXKHO 3aMETHUTh, YTO MEPBbLIMU B HEM
ObLIM nepesanbl NapaMeTpbl 1D U PASSWORD. OHu cayxaT 411 0603Ha4€HUSA MMO3bIB-
HOTO METEOCTAHLHUH U ee ayTeHTU(dUKanuu Ha cepBepe Wunderground.

B nanHoM ciyvae uaenTudukatop MereoctaHuuu Ilura ykazan BepHO, yero
HeJIb3s1 CKa3aTh O ero napoJe. [1o kakoi-To HeU3BECTHOM MPUYKHE OH GbLI 3aMEHEH
nyasamu. ITocieanuit ycnemnbiit 06MEH JaHHBIMHM ObL1 OCYLIECTBJIEH B MOJHOYb, ©
II03TOMY BITOJIHE BO3MOXXHO, YTO ObLIO BBINOJHEHO OOHOBJIEHHE WY NPOU3BEAEHA
nepesarpy3ka IpMEMHHMKA, B pe3yJbTaTe 4ero KOHQHUrypauus napo/s Moria 6bIth
yTpaueHa.

Hecmompa na mo wmo mnozue paspabomuuxu npednowumarom nepedasams
napamempv. nenocpedcmeenno 6 URL, denams smo 6 omnowenuu naponei
e pexomendyemea. Jero 6 mom, wmo napamempo. 6 URL nepedaromea 6 eude
omxprimozo mexcma, ecau npomoxos HTTP npumensemca bes donoanumens-
Ho20 wupposanus, xax ¢ npomoxose HTTPS. Caedosamervio, snonamepen-
WL MOABIOEAMEND, KOMOPOMY CAYUULOCE NPOCAYUUEAMD CEMb, MONCEM Nepe-
xeamums napoas, omxpwvimo nepedasaemvii ¢ URL.

VFimest o0CTyn K cTpaHHIE HACTPOMKM CBOEro npuemHuka, [Int Moxer BBeCTH
HOBBIi MapoJIb, MOCJIE YETO €r0 METEOCTAHIIMA CHOBA HAYHET CUHXPOHHO nepeaa-
BaTh CBOM AaHHble. [IpuMep ycnemHol nepejaud METEOPOJOTUYECKHUX JAaHHBIX
MOXXHO HaiiTH B aiine nepexsaTta weather working.pcapng. A cooTBeTCTByIOIMIA
NOTOK O6MeHa JaHHBIMU NpuBeen Ha puc. 10.12. Teneps maposb ykasan Bepuo @,
nostomy cepep Wunderground oTBeTHT coo01IeHHeM success (YCHEeuHo) B Tene
HTTP-orBeTa @.
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M Wireshark . Foliow TCP Stream (tcp.stream eq 0) - weather_working - | X

HTTP/1.8 2

Content-type: text/html
Date: Wed, @6 Jan 2016 21:58:35 GMT
Content-Length: 8

success @ v

v Show data as |ASCII v Stream [0 %

Hide this siream Print Save as Close

Puc. 10.12. YcnewHsisi 06MeH BAHHBIMM C METEOCTAHUMEN

YcBOoeHHblE YpOKM

B 1aHHOM clleHapHUM HaM NPHUILIOCHh UMETD J€JI0 CO CTOPOHHEMN cyx60#, ober-
uaBileil OGMEH JaHHBIMHU MO CETH C NMOMOINbIO (PYHKIIMOHANBHBIX CPE/ICTB APYroro
nporokona (HTTP). Yerpanenne Henosaiok npu o6MeHe JJAHHBIMU CO CTOPOHHU-
MM c1yx6GaMH — JIOBOJIbHO PacTpOCTPAHEHHAs 33a/1a4a, U ISl €€ PEUIEHUs] BIIOJIHE
IPUTO/IHbI METOIMKHU aHAJIN3A NTAKETOB, €CJIM UMEETCS MOJAX0/A1IasA JOKYMEHTAIUs]
WIH NOAPOGHOE NpOoToKoIMpoBaHue omubok. [Togobnble MarHocTUUECKHe 3aja-
4M BCE Yalle MPUXOAUTCS pelaTh ¢ nosiBienueM Takux ycrpoiicts loT (Internet of
Things — HTepHeT Bemeil), Kak JaHHasA METEOCTAHLMA.

YTO6BI yCTPAHUTD NOAOGHYIO MPOGIEMY HaM MPUIIOCH TPOAHAU3UPOBATD 110
CJ1e/I0OBATEIBHOCTh OOMEHA JAHHBIMHM C HEM3BECTHBIM YCTPOHCTBOM M NMPUKUHYTD,
KaK 3TO BCE JOJDKHO paboTaTh. Paj NpuoxXeHUi, B KOTOPbIX UCIIONb3YETCSA POTO-
kon HTTP pnsa nepesaun AaHHbIX, KaK B CJydyae C Hallel METEOCTAHIMEH, UMEIOT
JIOBOJIbHO MPOCTYIO CTPYKTYpPy. OJIHAKO CyIECTBYIOT JOBOJIbHO CJIOXHbIE YCTPOU-
CTBa, B KOTOPBIX JIAHHbIE NIEPEJAIOTCA B BU/JE HECKOJbKUX TPAaH3aKLMii, fa eme B
3am¢pOBaHHOM BHJE, TUOO B HUX MOXET MPUMEHATbHCA HUKOMY HE U3BECTHBIN
NPOTOKOJI COGCTBEHHOM pa3paboTku. B nogo6ubix ciayyasx Wireshark ne cmoxer
KOPPEKTHO NMPOaHAIM3UPOBaTh NEPeaBaeMble JaHHblE U OTOOPA3UTb UX B BUAE
yAOGHOTO Juajiora.

ITo Mepe nccaenoBanusi paboThbl CETEBBIX CYXKO, CO3/IAHHBIX CTOPOHHUMH Pag-
paboTuMKaMH, Bbl B KOHEYHOM UTOre NoHMeTe Te ob1ue maba0HbI, KOTOPbIE HPU-
MEHSUIM pa3paGoTUYUKM A8 YIPOIeHUA OOMEHA JaHHbIMHU 110 ceTh. U 3T 3HaHus
NO3BOJISIT BaM C BbICOKOI 3()(peKTMBHOCTBIO Pa3peUIUTh BO3HUKIINE 3aTPYAHEHUS.
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Orcyrcreue pocryna k UntepHery

Bo MHOrux ciydasx MOXET BO3HHMKHYTb NOTPEGHOCTb MPOJAMATHOCTUPOBATH
WIH pa3peliuTb NpoGJeMbl, BO3HMKAlOIIME MpH mnoakmodeHun k HHrepuery.
B sToM pasaene paccMaTPHBAIOTCS HEKOTOPbIE U3 HauboJiee PacnpPOCTPaHEHHbIX
3aTpyAHEHMi NoJOGHOTO poaa.

TpyaHoCTU KOHPUrypupoOBaHUA WNIO3a

Daiin nepexeama B caeayiomeM cuenapum paccmaTpuBaeTcs npobiema,
nowebaccessl.pcapng BO3HMKAIOLIAsA B CBA3M C OTCYTCTBHEM AocTyna k Murep-

HeTty. [1pu aToM yaanock y6eguThCs, 4TO y NMOJIb30OBATENS
MMeeTcs JOCTYM KO BCEM BHYTPEHHUM PECypCcaM B CETH, BKIIOYast obliue ceTeBble
PECYpPChI Ha APYrUX paboyMX CTAHIMAX U MPUIOXKEHHS, PasMelllacMbl€ Ha JIOKab-
HBIX CEpBepax.

ApXMTEKTypa Takoil CETH JOBOJILHO MPOCTa, MOCKOJbKY BCE KIUEHTDbI U CEPBE-
PblI HOAKIIOYEHBI K MOCIEA0BATENLHOMY Py MPOCTBIX KOMMyTaTopoB. JlocTyn k
HIHTepHeTy ocymecTBsSETCs Yepe3 eIMHCTBEHHBIH MaplIpyTU3aTOp, CIyXallUui B
KayecTBe CTAaHAAPTHOTO LLIIO3a, a cBeJeHua 06 IP-aapecax npeaocTasagiorcs no
npotokoay DHCP. 3To 10BOJIbHO TUNIMYHBIH CUEHAPHI 11 MEJIKMX KOMITAaHUM.

I'Iom(moueuue K cetm

YT06b! BLIACHUTL NPUYMHY NOJ0OHOM NPOGIEMbI, IPUAETCS MPELIOKUTH MOJIb-
30BaTeJIO MONPOGOBATh MOAKMIOYUTbCA K IHTepHeTy 1isi NpocMOTpa Be6-KOHTEH-
Ta, B TO BpeMsi KaK aHAIM3aTOp NaKeTOB GyAeT NpOoCJymMBaTh ceTh. Bocnonbayemcs
6JIOK-CXeMOIA, MpuBeAeHHO# Ha puc. 2.15 B m1ase 2, “INoaunioyeHue K ceTH”, 4TOObI
BbIOpATH NOAXOAAMMKA METO/ VISl pPa3MEIll€HHs AaHA/IM3aTOPA MAKETOB.

KoMMyTaTopsl B JaHHOII c€TH He NOJAEPKMBAIOT 3ePKaIbHOE OTOOpaXeHue
nopTtoB. Mbl yke BMeIanich B paGoTy M0J1b30BaTe s, YTOObI IPOBECTH CBOE UCIIbI-
TaHHE, U IO3TOMY €TI0 MOXHO €llie pa3 MOMNPOCUTD NEPENTH B aBTOHOMHDIN PEXKUM.
U xoTst B JaHHOM CLIEHAapHM He UAET peyb O BBICOKOI1 MPOMYCKHOM CMOCOGHOCTH,
JUIs1 IepexXBaTa CeTeBOro TpadHka BIOJHE MOJOUAET CETEBON OTBETBUTEDb, €CJIN
TaKoBOIi UMeeTcs. [loyueHHbIH B UTOre pe3ysTaT cOXpaHeH B ¢aiine nepexsara
nowebaccessl.pcapng.

Ananuns

INepexBar cereBoro Tpaguka HaumHaeTcs ¢ ARP-sanpoca u oTsera, Kak no-
kazaHo Ha puc. 10.13. B makere 1 komnbiorep noan3osatens ¢ MAC-aapecom
00:25:b3:bf:91:ee u IP-axpecom 172.16.0.8 nmocbuUIaeT WHPOKOBEWATENbHDIM
naket no nporokoay ARP BceM KOMIbIOTepaM B CEFMEHTE CETH C Lie/Ibio OGHapy-
*utb MAC-aapec, cBasanHblid ¢ IP-agpecom ero cTaHaapTHOro HLII032 MO aApecy
172.16.0.10.
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No Time Source Destinatior Protocc Length Info
x 04:32:21.445645 00:25 ff:ff:ff ARP 42Who has 172.16.0.10? Tell
2 04:32:21,445735 00:24:81:al; 3:bf:91:ee ARP 60172.16.0.10 is at 00:24:8

Puc. 10.13. ARP-3anpoc komnbioTepa 1 OTBET HQ HErO CTAHAAPTHOrO WK03a

OTseT nosyuaeTcs B nakere 2, U3 KOTOPOTO KOMIMBIOTEP MOJb30BATEIS Y3HACT,
uto IP-agpecy 172.16.0.10 coorsercTByer MAC-aapec 00:24:81:a1:£6:79. Kak
TOJIBKO 3TOT OTBET Oy/IET 110J1y4€H, B PACMIOPHKEHUH KOMIIBIOTEPA MOABUTCSA MapIlI-
PYT K HILIIO3Y, Y€PE3 KOTOPbIH OH CMOXET NOJYyYUTh NpAMOi foctyn k MuTepHery.

[Ipocnexupas ARP-oTBeT, KOMNbIOTED JO/KEH MOIBITATHCA IPeO6pPA3OBATDH
DNS-ums Be6-caiita B IP-axpec, ncnonbsys nporokosn DNS B makere 3. Kak noka-
3aHo Ha puc. 10.14, koMnbloTep nocbuiaeT ¢ 3710 neablo naker ¢ DNS-3anpocom
csoemy ocHoBHOMY DNS-cepepy, Haxosmemycs 110 afpecy 4.2.2.2 ©.

‘ Wireshark - Packet 3 - nowebaccess] - O X

Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: HewlettP bf:91:ee (©@:25:b3:bf:91:ee), Dst: HewlettP_al:f6:79 (00:24:81:al:f6:
Internet Protocol Version 4, Src: 172.16.0.8, Dst: 4.2,2.2 (1]

| User Datagram Protocol, Src Port: 55870 (55870), Dst Port: 53 (53)

vV Domain Name System (query)

ex8adl

Transacti

Flags: Ox Standard query
Questions: 1
Answer RRs: @
Authority RRs: ©
Additional RRs: @

v Queri

%

www . google.com: t

No,: 3 * Tirme: 0.000105 * Source: 172.16.0.8 * L

Puc. 10.14. DNS-3anpoc, noceinaemsiii no agpecy 4.2.2.2

[Tpu o6brunbIX 06cTOsATENbCTBaX DNS-cepBep oueHb GLICTPO OTBETHUT HA NO-
ayyeHHblt DNS-3anipoc, HO B JaHHOM cJlydyae 3TO COBCeM He TaK. BMecto oTBeTa
Mbl HabmoaaeM TOT xe camplit DNS-3anpoc, noceliaeMelii Bo BTopoit pa3, HO yxe
10 apyromy aapecy nosyyarens. Kak nokasano na puc. 10.15, B nakere 4 BTopoi
DNS-zanpoc noceuiaetca pesepsHomy DNS-cepsepy, ajpec kOTOporo yka3aH Ha
JNaHHOM KOMMbIOTepe Kak 4.2.2.1 0.

Ho u B aTOM ciyyae orBeTa or DNS-cepBepa Tak M He 10CJIe/I0BaJIO, U II03TOMY
3anpoc no aapecy 4.2.2.1 6bL1 NOC/AH €lIe Pa3 Yepe3 CEKyHAy. ITOT MPOLece
HOBTOPSAETCH C UepeJoBaHUeM agpecoB ocHoBHOro @ u pezepsroro ® DNS-cep-
BEPOB B TEYE€HUE HECKOJIbKUX MMOCAEAYIOIMUX CEKYH, KaK ITOKa3aHo Ha puc. 10.16.
A B LI€IOM 3TOT NMPOLECC 3aHUMAET OKOJIO 8 cexyHA © nimn npojokaeTcs 10 Tex
nop, noka 6paysep Nnojsb3oBaTeNs HE COOOMHUT, YTO UCKOMbBIH BEG-CAT HeOC-
TyneH.
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M Wireshark . Packet 4 . nowebaccess| m— a X

Frame 4: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: HewlettP_bf:91:ee (00:25:b3:bf:91:ee), Dst: HewlettP_al:f6:79 (00:24:81:a21:f6:79)
Internet Protocol Version 4, Src: 172.16.0.8, Dst: 4.2.2.:‘)
User Datagram Protocol, Src Port: 5587@ (5587@), Dst Port: 53 (53)
Vv Domain Name System (query)

Transaction ID: @x8@dl

Flags: @x0100 Standard query

Questions: 1

Answer RRs: ©

Authority RRs: @

Additional RRs: @
v Queries

gle.com: type A, class IN

No.: 4 * Time: 0,999280 + Source: 172.16.0.8 « Destination: 4.2.2.1 * Protocol: DNS « Length: 74 * Info: Standard query 8001 A www.google.com

s

Puc. 10.15. Bropo#i DNS-3anpoc, noceinaemsisi no agpecy 4.2.2.1

Protocol  Length Info
ARP 42 Who
ARP 6

172.16.0.18? Tell 172.16.0.8
.18 is at 24 8 1:f6:79

3 DS 74 query 8x A www.google.com

40 DNS 74 Standard query @x38d1 A www.google.com

51 DKS 74 Standard query @xB@dl A wwaw.google.com

6 2.8 DHS 74 Standard query 9x80dl A www.google.com
99393 9.8 DNS 74 Standard query @x8@dl A www.google.com
7.999627 172.16.0.8 DHS 74 Standard query @x88dl A www.google.com

© v 7.909648 172.16.9.8 DS 74 Standard query 8xBadl A www.poogle.con

Puc. 10.16. DNS-3anpocsi nosTopsioTcs 4o Tex nop, noka He byaeT OCcTaHoBNEH Npo-
Lecc Mx oTNPaBKy

Ha ocHOBaHMM NpPOAHAIM3UPOBAHHBIX PAHEE MAKETOB MOXXHO NPUCTYIIUTb K
YTOUHEHHIO TNPUYMHBI paccMaTpuBaeMoi 3aech npobGiemsl. [Ipexae Bcero, Mbl
OoGHapyxuM ycnemHblii ARP-3anpoc k cTaHaapTHOMY, Kak MPEANONAraeTcs, WiIo-
3y (MapuIpyTH3aTOpy) CETH, a CJIe/JOBATENbHO, J€N1aeM BbIBOJ, YTO JAaHHOE YCTPOU-
CTBO NOJKIIOUYEHO K CETH U HAXOAMTCS HA CBA3U. Mbl 3HaeM TAKXKe, YTO KOMIIbIO-
Tep nosb3oBaTens (pakTUIECKH MEePEAET NAKEThI B CETh, U NO3TOMY MOXEM IPEA:-
MOJIOXKHUTD, YTO aHAJIU3HpyeMas NMpob6JieMa He CBSI3aHA CO CTEKOM MPOTOKOJIOB Ha
CaMOM KOMIIBIOTEpPE, 4 HAUMHAET NPOABAATHCS, Koraa Aenaetca DNS-3anpoc.

Yrto KacaeTcst paccMaTpuBaeMoit 3xech ceT, To DNS-3anpockl o6pabaTbiBaioT-
cs1 BHemIHUM DNS-cepepom B MuTepnere (no aapecy 4.2.2.2 wiu 4.2.2. 1). 1o
O3HAYaeT, UTo JUIsl NpaBHIbHOM 06paboTku DNS-3an1pocoB 111103, OTBETCTBEHHbIN
3a MapWIpPyTU3alUIO NAKeTOB B MIHTEpHET, A0/UKEH YCIEWHO NePechUIaTh DNS-3a-
NPOChI COOTBETCTBYIOIEMY CEPBEPY, a TOT — OTBeYaThb Ha HUX. M Bce 5TO A0KHO
npou3oiitu npexae, yem nporokon HTTP OyAeT MCMOJBb30BAH AJIA 3aNIpOCca CaMOM
BeG-CTpPaHULIbL.
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Eciu y apyrux mosb3oBaTesie He BO3HHMKAeT HUKAKMX TPYAHOCTEH MpU MOA-
K1o4eHUH K IHTEpHETY, To ceTeBOM 11103 U yaaneHHblii DNS-cepsep, BeposTHee
BCETO, HE ABJAIOTCA NPUYMHON BO3HMKINEH npobaembl. [ToaTomy ocTaercs aumb
HCCJIE0BATb CaM KOMNBIOTEP JAHHOTO M0JIb30BaTE .

[Iposeas yrny61eHHOE UCCIeJOBaHHE KOMIIBIOTEPA, 3aTPOHYTOTO PaCCMaTPHBa-
€MO¥ 3/1eCh MPO61EMOM, Mbl OGHAPYXHM, YTO BMECTO HA3HAYAEMOT'O MO MPOTOKO.TY
DHCP IP-aapeca KTo-TO Bpy4HyIO 3a/iajl llapaMeTpbl HaCTPO¥KH npotokoia TCP/
IP, ¥ nosTOMy apec CTaHAAPTHOTO 1UII03a yKa3aH HEBEPHO. JTO GbLT afpec KaKo-
ro-TO APYroro yCTpOMCTBa, a He MapupyTusatopa MHTepHeTa, noatoMy nakers! ¢
DNS-3anpocamu He yXOAWIH 3a Ipe/ebl JIOKAIbHOM CeTH.

YcBoeHHbie ypoku

[Ipo6rema B JaHHOM ClLIEHAPHHM BO3ZHMKJIA BCJIECTBME HEBEPHOH KOH(pHrypa-
uuM K1MeHTa. M XOTsa oHa OKazanach MPOCTOH, TEM HE MeHee, 3HAYUTENbHO Mo-
BJIMsUIA HA PaGOTy No/1b30BaTe . JInarHocTuka CTO/Ib NPOCTBIX CJIyYaeB HEBEPHOM
KOH(UIypauuu MOXET OTHATb HEMAIO BPEMEHHM Y TeX, KTO €J1abo pa3bupaercs B
CEeTsAX M HE yMEET ONEPATUBHO aHAJIM3UPOBATDb MAKEThbl, KAK B JAHHOM CLE€HapHH.
Kak Buavre, aHaIu3 nakeToB He OrpaHUYMBAETCS TONBKO Pa3pelleHHEM KPYIHbIX
U CJIOXHDIX 3aTPYAHEHU M, BO3HUKAIOUMX B CETH.

Cnenyet, ogHako, UMETb B BUY, YTO B JaHHOM CLIECHAPMM HAM 3apaHee He Gbul
usBecteH IP-afpec ceTeBoro uuo3a, U MO3TOMY BbIABUTh UCTOYHHUK NMPOGAEMBI C
nomoubio npunoxenus Wireshark ne ynanocn, XoTa oHO M IoACKa3ao, rie €ro 1uc-
KaTb, CAKOHOMHUB HaM HEMaJIO JparolieHHOro speMeHu. BMmecto Toro 4ro6sl ana-
JAU3UPOBaTh TpauK, MPOXOAANIMH Uepe3 CeTeBOH ULI03, 3BOHUTb NpOBaiiaepy
HuTepHeTa mamn ucKaTh PeCypchbl Ul IMArHOCTUKU yaaneHHoro DNS-cepsepa, Mbt
CyMeJId COCPEAOTOYMTh CBOM YCHIMS HA CAMOM KOMIIbIOTEPE, KOTOPBIH, MO cymie-
CTBY, ¥ OKa3aJICsl IPUUYMHOMN IaHHOM NPOGJIEMBI.

Ecau 6L Mot aywue snasu cxemy IP-adpecayuu 6 dannou konkpemmos cemu,
mo cmozau 6bL nposecmu ceoli anarus bvicmpee. Ilpobuemy moxcno Gvuio Gvt
6BIAGUMD HEMEONEHNO, KAK moavko obHapyxmcurocs b, wmo ARP-sanpocs.
bvuu nocranse ne no IP-adpecy cemesozo winiosa. ITodobnsie owubku 6
KonPuzypauuu Hepedxo cmanoeamea npuuunoi. npobrem 6 pabome cemu,
Komopvie, xax npasuro, paspewaromcs Ovicmpo 6 pesyivmame bezn0z0
AHANUIA NAKEMOS.

HexenarenbHas nepeappecauus

Paiin nepexsama B nanHOM crieHapuM IIaBHBIM AEHCTBYIOIMM JIMLUOM CHO-
nowebaccess2.pcapng Ba OKa3blBa€TCs MOJb30BATE/ b, UCIBITHIBAIONIMIA TPYAHO-
cty npu aoctyne k HHrephery co cBoero paGouero
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kommnbioTepa. Ho, B oiiume oT 11o1b30BaTeNs U3 Npe/IbIAyIIEro CLEHapUs, OH BCe
Ke MOXKeT NOJAKMOYUThCA K MHTepHeTy. A 3aTpyiHEHME BOSHUKAET y HETO B CBA3M
C T€M, YTO OH HE MOXET MEepPEeHTH Ha CBOIO HAYaJIbHYIO CTPaHHULy https://www.
google.com/. Koraa aToT mosib30BaTesib MbITAETCA AOCTHYD JIOOOr0 IOMEHA, XO-
CTHHT KOTOPOTro BbinosiHgeTcs B Google, oH Hanpap/sgeTcs Ha CTpaHuly 6pay3epa
¢ coobueHneMm "Internet Explorer cannot display the web page" (Internet
Explorer He MOXeT OTOOPa3UTh yKa3aHHYIO BeG-cTpaHuily). Bosuukalouee saTpya-
HCHHE 3aTParuBaeT TOJIbKO JaHHOrO KOHKPETHOIo noJjb3oBarest. Kak u B npeapr-
AylieM CLEHAPHUH, HENOJIaJKa BO3HHKAET B HEOOJIbIIOI C€TU C HECKOJbKMMHU MpPO-
CTBIMH KOMMYTAaTOPaMH U OJHHUM MAapUIPYTU3aTOPOM, CJIy)KaIlUM B KaU€CTBE CTaH-
AAPTHOTO NLIIO3A.

MopknioueHue k cetn

YTOoG6BI NPUCTYIHUTD K AHAN3Y, IPUAETCA MPEUIOKHUTD MONb30BaTENIO TONPo6o-
BaTh NMOAKIIOYUTbCA K MHTepHeTy 1 npocMOTpa HavyalbHOM CTPAHMIIbI 11O ajpe-
cy https://www.google.com/ ¥ B TO Xe BpeMsl BOCMOJIb30BATbCSA CETEBbIM OTBET-
BUTEJIEM VISl IPOCAYLIMBaHUS HOPMHPYEMOro NpH 3ToM ceTeBoro Tpaduka. [Tony-
YeHHBIH B UTOTe pe3y/bTaT coXpaHeH B ¢aiiie nepexsaTa nowebaccess2.pcapng.

Ananni

[lepexBaueHnHslit ceTcBoit Tpaduk HaunHaeTcss ¢ ARP-3ganpoca u orBeTta, kak
nokazaHo Ha puc. 10.17. B nmakere 1 xomneioTep noJabsosarens ¢ MAC-aapecom
00:25:b3:bf:91:ee u IP-axpecom 172.16.0.8 nocbutaeT WKMPOKOBEUATEIbHBIN
naket no nporokoay ARP BceM koMnbioTepaM B JAHHOM CETMEHTE CE€TH, YTOObI MO~
ubITaThcA Haiith MAC-aapec, csizanHbiii ¢ IP-azpecom xocra 172.16.0.102. Mebi
HE CMOIVIM CKa3aTh CXO[y, YTO 3TO 3a aApec.

No A Time Source Destinatio
1 0.000000 00:25:b3:bf:91:ee ff:iff:ff:ffiff:ff ARP 42 who has 172.16.0.1827 Tell 172.16.0.8
2 9.000334 00:21:70:¢0:56:f0 00:25:b3:bf:91:ee ARP 60 172.16.9.102 is at 00:21:70:c0:56: 10

n Protocol  Length Info

Puc. 10.17. ARP-3anpoc 1 oTeet apyroro ycTpoycTsa s ceTu

M3 nakeTa 2 KOMIBIOTEPY 10J1b30BATEJIs CTAHOBUTCSA M3BeCTHO, yTo MAC-aape-
cy 00:21:70:c0:56:£0 coorercTByeT IP-azpec 172.16.0.102. Onupasch Ha ONbIT
M3 NPEAbIAYILETO CLEHAPUs, MOXHO NPEANION0KHUTD, YTO 3TO AAPEC CETEBOTO ULIIO-
3a, UCTIOJIb3yeMbIii U1l TOTO, YTOOBI MAKEThl MOXHO GbLIO (KaK M B NPOILIOM Clie-
HapuM) nepecbuiaTh Ha BHewHuit DNS-cepsep. Ho, kak nokasano Ha puc. 10.18,
caeaylomuit naket cogepxut He DNS-3anpoc, a TCP-3anpoc, nepesaBaemMbiii U3 ce-
TEBOIO y3J/Ia, HAXOAALIErOCA M0 aapecy 172.16.0.8, B CeTeBOM y3eJl, Paclo/IOKEH-
HbI{ MO ajpecy 172.16.0.102. B 3aroJioBKe 3TOro MakeTa ycTaHOBIEH (iar SYN ©,
YKa3bIBAIOWIMI HA TO, UTO 3TO 1IEPBbIH [IAKET B MPOLECCE YCTAHOBKUA COEAUHEHHUS
no npotokosy TCP mMexty AByMsi CETEBBIMM y31aMH (MJIM XOCTAMH).
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MM Wireshark . Packet 3 - nowebaccess2 - m} X

> Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: HewlettP bf:9l:ee (@9:25:b3:bf:91:ee), Dst: Dell c@:56:T9 (00:21:70:c0:56:10)
> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 172.16.0.102 "

Source Port: 1874

Destination Port: 30 @

[Stream index: @]

[TCP Segment Len: 8]

Sequence number: @ (relative sequence number)
Acknowledgment number: @

Header Length: 32 bytes

Window size value: 8192
[Calculated window size: 8192] !
» Checksum: @x58b5 [validation disabled] {
Urgent pointer: @
> Options: (12 bytes), Maximum segment 51‘e, No-Operation (NOP), Window scale, Ho Operatlon (

Puc. 10.18. Maxet SYN, nocsinaemsisi no npotokony TCP u3 ogHoro xocta k apyromy

[IpumMeyarenbHo, uTo coenunenue no nporokony TCP ycranasimsaercs ¢ nop-
ToMm 80 @ 10 azpecy 172.16.0.102 @, KOTOPBIA, KaK IPABUIO, CBA3AH C HTTP-rpa-
¢uxom. Kak nokasano na puc. 10.19, momsiTka Takoro coeAMHEHUA HEOKUJAHHO
OTBEPraeTcs, KOrjaa XOCT, HaXOAAWMMACA 1o aapecy 172.16.0.102, nocslIaeT B OT-
BeT naket TCP ¢ yctanosnennbiMu ¢praramu RST u ACK @ (T.e. maker 4).

M Wireshark . Packet 4 . nowebaccess2 - m] X

Frame 4: 60 bytes on wire (48@ bits), 6@ bytes captured (480 bits)
Ethernet II, Src: Dell c@:56:@ (@@:21:70:c8:56:8), Dst: HewlettP bf:91:ee (08:25:b3:bf:91:ee)
| ? Internet Protocol Version 4, Src: 172.16.8.102, Dst: 172.16.0.8
v Transmission Control Protocol, Src Port: 80 (8@), Dst Port: 1074 (1674), Seq: 1, Ack: 1, Len: @
Source Port: 8@
Destination Port: 1074
[Stream index: 8]
[TCP Segment Len: 8]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 28 bytes
> Flags: @x0ia (rsT, Ack) @ {
Window size value: @
[Calculated window size: @]
[Window size scaling factor: -1 (unknown)]
Checksum: @xc9aa [validation disabled]
Urgent pointer: @
[SEQ/ACK analysis]

i
{
{
H
{
{
i
i

No.: 4 - Time: 0.000510 * Sourcer 172.16.0, 102 * Destination: 172.16.0.8 - Protocol: TOP - Length: 60 « Info: 80 — 1074 [RST, ACK] Seq=1 Ack=1 Wia=0 len=0

[Cgose ][ hep

Puc. 10.19. MNaker TCP ¢ yctaHosneHHbimu ¢pnaramu RST u ACK, nocbinaemoiii B
otsert Ha naket TCP ¢ ycTaHosneHHbIM ¢pnarom SYN
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Kak ynommunanocs B rmaBe 8, “IIpoTokosbl TpaHCIOPTHOTrO ypoBHs”, duiar
RST CAYKHT AIS Pa3pblBa COEAMHEHMs, ycTaHaBiuBaemoro no mporokoay TCP.
B gaHHOM ciydae XOCT, HaxoJAAmMICA Mo aapecy 172.16.0.8, monbiTajncsa ycra-
HOBUTb cOeuHeHHe no nporokony TCP ¢ xocToM, pacnonoxeHHbIM MO ajape-
cy 172.16.0.102, uepes nopt 80. Ho B oTBeT, k COXaJl€HUIO, OH MOJYUYUJI NTAKET
TCP ¢ ycraHoBieHHbIM (pirarom RST, yKa3blBaIOUIMM Ha pa3pbiB COEIUHEHHUA. ITOT
[IpOLIECC MOBTOPSJICA TPU pa3a, Npex/ae 4eM CBA3b MEXTY XOCTaMU OKOHUYATEIbHO
npekpaTtuiachk (puc. 10.20). M B 5TOT MOMEHT NOJIB30BATEND MOJY4YH] B OKHE CBO-
ero Gpaysepa coO0IeHHe, U3BELIABILEE, YTO He/b3si 0TOOPa3UTh 3aNpallMBAEMYIO
CTpaHuLy.

2.16.8.102 ! oo oo 1074 [HSY KK] s:q 2! Mk-l W
172:16. 6 723 16 TCP p p 074~ 8 Sé
172.16.6.102 172.16.8.8 50 50 5 1074 [Rsr A(K] req-l Acks1 Win-# Len=o

Puc. 10.20. O6bmen naketamu SYN u RST no npotokony TCP nporcxoaut Tpu pasa noapsa

[Mocne ananuza koHGMUrypauuu JApyroro npaBUJIbLHO pabOTAIOUIETO CETEBOTO
ycTpoiicTBa 06paTuM BHMMaHue Ha ARP-3anpoc u oTseT B makerax 1 u 2, nockonp-
ky ARP-3anpoc aenaercs He ¢ uennio noayyennss MAC-agpeca mapupyrusatopa ce-
TEBOTO 1711033, a 1s onpeaeaeHus MAC-aapeca Kakoro-To HEM3BECTHOTO YCTPOU-
ctBa. [Tpocaexunsas ARP-3anpoc u oTseT, Mbl oxuaaem ysuaerb DNS-3anpoc, oT-
NpaBJeHHbBINH Mo ykazaHHOMy Hamu ajapecy DNS-cepsepa ¢ nesbto Haittu IP-aapec,
CBSI3AaHHBIN C JOMEHHBIM UMeHeM https://www.google.com/, HO MbI 3TOrO HE Ha-
xoauM. MimeloTcs caeyiomue iBa ycJaoBus, ClIOCOOHDIE IOMEIATD CAENATh TAKON
DNS-3anpoc.

® YCTpOMCTBO, MHUIIMHMPYIOIEE COEAUHEHUE, YXKE COJCPXKUT B CBOEM Kelle
DNS-3anpocos orobpaxenne DNS-umenu na IP-agpec, xak u B nepBom cue-
HapHH U3 3TOH IV1aBbl.

¢  YcTpOMCTBO, C KOTOPBIM yCTaHABIMBACTCA coeuHeHust no DNS-umennu, yxe
coaepxut orobpaxenne DNS-umenn Ha IP-ajipec, ykazanHoe B ero daiine
hosts.

JanbHelimee uccaef0BaHUE KOH(PUIYpallMd KIMEHTCKOTO KOMIbIOTEPA MOKa-
3BIBAET, UTO B €ro (paiine hosts UMeeTcs 3anuch JUIst JOMEHHOro umenM https://
www.google.com, cBA3aHHOro ¢ BHyrpeHHUM IP-ajpecom 172.16.0.102. FimenHo
3Ta HEBEPHas 3aMMChb U SABJIAETCA IABHOM NPUYMHOMN 3aTPy/iHEHNIA, BO3HUKIIUX Y
JAHHOTO TO0Jb30BATENs.

Kak 1npaBuo, KOMIIBIOTCP HMCHNOJB3yeT CBOH (pailn hosts B KayecTBe aBTO-
pUTETHOro MCTOYHUKA coorBeTcTBUit DNS-umen m IP-agpecos, U mostoMy oH
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obpalaeTcss UMEHHO K 3ToMy (aiily, mpex/ie YeM 3anpalluBaTh BHEIHUI HCTOY-
HUK. B 1aHHOM CLileHapHU KOMIIBIOTEP NOJIb30BATE s ITPOBEPHJI CHavYaIa CBOH (aiin
hosts, oOHapyXu1 B HEM 3aNMCh IS JOMEHHOTO HMEHHU https://www.google.com
Y PpEUIWI, YTO XOCT MOJ 3TUM UMEHEM HAaXOAUTCS B €rO JIOKAJIbHOM CETMEHTE CETH.
3aTem oH nocaan 3ToMy xocty ARP-3anpoc, nosyunn oTBeT ¥ MONbITaICA MHULUH-
poBaTh coeanHenue no nporokoay TCP yepes nopr 80 no agpecy 172.16.0.102.
Ho mockonbKy yranenHas cuctema He 6blla CKOHpUIYpHMpOBaHa Kak BeG-cepsep,
TO OHA OTBEpPIVIa BCE MOMBITKH YCTAHOBUTDb Takoe coeinHeHue. M kak Tosnbko co-
OTBETCTBYIOIas 3alMCh ObUIa ylaieHa U3 ¢aiia hosts, KOMNbIOTEP MOJIb30BATENSA
Haval NPaBUIbHO YCTAHABIMBATh CBSA3b U CyMeJl MOJYYHTD JOCTYI K BeG-cepBepy
no agpecy https://www.google.com/.

Ymobv. nposepums codepicumoe ceoezo paiina hosts 6 cucmeme Windows,
omKpoiime €20 OAR  NPOCMOMPA, BOCNOABIOBAGUUCE TOAHBIM  UMEHEM
C:\Windows\System32\drivers\etc\hosts, a ¢ cucmeme Linux - /etc/
hosts.

3TO BecbMa PacNpPOCTPAHEHHBIN CLEHApPUH, KOTOPBIM roJaMH MCIIOJIb30BAJICS
BO BPEJJOHOCHOM IIPOrPaMMHOM O6GeCle4eHUH, YTOObI epeafpecoBaTh MOJIb30Ba-
Teseit Ha Be6G-CaliTbl ¢ BpeXOHOCHBIM KoJoM. Tak, ecm aTakylouuii 3/10yMbIlLICH-
HHUK BHECET U3MEHEHU B (paiin hosts, To BCAKMIA pa3, KOra N0Jb30BaTENb COOMPA-
€TCsA BHIIIOJHUTD OHJIAaHHOBbBIE 6aHKOBCKHE OIepallii, OH OYIET nepeajpecoBaH Ha
NOJIE/IbHBIN BEG-CAlT, CIEMAIBHO MpeAHA3HAUYCHHBIH JUIA KPaXKH YYETHBIX JaH-
HBIX 3TOTrO NOJIb30BaTes!

YcBoeHHble ypoku

[Ipogomxas aHaIM3UPOBATh CeTE€BOM TpaduK, Bbl MOXETE HE TOJBKO Y3HATh,
KakuM O6pa3oM AEHCTBYIOT pa3/JIM4YHbIE CETEBbIE€ NMPOTOKOJBI, HO M KaK MOXKHO
HapyWKUTh X HOPMaIbHYIO paboTy. B nannom cuenapun DNS-3anpoc He 6bu1 HO-
CJIaH U3-32 HEBEPHOM KOH(PUIYPaUMH KIMEHTA, a HE BCIEACTBHE KAKMX-TO BHEMIHUX
OrpaHMYeHHH WM KOHPUrypanuii.

AHanu3upys JaHHYIO Npo6ieMy Ha yPOBHE ITaKE€TOB, Mbl CYMEJIHU GbICTPO BbIs-
BUTb HeusBecTHbIN IP-aapec n BbIACHUTL OTCcyTcTBME DNS-3an1poca Ha npeo6paso-
BaHME MMEHU — IIABHOM COCTaBjsiomel Nogo6HOro nponecca o6MeHa JaHHbBIMU
no cetu. Mcnosb3ys 3TH cBeleHUs, HaM YaloCh YCTAHOBHUTD, UTO [VIABHOM NMPHYH-
HOI1 BO3HHUKIIEH MPo61eMbl GbUI CaM KJIUEHT.
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Mpo6nembl c 06paATHBLIM NOTOKOM AAHHBIX

Daiin nepexeama Kak u B Byx npeabiIymmx cueHapusax, B JAHHOM CLIEHA-
nowebaccess3.pcapng PHYH MO0JIb30BaTENb XAIYETCA HA OTCYTCTBHE AOCTYIA K

HHTepHeTy U3 ero pa6ouero komnbiorepa. 9TOT MOJIb30-
BaTeJIb JIOKATM30BaJl BO3HUKINYIO NMPO6JieMy K € IMHCTBEHHOMY BeG-caiiTy 1o aapecy
https://www.google.com/. Ho B gajsbHeiiieM UccIeIOBaHNE MOKA3al0, YTO AAH-
Has npo6yeMa BO3HHMKAIA y BCEX COTPYIHUKOB OPraHM3allUH: HUKOMY U3 HUX He
YAABAJIOCh MOJYYUTh XROCTYN k foMeHaM koMmnaHuu Google. CeThb B 3TOM opranusa-
LMK UMEeT TAKyIO )K€ apPXUTEKTYPY, KaK U B ABYX NPEAbIAYIINX CLIEHAPUAX, H COCTO~
HUT U3 HECKOJIBKUX MPOCTBIX KOMMYTaTOPOB U OZHOTO MaplIpPyTU3aToOpa, 4ePe3 Ko-
TOPbIM NPOUCXOAUT NoaxkIodeHue K MnTepHery.

I'IoAKmoquue K cetmn

YTOo6bI BRIABUTb NPUYMHY BOZHUKIIEH MPOGIEMBI, NONbITAEMCA O6PATUTHCA 11O
aapecy https://www.google.com/ AJIst IPOCMOTPA COJEPKUMOro BeG-caiiTa u pop-
MUpOBaHuA ceTeBoro Tpaguka. JlanHas npobJeMa pacnpoCcTpaHeHa Mo BCEH ceTH,
Y [TI0O3TOMY B HACAIBHOM CJIyYae OHa JODKHA BOCIIPOU3BOJMTBLCSA Ha JTIOOOM yCTPOM-
CTBE CETH C MIOMOILBIO GOJIBIIMHCTBA METOAMK NepexBara. Pesynbrat nepexsara na-
KETOB Yepe3 CeTeBOi OTBETBUTEIb COXPaHEH B (paiine nowebaccess3.pcapng.

Ananuni

PaccMaTpuBaeMblii 31ech nepexBaT MAKETOB HAYMHAETCA C CETEBOTO TpaduKa
no npotokoay DNS, a He ARP, kak MbI y)xe npusbliiiu Ha6moaaThb. [lepsbiit maker
B 3TOM MEpeXBaTe MOChLIAETCA MO BHEUIHEMY aJPECy, a BTOPOl COAEPKUT OTBET
OT CETEBOTO y3/Ia, HAXOAALIEroCs MO 3TOMY aApecy, HO3TOMY Mbl MOXEM MpPEATO-
JnoxuTh, uTo ARP-npouecc yxe npousoumen u coorsercrsue MAC-aapeca IP-axpe-
Cy MapuIpyTH3aTOPa CETEBOro NLII03a yxe cymecTsyeT B ARP-keme cereBoro yaina,
PAacCIoOIOKEHHOTO 110 aapecy 172.16.0.8.

Kak nokasano nHa puc. 10.21, nepBslit makeT B pacCMaTpPUBAaE€MOM 3/1€Ch Iepe-
XBaTe MOChUIAETCA XOCTOM, HAXOAALIUMCA 110 aapecy 172.16.0.8, XocTy, pacnoso-
JKEHHOMy 1o azxpecy 4.2.2.1 @, u otHocuTcs K nporokony DNS @. Ananuaupys
COAEPKUMOE ITOrO MAKETA, MOXHO OOHAPY)XHMTh, YTO B HEM COJEPKHUTCA 3aMpoc
3amMcH THNA A JuIs peoGpa3oBaHust JOMEHHOrO UMEHH www . google .com © B cooT-
BeTcTByIoIuUii emy IP-axpec.

OTBeT Ha JaHHBIH 3aNPOC OT XOCTA, PACMOJIOKEHHOTO Mo ajapecy 4.2.2.1, Ha-
XOJIUTCSi BO BTOPOM MAaKETE U3 PacCMaTPUBAaEMOro 3/1ech (paiiia nepexpara, Kak I10-
Ka3aHo Ha puc. 10.22. 3xech MbI BUAMM, YTO CEpPBEP AOMEHHBIX UMEH, OTKJIHUKHYB-
LIMIACS HA JaHHBII 3a1poc, NPUCIaT HECKOIbKO oTBeTOB Ha Hero @. Tloka 4To Bce
BpoJAe Obl XOpouo, 1 0OMEH JaHHBIMH [IPOUCXOANT JOKHBIM OOpa3oM.
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M Wireshark - Packet 1 . nowebaccess3 — m] X

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: HewlettP _bf:91:ee (90:25:b3:bf:91:ee), Dst: Ciscolnc_31:07:33 (80:26:8b:31:07:33)
> Internet Protocol Version 4, Src: 172.16.8.8, Dst: 4.2.2.10
> User Datagram Protocol, Src Port: 64417 (64417}, Dst Port: 53 (53)
v Domain Name System (query) @
Response In: 2
Transaction ID: @x6138
Flags: @x@1@@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries @
v www.google.com: type A, class IN
Name: www.google.com
[Name Length: 14]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (0x8001)

No.; I » Time: 0.000000 + Sowre: 172.16.0.8 + Destination: 4.2.2.1 - Protocol: DNS - Length: 74 + Info: Standard query Q6138 A www.google.com

B

Puc. 10.21. DNS-3anpoc 3anucu tina A ans npeobpa3oBaHms SOMEHHOO
“meHn www . google . com s |P-aapec

‘ Wireshark - Packet 2 - nowebaccess3 — 0 X

Frame 2: 199 bytes on wire (1520 bits), 198 bytes captured (1520 bits)
Ethernet II, Src: Ciscolnc_31:87:33 (00:26:0b:31:087:33), Dst: HewlettP bf:91:ee (0@:25:b3:bf:91:ee)
» Internet Protocol Version 4, Src: 4.2.2.1, Dst: 172.16.0.8
User Datagram Protocol, Src Port: 53 (53), Dst Port: 64417 (64417)
v Domain Name System (response)
[Request In: 1]
[Time: ©.010448000 seconds]
Transaction ID: @x6138
Flags: @x8188 Standard query response, No error
Questions: 1
Answer RRs: 7
Authority RRs: @
Additional RRs: @
> Queries
v Answers @
> www.google.com: type CNAME, class IN, cname www.l.google.com
> www.l.google.com: type A, class IN, addr 74.125.95.105
> waw.l.google.com: type A, class IN, addr 74.125.95.106
> www.l.google.com: type A, class IN, addr 74.125.95.147
> www.l.google.com: type A, class IN, addr 74.125.95.99
A,
A,

* www.l.google.com: type class IN, addr 74.125.95.103
> www.l.google.com: type class IN, addr 74.125.95.104

No.: 2 + Time: 0.010440 + Source: 4.2.2.1 * Destination: 172.16.0.8 « Protocol; DNS .. 5.105 A 74.125.95.106 A 74.125.95,147 A 74,125.95.99 A 74.126.95.103 A 74.125.95.1

[The ]

Puc. 10.22. DNS-otBeT ¢ Heckonbkumm 3anucsamm Tuna A

A Teneps, Kora KOMIBIOTEp nojb3oBaress onpejeaun IP-axpec Be6-ceppe-

Pa, OH MOXKET MOMbITATbCS YCTAHOBUTD CBA3b ¢ HUM. Kak nokasano Ha puc. 10.23,
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3TOT MPONECC MHUIUHUPYETCA B nakeTe 3, mocbuiaemMoM no nportokony TCP wus
XOCTa, HAXOAAMETOCA Mo ajpecy 172.16.0.8, XOCTYy, pacloOJOXEHHOMY IO ajpe-
cy 74.125.95.105 @. droT aapec noayyaTess B3AT U3 NMEPBOH 3aMUCcH TUNA A B
DNS-oTBeTe, KOTOpPBIii ObUI IPHUCIAH B PACCMOTPEHHOM Bblllie NakeTe 2. A B JaH-

HoM nakete TCP ycranosaen ¢par SYN © u nnpeipyuHUMaeTCs MONBITKA CBA3ATHCS
C yAQIeHHBIM CepBepoM uYepes nopt 80 @.

1 HewlettP bf:91:
Internet Protocol Version 4, Src: 172.16. 0 74.1
v Transwission Conkrol Protocal, See Porti 5L (X2500, Osk Porty B8 (26), Seq: B Lén:'@

urce Por

gt
Flage: axder (579} @

Puc. 10.23. Maket SYN, nocuinaembisi ¢ Lebio NONLITATLCS YCTAHOBMTL COEAMHEHUE C
yAaneHHsiM cepsepom yepes nopt 80

B maHHOM cslyyae MpOMCXOAUT MPOLECC YCTAaHOBKH CBA3M No mpotokoiy TCP,
U [I03TOMY MbI BIIpaBe OXHAATb MOSABJICHUS MAKETA SYN/ACK, mochulaeMoro B OT-
Bet no npotokosy TCP. Ho BMecTO 3TOro HekoTopoe BpeMs CIyCTsl OTIPABUTEND
MOCBUIACT €Ile OJHH nakeT SYN cBoeMy ajpecaTy. ITOT NPOLECC MOBTOPAETCA €lle
Pa3 NpUGIM3NTEIBHO Yepe3 OJIHy CEKyH]y, KakK MokasaHo Ha puc. 10.24. U B sToT
MOMEHT BC€ MOMBITKH YCTAHOBUTD CBA3b MIPEKPALIAIOTCA, 2 Opay3ep cOo6aeT, 4To
HaiTH Be6G-CalT 110 yKa3aHHOMY a/ipecy HE yAaNOCh.

4 SALK_PERH=1
SACK PERMSL

Puc. 10.24. Maxer SYN nocsinancs no npotokony TCP Tpu pasa noapsa, 41o6b1 nonbitats-
CS1 yCTAHOBMTb CBS3b C YAANEHHBIM CEPBEPOM, HO OTBET HA HErO TaK M He Bbin NonyYeH

[TpoBoas AMArHOCTHKY CETH B JIAHHOM CLEHAPUH, CJelyeT UMETb B BHIY, 4TO
paGouMii KOMNBIOTEP B 3TOI CETH MOXET MOAKIIOUATLCA K BHEIIHEH ceTH GJaro-
Aaps MoJy4eHMIo ycremHoro orBeta Ha DNS-3anpoc k BHemnemy DNS-cepsepy,
pacrojoxeHHoOMy 10 ajapecy 4.2.2.1. Ha ator 3anpoc DNS-cepsep oTseTnn kop-
PEKTHBIM aPECOM, M MIO3TOMY XOCTbl B IMarHOCTUPYEMOM 3/1ECh CETH NbITAIOTCH
CBSI3aThCA 110 OJHOMY M3 a/[PECOB, NMOJYYEHHbIX B OTBET. KpoMe Toro, okanbHbIH
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KOMIILIOTEP, U3 KOTOPOTO NPeANPUHUMAETCS NOMbITKA NOAKMIOYUThC K MHTepHe-
Ty, PYHKIHMOHHPYET HOPMAIbLHO.

Ho npo6aeMa coCTOUT B TOM, YTO yAal€HHbIH cepBEp MPOCTO HE OTBEYAET Ha
3aMpoChl YCTAHOBKH COEIMHEHUA U HE TPUCHLIAET B OTBET NaKeT RST MO MPOTOKO-
ay TCP. 1 3To MOXeT NpOU3OHTH MO HECKOJbKUM MPUYMHAM: HEBEPHO CKOHMU-
rypMpoOBaHHbI BeG-cepBep, HapylleHa pa6oTa cTeka MPOTOKOJIOB Ha BeG-cepBepe
WK BKJIIOYEHA PHIIBTPAIMA MAKETOB HEKUM YCTPOHCTBOM (Hanpumep, 6paHamays-
POM) B yIal€HHO# ceTH. EC/IU NPeaIIo/IOKUTD, YTO B JIOKAIbHOM CETH YCTPOMCTBO
¢urpTpanMy NaKeTOB OTCYTCTBYET, TO BCE OCTAIbHbIE BO3MOXHBIE PEIIEHUS OTHO-
CATCA K YIAIEHHOW CETH, KOTOPas HaM He nmojsiaactHa. B nanHoM ciryyae Be6-cep-
Bep (PYHKLMOHUPOBAJ HEBEPHO, U JIOObIE MONBITKU MOJTYYUTh K HEMY JOCTYI OKa-
3anmchb 6esycnemnbiMu. Ho kak TobKO 3aTpyaHeHHe 6bLIO YCTPAaHEHO HA CTOPOHE
BeG-cepBepa komnanuu Google, cBA3b C HUM Y/IaJIOCh BOCCTAHOBUTD.

YcBoeHHbie ypoku

B ranHOM CueHapuM pemuThb NpobaeMy OKa3anoch He B Hammx cuiaax. Kak mo-
KazaJl Halll aHaJIM3, BO3HMKIIEE 3aTPyAHEHUE He GbUIO CBA3AHO HU C XOCTaMH B Jiva-
THOCTHPYEMOM CETH, HU C €€ MapIIPyTU3aTOPOM WJIM MpeJOCTaBIeHHEM BHEUIHUM
DNS-cepsepom ycayr no npeo6pasosanuio umeH B IP-agpeca. /lanHas npo6iaema
BO3HHUKJIA 32 Npe/ie/IaMi MH(PacTPyKTypbl AMAarHOCTUPYEMOii CETH.

HHorna BeisiB/IeHHE NPOGJIEMBI, PEIIMTh KOTOPYIO HE B HAalI€i BJIACTH, HE TOJb-
KO CHUMAET HalPSKEHUE B KOJIEKTUBE, HO M HE POHAET Hallle JOCTOMHCTBO, KOT/la
HAaYaJbCTBO TPeOyeT oTBeTa. MHE JIMYHO NMPUXOAUIOCHh HEMAJIO BOEBATH C MIOCTaB-
muKaMu ycayr MIHTepHeTa M NpOrpaMMHOro o6GecrnedyeHus, KOTopble 3asBIsIH,
4TO BO3HHKIIAA Npob/ieMa He ABAAETCA CJIeCTBUEM UX OIUIOIMHOCTH, HO, KaK BU-
AWTE, MAKEThI HE JITYT.

UcnopueHHbi npuHTep

B crenyiomem cueHapuy y aIMMHUCTPAaTOPa AUCIIETYEPCKOM CIIYKObI TEXHH Y-
CKO¥ MOJIEPXKHU B OTAe/Ne HHGOPMALHMOHHBIX TEXHOIOTHI1 BOSHUKIN TPYAHOCTH
C BBIBOJOM Ha NevaTb. [Tob30BaTe M U3 OTAEIa NPOJAXK COOBINAIOT, YTO BBICOKO-
MPOU3BOAUTEIbHBII NPUHTEP He paboTaeT. Koraa nosb3osareib OChUIAET 3TOMY
NPUHTEPY KPYIHOE 3aJlaHie Ha NevaTh, OH CHaYajJa HaleyaTaeT HECKOJbKO CTpa-
HUII, a 3aTeM IIPEpbIBAeT MeYaTh ellle A0 3aBEPIICEHHUs JaHHOro 3ajaHus. bbuio
IPEANPHUHATO HECKOJIbKO MONBITOK U3MEHUTD NIApaMeTPhl KOH(UIypaLMHu JpaiiBe-
Pa NpHHTEpa, HO BCE OHM OKa3alUCh 6e3ycrientHbIMUA. COTPYAHMKM JUCTIeTYEPCKOM
CJ1yK0bl TEXHUUYECKOF MOAJEPHKKHU NMPEANON0KUIH, YTO CKOPEE BCETO 3TO HE CeTe-
Basi npobJema.
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MoaxnioueHue K cetn

Daiin nepexsama inconsistent  [1aBHOH npuuKHOIA JaHHON NpOGIEMBI ABIACT-
printer.pcapng Csl MIPUHTEP, MTO3TOMY HAaYHEM C pa3MelleHUs

aHaIM3aTopa 11aKETOB KaK MOXHO Oimxke K
npunTtepy. M xoTa Mbl He MoxeM yctanoBuTh Wireshark Ha caMmoM npunrepe, kom-
MyTaTOpbl, NMPHUMEHsSIEMblE B CETH, K KOTOPOH MOJAKIIOYEH AMArHOCTUPYEMbIH
NPHHTEP, OTHOCATCSA K KATETOPHH MTPOJBMHYTBIX KOMMYTaTOPOB TPEThETO YPOBHA.
CreoBaTeIbHO, Mbl MOXEM BOCIIOJIb3OBATLCA 3€PKAIbHbBIM OTOOpaXEeHUEM MOp-
TOB, YTOObI OTOGPA3UTH MOPT, HCIIOJIb3YEMbII IPUHTEPOM, Ha NYCTOH MOPT KOMMY-
TATOPA U MOAKIIOYUTD K HEMY HOYTOYK C yCTaHOBJIEeHHbIM npunoxxenneM Wireshark.
Kak TosbKO 3TO 6yAeT cAeMaHo, HaM NPUAETCA MPENTOXKUTD M0Jb30BATENO OTIPa-
BUTb Ha JMarHOCTHPYEMbIH NPUHTEP KPYMHOE 3aJJaHU€ Ha N€4aTh, YTOObI MbI MOT-
JIM IPOKOHTPOJUPOBATh 3TOT BbIBOA. [ToTlydeHHbIIH B UTOTE PE3YIBTAT COXPAaHEH B
¢paiine nepexsara inconsistent printer.pcapng.

AHanus

B npouecce ycraHosku cBasu no nportokoay TCP mexay pabounm komnbioTe-
poM (c agpecom 172.16.0.8), nocelIalomuM npuHTEpy (C aapecom 172.16.0.253)
© 3a7aHME Ha MeYaTh 1O CETH, MHULIMUPYETCA 3aIIPOC Ha COe/IMHEHHE, KaK 3aduk-
cupoBaHO BHauyajle (aiina nepexsara. [Ipociaexxnpass OATBEPXKAECHUE CBSI3U MO
npotokoay TCP, MOXXHO 0GHapyHTb, UTO B MakeTe 4 MOpUHsA AaHHBIX 06bEMOM
1460 GaitT nocsutaetcst npuHTepy no nporokoay TCP @ (puc. 10.25). O6bem ne-
peAaBaeMbIX JaHHbIX NPEACTaBICH B cTon61e Info cnipaBa B nanenu Packet List nau
noj TCP-3aronoskom B maHeu Packet Details.

IMpocnexupas jnanee nmakeT 4, MOXHO TaKXe OGHAPYXUTL OYEPEAHYIO IOP-
LMIO JaHHbIX o6bemMoM 1460 6Gaiit, mocbutaembix npuntepy @, Kak NokasaHo Ha
puc. 10.26. IIpuem 5THX ZAHHBIX MOATBEPIXK/IAETCS IPUHTEPOM B MakeTe 6 @.

IMoTok nepexaBaeMbIX AAHHBIX IPOAOJIKAETCA A0 TEX MOp, 1l0ka He GyayT OT-
NpaBJeHbl NOCIEAHUE HECKONbKO MAKETOB, 3apMKCHPOBaHHbIC B paccMaTpHBae-
MoM 3jech ¢aiine nepexsarta. [Ipusnak npo6empl o6HapyxuBacerca B nakete 121,
otnpasasieMoM no nporokoay TCP, kak nokazaHo Ha puc. 10.27.

IMoBTOpHas nepexaya nakera no nporokoay TCP ocymecTsaserca B ToM ciy-
4ae, €CJIM OfHO yCTpoicTBO nocklraet naker TCP apyromy, ynaneHHoMy ycTpoi-
CTBY, a TO, B CBOIO O4Yepe/lb, HE MOJTBEPXKAACT NPHEM NEPEJAaHHOTO €My MaKeTa.
M kak ToNbKO GyA€T ZOCTUTHYT MOPOT NOBTOPHOI! Nlepeiaum, nepeaaiouee ycTpou-
CTBO NMOCYMUTAET, YTO yJaIE€HHOE YCTPOMCTBO HE MOJIyYMJIO MEpPefaHHbIe EMY JaH-
Hbl€, ¥ IOBTOPUT Nepeaayy naketa. TOT MPOLECC NPOAOIKAETCA HECKOJIBKO pa3,
npexze 4eM OOMeH JaHHbIMU NPEKPATHTCS.
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#M Wireshark . Packet 4 . inconsistent_printer &= O X

| > Frame 4: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) !

| > Ethernet II, Src: HewlettP bf:91:ee (08:25:b3:bf:91:ee), Dst: HewlettP 77:bd:ba (00:23:7d:77:bd:ba)

1> Internet Protocol Version 4, Src: 172.16.8.8, Dst: 172.16.0.253 o !

V¥ Transmission Control Protocol, Src Port: 3527 (3527), Dst Port: 9108 (91@8), Seq: 1, Ack: 1, Len: 1468 |

{ Source Port: 3527

| Destination Port: 9100

[Stream index: @]

[TCP Segment Len: 1468]

Sequence number: 1 (relative sequence number)

{ [Next sequence number: 1461 (relative sequence number)]

Acknowledgment number: 1 (relative ack number)

Header Length: 20 bytes

| > Flags: @®@18 (ACK)

| Window size value: 16425 |

| [Calculated window size: 65760] |
[Window size scaling factor: 4]

| Checksum: @x5ef4 [validation disabled]

Urgent pointer: @

! [SEQ/ACK analysis] |

| v Data (1460 bytes) @
Data: 1b252d31323334355840504a4020534554205245543d44e. . .
[Length: 1468] |

Ne.: 4+ Tine: B.001637 « Source: 172.16.0.8 * Destinavon: 172.16.0.253 * Protocol: TCP * Length: 1514 « Infoc 3527 — 100 [ACK] Seq=1 Ack=1 Win=65700 Len=1450

Puc. 10.25. [lanHbie, nepeaasaemsie npuHTepy no nporokony TCP

Protocol  Length Info

4 0.881637 172 8 inz L1253 e 1534 3537 » 9100 [ACK] Seq=1 Ack=l Win=G5700 Len=i460
5 8.021646 172.16.0.8 172.16.8.253 e 1514 3527 » 2129 [ACK] Seqe1461 Ackel Wie=65708 Len=1468 o
Q 60.085493 172.16.8.253 172.16.2.3 kieg 160 910@ » 3527 [PSH, ACK] Seq=l Ack=2921 Win=7885 Len=186
7 9.905561 172.15.2.8 172.16.8.253 TP 1514 3527 » 9106 [ACK] Seq=2921 Ack=1087 Win=65592 Len+1468
B 2.885571 172.16.0.8 172.16.9,253 e 1514 3527 + 9188 [ACK] Seq=4281 Acks107 Win=65992 Lan=1460
2 9.985578 172.16.0.8 172.16.8.253 TP 1518 3527 = 2188 [ACK] SeqeSBal Atke=187 Wins65592 Len=1460
10 @,005585 172.16.8.8 172.16.9.253 TcP 1513 3527 = 9100 [ACK] Seq=7381 Ack=187 Win=63502 Len=1a6@
11 9.93356% 172.16.8.253 172.16.0.8 e 68 9100 + 3527 [ACK] Seq=i97 Ack=8761 wWin=6144 Len=0
12 #.033626 172.16.0.8 172.16.9.253 e 1514 3527 - 9180 [ACK] Seq=8781 Ack=10Y Win=65592 Len=146@
13 2.033640 172.16.4.8 172.16.8.253 TP 1514 3527 » 9100 [ACK] SequlB221 Ack=107 Nin"65532 Len=1468
14 8,033643 172.16.0.8 172.16,9.253 e 1518 3527 + 9300 [ACK] Seq=11681 Ack-187 Win=65592 Leo»1468
15 8.833658 172.16.0.8 172.36.8.253 TEP 1514 3527 » 9108 [ACK] Seq=13141 Ack«137 Hiv=65592 Lena1450
16 8.033314 172.16.6.253 172.16.9.8 TP 60 9189 » 3527 [ACK] Seqel07 Ack=14681 Wine4400 Lensd

Puc. 10.26. O6biuHbiii pexum nepeaaym AaHHbIX M MOATBEPXKAEHHS MX NPUEMA NO
npotokony TCP

B saHHOM clilenapuM NOBTOPHO mepegaBaeMbple JaHHbIE IOCBLUIAIOTCS U3 KOM-
NbIOTEPAa KJIMEHTA Ha NMPUHTEP, NMOCKOJbKY NMPUHTEPY HE YAAIOCH MOATBEPAUTH
npHueM nepeJaHHbIX eMy faHHbIX. Kak mokasano Ha puc. 10.27, NPUYUHDI 1S Ta-
KO MOBTOPHOMN Nepefayy MOXKHO BbIACHUTDH GoJjiee MOAPOOHO, €CIM Pa3BePHYTh
pasaes SEQ/ACK analysis u3 TCP-zaronoska @ Bmecre ¢ YKa3aHHbIMM I10JI HUM CBe-
A€HUsAMH. B cooTBeTCTBUM C MOJAOGHBIMHU PE3yJbTaTaMM OOGPaGOTKH MepexBayuCH-
HbIX naketoB B Wireshark naker 121 sBnsercs NoBTOPHO NnepeJaHHbIM MAKETOM
120 ©. Kpome Toro, BpeMs 0XXuAaHus A0 NOBTOPHO# nepeaayu (RTO) nakera co-
CTABHJIO OK0JIO 5.5 ¢ @.
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M Wireshark . Packet 121 . inconsistent_printer - m} X

Frame 121: 1146 bytes on wire (9168 bits), 1146 bytes captured (9168 bits)

Ethernet II, Src: HewlettP bf:9l1:ee (00:25:b3:bf:91:ee), Dst: HewlettP 77:bd:ba (00:23:7d:77:bd:ba)

Internet Protocol Version 4, Src: 172.16.0.8, Dst: 172.16.8.253

v Transmission Control Protocol, Src Port: 3527 (3527), Dst Port: 9100 (95106), Seq: 118261, Ack: 187, Len: 1692

Source Port: 3527
Destination Port: 9100
[Stream index: @]
[TCP Segment Len: 1092]

Sequence number: 118261 (relative sequence number)

[Next sequence number: 119353 (relative sequence number)]
Acknowledgment number: 187 (relative ack number)

Header Length: 28 bytes

x@18 (ACK)

value: 16398

[ d window e: 65592]
[window size scaling factor: 4]
Checksum: 8x5d84 [validation disabled]
Urgent pointer: @
v [SEQ/ACK analysis] 1]
[iRTT: ©.000201000 seconds]
[Bytes in flight: 1092]
v [TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[The RTO for this segment was: 5.502585000 seconds] @
lta fro 120] ©
~n/Sequence) P window specified by the receiver is now completely full]
Retransmitted TCP segment data (1892 bytes)

pert Info (}

Time: 20619620 + Source: 172.16.0.8 * Destination: 172.16.0.253 * Protocol: TOP ...CP Window Full] [TCP Retransmission] 3527 — 9100 [ACK] Sag=118261 Ack=107 Win=65592 Len:
o
[ Close | Help

Puc. 10.27. 311 nakersi, nepeaanHsie no npotokony TCP, cnyxar npusHakom noteHum-
anbHoi npobnemsi 8 cety

AHAIM3UPYsl 3a/ICPXKKY MEXJLY ITAKETaMH, MOXHO U3MEHUTDb (popMaT oToGpaxe-
HUS BPEMEHH IIPUMCHUTEJIBHO K KOHKPETHOM cutyauuu. B mannom ciryyae Tpe6y-
€TCs BBIAICHUTD, KaK JOJITr0O MPOJ0/DKAINCH NIOBTOPHBIE M€Peayud JAAHHBIX MOCe
OTIIPABKH MPEJbLIYLIEro MAKETa, I03TOMY U3MEHUTE 3TOT popMar, BbIGpPaB KOMaH-
ay View=Time Display Format=Seconds Since Previous Captured Packet (Bux=®opmart
BpeMeHU oToOpaxeHUA=KoinyecTBo cekyHa, Mpoumemux I0ce MNpeabliylie-
ro nepexBavyeHHOTroO MakeTa) M3 MIABHOro MeHio. M Toraa MOXHO SICHO YBHAETD
(puc. 10.28), yTo NOBTOpPHasA Nepefaya JAaHHbIX B makeTe 121 npousouna yepes
5,5 ¢ nHocJe oTNpaBKy NepBoHavyanbHoOro nakera 120 @.

Puc. 10.28. [ins aarHocTukmn cetm oveHp yBo6HO NpOCMATPUBATE MPOMEXYTOK BDEMEHH,
NPOLWeALWMA MEXAY NaKETAMM

B ciieayionem 1akere npoMcXoJUT ouepeiHas HOBTOpHas nepeaaya nakera 120.
BpeMst oxuaanus JIo IOBTOPHOM Iepeladuy 3TOTO IIAKeTa COCTABJISAET YKe 11,10 ¢,
BKJIIOYas BPEMsl OXKH/IAHUS 10 IOBTOPHOM Mepe/Ilauu MpeiblIyllero NakeTa, paBHOe
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5,5 c. Kak nokaspiBaeT aHaIn3 coAepKUMOro crosbua Time B maHenu Packet List,
3TH JaHHblE OBLIM MOBTOPHO NepeaaHbl uepes 5,6 ¢ mociae npeablaymeil NOBTOp-
HOM nepesayu. A MIOCKOJIbKY 3TO MOCJAEAHUMI MAKET B paCCMAaTPUBAEMOM 37ech ¢aii-
Jle TepexBaTa, TO UMEHHO B JJaHHbIH MOMEHT NPUHTEP NMpEKpallaeT NnevyaTh, YTO
HeJIb3Sl CYUTATDh YMCTHIM COBITAJICHUEM.

B 1aHHOM CcuE€HapuM Mbl MOXEM aHAIM3UPOBATh PabOTY JIMUIb IBYX YCTPOMCTB B
JIOKAIbHOM CETH, NMO3TOMY HaM JOCTATOYHO BBIACHUTD, KTO SBJISETCSI BHHOBHUKOM
BO3HHKIIEH NpoG/eMbl: KOMNbIOTEP KAMeHTa niau npuHrep. Kak Buaure, norok
AQHHBIX MPABUJIbHO MPOXOAUT MO CETH B TEUEHHUE OIPEJEeJeHHOTO IMPOMEXYTKa
BPEMEHH, HO 3aT€M HACTYNMAaeT MOMEHT, KOI/ia IPUHTEP NEPECTAeT OTBEYATb KJIH-
eHTCKOMy KomnbioTepy. Co cBo€el CTOpPOHBI KOMNBIOTEP KJIMEHTA JelaeT BCE BO3-
MOXHO€, YTOObI JOCTABUTD JAHHBIE MOJNYYATEIO, O YEM CBUAETEILCTBYIOT HOBTOP-
HbBIE M€PEeJlav, HO €ro YCUIMA HE HAXOJAT OTKJIMKA B IPUHTEpE. AHaIM3UpyeMas
31eCch 1po6JeMa HEM3MEHHO BOCIIPOU3BOAUTCSA U BO3HMKAET HE3aBUCHUMO OT TOTO,
KaKOll MMEHHO KOMIILIOTED IOCHUIAET 3aJaHue Ha nedatb. M3 aToro MoxHo cae-
JIaTh BbIBOJ, UTO NPHUYMHOM JaHHOMH NPOGIEMBI ABJISETCSA IPUHTEP.

IMpoBens ganpHeINi aHaIN3, MbI OGHAPYKHM, YTO B npornecce paboTbl BO3HU-
KaloT c60M B ONEPaTUBHOM MaMATH NpuHTepa. Korga kpynHble 3agaHus Ha ne4yaTb
MOCHUIAIOTCA IPUHTEPY, OH M€YaTAET TOJIbKO OINpPEAEIEHHOE KOJTMYECTBO CTPAHMIL,
BEPOATHO, 10 T€X NMOP, MOKa He GYAYT JOCTUTHYTHI COOMHbBIE YYaCTKH ONl€ PaTUBHOM
namaTv. M B 3TOT MOMEHT c60ou B paboTe ONepaTUBHOM MaMATH NPUBEIYT K TOMY,
4YTO MPUHTEP GyAET HECIOCOOEH NMPUHATH JIOOblE HOBbIEC TAHHbIE U MO3TOMY IIpe-
KPaTUT OOMEH JaHHBIMM C XOCTOM, N€PEJABUIMM €My 3aJaHHE Ha [eYaThb.

YceoeHHble ypoku

HecMmoTps Ha TO YTO BO3HHMKIIASA C TPUHTEPOM Mpo6JieMa He CBsA3aHa C HenoJa-
KaMH B CE€TH, HaM BCE Xe€ yIal0oCh BbIABUTD €€ ¢ nomobio Wireshark. B omnune ot
NpeAbIIylIMX CIIEHAPHUEB, aHAIM3 B JAHHOM CJy4yae ObL1 COCPeOTOYEH MCKIIOUH-
TeJIbHO Ha ceTeBOM Tpaduke no npotokoay TCP. A nockonbky npotoxoa TCP cay-
XUT JJI HAIEXKHOM NlepelauM JaHHBIX, TO OH HEPEJKO MPeJOCTABISET HaM HEMAJIO
TI0JIE3HBIX CBEEHUM, KOI/Ia /IBa yCTPOMCTBA MEPECTAIOT OOMEHUBATHCH JAHHBIMH
1O CeTH.

B ganHOM Cityyae HaM yfaJ0Ch BbISIBUTh MOMEHT BHE3AIHOTO NpeEKpauleHus o6-
M€Ha JaHHbIMH C MPUHTEPOM, ONMUPAACh TOJbKO Ha MH(OPMALMIO O MOBTOPHOIA
nepejgaye AaHHbIX, KOTOpaa BcTpoeHa B npotokoa TCP. U B nocneayomux cuexa-
puAX Mbl GyieM HEPEAKO MOJIaraThCs Ha (PyHKIMOHAIbHbIE BO3MOXXHOCTH CETEBBIX
IPOTOKOJIOB, YTOGBI BbIABUTD U YCTPAHUTD GoJiee CJI0XKHbIE HEMOMAJKHU B CETH.
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OrcyTtcreue csizu ¢ punuanom

B nranHoM cueHapum pedb HAET O KOM-
NaHWM C HNEHTPAIbHOW IWITa6-KBApTH-
POii M HEJaBHO OPraHW30BaHHbIM YAa-
JeHHbIM prwmanoM. MHopMalMOHHO-TEXHOJIOrHYeCKasd UHPPACTPyKTypa 3TOi
KOMITAHMM COCPEJIOTOYEHA, NIABHbIM 06Pa3oM, B €€ LEHTPATbHOM mTa6-KBapTHPE,
rJe UCNoJb3yeTCs JOMEH Ha OCHOBE CepBepa MoJ ynpasieHueM cuctembl Windows.
9Ta MHPPACTPYKTYpa NMOAAEPKHUBAETCA KOHTposLIepoM fomeHa, DNS-cepsepom n
cepBepoM INPUIOXKEHHH, I/l pa3MelllaeTcs Be6-OpUEHTHPOBAHHOE ITPOTrPAMMHOE
obecrneyeHne, KOTOPbIM €XKEIHEBHO IOJb3YIOTCH paGOTHUKM KoMMaHuM. Puianan
NOJKIIOYAETCA K LEHTPAIbHOM Ta6-KBapTHPE Yepe3 MapuIPyTH3aTOPbI IS Opra-
HHU3ALMHU KaHAJIA CBA3M Yepe3 MIOOAIbHYIO ceThb. A B caMOM (pHIMale HaXOJAATCA
NI0JIb30BaTE/IbCKHE KOMIbIOTEPBI M pe3epBHblit DNS-cepBep, KOTOpbIi JO/KEH MO~
Jy4aTh MH(OPMALIMIO O 3aNUCAX pecypcoB oT ocHoBHoro DNS-cepsepa, pacnono-
XEHHOro B LEHTPaIbHOI mTab-kBapTUpe. Blok-cXxeMa pacrnosokeHUus Kaxaoro
NoApa3eieHUst KOMIIAHHUHU CO CBA3AMM MeXJy HUMHU NpUBeeHa Ha puc. 10.29.

Daiinv. nepexsama stranded clientside.
pcapng u stranded branchdns.pcapng

PesepaHbiit DNS-cepsep
8 dunmane

172.16.16.251

Mapwpyruzatop
dunmana

rnobanbhylo
cetb

Mapwpytu3arop
WTa6-KBAPTHPHI

] =)
[ | c— |
ﬂlw
e - gt
T 172.16.16.200

OcrosHoi DNS-cepsep
B Wra6-ksapmpe
172.16.16.250

Puc. 10.29. Cxema noaknioyeHns COOTBETCTBYIOLLMX KOMNOHEHTOB dpunmrana,
C KOTOPbIM NOTEPAHA CBSA3b

Pa3sepTbiBas HOBYIO HHQPACTPYKTYpy B pumaie, KOMaH/Ja CIELHAIMCTOB He-
OXXHUAAHHO OGHAPY)XMBAET, YTO HMKOMY M3 IOJIb30BaTEICH CETH 3TOro (puanana
HE/IOCTYIIEH cepPBEP BEO-NPHIOKEHUM, HAXOAAMIICA BO BHYTPEHHEH KOPIIOPaTHB-
HOI1 ceTH. ITOT cepBep PaCIIOJIOKEH B LEHTPAIbHOM MTAaG-KBAPTHPE U MOAKIIOYA-
€TCsl Yepe3 KaHaJl CBsI3M, MPOXOJAAIMIA Yyepe3 mobanbHylo ceTb. PaccMaTpuBaeMas
3aech npoGyeMa, BO3HHKINASA M3-32 OTCYTCTBHA CBA3M C LIEHTPaIbHBIM Oducom,
OKa3aia BAMsIHHME HAa BCEX MOJIb30BaTesei, paboTalomux B JaHHoM ¢unuane. [pu
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3TOM BCE MOJIb30BaTeNU (PHIHANA MOTYT MOJy4YaTh AOCTYI K JIOObIM pecypcaM CBO-
€ii JIOKaJILHOM ceTH, a Takke 6e3 npob/eM BbIXOAUTL B IHTEepHeT.

MoaxknioueHue K cetn

JlanHas npo6seMa 3aKJII04aeTCsl B TOM, UTO ITA0-KBAPTUPA HE MOXET OGMEHH-
BaTbCsA JAHHBIMM C PHIIMATAMU, A CI€0BATENbHO, HETPYAHO HAWTHM XOTS GbI Mapy
MECT, I/I€ MOXHO ObL1O 6bl COOPATh JaHHBIE, YTOGLI MPUCTYIMUTD K OTCAEKHBAHHIO
BO3HHUKIIETO 3aTpyaHeHus. I1pobieMy o6HAPYKMIM KIMEHTbI B QUIHAIE, U NO3-
TOMY MbI HAaYaJIU C 3€PKaJIbHOTO OTOGPaXe€HHS MOPTOB HAa KOMIIBIOTEPE OXHOTO U3
3TUX KJIMEHTOB, YTOGbI IPOBEPUTD, YTO UMEHHO €MY AOCTYITHO B ceTu. CoGpaB BCio
HEOOXOAMMYIO MH(POPMAILIMIO, Mbl MOKEM C €€ MOMOIIbBIO IICPEITH B Ipyrue MecTa
c60pa JaHHDLIX, YTOGBI pPa3peluTh BO3HUKINee 3aTpyaHeHue. CeTeBoii TpaduK, Ie-
pexXBayeHHbIH HAa KOMIIBIOTEPE OAHOTO U3 KIMEHTOB, B KOHEYHOM UTOTE COXPaHCH
B ¢aiiie stranded clientside.pcapng.

Ananus

Kak nokasano Ha puc. 10.30, cereBoii TpadMk B IEpBOM U3 YIOMHUHAEMBIX 31€Cb
(aiinos nepexpaTa HAYMHAETCH B TOT MOMEHT, KOIZA MOJIb30BATE/b KOMIbIOTE-
pa, HaxojsAuerocs no ajapecy 172.16.16.101, nbITaeTcss NOJYYUTh JOCTYN K NPH-
JIOXEHUIO, PA3MENAIOIIEMYCA HA CEPBEPE NPWIOXKEHUN, KOTOPbI pa3BEPHYT B
LEHTPAJIbHOM MTab-KBapTHUPE C IPUCBOEHHBIM €My ajgpecoM 172.16.16.200. dror
(aiin nepexsara coePKUT JUILb J(BA NakeTa. Mx aHaniu3 nokaspIBaeT, 4To Mo ajape-
cy 172.16.16.251 @ nocsutaetcss DNS-3anpoc Ha 3anuch appserver ® tuna A © B
nepsoM nakere. B HeM ykazano DNS-uMaA cepBepa npuioxeHUi, pacnoJOXeHHOTo
B LIEHTPa/IbHOM MTa6-KBapTUpeE MO aapecy 172.16.16.200.

Kak nokasano na puc. 10.31, B kauecTBe peakuMH Ha 3TOT NMAKET MPOUCXOAUT
oTka3 cepepa @, KOTOpPBIi YKa3bIBa€T HAa HEYTO, MeLIaloLIee YCIeWHOMy npeoGpa-
30BaHMIO JOMEHHOTO UMEHH, yKaszaHHoro B DNS-sanpoce. O6paTure BHMMaHHe Ha
TO, YTO B JAaHHOM ITAKETE OTCYTCTBYET OTBET Ha 3anpoc @, MOCKOIbKY MPOU30ILIA
omunbka (0TKa3 cepsepa).

Tenepb HaM M3BECTHO, YTO TPYAHOCTU OOMEHA JAHHBIMU IO CETH CBA3AHBI C
HEKOTOPO# Npo6eMoii, Bo3HUKaouel B pa6oTe cayx6e1 DNS. O6paboTka Bcex
DNS-3anpocos u3 ¢puamnana BbiNo/HseTcs Ha JokaarbHoM DNS-cepsepe, pacnoso-
JXEHHOM IO ajpecy 172.16.16.251, U NO3TOMY 3aliMEMCA Jajle€ HMEHHO UM.

YTo6bl nepexBaTUTh NOAXOAAMMI ceTeBoi Tpaduk u3 DNS-cepBepa, passep-
HYTOTO B (pu/IMAIE, Mbl OCTABUM CBOM aHAIM3aTOP IMAKETOB HA MECTE U MPOCTO U3-
MEHMM Ha3HaY€HHE 3€PKATbHOTO OTOGpaXKEHUs NOPTOB, YTOObI HA HAlll aHAIHU3a-
TOP MaKeTOB 3€PKaJIbHO OTOOpaxacs Tpadpuk U3 nurepecylomero Hac DNS-cepse-
Pa, a He KOMIIbIOTEpa KIneHTa. [losyueHHbIit B UTOre pe3y/bTaT COXpaHeH B daiiie
stranded_branchdns.pcapng.
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M Wireshark - Packet 1. stranded_clientside = O X

Frame 1: 69 bytes on wire (552 bits), 69 bytes captured (552 bits)
Ethernet II, Src: IntelCor Sb:7d:4a (88:21:6a:5b:7d:4a), Dst: IntelCor_5b:7d:4a (0@:21:6a:5b:7d:4a)
Internet Protocol Version 4, Src: 172.16.16.181, Dst: 172.16.16.251 @

» User Datagram Protocol, Src Port: 56779 (56779), Dst Port: 53 (53)

Domain Name System (query)
Response In: 2
Transaction ID: @x@003
Flags: ©x0190 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
¥ Queries
Vv appserver: type A, class IN
Name: appserver @
[Name Length: 9]
[Label Count: 1]
Type: A (Host Address) (1) ©
Class: IN (@xe001)

Nz £ » Time: Q000000 « Sourcer 172,16.16.101 + Destination: 172.16.15.251 + Protocol: DNS * Length: 69 * Info: Standard query (e0003 A appserver

[ 1 reb |

Puc. 10.30. Obmen aanHbiMmu HaumHaetcs ¢ DNS-3anpoca sanmen una A
C MMeHeMm appserver

M Wireshark . Packet 2 - stranded_clientside = m} X

Frame 2: 69 bytes on wire (552 bits), 69 bytes captured (5527“0;its)

» Ethernet II, Src: IntelCor Sb:7d:4a (@0:21:6a:5b:7d:4a), Dst: IntelCor 5b:7d:4a (@8:21:6a:5b:7d:4a)

Internet Protocol Version 4, Src: 172.16.16.251, Dst: 172.16.16.101

> User Datagram Protocol, Src Port: 53 (53), Dst Port: 56779 (56779)

Vv Domain Name System (response)

[Request In: 1]
[Time: @.000346008 seconds]
Transaction ID: 6x0003
» Flags: @0x8182 Standard query response, Server failure @
Questions: 1
Answer RRs: @
Authority RRs: @ @
Additional RRs: @
Vv Queries
v appserver: type A, class IN
Name: appserver
[Name Length: 9]
[Label Count: 1]
Type: A (Host Address) (1)
Class: IN (@x0001)

Aoz 2+ Time: 0000396 + Source: 172.16.16.251 * Destination: 172.16.16.101 - Protocol: DNS - Length: 69 « Info: Standard query response 003 Server failkire A appserver

Puc. 10.31. Peakumns Ha DNS-3anpoc ykassisaet Ha npobnemy eHe ¢punmuana

Kak noka3ano Ha puc. 10.32, ananmaupyemblii 31echb nepexBaueHHbIA CETEBON
TpaMK HAUYMHAETCA C PACCMOTPEHHOTO paHee 3alpoca M COOTBETCTBYIOUIETO
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OTBETa Hapsily C €lle€ OJAHWM JOMOJHUTEIbHbIM MAKETOM. JTOT AOMOJHUTEb-
HbIN MaKeT BbINIAAMT HECKOJbKO CTPAaHHO, NMOCKOJLKY B HEM NpelNpHHUMACTCS
NOMbITKA CBA3aTbCA ¢ OCHOBHbIM DNS-cepBepoM, pasBepHYTbIM B LIEHTPAIbHOM
WTab-KBAPTHPE, C NPUCBOEHHBIM €My ajpecoM 172.16.16.250 @ yepes ero cran-
JAAPTHbIN NopT 53 ©, 1o 31O NPOUCXOJHUT COBCEM He 110 npoTokoay UDP @, xak Mbl
K TOMY [PHUBBIKJIH.

Puc. 10.32. B sTom nakete SYN npumeHseTcs cTaHaapTHsii nopt 53, Ho He npotokon UDP

YT06b! BLIACHUTH HA3HAUEHHWE 3TOTO IaKeTa, HAIIOMHHUM OGCYX/ICHHUE MPOTOKO-
na DNS B mase 9, “PacnpocTpanennble NpoTOKOJbl BepxHero ypoBHs”. Kak npa-
BWIO, B npoTokoae DNS ucnonbsyerca nporokon UDP, Ho B To ke BpeMst B HeM
ynorpe6asercs u nporokos TCP, koraa oTseT Ha 3a11poc NpeBbIIACT ONpeCIcH-
HbliA pazMep. B 1aHHOM ciiyuae Mbl BUAMM NEPBOHAYANbHBIN cETEBOH TpadHUK No
nporokony UDP, nocne yero unuunmpyerca tpapuk 1o nporokoay TCP. Kpome
Toro, npotokos TCP ucnonbayerca B nporokone DNS Bo BpeMs nepeHoca 30HbI,
KOI/J[a 3alMCH pecypcoB nepeaaiotcs mexay DNS-cepsepaMu, 4To BHoJIHE BO3MOX-
HO U B JAHHOM CJIy4ae.

DNS-cepsep, pa3BepHyTblit B ¢uinane, BasieTcs pe3epBHBIM 110 OTHOLIECHUIO
K ocHoBHOMY DNS-cepBepy, pasmelmieHHOMy B LIEHTPaIbHOH WTaG-kBapTHpE. ITO
O3HAYAET, YTO /A MOJTYyYEHUsA 3AMMUCEN PECYPCOB OH JOJ/DKEH 3alPOCUTh HUX y OC-
HoBHOro DNS-cepBepa. A cepBep NpUIOXKEHUH, JOCTYIl K KOTOPOMY I10J1b30BaTE/IN
M3 QUIMAIA NBITAIOTCA MOJTYYUTh, TAKXKE PACMIONONKEH B IEHTPAIbHO WTAG-KBap-
Ttupe. M 310 03HauaeT, uro DNS-cepBep, Haxosmuiics B IEHTPAJIbHOM WTa6G-KBap-
TUPE, ABJISAETCA aBTOPUTETHBIM /LIS cepBepa NpuiokeHuit. YTo6b1 o6paboTaTh Ha
cepsepe, pazpepHyToM B duamnane, DNS-3anpoc Ha nonyyenme IP-aapeca cepsepa
NPWIOXKEHUH, 3alIUCh PECYPCOB Ul 3TOTO CepBepa HEOOXOAUMO NEPEHeCTH U3
DNS-ceppepa B neHTpaibHOIl mTa6-kBapTUpe Ha DNS-cepsep B dmwmane. M sto
Haubosiee BeposATHAsA MPUYMHA NOSABIEHUA NaKeTa SYN B pacCMaTPUBAaEMOM 3/1eCh
¢aiine nepexsara.
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OTcyrcTBHE OTBETA Ha 3TOT NMaKeT SYN CBUJETENbCTBYET O TOM, 4TO NPOGJIEMBI B
cnyx6e DNS Bo3HMIUIM B pe3y/ibTaTe HeylauHoro nepeHoca 3oHbl U3 DNS-cepsepa
B LIEHTPaIbHOI mTab-kBapTupe Ha DNS-cepsep B punnane. U Tenepb Mbl MOkeM
nepeiTH HEMOCPEACTBEHHO K BbIACHEHUIO MPUYMHBI HEYAYHOTO NIEPEHOCA 30HBI.
Hau6onee BepOATHBIMM BUHOBHMKAMM 3TOH HeyIayHOH omepaluu MOTYT ObITh
MapuIpyTU3aTOpPBI, pa3MeniaeMble Mexay DNS-cepsepamu B ¢puinanax v ieHTpaib-
HOI mwTaG-kBapTUpe. YTOGB! BBIABUTHL CPEAM HUX OTKA3aBIIUH CEPBEP, MOXHO NPO-
aHaIN3MpoBaTh ceTeBoi Tpaduk DNS-cepsepa B neHTpanbHOM WTa6-KBapTUPE M
onpeJeMThb, JOXOAUT JiK MakeT SYN /10 3TOro cepsepa.

Cerenoit Tpadpuk DNS-cepsepa B LeHTpPaIbHOU MTaG-KBAPTHPE HE BKJIIOYEH B
paccMaTpuBaeMblii 3fech (paitn nepexsaTa NOTOMY, YTO OH MPOCTO OTCYTCTBYET, a
CJIeI0BaTE/IbHO, NaKeT SYN BooGIe He JOXOAUT Ao 3Toro cepsepa. [locne pacnpe-
AeJIeHUs! 00SA3aHHOCTe TEXHUYECKUX CNIELMATMCTOB JUIS aHAIM3a KOH(MUIypanuu
MaplIPYTH3aTOPOB, COEUHAIONMX JBa MOAPAa3AeN€HUs KOMNIAHUH, 6bUIO OGHapY-
KEHO, YTO MOPT 53, yepe3 KOTOPLIH BXOAAIMI TPAaQUK MOCTYNAeT Ha MAPUIPYTH-
3aTOp B LEHTPAIbHOM WTa6-KBapTHUpPE, GblI HACTPOEH HA NMPOXOXAEHHUE TOJBKO
Tpaduka no nportokosy UDP u 610kupoBky Bxoasmero Tpaguka no mpoTokosy
TCP. M 3Ta npocTas omnbka B KOHQUIypalHK MOMEMANa MEPEHOCY 30HbI U3 OHO-
ro DNS-cepsepa Ha apyro#, a cjie0BaTeIbHO, U KIMEHTaM U3 Q)wma.na BBINOJIHUTD
3anpockl Ha Npeo6pa3oBaHUE UMEH YCTPOMCTB, HAXOAAIUMXCA B LEHTPAJIbHON
IWTAa6-KBapTHPE.

YcBoeHHblIE YpPOKHM

YTOo6bl HAyYUTBHCA Paccieg0BaTh HEMOJAJKHU B CETH, PEKOMEHIAYETCS BHHUMa-
TEJbHO CMOTpEThb JeTeKkTUBHbIe (puabMbl. Korna cosepiuaeTca npectymieHue, ae-
TEKTUBbI HAUHHAIOT PaccJieJOBaHME C JOTPOCOB T€X, KOrO OHO GOJIBIIETO BCETO 3a-
TPOHYJIO. ITO AAET MYTEBOAHYIO HUTb VIS JaJbHENIIETO PACCIE0BAHUS, KOTOPOE
NPOAOJIKAETCA IO TEX NOP, I0KA MPECTyMHUK He GyfeT HalaeH.

B 1aHHOM clieHapuMM Mbl HaYaiu CBOM aHAIM3 C M3yYEHHUs LEJEBOro OObEKTa
(pabouero koMmbloTepa), MOJYYUB MYTEBOAHYIO HUTb, KOTOpas W MpPUBEJIA HAC K
NpUYMHE 3aTPYAHEHMs, BOSHUKILIETO NPU OO6MeHe JaHHbIMU Mo mpoTtokoxy DNS.
B wacTHOCTH, MyTeBOAHAsA HUTh NpUBeNa Hac cHauata k DNS-cepsepy B ¢punnane,
3areM Kk DNS-cepBepy B leHTpa/bHO# ITa6-KBapTHUPE M, HAKOHEL, K MapUIPyTH3a-
TOPY, KOTOPBI ¥ MOCTYXHI IPUYMHON BOZHUKIIETO 3aTPYAHEHHUS.

BbInonHsAs aHaJIM3 MaKeTOB, CTapaiiTech pacCMaTpUBaTh UX KaK KJIIOYHU K pa3-
ragke. M xoTs Takue KI04M He BCera COOGMAIOT O TOM, KTO COBEPIINI IIPECTYyILIe-
HHe, 324aCTyIO OHU NPUBOAAT B KOHEYHOM UTOT€ K CAMOMY BUHOBHHUKY.
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I'Iospe)xgeuue ACQHHbLIX NPOrpaMMmbl
Daiin nepexsama K unciry Hau6osiee 4acThIX CIIOPOB CpeAH crenya-
tickedoffdeveloper.pcapng JIMCTOB U3 OTAena HHGOPMALMOHHBIX TEXHOJIO-
TMil OTHOCATCSA MEpenajky Mexay pa3paboTyHka-
MU U CETEBBIMM aAMUHHUCTPaTOpaMu. B yacTHOCTH, pa3paGoTYMKM BCETAa CBAINBA-
10T BUHY 3a NPOrpaMMHble OIUOKU Ha HEyJayHOe NMPOEKTUPOBAHUE CETEl U Hey-
JOBJIETBOPUTEIBHO paboTaloliee ceTeBoe 060pyIoBaHNe. A ceTeBble aMUHHUCTPA-
TOPBI OOBHHSIOT MPOrPaMMHUCTOB B TOM, YTO OHH HANMCAIH ILTOXOH KOJ, CTaBIIMii
NPHYMHOM BOZHUKHOBEHHS OIIMGOK B CETH U €€ MEVIEHHOH pa6oThl.

B naHHOM clieHapUM NPOrpaMMHCT pa3paboTal HNPHJIOKEHHE VIS OTCJIEXKH-
BaHUA NMPOJAX B CETH Mara3uHOB U COOOIEHUsA NMOJTyYEHHbIX PE3yJLTaTOB B LIEH-
TPaJIbHYIO0 6a3y JaHHBIX. YTOGBI CMJILHO HE HArpyXaTh CeThb B pabouee BpeMs 3TO
NPWIOKEHNE He OGHOB/SAET JaHHbIE B PealbHOM pexume. Bmecto aToro saHHble
HaKaILUIMBAIOTCA B T€YEHUE BCEro pabodero AHA M 3aTEM NEPEAIOTCA HOYBIO B
Busie TekcToBoro ¢aiina ¢opmara CSV (3HaueHUs, pasjiessieMble 3aMAThIMMU), JUIS
NOCJIEAYIOIErO BBOJIA B IEHTPAILHYIO 623y JAHHbIX.

9To BHOBb pa3paboTaHHOE NpuIOKeHHEe (PYHKIHOHHUPYET HE COBCEM BEPHO.
B wacTHOCTH, cepBep nosy4yaeT pailibl, NOChUIAEMbIE U3 Mara3uHOB, HO JAHHBIE,
BBOAMMbBIE B LICHTPAIbHYIO 6a3y JaHHBIX, OKAa3bIBAIOTCA HEeBEPHBIMU. Tak, B HMX
OTCYTCTBYIOT HEKOTOpPbBIE Pa3je/ibl UM MOPUMH JAaHHBIX, a MHOIIA OHU OKa3blBa-
IOTCS He Ha cBoeM MecTe. K HeMaioMy pa3zoyapoBaHHIO CETEBOTO aIMUHMCTpaTOpa
NPOrpaMMMCT BUHHUT BO BCEM CEThb: OH YO€X/I€H, 4TO (haiijibl MOBPEXKAAIOTCSA B IIPO-
1lecce UX NMEePeHOCca U3 Mara3uHoOB B EHTPaJIbHOE HH(POPMALIMOHHOE X PAHMIIHIIE.
IToaToMy Hama 11€/1b — BBIACHUTD, HACKOJIBKO OH IPaB.

MopxnioueHue K cetn

YT0o661 cOGpaTh HEOOXOAUMBIE JAHHBIE, MbI MOXKEM MEPEXBATUTh MAKETBI B Of-
HOM M3 Mara3uHOB WIM B IIEHTpaIbHOM oduce. Paccmarpusaemas 3zech npobae-
Ma OKa3bIBaeT BJIMAHME Ha (PYHKIHMOHMPOBAHHE BCEX Mara3MHOB, IO3TOMY OHa
JOJDKHA BOHUKATh B LIEHTPAIbHOM O(HCe, €C/IU 3TO MMEET KaKOe-TO OTHOWEHHUE K
cetu. Y 3T0 €IMHCTBEHHAs! HUTb, CBA3YIOIAsl BCE Mara3uHbl, IOMUMO CaMOTO MpPO-
rPaMMHOTO O6ecneYeHUA.

CeTeBble KOMMYTATOPBI IIOJIEPKUBAIOT 3€PKaJIbHOE OTOGPaXKeHHUE OPTOB, 1O~
3TOMY Mbl OTOOPa3MM 3€PKaJIbHO MOPT, K KOTOPOMYy MOAKIIOUEH CEPBEP, U Nepe-
XBaTHM ero ceTeBoii Tpaduk. ATOT TpaPuK OrpaHUUMBAETCA €JUHCTBEHHBIM Ma-
ra3uHOM, BBIFPYKaloluM cBoi ¢aiin ¢popmaTta CSV Ha ceppep c6opa aaHHbIX. [To-
JIy4EeHHBII B UTOTE PE3y/IbTaT COXpaHeH B (aitie nepexpara tickedoffdeveloper.

pcapng.

302 lnaosa 10



Tigm: @it_boooks
Ananus

O npuIoKeHNH, pa3paboTaHHOM MPOrPaMMHMCTOM, HaM HEU3BECTHO HHUYETO,
KpPOMe OCHOBHOTO NIOTOKA MH¢popMauuu B ceTH. PaccmaTpusaemblit 3xech daiin ne-
pexBaTa HAUMHAETCA ¢ ceTeBoro Tpaduka no nporokoay FTP, noatomy uccaexyem
€ro, 4To6bl BBIACHUTH, A€HCTBUTEIBLHO I OH SIBJSAETCSA OCHOBHBIM MEXAHU3MOM
A1s nepeHoca ¢aitna popmara CSV.

3arisHyB cHavana B cnucok nmaketos (puc. 10.33), Mbl MOX€EM 3aMETUTh, UTO
XOCT, HaXOASUWMIACS o aapecy 172.16.16.128 @, ununuupyeT o6MeH AaHHbIMH
C XOCTOM, PaCIOJOXEHHbIM 110 aapecy 172.16.16.121 @, HayuHad C YCTaHOBKU
coeauHeHus 1o nporokoay TCP. Takum 06pa3oM, Mbl MOXKEM MPEANIONOKUTD, YTO
XOCT, HAXOJAAUMICA 1o aapecy 172.16.16.128, sBASETCS KIMCHTOM, NEPeJaloM
JaHHbIe HAa 06pabOTKY, a XOCT, pPacloIOKEHHbIH 10 aapecy 172.16.16.121, — cep-
BEPOM, Iie cooupaloTcsi U 06pabaThIBAIOTCA JAaHHbBIE, TOJYYEHHbIC OT KJIHCHTA.
[IpocrexuBast Mpoueaypy yCTaHOBKH cBA3M no npotokoy TCP, Mpl HaunHaem 3a-
meuaTh FTP-3anpock! kiMeHTa 1 oTBeTHI cepBepa ©.

Puc. 10.33. MNepBoHayanbHbii 06MeH BAHHLIMM TOMOrAeT OTAMYMUTL KIIMEHTA OT Cepsepa

HaM u3BecTHO, 4TO B JAaHHOM CJIydyae JOJKHA NMPOUCXOAUTH Nepeaaiya HEKOTO-
PbIX AAHHBIX, TIO3TOMY, HCIIOJIb3Yst CBOM 3HaHUs npoTokosa FTP, nonpo6yem naittu
NaKeT, ¢ KOTOPOro HaYMHaeTcs 3Ta nepejgaya. Coe/[MHEHNE U NIEPEAAYa JAHHBIX 10
npotokony FTP mHunuupyioTca KIMEHTOM, a C/I€IOBATENBHO, OT XOCTA, HAXOAs-
merocs no aapecy 172.16.16.128, cieayeT oXuaTh BblAa4y KOMaH/Ibl STOR, npy-
MeHsieMoii B npotokose FTP st Beirpyskn gannpix na FTP-cepsep. YTo6b1 obOHa-
PYXHTb 3Ty KOMAHJY, 1POIlle BCETO COCTaBUTb (PUJIBTP.

B paccmarpuBaemoM 3aech ¢aiinie nepexsara umeercss Hemano komana FTP-za-
IPOCOB, U Mbl MOXXEM COCTaBUTh HYXHbIH HaM (PUIBTP HEMOCPEACTBEHHO B MaHe-
1 Packet List BMecTO TOro, 4To6bl Nepe6upaTh COTHU MPOTOKOJIOB M MX OIIUIA B
HocTpouTese BblpakeHUH. Jl1s 3TOoro HEO6XOAMMO CHAUAIA BbIOpAThb MaKeT C JO-
cTynHoi B HeM koMaHao#i FTP-3anpoca. BeiGepure naker 5, NOCKOJIbKYy OH Haxo-
AMTCS GIMDKe K Havally CIMCKa. 3aTeM pa3BepHUTE pasfienbl FTP u USER U3 BbIGpaH-
HOTO nakeTa B maHenn Packet Details. [llenkHnTe npaBoii KHONKON MBI Ha MOJIE
Request Command: USER u BbiGepuTe KoMaHAy Prepare a Filter=>Selected (IToaroro-
BUTb GUILTP™ BbIOpaHHBIiT) U3 KOHTEKCTHOTO MEHIO.
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B utore GpuIbTp A1 BCeX MaKEeTOB, COAEpKaIMX KoMaHy USER pis FTP-3anpo-
ca, GyIeT NIOArOTOBJIEH U Pa3MEILEH B JMaIOroBoM OKHe ¢uibTpanui. Jlanee otpe-
JAKTUpY#TE 3TOT (PUILTP, 3aMEHMB ¢J10BO USER c10BOM STOR @, kak Moka3aHo Ha
puc. 10.34.

(W[ forequestcommend = 570" @ S B3E23 -] Boresson. | +
No Time Source Destination Protocol  Length Info
@ 64 4365650 172.16,16.128 172,.16.16,121 i 83 Request: STOR store4#29-83222818.csv

Puc. 10.34. 3tot puneTp nomMoraert BbisICHUTL, rAe HAYUHAETCS NEPEeAaYa AaHHbIX

ATOoT PMABTP MOXKHO GbLIO GbI KOHKPETU3UPOBATH elle Gonbiue, BoiOpas IP-a-
APEC KIMEHTA U YKa3aB €ro B Ka4eCTBE OTNPABUTENA B JONOJHUTEIbHOM YCIOBUU
&& ip.src =172.16.16.128. Ho nockosbky paccMaTpuBaeMblii 31ech (aiin nepe-
XBaTa ¥ TaK OTPaHUYEH OJHUM KJIHEHTOM, TO 0COO0H HEOGXOAUMOCTH B TAKOM JI0-
NOJHEHUU (PUIBTPA HET.

A Tenepb npuMennTe 3TOT PHILTP, Haxap K1aBumy <Enter>. B urore noasur-
€S €AMHCTBEHHBIH 3K3eMILIAp KoMaHabl STOR, nmelomuiics B nakere 64 @ u3 pac-
CMaTpUBaeMoro 3/iech (aiina nepexsara. 3Has TeNnephp, rae HAYMHAETCA Nepeaaya
JAHHBIX, IEJKHUTE Ha nakeTe 64, 4To6bI BLIOPATH €ro, a 3aTeM OYUCTUTE (PUILTP,
IEJKHYB Ha KHOIIKe X, pacnonomeHHof/i Bbllle naHesu Packet List. Ha 3KpaHe 10-
ABATCA BCE MAKeThl U3 NepeXBauyeHHOro TpaduKa, Cpeiu KOTOpbIX OyleT BbIGpaH
naker 64.

Ananu3upys aaHHbI (a1 nepexpaTa, HauMHasA ¢ nakeTa 64, MOXHO 3ame-
THUTB, YTO B 3TOM [AKETE yKazaHa nepexada ¢aitia store4829-03222010.csv @
(puc. 10.35).

,‘ Wireshark - Packet 64 . tickedoffdeveloper - a X

Frame 64: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
Ethernet II, Src: IntelCor_Sb:7d:4a (06:21:6a:5b:7d:4a), Dst: Vimware_ea:17:be (99:@c:29:ea:17:be)
Internet Protocol Version 4, Src: 172.16.16.128, Dst: 172.16.16.121
Transmission Control Protocol, Src Port: 2555 (2555), Dst Port: 21 (21), Seq: 222, Ack: 875, Len: 29
v File Transfer Protocol (FTP)
v STOR store4829-83222810.csvir\n
Request command: STOR
Request arg: stcreiszﬂ—@ﬁzzzelﬁ.csao

No.: 64 + Time: 4.36965%9 - Source: 172.16.26.128 ~ Destination: 172.16,16.121 * Frotocol: FTP + Length: 83 + Info: Request: STOR stored829-03&

Puc. 10.35. ®arin popmara CSV, nepeaasaemsisi no npotokony FTP

B nakerax, ciaexyiommx nocyue komanabl STOR, yka3aH Jpyroi NopT, XOTs OHU H
0003Ha4YalOTCA KaK 4aCTb nepeaayM JaHHbIX TUIA FTP-DATA, Hrak, mbl y6e,awmc1>,
4YTO JaHHbIE NEPEAAIOTCSA, HO €lI€ HE BbIAICHW/IM, ObLT JIM NpOrpaMMUCT npas. [lis
3TOI0 HEOOXOAUMO YOEAMTbCS, OCTAeTCs JIM CoJepXuMoe nepeaaHHoro daiina
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HEBpEAMMBIM IOC/e nepeHoca no cetu. IlepeiineM aajnee K U3BJIEYEHUIO HTOTO
(paiina U3 nepexsayeHHbIX AKETOB.

Korza ¢aiin nepenaercs no cetu B HezanmmgpobanHoM popMaTe, OH pa3buBaeT-
Cs1 HA CETMEHTBI M COGHPAETCS CHOBA B MECTE €ro NoJydeHust. B 1anHoM crienapuun
MBI II€PEXBATBIBAIM MAKETHI IO MEPE UX MOCTYIUIEHUA K MOJIy4aTes10, HO NPexXe,
4eM OHM COOMpaIuch CHOBA. TakuM 06pa3oM, B HallleM PaCHOPSHKEHUM UMEIOTCS
BCE JaHHbIE, 1 HAM OCTAETCS JHUIIb COOPATh MX BMECTE, U3BJeKas (aiin B BUAE 10~
TOKa AaHHbIX. C 3TOH LeJbIO Bbl6epHTe 0001 maKeT U3 MOTOKA JaHHbIX TUNA FTP-
DATA (Hanmpumep, nakeT 66), mEJIKHATE HAa HEM NPABOM KHOMKOI MBI U BbIGe-
pute komanay Follow=>TCP Stream (Otcrexusarb=Ilorok TCP) 3 KOHTEKCTHOrO
meHI0. [ToJlyueHHbIit B UTOre pe3y bTaT nokasaH Ha puc. 10.36. On noxosx Ha 06b14-
HbIi1 TeKCTOBBIN (aiin popmaTa CSV, copepxalluii JaHHbIE O MPOAANKAX.

M Wireshark - Follow TCP Stream (tcp.stream eq 1)..  — O X

4829, 30
| 4829, 62

| 4829,3147
|4829,13
| 4

0 server pkifs) 0 tumns.,

Entire conversation {19 kB) ¥ | Show data as | ASCH ¥ | Stream ‘ 15

5 = : T 5
ke I O

Hide this stream Print Save as.. Close Help

Puc. 10.36. B TCP-notoke MoxHO ysuaeTs, kakue
MMEHHO AiAaHHbIE NepeaaroTcs

JlaHHple MOXHO YBMJAETbH B aHAIU3UPYEMOM IOTOKE MOTOMY, YTO OHM Iepesa-
10Tcs B He3ammgposaHHoM Buje no nporokony FTP. Ho, ocHoBbIBasACh TOJIBLKO Ha
IIOTOKE, HEJIb3sl C YBEPEHHOCTBIO CYAUTD, YTO IIEPEIaHHbIN 10 ceTH (aiin ocTaics
HeBpeAUMBbIM. UTOOBI cOOpaTh JaHHBIE CHOBA U COXPAHMUTb UX B BHU/IE MCXOJHOTO
¢aiina, meaKHUTE Ha KHOMKE Save As U YKaXUTe TO UM ¢aiiia, KoTopoe o6o3Have-
HO B MakeTe 64, a 3aTeM MEJKHUTE HA KHOIKe Save.

B pesysabraTe onepauuu coxpaHeHus Oyget cosgaH ¢aitn popmarta CSV, asas-
IOIMIACA TOYHON KOMHeil Ha ypOBHE OTAEJIbHbIX GalTOB TOro ¢paitna, KOTOpBIH
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ObLT NMEepBOHAYAIBHO I€PEaH U3 Mara3uHa. B 3ToM MOXHO yGenuTbcs, CpaBHUB
X€II-CYMMBbI ICXOIHOTO M U3BJIEYEHHOTO (PaiiIoB, NIOJTy4aeMble 110 alrOPUTMY K-
poBanuss MD5. CpaBHuBaeMble Xell-CyMMbl 1o airoputmy MD5 o6oux daiinos
JOJIKHBI ObITh OAMHAKOBBI, KaK II0Ka3aHOo Ha puc. 10.37.

storedd. 2010.csv Properties X

General File Hashes | Securty Details = Previous Versions

Name Hash Value
CRC FD38F576
CAAD70SACED TROCGEBCE442000
65769D35E20F 374946 1C4A6FDE/

Hash Comparison

ECDAAD709ACED7B0C6EBCE4420005799

MD5 Compare a file

Puc. 10.37. Xew-cymmel no anroputmy MDS
MCXOQHOrO M M3BNEYEHHOTO paKNOs OAMHAKOBSI

CpaBHuB 06a (pailta, MOXXHO ceaTh BBIBOJ, UTO CETb HENb3s BUHMTb B MO-
BpeXAeHUN MHPOPMALIMH, COXPaHAEMON PacCMaTPHUBAEMbIM 3/ICCh IIPHIOKEHUEM
B Ga3e aaHHbIX. Paiin, nepeaHHbI M3 MarasuHa JUisi cGopa IaHHbIX Ha cepsepe,
OCTaeTCsl HEBPEAUMBIM, 10X0Js1 10 cepsepa. [TosToMmy mo6oe 1nospexaenue, cKo-
pee Bcero, MPOMCXOAUT B ITpolecce o6paboTku 3Toro ¢aiina B NPUIOKEHUH HA
CTOpOHE cepBepa.

YcsoeHHble ypoku

AHa/IM3 Ha YpPOBHE TAKETOB NPUMeYATENEH, B YACTHOCTH, TEM, UTO OH U306aBIIsl-
€T OT HEOGXOAUMOCTH pa3éMpPaThCs B HAPOMOXIEHUHN PA3IMUHbIX MPHIOXKEHUM.
HeynauHo pa3dpaGoTaHHBIX NMPUIOXKEHUH HaMHOro 6Gosiblie, YeM pa3paboTaHHbIX
yAQ4YHO, HO Ha YPOBHE I1AKETOB 3TO HE UMEET HUKAKOIo 3HaueHusl. B nannom ciy-
yae MPOrPpaMMUCT MCIIOJb30BaT B CBOEM IIPUIOKEHUH HEKUE 3arajlOIHbIE CETEBbIC
KOMIIOHEHThbl. HO B KOHEYHOM cYeTe BeCh CJI0KHBIH AITOPUTM NEpeaun AaHHbIX,
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PEAIM3OBAHHBIA B COTHAX CTPOK KOJIa, MOXET ObITb CBEIEH K CETEBBIM MPOTOKO-
nam FTP, TCP u IP. 3nas oco6eHHOCTH (PYHKIIMOHMPOBAHHUS 3TUX OCHOBHBIX MPO-
TOKOJIOB, Mbl CMOIJIM YO€IUThCS, YTO MPOLECC NEPeJaiu JAHHbIX 110 CETH MPOXO-
AW BEPHO, U JIaXKe CyMeJI U3BJieyb (paii U3 MOTOKA JAaHHBIX, YTOObI JOKa3aTb MC-
NPaBHOCTDb CeTHU. B 3T0i1 CBA3M OYEHb BAXHO MOMHUTD, YTO KaKOH Gbl CJIOXKHOM He
0Ka3a1ach BO3HUKIIAA B CETH NPO6/IEMA, OHA BCE PABHO CBOJMTCS K MMaKETaM.

3akniountensHole coobpaxeHus

B 3T0ii maBe 6bL1 pacCCMOTPEH PsAJl CLIEHAPUEB, B KOTOPBIX aHAIU3 IIAKETOB I10-
3BOJISIET JIydllI€ MOHATh U Pa306paThCs B TPYAHOCTAX OOMEHA JAaHHBIMU IO CETH.
ITpumeHss 3/1eMEHTapHbIH AHATU3 O6IEYNOTPEGUTENIBHBIX CETEBBIX IPOTOKOJIOB,
Mbl CMOIVIM NPOCJIEAUTh U CBOEBPEMEHHO Pa3pelIMTh pPa3jU4Hble 3aTPyAHEHU,
BO3HUKaomMe B ceTH. M XoTa paccMOTpeHHbIE 3€Ch CUEHAPHH MOTYT OTINYATh
CsA OT TeX, C KOTOPbIMHM BaM NMPHJETCA UMETD JI€JI0 Ha NPAKTUKE, NPEACTaBICHHbIE
31€Ch METOAMKH aHAIN3A MAKETOB JOJDKHBI PUHECTH BaM II0JIb3Yy B Pa3pelleHUU
3aTPyAHEHMH, BO3HUKAIOWIMX B Balllei CETH.
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11

MEPbI 6OPbbbl C MEAAEHHOWM CETbIO

Bonpmyio yacTh BpeMEHM CETEBOMY aIMHIMCTPATOPY NMpPH-
XOAMUTCSA YAEJATb YCTPAHEHHIO HEMOIA0K Ha KOMIIbIOTEPaX
M cepBepax, KOTopble paGoTaloT MeMIeliee, YeM OGbIMHO

Ty CETH, TO 3TO €ll€ HE O3HAYAET, UYTO BUHOM TOMY CaMa CCTb.

IMpexe yeM HaUMHATL GOPOTLCSA € ME/UVICHHOM CEThIO, HEOOXOUMO BbIICHUTD,
AEHCTBUTENBHO JU OHA paboTaeT MealeHHO. M3 3TOH 1aBbl Bbl y3HAaeTe, KaK 3TO
AeaeTcs.

M HauHeM MBI ¢ 06CYX/I€HUA (DYHKIIMOHAIbHBIX CPEACTB, JOCTYIHBIX B MPOTO-
kosie TCP i ycTpaHeHusi olmM60K M ylpaBl€HUs OTOKAMU JaHHBIX, NiepeJaBae-
MBIX 110 CeTH. 3aTeM Mbl 1I0KaXEM, KaK OGHAPYXHUBAIOTCS XapaKT€PHbIE NPU3HAKH
MeUIeHHO paGoTalonicii cetu. M, HakoHel, Mbl pacCMOTPHM CMIOCOGbI CPaBHEHUS C
MCXOXHBIMHU XapaKTE€PUCTHKAMH ceTel M AeHCTBYIOIMX B HUX CJIY6 U yCTPOHCTB.
[Ipopa6oTaB MaTepuai 3TOM MIABbI, Bbl CMOXKETE HAMHOTO JIy4llle BbIABIATD, AUA-
FHOCTHPOBATD U YCTPAHATD HEMIONAIKH B MEUIEHHO pabGOTaIOMHUX CETSAX.

s duaznocmuru medienno pabomarnwusux cemei, UMeemcs, HeMairo Memooux.
30ecv evibpana memoduxa, onuparowancs ¢ ocnoenom wa npomoxoa TCP,
TOMOMY UMO UMEHHO IMO20 UAULE 6Ce20 0KA3bI8aemca docmamouno. B omau-
wue om npomoxoaa ICMP, npomoxor TCP daem go3moxcrocms npogodums
NACCUSHDLUL PEMPOCNEKMUBHDIU AHAAUI EMECMO MO2O0, WM0bbL 2enepuposamy
donoanumessHsill cemegoii mpagux.
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DyHKUMOHANbHLIE CPEACTBA YCTPAHEHUS
owunbok B npotokone TCP

@PyHKIMOHANbHBIE CPEACTBA YCTPAHEHMS OIWMOOK, JOCTYNHbIE B NPOTOKOJE
TCP, ny4ie Bcero noAxoAaT Aisi OOHapyXeHHUs, IMarHOCTUKH U B KOHEYHOM CueTe
yCTpaHeHHs GOJIBIIMX 3aA€PXKeEK MpH nepeaayde JaHHbIX B ceTH. C TOYKHU 3peHus
OPraHM3aLMH KOMIBIOTEPHBIX CETEH 3adepyka — 3TO Mepa, Oonpeaensomas pas-
HOCTb MeX/y MOMEHTAMH BPEMEHH Nepefayvu ¥ IPUEMA NAKETOB.

3agepxky ObIBAIOT OJHOCTOPOHHME (M3MEpSAETCA BpeMsi Nepelayd NaKeToB
OT OTNPABUTEsA K MOJY4ATeI0) U ABYXCTOPOHHHUE (M3MEpAETCs BpeMd nepejadu
MaKeTOB OT OTNPABUTEJIsA K MOJIyYaTeI0 U 06paTHO k oTnipaBuTemo). Ecim o6Men
JaHHBIMH MEXIY yCTPOHCTBaMHU POUCXOAUT GLICTPO U BPEMs JOCTABKH IAKETa U3
OHOI1 KOHEUHOH TOUKH B JIPyryiO HEBEJIMKO, TO TaKOH OOMEH JaHHBIMHM NMPOUCXO-
JMT C Manol 3adepickoli. A €Cv KOCTaBKA MAKETOB OT OTIPABUTESA K MOJyYaTeio
OTHMMAeT HEMAIO BPEMEHHM, TO TAKOH O6GMEH JaHHBIMHM NMPOMCXOAUT C boavwiol 3a-
depcxoti. Bonblas 3aaepikka — 3TO NEPBbIil Bpar BCeX CETEBbIX 3/IMUHUCTPATOPOB,
KOTOpbI€ OU€Hb LIEHAT UCIIPABHOCTDb CeTH. Belb MMEHHO B Hel 3aK/I0YaeTCs Lelb
ux paboTsl.

B mase 8, “IIpoToKO0/IbI TPAHCIIOPTHOTO YPOBHSA”, HOACHSUIOCH, KAKMM 06pa3oM
HOMeEpa NOATBEPXKACHUS U NMOPAAKOBblE HOMEPA NPUMEHSAIOTCA B npoTtokosie TCP
A1 obecrneYeHUsl HaleXKHOH JOCTaBKM 11aKeTOB. A B 3TO# IIaBe 3TH HOMepa 6yayT
PAcCMOTPEHbI CHOBA, YTOOBI BHIACHUTD, KakuM ob6pa3om nportokos TCP pearupyer
Ha HapylleHHe MOCJIEAOBATENIBHOCTH NpUeMa (MM BooGlIe HenmpHeMa) MaKeToB ¢
3THUMH HOMEPaMH H3-3a 60JIbIIOI 3aJIEPXKKH B CETH.

MNosropHas nepepaua aaxHbix B npotokone TCP

Daiin nepexsama tep_ CnocoGHOCTh XOCTa MOBTOPHO IEPEJABaTh MAKETbI
retransmissions.pcapng OTHOCHTCH K CaMbIM OCHOBHBIM (YHKIHOHAIbLHBIM

CpeiAcTBaM ycTpaHeHusi omn6ok B npotokosne TCP.
OnHo npeanasHaueHo B 60pbObl C NOTEPAMHU AKETOB.

s nmoTepy MakeToB CYyMIECTBYIOT HECKOJBKO BO3MOXHBIX MPHYMH, BKIIOYasA
HeBepHO (PYHKIMOHHPYIOIIME NIPWIOXKEHHS, CUIbHO NEpPerpyXeHHble MapupyTH-
3aTOPbl WIM BPEMEHHO BBIXOAAIIME U3 CTPOA cayx6bl. B cBa3u ¢ TeM uTo onepa-
LMY HA YPOBHE MAKETOB BbINOIHAIOTCA OY€Hb ObICTPO, MOTEPs MAKETOB 3a4aCTyl0
HOCUT BpeMeHHbII xapakTep. [loaToMy kpaiiHe BaxxHO, 4To6bl B npoTokone TCP
MOXHO 6bLIIO CBOEBPEMEHHO OGHAPYXUBATb M YCTPAHSATD IOTEPIO [TAKETOB.

[MaBHBIM MEXaHM3MOM, MO3BOJSIONMM ONpPENECAUTb HEOOXOAMMOCTb NOBTOP-
HOH Nepejayu MaKeTa, ABASETC maumeh nosmopuol nepedawu, KOTOpbIH OTBEHAET
3a OTCUeT gpemenu oxcudanus do noemopnou nepedawu (RTO, nam Retransmission
Timeout). Besikmit pa3, koraa nmaket nepejgaercs no npotokony TCP, sanyckaercsa
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TaliMep MOBTOPHOM nepefauyy. TOT TaliMepP OCTAHABIMBAETCS, KOT/A NOJIy4Y€eH Ma-
keT ACK. [IpoMexxyTok BpeMeHH MexXTy nepeaadeii v npueMoM nakera ACK Ha3biBa-
eTcst epemenem na nepedauy u noomeepxcoenue npuema (RTT, nnu Round-Trip Time).
Hekoropble U3 3TUX BPEMEHHbX XapaKTE€PUCTHK yCPeAHSAIOTCH, 4TOObI onpene-
JINTh OKOHYATE/IbHYIO BEJIMMHUHY BPEMEHU OXH/IAHMS 10 IOBTOPHOM nepeaayu.

Jlo Tex mop, 1oka BpeMs OXHJIaHUs 0 NOBTOPHOI nepeaayu He GyxeT onpene-
JICHO, ONepalMOHHas CUCTEMA lIePe/lalolIEro YCTPOMCTBA MOJIATaeTCsA HA YCTaHAB-
JIMBaeMoe B HEil 1O yMOJIYaHUIO BpeMs Ha Iepeiady M MOATBEPXIEHUE NPHEMA,
KOTOpPOE BBIIAETCS NMPHU NEPBOHAYAILHOM OOMEHE JaHHBIMHU MEXIYy XOCTaMH. 3a-
TEM €ro BeJIMYMHA KOPPEKTUPYETCs, UCXO/s M3 BPEMEHH Ha Mepeaayy M NMOATBEPX-
A€HME NpUeMa MOJyYEHHBIX MAKETOB, YTOGDI ONpPEAENTUTh BPEMSA OXKUIAHHUS 10 MO~
BTOPHOM nepeauu.

Kak TonbKO Be/IMYMHA BpEMEHH OXHMAAHMA 1O MOBTOPHON mepegauu OyaeT
onpesesieHa, 10 KaXA0OMy NepeaBaeMoMy NakeTy GyAeT cpabaTbiBaTbh TalMep Mo-
BTOPHOM Nepe/iayM, eC/IM IIPOM301LIa NoTeps 3Toro nakera. [lpouecc nopropHoi
nepeaayu nakeTos no nporokosy TCP HarsaaHo nokasax Ha puc. 11.1.

I [NlaHHbie

I NosTopHan nepeaaya 1 (RT0)

p | NosTopxan nepepava 2 (RTO x 2)
o
L NosropHas nepegaya 3 (RT0 x 4) prm—
[(FHEEEEN
Xoct oTnpasutens L TMosTopHan nepeaasa 4 (RT0 x8) > Xoct nonyuarens
l NosropHan nepepaya 5 (RTO x 16) >
| bes3 orBera = Coepunenme paopsao |
Puc. 11.1. KoHuentyansHoe npeacrasnexue npouecca nosTOPHOM

nepepa4u nakeros no npotokony TCP

Korzaa naker nocpuiaercs, a nojyyaTesb He OTIPABAAET B OTBET IIOATBEPXKAAIO-
muit makeT ACK o nportokosy TCP, ornpasurenb npeanonaraet, 4To UCXOAHBIN na-
KeT ObLI IOTEPSAH, U NEPEAacT ero eule pa3. Ilpu noBTOpHOII Nepenaye nakera Be-
JMYMHA BPEMEHHU OXXHUAAHUA 10 MOBTOpHOI nnepenaun (RTO) yasausaercsa. U ecan
NMo/ITBEPKAAIOMMIT makeT ACK He GyAeT 110JIyYeH 10 UCTEUEHUs TOTO BPEMEHH, TO
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NPOM3OMJET elle OfHa MOBTOPHAsA Nepejaya NakeTa. A eCJIM U NocJe 3TOTO MOA-
TBepxAalomui naket ACK He 6yA€T NOJTy4eH B OTBET, TO BEJTMYMHA BPEMEHH OXH/a-
HUsA 0 NOBTOPHOM Nepejauy yABOMTCA CHOBA. TOT Npouecc GyAeT NPOAOIKAThCS
A0 TeX TMOop, MOKa OTNPAaBUTE/Ib HE JOCTUTHET MAaKCHMaJIBbHOTO KOJHUYECTBA MOMbI-
TOK NMOBTOPHOM Mepejfayu, Ha KOTOpoe OH Obl1 HacTpoeH. bosiee noapoGHO aToT
npouecc onucaH B JokymeHTe RFC 6298.

MakcuMabHOE KOJMYECTBO MHOMBITOK MOBTOPHOH Nepeiaud 3aBUCHT OT Be-
JIMYMHDI, YCTAHOBJIEHHON B ONEpPalMOHHON CHCTEME MNepeAalollero yCTPOMCTRa.
ITo ymonuaHMIO XOCTBI NOJ ynpabjieHueM cucteMbl Windows coBeplIaloT MaKcH-
MyM 5 NONbBITOK NOBTOPHOM Nnepefayu, a 60JLIIMHCTBO XOCTOB MOJ YNpaBJieHHeEM
Linux — 10 15 Takux noneIToK. ITOT NapaMeTp HaCTpaMBaeTCs B 06O onepanu-
OHHOI1 cuCTeMe.

B kauecTBe npuMepa noBTOpHOM nepenayu 1o nporokony TCP orkpoiire ¢aiin
nepexpara tCcp _retransmissions.pcapng, cocTosimero u3 mectd nakeros. [lep-
BbIH M3 3TUX [TAKETOB NpPHUBEAEH Ha puc. 11.2.

M Wireshark - Packet 1. tcp_retransmissions - m] X

1: 706 bytes on wire (

Fr 786 bytes captured (5648 bits)
L e i)

Internet Protocol Version 4, Src: 10.3.3@.1, Dst: 10.3.71.7 ‘)
v Transmission Control Protocol, Src Port: 1048 (1@43), Dst Port: 1043 (1043), Seq: 1, Ack: 1, Len: 648

Source Port: 1048

5648 bits)

Destination Port: 1043
[Stream index: @]

[TCP Segment Len: 648]

Sequence number: 1 (relative sequence number)
[Next sequence number: 649 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 2@ bytes

Flags: @x@18 (PSH, ACK) @

Window size value: 8760

[Calculated window size: 876@)]

[Window size scaling factor: -1 (unknown)]
b5f [validation disabled]

: 0

Checksum: @

U

[SEQ/ACK analysis]
v Data (648 bytes) ©

Data: 7@3eced4b27b1db9282deasd181dddB618735041b579cd2edd. . .

[Length: 648]

rgent pointe

No.: 1 * Time: 0.000000 - Source: 10.3.30.1 * Destination; 10.3.71.7 * Protocol: TOR. 43 [RSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE I\

o)

Puc. 11.2. Npocroi naker TCP, coaepxawimii aaHHble

To, NMo cyiecTsy, nakeT PSH/ACK @, coaepxamuii 648 6aittoB faHHbIX © U ne-
peaasaemblii 1o nportokony TCP u3 xocTa, Haxojsamerocs no aapecy 10.3.30.1,
XOCTY, paclioIoXeHHOMy 1o ajpecy 10.3.71.7 @. M 5To TUNNYHBIIA MaKeT IS 1e-
peaayy JaHHbIX.
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ITpu 0GBIYHBIX OGCTOATENBCTBAX CJAEAYET OXKHUAATD, YTO MOATBEPXKAAIOMMIA M-
KeT ACK JOJDKEH NMOChLUIaThCsA B OTBET No npoTtokony TCP yepe3 10BOABHO KOPOT-
KU IPOMEXYTOK BPEMEHM NOCJIE OTNPABKH NepBoro naketa. Ho B ganHoOM ciyyae
1IOBTOPHO NepefaeTcs caeaylomuii naker. O6 3ToM MOXHO CyIUTb, DI/l HA NAKET
B nmaHesn Packet List, rie B cron6ue Info CHO yka3aHa MOBTOPHasA nepegaua [TCP
Retransmission], a TEKCT U3 3TOro NakeTa BbIAEJE€H KPACHBIM I[BETOM Ha YEPHOM
¢pone. HekoTopbsle npuMeppl NOBTOPHBIX Nepeaay, HabaogaeMble B maHeau Packet
List, npuBeaenp! Ha puc. 11.3.

Destnation Protocol Length Info

3 786 1643 [PSH, ACK] Seqel Ack=l

6 4.805000

Puc. 11.3. Mpumepsbl nosTopHbix nepeaay, Habniogaemsie B naxHenu Packet List

YToO6bI BLIACHUTD, NIEPEAAETCA JIU NIAKET MOBTOPHO, MOXHO TAKXKe NPOAHAIN3U-
poBaThb ero B maHenu Packet Details, kak noka3ano Ha puc. 11.4.

‘ Wireshark - Packet 2 - tcp_retransmissions = (]} X

tes on wire (5648 bits),

Internet Protocol Version 4, Src: 10.3.30.1, Dst: 10.3.71.7
v Transmission Control Protocel, Src Port: 1048 (1048), Dst Port: 1843 (1843}, Seq: I, Ack: 1, Len: 648
Source Port: 1048
Destination Port: 1043
[Stream index: @]
[TCP Segment Len: 648]

Sequence number: 1 (relative sequence number)
[Next sequence number: 649 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 2@ bytes

Flags: @x@18 (PSH, ACK)

Window size value: 876@

[Calculated window size: 8760]

[Window size scaling factor: -1 (unknown)]

Checksum: 8x9b5f [validation disabled]

Urgent pointer: @

v [SEQ/ACK analysis] @
[Bytes in flight: 648]

v [TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission] @
[The RTO for this segment was: @.206000000 seconds] @
[RTO based on delta from frame: 1] @

Retransmitted TCP segment data (648 bytes)

No.; 2 * Time: 0.206000 + Source: 10.3.30.1 - Destination: 10.3.71.7 * Protocol: TC..3 [PSH, ACK] Seq=1 Ack=1 Win=8780 Lan=5648 [ETHERNET FRAME OHECK SEQUENCE IN

[Coo= 7} veo
Puc. 11.4. OtpensHelii nosTopHO Nepeaasaemsiii naket

[TpoBoas aHanM3 makera B naHenu Packet Details, o6paTuTe BHUMaHUE HaA TO,
YTO B MOBTOPHO nepeJaBaeMbii MaKeT BKJIIOYEHbI JOMOJHHUTENbHbIE CBEAECHUS
11oJ| 3aroJoBkoMm SEQ/ACK analysis 0. 3T nonesHbie cBeCHUA NpeAOCTABJAIOTCS
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npunoxxenueM Wireshark u He BxoasT B cam naker. OHM, B YaCTHOCTH, cooGLIa-
I0T, YTO MAKET A€HCTBUTEIBHO NePeAeTCs NIOBTOPHO @, a BpeMst 0XKM/aHus 10 110-
sTOpHOI nepeaauu (RTO) cocrasasier 0,206 ¢ © u OTCYMTHIBACTCS KAK IIPUPOCT
BpPEMEHHU OT MOMEHTA Nepefauu nakera 1 @.

OGparure Takxe BHUMaHHUE, YTO JAHHDBIN MAKET TAKOM e, KaK M MepBOHAYaIb-
HbIA MakeT (BIUIOTh 10 KOHTPOJIBHOI cyMMbI). MoxeTe y6eauTbCsi B 3TOM caMu,
CPaBHMB NIOBTOPHO II€PE/IAHHBII IaKEeT ¢ IepPBOHAYaJIbHBIM B naHeau Packet Bytes.

K ananornyHbIM pesysibsraTaM NpUBOAMT aHAIM3 OCTANIbHbIX [TAKETOB, KOTOPbIE
MOIYT OTIMYATbCA KOHTPOJbHBIMA CYMMaMU M BPEMEHEM OXH/AHHS JO MOBTOp-
HOM nepexaun. YToGb! yBUAETH MPOMEXYTKU BPEMEHHU, IIPOTEKAIOLIETO MEXK/IY I1a-
KeTaMH, 3alVIAHUTE B cToN6en Time B manenn Packet List (puc. 11.5). 3xech BbI 06-
HapyXHUTe SKCIIOHEHUHATbHBINA POCT BDEMEHH OKU/JAHUSA 10 IOBTOPHOM Mepeaun
110 M€PE YAABOCHUS €TI0 BEJIMYMHBI [10CJIE KAX/0H IIOBTOPHOI Ilepegadm.

Puc. 11.5. B ctonbue Time 13 naHenum Packet List
MOKQ3QH 3KCMOHEHUMANbHBIA POCT BPEMEHN OXH-
AGHUS JO NOBTOPHOM Nepeaayu

Boamoxuoctu nporokona TCP a1 nosTopHOI nepefayn NakeToB HUCIOIb3Y-
IOTCS NIEPEAIOIUM YCTPOUCTBOM JIJIsl BBISIBJIEHUS ¥ YCTPAHEHHS MOTEPb IMAKETOB.
A nanee mpl paccMoTpuM dybaupyrouue noomeepucoenus no nporoxony TCP. Takoin
BO3MOXHOCTBIO Ha 3TOT pa3 MOJb3yeTCsA MOJy4aTelb JAHHBIX VIS BBISIBJICHHS U
yCTPaHEHHS MOTEPD I1aKETOB.

Hy6nupyiowme noaTeepxaeHus n GoicTpbie NOBTOPHbIE
nepepaum no nporokony TCP
Daiin nepexsama Ay6aupyiolee MoATBEPKAECHHE NEPEJACTCS MOJIYyYaTEeNIeM B
tcp dupack.pcapng Makere ACK mo npotokoiay TCP B Tom ciyuae, ecau nonyva-
TeJIb MPUHUMAET NMAKEThI He 1o nopsajky. B TCP-3aronoske
CNEeNMATbHO BBIAEIAIOTCA MO/ /1A YKa3aHUs HOMePa IOATBE PXKACHHUS U HOPSIAKO-
BOTO HOMEPA NAKETA, YTOObI JAHHbIE MOXHO ObLIIO HAJEXKHO IPHHATb U CHOBA CO-
OpaTb B TOM € CaMOM I10Ps/IKe, B KAKOM OHH ObUIN NePeAaHbl.

IIEINISINI [1axem TCP 60 661 npasusviee nazvieams ceemenmom TCP, no 6orvuun-
CMEO CNEYUUAAUCTNOE 8 OAHHOT 00AACTMU NPUBHIKAU HAZBLEAMD €20 NAKEMOM.
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IMocne ycraHOBKM HOBOTO coearHeHUs no npoTtokoay TCP, npoucxoaur nepena-
4a NepBOHAYAIBLHOTO NopsakoBoro HoMepa (ISN, naum Initial Sequence Number) —
OHOTO M3 CaMbIX BaXKHbIX ()parMeHTOB HHPOpPMALUK, OOMEHUBAEMOM B TpoLecce
noATBepkAeHUA cBs3M. [loce ycTaHOBKYM e pPBOHAYAIBHOTO NMOPSAAKOBOrO HOMeE-
pa Ha 06eHX CTOPOHAX COEAMHEHMS 3TOT HOMEP MOCTENEHHO YBEJMIMBAETCS B Ka-
X/IOM IIepeIaBaeMOM Jajiee MaKeTe Ha pa3Mep NoJie3HoH nHpopmaumu, nepeHocu-
MO B JJAHHOM NaKeTe.

PaccMoTpuM XOCT OTHpaBUTENs, KOTOPBIII UMeEeT NepPBOHAYANbHbIH MOPSALKO-
Bblif HoMep 5000 ¥ nocbutaeT nmaket pazmepom 500 6aiiT xocTy noayvaremo. Kak
TOJIBKO 3TOT IIAKET 6yz(eT MOJIyY€H, XOCT MOJIyYaTe st OTBETUT MakeToM ACK no npo-
tokosy TCP ¢ HoMepom noarsepxxaeHns 5500 Ha OCCHOBaHUM CJIEAYIOIIE ¢opmynbr:

McxXonHbI1 NMOpsSOKOBEM HOMep + KoymuecTBO 6alTOB MOJYYEHHBIX NAHHBX =

= BbXOOHOM HOMep MNOATBEPXAEeHMUS

B pesyabraTe pacuera mo 3Tol ¢opmyie nepegaomieMy XOCTy BO3BPAILAETCS
HOMEp MOATBEPXACHHsA, PaBHbI ClleylomeMy MOPAAKOBOMY HOMEpY, KOTOpPbIH
NpeANoaraeT MoJy4UTb XOCT NoydaTens. XapakTepHbli TOMy IpUMep NPUBEEH
Ha puc. 11.6.

r Nopaaxosbi Homep: 5000, pa3mep AaHHbIX : 500

Homep noarsepxzaenua: 5500

| Mopaakosbik Homep: 5500, pasmep AQHHbIX : 500>

Homep noarsepxaexws: 6000

(o]

D ——

Xocr oTnpasurena | NopapkoBuii Homep: 6000, pasmep AaHHbiIX : 500 Xoct nonyvarensa

Homep noareepxaenus: 6500 |

Puc. 11.6. MNocnenosatensHocTs obmeHa Homepamu noaTeepxaeHus no npotokony TCP

BoisBneHue ¢akra norepu MakeToB MOJyYaTeNIeM JaHHBIX CTAHOBUTCH BO3MOX-
HbIM Gyaroapsi NOPsiAKOBbIM HOMepaM. OTC/IeXHBass NPUHUMAEMbIE MOPS/IKOBbBIE
HOMepa MaKeTOB, NMOJIyYaTe b MOXET BbIICHUTD, KOT/[a OH MOJIy4iJI UX HE MO NOPS/IKY.

Korza nosyyaresib NPMHHUMAET IIAKET C HENPEABUAECHHBIM MOPAIKOBbIM HOMeE-
POM, OH MpEeAIoaraeT, YTO MakeT Gbl1 MOTEPsiH BO BpeMs nepeaauu. UTto6sl npa-
BHJILHO COOPaTh IaHHbIE CHOBA, M0Jy4aTe b J0/DKEH UMETb B CBOEM PACIIOPAKECHUH
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OTCYTCTBYIOLIMI NAKET, U [MO3TOMY OH CHOBA INOCBUIAET MOATBEPXKAAIOLMI MaKeT
ACK, comep:xamluil MPEANOJIaraeéMblii MOPAAKOBbIH HOMEP MOTEPSAHHOTO MAKETa,
4TO6bI JOGUTHCSA MOBTOPHOM NMEPeadu STOTO NAKETa Y OTIIPABUTES.

IMonyuuB Tpu AyGAMpPYIOMIMX MOATBEPXKAECHUS ACK OT NPHHHMMAIOLIETO XOCTa
(mosryqarenst), nepeaomuii XocT (OTHPaBUTEb) MOCYNUTAET, YTO MAKET GbUI €t
CTBHUTEJILHO IIOTEPsIH DU Nlepe/iade, U CPady Xe HAYHET €T0 6bicmpyro nosmopryro ne-
pedauy. Kax Tonbko GbIcTpast NOBTOpHas Nepeaaya NOTEPAHHOrO MakeTa GyAeT Ha-
4aTa, BC€ OCTAJIbHbIE NI€PEJABAEMbIE MTAKETbI OyAyT MOCTABJIEHbI B OYepeab A0 TeX
nop, NoKa G6bICTPas MOBTOPHAas Nepefaya He 3aBePIINTCA. ITOT NPOLECC HAMISAAHO
nokasaH Ha puc. 11.7.

Mopaaxosbiis Homep: 5000, pa3mep AaHHbiIX : 500 >

Homep noarsepxaexns: 5500

Mopapkosbli Homep: 6000, pa3mep AaHHbIX : 500 >

Qly6nupylowee noaTeepxaeHme (1) CNopAAKOBbLIM HoMePOM 5500 ]

NI

lll,

/TR Jy6nupyiowee noaTeepxaeHMe (2) C NOPAAKOBLIM HOMEPOM 5500

Xocr ornpasuena

Xoct nonyuarens
Jlly6nupytowee noareepxaenme (3) C NopPAAKOBbIM HOMEpOM 5500 I

—

bbictpan noBTopHan nepeaaya ¢ NOPAAKOBLIM HOMEPOM 5500, pa3mep AaHHbiX: 500 >

HoMep noTBepXaeHns: 6000 |

A

Puc. 11.7. lybnupyrowee noareepxaeHne ot nony4atens npuBoaUT
K 6bICTPOM NOBTOPHOM Nepeaaye NOTePSHHOro NAKeTa

IIpumep ayGmpyomux NOATBEPXAEHUN U GbICTPBIX HOBTOPHBIX EPEAAY MOX-
HO HaliTh B ¢aiine nepexpaTa tcp_dupack.pcapng. ITepsblii makeT 3 sToro ¢aitna
nepexsaTa NpuBe/ieH Ha puc. 11.8.

1o, no cymectsy, naket ACK, mnepexaBaeMbIil IO npotokoay TCP xoctowm,
HaxozAmMMcs mo aapecy 172.31.136.85, XOCTy, pacloNOX€HHOMy MO ajapecy
195.81.202.68 @. OH COEPXUT MOATBEPXACHHE O MOJYI€HUH JAHHBIX, OTHPAB-
JIEHHbIX B IIPEJBIAYLIEM NIAKETE, HE BKIIOYEHHOM B PaCCMaTpUBAEMBIii 3Jech ¢aiin
nepexsara.
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M Wireshark . Packet 1. tcp_dupack - o g

s captured (624 bits)
6), Dst: All-HSRP-routers @1 (00:00:0c:07:ac:91)
.68 @
t: 80 (8@), Seq: 704338729, Ack: 1318973186, Len: @

Puc. 11.8. Maker ACK, rae yka3aH cnegyioLmit OXMAAeMbIH NOPIAKOBLIA HOMED

ITo ymonuanuro ¢ Wireshark npumenaromea ommocumensuoie nopaoxoavie no-
MePa naKemoe 01A YNpouseHus ux AHAIU3A, HO 6 NPUMEPAX U KONUAX IKpa-
108, npusedennvix 8 pade NOCLEOYOUUX Pa30enos, smom pexcum omobpaxce-
HuA He ucnonvdyemcs. Amobo. ommenums smom pexcum, 8vibepume crauara
xomandy Edit=>Preferences u3 a1asnozo menro, 3amem pasdea Protocols ¢ om-
Kpoiguemes oxme, danee pasder TCP u, naxoney, copocvme gaaxcox Relative
sequence numbers (Omuocumensivie nopadkoesle Homepa).

B 1aHHOM nakeTe ykazaH HOMep NMOATBepPxKAeHUA 1310973186 ®. OH 10/1XK€EH COo-
BIIA/IaTh C MOPAAKOBbIM HOMEPOM B CJEAyIONIEM MOJYYEHHOM MAKETE, KaK MOKa3a-
HO Ha pHc. 11.9.

K coxanenuio a5 Hac ¥ nojyyaTe/isi MakeToB, NOPAAKOBbINA HOMED ClEayIolLe-
ro nakera paseH 1310984130 @ u He COOTBETCTBYET OXKHAAEMOMY. ITOT MONYYEH-
HBII He MO MOPSAAKY NAKeT YKa3blBa€T Ha TO, UTO OXHUAAEeMbIil makeT 1310973186
ObLT KAKUM-TO O6PAa30oM MOTEPSH NMPH Nepelaye. XOCT NoJydaTeas 06paTUT BHUMA-
HHE Ha TO, UTO JAHHBIN ITAKET MOJIYYEH HC MO NOPSAAKY, U OTIPABUT Aybaupyolee
NOATBEPXACHUE B TPEThEM MAKETE U3 aHAIM3UpyeMoro daiina nepexsaTa, Kak 1o-
KazaHo Ha puc. 11.10.

YTOOb! BBIACHUTD, COJICPXKUT JIU JJAHHBIH NAKeT AyGaupylollee MOATBEPXKACHHE,
1POAHAIM3UPYITE OJHO U3 IBYX.

e Croaben Info B maHenu Packet Details. TekcT M3 3TOro nakera JoJKeH ObITbh
BBIJICJICH KPACHBIM 1IBETOM Ha YepPHOM (oHe.

e 3arosoBok SEQ/ACK B maHesnu Packet Details (cM. puc. 11.10). Ecan passep-
HYTb 3TOT 3aroJIOBOK, TO B HEM MOXHO OOHAPYXUTb, UTO JaHHbIN MAKET yKa-
3aH KaK MAKET ¢ MEPBbIM AyOJHPYIOUIMM MOITBEPKAECHUEM 0.

Meps Gopbbe ¢ meanentoi cetvio 317



Tigm: @it_boooks

| M8 Wireshark . Packet 2 - tcp_dupack - a X
|

“Frame 2: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) {
| Ethernet II, Src: Ciscolnc _72:15:08 (00:0b:be:72:15:80), Dst: HewlettP_ad:cl:c6 (08:16:35:a4:c1:c6) 1
| » Internet Protocol Version 4, Src: 195.81.202.68, Dst: 172.31.136.85 ‘
{
|

‘ V Transmission Control Protacol, Src Port: 89 (B@), Dst Port: 3876@ (38760), Seq: 1310984130, Ack: 704338729, Len: 1368

I Source Port: 8@

& Destination Port: 38760 |
! [Stream index: 8] bt
| [TCP Segment Len: 1368] 88
{ Sequence number: 1316984130 @)

| [Next sequence number: 1310985498] b
| Acknowledgment number: 784338729 {
i Header Length: 32 bytes b
|

|

|

Flags: @x@1@ (ACK)

Window size value: 108

[Calculated window size: 188]
| [wWindow size scaling factor: -1 (unknown)]
} ) Checksum: @xbdf7 [validation disabled) I

f i Urgent pointer: @ |
| X
{
L

Options: (12 bytes), No-Operation (NOP), No-Operation (MOP), Timestamps i
[SEQ/A(K analy51s] |

P

Now2: nm«amzm Source: 195.81.202.68 < Dumm 1723113685 « F!-m:m* TCP «len. If‘ﬁ 80 ~ 3.9’60“40\7 m-mmamu»k.ﬂm_u&.’s Win=108 leg= 1368 Uvﬂial}lc.?“ TSecr=Zii

B e e L e e S

Puc. 11.9. MNopsakoesliii HoMep AGHHOrO NAKETA HE COOTBETCTBYET OXUAAEMOMY

M Wireshark - Packet 3 - tcp_dupack - a X

! Frame 3: 78 bytes on wire (624 bits). 78 bytes cnptured (624 bits) |
| > Ethernet II, Src: HewlettP ad:cl:c6 (90:16:35:ad:cl:c6), Dst: AlL-HSRP-routers 01 (09:00:0¢:07:ac:01)

{ Internet Protocol Version 4, Src: 172.31.136.85, Dst: 195.81.202.68 |
{V Transmission Control Protocal, Src Port: 38760 (38768), Dst Port: 80 (80), Seq: 704338729, Ack: 1319973186, Len: @ |
| Source Port: 38768

| Destination Port: 8@

| [Stream index: @]

1 [TCP Segment Len: 8]

| Sequence number: 784338729

\’ Acknowledgment number: 1318973186

| Header Length: 44 bytes

| Flags: 9x@12 (ACK)

| Window size value: 382
i

[Calculated window size: 382]
[Window size scaling factor: -1 (unknown)]
| Checksum: @xcc66 [validation disabled)
| Urgent pointer: @
{ > Options: (24 bytes), No- Operntlcn (NOP), No- Operatmn (NOP), Timestamps, No-Operation (NOP), No-Operation mm), SALV
[ v [SEQACK analysis] :
| '1 > [TCP Analysis Flags]
|
|
|
|

[Duplicate ACK #: 1] i
v 1 ; 3

[Expert Info (Note/Sequence): Duplicate ACK (#1)]

Puc. 11.10. Maket ¢ nepsbim Ay6AMpytoLwmMM NOATBEPXAEHNEM

OnucpiBaeMblii 31€Ch MPOLECC MPOJAOJIKAETCA B HECKOJIBKUX MOC/IEAYIOIMX M1a-
KeTax, KaK Ioka3aHo Ha puc. 11.11.

Source Destination Protocol  Length Info
172.31.136.85  195.81.202.68  TCP 78 38768 + 80 [ACK] Seq=704338729 Ack=1310973186 Win=382 Len= TSval=22247173 TSecc=1332354 ..
195.81.202.68  172.31.136.85  TCP 1434 80+ 38760 [A(K] Seq 1310984130 Ack=784336729 Win-108 Len=1268 TSval=1332354 TSecr=222471..

Puc. 11.11. JononuutensHeie Aybnmpyiowme NoATBEPXAEHHS POPMUPYIOTCS M3-3Q
TOro, 4TO OTNPABASEMbIE NAKETH MPUHUMAIOTCS He NO NOPAAKY
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YeTBepThIi MakeT U3 PacCMATPUBAEMOTO 3/€Ch (aiiia nepexsata COACPXKUT
odepeaHOi PpParMeHT JaHHBIX, MOCHUIAEMBIX MEPEJAIOUHUM XOCTOM C HEBEPHbBIM
nopsiakoBbiM HoMepom ©@. B uTore npuHuMMalOmUMii XOCT MOCBUIAET BTOPOE Hy-
Gaupyomee noarsepxaenne @. Jlanee nojyyareab NPUHUMAET ellle OJIMH MaKeT
C HEBEPHBIM NOPSIKOBBIM HoMepoM ©. K 3TO NpUBOAUT K OTHPABKE TPETHETO M
3aKIIOUMTEIBHOTO AyGMpyoero noarsepxaeHus @.

Kak Tospko nepesaiommii XoCT NOJYYUT MAKET C TPETbUM AyGAMPYIOLIUM MOA-
TBEPXACHUEM OT NMPUHUMAIONIETO XOCTA, OH OYAET BBIHYX/JIEH OCTAHOBUTb BECH
npolecc nepeaayy NakeToB U CHOBA MOCAAThb MOTePAHHbIH nakeT. [Ipumep Gbr-
CTPOii NOBTOPHO¥ NepeayH NOTEPAHHOrO MaKeTa NpusejieH Ha puc. 11.12.

M Wireshark . Packet 8 - tcp_dupack ] X

cl:cé (09:16:35:84:c1:¢6)

*t Protocol 3 1
ssion Control Protocel, Src Port:

t

(38768}, Seq: 1310973186, Ack: 794335779, Len: 1368

Operation (NOP), Timestamps

nsmission] o

sion]

Sedew MIIG729 Wine 108 £

Puc. 11.12. Ton ay6nampytowmx NOATBEPXAEHNS NPMBOSAT K NOKA3QHHOM 3A€eCk BbiCTPOs
NOBTOPHOM Nepefaye NOTePAHHOrO NAKeTa

[ToBTOpHO NepefaBacMblii NaKeT MOXET GbITh CHOBA OGHApYX€eH B CTONOLE
Info Ha manesnu Packet List. Kak u B npeablaymux npuMepax, TEKCT U3 3TOrO MAKETa
SIBHO BbIZICJICH KPACHBIM IIBETOM HAa YEPHOM q)OHC. B pasaene SEQ/ACK analysis
aToro naketa (cM. puc. 11.12) coobuaercs, 4To OH MOJO3peBaeTCcs B ObICTPOH MO-
BTOpHOI1 nnepeaave @. (M B 3TOM ciyuae cBefeHUs, KOTOPbIE YKa3bIBAIOT HA TO, YTO
JaHHBIN TAKET OTHOCUTCA K KATEropuM ObICTPOi IOBTOPHOM NI€PEauu, HE BXOAAT
B CaM IIaKeT, a NpeJoCTaBasgioTcsa npunoxenueMm Wireshark ansa ynpomenus ana-
auza.) Y mocieHuii nakeT B pacCMaTpUBaeMOM 3J€Ch NepexBadyeHHOM Tpaduke
NOJATBEPXKAAET MOJYyYEHHE OGLICTPOI MOBTOPHOM Nepejaun MOTEPSHHOIO MaKeTa.
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Ha obmen nomoxom dannsix no npomoxony TCP, z0e moxcem umems me-
cmo nomepa naxemos, moxcem oxasvieams eruarue pexcum SACK (Selective
Acknowledgment — evibopounoe noomeepacoenue). B paccmompennom sviuwe
npumepe nepexeauennozo mpagura 6sL1a c021aC08AHA AKMUBUIAYUUL IMO2O
pexcuma 6 npouecce mpexsmanmot yemanoexu ceasu no npomoxory TCP. Ta-
KUM 00pasom, 6caAKUTL pas, Ko0z20a naxem mepaemca u ¢ Omeem NPUCHLAACMCA
Oybrupyrowee nodmeepicoenue, nOSMOPHO OOAHCHbL NEPEOABAMBLR MONBKO NO-
MmepAHHbIE NAKEMDL, 0ANCE eCAU NOCAE NOMEPAHHOZ0 NAKEMA GbLAU YCNeUHO
nogyuenst opyzue naxemsi. Ecau 61 pexcum SACK ne 6oun akmueusuposan,
npuuLrocs 6. noemopro nepedasamv u KaIObLL NAKeM, NOAGAIOUUTCA NO-
cre nomepannozo naxema. Buvibopouroe noomeepicoenue nammozo nosvlua-
em s@Pexmuenocms soccmanosienus nomepannsix naxemos. Ono nepedxo
NPUMEHAEMCA, NOCKOABKY NO00EPHCUBALMCA 8 GOABUUNCMEE COBPEMEHHBIX
pearusayuii cmexa npomoxosos TCP/IP.

YnpasneHue notokamu aaHHbiX B npotokone TCP

[TosTOpHbIE Nepeaaun u AyGAMpYyOUIKE NOATBEPXKACHUA OTHOCATCS K pearupy-
omum gyHkumsam nporokosna TCP, npeanasHaueHHBIM U1 BOCCTAHOBJIEHUS MOTe-
paHHbIX nakeToB. [IpoTokon TCP Bpsaa in 661 CMOT CIPABUTBLCS CO CBOMMHU 3a/1a4a-
MM, ecid 6bl B HETO He GbUIa BKIIOUYEHA HEKOTOpas (popMa ynpexxaeHus, npensr-
CTBYIOIIAs IIOTEPE MAaKETOB.

B npotokone TCP peannzoBan mexanusm cxorvaawezo oxua (shiding-window mech-
anism) 111 OOHAPYXEHHUsI MOMEHTA, KOIJa MOXET BO3HHKHYTb MOTEPs NaKETOB U
M3MEHEHHs1 CKOPOCTH MNEPEefadM JAHHBIX C LENbIO NPEJOTBPATUTD TAKYIO MOTEPIO.
B MexanuaMe CKOJIb3Ero OKHA UCTIOJIb3YETC S OKHO NPuema Ha CTOPOHC MOJYYaTe-
Jisl IAKETOB 1A yNIPaBJ€HUs NIOTOKOM JIJaHHBIX.

INMpunuMaomuii XocT (MosyyaTeNb JaHHBIX) YKa3bIBAET pa3Mep OKHA NpUeMa B
Gairax, coxpanseT ero B TCP-3arojioBke 1 coobmaeT nepefaomeMy xocTy (OTpa-
BUTEIO JAHHBIX), CKOJILKO AAHHBIX OH TOTOB COXpaHUTb B namamu csoero TCP-6y-
¢epa. IMeHHO B 3TOM MaMATH JJaHHbIE BPEMEHHO XPAHATCA 10 TEX MOP, MOKa OHU
He GyayT mepejaHbl BBEPX MO CTEKY NMPOTOKOJOB HA YPOBEHb MPHJIOKEHMIA st
nociefyomei o6paboTku. B urore nepenaommii XocT MOXeT OJHOBPEMEHHO MO~
CJ1aTh TOJILKO TO KOJIMUECTBO JAAHHBIX, KOTOPOE YKa3aHO B nose Window size (Pas-
Mep OKHa) 3arosoBKa rnojsydeHHoro B orseT naketa TCP. Uro6s1 nepeaaommii xoct
MOT NOCJIaTh 6OJbIIe JAHHBIX, IPMHUMAIOIUN XOCT JO/DKEH OTHPABHTh €My MOJ-
TBEPXK/ICHUE O MOJYy4YEeHUU NPeAblaylieii Nopuuu JaHHbIX. OH JOKEH TaKke OuH-
ctuth namaATb cBoero TCP-6ydepa, o6paboTaB JaHHbIE, 3aHUMAIOIHUE 3Ty MAMSTb.
[TpunuMn aeiicTBUA OKHA MpUEMa HaMIAHO NMoKa3aH Ha puc. 11.13.
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=~ = | u“'{“gz&"&”’m’ J | Pa3Mep OKHa nipuema I
Knuenr Cepsep
[ 2500 baiir > [ 25006aar | [ 50006air |
[ 2000 bawt > [ 500 bailr ][ soo0air |
< MoaTeepkaeHne ] | 5000 Baift [ soo0Bair |
[ 3000 Baiit > | 2000 baiit || sooobar |
[ 1000 bawt > [ 1000 bait | [ 50006akr ]
< NoaTeepxaexue ] [ 5000Bair [ soo0bar |

Puc. 11.13. OkHo npuema orpaHmnumsaet obbem AAHHLIX, KOTOPbIE rOTOB
NPMHATL Nony4aTens

Kak nokasano Ha puc. 11.13, kineHT noceUIaeT JaHHBIE CEPBEPY, KOTOPbIM Npea-
BapUTEJIBHO COOOIIWI €My pa3Mep okHa mpuema pasHbiii 5000 Gaiit. Ho kinent
nocsLtaeT cHavata 2500 GaifT, cokpaias TeM CaMbIM pa3Mep mamsaTH B Gydepa Ha
cepsepe 1o 2500 Gaii, a 3aTem eme 2000 6aiiT, coxpaias pasmMep IpocTpaHcTBa 6y-
¢epa no 500 6GaiiT. Ha aTo cepBep nocbuiaeT NoATBEPKACHUE O IIPUEME 3TUX JaH-
HBIX, M NIOCJIEe UX 00paboTku Oypep OUMIAETCA M CHOBA FOTOB K IIPUEMY OUY€PEAHOM
NnopuMHU JaHHBIX. Bech nmpouecc NoBTOPAETCS, HO HA 3TOT Pa3 KJIMEHT MOChUIAET
cHavaia 3000 Gaiit, a 3atem eme 1000 Gaiit, cokpamas pasmep namaTu B 6ydepe Ha
cepsepe a0 1000 6aiiT. Ha 310 cepBep cHOBa nochbLIaeT MOATBEPKACHUE O NIPUEME
JAAHHBIX U 06paGaThIBaeT coJepxuMoe cBoero Gydepa.

M3meHeHue pa3mepa okHa npuema

OnuchIBaeMblil 31€Ch MPOLECC, B XOA€ KOTOPOTro KOPPEKTUPYETCSA pa3Mep OKHA
npuema, JOBOJIBHO IIPOCT, XOTA M He Bceraa uaeancH. Beakuii pas, korna jaHHble
npunumMaiorcsa crekoM TCP, popmMupyercs noaTsepxaeHne U NOChLUIAETCA OTBET.
Ho nannble, pasmemaemsle B 6ydepe nojydarens, He Bcersa o6pabaThIBalOTCS He-
MEMJIEHHO.

Korna ceppep 3aHAT 06pabOTKOM MAaKETOB, MOJyYE€HHBIX OT MHOTUX KJIMEHTOB,
OH BIIOJIHE MOXET IOBPEMEHUTD C OYUCTKOH cBoero 6ydepa, a cie1oBaTeIbHO, U
C OCBOGOX/IEHHEM MECTA JUISl HOBBIX JaHHBbIX. be3 Hajiexammx cpeacTs ynpasie-
HUsl MOTOKOM JaHHBIX IepenojHeHne 6ydepa MOXET NPUBECTU K IOTEPE MAKETOB
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1 nospexjeHuIo JaHHbiX. [IpaBaa, Korna cepsep CAMIIKOM 3aHAT, 4TOOBI O6pa-
6aThIBaTh AaHHbIE B OObEME, YKa3aHHOM B OKHE [PMEMA, OH MOXET OTKOPPEKTH-
posatb ero pa3mep. C 3TOH 1e/IbIO CEPBEP MOXET YMEHbUIMTD BEJIMYUHY pasMepa
okHa npuema B TCP-3arosioske nakera ACK, 1ocbl1aeMOro o6paTHO TeM KJIMEHTaM,
KOTOpBbI€ MEPEAAIOT €My CBOU JIaHHblE. XapaKTEPHbIA TOMYy IPUMEP NPHUBEAEH Ha

puc. 11.14.

Il

o | ""“{"g;ge“;e"’m I I Pa3Mep okHa npHema |
Knuent Cepsep
[ 2000 bair > [ 3000 baur |[  sooobamr |
[ 2000 bait > | 1000 Baifr || soo0bam |
< NoaTeepxaenve — 06HOBATL 0kHo: 1000 6anT | | 10006 || 1000 baiir |
[ 800 bair > | 200 baiit [ 10006 |
[ 150 6ait J‘> | 50 bant | [ To0Bam ]
< ACK | [ 1000Bair || 1000Bair |
Puc. 11.14. Paamep okHa nprMema MOXET ObiTb MU3MEHEH, KOFAA CEPBEP OKA3bIBAETCS

3aHAT

Kak nokasano na puc. 11.14, ceppep HaunHaeT OOMEH JaHHBIMU C aHOHCHPO-
BaHHOro pa3Mepa okHa npuema B 5000 6aiiT. Ha 3T0O KIMEHT nmocbulaeT cHavala
2000 Gaiir, 3atem eue 2000 GaiiT, OCTaB/IAA JOCTYIHOM NMaMATL B 6ydepe pazMepom
Bcero 1000 6aiiT. Ho 3T0 MpocTpaHCTBO 3aNOJHUTCA OYeHb OBICTPO, M €C/IU JaH-
Hble GYAYT M AaJIblIE IIOCTYNATh C TOM e CKOPOCTBIO, TO MaKeTbl OKaXYTCs BCKOPe
noTepsHHbIMU. Bo n3bexanue noJo6HOro OCl0XHEHUA CEPBEP MOCHUIAET KIUEH-
Ty IOATBEPXKACHUE ¢ yMeHbuIeHHbIM 10 1000 6aiiT pasmepom okna npuema. Ha ato
KJIMEHT OTIPABUT MEHbIIE JAHHBIX, U TENEPb CKOPOCTh, C KOTOPOM CEPBEP CIOCO-
6¢H 06pabaThIBATh MOJyYEHHbBIE JJAHHBIE, ITO3BOJIUT YCTAHOBUTD MMOCTOSAHHDIN MO
TOK JJAHHBIX.

IMpouecc u3MeHeHUs pa3MEPOB OKHa NMPHEMa AEHCTBYET KaKk B CTOPOHY YMEHb-
WeHUsA, Tak U yBeauueHus. Tak, eciu cepsep cnocobeH o6paboTaTh AaHHbBIE €
GosIblIei CKOPOCTBIO, OH MOXKET IOC/IaTh MOATBE P AAOIUIA akeT ACK ¢ 6onbuium
pasMepoM OKHa npuema
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Mpexpawenune NoToka AQHHBIX C NOMOLLLIO
YCTQHOBKM HyNE€BOro OKHA Npuema

BereacrBue HEXBATKM MAaMSATH, BbIYMCIMTEJIBHBIX PECYPCOB Ui OOPaGOTKH
JAAHHBIX WIH MHBIX 3aTPYIHEHHI C€pBEP MOXET OKa3aTbCA BPEMEHHO HE B COCTO-
SIHUM 0O0pabaThIBaTh JAHHbIE, NIOCTYNAIOIME OT KIMeHTa. Takas naysa MOXeT npu-
BECTH K NMPOMYCKy MAKETOB M HAPYIIEHHIO Mpoliecca o6MeHa AaHHbIMU. Bipouenw,
OKHO NpHeMa MO3BOJISET CBECTH K MUHMMYMY OTPULIATENbHbBIE NTOC/IEACTBUS TAKOU
CHUTyalMU.

Koraa Bo3HMkaeT nofo6Has CUTyals, CEpBEP MOXKET IOC/ATD MAKET, COAEPKa-
Ui HyJIeBOii pa3Mep okHa npueMa. [Toaydus Takoi MakeT, KIMEHT NMPEPBET Jalb-
Hejilylo nepeavy JaHHbIX, HO COXPAaHHUT YCTAHOBJIEHHOE COEJIMHEHHE C CEPBEPOM,
NOChLIast BpEMS OT BPEMEHH NaKems. N000epHcanus axmusnuim coedunenua. Takue na-
KETbl KJIMEHT MOXET IOChLIATb YEPe3 PEry/sipHbIe MPOMEXYTKH BPEMEHU, YTOObI
MPOBEPHUTH COCTOSIHME OKHa NpueMa Ha cepsepe. M kak ToIbKO cepBep CHOBa Hay-
HeT 06paGOTKy JAHHBIX, OH OTNPABUT KJIMEHTY B OTBET MAKET C HEHY/IEBbIM pa3Me-
POM OKHa IpreMa, BO30GHOBMB TEM CaMbIM OOMEH IaHHbIMM C KiueHToM. [Ipumep
yBEJOMJICHHS O HYJIEBOM pa3Mepe OKHa pueMa IpyMBefieH Ha puc. 11.15.

—
I i

[ = || ocrynnoe npoctpancreo Gygepa| | Pasmep okwa npuema |
Knuent Cepep

| 2000 bain > [ 30006 [ 5000bamr |

[ 2000 bai > [ 1000 baitr [ sooobaimr |

<ﬂoumepmenue—o6nosm okHo: 0 6air__ | [ 0 Baiit | | 0 baiit |

[ COXPaHWTD CO&MHEHNE aKTMBHBIM > [ 0 baiir |1 0bakr |

<ﬂomepw|euue — 06HOBMTH OKHo: 1000 Gaut | [ 1000 bair || 10006air |

L 150 bairt > [ 850 bair | [ 10006air ]

Puc. 11.15. Nepeaaya aaxHbIx npekpallaeTcs, KOrAa pasmep OKHA NPUEMA CTAHOBMTCS
pasHbim O 6asit

Kak noka3ano Ha puc. 11.15, ceppep HauMHaeT NpUHUMATH JaHHbIE B OKHE pas-
mepom 5000 6Gaiir. [Tpunsas B o6mem 4000 6alT JaHHBIX OT KJIMEHTA, CEPBEP HAUM-
HAeT UCIBITBIBATh YPE3MEPHYIO HArpy3Ky Ha CBO¥ NPOLIECCOP U MO3TOMy GoJbiie
HE B COCTOSIHUM 00pabaThiBaTh Jaibllie TOObIE JaHHbIE, IOCTYNAIOUME OT KIUEHTA.

Meps 6opbbel ¢ meanerHon ceTsio 323



Tigm: @it_boooks
U Toraa cepsep nochbulaeT NAaKET C HYJIEBbIM 3HAU€HUEM B 10J1e Window size ero 3aro-
J0oBKa. [To/Tyuns Takoii nakeT, KIMEHT IPepBeT lepeavy JAHHbIX ¥ GyIeT neproau-
4EeCKH OTIPABJATD IMAKET MOJJIEPKAaHUS aKTUBHBIM coeuHeHus. [lonyuus, B cBOIO
oYepe/b, TAKOM MAKET, CEPBEP OTBETUT MAKETOM, YBEJIOMIISIIOUIMM KJIMEHTA, YTO OH
MOXKET Tenepb NPUHUMATH JaHHble B OKHe pasmepoM 1000 6aiit. B Takom ciyvae
KJIMEHT BO30OGHOBUT Mepe/ady JaHHbIX, HO C MEHbUIEH CKOPOCTBIO, YEM Mpex/Ie.

anMeHEHMe MeXAaHU3MAa CKOMb3fAULEero OKHa Ha NPaKkTuke

Daiinvt nepexeama Hrak, M3/10)KUB TEOPHIO, MONOXKEHHYIO B OC-
tcp_zerowindowrecovery.pcapng HOBY MEXAHM3Ma CKOJIb3AIIETO OKHA B MPOTO-
u tcp_zerowindowdead.pcapng kone TCP, paccmoTpum €ro aeicTBue Ha

IPAKTUKE, OOPaTUBIIMCh K IPUMEPY, B3ATOMY
u3 aii1a nepexpaTa tcp_zerowindowrecovery.pcapng. Cetepoit Tpaduk, 3adpuk-
CUPOBaHHbBII B 3TOM (paiijie, HAUMHACTCS ¢ OTIPABKU HECKOJIbKUX MOATBEPXKAAIO-
mux nakeros ACK mo mnporokosy TCP u3 xocra, Haxoasuerocs no aapecy
192.168.0.20, XOCTy, pacnoOXeHHOMYy Mo ajpecy 192.168.0.30. Han6oabmmuii
MHTEpeC JUIsl Hac 1Ipe/ICTaBAseT 3HaYCHUE, yCTaHABIMBaeMoe B nosie Window size
3aroJoBKa 3TUX IMakeToB. Ero MoXxHO nocMoTpeThb kak B cTos161€e Info Ha maHean
Packet List, Tax 1 B 3arosioBke TCP Ha naHesu Packet Details. Ho B 11060M cirydae Mox-
HO Cpa3y 3aMeTUTD, YTO 3HAYEHUE B JAHHOM I10JI€ IOCTENEHHO YMEHbUIAETCS B Iep-
BBIX TPEX MAaKeTaX, KaKk NoKa3aHo Ha puc. 11.16.

Protocol  Length Info

.30 TCP

TcP

38193 TCP

Puc. 11.16. Pasmep okHa nprema B 3TMX NAKETAX NOCTENEHHO YMEHbLIAETCS

Pa3mep okHa npueMa nocTeneHHo yMeHbiaeTcs ot 8760 6aiiT B nepsom nakere
1o 5840 GaiiT Bo BTopoM nakeTe u aajiee 1o 2920 6aiT B TpeTbEM NaKeTe 0. Takoe
yMeHblUICHHE pa3Mepa OKHa NpHEMa CJIYKUT ABHBIM NMPU3HAKOM YBEJUYEHHUs 3a-
AcpxkH B cet. O6GpaTUTEe BHUMaHUE Ha CTO16el Time, rae ACHO BUAHO, HACKOJIbKO
6bIcTpo 310 nponcxoaut @. Korxa pazmep okHa npuema yMEHbIIAETCS HACTOIBKO
GBICTPO, TO €ro BeJMYMHA OOBIMHO MAJaeT A0 HYJ/A, YTO U NPOUCXOAUT B U€TBEP-
TOM NaKeTe, KaK MOKa3aHo Ha puc. 11.17.

Kpowme Toro, 4eTBepTbIii NAKET NOCHLIAETCA U3 XOCTA, HAXOAAIETOCH IO aApecy
192.168.0.20, XOCTY, paclIOJOKEHHOMY 110 ajipecy 192.168.0.30, XOTs1 OH U NpeA:
Ha3HAUCH JIMIUD JUIsl YBC/IOMJICHUS O TOM, YTO XOCT MOJy4aTesis Gosblle He B CO-
CTOSIHUM NIIPUHUMATh JlaHHble. HysieBoe 3HaucHue pasMepa OKHaA IpyeMa BU/HO U3
TCP-3aronoska @. O ToM, 4TO 3TO HIAKET C HYJICBbIM Pa3MEPOM OKHa IpUeMa, Cco006-
naetces B ctoabue Info na maHeau Packet List, a Takke B pasaene SEQ/ACK analysis
ero TCP-3aronoBka @.
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8 Wireshark - Packet 4 - tep_zerowindowrecovery O X

Freme 4: 60 bytes or
Eth

rnet 11, 31 (60:50:56:¢8;:00

Internet P

v Trsnsmission 28y, Seqi 1422793785, Ack: 2711805419, Len: @

Puc. 11.17. [NakeT ¢ HynesbiM pa3mepom OKHA NPMEeMa SBHO CBMAETENLCTBYET, YTO XOCT
6onblue He B COCTOSAHMM NPUHUMATb AAHHbIE

Kak To/1bKO NakeT ¢ Hy/IeBbIM Pa3MepOM OKHA puema GyleT OTNpaB/ieH, yCTPOu-
CTBO, Haxojsduleecs no ajapecy 192.168.0.30, nepecraHeT IIOCHUIATh JAHHBIE 1O
TeX NOp, MOKa OHO He MOJYYHUT MAKEeT ¢ OOHOBIEHHbIM Pa3MEPOM OKHa NpUeMa OT
YCTPOICTBA, PacoJIOXEHHOTO Mo ajgpecy 192.168.0.20 WU yBEJIOMJSAIONIErO, YTO
pa3Mep OKHa npuema yeeanuuics. K cuactpio, npu4mHa, 10 KOTOPO# BO3HUKIIO yC-
JIOBUE HYJIEBOI'O pa3Mepa OKHa IpueMa, HOCKJA JIMIIb BpeMEHHbIN xapakrep. [lo-
3TOMY B CJIEAyIOIIEM NaKeTe GbUI OCIaH OOHOBJIEHHBIH pa3MepP OKHA MPUEMA, KaK
nokasaHo Ha puc. 11.18.

B aaHHOM ciyyae pasMep OKHa NpHeMa 3aMeTHO yBeauduBaercs no 64240
Gaiit ©. 1 B 3TOM ciyuae ananu3 B Wireshark nmokasbIBaeT, UTO 3TOT MaKeT COAEP-
XHUT aHOHC OGHOBJICHHsI pa3dMepa OKHa TpueMa, Kak cJIefyeT U3 passiena SEQ/ACK
analysis ero 3arojioBka.

Kak Tosbko 6yaeT mojyyeH nakeT ¢ OOHOBJIEHHBbIM PasMepoOM OKHa IpueMma,
XOCT, HaXoJAWMics o azpecy 192.168.0.30, MOXKeT CHOBA Ha44Tb NepeJavy JaH-
HBIX, YTO U MPOMUCXOJMT B nakeTax 6 u 7. Bechb NpOMeXyTOK BPEMEHH, B T€UEHHUE
KOTOPOTO Nepeiadya JaHHBIX GblTa IPUOCTAHOBJIEHA, TPOXOAUT O4eHb 6bicTpo. Ho
ecau Obl 3Ta 3ajJepXKKa JUIMJIACh J0JIblIe, OHA NpHBeJa Obl K MepeGosam B pabore
CeTH, a CJIEAOBATENbHO, K 3aMEJICHUIO NIePC/Iauy JIAHHBIX WIH HEY/IRUHOMY UCXOJLy
JAHHOM OMNEepalMu.

B kauecTBe ele OJHOro, IOCJEJHEro IpUMepa YIOTPeOGJeHUs MeXaHM3Ma
CKOJb3sILIETO OKHA paccMOTpUM (paitn nepexpara tcp zerowindowdead.pcapng.
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[epBbiM B ceTeBoM TpadHKe, NepexBauyeHHOM B JaHHOM (paiine, OKa3blBaeTcs na-

KET, IiepelaBaeMblii 06bIYHBIM 06pa3om no npotokony HTTP u3 xocra, Haxoaaume-

rocs 1o ajgpecy 172.31.136.85, X0CTy, pacnoJoxXeHHOMY 1o aapecy 195.81.202. 68
(puc. 11.19).

‘ Wireshark - Pa(kﬁﬁ t(p_zerowmdnwre(av!ry o 0 X

" Frame 5: 60 bytes on wire (488 bits), 60 bytes captured (486 bits) T
y Ethernet II, Src: Vmware_c@:80:08 (00 50:56:c0:00:88), Dst: Viware_c8:00:01 (00:50:56:c8:00:91) {
1

Destination Port: 1728 "
[Stream index: @] ‘
[TCP Segment Len: @8] {
Sequence number: 1422793785 |
Acknowledgment number: 2711805419 |
Header Length: 28 bytes |
Flags: ex@1@ (ACK) }
Window size value: 54240 o :
[Calculated window size: 64240] |
[Window size scaling factor: -1 (unknown)] |
' Checksum: 9x6864 [validation disabled] }

Urgent pointer: @

v [Expert Info (Chat/Sequence): TCP window update]
[TCP window update]

| [Severity level: Chat]

| [6roup: Sequence]

No.: 5+ Tirve: D.030005 * Sources 192,168.0.20 * Destnavior: mx&msﬂ M roP: l'w 8- I&h 'T(?Wlndo» wa-}z.w- 72 Aﬂ‘, s-qumm,cd-zmmn Win=E4240 Lo

Puc. 11.18. MNaker TCP ¢ 06HOBAEHHBIM PA3MEPOM OKHA NPMEMA YBEAOMANSET APY-
ro# XOCT, 4TO OH MOXET CHOBA HAYATb Nepeaayy AAHHbIX

i ‘ Wireshark - Padu:t’ tcp_zerowindowdead - 0 X

§ Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
|

> Etherpet II, Src: HewlettP ad:cl:c6 (@9:16:35:a4:cl:c6), Dst: ALL-HSRP-routers 01 (00:00:8c:87:ac:@1)
> Internet Protocol Version 4, Src: 172.31.136.85, Dst: 195.81.202.68
t" Tran; Control Pr 1, Src Port: 38768 (38762), Dst Port: 80 (88), Seq: 704338729, Ack: 1318997786, len: B
[ Source Port: 38760
{ Destination Port: 80
E [Stream index: @]
|
|
}

[TCP Segment Len: @]

Sequence number: 784338729

Acknowledgment number: 1310997786

Header Length: 32 bytes
» Flags: @x@10 (ACK) [ |

Window size value: @ 14

[Calculated window size: @] {

[Window size scaling factor: -1 (unknown)]

Checksum: @x36d@ [validation disabled]

Urgent pointer: @ |
> Options: (12 bytes), No-Operation (NOP}, No- Operanon (NOP), Timestamps |
v [SEQ/ACK analysis]’ SRR RN |

[This is an ACK to the segment in frame: 1] |
[The RTT to ACK the segﬂent was ©.000029060 seconds]

v [7cP analysis Flags] A oy PRGN SO e |
[Expert Info (uarn/Sequence) I'CP Zero andow segnent] |

I
I
i

{
|
|
|
{
|
{

I
Eq

7, S—

| No.: 2 Time: 0.000029 - Source: 172.31.136.85 - Destnation: 195.81.202.68 * Protocol: TOP . m/m-mummwmm-mmmmomrsm:zzmrs.nu, {

_"dvm“

t |

Puc. 11.19. MNaket c HynesbiM pasmepom OKHA NpuUema NpepsBaeT nepeaayy AaHHbIX
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ITOT NakeT OYeHb MOXO0XK HA MAKET C HYJIEBbIM Pa3MEPOM OKHA Ipuema, Ipuse-
AeHHbIi1 Ha puc. 11.17, xoTa pesynbraT ero oTnpaBku coBceM Apyroi. Bmecro ma-
KeTa C OOHOBJIEHHbIM Pa3MEPOM OKHa ITPUEMA, A CJIEJOBATENbHO, Pa3pelIeHHUEM OT
XOCTa, PacHoJOKEHHOro no ajapecy 172.31.136.85, Ha BO30OHOBIEHHE NEPeJAUN
JAHHBIX MbI HAOJIIO/Ia€M B JJAHHOM CJIyYae MakKeT [O//I€P>KaHUA aAKTUBHBIM CO€JUHE-
Hus (puc. 11.20).

M Wireshark . Packet 3 - tcp_zerowindowdead - ] X

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: Ciscolnc 72:15:00 (9@:8b:be:72:15:08), t: HewlettP ad:cl:c6 (08:16:35:a4:c1:¢6)

Internet Protocal Version 4, Src: 195.81.202.68, Dst: 172.31.136.85%
v Transmission Control Protocol, Src Port: B2 (88), Dst Port: 38760 (3876@), Seq: 1318937785, Ack: 784338729, ien: @

e Port: B8O

unknown ) |
Checksu 1 [validation disabled]
Urgent poir @
Options: (12 bytes), No-Operation (NOP), Mo-Operation (NOP), Timestamps

v [SEQ/ACK analysis]
v [TCP Analysis Flags]
v [Expert Info (Note/Sequence): TCP keep-alive segment] ﬂ
[TCP keep-aliv
[Severity level:

gment ]

[6roup: Sequence] i
i
No.: 3 » Time: 3450575 « Source: 195.81.202.68 * Dessnation: 172.31.136.85 « Protocol TCP . kive] 80 — 38750 [ACK] Seq=1310937785 Ack=7D4338729 Win=108 /= 1334338 TSacr=2224

r

Puc. 11.20. D101 naker noanepXaHHUs AKTUBHBIM COEAMHEHMS FAPAHTMPYET, 4TO CBA3b C
XOCTOM, NOCAABLUMM HYNEBOH pa3mep OKHQ, MO-NPexHeMy CyllecTsyer

B pesyabraTe aHanmu3sa, nposegeHHoro B Wireshark, ganHbIi makeT nmomeveH B
pasaene SEQ/ACK analysis ero TCP-3aroyoBka Kak NojfepXUBAIOIMI aKTUBHbIM
coeaunenne @. M kak nokasaHo B cros6ue Time, JaHHbIH MaKeT OTIPaBJIE€H Yepe3
3,4 cexyHABI MOCJIE MONYYEHUs TOCAEAHETO NMaKeTa. ITOT MPOUECC MPOJO/DKAETCS
eute HECKOJIBKO pa3, KOIJ[a OJMH XOCT IIOChUIAET MAKeT C HyJE€BbIM Pa3MePOM OKHa
1IpYeMa, a APyroi XOoCT — MaKeT MOIePXKAHUs aAKTUBHBIM coeuHeHus (puc. 11.21).
[ro. Tme @ sowee Destiation Protocol  Length Info

2 9.000029
3 3.410576

195.81.202.68

Puc. 11.21. Cepsep v knmeHT NPOROAXAIOT NOCHLINATL NAKETH C HYNIEBbIM PA3MEPOM OKHA
np1ema 1 NOAAEPXAHNS AKTUBHbIM COEAMHEHMSI COOTBETCTBEHHO
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IMepenaya nakeToB noAAepxkaHUs aKTHUBHBIM COEJIMHEHHSA NMPOUCXOIUT depe3

npoMexyTku Bpemenu 3,4, 6,8 u 13,5 cexynapr 0. 3tor Npouecc MoXeT MPoJOJI-

JATBHCA JOBOJIBHO JOJITO B 33aBUCUMOCTH OT KOHKPETHOM CUCTEMBI, MOJ YNIpaBJIeHH-

€M KOTOpO# paboTaloT ycTpoiicTBa, o6MeHuBaloluecs AaHHbIMUA. Kak creayeT ua

crojbua Time, o6MeH JaHHBIMU NpEpbIBAETCA NpUGAIN3UTENbHO Yepe3 25 c. Ecam

NpeACTaBUTb ce6e, YTO 3TO MPOUCXOAUT B NPOLECCE AyTEHTU(PUKALMHU C IOMOIIBIO

KOHTpOJUIepa JJOMEHa WM 3arpy3ku ¢aiina u3 aTepHeTa, To nogo6Has 3aiepxKa

B 25 ¢ npocTo Henpuememal

BbiBOAbI U3 AHANM3A NAKETOB AN UCNpaBneHus ownbok
W ynpasneHus NOTOKAaMW AAHHLIX no npotokony TCP

[Tonpo6yem BBeCTH MOBTOPHYIO NEepeiady AaHHbIX, AyGIMPYIOIIHE MOATBEPXAE-
HHSI 1 MEXaHHU3M CKOJIb3SALIETO OKHaA B ornpeaeneHHbIH koHTekcT. Hike npusene-
HBI BBIBOJbI U3 aHAJIN3A YIIOMSHYTBIX BbIIIE MAKETOB. JTH BbIBO/bI CIEAYET UMETH
B BHJY, KOIia IPUXOAMTCSA pa3pelliaTh 3aTPYAHEHHUs, BOSHUKAIOUME B CBA3M C 3a-
AepXKKaMu B paboTe ceTH.

¢ IloBTOpHO NnepenasaemMbplie nakeTbl. [loBTOpHbIE NEepeaayn NPOUCXOAAT
IIOTOMY, YTO KJIMEHT OOHAPYXHJI, YTO CEPBEP He NPHUHUMAET JaHHbIE, KOTO-
peie OH nocelaaeT. CreaoBaTeNbHO, MIOBTOPHbIE TIEPEJadYd MOXHO U HE 3a-
METHTb, XOTs 3TO 3aBUCUT OT TOT0, Ha KaKOii MUMEHHO CTOPOHE COEJNHEHUS
AHAIM3UPYIOTCsA NakeThl. Tak, eciv Bbl IepeXBaThIBa€TE JaHHBIE OT CEpBEpa
Y OH JeCTBUTENbHO HE NPUHMMAET MaKeThbl, NOChUIaeéMble U MOBTOPHO Iie-
peAaBaeMble KIMEHTOM, Bbl MOXETE OKa3aTbCA B HEBEJAEHUH OTHOCUTENbHO
HOBTOPHO IepefaBaeMbIX makeToB. M ecau Bbl nmojoapesaeTe, 4TO CTaau
XEpPTBOI MOTEPU MAKETOB Ha CTOPOHE cepBepa, NonpobyiTe NepexBaTUTbh
ceTeBOi TpaMK OT KIMEHTA, €CJIM 3TO BOOGIIE BOZMOXKHO, YTOOLI yOEAUTD-
cs1 B HUIMYMH IIOBTOPHO NEPE/IaBa€MbIX ITAKETOB.

¢ ITakeTnl ¢ AYGIMPYIOIIMMM NOATBEPKACHHAMH. S JHMYHO CTpEMIIOCDH
paccMaTpMBaTh dyGaMpylollee MOATBEPXKIEHUE KaK NCEBAONPOTHBOMOJION-
HYIO MIOBTOPHYIO NepeAayy, IOCKOJbKYy OHO TOCbLIAETCS B TOM CJy4ae, ecu
cepBep OOHAPYXHBAET, YTO MaKET OT KJIMEHTa, C KOTOPbIM OH CBfA3aH, ObL1
MOTepsiH NpPH nepeAade. 3a4acTylo AyGAMpylOlIMe MOATBEPXKAEHHUS MOXHO
Ha6IOAaThb, MepexBaThiBasi C€TeBOM TpadUK Ha 06eUX CTOPOHAX yCTaHOB-
JeHHoro coeanHeHus. Hanomuum, uto ay6aupyiomye noaATBEPKACHUA MHU-
LMHPYIOTCS B TOM CJIy4ae, €CJIM NaKeThl MPUHUMAIOTCA He Mo nopsaaky. Tak,
€CJIM cepBep MOJIYYHT JIMIIb NEPBbIH M TPETHIT U3 TPEX OTNPABJIECHHBIX MY
MaKkeToB, OH NoOLLIET AyGaupyollee MoATBEpXAeHHE, YTO6bI 3aTpe6oBaTh
OT KJIHEHTA MOBTOPHYIO NepeJady BTOPOro nakeTa. A MOCKOJIbKY MOJyYeHbl
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JIALIb TEPBbIN U TPETUH NAKETDI, TO BTOPO# NMaKeT NPOMNyIeH BPEMEHHO, He-
3aBHCHUMO OT KOHKPETHOI NMPHYHMHBI, 2 CIEA0BATEIbHO, AyOaUpylomee Mo
TBEPXJEHUE, BEPOATHEE BCEro, GyET OTNPABJIEHO U MOMYYEHO YCIEUIHO.
besycnoBHO, Takol clieHapUii UMEET MECTO AANIEKO HE BCET/A, M €CJIU Bbl NO-
AO3peBaeTe MOTEPIO MAKETOB Ha CTOPOHE CEPBEPA M IIPH 3TOM HE OGHAPYXH-
BaeTe HUKAKHUX AyOJMPYIOUIMX MOATBEPHJAEHHI, MONPOGYyHTE NepexBaTUTh
MAKETbl C KIMEHTCKOH CTOPOHBI YCTAHOBJIEHHOIO COEAMHEHHA.

¢ IlakeTsl C HyJeBbIM pa3MepoOM OKHa NMPHEMA H NOJJEP)KaHUS aAKTHB-
HbIM CO€JMHEeHMs. MeXxaHH3M CKOJIb3SIEro OKHa HENOCPEJCTBEHHO CBs-
3aH C HECNIOCOGHOCTBIO cepBepa NPUHUMATb U 06pabaThiBaTh AaHHble. Jlio-
60€ yMeHbIIEHUE pa3Mepa OKHA MPHUEMA MJIM IaXKe €r0 yCTAHOBKA B HYJIEBOE
COCTOSIHUE SIBJIETCS HENOCPEACTBEHHDIM PE3YJILTATOM KAaKOro-TO 3aTpyAHe-
HUs, BO3HHUKIIEro Ha cepsepe. M ecau B ceTH MpoucXoauT moboe U3 3THUX
COOBITHIA, TO yAEIUTE €My CaMOe NPUCTaIbHOE BHMMaHKe. Kak npasuio, Bbl
OGHapyXHTe NaKeThl C OGHOBJIEHHBIM Pa3MEpPOM OKHaA NIpHUeMa Ha 06eUx CTo-
POHAX YCTAHOBJIEHHOTO MO CETH COEAMHEHMS.

BuiseneHue ucrouHmnka 6onbluoin cetesom 3aaepxKu

MHoraa 3agepxku B CETH He NPUBOJAT K noTepe naketos. Ilpu 3ToM MOXHO
OGHAPYXHTb, YTO XOTH CE€Th U paboTaeT MeIEHHO, HO NMOBTOPHbBIE NEPeEJaYy MO
npotokosy TCP nau xy6avpyomue NoATBEPKAECHUS, HE BOZHUKAIOT, HECMOTPSA Ha
MeJUIEHHbII1 OOMEH JaHHBIMHM MeXay AByMsa XocTamu. CienoBaTenbHO, TpebyeTcs
KaKOM-TO APYroii cnoco6, No3BOJAIOUUIi OOHAPYXHUTb MCTOYHHUK 6O0JIbINOIL ceTe-
BOH 33J€ PXKKH.

K uncny cambix 3¢ppekTHBHBIX cnoco60B, MO3BOJAIOMIMX OOGHAPYKUTb MCTOY-
HUK GOJIbLIOH CeTEeBOM 3aePXKKH, OTHOCHUTCS HUCCAEA0BAHUE MPOLEAYPbI MEPBO-
HaYaIbHOW YCTAHOBKM CBA3H W MEPBOK Mapbl CAEAYIOIHMX MOC/KE 3TOTO MAKETOB.
PaccmoTpuM B KauecTBe nmpuMepa coeilMHEHUE KIMEHTA C BeG-CepBEPOM C LIEJBIO
1IpOCMOTpa Beb-caiiTa, pa3Mel1aeMOro Ha 3ToM cepsepe. B 1aHHOM ciiyyae Hac uH-
TEpecyIoT MepBble MIECTh IAKETOB B aHAITU3UPYEMOH MOC/IEA0BATENILHOCTH OOMEHA
JAaHHBIMH, COCTOSILEN U3 MPOLEAYPHl TPEX3TANTHON YCTAHOBKH CBA3H IO IIPOTOKO-
ay TCP, nepsonavanbHoro HTTP-3anpoca no metoxy GET, NOATBEPXAECHUS IPUEMA
3TOTrO 3alPOCa U NEePBOro NakeTa JaHHbIX, OTIPABJIEHHOTO CEPBEPOM KIMEHTY.

s npopabomxu mamepuara 3mozo pazdera ycmanosume coomeemcmeyio-
wui popmam omobpaxcenusn epemenu 6 Wireshark, evibpas xomandy View=
Time Display Format=> Seconds Since Previous Displayed Packet (Buo= ®op-
mam omobpaxcernus spemenu= Koruuecmeo cexynd, npoweduux ¢ momenma
omobpaxcenun npedvidyuiezo naxema) u3 2AaA6H020 MERI0.
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Ob6biuHbLIN OOMEH AAHHbIMU

Daiin nepexaama HcxoaHble XapakTepUCTHKHM CCTH Mbl 0OCYIMM MO3HEE, a 10
latencyl.pcapng TeX MOP JOCTATOUHO 3HAThb, YTO 3TH XaPaKTEPUCTHKU OObIYHO-

ro o6MeHa JaHHbIMM TPeGYIOTCA /U1t CPAaBHEHUS C YCJIOBUAMU
6oJbIUOH ceTeBOIt 3aaepKKH. Jl1si aHaIM3a pacCMaTPUBAEMBIX 3/1€Ch IPUMEPOB Mbl
Bocnosib3yeMcst paitiom 1iepexsara latencyl.pcapng. Panee yxe noacusaamcs noa-
POGHO OCOGEHHOCTH TPEXITATHON YCTaHOBKU BA3U Mo npotokoy TCP u o6mena
AaHHbIMM 110 npotokosry HTTP, nosTomy Mbl He GyaeM paccMaTpuBaTh 3TH BOINPO-
cbl CHOBA. B sieficTBUTEIBHOCTH MBI BOOGLIE HE OyeM 0OpamaThes K naHenu Packet
Details, MOCKONBKY /ISl HAMIUX LeNeH JOCTaATOYHO NPOAHAIM3UPOBATH COAEPKUMOE
croa6ua Time, kak MokasaHo puc. 11.22.

Puc. 11.22. MpuseneHHbis 30eCh CETEBON TPADHK BO3HMKAET OYEHb BBICTPO M MOXET C4M-
TaTbCs OBbIYHBIM

Takasi Moc1exOBaTENBHOCTh OOMEHA JJAHHBIMU MPOUCXOUT JOBOJBHO ObICTPO,
npUYeM BeCh 3TOT npouecc 3aHuMaeT Melbine 0,1 cekynabl. Panx ananusupyembix
Aaiee (aiiIoB nepexsaTa COACPKAT OJHH U Te e 06paslbl cCeTeBOro Tpaduka, HO
DIaBHbIC OTIMYUSA NPOSBIAIOTCA BO BPEMEHH b/X XaPAKTE PUCTHKAX MAKETOB.

MepneHHbIi 0OOMEeH AAHHBIMU U3-30 CETEBOW 3QAEPXKKM

Daii nepexsama A Tenepb 06pPaTUMCS K aHAIM3Y COAEPKUMOro ¢aiina nepexsa-

latency2.pcapng Ta latency?2.pcapng. O6paTuTe BHUMAaHHME Ha TO, YTO BCE I1a-
KeTbl B 3TOM raiijie OAMHAKOBBI, KPOME BPEMEHHbIX XapaKTe-
PHUCTHK ABYX M3 HUX, KaK 110Ka3aHo Ha puc. 11.23.

Puc. 11.23. B naketax 2 u 5 nposensetcs 6onbwas 3aaepxka

[MocTeneHHo aHAIM3UPYs 3TH IECTb MAKETOB, B HUX MOXHO Cpa3y Xe oGHapy-
XUTDb NEPBbIN NPU3HAK CETEBOH 3afepPXKKH. Tak, nepBoHaYaIbHbIN MakeT SYN OT-
NpaB/IsAETCA KIMEHTY, HAXOAAIEeMYCsi o ajgpecy 172.16.16.128, 4To6bl HA4aTh 1IPO-
HEeAyPYy YCTAHOBKH CBSA3H MO MPOTOKOJY TCP, u B oTBET CcepBep, pacloONOKEHHBIN
no aapecy 74.125.95.104, BosBpauaeT naker SYN/ACK ¢ 3aaepixkoit 0,87 cexyHabl.
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M 3T0 nepsbiit NpU3HaK CETEBOH 3aJ€PXKKH, OOYCIOBIEHHON YCTPONUCTBOM, HaXxo-
AAUMMCS MEXy KJIMEHTOM U CEPBEPOM.

M3 3TOro aHanM3a MOXHO CA€aTh BbIBOA, YTO B JJAHHOM CJIy4ae UMEET MECTO
ceTeBas 3aJepPXKKa, UCXO/S M3 XapaKTepa THUIIOB NnepeaaBaeMbix maketoB. Korza
cepBep noJjy4aeT makeT SYN, eMy TpeGyeTcsi MUHMMaIbHOE KOJUYECTBO BPEMEHU
Ha ero o6paboTKy U OTNPABKY OTBETA, MOCKOJIbKY paboyasi Harpy3ka Ha cepBep He
BKJIIOYAET B ce€6sl HUKAKOH OO6pabOTKM Ha TPaHCNOPTHOM ypoBHe. M maxe ecau
cepBep MCMBITHIBAET BECbMAa MHTEHCHBHBII ceTeBOM TpaMK, OH, KaK IPaBUJIO, J0-
BOJILHO GBICTPO MochbuTaeT nakeT SYN/ACK B OTBET Ha NPUHATHIA nakeT SYN. Cre-
JIOBATEJIbHO, CEPBEP MOXHO HCKIIOYMTH U3 YMCJIA MOTEHUMAIbHbIX MCTOYHUKOB
60JIbLIOM ceTeBOoi 3aJIEPHKKH.

KimeHTa ciexyeT Takke UCKJIIOYUTD, TOCKOJIbKY B JAHHbIM MOMEHT Ha CTOPOHE
KJIMEHTA HE MPOUCXOAUT HUKaKOM o6pa60T1<n, NOMHMMO IIOJYYE€HHUsA IMaKeTa SYN/
ACK. McwmoueHHe KIMEHTa U CEPBEPA M3 YMCJIA MOTEHUHUAIbHBIX HCTOYHUKOB
GoJIbLION CeTeBOIt 3aIePXKKH YKa3bIBA€T HA TO, YTO 3TH UCTOYHUKU CKPBIBAIOTCA B
NepBbIX JIBYX MAKETaX U3 aHATU3UPYEMOTO 3JieCh [NePEXBAYEHHOTO TpadukKa.

IMpoxomkas aHaIM3 MAKeTOB, MOXHO OOHAPYXUTh, YTO Mepefaya naxkera ACK,
3aBEpINAIOLIEro MPOLEAYPY TPEX3TATHON YCTAHOBKM CBA3U 1o npoTtokosy TCP, BbI-
MOJIHAETCA O4YeHb O6bICTPO, Kak 310 npoucxoaut ¢ HTTP-3anpocom no metoxy GET,
KOTOPBIi NOCBLTAETCA KIHEeHTOM. Bcst 06paGoTka 060MX MAKETOB BbIMOMHAETCA JI0-
KaIbHO Ha CTOPOHE KIMEHTA M0Ce NpueMa nakeTta SYN/ACK, U IO3TOMY OHU JOJIK-
Hbl NEepPEeaBaThCsl OLICTPO, NPHU YCIOBUH, YTO KIMEHT HE HCMbITbIBAET 6OJbUIYIO
BBIYMCJIUTEJILHYIO HAarPy3Ky.

AHanm3 nakeTa 5 MOKa3bIBa€eT, YTO 3TO €lle OJUH MAKET C OY€Hb 6ObUINM Bpe-
MeHeM 3ajiepxkku. B yactHocTH, nocne ornpasku HTTP-3anpoca no meroay GET
OoTBeTHbIN maket ACK GbL1 Bo3BpalleH cepsepom uepes 1,15 c. Ilocnae nonyyenns
HTTP-3anpoca no mMetoay GET, cepBep J0OMXEH Cpa3dy Xe OTIpaBHTb nakeT ACK
no npotokony TCP (T.e. eme 10 Hayasa NepeAayy AaHHBIX), HA UTO €My OOBIYHO
TpebyeTcs oueHb Mano BpeMeHH. M 3To elne oaMH ABHbIH NPU3HAK CETEBOU 3a-
AEPHKKH.

Bcsikuii pa3, koraa BO3HMKAET 33/IEPXKa B CETH, OHA MOYTH BCETAA NIPOABIAETCS
npu o6paboTrke makeTos SYN/ACK BO BpeMsl NepBOHAYalbHON YCTAHOBKU CBS3U U
Apyrux nakeroB ACK npu o6Mene gaHHbIMH. M XOTSA nmonydeHHbIE CBEJEHUA O Ce-
TEBOI 3a/lepXKKe He COOOMAIOT O KOHKPETHOM €€ MCTOYHUKE, OHU CBUIETENbCTBY-
IOT O TOM, YTO 3THM MCTOYHHMKOM He€ ABJSAETCS HM KJIHEHT, HU cepsep. M, ckopee
BCETO, ABJSETCS KAaKOe-TO yCTPOHCTBO, HaXOAsALIEeCs B IPOMEXYTKE MEXAY KIHEH-
TOM M cepBepoM. M 3To caryUT OCHOBaHMEM Ul JalbHEHIIEro aHaiu3a paboTbl
Pa3/IM4YHBIX GPaHAMay>POB, MApUIPYTH3ATOPOB U MPOKCH-CEPBEPOB, YTOGLI HAUTH
Cpeay HUX BUHOBHUKA BO3HHKINEH 3a€ PIKKHU.
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MeganeHHbI 06MEH AOHHBIMU U3-30 30AEPXKKU
Ha CTOpPOHE KNMeHTa

Daiin nepexsama  Creaylommi cueHapuil 3al€pxKK1 Mbl UCCIETYyEM Ha TIpUMepe
latency3.pcapng u3 daiina nepexsata latency3.pcapng, Kak MOKa3aHO Ha
puc. 11.24.

Puc. 11.24. B sTom nepexsa4yeHHOM Tpagmke MEATEHHBIM OKA3bIBAETCS NEPBOHAYANbHbIA
HTTP-3anpoc, nepeaasaemsiii no metoay GET

AHanM3upyeMblii 3leCh NepexBaueHHbIN TPapUK OObIYHO HAYMHAETCS C TPEX3-
TANHOM YCTAHOBKU CBs3U 110 nipoTtokoay TCP, npoucxogsmeit ouens GuicTpo U 6€3
BCSIKHMX NPU3HAKOB CETEBOM 3a/ePKKU. Bce BBINMIAANUT NpaBUIBHO BILIOTD JO MaKe-
Ta 4, kotopsiii cogepxut HTTP-3anpoc no meroay GET, nocbuiaeMblii 110 OKOHYa-
HHUM NPOLEAYPhl YCTAHOBKM CBA3U. B 3TOM nakere Habmonaercs 3agepxka B 1,34 ¢
OTHOCHTE/ILHO NPEBIAYIIETO NOJyYEHHOTO MaKeTa.

YToO6bl onpeaenuTh UCTOYHUK TaKOM 3a/1ePXKKHU, HEOGXOAUMO BBICHUTD, YTO
e MPOUCXOAUT B IPOMEKYTKE MEXAY 0OMeHOM nakeTaMu 3 u 4. B yacTHocTH, Na-
KeT 3 ABsgeTCs 3aBepPUIAIOIUM NakeToM ACK B rpolielype YCTaHOBKH CBA3M IO MPO-
Tokosty TCP u nocbutaercs kimeHToM cepsepy. A naket 4 coaepxkutr HTTP-3anpoc
1o MeToxy GET, KOTOPbIH MMOCHUIAETCA TEM K€ CAMBbIM KJIMEHTOM cepBepy. O6umnm
M1l 3TUX MAKETOB CIYXUT TO OOCTOATENBCTBO, YTO 062 OHH NOCHUIAIOTCA KIMEH-
TOM U He 3aBUCAT oT cepBepa. HTTP-3anpoc no meToay GET no/5keH 6bITh OTHpaB-
JIeH BCKOpe MOcJie OTNPaBKH NakeTa ACK, MOCKOIbKY BCE 3TH IeHCTBHS COCPEJOTO-
4YeHbl Ha CTOPOHE KJIMEHTA.

K coxaneHHIO /11 KOHEYHOTO MOJIb30BaTEIsl, NEPEXO] OT MOATBEPKAECHUS K
HTTP-3anpocy no metoay GET He IPOUCXOAUT GbICTPO. [l cOCTaBIeHUs U nepe-
Aaum naketa ¢ HTTP-3anpocom no meroay GET Tpebyercs o6paboTka Ha ypoBHE
NPHIOXKEHUH, U 3aIepPXKKa, BO3HUKAIOIIAs MIPH TaKoi 06paboTKe, IBHO yKa3bIBaeT
Ha TO, YTO KJIMEHT HE CyMeJl BbINIOJIHUTh COOTBETCTBYIONIEE JAEHCTBHE CBOCBPEMEH-
HO. Takum 06pa3oM Mbl BBIACHUJIM, YTO B HAlIEM CJIydae KIMEHT OTBEYaeT 3a 6O0JIb-
HIyIO 3aI€PKKY B OOM€EHE JaHHbIMM 110 CETH.
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MeanenHbin 06MeH AAHHBIMU U3-3a 3aAEPXKKN
Ha CTOpOHe cepeepa

Paiin nepexsama V1 nocneqHunii cieHapuii 3a1epiKKH Mbl MCC/IE/lyeM Ha Iipumepe
latencyd.pcapng U3 (ailna mnepexsara latency4.pcapng, Kak MOKa3aHO Ha
puc. 11.25. M sTo npumep 3agepkku Ha CTOpOHE cepBepa.

Puc. 11.25. bonswas 3anepxka Ha CTOpoHe cepsepa He NPOABASETCS BNNOTL 4O nocnea-
HEero NaKeTa B AHANM3MPYEMOM 30€eCb NepexsayeHHoM Tpaduke

B ananusupyemom 3xech nepexpaueHHOM TpagUKe MPONUECC YCTAHOBKM CBS3H
no nporokoay TCP 3aBepmaercs 6e30mHUG0YHO U GBICTPO, U MO3TOMY OOMEH JaH-
HBIMH MEXJY /IByMsl XOCTaMU HauMHaeTcsA ycremHo. Caeayiomas napa nakeToB He
BbI3bIBA€T HUKAKHX I10JJO3PEHHH, II0CKOJIbKY NepBOHavyaibHble nakeThl ¢ HTTP-3a-
MPOCaMHM Mo MeTOoAy GET U MOATBEPXKAAIOUUMH OTBETAMHU ACK 1OCTaBASAIOTCA OY€Hb
6bicTpo. U ToNbKO B NOC/AEAHEM NMaKeTe U3 pacCMATPUBAEMOTro 3/ech daiina nepe-
XBaTa NPOSABIAIOTCSA NPU3HAKU CETEBOM 3a€ PXKKHU.

ITOo mecTol MakeT, KOTOPbIi nocpltaeTcs nepsbiM no npotokony HTTP ¢ pan-
HBIMM U3 CEpBEPa B OTBET Ha 3aNpoC 110 MeToy GET, OTNpaBieHHbIHA KIMeHTOM. OH
nocTynaet ¢ 3agepxkoi 0,98 ¢ mocie oTnpaBKu cEpBEPOM MOATBEPXKAAIOIIETO M-
kera ACK no npotokony TCP B oTBeT Ha nosyueHHbli 3anpoc no metony GET. [lepe-
X0/ Mex/Ty nakeTaMu 5 1 6 0YeHb II0X0X Ha IEPEXO/ MEX/Y MTAaKETaMU C 3aIIPOCOM
1no MeToy GET 1 MOATBEePXKAAIOUIUM OTBETOM ACK, KaK NOSICHSUIOCh B MPEAbIAYLICM
cueHapuu. Ho B 1aHHOM cilydae B IEHTPE HalIEro BHUMaHMs OKa3bIBAETCS CEPBED,
a HE KJIHEHT.

[MakeT 5 cogepxUT noaTBep)AeHUE ACK, IOChLIAEMOE CEPBEPOM B OTBET Ha 32a-
npoc no Metoy GET oT kiueHTa. Kak TONbKO 3TOT makeT 6yA€eT OTHpaB/I€eH, CEpBEP
JIOJDKEH MPAKTUYECKU CPasy XKe IIPUCTYNHUTh K Niepe/iayue 3anpaliMBaeMbIX TaHHbIX.
JlocTyn K 3anpamuBaeMbIM TaHHBIM, X YIIAKOBKA M Mepeflaya B 3TOM IAKETE Bbl-
nojusierca no nporokony HTTP. A nmockonbky 3TO NpOTOKON YPOBHS NPHIIOKe-
HUH, cepBep JA0JDKEH BbINOJIHUTh HCKOTOPYIO 00paboTKy JaHHbBIX. 3aiepXKa B [IPU-
€Me 3TOTO MaKeTa YKa3bIBAaeT Ha TO, YTO CEPBEP OKA3aICs HE B COCTOSHUMN 06pa6o-
TaTh 3alpalinBaeMbple JaHHbIE B TeYEHHUE NIPUEMIEMOrO MPOMEXYTKa BPEMEHH, 2
CJIeIOBAaTEeIbHO, OH M €CTh OCHOBHOI MCTOYHMK 3aJ€PXKKH, 3apMKCMPOBaHHOMN B
aHaJIM3UPyeMOM 3jiechb (aiiie nepexpaTa.
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Mopsaok o6HapyxeHus 3aaepxek B ceTh

[TpoaHamm3upoBas mWecTh NAKETOB B PsAJ€ MPEAbIAYIIUX CLEHAPUEB, HAM yaa-
JIOCh OGHAPYXUTh UCTOUYHHUK GOJILUION CETEBOM 3aIEPKKU MEXTy KIMEHTOM U Cep-
BepoM. biok-cxema, npuseaeHHasn Ha puc. 11.26, nomkHa nomMoyb BaM B AUArHO-
CTHMKe 3aTPYAHEHUI, BO3HMKAIOWIUX HM3-3a CETEBbIX 3a/iepxkek. PaccmaTpusaemble
34€Ch MPUHLHUIBI MOXXHO NPUMEHHTD K JIO60MY BHy OOMEHA JAHHBIMU MO 11POTO-
kouy TCP.

Knuent SYN . Cepsep

~<«——————————— SYN/ACK

Y

ACK

e 3anpoc no npoToKony CeAbMOr0 g
. YPOBHA

- ACK

m ~@—————— [laHHble N0 NpoToKoNy eibMOro
= YPOBHA

CereBan 3aziepxKa
[2] 3anepxxa Ha cropone KnuenTa

(3’, 3a/iepXKa Ha CTOpOHe cepepa

Puc. 11.26. I104 6n0oK-CXEMOH MOXHO MONBL3OBATLCA NPHU AUArHOCTUKE
npobnem, BO3HMKAIOLIMX M3-3Q CETEBLIX 3aAEPXEK

Obpamume 6HUMANUE HA MO, UMO MbL NPAKMUMECKU HUME20 HE YNOMUHAAU
o0 cemesvix 3adepacxax no npomoony UDP. Jeno 6 mom, umo npomoxon UDP
npeonasnauen 048 Gbicmpozo, HO HEHAOEHHO20 0OMERA OAHHBIMU, U NOIMO-
MY 8 HeM OMCYMCmEYom ecmpoennbvie chedcmea O obHapyxenus u yempa-
HeHus cemeavix 3adepacex. Bmecmo smozo eca paboma nepexaadvieaemes na
npomoxonst ypoera npusoxcenuts (u npomoxos ICMP), obecnewusarowue na-
0excHyr0 docmasKy 0aHHbLX No Cemu.
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CpaBHeHue ¢ UCXOAHBIMM XAPAKTEPUCTUKAMU CETH

Ecay Bce onucaHHbIe Bbllle METOAUKH U CIIOCOGBHI HE TTOMOTaloT, TO OCTAE€TCSA
TOJIbKO CPAaBHEHHME C UCXOAHBIMU XapPaKTEPUCTUKAMHU CETH, JAIOUIUMHU €/[Ba JI1 He
caMble BaXXKHbIE CBEJICHUSA O CETH NPHU AUATHOCTHKE €€ MeMIEHHOH pa6oTsl. Hcxoo-
Hble XAPaKmepucmury cemu COCTOAT U3 06Pa3OBOro Tpaduka, NEPEXBAYEHHOIO B
Pa3HBbIX TOYKAX CETH M BKJIOYAIOIETro B ce6s1 HEMAYIO JOMIO TOTO, YTO NPUHATO
CYUTATh “HOPMalbHbIM” ceTeBbIM TpagukoMm. HaznaueHMe HCXOAHBIX XapakTe-
PHCTHK CE€TH — CJOYXXUTb 3TAJIOHOM VIl CPABHEHUSA B TEX CJIyYadx, KOTAa CeTb WU
yCTpOMCTBA B HEH (PYHKLIMOHHPYIOT HEBEPHO.

B xadecTBe nmpuMepa pacCMOTPHMM CLIEHAPUIi, I/leé HECKOIBKO KIMEHTOB XKaly-
IOTCSI HA MEJUIEHHYIO paboTy C€TH, KOTJja OHM PErMCTPUPYIOTCSA HA JIOKaJIbHOM Cep-
Bepe BeG-npuioxeHnii. Ecim nepexsaTuTh 3TOT ceTeBOM TpadpuK U CPaBHUTD €TI0
C UCXOAHBIMU XapPaKTePUCTUKAMH CE€TH, TO MOKHO OOHAPYXMTb, 4TO BeG-cepBep,
Kak IpaBWIO, OTBedYaeT, HO BHemwHue DNS-3anpockl, BO3HMKAIOIUE B PE3yJIbTATE
BCTPaWBaHUA BHEIIHETO COJAEPXXHMOrO B BEG-IPUIOKEHHUE, BBITIOJHAIOTCSA B 1Ba
pa3a MeJieHHee, 4eM OObIYHO.

JlonycTuMm, uTo MeleHHO paboTtalomui BHemHMHA DNS-cepsep yaanoch Bbis-
BUTB, HE NIpHGerast K MCXOJHBIM XapakTepucTHkaM ceTu. Ho coscem apyroe aeio,
KOT/Ia MPUXOAMUTCSA UMETD EJI0 C HE3HAUUTEIbHBIMI U3MEHEHUSAMU B paboTe CeTH.
B yacTtHOCTH, 06paboTka kaxaoro u3 jaecaty DNS-3anpocoB MOXET OTHATH Ha
0,1 c 6oJblIE, YEM B OOBIYHBIX YCJIOBUSX, YTO B KOHEYHOM UTOTE NPUBOJUT K TaKOH
XKe 3a/ilepXKKe, Kak U npu o6paboTke ogHoro DNS-3anpoca B Teuenue 1 ¢. Ho o6Ha-
PYXHUTDb NIEPBYIO CUTYALIHIO HAMHOTO TPy/Hee 6€3 CPaBHEHUSA C UCXOAHbIMU Xapak-
TEPUCTUKAMU CETH.

JIByX OIMHAKOBBIX CETEI1 HE OBIBACT, U MO3TOMY OTAE/IbHbIE COCTAB/IAIOIME UC-
XOJHBIX XapaKTEPUCTHUK CETH MOTYT CYWIECTBEHHO OTIMYAThcA. B mocrexyommx
pasfesax NpejCcTaBAeHbl IPUMEPBI OTAENbHBIX BUAOB COCTABJSIOWMNX HCXOAHDBIX
XapaKTepUCTHK ceTH. BO3MOXHO, BCe 3T COCTaBIAIOMME WIH TOJIbKO HEKOTOPbIC
M3 HUX BITOJIHE MOJAOUAYT it MHGPacTPyKTyphl Bameii cetn. Ho kak 6b1 Tam Hu
6bLIO, Bbl MOXXETE OTHECTH KaX/yl0 COCTABJIAIOUIYI0 MCXOAHBIX XapPaKTE€PHUCTHUK
CBOEH CETH K OHOM U3 CJIEAYIOIUX KaTErOPUIL: CalT, XOCT U IIPUJIOXKEHUE.

UcxopHble xapakTepucTukm cetTn gis canta

HasHauyeHHMe MCXOAHBIX XapaKTePUCTHUKM CETH I caiiTa — MOJYYUTb oOmui
MOMEHTAIbHBII CHUMOK CETEBOro Tpaduka Ha KaxaoM caiiTe B ceTu. B naeans-
HOM CJIy4ae 3TO MOXKET ObITh KaX/Ibli CErMEHT I1o6anbHoM ceTH. K cocTapasiomnm
3TOM KaTeropuy UCXOJHbIX XaPAKTEPUCTUK CETH OTHOCATCSA CIEAYIOLHUE.

Meps 6opbbel ¢ meanenHon cetvio 335



Tigm: @it_boooks

¢ IlpumensieMble NPOTOKOAbI. YTOObI NPOAHANTU3UPOBATb CETEBOM TpaduK
OT BCEX YCTPOMCTB, OTKpoiiTe OKHO Protocol Hierarchy Statistics (CraTucTnka
MepapXuH MPOTOKOJIOB) MO KOMaHJE IMIaBHOTO MeHI0 Statistics= Protocol Hier-
archy B mpouecce nepexsara CETEBOTO TpauKa OT BCEX YCTPOMCTB B CEIMEH-
T€ CETH, HAXOJAIEMCS Ha €€ Kpalo (MapIpyTHU3aTOPOB WK GpaHAMay3poM).
B nanpHeiimem €ro MOXHO CPaBHUTD C BbIBOJOM U3 HCPAPXUH MTPOTOKOJIOB,
4TOOBI BBIACHUTb, OTCYTCTBYIOT JM OOBIYHO NPUCYTCTBYIOUIME WM HOBbIE
MIPOTOKOJIbI, CAMOCTOATEILHO BHEJPEHHbIE B CETH. ITUM BbIBOJOM MOXKHO
TaKXe BOCIMOJIb30BAThCS, YTOObI BLIABUTH OObEMBI CBEPX OObLIYHOTO ONpe/ie-
JIEHHBIX THUIOB TPadHKa B 3aBUCUMOCTH OT KOHKPETHOTO NPOTOKOJIA.

e Illupoxosemarenbubiii Tpadguk. K 3T0ii cocrapasomeit MCXOAHDbIX Xa-
PAKTEPUCTUK OTHOCHUTCS BECh NIMPOKOBEWATENbHbINA TpadHK B CErMEHTE
cetu. [Ipocrymmsanme ceTn B mo60i ToUke caiTa MO3BOASAET M€PEXBATUTH
BECh IIMPOKOBEMATENbHbIN TPAQUK U BBIAICHUTDb, KTO WIH YTO OOGBIYHO MO-
CblIaeT B GOJBIIOM KOJMYECTBE WMPOKOBEWATEIbHbIE MAKETbl MO CETH.
H Toraa MoxxHO GBICTPO ONpeAENUTD, ABAAETCA MIUPOKOBEIATE/IbHAs NIEepe-
Ala4a MMAaKeTOB YPe3MePHOIl MM HEJOCTATOYHOM.

¢ IlocnenoBarenbHocTH ayreHTHgHuKanuu. K sToit cocrapasiomeit uc-
XO/HBIX XapaKTEPHCTHUK OTHOCUTCA CeTeBOM Tpaduk, NpoxoAsumuii oT npo-
M3BOJIbHBIX KJIHEHTOB, I/l€ BBINOJHAIOTCSA MPOLIECChl ayTeHTU(PHKALMH, KO
BceM cIyx6aM Bpoge Active Directory, Be6-npuiokeHHit U NPOrPaMMHOTO
obecneueHus, CrelUaJbHO MPUMEHAEMOrO B OpraHu3anuu. AyTeHTudHKa-
LIMsi OTHOCHUTCS K OJHUM U3 HauGoJiee paclpOCTPaHEHHbIX IPUYHH MeJUIEH-
HO# paGoThl CIyX6. A MCXOJHbIE XaPAKTEPUCTUKH CETH MO3BOMAIOT BbISC-
HHTb, SBAAETCA JU ayTeHTU(UKALUA BUHOH M€VIEHHOrO OOMEHa IaHHbIMH
10 CETH.

¢ CxopocTh nepeaayu JaHHbIX. Kak npasuio, 3To Mepa, onpeaensiomas
GBICTPOTY NEpeayM KPYNMHOro o6beMa JaHHbIX Pa3Ju4HbIM CaliTaM B CETH.
CkopocTb nepefiayM JaHHbIX M YCTOHYMBOCTb COEIUHEHHUs MOXXHO OMNpeje-
auThb cpeactBaMu Wireshark st BbIBoa CBOJIHBIX CTATUCTHYECKUX JAHHBIX
0 nepexpayeHHOM TpadHke U NOCTPOEHUs IrPaPMKOB, KaK MOACHAIOCH B IV1a-
e 5, “/lonosHuTenbHble BO3MOXXHOCTH Wireshark”. 9to eaBa i He camas
BOXKHAsA MCXOJHAsA XapaKTE€PUCTHKA CETH M3 BCEX AOCTYIHBIX U1 caiTa. Bea-
KHii pa3, KOIr/ia yCTAHABJIMBAETCS UM Pa3pbIBAETCA COEAMHEHHUE C MEAJIEHHO
pPaGoTalomMM CErMEHTOM CETH, MOXKHO IepeJaTh TOT Xe caMblil ¢pparmeHT
AAQHHBIX, YTO U B MCXOJHDbIX XapaKTEPHUCTHKAX CETH, U CPABHUTH MOJy4YEH-
Hbl€ pe3yJbTaThl. Takoe cpaBHEHHE MO3BOJMT BbIACHUTD, ABASETCA JH COE-
AVWHEHUE MEJICHHBIM, 32 BO3MOXKHO, U BBISBUTDb y4aCTOK CE€TH, Ha KOTOPOM
OHa HAYMHAET MEJIEHHO paboTaTh.
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MCXOAHbIe XApPAaKTepPUCTUKKM CEeTU Aansa Xocra

Bo3MoxHO, onpenensaTbh UCXOHbIE XaPaKTEPUCTUKH CETH VIS KaXJOro XOCTa,
T.€. y3/1a CETH, U HE HYXHO. MICXO/IHblE XapaKTEPUCTUKHU CETH JUISL XOCTa CAEAyeT
ONpPEJENATb TOMbKO Ha CEpBepax C MHTEHCUBHBIM TPAQHUKOM WJIM OTBETCTBEHHBIX
cepsepax. [lo cymecTsy, eciu MeieHHas paboTa cepBepa CTaHET IIPUUHHOL FHEB-
HBIX 3BOHKOB CO CTOPOHbI HaYa/IbCTBA, TO HA TaKHE CJIyYau CIeyeT UMETb B CBOEM
PacnopsKeHUH UCXOJHbIE XapaKTEPUCTUKU CETH Ha JaHHOM xocTe. K cocrapisio-
LM 3TOH KaTETOPUH UCXOAHBIX XapaKTEPUCTUK CETH OTHOCATCS CJIEAYIOIHUE.

¢ IlpumeHnseMble MPOTOKOAbI. ITa COCTAB/AIOMAsS UCXOAHBIX XapaKTepH-
CTHK JIaeT OTVIMYHYIO BO3MOXXHOCTb BOCIIOJIb30BAaTbhCA OKHOM Protocol Hierarchy
Statistics B mpouiecce nepexsata ceteBoro Tpaduka ot xocra. B ranpHeiimem
€r0 MOXXHO CPaBHUTH C JaHHOM COCTaBIAKINEH HCXOJHBIX XapaKTEPUCTUK
CE€TH, YTOODbI BBIACHUTD, OTCYTCTBYIOT JIM OOBIYHO MPUCYTCTBYIONIME WIN HO-
BbI€ MPOTOKOJIbI, CAMOCTOATENBHO BHEJAPEHHBIE Ha xocTe. [Togo6HbIM crio-
CcO6OM MOXHO TaKXe BbIABUTb HEOObIUHbIE OGBEMBI ONpPEAETCHHBIX THUIIOB
TpadHKa B 3aBUCMMOCTH OT KOHKPETHOTO IIPOTOKOJIA.

¢ Xo0/0CTOH WIHM MHTEHCHBHbIH ceTeBol TpadMk. 3Ta cocTaBasiolIas
HCXOJHBIX XapPAKTEPUCTUK CETH COCTOUT U3 OOIIHMX MePEXBaTOB OObIYHOTO
A€UCTByIOMEro Tpadrka B IEPUOALI MUKOBOM U HEMHUKOBOM Harpy3ku. 3Has
KOJIMYECTBO COEAMHEHUI U CTENEHb UX NMPONYCKHOM CTOCOGHOCTHU B pasHoe
BpPEMS CYyTOK, MOKHO BBISICHUTD, SBJSECTCS JIM NOJIb30BATEIbCKAs HAarpys3ka
WJIM MHas npo6ieMa MPpUYMHOM MeUIEHHOI paGoThI CETH.

¢ IlocrexoBaTe/NbHOCTH 3aNMyCKa H OCTAHOBKH. UTOGBI MOAYyYUTH 3Ty CO-
CTaBJAIOUYI0O UCXOAHBIX XaPaKT€PUCTUK CETH, MPUAETCA NEPEXBaTUTDL Ce-
TeBOU Tpaduk, popMUpyeMblil BO BpeMs MOCJIE0BATEIbHOCTEH 3amycka U
OCTaHOBKM XOCTa. EcC/M ke KOMIBbIOTEp OTKA3bIBAECTCA BHINOJHUTDL 3alyCK,
OCTaHOBKY WM paGoTaeT KpaiiHe MeJIEHHO BO BpeMsl I060i1 U3 3THX moce-
JIOBATENBHOCTEM, TO C IOMOMIBIO IAHHOM COCTABIAIONICH HCXOHBIX XapaKTe-
PHMCTUK MOXHO BbIICHUTD, ABJISI€TCSA I TOMY IPUYHUHOM CaMa CeTh.

¢ IlocnexopaTenbHOCTH ayTeHTHHKAUUH. YTOOBI MOJYyIHUTH 3Ty COCTAB-
JIAIOWYI0 UCXOAHBIX XapaKTEPUCTHK CETH, NPUAETCA NMEePEeXBaTUTh CETEBOM
Tpag MK, BOZHUKAIOWHUI B MPOLECccax ayTeHTU(PHKALMK BO BCeX CIyx6ax Ha
AQHHOM XOCTe. AyTEHTU(HKAIIMA — 3TO OfHA M3 TeX 06JIACTEM, e CIYKObI
0OBbIYHO JIEHCTBYIOT MeIeHHO. G OMOIBIO 3TOM COCTABJIOMIEN MCXOJHBIX
XapaKTEPUCTUK CETU MOXHO BbIACHUTD, ABJAETCA U ayTeHTU(HUKALUSA BU-
HOM MeUIEHHOro o6 beMa JaHHbIMU.

¢ AccomuanMu M 3aBHCHMMOCTH. DTa COCTABJIAIOMAS MCXOAHBIX XapaKTepH-
CTUK CETH COAEPMUT JJIMHHBINA NepexBaueHHbI TpadUK, YTOOBI BBIACHUTD,
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OT KaKMX MMEHHO XOCTOB 3aBUCUT HOPMaJlbHas paboTa JaHHOTO XOCTa, U Ha-
060pOT, X pa6oTa OT Hero. YToGb! BBIABUTD MOJOOHbIE ACCOLMALUH U 3aBH-
CHMOCTH, JOCTATOYHO BOCMOJIL30BaThCs OKHOM Conversations, 10CTyITHBIM 110
KOMaH/ie IIaBHOro MeHIo Statistics= Conversations. XapakTepHbIM TOMY IpH-
MepoM cyxkuT XocT SQL Server, OT KOTOPOro 3aBUCUT HOpMabHas paboTa
BeG-cepBepa. Ham He Bcerna u3BecTHbI 6a30BbIE 3aBUCUMOCTH MEXAY XOCTa-
MH, ¥ IO3TOMY MX MOYHO BBIAICHUTD C IOMOUIBIO 3TOI COCTaBAAIOMEN UCXOA:-
HBIX XapaKT€PUCTUK CETHU Ha XocTe. Ml Ha 5TOM OCHOBaHHMM MOXKHO C/I€/IaTh
BBIBOJ, (PYHKIIMOHUPYET M XOCT HEHOPMATIbHO M3-32 HEUCIIPABHOCTH WJIH
CIJIBHOI 3aBUCUMOCTH OT CETEBOU 3aEPIKKH.

MUcxopHbie xapaKTepucTUKK ceTn Ans NPUNoXeHun

H HOCJ]CZ[HCﬁ KaTEropun OTHOCATCA HCXOXHbIC XAPAKTCPDUCTHUKH CETHU I/
HpMJlO)KCHHﬁ. OHU HOJDKHBI ObITh OonpeleJ€Hbl BO BCEX CETEBBIX MPHUIOKCHUAX,
KPATUYECKN BAXHBIX VISl BEACHUA KOMMCp‘lCCKOﬁ ACATECIbHOCTH. K cocrtasnsio-
I[UM 3TOM KaTE€ropvH UCXOAHDbIX XapPAKTEPUCTHK CETH OTHOCATCS CACAyIOlNE.

¢ IlpumeHsieMble NPOTOKOJIbI. M 3Ta cocTaBisiomas HCXOAHBIX XapaKTepu-
CTUK JaeT OTIMYHYIO BO3MOXHOCTb BOCTIOJIb30BAaThCsl OKHOM Protocol Hierarchy
Statistics B npolecce nepexsaTa CETEBOTO TpaduKa OT XOCTa, Ha KOTOPOM pa-
6oTaeT npuioxeHue. B nanbHeleM ero MOXHO CPaBHUTD C JAHHOM COCTAB-
JSIIOENd UCXOAHBIX XapaKTePUCTHK CETH, YTOOBI BBIAICHUTH, HOPMaJIbHO JIX
(pyHKIIUOHMUPYIOT MPOTOKOJIbI, OT KOTOPbIX 3aBUCHUT JAHHOE NPHJIOXKEHHUE.

e IlocnexoBaTeTbHOCTH 3aMyCKa M OCTAHOBKH. JTa COCTAaBJAOWIAs MC-
XOJHBIX XapaKTE€PUCTUK CETU COAEPKUT MepexBayeHHbIN ceTeBOM Tpaduk,
¢opMupyeMblii BO BpeMs NOCIEA0BATENbHOCTEN 3aMyCKa U OCTAHOBKM XO-
cra. Ecin ke npuioxkeHHe OTKa3bpIBA€TCs BBINOJHUTD 3alycK WM paboTa-
€T KpaiiHe MEJJIEHHO BO BpeMsl JI000HM U3 3THUX NOCJAEeN0BaTEIBHOCTEN, TO C
IIOMOIIBIO AAHHOH COCTABJAIOMIEN UCXOAHBIX XaPaKTEPHUCTUK MOXXHO BBISIC-
HUTD, SABJIACTCS JIM TOMY IPUYKHHOMN CaMa CEeTb.

e Acconpanuy ¥ 3aBHUCHMOCTH. IDTa COCTABJAAIONAA UCXOAHBIX XapaKTEPH-
CTHK CeTH TpeGyeT HaIMuusA JUIMHHOTO NepexBayeHHOro Tpaduka U OKHa
Conversations, 4TOOBbI BBIICHUTD, OT KAKUX UMEHHO XOCTOB M NPHJIOKEHUH 32a-
BHCUT HOPMaJIbHas paboTa JaHHOTrO NpuaokeHus. Ham He Bceraa n3BecTHbI
6a30BbIe 3aBUCMMOCTH MEXAY NPWIOKEHUSAMH, U NO3TOMY UX MOXHO BbISIC-
HUTb C MOMOIIBIO 3TOH COCTABJASIOMENA UCXOMHbIX XapPaKTEPUCTUK CETH Ha
ypoBHe npuioxeHus. M Ha 3TOM OCHOBaHUM MOXHO C/l€/IaTh BbIBOA, (pyHK-
LHOHHUPYET JIN NPUI0KEHUE HEHOPMAIBHO MU3-32 HEUCIIPABHOCTH WU CHIIb-
HO¥ 3aBUCHUMOCTH OT CETEBOM 3aJE€PKKH.
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e Cxopocthb nepesadm AaHHbIX. CKOPOCThb MepeJayy JaHHBIX U YCTOHYM-
BOCTb COCJIMHEHUSI MOXHO onpeaeauts cpeactsamu Wireshark pis seiBoga
CBOJHBIX CTATMCTUYECKHUX JAHHBIX O NepexBayeHHOM Tpaduke M Mocrpoe-
HUsA rpaMKOB, KaK MOACHAIOCH B IaBe 5, “JlonosHUTeIbHbIE BO3MOXHOCTH
Wireshark”. Besikuit pas, koraa BO3HMKAIOT Kalo6bl Ha MEUIEHHO paboTalo-
1ee NPUIOKEHHE, 3TOM COCTABAIOMEN HCXOAHBIX XaPAKTEPUCTUK CETH Ha
yPOBHE NPUIOXKEHHA MOXHO BOCIIOJIb30BATbCSA, YTOObI BbISICHUTD, IBISETCA
JI¥ NPUYHMHON BO3HUKAIOMMX 3aTPYAHEHUH BbICOKUI KO3 PHUIMEHT HCIOD-
30BaHMSA IPHIOKEHUS U 6OJIbIIAs TONb30BATE/IbCKAs HAarpy3Ka.

ﬂononnmenbuue pexomeHaaumm OTHOCUTENIbHO
UCXOAHbIX XAQPAKTEPUCTUK CETU

Huxe npuBeseH psAA AONONHHUTENbHBIX PEKOMEHJALMMI, KOTOpbIE CAEAyeT
HMETb B BUJLY TIPH MOJy4E€HUH UCXOJHBIX XapaKTEPUCTHK CETH.

e [lpu noay4yeHUH MCXOAHBIX XaPAKTEPUCTHK CETH MEpPEXBaThIBAITE CETEBOA
Tpag MK IO KaXHOH U3 KATeropHii He MEHbIIE TPEX Pa3: OJIUH pa3 — B IIEPHOJ
MaJIOii Harpy3ku (paHo yTpoM), Apyroii pa3 — B NE€PHOA GOJIbLIOI HArpy3ku
(B moNEHB), 2 B TPETHII pa3 — B MEPUOJ XOJIOCTOM paGOThI (B MOJHOYD).

e CrapaiiTech He MepexBaThIBaTh CETEBOI TPaUK HEMOCPEJACTBEHHO OT TeX
XOCTOB, IJ€ NPOU3BOAUTCA CPAaBHEHHE C HMCXOAHBIMH XapaKT€PUCTHKAMU
ceTH. B nepuojbl HHTEHCHBHOTO TpagHKa 3TO MOXET NPUBECTH K yBEIHYE-
HHUIO Harpy3Ku Ha YCTPOICTBO, MOHU3UTb €TO MPOU3BOJAUTENLHOCTb U Hapy-
IIMTb JOCTOBEPHOCTb HCXOAHBIX XaPaKTEPUCTHUK CETH BCJIEACTBHE NPONYCKa
NaKeToB.

e Hcxoauble XapakTEPUCTHKH CE€TH GYyIyT COAEpXaTb CEKPETHBIE JAaHHBIE O
CETH, MIO3TOMY UX CJIEyeT HENPEMEHHO 3aIUTUTh. XPaHUTE UX B HAJIEKHOM
MeCTe, JOCTYIN K KOTOPOMY pa3pellieH CTPOro onpeaeaeHHoMy Kpyry aun. Ho
B TO )K€ BPEMs OHHU JOJLKHbI ObITb JOCTYIIHBI B OG0 yIO6HbIN MOMEHT, KOT-
/ia OHY MOTYT MOHAA0OUTHCA. Boiieinre a1 3TOM eI OTAENbHbIH HaKONU-
Teab USB-duew unn mudgpyemplii pasaen xecTKoro Aucka.

e XpaHuTe BCE NOJYyYEHHbIE UCXOJHbIE XapaKTEPUCTHKU CETH B (paiiiax mepe-
XBaTa C paCIIMPEHHUEM .pPCap U .pPCapng U COCTaBbTE NMaMATKY U3 HauboJee
yHNoTpeGUTENbHbIX COCTAB/IAIOIMX MCXOAHDBIX XapaKTEPUCTUK CETH, HAIPH-
Mep, acCOLMALMI MM CPEIHUX CKOPOCTEil Nepeayy JaHHbIX.
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3aknioumtensHboie coobpaxeHus

B 3Toi1 maBe ocHOBHOE BHUMaHHKE ObLIO YAENE€HO AMArHOCTUKE OCHOBHBIX MPH-
YMH MEUICHHON pa6oThl ceTU. B Helt 6bl1 paccMOTpeH psaj NONE3HbIX QYHKIHO-
HAIBbHBIX BO3MOXHOCTEH npoTokoa TCP p1a nosbimenns HaeXKHOCTHU Y UCIIPaB-
JIEHUS OIMOOK MPU nepeaaye aHHbIX, TPOAEMOHCTPUPOBAHbI METOAMKH OGHapY-
XEHHUS UCTOUHMKOB CETEBBIX 3a/I€PXKEK NMPH OOMEHE JJAHHBIMH, @ TAKXKE ONMUCAHbI
KaTErOPHUU COCTABJAIOIHUX HCXOJAHBIX XapPAKTEPUCTMK CETM M MX Ha3HaueHHE.
[MpuMeHsAs METOAMKM, NPEACTABICHHbIE B 3TOM IIaBe, HApAAy CO CPEACTBaMH IO
cTpoeHus rpadpukoB U aHaIM3a nakeTos B Wireshark, Bbl JO/DKHBI GBITh BIIOJIHE TO-
TOBBI K IMarHOCTHKE CETH, KOT/Ia KTO-HUOYAb MOXATYeTCs Ha €€ MeUIEHHYIO paboTy.
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12

AHAAU3 NAKETOB
HA BE3OINACHOCTb

Bonbmasi yacTh 3TOH KHUTM MOCBALIEHA IIPOBEAEHUIO aHA-

JIN3a MMAKETOB I JMArHOCTUKU CeTH. TeM He MeHee aHaIu3
NaKeTOB POBOAUTCSA B HEMAJIOH CTENEHU U B Liesax Gesomnac-
HocTu. Hanpumep, aHatuTHK, UCCIeqyIOMNA HE3AKOHHOE BTOD-
JEHHUE B CUCTEMY, MOXKET MPOCMOTPETh CETEBOI Tpaduk, UCXOAAWMIA OT NOTEH-
LUIbHBIX HAPYLIMTENEH, a CIe0BaTENb-KPUMHUHAIUCT — MOMbITATHCA BbIICHUTD,
B KaKOM CTeneHu GbUl 3apaXKeH 370BPeIHbIM IPOrPAMMHBIM OGECTIEYEHUEM B3JIO-
MaHHBIU XOCT.

[TpoBeseHne aHAIM3A [IAKETOB B XO/I€ PACCIEOBAHNUS CJIyYaeB HAPYIICHUSA 6es-
ONACHOCTH BCET/A CYUTAIOCH HEIIPOCTBIM A€JIOM, HOCKOJIbKY OHO BKJIOYAET B ce6s
HEH3BECTHBIN 3JIEMEHT YCTPOMCTBA, KOTOPOE MOABEPIAETCS ATAKE 3JOYMbIIUICH-
HUKa. B camoM zese, Henb3s ke Jo6paThcsa 10 paboyero MecTa aTakyloulero 3j0y-
MBIIIEHHUKA U MOABEPTHYTb €0 AONPOCY WM CPABHUTDb €0 OGbIUHBIH TpadukK ¢
UCXOAHBIM. BMECTO 3TOro MPUXOAUTCS UMETD AEJIO C NEePeXBayeHHbIM 06pas3lioM
B3aMMO/ICHCTBUS CBOEH 1 uyxoii cuctemsl. [1paBaa, /i y1laICHHOTO BTOPXEHUS B
4y)KHe CUCTEMBbI 3I0yMBIIJICHHUKAM MPU/IETCA TaK WM MHAYE B3AUMOJECHCTBOBATD

¢ ceTbio. M1 3TO UM XOpOWIO U3BECTHO, MO3TOMY Y HUX HET HEAOCTATKA B IPHEMAX
MaCKHMpOBaHUSA CBOEM BPEJOHOCHOM eATENbHOCTH.

B 3T0i1 mIaBe paccMaTpMBAIOTCS PA3NUYHbIE NMPAKTUYECKUE ACTEKThI Hapy-
meHUs 6e30MaCHOCTH CHCTEMbl HAa YPOBHE C€TH, BKJIIOYasd o0cCjeJOBAHUE CETH,
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nepeajipecalmio BpeJJOHOCHOro Tpaduka U caMbie PaCIpOCTPaHEHHbIE METOIUKH
BHEJPEHMs BPEJJOHOCHOTO KOJIa. B HEKOTOPBIX CiTyuasx 6yAeT NpOoBeIEH aHAIU3 He-
3aKOHHOTO BTOPXXEHHSA B CHCTEMY JUIsl MHTEPIPETalM1 CETEBOro TpadHKa Ha OCHO-
BaHUM [IPEAYNPEXACHUI OT CUCTEMbI OOGHapYyeHus BTopXeHuit. [I[popaboTas Ma-
TEpHUaJl 5TOH IVIaBbl, Bbl IOJYYUTE ICHOE I1PEJCTABIEHHE O CETEBOI 6E30MaCHOCTH,

4YTO MOXXET OKA3aThCs A1l BaC OYEHb BaXXHbIM, AK€ €CJIM Bbl M HE 3aHMMAETECh B
HACTOAIMI MOMEHT BONPOCAMH 6€30MaCHOCTH.

O6cneposaHue cetn

3/I0yMBIIIUIEHHUK MEPBBIM J€JIOM BBINOJIHSAET YIYyOIeHHOE 06CIeJOBaHHE 1iele-
BOM cHUCTEMBI. JTa CTa/IMsA OOBIYHO HA3bIBAETCS notyuenuem omneuamxa (footprinting)
M HEPEeAKO OCYHWIECTBISCTCA C MOMOUIbIO Pa3IMYHBIX OOIIEJOCTYIIHbIX PECypCoB,
BKJIIOYasi Be6-CaliT LieseBoil cucTeMbl M kommanun Google. [To okoHyanum no-
AOGHOTO 06C/IeOBAHMSA 3IOYMBINJIEHHHUK, KAK [IPABUJIO, IPUCTYNAET K CKAHUPOBA-
HUIO LesieBoii cucTemsl o ee IP-agpecy (nam DNS-uMenu) Ha Hanuuue B HEl OT-
KPBITBIX IIOPTOB MJIH ACICTBYIOUMX CITYKO.

CkaHMpPOBAaHHE JAET 3IOYMBbINLIEHHUKY BO3MOXHOCTb BbIACHHUTb, aKTMBHA U
JOCTYIIHA JIU ueneBast cucreMa. PaccMoTpuM B kadyecTBe npuMepa Cl€HapHUi, rae
NPECTYMHUKH COOMPAIOTCA OrpabUTh CaMblil KPYIHbIi 6aHK B KAKOM-HMGYAbL ropo-
ae. [TorpaTHB He OfHY HeJEMO Ha THIATENbHYIO POPA6OTKy MJIaHa orpabjieHus
IPUOBbIB HA MECTO MPECTYILUIEHHs!, OHU B KOHEYHOM HUTOre OGHAPYXHIIH, YTO 6GaHK
nepeexan Ha Apyryio yauny. IIpeacTasbre eme 6oJiee CKBEPHYIO CHTYyalMIO, KOTAA
NPECTYTHUKH COGMPANNCh OrpabuTh GaHK B OObIYHbIE YAaChl €ro paGoThl, yKpaB
LIEHHOCTH U3 GAaHKOBCKOTO XPaHIWINIIA, HO, NPHUObIB HA MECTO NPECTyIIeHus, 06-
HAPYXXWIH, YTO GAaHK B 3TOT A€Hb 3aKkpbIT. Takum 06pa3om, neppoe NpensATCTBUE,
KOTOpO€ NPHUAETCs NMPEOROJeTh NP orpabieHny 6aHKa WM COBEpPIIEHUH aTaKu
Ha CeTh, — YOEeUTbCSA, UTO LIEJIEBOM XOCT aKTUBEH U JOCTYIMEH.

Kpome Toro, ckannpoBaHue CE€TH MO3BONAET 3/I0YMbIUJIEHHUKY BbIACHHUTD, Ye-
pe3 KakHe MOPTHI liesieBas CUCTeMa B3aUMOJeiCcTByeT ¢ ceThio. Ecam cHoBa o6pa-
THUTbCS K aHAJIOTUHU orpabyieHus 6aHKa, TO HETPYAHO NPEACTABUTDb, YTO NPOHIOM-
AET, eCJIN NPECTYMHUKH 3aABATCA B 6aHK, COBEPIICHHO HE 3Hasl IVIAHWPOBKY €ro Nno-
Meumenus. UM He yracTcst 106paThcst 10 6AHKOBCKOrO XpaHHIMIIA, HE 3HasA C1a6bIX
MecT B (pu3nyeckoit 3amure 6aHka. B atom pasaene 6yayT pacCMOTpeHbI caMble
PacnpocTpaHEeHHbIE METOJAUKY CKAHUPOBAHMA CETH, MPHUMEHsEMbIE [l BbisBJIE-
HUS XOCTOB, UX OTKPBITBIX IOPTOB U YSI3BUMOCTEH B CETH.

ARSI [0 cux nop 6 smoii KHuze nepedarowan u NPUHUMAIOUARL CMOPOHDL CEMEBO20

COLOUNHEHUA HAZBIBANUC KAUCHMOM U cepeepom. A 6 smoil 2nage smu cmopo-
Hbl HAIBIBANMCA INOYMOLUNEHHUKOM U ULNLEDIM XOCTOM COOMEEMCMEEHHO.
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CkaHupoesaHue naketamu SYN

Daiin nepexeama  3a4acTylo MEPBbIM BUAOM O6CJIE0BAHUSA 1EJI€BON CUCTEMBI SB-
synscan.pcapng JISI€TCS ckanuposamnue naxemamu SYN no npomoxory TCP, unade Ha-

3bIBAEMOE CKPLIMbIM CKAHUPOSAHUEM UITU JKE CKAHUPOSAHUEM TOLY-
omxprimuix coedunenuti. CKaHUpOBAaHHE MaKeTaMH SYN CYMTAETCs CaMbIM Pacrpo-
CTPAHEHHDIM M0 PALY CAEAYIOUIUX TPHYUMH.

e TIpoBoauTCA OueHb OBICTPO U HALEHKHO.

¢ [IlpuroaHo st Bcex maatopM HE3aBUCUMO OT PEATU3alliHi CTEKA MPOTOKO-
nos TCP /IP.

e BHocuT MeHbllIe noMmex, 4eM Apyrue METOAMKH CKAHUPOBaHHU .

B ocHOBY CKaHMpPOBaHUA MaKeTaMu SYN MOJIOKEH TPEX3TaIHbIN MPOLECC yCTa-
HOBKH CBs3U 110 ntpoTokosy TCP, 4To no3BoJisieT BbIACHUTD, KAKHE HMEHHO NIOPTbI
OTKPBITHI Ha IIeJIEBOM XocTe. B 3TOM ciryyae 3/10yMbIIIJIEHHUK MOCBLIAET MAKeT SYN
no npotokoiy TCP Ha onpeaeneHHblit psAJ MOPTOB 1€JI€BOTO XOCTa, KaK GYATO Obl
NBITAasACh YCTAHOBUTDb C HUM KaHaJI )11 OObIYHOro OOMEHA JaHHBIMH Y€PE3 €ro Nnop-
ThI. Kak TOIbKO 3TOT makeT GyeT NOJIydYeH LEIEBbIM XOCTOM, MOXET NPOU3OUTH
OZHO U3 HECKOJIBKUX COOBITHIA, KaK MMOKa3aHo Ha puc. 12.1.

SYN -
--—— SYN/ACK
[¢]
- SYN/ACK -

~—————— SYN/ACK

3noymbiLLNeHHUK Lenesoi xoct
Otkpuitbiid nopr 80
- SYN >
o
< RST —
3n0yMbILLNEHHHK Llenesoit xoct
3akpoiTbiid nopt 80
SYN > I}
/R
3M0yMBbILLINEHHHK Lienesoi xoct
Mopt 80 nop pwnbTpom

Puc. 12.1. BoamoxHsie pe3ynsTatsl ckauuposawus naketamu SYN no npotokony TCP
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Ecan ciyx6a Ha LiesieBoi MallMHe MPOCAYLIMBAET CETh Yepe3 NOpT, NIPUHUMA-
IOIIMHA naKeT SYN, OHAa OTBETUT 3JIOYMbILIIEHHUKY ITAKETOM SYN/ACK o NPOTOKOJIY
TCP, 06bIYHO OTIPABJIAEMOM Ha BTOPOM 3Tale NMPOLECCa yCTAHOBKU CBA3H 110 3TO-
My IPOTOKO.Iy. B UTOre 3/10yMbIIJIEHHUKY CTAHOBUTCA U3BECTHO, YTO MOPT OTKPBIT
M CJIy)02a TPOCAYMIMBAET CETh Yyepe3 Hero. [Ipy 06bIYHBIX O6CTOATENBCTBAX OKOH-
Jare/bHbIH MakeT ACK J0/KeH 6bITh OTHpasaeH no npotokosay TCP ¢ uenbio 3aBep-
IIMTh IPOLECC YCTAHOBKM CBsA3U. Ho B 1aHHOM Cilydae 3710yMbIIIEHHUKY COBCEM
He HYXXHO, YTOObI 3TO NMPOU3ONLIO, MIOCKOJIbKY €My He TpebyeTcs 6oJblie CBA3b C
XOCTOM B JaHHbIN MOMeHT. CIeJ0BaTeNbHO, 3/I0YMBIILIEHHUK He OyAeT MbITaTbCsA
3aBEPLIMTH MPOLIECC YCTAHOBKH CBA3M 1o npoTtokosay TCP.

Ecnu xe HU oHa U3 c1yk6 He MPOCIYIIMBAET CETh Y€Pe3 CKAHUPYEMbIH MOPT,
3JIOYMBIIIEHHUK He NoJay4uT nakeT SYN/ACK. Ho OH MOXeT nosy4uTsb B OTBET Ma-
KeT RST, yKa3blBAIOWIMIA HA TO, YTO MOPT 3aKPBIT, XOTA 3TO 3aBUCUT OT KOHKPET-
HOI1 KOH(UIypanMM ONepalMoOHHON CHCTeMbl IlieJeBoro kommbiotepa. C oaHOM
CTOPOHBI, 3JIOYMBIIIJIEHHUK MOXET BOOOMLIE HE NOJyYUTh HUYETO B OTBET. OTCYT-
CTBH€ OTBETA MOXET O3HAYaTh, YTO CKAHMPYEMBII MOPT HAXOAUTCS O] (PUABTPOM
Ha NPOMEXYTOYHOM YCTPOMCTBE, HaIpuMep, GpaHAMaydpe MM Ha CaMOM XOCTe.
A ¢ apyroii CTOpPOHBI, OTBET MOXET ObITb yTepAH Npu nepeaade. Takum o6paszom,
PE3yAbTaT TAKOTO CKAHUPOBAHMSA MOJYy4aeTCs HEOJHO3HAYHBIM, HECMOTPS Ha TO,
YTO OH, KaK MPaBUJIO, YKa3bIBAET Ha TO, YTO MOPT 3aKPbIT.

B ¢aiine nmepexsara synscan.pcapng NpeaoCTaBAsAETCsA XapaKTEPHbIKA NpUMep
CKAaHHPOBAHMA MakeTaMU SYN, BBIMOJHAEMOro CpeiAcTBaMu Nmap — HaJeXHO-
ro MpWIOXeHUs Il CKAaHUPOBaHMSA ceTH, paspaboranHoro lopaoHom JlaiieHoMm
(Gordon Lyon) no npossumy “@ezop”. OHO COCOGHO BBINOJIHATH NPAKTUYECKU
Jmo6ble BOOGpa3suMble BUABI CKaHMpOBaHUs ceTH. CBOGOAHO 3arpy3uTh MPHUJIOKe-
Hre Nmap MoXHO 1o agpecy http://www.nmap.com/download.html.

B naHHOM npuMepe nepexBayeHHbIH TpapUK COCTOMT NPUOGIMUTENLHO M3
2000 nakeToB. ITO O3HAYAET, YTO AHATMIUPYEMOE 31€Ch CKAHUPOBAHUE CETH NPO-
M3BEJEHO B MpHeMIeMbIX MaciiTabax. YTo6bl yCTaHOBUTDL MpEAE/bl TAKOTO CKa-
HHPOBAHU, JIydllle BCErO IIPOCMOTPETDb €r0 Pe3yJIbTaThl B OKHe Conversations, kak
nokasaHo Ha puc. 12.2. B aTom okHe J10JXeH ObITh MOKa3aH €IMHCTBEHHbIN JHa-
Jor no npotokony IPv4 @ Mexay 3/10yMBINUIEHHUKOM, HaXOAAMMMCS 1O aJpecy
172.16.0.8, 1 LEJEBBIM XOCTOM, PaCHOJOXEHHBIM 1O agpecy 64.13.134.52. Kpo-
Me Toro, B okHe Conversations MOXHO YBUAETb, YTO MEX]Y YKa3aHHbIMU BBIIIE XO-
cramu nnposeaeHo 1994 quanora no nporokoay TCP @, a, 110 CYIECTBY, A1 KOKAOMH
Hapbl MOPTOB, 33eICTBOBAHHBIX B OOMEHE JaHHbIMU, OPraHU30BAH HOBbIH AMANIOT.

CkaHMPOBaHHE CETH MPOMUCXOAUT OYEHb OBICTPO, U MO3TOMY MPOKPYTKA CO-
AepxuMoro ¢aiia nepexsaTa — Jajl€KO HE CaMblil JIydmnii c1iocob noucka oTBe-
Ta Ha KX/AbIi1 MepBOHAYIbHbIN MakeT SYN. Beab npexae nosydeHus: oTBeTa Ha
[ePBOHAYAIbHBINA MAaKET MOXET GbITb OTINPABJIEH P AONOJHUTEIbHBIX TAKETOB.
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ITpaBaa, st OGHAPYXXEHHUs HYXXHOTO CETEBOro Tpauka MOXHO COCTABUTb BCIO-
MorateJibHble pUIBTPDI.

Puc. 12.2. B okHe Conversations HarnsgHO AeMOHCTpUpyeTcs padHoobpasve obmeHos
AaHHbIMK no npotokony TCP

Ucnonv3osanune punstpos npu ckanuposaHum nakeramm SYN

B kxauecTBe mpumepa ¢puUILTPAUMU PE3YNBTaTOB CKAHUPOBAHMS CETU PACCMO-
TPUM NEPBbIA MaKeT U3 yNOMAHYTOro Bbille ¢paiilta nepexsata. JTo makeT SYN,
OTINpaBJeHHbIH 1eIeBOMY XOCTy uepes nopt 443 (no nporokoxy HTTPS). Yro6wr
BBIICHUTD, MOJIy4€H JIK OTBET Ha 3TOT NAKET, MOXHO CO3/IaTh (PUIBLTP JUIsA TI0OKa32a
BCero ucxojsuero tpaguka yepes nopt 443. Huxe nosicusiercs, Kak 3To cAeaaTh
OYeHb ObICTPO.

1. BriGepure nepsslii nakeT U3 ¢aiiia nepexsara synscan.pcapng.
2. Passepuute TCP-3aronoBok aToro nakera B naHesu Packet Details.

3. UleskHuTe npaBoii KHONKOM MblM Ha nose Destination Port (ITopT moury-
yartess), Bbl6epn're KomaHIy Prepare as Filter=>Selected ([ToaroroButh kak
¢GuabTp= BpIGpaTh) U3 KOHTEKCTHOTO MEHIO.

4. B utore BbIGpaHHbIN (PUWIBTP NMOSABUTCSA B IUATIOIOBOM OKHE (PMIBTPOB BCex
MakeToB, Mpoxoaammx yepes nopt 443. lllenkHuTe B BepXHEH YaCTH AMAIIO-
rOBOro OKHa (PMIbLTPOB M yAanuTe 4acTb dst u3 BbIGpaHHOro GUILTpa, Mo-
CKOJIbKY HaM TpeGyeTcst NOJly4UTh CITMCOK BCEX MAKETOB (KaK BXOJAIIMX, TaK
¥ UCXOJAIMX) 1O nopTy 443.

[Monyuaommiics B uTore GUILTP OTCEET 1BA NAKETA, KOTOPBIE ABAAIOTCA MaKe-
TamMu SYN, nepeaasaembimu 1o npotokoay TCP ot anoymbimieHHNKa K 11€1€BOMY
XOCTY, KaK [IOKa3aHo Ha puc. 12.3.
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Len=p M5S=1460

19.000065 172.16.0.8  64.13.134.52 TCP

Puc. 12.3. [lse nonbiTkM ycTAHOBKM COEAMHEHMA C NOMOLWbLIO nakeTos SYN

NISISINIE B smom pasdene npu omobparenuu naxemog ucnosvsyemca gopmam épeme-
nu Seconds Since Previous Displayed Packet (Koauuecmeo cexynd, npoweo-
WUX € MOMEHMA OMOBParcenus npedvidyuezo naxema,).

OTCyTCTBHE OTBETA HA 3TH NAKETHI, BCPOATHO, CBU/IETEILCTBYET O TOM, YTO OT-
BeT 6bU1 OTPUIBTPOBAH 11€JICBBIM XOCTOM MM NMPOMEXYTOUHbIM YCTPOUCTBOM, a,
BO3MOXHO, CKAHUPYEMBbIH ITOPT OKAa3aICA 3aKPBIThIM. B kOHEUHOM cueTe pesyabTaT
CKaHHPOBAHUS Uepe3 NopT 443 OKa3aICA HEOAHOZHAUHDBIM.

Ty e caMylo METOAMKY aHAJIM3a MOXXHO ONMPOGOBATh M Ha JPYrOM MAKeTE, 4TO-
Obl IONBITATHCA MONYYUTDb HHbIE pe3yabTaThl. C 3TOH LENbIO YAAIMTE MPEAbLTY NI
¢unbTp M BbIGEpUTE M3 CNMCKA MakeT 9. 3To nmakeT SYN, OTNpaBASEeMbIi B OPT
53, KOTOpBIiT 0O6bIYHO CBA3aH co cayx60i DNS. [puMeHss onucaHHyio Bblle Me-
TOAUKY MM BHECSA KOPPEKTUBBI B ITPEAbLIyIMH (GUILTP, COCTaBbT€ HOBbIH (OUABTP
11 OTOGpaKEeHUs Bcero Tpaduka, NpoxXodllero yepes nopr 53 no npoTokosy
TCP. I[IpumeHuB 3ToT PWILTP, Bbl JOKHBI B UTOr€ OOHAPYXUTDb MATb MAKETOB

(puc. 12.4).

Puc. 12.4. Matb nakeTos, yka3biBAIOWMX HQ OTKPLITLIA NOPT

IMepBbIM M3 HUX ABJIAECTCA NAKET 9 TUNa SYN, BLIOpaHHbBIH BHaYa/le NI€PEXBAaYeH-
Horo TpadMKa. A BTOPbIM IIAKETOM cJlexyeT oTBeT SYN/ACK, mochlIaeMbli 1L1E1€BbIM
XOCTOM M BIIOJIHE OXM/IA€MbIH MPU TPEX3TAIHOM IPOLECCE YCTAHOBKM CBA3M I10
npotokoay TCP. IIpy HOpManbHBIX OGCTOATENBLCTBAX CAEAYIONIUM JOJKEH ObITh
nakeT ACK, OTHpaBJIHCMblﬁ XOCTOM, I110CJABIIUM nepBOHaqa.anblﬁ naker SYN. Ho
B AAHHOM CJIy4ae 3JI0YMBIUJIEHHMKY COBCEM HE HY)XXHO 3aBEpUIaTh TPEX3TaIHbIH
NpOoLIeCC YCTAHOBKU CBA3M, MIO3TOMY OTBET He MochblIacTcsA. B urore nenepoit xoct
NOBTOPHO NepenacT naker SYN/ACK eule Tpu pasa, Npex/e 4eM NpoLecc yCTaHOB-
KU CBSI3U Oy/leT aBapUiHO 3aBepuIeH. A NOCKOIbKY OTBeT SYN/ACK 1ostyyeH npu no-
IBITKH CBA3ATbCSA C XOCTOM uepe3 nopt 53, To 61aropasyMHee NpeanoloXuTh, 4TO
CKaHUpyeMas CJIyx6a NpPOoC/yIMBAET CETh YePe3 AaHHbIN MOPT.

OuHnCTHTE NOJyYEeHHBIH pe3ylbTaT U NOBTOPHUTE JJAHHBIH IIPOIICCC elle pa3 s
naketa 13. 3To maker SYN, OTHPaBAsICMBbIH B IOPT 113, KOTOPbBIH OOBIYHO CBA3AH
¢ MPOTOKOJIOM Ident, 3a4acTyl0 NPUMEHAEMbIM JUIsi pacno3dHaBanus c1yx6 IRC u
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ayreHTH(HKaIMK B HUX. EC/IM IpUMeHUTD QUIBTP TOTO ke CaMoro THIIA K MOPTY,
NepeyncIeHHOMY B JaHHOM IIAKeTe, TO B UTOTE MOSABATCS YETHIPE MAKETa, KaK 10~
Ka3aHo Ha puc. 12.5.

Source

Puc. 12.5. MNaket SYN, Bcnen 3a KOTOpsIM nockinaeTcs nakeT RST, yka3bisalowmii Ha 1o,
4TO NOPT 3aKPHIT

[TepBbIM B JaHHOM CJIy4ae CJelyeT NePBOHAYAIbHBIA NakeT SYN, BCae] 3a KOTO-
PBIM 1I€JI€BOIi XOCT Cpa3y Xe OTIpPaB/AET NakeT RST. ITO CBUAETENBCTBYET O TOM,
4TO 1eJIEBOI XOCT HE IPUHUMAET MOAKIIOYEHUs YePe3 CBOM MOPT U 4TO CIyx6a Ha
HEM, BEPOsITHEE BCETO, HE 3allyllleHa.

Buisenenue OTKPbITbIX K 3AKPLITbIX NOPTOB

A Tenepb, KOIa CTAIM NOHATHBI Pa3Hble TUIbI OTBETOB, KOTOPbIE CMOCOGHO
BbISIBUTH CKAHUPOBAaHHUE MakeTaMu SYN, TpeGyeTcst HAaTH KaKOU-HUGYAL GbICTPBIN
€noco6 BbISIBICHHs! OTKPBITBIX Y 3aKPBITHIX MOPTOB. M € 3TOMH 11€/1bI0 MOXXHO CHOB2
o6GpatuThCs K OkHy Conversations, rae auanoru no npotokoiy TCP nerpyaHo orco-
PTHPOBATH 10 HOMEPAM IAKETOB, YTOObI IEPBLIMH CJIEAOBATA HAUGOIBLINE 3HATE-
Hust. JIIsl 3TOro JOCTAaTOYHO IIEJIKHYTh Ha 3arojiopke Packets, uTo6bl nosiBUIach
CTPeJIKa, yKa3blBalolas BHU3, KaK IIOKA3aHO Ha PHUC. 12.6.

M Vireshark . Conversations « synscan ~ O X

Pvd 1  Pv6  TCP- 1994  UDP

Port B Packets Bytes Packets A—B BytesA —-B PacketsB—A BytesB—A RelStat Duration Bits/sA —~B Bits &

5 1 4 240 00019713000 21091302 2

(1 B 1 58 4 2 b

5 1 58 4 240 1 00 21.681859 2

2 1 58 1 ' 00 0061491 7545

2 1 58 1 60 1.40315400 7395

a: 1 58 1 60 1.756214000 7448

2 1 58 1 £0 3.0703170 7506

2 1 58 1 60 7577

1 ) 0 1 N/A

158 0 1 58 0.000000 A
64.13.13 72164 158 0 0 1 58 ) 0.000000 NA v
e ] A
1 tiame resolution [ Limit to display fiter gcmusdﬂn Types-j

Copy v i Siregm Tireghs Close Help

Puc. 12.6. Brissnexne oTkpbiThix nopTos B okHe Conversations

B kaxaoM jauaiore uepe3 TPH CKAaHUMPYEMBIX MOPTA MPOXOJAT MO MNATh Na-
ketos ©. H3BecTHO, 4uTO nopThl 53, 80 U 22 OTKPBITHI, MOCKOJIbKY 3TH NATH INa-
KETOB MPEACTABJIAIOT CJICAYIOMYIO MOCAEAOBATENbHOCTh YCTAHOBJICHHUS CBA3U:
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MEPBOHAYAIbHBINA MAKeT SYN, COOTBETCTBYIOIMI eMy MakeT SYN/ACK, a Taioke TpH
makera SYN/ACK, MNOBTOPHO MNE€PEAABAEMbIX I[E€JICBBIM XOCTOM.

U3 natu nopToB TONBKO JBa MakeTa OGbUIM BOBJEYEHBI B OOMEH JAHHbBIMM @,
Hepnbnvl M3 HUX SABJAETCA nepBOHaan]beli/i naket SYN, a BTOPbIM — nakeT RST, oT-
NPaBJIsAEMbIH 11€J1€BbIM XOCTOM. DT MAKEThI YKa3bIBAIOT HA TO, YTO noptel 113, 25,
31337 u 70 3aKpbITHL

OcTajbHBIE 3AMUCH, 0T06pax<aeMble B OokHe Conversations, BKJIIO4YalOT B ce6s
TOJIBKO OJYH MaKeT. ITO O3HAYAET, UTO LEJEBOM XOCT BOOOIIE HE OTBETWI Ha nep-
BOHAYaJIbHBIN makeT SYN. A ocraBmmecs MOPTBbI, CKOpee BCEro, 3aKpbITbl, HO B
3TOM HeT HUKAKOM YBEPEHHOCTH.

PaccmaTpuBaemasi 34ech METOAMKA MOJACYETA NAKETOB BIOJIHE MOAOULIA IS
CKaHMPOBAHHUSA JAHHOTO XOCTa, XOTs OHA NPUTOJHA HE JUIsl BCEX CKaHUPYEMbIX XO-
CTOB, a CJ1IeJOBATEJILHO, MIOJATAaThCS TOJILKO HAa HUX He CTOUT. BMecTO 3TOoro oco6oe
BHUMAaHHE CJIEAYET YACANUTh H3YYEHHUIO BHEIIHETO BUA U BO3MOXHOTO Ha3HAYE€HMs
OOBIYHBIX M1 HEOOBIYHDBIX PEAKIUI1 HA OOBIYHbIE CTHMYJIbIL.

MonyueHne oTnevarka onepaUMOHHON CUCTEMBI

3/10yMbIIIEHHUK NPUAAET 6OBIIOE 3HAYEHHE CBEAEHUAM O LIEJIEBOM OleparLy-
OHHOM cUCTeME. ITU CBEAEHUSA IOMOTAIOT €MY NPaBHJILHO HACTPOUTD BCE CBOU Me-
TOADbI ATAKHU Ha JAHHYIO CUCTEMY, A TAKXKE MO3BOJISIIOT BBIACHUTbH MECTOMONIOXKEHUE
ONpeAe/eHHbIX KPUTUYECKH BAXKHBIX (PaiiIOB U KaTaloOroB B Lie/1eBOi ¢aitn1oBoi
CHCTeMe, eCJIH, KOHEYHO, €My YAACTCA MOTyYUTh IOCTYI K HE.

IToayuenue omneuwamxa onepayuonnoli cucmemnt (operating system fingerprinting) o6o-
3HAaYaeT Ipynny METOJMK, NPUMEHSEMBIX C LENbIO ONPEAEIUTb ONEPanMOHHYIO
cucTeMy, paGoTalollylo B IE€JE€BOH cucTeMe 6e3 (PU3NYECKOro JOCTYNA K JaHHOU
cucreme. MiMeloTcs aBa cnoco6a nosyyeHus OTneyaTKa ONnepauoOHHON CUCTEMBL:
NIaCCUBHBINM U aKTUBHBIIL.

MaccusHoe nony4yeHue otneyarka OI'IGPCII.WIOHHOIZ CUCTEMDI

Daiin nepexeama passiveos- Hcnonb3ys MeToAMKy naccuenozo noayuenus omneuam-
fingerprinting.pcapng K@, MOXHO UCCJEJOBATDb OIpE/EICHHbIE MOJIS B Na-

K€Tax, OTIPABAEHHBIX LIEJE€BbIM XOCTOM, YTOObI
onpejeUTh NPUMEHSEMYIO B HEM ONEPALIMOHHYIO cucTeMy. Takoi crnoco6 cuura-
€TCs1 IACCUBHDIM, [TOCKOJIbKY B 3TOM CJIyYae Bbl IPMHMMAETE TOJIbKO T€ MAKEThI, KO-
TOpbI€ OTNPABJSET LENEBON XOCT, HO CaMH AKTUBHO HE MOCHUIAETE 3TOMY XOCTY
HUKAKHUX MaKeTOB. Takol cnoco6 nojsyyeHus OTne4aTka onepanoHHON CUCTEMbI
HUJEAIBHO NOJAXOAUT /IS 3/I0YMBIIUIEHHUKOB, IIOCKOJIbKY OH Ia€T UM BO3MOXHOCTD
JAE€HCTBOBATh CKPBITHO.
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Tak Kak Xe OInpeAenThb, Kakasi MMEHHO OIlepallMOHHAsA CHUCTeMa paboTaeT Ha
LEJIEBOM XOCTE, UCXOAs TOJIbKO M3 IIaKETOB, KOTOPbIE OH OTHPAaBJsAET? JTO BO3-
MOJXHO 6J1aroapst OTCyTCTBHIO CTAHAAPTU3MPOBAHHBIX 3HAUYEHU B cieniuduKanm-
X, onpeaeneHHbIX B fokymeHTax RFC Ha cetepble nporokonbl. HecMoTpst Ha To
4To padnuuHble noas B TCP-, UDP- u IP-3aronoskax uMeIOT criequajbHOE Ha3Ha-
YeHHe, YCTAaHABJMBAEMbIE MO YMOIYAHUIO 3HAUEHHUs, KaK MPABWIO, ONpeAeICHbI
He B KOX/JO0M MoJjie. ITO 03HAYAET, YTO pealu3anus cteka nporokonos TCP/IP B
KK/I0W ONepalMoOHHOI cHcTeMe TpeGyeT onpeeeHUusi COOCTBEHHBIX 3HaYEHUH,
YCTaHABJIMBAEMbIX 10 YMOIYAHHUIO B 3THUX moJsx. B ta6a. 12.1 nepedunciensl Hau-
60J1€€e yNOTpEeOUTENBHBIE MO/ U YCTAHABIMBAEMbIE B HUX 3HAYEHUS, KOTOPbIE MO-
ryT GbITh CBSI3aHBI C PA3IMYHBIMH ONEPALMOHHBIMU cucTeMamu. CriesyeT, OAHAKO,
HMMETb B BUJY, YTO 3TH 3HAYEHUS MOTYT ObITb MI3MEHEHBI B HOBBIX BBIIIYCKAaX ONeEpa-
IMOHHDBIX CUCTEM.

Ta6nuua 12.1. Nons 3aronosKoB M UX 3HAYEHUSA, UCNONb3YEMbIE
NPY NACCUBHOM NMONYHYEHWUMN OTNEYATKA ONEPALMOHHON CUCTEMBI

3aronosok [lone 3Hauenue no Mnardopma
nportokona YMOAYAHMIO
P Initial time to live 64 NMap, BSD, OS X, Linux
(MepsorauansHoe Bpems
XH3HM)
128 Novell, Windows
255 Cisco 10S, Palm OS, Solaris
P Don’ t fragment ®nar ycranoenen  BSD, OS X, Linux, Novell,
(He ¢pparmentuposats) Windows, Palm OS, Solaris
®nar cbpowen  Nmap, Cisco IOS
TCP Maximum segment size 0 Nmap
(MakcumaneHbii pasmep
cermenTa)
1440-1460 Windows, Novell
1460 BSD, OS X, Linux, Solaris
TCP Window size (Pasmep okna)  1024-4096 Nmap
65535 BSD, OS X
Mepemennoe Linux
16384 Novell
4128 Cisco IOS
24820 Solaris
Mepemenroe Windows
TCP SackOK (Beibopoutoe ®nar ycranosnen  Linux, Windows, OS X, OpenBSD

noaTeepXAeHHe paspeLeHo)

®nar cbpowen  Nmap, FreeBSD, Novell, Cisco
108, Solaris
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[MakeTsl, comepxamuecs B ¢aiie nepexpara passiveosfingerprinting.
pcapng, CJIyKaT XapaKTepHBIMH NpUMeEpaMH JaHHOH MeToauku. B stom daiine
COJICpXKaTCs ABA MAaKETa. O6a nakera OTHOCATCA K TUAIly SYN 1 OTHPABJIAIOTCA MO
npotokosny TCP B nopT 80, HO OHM UCXOJAT U3 Pa3HBIX XOCTOB. Hcnonb3ys Toabko
3Ha4YEeHUs, COACPXKAIMECs B 3TUX MaKeTax ¥ o6pamasch 3a CipaBkoi k Taba. 12.1,
MOXHO OTIPEAE/INTb APXUTEKTYPy ON€pPallMOHHON CUCTEMBI, IPUMEHAEMOM Ha Ka-
xa0M xocte. [Toapo6GHbIe CBEAEHNS O KaXI0M MAaKeTe NpUBeAeHbI Ha puc. 12.7.

| M Wireshark - Packet 1. passiveosfingerprinting

910@ .... = Version: 4
. @101 = Header Length: 20 bytes
Differentiated Services Field: @x0@ (DSCP: (S@, ECN: Not-ECT)
Total Length: 48
Identification: @x4d8@ (19840)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)

> Header checksum: @xaSbd [validation disabled]

Source: 172.16.16.134
Destination: 168.143.162.120
[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

Source Port: 1176
Destination Port: 8@
[Stream index: @]

[TCP Segment Len: @]
Sequence number: 2123482830
Acknowledgment number: @
Header Length: 28 bytes

Window size value: 64240
[Calculated window size: 64240]
Checksum: @x367@ [validaticn disabled]
Urgent pointer: @

> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured ~(4~9§ bits) eon interface ey
Ethernet II, Src: Vmware f9:74:d8 (00:0¢:29:19:74:d8), Dst: D-Link_21:99:4c (00:05:5d:21:99:4¢)
Vv Internet Protocol Version 4, Src: 172.16.16.134, Dst: 168.143.162,100

Options: (8 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted

> Maximum segment size: 1449 bytes
> No-Operation (NOP)

> No-Operation (NOP)

> TCP SACK Permitted Option: True

No: 1 « Time: 0.000000 * Source: 172.16.16.134 » Destinguon: 168.143.162.100 « .z 82 - Infor 1178 — 80 [SYN] Seq=2123482830 Win=64240 Lan=0 M5S= 1440 SACK_PER.

[ihe

|
{
1
|
|
|
{

i
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Frame 2: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @

Ethernet II, Src: Vmware f9:74:d8 (00:0c:29:f9:74:d8), Dst: D-Link_21:99:4c (90:85:5d:21:99:4c)

v Internet Protocol Version 4, Src: 172.16.16.134, Dst: 168.143.162.160
9108 .... = Version: 4
.. 9181 = Header Length: 2@ bytes
Differentiated Services Field: @x@@ (DSCP: (5@, ECN: Not-ECT)
Total Length: 48
Identification: @x4d8e (19848)
Flags: 8x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: TCP (&)
ader checksum: @xeSbd [validation disabled]
urce: 172.16.16.134
stination: 168.143.162.100
rce GeoIP: Unknown]
Des txnaticn GeoIP: Unknown]

7

Hea
0
De
So

—

v Transmission Control Protocol, Src Port: 1176 (1176), Dst Port: 86 (8@), Seq: 2123482830, Len:

Source Port: 1176
Destination Port

o
>

[Stream index: @]

[TCP Segment Len: @]
Sequence number: 2123482830
Acknowledgment number: @
Header Length 48 bytes

Window size value: 2920
[Calculated window size: 292@]
Checksum: @x25e5 [validation disabled]
Urgent pointer: @

e

Tigm: @it_boooks

|
v Options: (8 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted |

Maximum segment size: 146@ bytes

No-Operation (NOP)

No-Operation (NOP)

TCP SACK Permitted Option: True
[S Q’ACK analyais]

No.: 2 « Time: 0.000108 + Source: 172.16.16.134 + Destination; 168.143.162.100 ... Out-Of-Order] 1176 — 80 [SYN] Seg=2123452830 Win=2920 len=0 MS5=1450 SACK_PE

Close

Help

Puc. 12.7. Mo npuseaeHHbIM 30€Cb NAKETAM MOXHO Y3HQATb, M3 KOKOW OMepauuOHHOM

cucTembl OHU bbinu NPUCNQaHbI

Hcnonpays Tabn. 12.1 B kauecTBe CIPABKHU, MOXHO COCTABUTD Tadn. 12.2, rae
CBEAEHbI COOTBETCTBYIOILE MOJIsA U3 3TUX MakeTOB. OCHOBBIBAsACH HA 3TUX 3HaYe-
HUSIX, MOXXHO TIPMHTH K BBIBOJY, UTO MakKeT 1 ObL1, BEPOATHEE BCETO, OTNPABICH
yCTPOMCTBOM, paboTalomum noj ynpasienunem OC Windows, a naket 2 — ycTpoit-

CTBOM, paboTalonum 11oj ynpasiaenuem Linux.

Crieayer, 0O/IHAKO, UMETb B BHAY, 4TO NepedyeHb IoJjel, Haubosee ynorpebu-
TEJIbHBIX NPH MOJyYEHUH OTIEYaTKa ONEPALMOHHON CUCTEMbI M MPHUBEJCHHbBIX
B TaG1. 12.2, Heap3st CUMTATh HCYEPMbIBAIOMMM. XOTS METOAUKA NMPUMEHCHHUS
3TUX MOJIed MOXET UMEThb HEMAJIO HEOXH/JIAHHBIX YBEPTOK, CHOCOOHBIX NpHUBE-
CTH K 3aMETHBIM OTKJIOHEHHMSAM OT NpeAllonaraeMbix 3HayeHui. CrenosaresnbHo,

Ananus naketos Ha 6e30NaCHOCTL
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MOJTHOCTBIO MOJIAraThCsl HA PE3YJAbTaThl IONYYEHUS [TACCUBHOTO OTII€YaTKa ollepa-
LIMOHHOM CUCTEMBI HEJIb351.

Tabnuua 12.2. Ceoaxa nonei M3 NAKETOB, UCNONb3YEMBIX NPU NONYHYEHUM
OTNEevYaTKa oNepaLMOHHON CUCTEMBI

3aronosox  [lone 3Hauenune nz nakera 1 3HaueHue u3 nakera 2
nporokona

IP Initial time to live 128 64

P Don’ t fragment ®nar ycraHoeneH ®nar ycranoenen

TCP Maximum segment size 1440 6air 1460 6aint

TCP Window size 64240 6ant 2920 6anr

TCP SackOK ®nar ycranosnen ®nar ycraHosneH

3auacmyio anOyMBULEHHUKY UCTLOABIYIOM AEMOMAMUIUPOBAHHbIE UHCTY-
MEHMANBHYIE CPeOCMEa OAR NACCUBHOZ0 EHLAGIEHUSL MUNA ONEPAUUOHHOU
cucmemdt Ha yeregom xocme. K wucny maxux cpedcms, ¢ xomopix npume-
HAIOMCA CNOCOODL MOAYUEHUS OMNEUAMKOE ONEPAUUOHHDIX CUCTEM, OMHO-
cumea pOf. Imo uncmpymenmanvnoe chedcmeo no3gossem aANAIUIUPOSAMD
COOMBEMCMEYIOULUE NOAA 8 NEPEXBAUEHNBIX NAKEMAX U EBIEOOUM CEE0CHUR
0 npednosazaemom mune onepayuonnou cucmemsvt. Ilpumenas uncmpymen-
manvioie cpedcmea épode pOf, MoHHO norywums c8edeHus He MoAsKo 06 ap-
XUmMeKMype ONePayUoHHOU CUCTIEM DL, HO UHO020a OAXCE ee 8ePCUI0 UAU YPOSeHD
yemanoexu naxemos obnoerenuti. Huempymenmanvmoe cpedcmeo pOf moxcno
3azpysums no adpecy http://lcamtuf . coredump.cx/p0f . shtml.

AxTtnsHoe nony4YyeHue oTnevarkos onepaunoHHbIX CUCTEM

Daiin nepexeama activeos- Ecam naccuBHBII TeKymMii KOHTPOJIb CETEBOTO Tpa-
fingerprinting.pcapng (pyka He MPUHOCHUT XKEJAEMBIX PE3YJIbTATOB, MOXHO

onpo6oBaTh 60Jiee NPAMOH CNOCOO — aKmueHoe noiy-
UEHUE OMNEUAMK08 ONEPAYUOHHBLX cucmem. B 3TOM ciTydae 3/10yMbIULJIEHHUK aKTUBHO
NOCBUIAET CMELHAIbHO COCTABJIEHHBIEC NMAKETHI 11E€J€BOMY XOCTY, YTOObI BbIABUTH
OTBETDI, MO3BOJIAIOLUIME BLIICHUTH THI ONE€PAlMOHHON CHUCTEMbl Ha 1le/IeBOM Ma-
wyHe. be3ycJoBHO, 3TO He 0OCOGEHHO CKPBITHBII, XOTA U BeCbMa 3(pEeKTUBHBDIM
Cnoco®, MNOCKOJIbKYy OH MOAPa3yMeBAET YCTAHOBJIEHUE HETIOCPEACTBEHHOM CBSA3H C
UeJIEBbIM XOCTOM.

[MakeTs1, conepxamuecs B ¢aiic nepexsara activeosfingerprinting.pcapng,
CJIY’XKAT XapaKTepPHbIMH NPUMEPAMH METOJMKH aKTUBHOTO MOJYUYEHHUS OTIIEYATKOB
OINEPALMOHHBIX CHCTEM, HHUIIMMPYEMBIX YTUIMTOH CKaHMpoBaHuA Nmap. B atom
(aiine HeCKOIbKO NMAKETOB MOMYYEHbI B OTBET Ha OTNPaBKy yTuauToi Nmap pajsa
30HJMPYIOIMX MAKETOB C LE/IbIO BbIABUTH B OTBETHDBIX MAKETaX XapaKTEPHYIO UH-
¢opmanmio, Mo KOTOpoi MOXHO OyaeT MAEHTU(PHIMPOBATL THUN ONEPAUOHHOM
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CHCTEMBI L[eJIEBOTO XOCTa. YTuiauTa Nmap 3a¢uKkcHpoBaja OTBETbI Ha 3TH 30H/U-
pYyIoOIlMEe MaKeThl U CO3/lala aKTUBHBIN OTIEYATOK OMEPAIMOHHOMU CUCTEMBI, KOTO-
pblii 3aTeM cpaBHMJIA ¢ MHGOPMaNMel, XpaHsaencs B 6a3e JaHHBIX Uil IPUHATHS
pemeHus.

Memoduxu, npumensemvie 6 Nmap 018 AKMUBHOZ0 NOLYUEHUS OMNEUAMKQ
onepayuUOHHOU cucmemdt, 008046HO CLOHCHbLE. IMmOobbL ysHamb bonvuie, Kaxum
o6pasom ¢ Nmap 6binosHAemCA AKMUSHOE NOAYUEHUE OMNEUAMKA ONEPAYU-
OHNOT cucmemsl, 06pamumecs 3a cnpaskoi k pykosodcmsy no Nmap nod na-
seanuem Nmap Network Scanning, onybnuxosannomy ¢ 2011 200y e2o agmo-
pom, Topdonom Jlaiienom no npozeuuy “@edop”.

ManunynupoBaHue cetesbiM TPAPUKOM

OnHa U3 cCaMBIX NIABHBIX MAEH, KOTOPbIE 5 MOMBITAICA PACKPbITh B 3TON KHHUTE,
3aKJII0YaeTCA B TOM, YTO, AaHAIM3UPYS NOAXOJAIIME MTAKEThl, MOXHO y3HATh HEMa-
JIO O CHCTEME U ee noJib3oBarensax. CiesoBaTebHO, HET HUYETO YIUBUTENBHOTO B
TOM, 4TO 3JIOYMBIILIEHHUKH HEPEJKO UIIYT BO3MOXHOCTb NEPEXBATUTH TakHUe Ma-
KETbl CAMOCTOSTEIbHO. AHAIM3UPYs MaKeThbl, CGOPMHUPOBAaHHBIE CUCTEMOM, 3710Y-
MBILIIECHHUK MOXKET Y3HATh O THUIIE ONEPALMIOHHONH CUCTEMBI, IPUMEHSIEMbIX B HEN
HNPHJIOKEHUSX, YYETHBIX 3aNUCAX MONb30BaTEIEH U MHOTO APYroM MOJE3HOMN Ms
ce6s nngopmanmu.

B sToMm pa3zgene GyayT pacCMOTpEHBI IB€ METOAUKHU, IPUMEHSIEMbIE HA YPOBHE
makeToB. C MX MOMOIBIO 3TIOYMBINLJIEHHUK MOYET BOCIOJb30BATHCS 3aPaKeHH-
em ARP-xema juisi nepexsaTa M (PUKCALMU 1eJIEBOTO TpapuKa MIM MEPEXBATOM
cookies-paiinos nporokosa HTTP, ¢ moMoumibio KOTOPbIX MOXHO IPOBOAUTD aTakH1
10 NepexBaTy U MOAMEHE CEAHCOB CBSA3U.

3apaxenue ARP-kewa

Daiin nepexeama Kak o6¢cyxanocs B riiase 7, “IIpOTOKOJIBI CETEBOTO YPOBHSA,
arppoison.pcapng npotokoa ARP cayxur ans npeo6pasosanusi [P-agpecos
ycrpoiicts B MAC-aapeca B C€ETH, a B IIaBeE 2, “IToakmoyeHue
K ceTn”, MOSICHSIOCH, KAK BOCIOJIb30BATHCS METOAMKOII 3apaxkeHnsa ARP-kema pia
MNOAKIIOYEHHS K CETH U NI€PEXBATa CETEBOro TpauKa, HCXOAAUIETO U3 TEX XOCTOB,
MaKeTbl KOTOPBIX TpeGyeTcs npoaHaIn3nposaTh. Ecin sapaxenue ARP-xema npu-
MeHsieTCsl B 6JIaTHX LeJISIX, OHO OKa3bIBAa€T HEMAJIYIO MOMOIb B IMarHOCTHUKE CETH.
Ho ecau aTa MeToaMKa yNOTpeGISeTCA CO 3/IbIM YMBICJIOM, TO OHA NIPEBPANIAeTCs B
JaeTanbHylo popmy amaxu uepes nocpeonuxa (MITM), unaue wnasvieaemoi amaxou
muna “uenosex nocpedune”.
CoBeplasi aTaky 4epe3 IOCPEeJHMKA, 3JI0YMBIILJIEHHUK NePeajpecyeT CETEBOM
TpauK MeXJIy AByMs XOCTaMM, YTOObI MEPEXBATUTH WJIU BUJIOU3MEHHUTH NEpe-
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AaBaeMble JaHHble. MiMeeTcss Hemano ¢GopM aTak uyepe3 MOCPEJHHUKA, BKJIIOYas
MOJAMEHY AOMEHHOTO MMEHHU U SSL-nepexsar. Ilpu 3apaxennn ARP-kema cocras-
JeHHble 0cOObIM 06pa3om nakeTbl ARP BbIHy¥Aa10T 062 XOCTa €HCTBOBATH TaK,

Kak GyITO OHM CBA3aHbI JPYT C IPYIOM HETIOCPEACTBEHHO, TOI/IA KAK HA CAMOM Ji€1e

OHHU OOMEHHBAIOTCSA JAHHBIM YePe3 CTOPOHHETO MOCPEAHUKA, TIEPECHUIAIOILETO UM
nakeTbl. Takoe MPOTHBO3aKOHHOE NMPUMEHEHHE OOBIYHBIX (PYHKIHOHATbHBIX BO3-
MoxcHocTel npoTokosia ARP MoxeT ae1aTbcs €O 3/1bIM YMBICIOM.

®aiin nepexsaTa arppoison.pcapng coaepxKUT npuMep 3apaxeHus ARP-kema.
OTKpBIB 3TOT (pailn, Bbl OGHAPYXHUTE, YTO NEPEXBaYCHHbINH B HEM ceTeBO Tpaduk
BBIDISIIUT HA MEPBBIHA B3] HOpMaibHO. Ho ecsim npoaHaiM3MpoBaTh NaKETHI U3
3TOTO TpaduKa, TO MOKHO 3AMETUTD, UTO LEJEBON XOCT, HAXOAAIMMCSA MO agpecy
172.16.0.107, o6pamaeTcs K BeG-pecypcy komnauuu Google f1a BbINOJIHEHUS MO
HcKa. B pesy/ibTaTe 3TOro noMcka nosABAsSETCsA 3HAUYNTEbHBIN TpaUK 110 NPOTOKO-
ay HTTP, coueratomuiics ¢ HekotopbiMu DNS-3anpocamu.

Kax nsBectHo, MeToauka 3apaxeHusa ARP-kewma geiicTeyeT Ha BTOPOM ypOBHE
mogean OS], u ecm cay4aitHO GPOCUTD UL GEIbI B3MIAA HA NAKEThl B TAHENU
Packet List, To Bpsl 1M yracTcss OGHAPYXUTh Kakoe-HUOYAb MoLIEHHMYeCTBO. [103-
TOMY B Ka4€CTBE BCIIOMOIaTeIbHOH Mepbl HEOOXOAUMO J06aBUTL Napy CTOA6LOB B
naHeH Packet List, BbINOJHUB CeAyIOIHE AEHCTBUA.

1. Bri6epurte xomanay Edit= Preferences 13 r1aBHOTo MEHIO.

2. lenkuute Ha aneMeHTe Columns, KOTOPBI HAXOJAMUTCA Y JIEBOIO Kpasi OT-
KpBIBIIErocs okHa Preferences.

3. llenxkHuTe Ha KHOIKE CO 3HAKOM “TUTIOC” (+), 4TOGBI A06ABUTH HOBbIH CTOIOEL.

4. Beeaure Source MAC (MAC-aapec ucrounuka) B o6aactu Title (3aronosok) u
HaxxmuTe K1asaury <Enter>.

5. BriGepure BapuaHT Hw src addr (resolved) (AnnapaTHblii afipec OTIIpaBUTENsS
(nMpeo6pa3oBaHHbIiT)) U3 pacCKPbIBAIOIETOCs CITUcKa Type.

6. lllenkHuTe Ha BHOBb BBEJICHHOM CTOJIOLE M NEPETAIUTE €T0, PACIOIOXKUB
cpaay nocje cronabua Source.

7. lllenkHUTE HA KHOIIKE CO 3HAKOM “mmoc” (+), YTo6bI JOGABUTD CliIlE OAUH HO-
BB cTOJIGEL.

8. Beeaure Dest MAC (MAC-aapec MecTa Ha3HaueHHs) B 061acTu Title M HAXMHU-
Te knasuuly <Enter>.

9. Bri6epure BapuaHT Hw dest addr (resolved) (AnmaparHblii aipec 1nosyyaTens
(nmpeo6pa3oBaHHblit)) U3 PaCKPbIBAIOIErOCS CIIUCKa Type.

10. IllenkHHTE HA BHOBb BBEJICHHOM CTOJIGLE M NIEPETAIMTE €r0, PacloNOXHUB
cpaay nocse cron6ua Destination.

11. UlenxHuTte Ha kHonke OK, 4TOGBI NPUMEHUTD BHECEHHBIE U3MEHEHHUS.
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BbInosHuB onvcaHHbIC BblLIE J€HCTBHSA, BbI JJOJDKHBI YBUAETb Ha 3KPaHE TO Xe

camoe, uto u Ha puc. 12.8. Teneps B BamieM pacnopsyKEHUH JOJDKHBI ObITD JBA J10-

NOJHHUTENbHBIX CTOJI6NA, e oTobpaxaloTcss MAC-aapeca oTnpaBuTeNs U MOJTyYa-

TeJs U3 AaHUIM3UPYEMbIX ITAKETOB.

M Wireshark - Preferences ? X

Vv Appearance
Layout
Celumns i No. Number

Displayed Title Type Field Narme Field Occurrence

Font and Colors
Capture

Advanced

Puc. 12.8. DxpaH KOHPUryprpoBaHUS cTONBLOB C ABYMS BHOBb BBEAEHHbIMM
cTronbuamM annapaTHbIX aAPECOB OTNPABMTENS M NOMy4aTens

Ecau y Bac nmo-npexxHeMy aKTUBM3NUPOBAH peXuM npeobpazosanus MAC-aape-
COB, BbI I0JDKHBI YBHAETD, YTO OOMEHMBAIOIUECS JAHHBIMH YCTPOICTBA 061a4ai10T
MAC-agpecamu, 0603HaYalOMKUMH CETEBOE 06OPYIOBaHUE KOMIAHUMN Dell u Cisco.
ITU CBeleHUsI OYEHb BAXHO 3aIIOMHUTD, MOCKOJIBKY, IPOKPYTUB Jaiblli€ CIIMCOK
NEePEeXBAYECHHBIX MAKETOB, MOXXHO 3aMETHTb, UTO OHM U3MEHAIOTCA B mMakete 54,
re NPOMCXOXUT HeoObIYHBII Tpaduk no nportokosny ARP mexay xocTtom ¢ o6opy-
aoBaHueM koMmnaHuu Dell (LeneBbIM XOCTOM) ¥ BHOBb BHEIPEHHBIM XOCTOM C 060-
pyaoBanuem komnannu HP (310yMblieHHMKOM), Kak MOKa3aHO Ha pUC. 12.9.

Puc. 12.9. HeobbiuHbii Tpagmk no npotokony ARP mexay ceTeBbiMM yCTPOHCTBAMM KOM-
nanni Dell u HP

IMpexae yeM MPOAOLKUTD Jaibliie, O6paTUTE BHUMAHUE HA KOHEYHbIE TOUKH
PaccMaTPHBAEMOTO 3/1CCh COEIMHEHUS, TIEPEYUCIIEHHbIE B Ta0I. 12.3.
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Tabnuua 12.3. KoHeuHsie TOUKM KOHTPOANPYEMOTO COEAUHEHUS

Pons Tun yctponcrsa IP-anpec MAC-appec

Llenesom xoct Dell 172.16.0.107 00:21:70:c0:56:£0
MapuwpyTsatop Cisco 172.16.0.1 00:26:0b:31:07:33
3noyMmbiLneHHuK HP Heussecren 00:25:b3:bf:91:ee

Ho B yeM HeoObIYHOCTDL aHAIU3UPYeMOTO 31ech Tpaduka? Kak noscHsanocs npu
o6cyxaeHuu npotokona ARP B miase 7, “IIpoTokonbl ceTeBoro ypobHsa”, MMEIOTCA
ABa OCHOBHbIX THNa naketoB ARP c zanpocamu u orBetamu. B wacTHOCTH, MakeT
C 3alpOCOM MOCBUIAETCA KaK IIMPOKOBENATEIbHbIH BCEM XOCTaM, YTOGbI OGHApPY-
XUTb B CETU MalluHy, umeiomyio MAC-aapec, ¢BA3aHHbIN ¢ KOHKpeTHbIM [P-anpe-
coM. Ha 3T0 Mckomasi MalllMHa MOCBUIAET 3alpallkBalOIIEMy YCTPOUCTBY OTBET B
OJIHOapecaTHOM nakeTre. [IpMHMMas 3TH CBEJCHUA BO BHUMAHHUE, MOXHO BbISC-
HUTb 0COGEHHOCTH JaHHO# NOC/IeJ0BAaTENbHOCTH OOMEHA IJaHHBIMH, KaK NNOKa3aHO
Ha puc. 12.9.

[Tpexne Bcero, naker 54 coaepxut ARP-3anpoc, nocbuiaemMpiii 310yMbIILIEH-
HukoM (¢ MAC-azpecom 00:25:b3:bf:91:ee), B BH/JE OAHOAAPECATHOIO MAKETA
HENOCPeACTBEHHO neaeBoMy xocty (¢ MAC-agpecom 00:21:70:¢0:56:£0) @. 3a-
NpPOC JaHHOTO THUITA ZOJKEH ObITh MIMPOKOBEINATENbHBIM ISl BCEX XOCTOB B C€TH,
HO AaHAIM3UPYEMBIiA 3/1€Ch 3aNPOC HaNpaBAseTCca TONbKO HeaeBoMy XocTy. Caexyer
TaK)Ke MMETb B BU/Iy, UTO B HeM ykazaH IP-aapec mapmpyrusaropa, a He cOGCTBEH-
HBII a/Ipec 3/I0YMBbIIUIEHHHWKA, HECMOTPS Ha TO, YTO JAHHBIH MaKeT MOChLIAETCA
3TUM 3710yMbllIeHHHKOM ¢ MAC-aapecom ero ycTpoiicTsa, BiloueHHbIM B ARP-3a-
rOJIOBOK.

IMocne paHHOrO MakeTa cjaelyeT OTBET OT 1I€JIEBOTO XOCTa 3JI0YyMbIIIEHHHUKY,
coxepxamemy cBeaeHusi o csoeM MAC-aapece @. AnaimsupyeMoe 31€Ch KyJb-
HUYECTBO MPOHMCXOAMUT B MakeTe 56, rae 3/0yMbINUIEHHUK MOCBUIAET MAKET Lie-
JIEBOMY XOCTy, cojepaluii HesaTpeGoBaHHbIit ARP-oTBET, B KOTOpPOM C006-
maercs, 4to ycrpoiicrso ¢ IP-agpecom 172.16.0.1 Haxoaurca no MAC-aapecy
00:25:b3:bf:91:ee ©. Ho neso B Tom, uto IP-azpecy 172.16.0.1 cooTBeTCTByeT
He MAC-aapec 00:25:b3:bf:91:ee, a MAC-agpec 00:26:0b:31:07:33. O6 3ToM
M3BECTHO U3 ITPOBEJIEHHOTO paHee aHalIu3a MaKeTOB, KOTOPbIMU MapHIpyTU3aToOP,
PacrnosioxXeHHbIN no aapecy 172.16.0.1, OOGMEHHBWICA C LieJIeBbIM XOCTOM. A mno-
ckosbky npoTokon ARP, nmo cymecTsy, He ABaseTCA 3al[MIIEHHBIM M AOITYCKAacT
He3aTpe6oBaHHble 06HOBIEHUA ARP-Tabinubl, TO HeseBoi XOCT MOUIET TeNepb
CBOi1 TpaMK HE MAPIIPYTU3ATOPY, KAK 3TO JO/KHO ObITh, @ 3/I0yMbIULJIEHHHUKY.

Kak Tosbko 1e/1eBOi XOCT M MapUIPyTHU3aTOP YACTCA BBECTU B 3a0JyKAECHHUE,
OOMEH JIaHHBIMH MeXJy HUMU GYAeT NNPOUCXOJAUTh Yepe3 XOCT 3/M0yMblILIEHHHUKA,
Kak 1noka3aHo Ha puc. 12.10.
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Ananusupyemsvie 30ect naxemv, nepexeauensvl U3 UeLLEOU MAUUNDL U NOS-
momy He 0arm noAnozo npedcmagrenus o npoucxoosuem. IYmobov. amaxa
INOYMBLUNCHHUKA B03BIMEAA OeUCBUE, OH OOANCEH MOCAAMS MY HE CaAMY0
N0CALO08AMEABHOCI NAKEMOS MAPUPYMUIAMOPY € UeIbI0 8bIHYOUMD €20
NPUHAMS KOMNBIOMED 3M0YMOLULEHHUKA 3 Yenesoti xocm. Ho daa mozo umo-
651 obnapyxscums smu naxemsl, npudemcs ocyuecmeums ewse 00UH, nepexeam
cemegozo mpaguxa, ucxo0AuLezo U3 Mapupymusamopa (Ui XOCMa 3A0YMbLUL:
AEHHUKA).

Oprannsaumn ARP-nmuTaumu
(CTouku 3peHus uenesoro xocra)

e
—

Yeit IP-anpec 172.16.0.107? Coobuums 172,16.0. 1!
SRCMAC:
s 00:25:b3:bf:91:ee

voww DSTMAC:
g EH 00:21:70:c0:56:£0

Il

Mapwpymm3aroputer [FEBST - IP-appec 172.16.0.107 cootsercrayer
((is(o) Komnuo]’ep MA(‘aApe(y00:21:70200!562f0 ueﬂesoﬁ xocr

172.16.0.1 3N0yMBILNEHHUKA SRCMAC: (Del)

00:21:70:c0:56: £
00:26:0b:21:07:33 ~b(3H-2f-91- €0:36:£0 172.16.0.107
125:03:bE: 91z ee ST MAC: 00:21:70:¢0:56:£0

00:25:b3:bf:91:ee

IP-appec172.16.0.1 Haxoautca no MAC-aapecy 00:725:b3 :bf:91:ee

SRCMAC:
00:25:b3:bf:91:ee

DST MAC:
00:21:70:¢0:56:f0

Pesynbrar ARP-umuTaUMK
(3noymbiunerHuK nepexBaTbiBaeT TpauK)

sz Bl

I\
Il

Mapuwpytusatop m';m'm‘:.l‘)m Lienesoi xoct

Puc. 12.10. 3apaxeHue ARP-kewa npu arake 4yepe3s nocpegHmka

ITakeT 57 NOATBEPXKJAET yAAYHBII UCXOA AaHHOM aTaku. Ecim cpaBHUTDH 3TOT
MaKeT ¢ TeM, 4TO ObUI MOCJAH MpexJe TAMHCTBEHHOro TpaguKa IO IPOTOKOIY
ARP (nanpumep, c naketom 40; puc. 12.11), To MoxHO 3ameTuTh, uTo IP-aapec yaa-
JeHHoro cepBepa (kommanuu Google) ocrancs TeM xe cambiMm @ u @, Toraa xak
MAC-aapec ueneBoro xocta M3MeHHJICH O u ©. Takoe usMeHeHHe MAC-agpeca

Ananus naketos Ha BeszonacHocTs 357



Tigm: @it_boooks

CBHAETEIbCTBYET O TOM, YTO ceTeBoOU TpaCl)MK TEeneppb nepeagpecoBbiBa€TCA 4Y€ped
ATAKYIOUIETO 3/IOYMBIJIEHHHKA, IIpeXA€e Ye€M JOCTHYIb MaplIpyTH3aTOpPa.

Transmissi P Src Port: 45691 (45691), Dst Port: 80 (88), Seq: 609365591, Ack: 1647620236, Len: B34

Hypertext Transfer Arotovel

s 1. 906795 » Surces 172,16.00 167 - Sourre MACY Ded_ o560 - Dastmasior: 74, 125.95. 14 . pi= Sk Soge USgs e 8fos STHNSE /S0 00 A= I8 ek 18040 TORLY, 6M_S.

Puc. 12.11. N3amenenne MAC-agpeca uenesoro xocta csugetenscrsyer ob ycnewHom
ucxofie AQHHOM aTaKu Yepes NOCPERHUKA

AnanuaupyeMas 31eCbh aTaka HaCTOJIbKO HE3AMCTHA, YTO OOHAPYXHTb €€ Kpaii-
He CN0XHO. YTO6bI O6HAPYXUTDb €€, TpebyeTcs MoMollb CUCTEMbI OOHAPYXEHHA
BTOPXXEHHUH, CNIEMATbHO HACTPOEHHOM Ha pelleHHe NOAOOHOM 3aJauu, WIM Npo-
rpammbl, paboTalomei Ha yCTPOMCTBaX, NMpeAHa3HAY€HHBIX IA OGHapyXeHHs
BHE3AIHbIX U3MEHEHMI B 31eMeHTax ARP-TaGauupl. A MOCKOJAbKYy BaM, cKopee
BCETO, MPUAETCSA MOJIb30BAThCsA METOAMKOM 3apaxeHusa ARP-kema q1a nepexsara
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ITAKETOB B AHAIU3UPYEMBIX CETHAX, TO Bbl JO/DKHBI 3HATb, KAK 3TA METOJJUKA MOXET
ObITb MCIIOJIb30BaHa IIPpOTHUB BaC.

MNepexsar ceaHcos cBsA3n

daiin nepexeama session- PacCMOTPEB MOPAJOK NMPUMEHEHMSA CO 3/BIM YMBICIOM
hijacking.pcapng sapaxenusi ARP-kxema, npogeMoOHCTpUpPYEM METORUKY

nepexeama ceancos céA3u, TAe OHO BbITOJHO IPUMEHSIETCS.
[pu nepexsare ccaHCOB CBA3M JIOYMBIIUICHHHK 3aB/1ajieBaeT konuei cookie-aiina
ceaHca cBs3u 1o uporokoay HTTP, kak 6yneT nokazaHo HuXe, 4YTOObI C TOMOWIBIO
3TOro (haiina BbLAATH ce64 3a Apyroro noJb3opares. C 3ToiH HEbIO 3710YMbIILIEHHUK
MOXeT BOCMO/Ib30BaThCA 3apaxeHueM ARP-kema, 4ToOb1 nepexBaTUTh CETEBOM Tpa-
¢puK 1neneBoro xocTa M M3BJe4Yb COOTBETCTBYIOMYIO MH(POPMALIMIO U3 C€AHCOBOTO
cookie-paiina. Itoi nHpOpMaLME 3TOYMBIIIEHHUK MOXET 3aT€M BOCIOJIb30BaTh-
€Sl 11 ROCTYA K BEO-TIPUIOKCHHUIO LIEIEBOTO XOCTa KaK €ro aBTOPU3OBAHHbIN MOJIb-
30BaTENb.

Haunem paccMoTpeHnme JaHHOroO cleHapusi ¢ gaiina nepexpara sessionhi-
jacking.pcapng, coaepxalero ceTeBoi TpadHK Le1€BOrO XOCTa, HAXOAAUETOCH
no aapecy 172.16.16.164 1 o6MeHUBAIOWETOCS JaHHBIMH C BEG-TIPHIOKEHHUEM,
AcHCTBYIOWUM 10 agpecy 172.16.16.181. l'Ipu 3TOM LieJIEBOM XOCT HEBOJIBHO CTAJ
EPTBOM 3/I0YMbILIIEHHUKA, PACIIONIOXKEHHOTO 10 ajpecy 172.16.16.154 1 akTus-
HO NnepexBaThIBaBLUIEr0 OOMEH JAHHBIMH 1IEIEBOTO XOCTA C BEG-TIPHIOKEHUEM. ITH
NakeThl GbUIM COOPaHbI C TOYKM 3peHus BeG-cepBepa, KOTopast BEposiTHee Bcero 6y-
ACT TOYHO TaKas Xe, KaK M Yy CHCTEMbI 3allUThl HHPPACTPYKTYPbl CEPBEPaA OT aTaK
TUIA NEepeXBaTa CEaHCOB CBA3U.

Ynomunaemoe 30ece seb-npusoxcenue nasvieaemes DVWA (Damn Vulnerable
Web Application — Yepmoscxku yaseumoe eeb-npunoxcenue). Ono nameperno
COAANO YAIGUMBLM KO MHOZUM BUOAM AMAK U 3AUACTIYI0 NPUMEHAEMCS 8 Ka-
uecmee yuebrnozo cpedcmea. Ecau y 6ac 603nuknem reranue 03HaAKOMUMbCA
nodpobree ¢ seb-npusoxenuem DVWA, obpamumecs no adpecy http://www.
dvwa.co.uk/.

AHanu3HupyeMblil 37eChb CETeBOi TpadMK COCTOMT, IMIABHbIM O6Gpa3oM, H3
AByx auanoros. Ilepsblii auanor npejcrasaseT co6oi OOMeH MAaHHbBIMM MeX-
Ay LIeJIEBOTO XOCTOM M Be6G-CEPBEPOM M MOXET ObITb CEJEKTHPOBaH (PUABTPOM
ip.addr = 172.16.16.164 && ip.addr = 172.16.16.181. 9TOoT OOMEH AaH-
HBIMH MPEJACTABJICH OOBbIYHBIM TPaUKOM NPOCMOTPA BEG-COAEPKUMOrO, B KOTO-
POM HET HMYEro oCOGEHHOro. B aHaIM3MpyeMbIX 3Jech 3ampocax OCoObIi MHTe-
pec BpI3bIBaeT cookie-3Hauenue. Tak, ecu NpoaHaJIM3MPOBATH 3aIIPOC MO METO-
Ay GET (Hanmpumep, B makere 14), ToO MOXIHO OGHapyXuThb, 4To cookie-sHaueHue
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OTOGpaXeHO Ha maHesu Packet Details (puc. 12.12). B nannom caydae cookie-ana-
yeHHe ncobrqrb7fj2a2sinddtk567q4 o6o3HauaeT MAEHTUPHUKATOP CEaHCa CBA3U
PHPSESSID @.

v Hypertext Transfer Protecol
GET Jdvwad index.php HITP/1:3 e\

Puc. 12.12. Mpocmotp ceancosoro cookie-aHauenns uenesoro xocra

Be6-caiiTel noab3ylorcsa cookie-paiiiaMu, 4To6bl NOMIEPKUBATDL CEAHC CBA3U
C OTAeNbHBIMU XOcTaMHu. Koraa Ha BeG-caliTe NMOABUTCS HOBBIN NOCETUTENDb, €My
GyxeT NpUCBOEH OJHO3HAYHO ONpEAEAIONMI ero HIEHTU(HKATOP CeaHCa CBA3U
(PHPSESSID). MHOrHMe Be6-NpHIOKEHUA 0XUJIAIOT /IO TEX MOP, MOKa M01b30BATE b
He NPOHAET ayTeHTU(HUKAIMIO CO CBOMM HAEHTU(HHUKATOPOM C€aHCa CBA3M, 110CIe
vero B 6ase JAaHHBIX CO3MAETCs 3aIMCh, TJIC 3TOT MAEHTU(PHUKATOP pacno3Haercs
KaK 0003HAYaIoIHKA ayTeHTUPUIMPOBaHHbIN ceaHc cBa3u. Jlio6oi nosb3osareb
C 3TUM MICHTU(PHKATOPOM CMOXET MOJYYUTDb JOCTYN K BEG-TIPHIOKEHHUIO, TPOHAA
Takylo ayreHTH(duKanmio. besycioBHo, paspaboTunkaM HEOGXOAMMO O6GECNEUHUTD
OJHO3HAYHOCTb MAEHTH(]UKATOPA, (POPMUPYEMOrO Il KAXAOTO MOJIb30OBATESA.
Ho Takoii cnoco6 06paboTku naAeHTUPUKATOPOB HEGE30NACEH, TOCKOJIbKY OH Jae€T
3JIOHAMEPEHHOMY MOJIb30BATEIO BO3MOXXHOCTD MOXUTUTD MJIEHTU(UKATOP ApYyro-
rO MOJIB30BATEIIsA, YTOODbI BBLAATL ce6s 3a Hero. M xoTs uMeloTcs cnenyaibHble Me-
TO/BI, IO3BOJIAIONIME NPEJOTBPATUTH ATAKM TUIA NIEPEXBAaTa CEAHCA CBA3U, TEM HE
MeHee, MHOrHMe BeG-caiiTsl, Bmouass 1 DVWA, ocTaloTcs no-npexHeMmy ya3BUMbIMH
K MOJOOHBIM aTAKaM.

LleneBoil XOCT Aaxke He MOJAO3PEBAET, UTO €ro ceTeBOH TpadUK NepexBaTbl-
BA€TCS 3/IOYMBIUJIEHHUKOM WJIM X€ Yy 3TOr0 3/JI0yMbIIIEHHHKA UMEETCH AOCTYI
K ceaHcoBoMy cookie-aitny (puc. 12.12). M B 3ToM ciy4ae 3/10yMbINLIEHHUKY
OCTaeTCsl JIMIIb YCTAHOBUTH CBSI3b C BeG-CEPBEPOM, HMCHOJB3Ys IEePEXBaYy€HHOE
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cookie-3Hauenue. Takyio 3ajauy MOXXHO PENIMTb C IOMOUIbIO ONPEAENEHHOTO poAa
IIPOKCHU-CEPBEPOB, HO 3TO €llE JIerye CJeNaTh, UCNOJb3ys TaKue MOAKIIOYaeMbIE K
6paysepy moayau, kak Cookie Manager ais Chrome. C noMompio 3TOro nNoaKIoO-
YaeMOro MOJyJs 3JIOYMbIUJIEHHHMK MOXET yKa3aTh 3HaueHHe HuAeHTHdHKaTopa
PHPSESSID, Mmosry4eHHOE U3 CETEBOro Tpaq;m(a LEJEBOro XOCTa, KaK NOKAa3aHO Ha

puc. 12.13.

thwe/ aw*’" :

bove 1o view a

Puc. 12.13. Mpumenenne noaknouaemoro mogyns Cookie Manager 3noymsiwneHH1Kom
C uenbio BbIAATL cebs 3a Lenesom xocT

Ecam ynanmuts dunstp, npuMeHsasmmiica paHee k ¢aily nepexsaTa, U MpOKpy-
THUTb 110JIy4€HHbIH CIHMCOK NMAaKeTOB BHU3, TO MOXHO OOGHapyxuTb IP-azpec kom-
IbIOTEPA 3JIOYMBIMJIEHHHUKA, YCTaHABJIMBAIOIIETOCA CBA3b C BeG-cepBepom. Ilpo-
CMOTP 3TOM CBSI3M MOXXHO BbISIBUTb C IOMOMIBIO CJieylouero ¢gpuabrpa:

ip.addr == 172.16.16.154 && ip.addr == 172.16.16.181

[Ipexxae yem yrny6aaTbcs B AalbHEWIIMI aHAIU3, n06aBbTE ele OJUH CTOJI-
Gew Ha naHesnu Packet List, 4ToGbl oTOGpaxaTh B HeM cookie-3Hauenua. Ecam Bbl
A0GABWJIM CTOJIOLBI B MpEJBIAYLIEM pa3jiesie, NOCBAEeHHOM 3apaxeHuio ARP-ke-
ua, ylaIMTe UX, npexjie 4em Jo6asaath 3ToT crondeu. [locne 3Toro BbinoaHure
AEHCTBUS, OMUCAHHBIE B MPEAbIAYIEM pa3jeie, YTo6bl J06aBUTh HOBbIH cTONGE,
HCXOJA M3 MMEHH 10151 http.cookie pair, v pa3mecTuTe €ro cnpapa oT cTONOLA
Destination. B urore cogepxuMoe 3kpaHa JO/KHO BbINISAETh TaK XK€, KaK U Ha
puc. 12.14.
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X

M Wireshark - Preferences ?

v Appearance

Layout | Displayed Title Type Field Name Field Occurrence
Columns % Nao. Number
Font and Colors ‘ M Time Time (format as specified)
Capture %] Source Source addres
Filter Expressions | ™ Destination Destination address
Name Resolution %] Cookie pair Custom http.cookie_pair
> Protocols %) Protocol  Protocol
Statistics %] Info Information
Advanced
il -
< >

Cancel Help

Puc. 12.14. Sxpan koHpurypuposarms cTonbuos ANs MCCNEROBAHUS nepe-
XBATA CEAHCOB CBS3M

Hrak, ckonpurypuposas cToJ61bI 10-HOBOMY, BUJIOU3MEHHUTE (DUIILTP, YTOOBI
otobpaxaTh Toabko HTTP-3an1pochl, nockosbky 06MeH JaHHBIMU IO MPOTOKOJY
TCP pna sToit nean He noaxoaut. Hosblit ¢pHIBTD JOKEH BBINIAAETD TAK, KaK MO-
KazaHo Huxe. [TakeTpl, cenekTUpOBaHHbBIE C TOMOWIBIO 3TOro GUILTPa, NpHUBEe-
Hbl Ha puc. 12.15.

(ip.addr==172.16.16.154 && ip.addr==172.16.16.181)
&& (http.request.method || http.response.code)

No

low, PHPSESSID=1up7@ajeuodkrhrvbms jtgrd7l
security=low, PHPSESSID=1up7@ajevodkrhrvbms jtgrd71 HTTP
security=low, PHPSESSID=ncobrqrb7fj2a2sinddtk567q4 +

yrb7fj2a2sinddtk567q4 HTTP 0~f

HTTP HTTP/1.1

HTTP
security=low, PHPSESSID=ncobrqrb7

HTTP/1 {

xt fix':w-ioi

Puc. 12.15. AHann3 3TMx NakeToB MOKA3bLIBAET, 4TO 310YyMbILEHHMK BbligaeT cebs 3a
nonsL3osarens Lenesoro xocra

A Tenepb npoaHaIM3UpyeM OOMEH JAaHHBIMU MEXAY KOMIbIOTEPOM 3JI0YMbILLI-
JIEHHMKA U CEPBEPOM. B mepBbIX 4eThbIpeX MaKeTaX 3/I0YMbINJIEHHUK 3alpalliBa-
et Katajgor /dvwa/ @ u nosaydaer B oTBeT KOA 302, YTO CUMTAETCS OGBIYHBIM sl
Beb-cepBepa crioco6oM nepeaapecanuu noceruresneit no gpyrum URL. B nanHoM
cly4ae 3/IOyMBIIJIEHHUK TEpPeajpeCcOBbIBAETCA HA CTPAHHUIY PETMCTPAlUM IO
agpecy /dvwa/login.php @. KoMnpioTep 3/0yMBIIUICHHMKA 3aMPAIIUBACT CTPAHU-
uy peructpauuu @, xoropas ycnemso sosspamaercs @. B o6oux 3anpocax npu-
MeHseTcs uaeHTUHUKATOP ceaHca cBA3M lup70ajeuodkrhrvbmsjtgrd7l.
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Jlanee cnexyeT HOBBIH 3anpocC KaTajora /dvwWa/, HO Ha 3TOT pa3 oOpaTUTe BHU-
MaHME Ha JIpyroil MAEHTH(UKATOP ceaHca CBA3M ncobrqrb7fj2a2sinddtk567g4
©, xoTOpBHIii Tenepb COBNAJAET C MCIOAb30OBABUIMMCS paHee UAEHTH(PHUKATOPOM
LIEIEBOTO XOCTa. ITO O3HAYAET, YTO 3JIOYMbIUUIEHHUK MaHHIIYJMPOBA1 CETEBBIM
TpadrKoM, YTOGBI BOCMIONB30BATLCH YKPAJEHHBIM MaeHTHPHKaTopoM. BMecTo ne-
peaapecalMi Ha CTPaHMIly PETMCTPAlMHU B OTBET HA OTHPAaBJACHHBIM 3anpoC Npu-
cbutaeTcsa Kog coctosanus 200 no nporokony HTTP, u cTrpanuna gocraBasercs Tak,
Kak GYATO €€ JIOJKEH YBUAETDb MOJIb30BATENb, ayTEHTH(ULIMPOBAHHbBIH Ha LEJ1EBOM
xocrte @. Jlanee 3/10yMbIUIEHHUK 3aMPAIIMBAET APYIyIO CTPaHUILy 10 ajgpecy dvwa/
setup.php, ucnonssys naeHtugukarop ueaeporo xocra @. U sra crpanuna Bo3-
Bpamaercs ycnemwHo ©. TakuM 06pa3oM, 3/10yMbIIIJIEHHUK NPOCMAaTPHBAET BeG-
caiit DVWA, xak 6yaTO OH JI€HCTBUTEIbHO ayTEHTU(ULUMPOBAH KaK M0Jb30BaTe b
3TOro HeneBoro xocrta. M Bce 3To eMy yaaeTcs caenarb, HE 3Has JaKe€ HU UMEHHU
NOJIb30BATE NS, HU NMAPOJIs.

PaccMoTpeHHbI Bbllle ClieHapUii CIYXKUT ellle OJHUM NPUMEPOM TOTO, KaK 3710-
YMBIIIJIEHHUK MOJXET [pPEBPAaTUTbh aHAIM3 NAKETOB B HACTyNMaTeJIbHOE CPEACTBO.
B o6mem, 6raropa3yMHee JONYCTUTD, YTO €C/IU 3/I0YMBIIIJIEHHUK CIIOCOGEH 1epe-
XBaThIBATh U NPOAHAIM3MPOBATD MAKETHI, CBA3AHHBIE C ONPEAEIEHHBIM OOMEHOM
JAHHBIMHU 110 CETH, TO 3TO MOXET NPUBECTH K ONPEAENEHHOTO POJa 3/0BPEAHbIM
neiicreusM. K 310 01Ha M3 NPUYMH, 110 KOTOPBIM CIIEIMATHCTDI B 061acTu 6e3omnac-
HOCTH PaTyIOT 3a TO, YTOGBI 3alMIIATH IIEpeaBaeMble JaHHbIE MyTeM MH(POBaHHA.

BpeaoHocHoe nporpammHoe obecneueHune

Ecan coBepuieHHO 3aKOHHOE€ NPOrpaMMHOE OGecrie4eHHUEe MOXET ObITb MC-
NOJIb3OBAHO CO 3JILIM YMBICJIOM, TO TEPMUHOM 6pedonocHoe npozpammmoe obecneuenue
(malware) npuHATO 0603HAYATH KOJ, CMELMAJbHO HAMMCAHHBIM CO 3/IbLIMM HaMe-
peHusiMu. BpenoHocHoe nporpaMMHoe obGecniedeHHe MOXET NMPUHHUMATh CaMble
pasHbie BUAbI U GOPMBI, BKIIOUYAsi CAMOPACHIPOCTPAHSIOMUecs “4yepBu” U “TPOAH-
CKHEe KOHM”, MAaCKHPYIOUIHECs MOJ BIIOJIHE 3aKOHHble nporpammbl. C TOUKH 3pe-
HUS 3aIUThI ceTeil Ganbliasg YacTh BPEJOHOCHOTO NMPOrpaMMHOro obecrneyeHus
HEM3BECTHA M He OGHAPYXKMBAETCA JIO TeX MOP, MOKa €ro 3JIOBpEAHblEe ACHCTBUA
He OyayT BbIABJIEHBI U NpoaHalM3upoBaHbl. [Iponecc Takoro aHann3a COCTOUT U3
HECKOJIbKHX CTaJMii, BKJIIOYAsA U Ty, YTO CNIENHMATBbHO IIpeIHa3HauYeHa JIS TIOBEAEH-
4eCKOTro aHaJIM3a 06pa3lloB OOMEHA AaHHBIMH, COBEPUIIAEMOTO BPEJOHOCHBIM MPO-
rpaMMHbIM obecreyeHueM no ceTu. MHoraa Takoit aHanu3 POBOAUTCA B CNIELU-
alIbHOH Cye6HO-3KCNEePTHOMH 1aGOPaTOPHM N0 BOCCTAHOBJIEHUIO aIrOPUTMa pabo-
Thl BPEJIOHOCHOTO NporpaMMHoro obecnedenusa. Ho yame Bcero on nposoaurcs
B €CTECTBEHHDBIX YCJIOBHAX, KOT/J[A CMIEUAIUCT 110 BOIPOCaM 6e30MacHOCTH O6Ha-
PYXXHMBAET 3apaXXeHHe BUPYCOM B aHAIM3UPyeMoi uM ceTu. B aTom pasaene pasou-
paeTcs psj MIpUMEPOB HACTOALIETO BPEJOHOCHOTO MIPOTPAMMHOTO O6eCcneYeHus 1
AHAIM3NPYETCs €ro NOBEACHUE Ha YPOBHE HA0JII0IaEMbIX IAKETOB.
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Onepauus “Aspopa”

Daiin nepexeama B ansape 2010 roaa 6bu1 BbIsiBJIEH BPEAOHOCHDBIA KOJ MO/ HAa3Ba

aurora.pcapng HueM onepanus “Apopa” (Operation Aurora), sKCIIyaTHpO-
BaBIIMH HEU3BECTHYIO paHee yA3BUMOCTb B Gpaysepe Internet

Explorer. 9ta ysa3BMMOCTb NO3BOJIMJIA 3/I0yMbIIUIEHHUKAM [OJYYUTD YAaJI€HHBIA

KOHTPOJIb Ha/ lieJIeBBIMM CEPBEPAMU, CPe/U NTpoyero, komnanuu Google.

YTOGbI 3TOT BPEAOHOCHDIM KO/ ObL BBINOJIHEH, MOJIb30BATENIO ObLIO IOCTATOY-
HO MOCETUTDb BEG-CAT, MCNOJIb3ys YA3BUMYIO BepcHio 6paysepa Internet Explorer.
U Toraa 370yMbIIIEHHUKH TOJIyYald HEMEIEHHBIM JIOCTYIl K MALIMHE MOJIb30BA-
TeJst ¢ TEMH XKe NPABaMM, YTO M y 3aPErMCTPUPOBAHHOTO Ha Hel MoJb3oBaTeNs'.
Y1o6bl KAK-TO OOGMAHYTh MM 4E€M-HUGYAb MPENbCTUTD XKEPTBY, 310yMbIILIEHHUKU
NPUMEHSNIN UeAeHanpasieHnvith Gumune, COCTOABIIMI B TOM, YTO OHM MNOCBHLIAIH
0 3JIEKTPOHHOM MOYTE COOOIEHHE C LE/bIO BHIHYAUTD MOJy4YaTelsl LIEJKHYTh Ha
CChUIKE, BE/Iyllleil K BpeJOHOCHOMY BeG-CaiTy.

Yro xe kacaeTcs onepauuu “ABpopa”, TO Mbl BbIIIOJHUIU NE€PEXBAT 1TAKETOB
Ha4YMHasi C MOMEHTA, KOT/Ia LIeJIEBOM M0JIb30BaTE /b TONbKO HIEJIKAI Ha CChLIKE B CO-
O6IEeHNH Le/IEHANPABJI€HHOTO (PUIIMHIA, KOTOPOE OH MOJyYal MO 3J€KTPOHHOM
noure. IlosydyeHHbIe B UTOTe MaKeThl COXPAHAIMCH B Qaille nepexpaTa aurora.
pcapng.

AHanu3upyeMblii 37€Ch epexXBaYeHHbIN TPAQUK HAYMHAETCSA C TPEXITANTHOTO
npouecca yCTaHOBKM cBs3u 1o npotokony TCP mexay nenesoro XocToMm, Haxoas-
mUMcs 1o aapecy 192.168.100.206, ¥ KOMIBIOTEPOM 3JIOYMBIIUIEHHHUKA, Pacno-
JIOKEHHBIM 10 ajpecy 192.168.100.202. [IeppoHayaibHOE COEAMHEHUE YCTaHAB-
AMBaeTcs yepe3 mopt 80. TO MOXKET 3aCTaBUTh MOBEPUTD, YTO CETEBOM TpaduK
ocymecTsasgerca no nporokoay HTTP. 1 Takoe npeanoioxeHnue noATBEPK/AETCS
B 4eTBepPTOM nakete, rae cogepxurcs HTTP-3anpoc karanora /info @ no metoxy
GET, kak [MOKa3aHo Ha puc. 12.16.

Kak moxasano Ha puc. 12.17, xoMnbloTep 3JI0yMBbINIIEHHUKA MOATBEPXIAET
npueM 3anpoca no Metoly GET M MOCbUIAET B OTBET KOJ cocToaHus 302 (Moved
Temporarily — JlokyMeHT BpeMeHHO nepeMenieH) B nakere 6 @. Tor Kox cocTos-
HUs1 OGBIYHO NIPUMEHSIETCA JUIA Tlepeajpecaluy 6pay3epa Ha Jpyryio CTPaHMILy, Kak
B JaHHOM caydae. Hapsiay ¢ kogom coctosHus 302 B mosie Location 3aroJOBKa yKa-
3aHO 3HaueHue /info? rFfWELUjLJHpP ©.

! DTOT npuMep AEMOHCTPUPYET TOT (AKT, YTO YUETHBIE 3AMUCH OGbIUHDIX N0JIb30BATE-
JIei Ha L[eJ1eBOM XOCTe He JOJDKHBI 06/1alaTh NpaBaMK aIMMHHMCTpaTopa. Toraa sapaxenue
BCEi CCTEMbI CTAHET B IPUHIMIIE HEBO3MOXHbIM, MIOCKOJIbKY JUIsl 3AIIMCH HA CUCTEMHBIN
AMCK U B peecTp TpeGyIOTCs NpaBa aIMUHUCTpaTopa. — ITpumen. peo.
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M Wireshark - Packet 4 - aurora = O X

Frame 4: 345 bytes on wire (2760 bité), 345 bytes captured (2760 bits)
Ethernet II, Src: Vmware 07:ae:27 (00:0c:29:07:ae:27), Dst: HewlettP bf:91:ee (00:25:b3:bf:91iee) {
Internet Protocol Version 4, Src: 192.168.100.206, Dst: 192.168.100.202

Transmission Cont Dst Port: 88 (88)

Accept-Language: en-us\r\n

Accept-Encoding: gzip, deflate\r\n

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SV1)\r\n
192.168.100.202\r\n

ction: Keep-Alive\r\n

: http://192.168.100.202/info
p

in frame: 7]

No.: 4 - Time: O.000¥85 « Source: 192.168.100.206 + Destination: 192.188. 100.202 + Cookie pair: * Protocol: HITP - Length: 345 « Infix: GET /info HTTPALY

[
Puc. 12.16. Lieneso# xocT genaer 3anpoc karanora /info no metoay GET

M Wireshark - Packet 6 - aurora - [m] X

Frame 6: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits)
Ethernet II, Src: HewlettP bf:9l:ee (80:25:b3:bf:91:ee), Dst: Vaware ©7:ae:27 (00:0c:29:07:2e:27)
Internet Protocol Version 4, Src: 192.168.100.202, Dst: 192.168.100.206

Trar tocol, Src Por 8 , Dst Por 163

ontrol

htmI\r\
WELUFLIHpP\r\n @
Keep-Alive\r\n

che\r\n

Content-Length: @\r\n

\r\n

Content-Type:
i /info?:

[HTTP response 1/3]
ime since reque

: 9.478102000 seconds]
4]

in frame: 7]

[Mext response in frame: 18]

Now: § - Times B.278842 + Source: 192.168.100.202 - Destination: 192.168.100.206 « Cookie pai: * Protocol: HTTP + Length: 191 « Infor HTTR/.1 302 Moved

Puc. 12.17. B panHom nakete 6pay3ep KnMeHTa nepeaapecosbiBaeTcs HA APYrylo CTPAHMLY

IMonyuus naker HTTP ¢ xogom cocTosinus 302, KIMEHT HHULMHUPYET €Lie OANH
3anpoc no meroxay GET no URL co 3nayenuem /info? rFfWELUJLJHPP B [1akeTe 7, Ha
4TO I10JIy4aeT MOATBEPKACHUE B [TAKETeE 8 Tumna ACK. I[Tocsie nakera ACK cjeayer He-
CKOJIBKO MAKETOB, NPEACTABJIAIOIINX AaHHbIE, IIEPENABAEMBIE 3I0YMBIIIEHHUKOM
nejieBoMy XocTy. UTo6bl 6osiee TIAaTeNIbHO NTPOAHATU3UPOBATh 3TU JAHHBIE, LIEI-
KHHUTE MPABOH KHOMKON MBIIHM HA OJHOM M3 IAKETOB B MOTOKE JAHHBIX (HANpH-
Mep, Ha makete 9) u BbiGepuTe koMaHay Follow=TCP Stream (Otcaexusarb=I[loTok
TCP) 13 KOHTEKCTHOrO MEHIO. B 3TOM noTOKE BBIBOJA JAHHBIX MOKHO OGHAPYXHTh
Ne pBOHAYIbHBII 3aMpoc Mo MeToy GET, nepeagpecanuio 1o Koxy cocrosinus 302,
a TaKKe BTOPOIA 3aMpoc 1o MeToy GET, Kak MoKa3aHo Ha puc. 12.18.
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# Wireshark - Follow TCP Stream (tcp.stream eq 0) - aurora — O X

GET /info HTTP/1.1 A~
Accept: image/gif, image/x
‘»3 pt-Language:
Accept-Encoding

xbitmap, image/jpeg, image/pjpeg, application/x-shock

HTTP/1.1 362 Moved

| Content-Type: text/html
Location: /info?rFWELUILIHPP
Connection: Keep-Alive

| Server: Apache

| Content-Length: @

JJLIHpP HTTR/1

if, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*

[HTTP/1.1 200 OK
Content-Type: text/html
| Pragma: no-cache
Connection: Keep-Alive
| Server: Apache
Content-Length: 11266

3 chermt pk(s), 10 server plt(s) 5 turn(s)

Entire conversation (12 kB) ¥ Show data as | ASCIL » Stream (0 (%

Find:

Hide this stream Print Save as Close Help

Puc. 12.18. [MoTok aaHHbIX, Nnepenasaembiii KMEHTy

[Tocne 3TOro A€o0 HaYMHAET NPUHMMATbh COBEPIIEHHO HEOOLIYHBIH OGOPOT.
3JI0YMBIIJIEHHUK OTBEYAET Ha 3alpoC MO METOAY GET BEChbMa CTPAHHO BBIMIS/Is-
LM COAEPXHUMBIM, IEPBAsi YaCThb KOTOPOTO NpUBEJAEHa HAa pyc. 12.19.

ITO COAEpPKHMMOE COCTOUT M3 LEJOTo psAja CAyYalHbIX uucen U GykB B aec-
kpunrope <script> @. dror geckpunrtop npumenserca B HTML-noxymenre pns
0603HaYEHUs1 UCXOJHOIO KOJa Ha A3bIKE CLIEHApUEB BBICOKOIO YPOBHSA, MPE/AHA-
3HAYEHHOro MIs1 BbiMoNHeHUs Ha cropoHe HTTP-kmenra. Kak npasuno, B gec-
KpUNTope <script> yka3blBalOTCsA ONEPATOPbI, COCTAB/IAIOIME UCTIOIHAEMbIN KO/L
cneHapus. Ho 6eccMbIcieHHOE COlepKUMOE B JAHHOM CJlydae 3amu¢poBaHo, UTo-
6bl CKPBITh CaM MCHOJTHAEMbII KOJ OT OOHapyXeHUs. A MOCKOJbKY HaM U3BECTHO,
YTO AHAIM3UPYEMBIii 31eCh TPAHK CAYKUT JJIsi IKCIUTyaTallUH YA3BUMOCTEM B CH-
cTeMe 6e30I1aCHOCTH aTaKyeMOM CJIyXkO6bl, TO MOXHO NMPEANOIOKHUTD, YTO 3aIlyTaH-
HBII TEKCT B JIECKPUNTOPE <SCript> COAEPKUT MECTHAAUATCPUIHOE 3AMOTHEHUE
1 KOJi 3a1yCKa 060JI0UKH CO 3/IbIM YMBICIOM.
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - aurora o O X (
| |<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.8//EN"> Al
| <html>
| <head>
<script>

var IwpVuiFgqihVySolStwXmT =

'94271477133b6@0b1a0c240339133¢120e2865160e1503684d785005291a08091b3e6e713e1122520b03123d85180839
2cBd27123bBa0805033¢c1c8735321a2407350314142935250829083c0a00000721142624011F2a27022825082F253f2c3
9394a716a2615275207142524357d43772c2782785821466a657c6e4a256a7450614176566c65257e4165310515150a8f i
2b35302a103d0e83041e823436213a3c34873e1b0dade2131e311635200e21101c38093913112e322223211323930213
3381b330a0c2c1175576c2e271325112308236b2F27012d322d353c172b0833931646831d192b1e363¢0121072d31153823
8f2e113979456b83123d651808392c08d27123b0adB805033¢1c8735321a2407350314142935250829083c0a00000721142
624011f2227022825082f25312¢39393125176614318627466a656e0d3a3968730d261334463b1122303b87052d3d3705
363e36348105131d0b2934142b070d33657175@43926244b261334461d362b31863d3e00263e1c1101110801250234002 |
91501108228c1e111c3dPe27313a3a2105012b2268341704042c684d701c231177043e270b3562614b26133446220e083e
1c@dBelb3d1d31362b2712211700360013240230092e222638383d152b1a23162b0d3330230b14053e3e3¢1a321537122
d27043a30271d2439383b12111602033e1c211e383f203e3e143136190210081f2c1e231603112d363975576c31261523
112716327e2a2004213e211135221212e233d131c011318223d2224080212361718392626870a24072c27109253321082
3092a315390917190d3e3310250d0c04053d04173d1c0f212b180326333c382d3e3d2036000921320a1c36371ede7e3e3a
| 34186¢2711787352e1f260a1a2d281c3b3c1e113411272e3d2419043d880611623¢c280d1c3318332b3b1c3d061fobo50
810103b1732160F32230a060d16260216001c1cB5684d70070d223c330d113901070b001d02110b1521361F3818130a3F
180725123a121534381f8c113b85152021162a3e211e2628210124082422381127020605220124293309293¢332191120
332040822143533003f03000222392¢35270835137f656b7012a727c417507715565726920537b782e55254b71523660
;39616b75286d95364b725572397839562Eﬁf3d49624b75432223745198593f7b47694963135423756c4f392c7d4959573
2352Gf7c?d781f75287b167507725f632369395e29797f55£5417152616939315c78786d95544a72037230266d592§6f3d

| 44364b774322767b615369317c4164136313637c2a31413973704966573355602328701F782b7c1175077150627469205
| | e7b7e7a55254623526460396c88787d6d8569187F567238236d597b613d1669462743227129665d693F2e13364763136e
762a3641397e29433657335460717F 701175727 167508722506e726920537b2c7d55254b7752646039615b78726d05364
77f5672302a365e74613d443614714322777b315c693f7c116245631331217e6241392c7d4963573300337174701F7572
7116750772876e7569205e742c7d5525467f00336039615375796d05644a745172308756d5375613d43364b2443227¢c7d6
£59693f2-AR6AAAR3133121 7334 1075 Ta4AR057335AEA21IRIATF 7527 1ARTEATIAAVEATIAAIASTATATF S5 25aRTESE Y |
3 cheant pkt(s], 10 server pktfsh 5 tomish

Entire conversation (12kB) : ¥ Showdataas [ASCH ¥ Stream BJ‘: 1 l
Find: | ' B | [Fndnext ] |
Hide this stream Print Save as.. Cose | | Hep {

i ® |

Puc. 12.19. Copepxumoe peckpmnropa <script> oKa3siBaeTcs 3awnPPOBAHHbIM

3anymuieanue cuenapues AGAAEMCA 6eCuMa PACNPOCTMPAHEHHOU MEMOOUKOTL,
NPUMEHAEMOTL 60 8PEOOHOCHOM NPOZPAMMHOM 0DECIICUEHUU C UEADIO UIbENCaAMD
obnapyxcenua u cxpoims 3nospednoe codepacumoe. H xoma pacnymuieanue
N000OHBLX CUEHAPUEE BBIXOOUM 3A PaAMKU 0AHHOU KHULU, YMENUE OLA@MD IMO
npuobpemaemca ¢ onvimom 6 Xo0e MULAMENLHO20 AHAIUIA 0OMEHA OAHHBIMU
10 cemu co 3nvim ymaicaom. Muozue onsimmsie CReYUALUCTIBL NO AHAAUIY Epe-
00HOCHO20 NPOZPAMMHOZO 0bECTEUeHUS CTOCOBHBL MEZHOBEHHO PACNOIHAEAMY
3106pedndie cuenapuu, pocus beansiil 832480 HA NEPeXEAUEHHBIL Cemesou
mpagdux. Ecru evt aceraeme ucnvimams ceba, nonpobyiime pacnymams 6pedo-
HOCHBLL Cyenapudl, oGHapyrcennsitl 8 danrnom npumepe.

Bo BTOpOIi1 4acTH COAECPKMUMOTO, OTHPABJIEHHOrO 3/I0YMBIIIJIEHHUKOM U NPU-
BeJleHHOTO Ha puc. 12.20, HaM, HAKOHEI-TO, YAAETCS OGHAPYXKUTb XOTA Obl HEMHO-
ro yro6ounraemMoro tekcra. Jlaxe He umes oco60ro onbiTa NPOrpaMMHPOBaHUA,
BUJIHO, YTO 3TO MCXOJHBIH TE€CT NMPOrPaMMbl, II€ BBIIOJHAETCA CUHTAKCUYECKUIA
AHAIN3 CUMBOJIBHOM CTPOKM Ha OCHOBAHMM 3HAUYCHUI HECKOJIbKMX NEPEMEHHBIX.
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U stor nociaeauuii pparMeHT TEKCTa PacroOXKEH MPAMO IEPE 3aKPbIBAIOIIMM
AeCKpUNTOpoM </script>.

M Wireshark . Follow TCP Stream (tcp.stream eq 0) - aurora - m} X

if7C2978149:@776@56721182&532f7a2£2(2542255633193965@97(26140569117662Bb397c365828153d4@3342223522 )
| 7521650e103f 781360161a1367267c3136397a2b40342e335634752809117c2978140c077685672110205a2f7a2c2c254

| 22556331939650972e1405601176020b307c365228163d403342223a22752650e103f78136016121367267c3136397a

| 2b4834223356347525091F7c2978140c077605672110205a21782c2c2542255633193965097c221405681176620b367¢3

| 65a28163d483342223a22752f650e103f781360161a1367267c3148772c270270522f466a657 c6e4a256a74501d1703 1

| 1e9822200c091d8a351c1c1420278c212c 1212121 F371500050a223520302838301802113b0505371139330706123d0a3

| 9312e0F2229623901222d3c186b522F4d7c6c3718010932013d3207202306070519041e0¢ 38393d0b3e3403126b101801
\254163321?84122d153eL42 @F29282425142b2c0T30363c2924233d1c@bib1b4a8332438344a716a384b2d04271477316

| c684a201e2615013909031a223b23322d3blb2029236727130115140128643b0233372a03322022215131 " ;

| var RXb = ";
for (i = @;i<IwpVuiFqihVySolStwXmT.lengthji+=2) {
RXb +=

St*xn fromCharCode(parselnt(IwpVuiFqihVySolStwXmT.substring(i, i+2), 16)); !
B- P qanvy: g

H

var vulGhsvUonxrQzpagBXPrINSKRGee = location.search.substring(1);

var NgxAXnnXiILOBMwYnKognbp = '';

for (i=@;i<RXb.length;i++) { |
HgxAXnnXiILOBMWnKognbp += |

‘Stl‘mg fromCharCode(RXb. charCodeAt (i) * vubiGhsvUonxrQzpqgBXPrINSKRGee.charCodeAt(i |

| #vulGHsvVonXrQzpqgBXPrZNSKRGee . length) ) ; i

b |

{

i |
window] "eval”.replace(/[A-2]/g,"" ) ] (NgxAXnnXiILOBMwVnKognbp) ; |
|

| </script>
:<{head>

| <body> @ |
| ¢<span id="vhQYFCtoDn0zUOUXAFIDSzVMIHYh]loJAOCHNZtQd1xSPFUeELhCGAREIIY  ><iframe src="/ |
| infowTVeeGDYIWNT srdrvXiYApnuPoCMIRrSZuKtbVgwuZCXwxK jtEc1bPuIPPctcflhsttMRrSyxl. gif” 2]
konload— "WisgEgTNEfaONekEqaMyAUALLMYW(event)” /></span></body></html>

!ff’bodw e s - S ot

Entire conversation {17 kE) » Show data as | ASCII »

Fmd:i

Hide this stream Print Save as . Close Help

Puc. 12.20. 3ta yactb comepXuMmoro, oTnpasieHHOro CEePBEPOM, COAEPXMHT
yAo60uMTaembiil TEKCT M NOAO3PUTENbHBIN BCTpanBaembii ¢pperm 1frame

[Mocnenuuii ¢pparMeHT JaHHBIX, MOCHLIAEMBIX 3JOYMBIUICHHHKOM LEJIE€BOMY
XOCTY, COCTOUT U3 JAByX uacTei (cM. puc. 12.20). Tleppas yacTpb 3aKmoyeHa B aec-
KpunTop <span id="vhQYFCtoDnOzUOuxAf1DSzVMIHYhjJojAOCHNZtQd1xSPFUeEthC
GARtiIY"> @, a BTOpas — B AeckpunTop <iframe src="/infowTVeeGDYJWNfsrdrv
XiYApnuPoCMjRrSZuKtbVgwuzCXwxKjtEclbPuJPPctcflhsttMRrSyx1l.gif" onload="
WisgEQTNEfaONekEqaMyAUALLMYW (event) " /> @. M aTo copepkuMoOe MOXET CBUJE-
TEJbCTBOBAThb O 3JI0M yMbICJIE€, €CJIM NPHUHATH BO BHUMAHUE CIUIIKOM JUIMHHbIE U
MPOU3BOJIbHBIE CTPOKH HEYI060YUTAEMOTO U MOTEHIHAIBHO 3aMyTAHHOTO TEKCTA.

YacTh COAEPKHUMOTrO, 3aKMOYEHHas B JECKPHUNITOp <span>, oGpasyeTr egcmpau-
eaemviiL Ppetim. 3TOYMBINIEHHUKH 4aCTO MOJIb3YIOTCS 3TUM CMOCOGOM JUIsi BCTPa-
MBaHUs1 JOMOJHHUTEIBHOTO U He npeanoaraeMoro coaepxumoro Ha HTML-cTpa-
HMLy. A B geckpunrtope <iframe> obpa3syeTcs gnympucmpounsui fpetim, 9To6b1 €10
He CMOT OOHapPYyXMTb MOJb30BaTENb. B 1aHHOM Ciyyae B aeckpumnrope <iframe>
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COACPKMTCS CChLIKA HA HEOOBIYHO MMeHyeMblil daiin popmara GIF. Kak noxkasa-
HO Ha puc. 12.21, koraa 6paysep 11€/1€BOro Xo0cTa OGHAPYKHUBAET CChIIKY HA 3TOT
¢aiin, oH aenaet ero 3anpoc no Metody GET B makete 21 @, 1 B OTBET HEMELIEHHO
NOCBLIAETCA 3anpamuBaeMblii ¢aiin popmara GIF @.

Puc. 12.21. ®@asin popmara GIF, ykazanHbiii 8 geckpuntope <iframe>, sanpawusaercs
M 3QrpyXaeTcs UenesbiM XOCTOM

Camoe HeOoObIYHOE B aHATM3UPYEMOM 3/1€Ch IIEPEXBaY€HHOM TpadHKe IPOUCXO-
AMT B 1akete 25, Korjaa ueJeBoH XOCT MHUIIMHUPYET OGPaTHOE COCAMHEHHUE C KOM-
NMBIOTEPOM 3JOYMBILUIEHHUKA Yepe3 nopT 4321. [IpocMoTp 3TOro BTOPOro nNOToKa
o6MeHa JaHHBIMM Ha MmaHeau Packet Details Ma1o 4TO JaeT, 1 MO3TOMY HaM MPHU/IETCA
cHOBa oTcaeaAUTh NOTOK TCP, 4T06bI MONYUNTE G0NIEE ACHOE NMpeacTaBIeHue 06 06-
MEHHBAEMBbIX AaHHbIX. Pe3ynbrat, BBIBOAMMBII B OKHe Follow TCP Stream, npuBeaeH
Ha puc. 12.22.

X

M Wireshark - Follow TCP Stream {tcp.stream eq 1) - aurora - 0

it ie TR RO R R 08T enl L, o

von o PR ABE, RGO PR 18 0

DB N R D$3[[a¥ZQ..X Z....]hcmd. . W1 §.YV..F.D8<...D
$...DTPVWVFUNVWSVhy. 2. . ... BVE.Bh. .. ..l Vit .. i<

«+.U..G.roj.S..Microsoft Windows XP [Version 5.1.2608]

;(C) Copyright 1985-2681 Microsoft Corp. @

| €2 \Documents and Settings\Administrator\Desktop>dir @
| dir

Volume in drive C has no label.

Volume Serial Number is B84AA-COSE

Directory of C:\Documents and Settings\Administrator\Desktop

87/13/201@ ©5:33 PM <DIR>
@7/13/2818 @85:33 PM <DIR>

87/13/201@ ©5:33 PM  <DIR> data g ;
87/13/2018 ©5:33 PM  <DIR> docs '
87/13/2018 ©5:34 PY 227 passwords.txt %
| 1 File(s) 227 bytes

| 4 Dir(s} 19,271,598,080 bytes free
|
{C:\Documents and Settings\Administrator\Desktop>
{

kel 7 server phys) 3 tum(s)

4 chient

Entire conversation (899 bytes) bk Show data as |ASCII >

Flﬂd:f - ) - e e e i

Hide this stream Print Save as... Close Help

Puc. 12.22. 3noymbiwnenHuk B3ammopencTayer ¢ KOMaHaHOH 060m104YKos
Windows yepes aanHoe coeamHenme
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B 1aHHOM OKHe HAaGJIIO/IACTCA HEUTO TAKOE, YTO CPa3y JKe JIO/LKHO BbI3BATb TPC-
BOT'Y: 3aIyCK KOMaHJ{ U3 KOMaH{HOH 06010uku Windows 0. 9ta 06050UKa NOChUIA-
€T JaHHbIE BHINOJHEHHsI KOMAaHJ Ha IICJICBOM XOCTEC CCPBEPY, YKasblBas HA TO, U4TO
TOMBITKA 3IOYMbILJIEHHUKA dKCIUTYyaTUPOBATD yA3BUMOCTD 1I€JIEBOTO XOCTA yBCHYA-
JIach yCNEXOM M Mosie3Has HH@opmauusa 6bL1a NoJyueHa 310yMblllIeHHUKOM. Lle-
JICBOH XOCT Mepeas AaHHbIE BBITOJHEHUSI KOMAHJ B KOMaHAHOH 060/104Ke 06paTt-
HO KOMIIBIOTEPY 3JOYMbILUIEHHMKA CPa3y XK€ MOCJE 3alycka BPeAOHOCHOTO KOJa.
B sTOM nepexpaueHHOM TpaguKe MOXKHO OOHAPYXHUTb B3aUMOJECHCTBHE 3/10YMbIIL-
JIECHHHKA C UeJICBBIM XOCTOM, KOTOPOE 3aKJII0YAETCs B BBINOJIHEHUMH KOMaH/bl dir @
AJISt IIPOCMOTPA COAECPXKUMOTrO TEKYIEro KaTalora Ha MalllMHe NeJeBOro xocra ©.

Ecan npeanonoxuTs, 4To B pe3yibTaTe JAaHHON MOMNBITKH BOCIOJIb30BAThCA
ySI3BUMOCTBIO LI€JICBOTO XOCTa 3JIOYMBIIJIEHHUKY YIAJI0Ch NOAKTIOYHTBCA K CH-
CTEMHOMY MPOLICCCY, BHIMOMHSAIOMEMYCS ¢ TpaBaMH aIMMHUCTPATOPA, U 3alyCTUTD
BPEIOHOCHBII KO/, TO B Pe3yAbTaTe 3/I0YMBINJIEHHUK MOXET CA€1aTh C LEeJEBOTO
XOCTOM, BC€, 4TO YrojHo. JIOCTaTOYHO OAMH pa3 MIEJKHYTb Ha CCbUIKE KHOIKOMN
MBILIH, YTOOBI 32 JOJIU CEKYH/bI IOJHOCTBIO OTAATH LEJE€BOH XOCT BO BJIACTD 3J10Y-
MbIULIEHHUKA.

IMoxroGHBIE NONBITKH BOCNOJIb30BATHCA YA3BUMOCTBIO LEJIEBOTO XOCTa OOBIMHO
3amu¢poBaHbl U UX KOJ TPYAHO pacno3HaTh. [TosToMy 1py pacnpocTpaHeHuH 1o
CETU CHUCTeMa OGHAPY)XCHMsI BTOPXKCHHUIM He BCerjza MOXeT HX BbigBUTb. Ciejto-
BaTEJbHO, HEe 3Hasl 3apaHee XapaKTep MoJ0O0HOM NMONBITKH WK obpa3ell ee Koaa,
OYEHb TPYAHO 6€3 AOMOJHHUTEIbHOIO aHAIM3A BLIACHUTD, YTO )K€ Ha CaMoOM Jeje
HPOUCXOJUT B CUCTeMe HeneBoro xocra. [Ipasaa, B ananMsupyemMoM 3aech nepe-
XBa4€HHOM Tpa(HKe BCE K€ MOXHO YBHAETb HEKOTOPbIE XapaKTepHble MPU3HAKU
HINYMs BpeJOHOCHOTO Koja. K ux unciy oTHocuTcs 3ammndpoBaHHbIi U 3a11yTaH-
HbIH KOJ B AeCKpUNTOpax <script> u <iframe>, a Takke TEKCTOBbII1 pe3yabTaT pa-
60Tbl KOMAHJAHOM 000JOYKH.

Hixe npuBeaeHo KpaTkoe ONMMcaHWE 3TANOB IPU MOMbBITKC BOCMONb30BATbCS
ysA3BUMOCTBIO B onepauuu “Appopa”.

¢ llesneBoii XOCT MOJYYAET OT ATAKYIOUIEro 3JIOYMbIIUIEHHHUKA COOGIIEHHE O
3/ICKTPOHHOM MOYTE, KOTOPOE BBIMISJUT BIIOJIHE 3aKOHHBIM, INEJKAeT Ha
CCBLIKE B 3TOM COOOUIEHUH U NMOChLIAET OOPATHO 3aNpoc 110 MeToAy GET npo-
Tokoaa HTTP Ha BpefoHOCHBIH CaliT 3710yMbIIIIEHHUKA.

¢ Beb-cepsep 3/0yMbIIIEHHUKA B OTBET BbIAAET LIEJI€BOMY XOCTY KOMaH/Iy I1e-
peajpecanut ¢ KoM cocTosiHus 302, Ha 4To Gpay3ep 1e/ICBOro X0CTa aBTo-
MaTHY€ECKH BbLIAET 3a1poc 110 MeTojly GET npotokosa HI'TP, nepeaapecosbr-
Bas ero no ykazanaiomy URL.

¢ Be6-cepsep 3/10yMbIILIEHHUKA NE€PEAAET LEJEBOMY XOCTY BeG-CTPaHHUIly, CO-
A€PXKallylo 3anyTaHHbIA KOJ ClleHapUs Ha A3bIKe JavaScript, BIKJIIOYalOIHN B
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ce6s1 MONBITKY BOCIOJIb30BATbCSA YA3BUMOCTBIO 11€JIEBOTO XOCTa M BCTpauBae-
Mblii QpeiiM, cosepKalMii CChUIKY Ha 3aNpaliuBaeMblii ¢aiil ¢ H306pakeHu-
em B ¢popmare GIE

e IlepesanHblit paHee 3amyTaHHBIA KOJ CLieHapHs JavaScript pacHyTbIBaeTCs
NIpY BU3yaIM3allMM CTPaHHUIbI B Gpay3epe LieJIeBOro XoCTa, a 3aTe€M BBINOJ-
HAETCS Ha €ro MallMHE C LEJbI0 BBbISBUTH YS3BUMOCTb Gpaysepa Internet
Explorer.

¢ Kak To/MbKO yA3BUMOCTb GyAET BbIABJICHA, 3aIlyCTUTCS HA BBINIOJITHEHUE 3aIly-
TaHHBIA KO/, CKPbITBII B NlepeiaHHOI noje3noil nudopmauuu. B pesynbsra-
Te 6yJeT OTKPBIT HOBbIM CEaHC CBA3M LEJIEBOrO XOCTA C KOMIILIOTEPOM 3JI0Y-
MBILIEHHHUKA Yepes nopr 4321,

¢ B pesyabraTte 3/10yMBINUIEHHUK MOJYYa€T MOJHBIA KOHTPOJb HAJA LEJIEBbIM
XOCTOM 4depe3 KOMaH/ibl, NlepeJaBaeMble MO CETH U BBINOJHAEMbIE KOMAH/-
HOIT 060/104KOI1, KOTOpas GbUIa 3aNyleHa U3 BPEAOHOCHOTO KOJAA.

C TOYKM 3peHus 3aWUTbI CETH AHAIN3UPYEMbIH 3fech ¢aiUl nepexsaTa MOXeET
ObITb UCMONB30OBAH VISl CO3JJAHHMSI CUTHATYPBI, C MIOMOIBIO KOTOPO#i cHcTeMe 06-
HapYX€HUs BTOPXKXEHUH yIaCTCs B JajbHEHIIEM BbIABIATD CIy4ad MPOSIBJICHUs MO-
Ao6Horo poaa atak. C OfHO#H CTOPOHBI, MOXXHO BBIWJIEHUTH HE3aNyTaAHHYIO 4acTb
nepexBayeHHOro Tpaguka, HanpUMep, NPeACTaBACHHBII B BUJE TEKCTAa MCXOAHbII
KO/l IPOrpaMMbl, PacroJIOKEHHbIA B KOHIIE 3allyTAHHOIO TEKCTa B JAECCKPHUIITOPE
<script>. A ¢ ApyToii CTOPOHBI, MOXXHO HaNKCaTh CUTHATYPY A1 BCETO CETEBOTO
Tpaduka no nporokoay HTTP, B koTopoM BbIOIHsIETCS Nepeajpecanus ¢ KOAOM
cocrosinua 302 Ha Be6-caiit, B URL koToporo npucyrcrsyer cioBo info. Takas
CUTHaTypa NoTpe6yeT AOMONHHUTENbHON HAaCTPOHKH, YTOGBI CTaTh NMOJIE3HOM B yC-
JIOBUAX PEAIBHOM 3KCILTyaTalluM, XOTs €€ HallMCaHHUE U MOCHYKHUT HEIUIOXHUM Hayva-
noM. He crenyer, onnako, 3a6bIBaTh, YTO CUTHATYPbl MOXHO Nno6opoTs. Tak, ecam
3/IOYMbIIIVIEHHUK BHECET HE3HAUMTE/IbHbIE M3MEHEHMSI B PaCCMOTPEHHbBIE BbIlIE
CHMBOJIbHbIE CTPOKH WIH JOCTABUT BPEAOHOCHBII KOJA depe3 APyroi MeXaHU3M, TO
CO3/IaHHbIE CUTHATYPbI MOTYT OKa3aThCsA 6ECMOIe3HBIMU. DTO O3HAYAECT, YTO U3BEY-
Hasi 60pb6a HaNaJaloMMX U 3aIUTHUKOB HE MPEKPATUTCS HUKOTAQ.

Yuenue cosoasams cuznamypv. us 06paszyos epedonockozo mpaguia umeem
pewarowee 3navenue 0L mex, KMo NHIMAEMCA IAUUMUMS C8010 CEMb OM
HEUIBECMHBLX Y2p03. AHANU3 NEPEXBAUEHH020 MPAPUKA, AHALOZUMHBLE ONU-
cannomy 6 IMom pasoene, 0aem OMAULHYIO B03MONCHOCTL Bbipabomanms 6 cebe
HABBIKU HANUCAHUL N000OHBLX cuznamyp. Ymobve y3nams borvue 06 obnapy-
HCEHUU HE3AKONHO20 8MOPHCEHUA U cuZHAMYPaAx cosepuaemvlx amax, noce-
mume éeb-catim npoexma Snort no adpecy http: //www.snort.oxrg/.
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TposHckas nporpamma yaaneHHoro aoctyna

Daiin nepexsama Jlo cuX MOP MBI MCCIEA0BATM COOBITHSA, 3apaHee 3Has XOTH
ratinfected.pcapng Obl UTO-HUOYAL 0 npoucxoasmeM. M xoTs 310 oTIM4HbIi
€noco6 U3yYUTh aTaKH, HA CAMOM JI€Ji€ OH JiaJleK OT MpakK-
THKM. Belb B GONBIIMHCTBE PeabHBIX CLICHAPUEB T€, KOMY IMOPYY€HO 3allMIATh
CeTH, He OyIyT aHAIM3UPOBATb KX/ MMAKET, NPOXOAALIMIA Mo ceTu. BMecTo 3TO-
ro OHM BOCIHOJIB3YIOTCS OIPC/AEICHHON (POPMOil cCHCTEeMbI OGHAPYKEHUsI BTGPKe-
HUI1, KOTOpas JA0JDKHA NPEAYNPEANTDb UX 00 aHOMAIMSAX B CETEBOM TpadHKe, KOTO-
phlit TpebyeT fabHENICro aHaIM3a Ha OCHOBAHMM NPEAOIPENEIEHHbIX CUTHATYP
COBEpUIaEeMbIX aTak.
B caexyiomeM npruMepe Mbl HAUHEM ¢ TPOCTOTO NPEAYIPEXACHUA, B3SIB Ha ce6s
POJIb HACTOSAUIETO AaHAIMTUKA. B 1aHHOM ciyyae cHcTeMa OGHapyXeHUs BTOpPKe-
HUI1 popMHPYET NPUBEJICHHOE HUXE MPEAYNPEXKACHUE.

[**] [1:132456789:2]) CyberEYE RAT Session Establishment [**]
[Classification: A Network Trojan was detected] [Priority: 1]
07/18-12:45:04.656854 172.16.0.111:4433 -> 172.16.0.114:6641
TCP TTL:128 TOS:0x0 ID:6526 IpLen:20 DgmLen:54 DF

***xpp*** Seq: Ox53BAEBSE Ack: 0x18874922 Win: OxFAF0 Tcplen: 20

Ha cnenylomeii ctaaum npocMaTpUBAaeTCA NPUBEJEHHOE HUXE NPaBUJIO CUTHaA-
TYpbl, MHULIMMPYIOLIEE TAHHOE MPEeRyNpexaeHHeE.

alert tcp any any -> $HOME NET any
(msg:"CyberEYE RAT Session Establishment";
content:" |41 4E 41 42 49 4C 47 49 7C|";
classtype:trojan-activity; sid:132456789; rev:2;)

STO NpaBHJIO YCTAaHOBJIEHO /IS BbLIAYH NIPEyNpPexJACHUA BCAKHIA pa3, Koraa o6-
HaPYXMBAETCSA 11aKCT, NOCTYNAIOIKIA U3 BHYTPEHHEH CETH C IECTHAAATEPUYHBIM
conepxumbIM 41 4E 41 42 49 4C 47 49 7C, xoTopoe npeobpa3yeTcs B y10604HUTaE-
Mylo ¢pasy ANA BILGI, ec/ii npeo6pa3oBaTh 3Ty nocjeaobareabHocTh B ASCII-koa.
Kak TO/NBKO 3TO cOmepX UMOEe OGHAPYXMTCA, UHHUIMHPYETCS MpeaylnpexjaeHue,
yKa3bIBAIOLIEE HA BO3MOXXHOE HAIMUUE MPOANCKOU npozpammdvl yoarennozo docmyna
(Remote-Access Trojan — RAT), paspa6oTrannoii cpeacrsamu CyberEYE. I1porpam-
mbl RAT cuyuTaloTcst BpeIOHOCHBIMU M HE3aMETHO BBIMOJIHAIOTCA Ha LEJI€BOH Ma-
IIMHE, PEAOCTABAASA 3/JOYMbIIUIEHHUKY HECAHKIIMOHMPOBAHHBIH JOCTYI K HEM.

CyberEYE - smo pacnpocmparennoe nexozda uncmpymenmansuoe cpedcmso
MypPeuKo0z0 NPoUCXoHOEHUA, NPEOHAIHAUABULEC ONA COI0AHUA UCTLONHALMO-
20 xoda npozpamm RAT u admurnucmpamuenozo ynpasrenus nooeepzaguiux-
ca yeposam xocmos. Ilo upornuu cyosbvi, npusedennoe eviute npaguro Snort
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unuyuupyem npedynpexcoenue npu obHapyIeHuu 6 naxeme CUMBONHOU
cmporu "ANA BILGI", xomopaa no-mypeyxu osnauaem “OCHOBHAA HH-
POPMALIHUA.

A Tenepb pacCMOTPHUM IIPUMED CETEBOTO TpagUKa, CBA3AHHOTO C MPERYIIPExRIe-
HueM U3 ¢aiina nepexsata ratinfected.pcapng. To npejaynpex/cHME MO IPaBH-
Jiy Snort 06bIYHO NPUBOAUT K N€PEXBATY JIMLIb OJHOTO MAKeTa, MHUIIMUPOBABLIETO
JAQHHOE NpeyNnpeXaAeHUe, HO, K CYaCThbIO, B HallleM PacllOPsSXKCHUM MUMCETCS BCS
MOCJIEJOBATENBHOCTb OOMEHA JAHHBIMU MCXK/Ty XOCTaMU. UTOGbI BBIACJIUTD U3 aHa-
JAN3UPyeMOro TpadHka caMoe IIaBHOE, MOMIMTE UIECTHAAUATEPUYHYIO CTPOKY,
YHNOMSIHYTYIO B IpaBuJie Snort, BLINOJHUB CJICAyIOINE AeCTBUS.

1. Bei6epure komanay Edit=>Find Packet (ITpaBka= HaiiTi 1naket) 13 miaBHoro
MEHIO MM HAKXMHUTE KOMOMHaLMIO Kiaasuw <Ctrl+F>.

2. Bei6epute nyHkT Hex Value (IllecTHagmaTepuuHoe 3HaUeHHE) U3 PACKPBIBA-
IOIETOCA CIIHUCKA, PACTIOJI0XEHHOTO CJIeBa OT NOJIs BBOJA.

3. Beeaure 3HauyeHMe 41 4E 41 42 49 4C 47 49 7C B TEKCTOBOM 00J1aCTH.

4. lenxuure Ha kHomnke Find (Haiitu).

Kak nokaszano Ha puc. 12.23, BbI JOJDKHBI TENEPD YBUJETh NIEPBOE BXOXKACHHUE
IECTHAAATEPUYHOH CTPOKM B MH(OPMALIMOHHOI YacTH naketa 4 ©.

pet 11, Sred 08:25:b3:bf:91:0e)

net Protocol

Ve

1404758878, Ack: 411519266, Len: 14

on Control Protocol 6641 (6641), Seq:

es)

¥

Profile: Default

Data {data.data), 14 bytes Packets: 779 - Displayed: 779 { %) ¢ Load time:

Puc. 12.23. Ctpoka conepxumoro, Ha KOTOpYyIO pearupyet NpeaynpexaeHue no npasu-
ny Snort, Bnepselie nossnsercs B nakere 4

Ecim menxHyTs Ha kHomke Find ellle HECKOJILKO pa3, TO MOXHO OGHAPYXHUTb,
YTO JaHHAs CTPOKA NMPUCYTCTBYET Takke B makerax 5, 10, 32, 156, 280, 405, 531
u 652. M xota Becb O6MEH JaHHBIMM B AaHAIU3UPYEMOM 37ecCh (aiile nepexsara
INPOUCXOZUT MEXTY KOMIbIOTEPOM 3/IOYMBIIUIEHHUKA, HAXOJAIMMCS IO agpecy
172.16.0.111, 1 1EJEBOrO XOCTOM, PACIOJOXEHHBIM MO agpecy 172.16.0.114,
BXOX/IEHUs1 3TON CTPOKM OKa3bIBAIOTCA U B JIPyrux auanorax. B to Bpems kak 06-
MeH nakeTamMu 4 U 5 npoMcxoauT uepes 1oprol 4433 1 6641, 60LUIMHCTBO OCTANb-
HBIX BXOXJEHUH PaccMaTPUBAEMOMN 3/1€Ch CTPOKH OOGHAPYKMBAIOTCA M3 OOMEHa
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NaKeTaMH Mexy NopTom 4433 u Npou3BOJIbHO BbIOPAHHBIMH BPEMEHHBIMH NOPTa-
Mu. 3arisHyB Ha BiIajaky TCP B okHe Conversations, MOXHO yOEAMTbCA B CYIIECTBO-
BaHMHU HECKOJIbKMX JMAJIOrOB, KaK MOKa3aHo Ha puc. 12.24.

Puc. 12.24. Mexay KOMNbIOTEPOM 3N10YMBILLNEHHUKA M LIENEBLIM XOCTOM CYWLECTBYIOT TPH
oTAensbHbIX gManora

PazjiMyHble AMAJIOrM MOXHO Pa3rpPaHUUUTbh BU3YaJbHO B PAaCCMATPUBAEMOM
3fech ¢aiiie nepexsaTa, BbIACAUB UX Pa3HbiM LBETOM. C 3TOH 1€/1bIO BbINOJIHUTE
caexyomme AeHCTBUA.

1. Beeaure npasuio pus puasrpa (tep.flags.syn = 1) && (tcp.flags.ack
= 0) B AMAJOTOBOM OKHE, pPacloJIOXKEHHOM Bbillie naHeau Packet List, u Ha-
x)kmute K1aBuy <Enter>. B pesyasrate npuMeHenms sToro ¢guasrpa 6yayr
BbIOPaHBI MakeTbl SYN JUIsi KAXKAOTO IMaJora B aHAIM3UpyeMoM TpadHke.

2. UlenxkHure NpaBoii KHONKOM MbIIIM Ha MEPBOM MaKeTe U BbIGEpUTE KOMAHTY
Colorize Conversation (Bbiae1uTh JUaIOr BETOM) U3 KOHTEKCTHOTO MEHIO.

3. BobiGepure cHauana BapuaHT TCP, a 3aT€M KOHKPETHBI 11BET.

4. TToBTOpPHTE AAHHBII1 MPOLIECC I OCTANIBbHBIX NAKETOB SYN, BbIOPaB U1 KaX-
JOTO U3 HUX JPYroM LBET.

5. Ilo 3aBepuIeHMM LIEJKHUTE Ha KHOMKE X, YTOObI yJaIUTb NMPHMEHAEMbIiH

¢unbrp.

BbiesnB ananoru pasHpIMHM LIBETAMHU, MOXHO YAQJIUTb IPUMEHSEMbIH PUILTD,
4TOOBI MOCMOTPETh, KAKUM 06pPa30M OHM CBA3aHbI APYT C APYroM. TO MOMOXET
HaM OTCJIEAUTD MpoLece O6MEHa JaHHBIMU MEXy ABYMs XocTaMH. O6MeH JaHHbI-
MU (uepe3 mopThl 6641 1 4433) Mex Iy STUMHM XOCTaMH HaYWHAETCS B IEPBOM JHa-
Jiore, U MO3TOMY HauaTh aHAJIM3 YIOOHO MMEHHO ¢ Hero. MTak, meakHuTe npaBoi
KHOIIKOM MbIIIK Ha JIOGOM NakeTe B MEPBOM JAUalore U BbibepuTe komanay Fol-
low=>TCP Stream (OTtcaexuBarb=IloTox TCP) u3 xonrekcrHoro MeHio. B urore no-
SIBUTCSA pe3y/IbTaT, IpUBEAECHHbIN Ha puc. 12.25.
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - ratinfected - [} X

» Show data as |ASCIT . Stream |0 |5
3 e
Find: | FindNext |

55

Hide this stream Pririt Save as. Close Help

Puc. 12.25. AHann3s nepsoro ananora AaeT MHTEPECHbIE PE3yNbTaThl

M MbI cpasy e yBUAMM, YTO TEKCTOBast CTpOKa "ANABILGI [556" nmocbulaeTcs
3/I0yMBIIUIEHHUKOM 1iesieBoMy xocTy @. B uTore neneBoit XoCT OTBETUT HEKOTO-
PBIM KOJMYECTBOM OCHOBHOM MH(OpMallUu O CUCTEME, BKJIIOYask MMsl KOMIbIOTe-
pa (CSANDERS-6F7F77) U HAUMEHOBAHUE NPUMEHAEMON ONEPALMOHHON CUCTEMBI
(Windows XP Service Pack 3) @, a 3aTeM Ha4HCT NEPHOAMYECKH TIEPENABATD TEK-
CTOBYIO CTPOKy "BAGLIMI?" o6parHo 310ymbinvieHanky ©. Ha sTo 3noympiuiien-
HUK OTBETHUT JIMIUb TEKCTOBOM cTpokoii "CAPSCREENGO" 0, KOTOpasi NMOABAAETCS
IECTD Pa3 NoApAL.

TexcroBasa cTtpoka "CAPSCREEN6Q", Bo3BpaiaeMasi 3710yMBILUIEHHHUKOM, MpEA-
CTaBJIsIeT OCOOBIA UHTEPEC, MO3TOMY BBIACHUM, K Y€MY OHA NPHUBE/ET. C aToi 1e-
JIbIO HETIPEMEHHO yAaIuTe JIo6ble (PUIBTPbI OTOOPAXKEHUA U HAMAMTE TEKCTOBYIO
cTpoKy "CAPSCREENG0" B aHAJIM3MPYEMbIX 3/€Ch MakeTax, BbIOpaB onuuu String
(Crpoka) u Packet bytes (baiiTbl U3 makeTa) U3 CIIMCKOB, PACIIOJIOKEHHBIX HA MaHe-
JIM TOMCKA, YTOOBI yKa3aTh, 1€ CJIEAYET UCKATb 3TY CTPOKY.

[To OKOHYAHHH MOUCKA NepeiiiuTe K NepPBOMYy BXOX/IEHUIO HCKOMOW CTPOKH B
nakerte 27. OGHapyxeHHas 3ech MHPOPMAlHs NPUMeYaTENbHA TEM, YTO KaK TOJIb-
KO aHAIM3HpyeMas 371eCh CTPOKA GyeT OTIPaBJIeHA 3/I0yMBIIICHHUKOM LEJIEBOMY
XOCTY, OCJIe/IHUI OATBEPAUT NIPUEM MAKETA, a 3aTEM HAYHETCS HOBBIN AMAJIOT B
nakere 29. Tenepp BaM GyaeT jerdye 0OHAPYKUTb HA4YaI0 HOBOTO Auaiora Garoaa-
P YCTAaHOBJIEHHBIM PaHee NPaBWIaM Bb/ICJI€HUS IMAIOTOB LBETOM.
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Ecnin Tenepp OTCaeIuTh MOTOK BbIBOAA JAaHHBIX M3 3TOrO HOBOTO AMAIOTa
no npotokosy TCP (puc. 12.26), To MOXHO OOHapyXHTb YK€ 3HAKOMYIO T€K-
CTOBYIO CTPOKy "ANABILGI|12", creayomylo aanee CTpoky "SH|556" u cTpoky
"CAPSCREEN | C: \WINDOWS\ jpgevhook.dat [84972" @. O6paTuTe BHHMAaHHE HA NyTh
K ¢ailny, ykasaHHbIN BCiea 3a ¢10BoM CAPSCREEN B NOCJIEIHEH CTPOKE, U CJIE/yIO-
mMit fanee Heyro6ounTaeMblit TekcT. CaMoe npuMevaresbHOE 31€Chb COCTOUT B
TOM, 4TO Heyao60YMTaeMblil TeKCT npeasapsierca crpokoit “JFIF” @, koropas
06GBIYHO yKa3bIBaeTCA B Havae ¢dainos popmara JPG, kak nokasbiBaeT 6bICTPBIN
nouck B Google.

M Wireshark . Follow TCP Stream (tcp.stream eq 2) - ratinfected - ] X

ILG

|12 "

jpgevhook. dat | 84972 @

R IB s R S3r

Sl @, e e A KETRZNGBDS 3.
caDaieo Ko Mol ALe ). od. RGN ..

.aRef

PR T, s RS
RORE o NSRS R I xR A GRS | ) | PR QRN RO T

Entire conversation (85 kB) - Show data as | ASCII * Stream |2 |3

Puc. 12.26. Oka3sbisaetcs, 4TO 310yMbILNEHHUK MHALMMPYET 3aNPOC HA 3arpy3-
Ky ¢asina usobpaxenns s popmare JPG

B faHHBIE MOMEHT MOXHO 6JIaropa3yMHO 3aKJIOYMTb, YTO 3/I0YMbINIJIEHHHK
MHULIMMPOBAJI 3aMPOC Ha 3arpysKy ykasaHHoro daiina uzo6paxenus B ¢popmare
JPG. Ho eme BaxHee, YTO NOCTENEHHO HAYMHAET NPOSICHATHCS CTPYKTYPa KOMAH-
JIbl, BO3HHUKAIOLAsA U3 CETEBOTO Tpa(pmca. Oka3ssiBaeTcs, 4To CAPSCREEN — 3TO KO-
MaHJa, NOCbUIA€Masi 3/I0YMBIILIEHHMKOM C LEJbI0 HavaTh Mepefady YKa3aHHOTO
¢aitna uzo6paxenus B ¢popmare JPG. B n1eHcTBUTENPHOCTH BCAKMI pa3, KOraa
nocel1aeTcst KoMaHaa CAPSCREEN, 1ojlyyaeTcss OAMHAKOBbII pesyabraT. UTob6b! y6e-
IUTbCA B 3TOM, npocMoTpure notok TCP kaxaoro auanora, rae NpuCyTCTBYET KO-
MaHaa CAPSCREEN, MIH IIONbITAWTECH BOCNOJb30BATbCA CpeaACTBOM rpaqmqecxoro
npe/icTaBleHus BBOAa-BbIBoAa B Wireshark, BbinosiHus ciexyiomue gedcrsms.
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1. BoiGepure koMaHay Statistics=|0 Graph 13 TaBHOTO MEHIO.
2. LllenkHHUTE HA KHOIKE CO 3HAKOM “ILUIOC” (+), YTOOBI BBECTH MATb CTPOK.

3. Beeaurte puiabTphl tep.streameq 2, tcp.streameq 3, tcp.streameq 4, tcp.
streameq 5 u tcp. stream eq 6 COOTBETCTBEHHO B NIATH CTPOKax, BHOBb BBE-
JeHHbIX B okHe Display Filter. [TpucBoiiTe kaxxa0oMy GUABTPY NOAXOAALIEE UMS.

4. Usmenure Ha Bytes/s (baiiT/c) eaMHULbBI M3MEepeHHUs, OTKIa/AbIBa€MbIE MO
OCH y IPH IOCTPOEHUHU rpaduka.

5. Ulenxnute Ha kHonkax Graph 1, Graph 2, Graph 3, Graph 4 u Graph 5, 4TOObI ak-
TUBM3NUPOBATb TOUYKH JAHHDIX U151 YKA3aHHBIX (PUILTPOB.

[MocTpoeHHslii B uTore rpadMk npuseeH Ha puc. 12.27.

Wireshark I0 Graphs: ratinfected

{ Al packet Packety Nane

| EEEEEE

+
&
a3

Puc. 12.27. Ha stom rpagmke HarnsaaHo nokasaHo NoBTOPEeHHUE ORMHAKOBLIX AEHCTBMM

OCHOBBIBasICh Ha 3TOM rpadMKe, MOXHO CJ€JaTb BbIBOJ, YTO KAX/bIA AMANIOT
COAEPKUT NPUGINUUTENBHO OJMHAKOBOE KOJIMYECTBO JAHHBIX U MPOMCXOAUT B
Te4YeHHe OJHOrO U TOTO Xe nepuojaa BpeMeHu. M 3Tu nelicTBusi NOBTOPAIOTCS He-
CKOJIBKO pag3.

Y Bac, BO3MOXHO, y)X€ UMEIOTCS HEKOTOPbIE JIOTaJKh OTHOCHTEJIbHO COAEPKU-
Moro nepeaabaemoro (aitna usobpaxenus B popmare JPG, nosTomy BbIACHUM,
MOXKHO JIM IIPOCMOTPEThb TakoH ¢aiin. YTo6bl u3Bieyb JaHHble U3 (aiina U3obpa-
xeHus B popmarte JPG B Wireshark, Beinonuure ciegyiomme geiicTeus.
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1. IMpexae Bcero orcaeaure norok TCP m3 moaxoasmMx MakeToB, KaK 3TO
6bL10 cemaHo Ha pUc. 12.25. Jlna 5To yao6Ho BbIGpaTh nakeT 29.

2. O6MEH AaHHBIMU HYXXHO U30JIMPOBATDb, YTOGBI MOKHO ObLIO YBUAETH TOJIbKO
IOTOK JAHHBIX, OTIPABJIEHHBIN 1[€JIEBBIM XOCTOM 3JI0yMbIILIEHHUKY. C 3TOi
LeJIBIO MIEJKHUTE HAa KHOIIKE CO CTPEJKOH PacKpbIBAIOLIErocs crucka Entire
Conversation (85033 bytes) (Becw ananor (85033 6aiira)). BeiGepure B HeM Hyx-
HOe€ HanpasjieHue Tpaguka 172.16.0.114:6643 —-> 172.16.0.111:4433 (85 kB).

3. BriGepure BapuaHT RAW u3 packpbiBalonierocs cnucka Show data as (IToka-
3aTh JaHHbIE B popMarTe).

4. CoxpaHuTe 1aHHbIE, NIEJKHYB Ha KHOMKe Save As, 4TOObI COXPaHUTD (paiin ¢
pacuupeHueM . jpg.

Ecnn Tenepb nonbITaThCs OTKPBITH Gaiii U306 paxkeHHs, TO € YAMBJIEHUEM MOX-
HO OGHAPY)XUTb, YTO OH HE OTKpbIBaeTCs. Jle10 B TOM, YTO IS 3TOrO HYXHO cJe-
JIaTh euie Koe-yto. B omimuue ot cueHapus, onucaHHoro B maBe 10, “OcHoBHbIE
peaibHbIe cHEeHAapuM’, rae (pain Obl1 U3BJIEYEH HENOCPEACTBEHHO U3 Tpaduka
FTP, ananusupyemblii 31ech TpadUK JOMOJHEH, TOMUMO JIAHHBIX, €lIle HEKOTOPbIM
coJlepXuMbIM. B 1aHHOM cilyyae nepsble ABE CTPOKH, Habmoaaemblie B 1rotoke TCP,
(paxTHUeCKH ABIAIOTCA YACTBIO MOCAEJOBATENLHOCTH KOMaHJ M3 BPEIOHOCHOM
NpPOrpaMMmBbl, a He JAHHBIX, 00 pasyloIux usodpaxenue ¢popmara JPG (puc. 12.28).
3TO NOCTOPOHHEE COACPKUMOE ObLIO COXPAHEHO BMECTE C BbIOPAHHBIM IIOTOKOM
JaHHBIX. B uTore cpeacrsBo npocmoTpa ¢aityios, HCKaBLIee 3aroJoBOK (paiia u3o-
6paxenus ¢popmara JPG, 06Hapy 110 COAEPKUMOE, HE COOTBETCTBOBABLIEE TOMY,
YTO OHO MPEAINOJAralo HaATH, U MO3TOMY OHO U HE CMOIJIO OTKPBITb YKa3aHHbIM
(paitn uso6paxeHus.

YcTpaHeHHe MOAOGHOTO HEJOCTaTKa — JOBOJIBHO IPOCTOH mponecc, Tpe6yio-
U TeM He MeHee YMeHHUs paboTaThb WIECTHAJAIATEPUYHOM peJakTope ¢aiioB.
Bce, 4TO HY)XHO celaTh — BbIPE3aTh HYKHYIO YacTb JAHHBIX, COCTAB/ISIONIMX H30-
6paxenue B ¢popmare JPG, u3 MaccuBa nepexBadyeHHbIX JaHHbIX. Jl1s 3TOrO BbI-
MOJIHUTE CAEAYIOMUE ACUCTBUSA.

1. MpocmaTpuBaa norok TCP, npuseaenHsrit Ha puc. 12.28, menkaure Ha
KHonke Save as. Boibepure yro6Ho0e 114 3anoMuHanusA ums ¢aiina u coxpa-
HUTE €TO B TOM MECTE, IJIE CI'O MOXHO CPa3y e HalTH.

2. 3arpyauTe mecTHaauaTrepuyHblit pegaktop ¢aitnos WinHex no aapecy
https://www.x-ways.net/winhex/ u ycraHosure ero.

3. 3anycrure pexakrop WinHex u orkpoiite B HeM ¢aitl, TOJIBKO YTO COXpa-
HeHHbIM B Wireshark.
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Y Wireshark . Follow TCP Stream (tcp.stream eq 2) - ratinfected = O X
P q
SH{556 o o - A
CAPSCREEN|C: \wmoows\)pgevhook dat |84972
...... U PO B DY

SlaEnYe - ,3 J>36F? -
@wxﬁuksm)z.azp IQRO. . .C. . .. .. .&. .205-500000000000000000000000000000000000000000000000000. . . . . -

AR TR ¢ M TS e e . A.e. )@ .d. .eRr.GN. ..

t t...4I ..... RAGR el Cm5.
Do e artn. .. vv2e@ j.q. aR6F. wB e T L e R e
i W S AP T f a Poio. MO, 0. ) ieia:2
aaSaiTe e z..H..f....Q..f.I; ...... s,.kn#.<.q.m...ja UIM. I (. ) el R Ma.\
.0ty 1.,
IS IRy e L TR R T B T R e (R L e R Qs oXscs v
nghfs), OMpk!(xl Ommﬁ-‘
172,160, 114:6643 — 172.16,0.111:4433 (85 48) | Show data as | ASCIT
Fmd:[

Puc. 12.28. MocroporHee copepxmmoe, aobasneHHoe BPEBOHOCHOH Npo-
rPAMMOJi, NPEnsTCTBYET NPABMALHOMY OTKPBITHIO $aina u3obpaxenus

Tigm: @it_boooks

4. BoigenuTe BCe NOCTOPOHHEE COAEPKUMOE B Hayasle OTKPbITOro daitna. ITo
JIOJIKHBI OBITH BCE GANTHI, NpeamecTByommne 6aitTaM FF D8 FF E0, o60o3Ha4a-
IOLIMM Havalo HOBOro (paiina nzobpaxenus B popmare JPG. Boirenennsie

GaiiThl 10JIXHBI ObITH B UTOrE OTMEYEHbI, Kak IIOKa3aHo Ha puc. 12.29.

000

)00

000000A2 4AF 4F 4F 4F 4F AF 4F 4F AF 4F 4F 4F 4F 4F 4F 4F 4F 4F 000000000000000000
000000B4

8 WinHex - [image2,jpg] - O
gFlle Edit Search Navigatlon View Tools Specialist Options Window Help 19.1 SR-1
s ®d BN AR ——Re P B DER
|ma992Jpg(
Offset 9 1°2 34 5§ 6. F 8 9 A B C D E F 10 11

‘(quwuu 53 48 7C 35 35 36 OA 43 41 50 53 43 52 45 45 4E  IC 43 SH|D56 CAPSCREEN|C

3R 5C 57 49 4E 44 4F 57 53 5C 6A 70 67 65 76 68 6F 6F :\WINDOWS\jpgevhoo
6B 2E 64 61 74 7C 38 34 39 37 32 OA FF D8 FF EO 00 10 k.dat|84972 ydya

00000036 4A 46 49 46 00 01 01 00 00 01 00 01 00 00 FF DB 00 43 JFIF y0 C
UUUIIUU/‘H" 00 OD 09 OA OB OA 08 OD OB OA OB OE OE 0D OF 13 20 15

12 13 27 1C 1E 17 20 2E 29 31 30 2E 29 2D 2C 33 ! .)10.)-,3
3E 33 36 46 37 2C 2D 40 57 41 46 4C 4E 5 53 52  :J>36F7,-QWAFLNRSR

0000007E 32 3E 5A 61 S5A 50 60 4A 51 52 4F FF DB 00 43 01 OE OE 2>ZaZP JQROyU C

090 OE 13 11 13 26 15 15 26 4F 35 2D 35 4F 4F 4F 4F 4F 4F & &05-5000000

4F AF 4F 4F 4F 4F 4F 4F AF 4F 4F AF 4F 4F 4F 4F  4F 4F ' 000000000000000000

o 2
oR

Puc. 12.29. Yaanenve noctoporHnx 6aiitos us paiina nsobpaxenms 8 popmare JPG

Ananms nakeTos Ha He30nacHoCTL
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5. Haxmure wrasumy <Delete>, uTo6b1 y1aiuTh BbIOpPaHHbBIE JaHHbIE.

6. lleaxHure Ha KHOmKe Save MIABHOH INaHeJNM WMHCTPYMEHTOB pefakTopa
WinHex, 4To6bI COXpaHHUTb BHECEHHbIC U3BMEHEHUS.

A auuno npednowumaino 80ccmanagiusams Gaus u3 nepexeauennozo Maccu-
6a dannvix 6 pedaxmope WinHex noo ynpasienuem Windows, o 6bL 6046HbL
80CTOABI0BAMBCA OAR IMOTL UEAU AI0GBIM UIBECTIHBIM 8AM UECTIHAYAMePUY-
HOLM pedaxmopom Paiinos.

Hrak, ynams HeHyXHble GaiiThl JAaHHBIX, Bbl JO/DKHBI TENEPb CYMETb OTKPbITh
paccMaTpuBaeMblii 31ech ¢aiin. Tenepb K01XKHO GbITH AICHO, YTO TPOSIHCKAsA NPO-
rpamMMa NepHOAMYECKH JIeJaeT KOMHUU 3KpaHa paboyero CToja B ON€PalMOHHON
CUCTEME 11€JIEBOTO XOCTA U NePeaeT UX 06paTHO 3/10yMblUIeHHUKY (puc. 12.30).
Kak To1bk0 06MeH JaHHBIMM GyAeT 3aBepUIEeH, Jajlee MOCAeyeT NPoLecc O6bIYHO-
ro pa3beIMHEHUS COEJUHEHUS 1O IIPOTOKOJY TCP.

Puc. 12.30. B nepenasaemom ¢arine 8 popmare JPG comepxutcs konms
3kpaHa paboyero CToONA ONEPALMOHHON CUCTEMBI LIENEBOTO KOMMbIOTEPA

PaccmaTpuBaeMblii 31€Ch CLIEHAPUIA CIIYXXUT XapaKTEPHbIM NIPUMEPOM NPHBE-
JAEHHOTO HMXE XOJa MBICJACH CNELUAINCTA, AHAIN3UPYIOIETrO ceTeBOH TpaduK
HA OCHOBAHMM NPEAYNPEXACHHUS, MOJYYEHHOTO OT CUCTEMbI OGHAPYXEHUsI BTOP-
KEHWH.
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¢ Hccneposars npeaynpesxjaeHue ¥ cOPMUPOBAHHYIO B HEM CUTHATYPY.

® Y6eauTbCsl, YTO CUTHATYpa, COBIABUIAsA B aHAIM3MPYeMOM Tpaduke, Haxo-
JHUTCS B HaUIEXKAIEM KOHTEKCTE.

° I/ICCJICIIOBaTb Tpa(pmc, 4TOOBI BBISICHHUTD, YTO C€JIal 3/IOYMBIIUICHHHK C I10-
CTaBJIEHHOH MoJ yrpoay MalIUHOMA.

¢ Hayats npouecc HEHTPaIM3aNUK YA3BUMOCTH, YTOOBI HE AOMYCTUTD YTEYKY
CeKpeTHOH MH(OPMAIMHU U3 IIOCTABJIEHHOTO MO/ YTPO3y LIEJIE€BOTO XOCTa.

Habop akcnnoiitos u nporpammei-BsiMorareny

Daiinse nepexsama M nocaepanmii cueHapuii, paccMaTpUBaeMbld B
cryptowall4 c2.pcapng 3TOM IIaBe, HAYMHAETCA C NMPEAYIPEKAECHHUA OT CH-
uek_to_cryptowalld.pcapng cTeMbl OGHapyxeHus BTOpXeHWH. CHadasa Mbl

MPOAHAIU3UPYEM MaKeTbl, C(OPMHUPOBAHHbBIE 3a-
PaXXE€HHOM CUCTEMOI, a 3aTEM MOMNBITAEMCS OTCIEAUTh UCTOYHUK BO3HUKIIEH YTPO-
3bl. B JaHHOM npUMepe NpUMEHsIeTCA HacTosIee BPEOHOCHOE IPOrPaMMHOE 06e-
Crie4YeHHe, KOTOpOEe, BEPOATHEE BCETrO, SABAAETCA NMPUYMHON 3apake€HUs YCTPOM-
CTBa B CETH.

PaccmaTpuBaemblii 31ech clieHapuii HAUMHAETCS C NPEAYIPEXIEHUAA OT CUCTE-
MbI OOGHAPYKEHHUs BTOPXEHUI, KOTOpOe ObLIO CreHEPUPOBAHO CPEACTBaMH Snort
Ha koHcoau Sguil, kak nokazaHo Ha puc. 12.31. Sguil — aT0 MHCTpyMEHTaNIbHOE
CpPeACTBO, MPUMEHAEMOE ISl MAHMIYJIUPOBAHUs, MPOCMOTPA M MCCIE€JOBAHMA
HpeAyNpexAeHUl OT OJHOTO MJIM HECKOJBKUX JaTYMKOB CHCTEMbI OOHapYXeHHs
BTOpXeHUHU. I XO0TA 3TO MHCTPYMEHTANIbHOE CPEACTBO MPEAOCTABASET AAIEKO HE
caMblii IpUBJIEKATEIbHbIH MOJb30BATENbCKUM PIHTCpCpCﬁC, OHO JaBHO M WIKPOKO
HPHUMEHSETCS CMIELIMAIMCTAMH 10 aHAN3Y 6€30IaCHOCTH.

O6 sToM npeaynpexaenuu B Sguil npegocrapisercs Hemano cBeeHui. CBoaka
3TOrO NpeyNpexACHUs NpuBeleHa Ha BepxHei manenu @. 31ech MOXHO yBHAETb
MOMEHT BpPEMEHH, KOTJa 3TO NpelynpexieHue 6buto creHepuposano, IP-aapeca n
HOPTHI OTMPABUTENS ¥ HOJydYaTeN s, IPUMEHAEMbIH CETEBOM MPOTOKOJ, a TaKXKe
cOOGIEHHE O COOBITHH, COCTABJEHHOE HA OCHOBAHUM COBMABIIEH CUTHATYPbI U3
cHUcTEeMbI OOHApYXeHUs BTOpXKEHU. B 1anHOM cilydae ApyKecTBEHHas JTOKaJIbHas
CHCTeMa, HaXOAAIAsACA Mo azpecy 192.168.122.145, CBA3BIBAETCS C HEU3BEeCTHOH
BHEIIHEH CUCTEMOM, PacIoNIOKEHHOM o ajpecy 184.170.149.44, yepes nopr 80,
KOTOPBIH OOBIYHO CBA3aH ¢ ceTeBbIM Tpadukom nporokosa HTTP. Buemniowo cu-
CTeMy CeyeT pacCMaTPHUBATh KaK BPEJOHOCHYIO, IIOCKOJIbKY HA OOMEH JaHHBIMH
C HEH cpearupoBala cUCTeMa OOHapyXeHUs BTOpxKeHMi. OJHa U3 €€ CUrHATyp
CBU/IETEJILCTBYET O 3JOHAMEPEHHOM XapakTepe oOME€Ha AaHHbIMHU, KPOME TOTO
cam [P-agpec okasaicss HUKOMy He u3BecTeH. CMTHaTypa, COBNaBIIAs C aHAIM3U-
pyeMbIM 3aech TpadUKOM, npejcTaBisieT co6oit Tpaduk perucrpauuu (check-in),
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UCXOAAMMIA U3 ceMeHCTBa BPEJOHOCHBIX BUPYCHbIX nporpamMm CryptoWall, ecaun
JONYCTUTDb, YTO LITAMM 3TON BUMPYCHON NMPOTPaMMbl YCTAHOBJIEH HA APYXECTBEH-

HOM JIOKaJIBHOM cHCTeMe.

2016-07- ET TROJAN Cryptowall Check-in ]
v Show Packet Data v Show Rule
lert http SHOME_NET any -> SEXTERNAL_NET any (msg:"ET TROJAN CryptoWall Check-in'; flow:established,to_server; urilen:<134; content:"="

/*|0d Ga| Content-Type |3a 20| application/x

; offset:1; depth:1
w-form-uriencoded | 0d

1 soreplay-os.. s¢ lif! €:"/[\/=la-20-9H8 }S/U";
2 soreplayeihd 5
3 soreplay-ethd sd i
4 soreplay-ethd s
5 soreplay-ethd s - SoureeiP DestIP e s fen » Fiags | Ofsel TR chkeum.
i 184.170.149.44 4 i5 0 407 0 0 0 Q 12369
TR R TR S
Bet R R EoCs s
Pt T 0% R BT mw Seq# ks Offset R Window  Umh | ChKSum
3 i 0 0 5 0 o i 61988
§2A 2F 2A OD OA 43 6F GE 74 65 6E 74 2D 54 79 70 */*,.Content-Typ

65 3A 20 61 70 70 6C 69 63 61 74 69 6F 6E 2F 78 e: application/x
20 77 77 77 2D 66 6F 72 6D 20 75 72 6C 65 6E 63 w-fo

[6F 64 65 64 OD OA 43 6F 6E 6E 65 63 74 69 6F 6F
§3A 20 43 6C 6F 73 65 OD DA 43 6F 6E 74 65 6E 74
20 4C 65 6E 67 74 63 3A 20 31 33 31 0D 0A 55 73
65 72 2D 41 67 65 6E 74 3A 20 4D 6F 7A 69 6C 6C g
[61 2F 34 2E 30 20 28 63 6F 6D 70 61 74 69 62 6C a/4.0 (¢
65 3B 20 4D 53 49 45 20 37 2E 30 38 20 57 69 6F
j64 6F 77 73 20 4E 54 20 36 2E 31 38 20 57 4F 57
36 34 38 20 54 72 69 64 65 6E 74 2F 37 2E 30 38
120 53 4C 43 43 32 3B 20 2E 4E 45 54 20 43 4C 52
20 32 2E 30 2E 35 30 37 32 37 3B 20 2€ 4k 45 54
20 43 4C 52 20 33 2E 35 2E 33 30 37 32 39 3B 20
2E 4E 45 54 20 43 4C 52 20 33 2E 30 2E 33 30 37
32 39 38 20 4D 65 64 69 61 20 43 65 6E 74 65 72
20 S0 43 20 36 2E 30 29 OD OA 48 6F 73 74 3A 20
j68 6F 6D 65 61 6C 6C 64 61 79 6C 6F 6E 67 2E 63
6F 6D OD OA 43 61 63 68 65 2D 43 6F 6E 74 72 6F
C_3A 30 6F_AF 2D 63 A1 63 AR RS OD OA OD NA

o
Update Interval {secsy w' g

Search Packet Payload Hex # Text | NoCase

Puc. 12.31. 31o npenynpexaeHue oT cuctembl O6HAPyXeHUs BTOPXEHMH yKa3biBaeT
Ha 3apaxenne supycom CryptoWall 4

Ha kxoncou Sguil oTo6paxkaeTcss CHHTaKCHC MpaBU/Ia COBMaJAcHUs @ U JaHHbIe
M3 OTAEJbHBIX AKETOB, [I€ OGHAPYKEHO COBNAAEHME C 3TUM npasrioMm ©. O6pa-
TUTE BHUMaHHE Ha TO, YTO CBEJEHUA U3 NMAKETOB Pa3/le/IAIOTCA Ha 3aT0I0BOK MpPO-
TOKOJIAa 1 UH(GOPMALMOHHBbIE YACTH aHAJIOTMYHO MPEACTABJIEHHUIO MOJOGHBIX CBe-
nenuii B Wireshark. Ho, k coxanenuio, B Sguil npeocTap/isiloTcs CBeIEHUS TOJbKO
M3 OJIHOTO COBIABLIEro MaKeTa, a HaM MoTpedyeTcs Gosee yryGJeHHbIH aHAIU3
naketoB. [ToaToMy mcciaeayem janee cereBoii Tpaduk, CBA3aHHbINH C paccMaTpH-
BAa€MBIM 3/I€Chb NMpEAYNpexkAcHUEM, HenocpeacTseHHo B Wireshark, 4ro6sn1 nomner-
TaTbCs MPOBEPUTD €TI0 HA JIOCTOBEPHOCTD U BBIACHUTD, YTO )K€ B HEM NIPOUCXOJUT.
JrtoT Tpaduk coaepxutca B ¢aitie nepexsara cryptowalld c2.pcapng.

AHayM3upyemsble 3/ieCh MepexBadyeHHbIE MAKETbl COAEPXKaT OOMEH JAaHHBIMM,
MPOMCXOAUBIIMI NPUOGIM3UTENBHO B TOT MOMEHT, KOT/Ia BO3HUKJIO NpeAyNpexe-
HHE, U OH He 0COGEHHO cJI0XHbIA. [lepsblit Ananor npoucxoaut B nakerax 1-16,
U €ro MOXHO 0e3 TpyAa NpocMOTpeTh, oTcaeauB notok TCP u3 sToro auanora
(puc. 12.32). B camoM Hayase aHaJIM3UPYEMOro 3A€Ch NMepexBaueHHOro Tpaguka
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JIOKaJIbHasi CMCTEMA YCTaHaBJIMBaeT coefuHenue 110 nportoxony TCP ¢ Bpegonoc-
HBIM XOCTOM 4epe3 NopT 80 U BbIAAET 3anpoc Mo MeToay POST, coaepxammii URL
agpecaTta http://homealldaylong.com/76N1lLm.php?x4tk7t4jo6 @ u HeGombLIOE
KOJIMYECTBO GyKBEHHO-1IMGPOBBIX JaHHBIX @. Ha 5To BpeoHOCHBII XOCT OTBEYa-
eT GykBeHHO-1M(pPOBOI cTpokoit @ u kogoM cocTosiHusa HITP 200 OK ©, npesxae
4eM JaHHOE CO€e/IJMHEHHE OyeT KOPPEKTHO Pa3opBaHoO.

M Wireshark . Follow TCP Stream (tcp.stream eq 0) - cryptowalld_c2 - O x

| POST /76N1Lm. php?n=xatk7tajo6 HTTP/1.1 @

| Accepty S/*

Content-Type: application/x-www-form-urlencoded

Connection: Close

Centent-Length: 131

|User-Agent: Mozilla/4.9 (compatible; MSIE 7.8; MWindows NT 6.1; WOW64; Trident/7.@; SLCC2; .NET CLR
12.9.50727; .NET CLR 3.5,30729; .NET CLR 3.0.36729; Media Center PC 6.9)

|Host: homealldaylong.com

Cache-Contrel: no-cache

|
|
|
|
|

24 ;
0=6b787638683333616b6431660185F2393c1a354ad6e57d984568637ecebfe3nfe78cale211cdcof5cF1b065484c 676685 |
| 493577069bbcchbb7eaed681985814e8HTTP/1.1 280 OK e |
Date: Mon, 84 Jan 2816 16:26:38 GMT
| Server: Apache/2.2.31 (Unix) mod_s51/2.2.31 OpenSSL/1.8.1e-fips mod bwlimited/1.4 mod _qos/11.5
| X-Powered-By: PHP/S.4.45
Connection: close
Transfer-Encoding: chunked
| Content-Type: text/html

&
563bd@c2ddbee @)

3 chient phtfs) 2 server pkifs) 1 sk

Entire conversation (772 bytes) o Show data as | ASCH b Stream |0 $ ;
Find: | [ Fndext |
- SR Bt o
Hide this stream Print Save as.. Close Help

Puc. 12.32. Mexay 3mmu xocTammu nepesaetcs HebonbLIoe KONMYECTBO AAHHBIX
no npotokony HTTP

Ecin npoaHaiu3upoBaTh OCTAIbHYIO 4aCTh YIIOMMHAEMOTo 3jech (paiina me-
pexBaTa, TO MOXHO 3aMETUTb, YTO BCAKHI pa3 MOBTOPAETCA NMPAKTHYECKH OAHA
M Ta )K€ MOC/Ie0BATETbHOCTh OOMEHA JAHHBIMU MEX/y STUMH XOCTaMH, XOTH U C
HE3HAYMTEIbHBIMM U3MEHEHUAMH B Mepe/laBacMbIX JaHHbIX. UTOGBI MOCMOTPETHL
TPH Pa3HbIX COEAMHEHUA CO cXOAHOM cTpykTypoit URL, MOXHO BOCNO/Ib30BATHCA
¢unbrpom http.request.method = "POST" (puc. 12.33).

No Time Source Destination Protocol  Info
6 8.431136 192.168.122.145 184,170,149 .44 HTTP POST /7oH1llw. php?n=xdtk7t4jo6 HTTP/1.1 {application/x-wey-fora-urlencoded)
22 2 192, 5 184.170.149 HTTP POST TP/1.1 (appl Y- urlencoded)
152 184.170.149.44 HTTP POST HTTP/1.1 (applicat ~ W - urlencoded)

Puc. 12.33. Cipyktypa URL, aemoHcTprpytowas pasHbie AaHHbIE, NEPeAaBaemble OQHOM
M TOM Xe CTpaHuue
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Yacte 76N1Lm.php cTpykTyphl URL, oTHOCAmasAcs HENOCpeACTBEHHO K Be6-
CTpaHMIEe, OCTAETCA TOM Xe CaMOii, TOIa KaK OCTalbHasA €€ 4aCTh, OTHOCAINAACA
K NMapaMeTpaM M JaHHbIM, NepelaBacMbIM CTpaHHMIle, uameHsercs. [lopropsioma-
SICS1 TIOCJIeJOBATEIbHOCTb OOMEHA JAHHBIMU B COYETAHUM CO CTPYKTYpPO# 3alIpOCOB
COMIACYeTCA C KOMAHAHO-yNpPaBJAIOIUM MOBEAEHUEM BPEAOHOCHOTO MNPOrpaMMm-
HOro o0ecrie4eHUust U CHTHaTypPoH, creHepupoBaBilei npeaynpexaenue. Ciaeno-
BaTEJIbHO, aHAIM3HUPyeMas 3/IeCb CUCTEMA, BEPOSITHEE BCETO, 3apakeHa BUPYCOM
CryptoWall, kak u npeanosaraercs B caMoii cMrHatype. MoxeTe y6eanThcsl B 3TOM
JOTIOJIHUTEIBHO, MCCJIE/IOBAB aHAJIOIMYHbIA NPUMEP, KOTOPbI MOXHO HaWTH Ha
nomyasproi crpanuue CryptoWall Tracker, naxoasumeiics no aapecy https://
www.cryptowalltracker.org/cryptowall-4.html#networktraffic.

B smoit xnuze nedocmamouno mecma, umobdt 00cKoHAABHO pasobpams dan-
Hble, KOMOPHIMU 0OMEHUBAIOMCR OPYHCECMEENHAA U 6PEOOHOCHAAR CUCTIEMbL
80 8peMA KOMAHOHO-YRPABAAIOWELL NOCALO06AMEABHOCTIU € paccmampuéae-
Mom 30ect cyenapuu. Ho ecau sac smo saunmepecyem, donoanumenvioie cee-
denusn 0 0annom npoyecce vL Moxceme noiywums no adpecy https://www.
cryptowalltracker.org/communication-protocol.html.

HTak, ybeqMBUIMCb, YTO B PacCMaTPHUBAEMOM 3/]€Cb CLIEHAPUH HUMEET MECTO
KOMaH/IHO-YNpaBJsiollas MocaeA0BaTeNbHOCTh O6MEHA JAHHBIMH C BPEIOHOCHOM
MpPOrpaMMoii, 6bLIO Gbl HEIUIOXO YCTPAHUTb 3TOT HEJOCTATOK, BbUICUUB 3aPaXKEH-
HYIO BUPYCOM MallMHy. ITO OCOGEHHO BXXHO CA€JIaTh, KOI/la MalIMHA 3aPKEHA BU-
pycom Bpoje CryptoLocker, nockojibky OH npiTaeTcs 3amMgpoBaTh MOJb30BaATE b
CKHe JaHHbIE U NMPEJOCTaBIAET KIIOY Paciii(POBKH TOJBKO B TOM CJy4ae, €CJH
MOJIb30BaTEb 3aIUIATUT COMMAHBIN BbIKyN. IMEHHO Mo 3TOi NpUYKMHE NOA0GHbIE
BPEJOHOCHBIE MPOTrPaMMbl Ha3bIBAIOTCA Npozpammamu-evimozamesimu. Paccmorpe-
HUE CNOCO6OB U3JIeYEHHS OT NOAOOHOTO BUPYCA BbIXOAMT 3a PAMKH JAHHOM KHUTH,
HO B PEAIbHOM CLE€HAPHU 3TO CJEAYIoNas MOoCAeA0BATENbHOCTb IEUCTBUH, KOTO-
PYIO KOJDKEH NMPEANPHHATH CNIEUUATUCT 110 aHAIU3y 6€30MaCHOCTH.

B cBsI3M ¢ 3THM BO3HHKaET CJIEYIOIUI YTOYHAIOIMIA BONPOC: KAKUM 06pa3om
NPOM3OLLIO 3apaKeHHe JAPYXECTBEHHOH cUCTeMbI? ECIM HMCTOYHHK 3apaxeHus
YAACTCSA ONMPEEIUTD, TO MOTYT GbITh OGHApYX€eHbI U APYTHe YCTPOMCTBA, 3apaKeH-
HbI€ AHAJIOTMYHBIM OOpPa30M JAPYrMMH BHPYCaMH. A BO3MOXHO, YAACTCSA BbIPabo-
TaTh MEXaHHU3Mbl 3aLIMTbI HJIH OGHAPYXEHHS, YTOObI PEAYIPEAUTD 3aPAXKCHUE.

B npoaHanu3MpoBaHHBIX BbllllE NMAKETaX KOMAaH/HO-yNPABJSIOUIYIO 110CJI€/[0Ba-
TEJbHOCTb O6MEHA JJAHHBIMH YAAI0Ch BbIIBUTD JIMIIb NMOC/E 3apaxeHus. B tex ce-
TAX, Il TPOBOAMTCA TEKYIMI KOHTPOJIb 6€30MaCHOCTH U MOCTOSAHHBIN MepexBaT
TAKETOB, MHOTHUE CETEBbIE JaTYMKH HACTPOEHbI HA XpaHEHHE NAHHbIX U3 MAKETOB
B T€YEHHE HECKOJbKUX YacOB WM JHEH Jis cyre6Hoi skcnepTuspl. Beap ganexo
He KaXJas OpraHM3alys OCHAIlleHa CPEACTBAMHU ONEPATUBHOTO PearMpoBaHMs Ha
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npeaynpex/jaeHusi. BpemeHHoe XpaHeHHe 1aKETOB JIa€T BO3MOXHOCTD IpOaHaIn-
3HPOBATH UX JTAHHBIE CO CTOPOHBI JPYKECTBEHHOTO XOCTa, MPEX/JIe YeM Hayalach
KOMaH/HO-YIIPABJISAIOLLYIO NMOC/JIEA0BATENIBHOCTh OOMEHa AaHHbIMU. W Takue nake-
Thbl 3a)UKCHPOBAHBI B (paiijie nepexsaTa ek to cryptowalld.pcapng.

IIpokpyTus cogepxxumoe 3Toro ¢aiina nepexsara, MOXKHO OGHAPY>KUTh HAMHO-
ro 0oJibllle MAaKETOB I AHAIHU34d, XOTH BCE OHU OTHOCATCHA K npotokoxy HTTP.
3Hasi NpUHUMI AEHCTBUA 3TOTO MPOTOKOJA, MONPOGyeM MepedTH Cpa3y K Aey,
OTrPaHUYMB OTOGPaKaeMble MAKEThI TOJIBKO 3aIPOCAMHU € NOMOIIbIO puIbTpa http.
request. B urore ocraHercs auiub OJMHHAALATD HTTP-3anpocos, ncxoaamux mu3
APYXXeCTBEHHOTro xocTa (puc. 12.34).

Puc. 12.34. B pesynbrate ¢punetpaumm octanocs nmwe oguHHaauats HTTP-3anpocos, mc-
XOAAUMX M3 BPYXKECTBEHHOTO XOCTA

IlepBblit 3anpoc HampaBiasAeTCA APY)KECTBEHHBIM XOCTOM, HAXOAIUMCS IO
azpecy 192.168.122.145, HEM3BECTHOMY BHEUIHEMY XOCTY, PACIOJOXXEHHOMY IO
aapecy 113.20.11.49. Ananusz HTTP-3aronoBka U3 makera ¢ 3TMM 3alpocoM Io-
KasbiBaeT (puc. 12.35), 4To nosp3oBaTenb 3aNPOCHI CTPAHHUILY 110 ajpecy http://
www . sydneygroup.com.au/index.php/services/ @, KOTOpyIO OH Hale/ B HOUCKO-
BOM cucreme Bing no sanpocy sydneygroup.com.au @. lo cux nop Bce Bpoje Gbl
BBINIAZUT HOPMAJIBHO.

Puc. 12.35. HTTP-3anpoc, oTnpasneHHbis i HEM3BECTHOMY BHELIHEMY XOCTY

Hanee apyxecTBeHHbIH XOCT MochbLIaeT B maketax 35, 39, 123 u 130 yernipe
3anpoca Ha JAPyrod HEU3BECTHbIA BHEUIHMI XOCT, PaCIOJIOXKEHHBII MO ajpecy

Axanu3 naketos Ha BesonacHocTs 385



Tigm: @it_boooks
45.32.238.202. Kak AeMOHCTPHPOBAIOCh B NPCAbLIYIIMX NpUMepax, Gpaysepbl
OGBIYHO HM3BJIEKAIOT COJ/ICPXKMUMOE M3 JIOMOJHUTEIBHBIX XOCTOB IIPU 1IPOCMOTpPE
BeO-CTPaHMIbI, HA KOTOPOI XPaHUTCS BCTPAMBAEMOC COJAEPKHUMOC WIH PeKIaM-
Hble OOBABJIECHUS U3 CTOPOHHUX cepBepoB. CaMo 110 cebe 3TO He BbI3bIBAET TPEBO-
Iy, XOT$l IOMEH B 3THX 3alIPOCax BLINIAAUT TAK, CJIOBHO OH COCTABJIEH CJIyYalHbLIM
00pa3oM, YTO BbI3bIBAET MOJO3PEHHUE.

Jlio6onbiTHEE A€ 0 OOCTOUT B 3ampoce no MeToxy GET B nakete 39. Orcaeaus
norok TCP B 3TromM o6MeHe aanHbIMU (puUc. 12.36), MOXHO OGHAPYXHTD, YTO B HEM
sanpaimmBaetcs ¢aitn bXJTkeHF1YXhmaA @. Mms atoro ¢aiina BbIISIUT HE COBCCM
OOBIYHO 1 BOOGIIE HE BKIIOYAET B ¢e€6si paclIMpeHHeE.

M Wireshark

ek_to_cryptowalld m]

Hide this stream Print Save as Close Help

Puc. 12.36. 3arpyska Flash-¢aiina c He coscem 06biuHbIM MMEHEM

Bosee TiaTebHbIH aHAIU3 MOKA3bIBAET, YTO BeG-cepBep 0603HAYAET COAEPKU-
Moe 3Toro ¢aiina kak x-shockwave-£lash @. Flash sBasieTcst pacnpocTpaHeHHBIM
HOJAKIIOYACMBIM MOJIYJIEM LISl BOCIIDOM3BEICHUSA MyIbTUMEIMHHBIX TOTOKOB B Gpa-
y3epe, U MO3TOMy BIOJIHE €CTECTBEHHO OGHAPYXHTb, YTO yCTPOUCTBO 3arpyaet
Flash-conepxxnmoe. Onnako noakmouaemblit Moayib Flash meuanbHo u3BecTeH
CBOMMH ySI3BUMOCTSAMH, KOTOPbIE 3a4aCTYIO He ycTpaHsoTcs. Takum o6pasom, yiio-
MsiHyThIH Bbie Flash-¢aiin ycnemno sarpyxaeTcs o sanpocy.

IMocne 3arpysku Flash-aiina B makere 130 BbimaeTcsa 3anpoc Ha Apyrod ana-
JIOTMYHO uMeHyeMblit ¢aitn. Ortciaeaus stot notok TCP (puc. 12.37), moxno
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OGHAPY>XHUTb, YTO B HEM 3anpamusaercs $ail no uMenu envjz2dtcnpz @. Tun
aToro ¢aitna 31ech He 0603HAYAETCA pacMpeHueM unu cepsepom. [locae storo
3ampoca LeeBoi XOCT 3arpykaeT (pparMeHT HeyI0609UTAaeMbIX JAHHBIX 0GBEMOM
358400 Gaiit @.

M8 Wireshari - Follow TCP Stream (tcp.stream eq 3) - ek_to_cryptowalid = 0 X

Find:

Hide this stream Print Save as Close Help

Puc. 12.37. 3arpys3ka ewe oaHoro ¢aina c He coBcem 0bbIYHBIM UMEHEM, HO HA 3TOT Pa3
T™MN 3TOrO akina He onpegeneH

Memnee yem 3a 20 cexyHA MOCIIE 3arPy3KH YIIOMAHYTOTO Bbille (aiiia JOIXKHO Mo-
ABUTHCA HeuTo 3Hakomoe B cnucke HTTP-3anpocos, npuseneHHbIx Ha puc. 12.34.
Hauunas c nakera 441, apyxecrBeHHbIi xocT HauHeT nocbutaTh HTTP-3anpocsr
o Mmetoxy POST ABYM cepBepaM, UCNOIB3Ys Ty XKe CaMyl0 KOMaHHO-YIIPABJISIOILYIO
[OCAE€A0BATENBLHOCTD, YTO H PACCMOTPEHHAs Bblllie. O4YeHb MIOX0XE HA TO, YTO Mbl
BbISIBUJIM UICTOUHMK 3aPa’KE€HMS, OTBETCTBEHHOCTD HAa KOTOPOE BO3JIaraeTcs Ha o6a
sarpyxeHHbIx ¢aiina. [lepsblii daiin, 3anpomennsiii B makere 39, 10cTaBUI Cpex:
CTBO 3KCIUIyaTallM yS3BUMOCTEH (IKCIUIOHT), a BTOPOIi ¢aiii, 3anpoleHHbId B
nakte 130, — BpeoHOCHYIO Mporpammy.

Jas dexoduposanus u anaiusa Paiinoe, yKasannsix 6 nepexsauennvix na-
Kemax, MOXCHO BOCNOABIOBAMBCA MEMOOUKAMU AHAAUIA 6PEOOHOCHOZ0 NPo-
zpammnozo obecnevernus. Ecru eam unwmepecno ysnams 6oavue o memoouxax
B0CCTMAHOBAEHUA anzopummos pabomovt epedorocHozo npozpammmozo obecne-
wenusa, npouumaeme xnuzy Practical Malware Analysis Matixaa Cuxopexu
(Michael Sikorski) u Indpro Xonuza (Andrew Honig), xomopas eviuna 6 us-
damenvcmese No Starch Press ¢ 2012 200y u xomopoi & omoaro npeonoumenue.
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B paccmaTpuBaeMoM 31€Ch CLIEHApUU JICMOHCTPUPYETCS OJIHA M3 CaMbIX pac-
NPOCTPAHEHHBIX METOAMK 3apakeHusi BUpycaMu. OHa COCTOMT B TOM, 4TO, Giy-
#nas o MutepHery, 11ob30BaTe b M011aIacT Ha CalT, 3apaXX€HHbINA BPEAOHOCHBIM
nepeajpecoBbIBAIOIIMM KOAOM M3 Habopa skcnaoiToB. Takue HaGoOpbI cyxaT s
3apaXXCHMs! BIIOJIHC 3aKOHHBIX U Ha/[€XKHbIX CCPBEPOB U CHATHUS OTIEYATKOB C KJIU-
€HTOB JUISl BBISIBJCHHS WX YA3BUMOCTEH. 3apaxeHHas CTpPaHHMLA Ha3bIBaeTCs noca-
dounoti cmpanuyel SKCIUIONTA U CIYKUT JUIS TlepeaJipecallid KIMEHTa Ha Apyrou
CaiT, coepXKalUil CPEeACTBO IKCIUTyaTallMu YI3BUMOCTEM, ONPCAEJEHHOE B 3TOM
Habope kak HanGoJice 3¢peKTHBHOE JUIA HAHECEHUS BPeJa LieIeBOM cUcTeMe.

[TpoanannanpoBaHHble 3/1cCh IIAKETHI llepexBavuelbl M3 Habopa 3KCIUIOUTOB
Angler, xoTopbIit Han6oJ1ee YacTo YNOTPEGIANCH ATAKYIOUMMH 3T0YyMbIILICHHUKA-
mu B 2015 1 2016 r1. Kak ToJIbKO 110/1b30BaTEIb MOIIA/Ia/1 HA CAHUT, 3apaXXE€HHbIH 3KC-
wioiToM Angler, 3ToT HabOp Cpa3y ke onpejessi MMEET JIM NOAKII0YaEMbIA MO-
aynb Flash B 6paysepe nosb3oparens ysspumocTb. M ecaim aa, To Toraa B aty cucre-
My cHauana goctapasics Flash-¢aiin, uTo6bl BOCIonb30BaThCA CE yA3BUMOCTHIO, @
3aTeM B KayecTBE BTOPUYHOM 110J1€3HOI MH(GOPMalKMK GbU1 3arpyXKeH U yCTaHOB-
JieH BpeaoHocHbIi BUpyc CryptoWall na nenesom xocte. Bes nocieioBarebHOCTDb
3apaXXeHMs LeJIEBOM CUCTEMBI HAMIAAHO MOKa3aHa Ha puc. 12.38.

Bnonwe HapexXHbii Be6-cailT,
B3NOMaHHbIA
3N0YMbILLNEHHUKOM
113,20.11.49

T

1. Nonb308aTens nocelwaer 2. bpay3ep nepeaapecoBbIBAETCA Ha NOCAAONHYIO CTPAHMLLY Habopa IKcnoHToB
BNONHE HAAGKHDIA,
HO BINOMaHHbIN BEG-CaIT 3. lienesan ccTema 3arpyXaeT U BbINONKACT CPEACTBO IKCTYaTaUWN
v YA3BUMOCTEN B NoAKNlouaemom moayne Flash
Lienesas =| 4. LleneBan cucTema 3arpyxaer W yCTaHaBAMBAET BPEAIOHOCHYI0
APYXeCTBEHHaR AB"py(”ylo nporpammy ryptoWaI 4
cucrema -« >
192.168.122.145
Cepaep c Habopom 3KCNNOATOB
5. BpeponocHan nporpamma 45.32.238.202

00MEHNBALTCA AAHHBIMM

Komanaso-ynpasnaiowui
cepaep CryptoWall
184.170.149.44
213.186.33.18
Puc. 12.38. [MocneposatenbHOCTs 3apaxXeHns LLENEBOM CHCTEMbI C MTOMOLLbBIO

Habopa 3kcnnonTos
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3akniountensbHble coobpaxeHus

Ha TeMy aHa1M3a NaKeTOB B CLEHAPHUAX, CBA3AHHBIX C HApyIIEHHEM 6€30MaCHO-
CTH CHCTEM, PaclO3HaBaHMUsA PACIPOCTPAHEHHBIX BUAOB aTaK U PEArMPOBAHUIA HA
NpeayNpexAeHUs CUCTEMbl OGHAPY)XEHHs BTOPXEHMH MOXHO HallMCaTh LEsble
KHUrH. B 3To0ii maBe GbUIM pPacCMOTPEHBI JIMIIBb HEKOTOPbIE 06LIeyNOTPpe6UTE b
Hble METOAMKM CKAaHHPOBAHHUsA CETEil U MOJy4eHHs OTIIEYATKOB ONEPAIlMOHHBIX
cUCTeM, OCOGEHHOCTH ATaKy Yepe3 MOCPEAHMKA, a TAKXKE Pl IPUMEPOB TOTO, KaK
MOJXHO 3KCILIyaTUPOBATD YA3BUMOCTU CHCTEMBI U K KAKUM IIOCJIEICTBUAM 3TO MO-
XET NPUBECTH.
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13

AHAAWN3 MNAKETOB
B bECITPOBOAHDIX CETAX

Opranusanus 6eCnpoBOJHBIX CeTel HECKOJbKO OTIMYa-
€TCsA OT OPraHM3allMM TPAJAMLUOHHBIX MPOBOJHBIX CETEM.
M xoTs B 6eCPOBOAHBIX CETAX NPUMEHAIOTCA OOGbIUHbIE
cereBble NpoTokoJbl, Takue kak TCP u IP, nopagok aelicteuii
HECKOJIbKO M3MEHSIETCS MPH NepPexXoje OT CaMbIX HIXKHUX ypoBHel mozenn OSI.
B nanHOM ciydyae oco6oe 3Hau€HHE NPHOOPETAET KaHAIbHBIN YPOBEHD B CUITY
0co60ro xapakrepa 6eCIIPOBOAHBIX ceTel M (HU3HUecKoro yposHs. Bmecto npo-
CTBIX MPOBOJHBIX NPOTOKONOB Bpoje Ethernet, koTopbie HE OCOGEHHO U3MEHM-
JIMCh CO BPEMEHEM, B JJAHHOM CJIyYae NPUXOAUTCS IPUHUMATh BO BHUMaHUE OCO-
6eHHOCTH 6eCcIpOBOJIHbIX INpoTokoJoB Bpoje 802.11, koTopble pasBUBAIOTCA
OYeHb ObICTPO. A 3TO HAKJIA/IbIBAET HOBbIE OTPAHUYEHUs HA JOCTYI K JAHHBIM U UX
nepexsar.
Ecin npuHsATh BO BHUMaHUE YIOMSHYTbIE BbIlE JOMOJHUTEIbHBIE COOOpaXKe-

HUsA, TO U HE YIAUBUTEJIBHO, YTO NEPEXBATY U dAHATHU3Y IMAKETOB B 6CCHpOBOIIHle
CETAX MOCBAILICHA OTAC/IbHAA IJIaBa 3TOl KHUru. B lIaHHOﬁ IJIaB€ NMOACHAIOTCA Xa-
PakKTepHbIE 0COOEHHOCTH aHAJIM3a IIAKETOB B 6€CHp0BO}IHle CeTAX U CIOCOOBI
npeoaoJaCHUsI JIIOOBIX pr,!lHOCTeﬁ, BO3HHUKAIOUWHMX HA 3TOM IIyTH. BC3YCJIOBHO, BC€
3TO 6YILCT NPpOAEMOHCTPHPOBAHO Ha KOHKPETHBIX MPAKTUYCCKUX IMTPUMEpaAX Mnepe-
XBAT4d U AHAJIN34 MMAKETOB B 6CCHpOBO}IHbIX CECTHAX.
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®usnueckue ocobeHHocTn HecnposogHbix ceTein

[Mpexae yem nepeiTH HENOCPEACTBEHHO K MEPEXBATy U aHAIU3Y JIAHHbBIX, Ile-
pefaBaeMbIX 1O GeCnpOBOAHON CETH, HEOOXOAMMO PacCMOTPETh OCOOEHHOCTH
$usnueckoit cpeapl nepefayy JaHHbIX B MOAOGHBIX ceTAX. JIo cHX MOp Mbl He Me-
pexoanau Ha PU3NYECKHil yPOBEHD MMOTOMY, YTO OOMEH JaHHBIMU MPOUCXOAUI IO
¢$pusmnueckn oca3aeMbIM POBOJHBIM KaHaIaM. A B JaHHOM CJIyYae OH IPOMCXOAMUT
no ¢pu3MyYeCcKH HEBUANMBIM KaHalIaM B 3HUpe, Ie NakeTbl GYKBAILHO NMPOJETAIOT
MMMO Hac.

AHanu3 nakeTtos no oTAENbHBIM KOHONAM

Oco6GeHHOCTH TNepexBaTa ceTeBoro Tpaduka B 6eCrpOBOJHON JIOKAIbHOM BbI-
yucaurenbHoit cetn (WLAN — wireless local area network) cocrout B ToM, uTO ua-
CTOTHBIH CIIEKTP 6eCIPOBOAHON CBA3M pacnpeiesieH B cpele nepefauy nHdopMa-
UMM NO OTAETbHbIM (PU3NYECKUM paMOKaHaIaM. B ominuMe oT npoBOAHBIX ceTel,
re KOKIblil KIMEHT MOAKIIOYAETCSA K KOMMYTaTOPy € IOMOWbIO OTAEIbHOTO Kabens,
cpesa nepefavyy JaHHBIX MO 6ECIPOBOAHBIM CETAM ABAETCS OOLIEH T BCEX KINEH-
TOB, XOTS PaJMyC ee JIeiicTBUA orpannyueH. B jjanHom ciydyae ogaa WLAN sannmaer
TOJIBKO 4aCTh YaCTOTHOTO ciekTpa no npotokoay 802.11 (T.e. oqMH paguoxaHan).
DTO 1a€T BO3MOXXHOCTh HECKOJIBKUM CHCTEMAM JIEHCTBOBATh B OJIHOM M TOM xe (pu-
3MYECKOIl cpejie 1lepeaud MHOPMALIMHU, HO B Pa3HBIX YACTAX YACTOTHOTO CNICKTPA.

Becnposoonsie cemu opeanusyromea no cmandapmy 802.11, paspabomanno-
my Hucmumymom unacenepos no ssexmpomexuuxe u ssexmponuxe (Institute
of Electrical and Electronics Engineers — IEEE). B smou 2ra6e mepmunamu
becnposoonas cemv u WLAN obosnauaiomea cemu, omeeuarouue cmandapmy
802.11. K naubonee pacnpocmparnennvim eepcusm 3mozo cmanoapma ommo-
camea 802.11a, b, g u n. B xaxdot uz smux eepcutl npedocmasasemcs oco-
Ll pao ceoticme u xapaxmepucmux, npuuem uem nogee sepcus cmanoapma,
mem eviuie cxopocms nepedavu dannsix. Ho 6o ecex smux eepcusax cmandap-
ma 802.11 ucnoav3yemcs 00ur 1 mom Hee 4acmommuwiii cnexmp.

bnarogaps takomy pasjenenuio ¢pU3MYECKOro MPOCTPAHCTBA OOWMI 4acTOT-
HBIi1 CIIEKTP y/a10Ch Pa3éUTh Ha OTAEJIbHbIE KAHAJIbI CBA3H, IJIE XAHAL — 3TO YaCTb
4aCTOTHOTO creKTpa 6ecnpoBoaHoii cBasu. Tak, B CIIA ansa 6ecnpoBoaHoM cBA3H
BblaeneHO 11 kaHamOB, TOTAA KaK B psAAe APYyrUX CTPaH JOMycKaeTcs 6oabluee Ko-
aundectBo. M aTo BaxHo, nockonabky WLAN MoxeT ofHOBpeMEHHO paboTaTh TOMb-
KO HAa OJHOM KaHaJle, a CJIEAOBATE/IbHO, AHAIM3NPOBATD MMAKETBI MOXKHO TOJIBKO MO
ouepeaH B OTAEIbHBIX KaHaJaX, KaK MoKa3aHo Ha puc. 13.1. Tak, eciu npoBoauTcs
aunarHoctuka WLAN, pa6oTalomei Ha kaHaje 6, TO cMcTeMy HEOGXOAMMO HacTpO-
UTb Ha NEPEXBaT CETEBOro TpagKa UMEHHO Ha 3TOM KaHaJl€ CBA3H.
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Puc. 13.1. Ananus naketos 8 6ecnpoBoAHOM CeTH 3aTPYAHEH TEM, YTO
OH MOXET bbITb NPOBEAEH TONLKO MO OYEPEAM B OTAENbHLIX KAHANAX

TpaaMLIHOHHBIN aHATM3 NaKETOB B GECIIPOBOJHON CETH MOXET GbITH OJHOBpE-
MEHHO NPOBEAEH TOJIbKO B OAHOM KaHaJl€ CBSA3H, €CJIU TOJbKO B HEKOTOPBIX MPU-
JIOXEHUAX ISl CKAHUPOBAHUSA GECNPOBOJAHBIX CETEN HE MPHUMEHSETCS METOAMKA,
HA3bIBAEMasl NEPeKAtoenuUeM Kanalo U NMpeJHa3sHaYe€HHAs JUId GbICTPOM CMEHbI Ka-
HaJIOB B LeJIAX cO6opa AaHHbIX. K uMciay HanGonee pacnpocTpaHEHHbIX NPHIOKE-
HMI1 TAKOTO THIIAa OTHOCHUTCS MHCTPyMeHTalbHoe cpeiacTso Kismet (http://www.
kismetwireless.net/), cnoco6Hoe nepexmoyarsb 10 10 kaHan1OB B cexyHy, U 6s1a-
rojapsi 3ToMy OHO CTAHOBUTCS BeCbMa 3()(PEKTUBHBIM ISl OMHOBPEMEHHOIO aHA-
JIN32 MAKETOB B HECKOJIbKMX KaHa/ax 6eCIPOBOAHOM CBA3M.

MepekpectHbie nomexu B 6ecnpoBoaHbIX ceTax

[Tpu GecnnpoBOHOI CBA3M MHOT/IA HEJIb3d MOJIAraThCA Ha LIEJTOCTHOCTD IAaHHBIX,
nepefaBaeMbIX B 3(pHpe, MOCKOJIbKY CUTHAIbI, PaCIPOCTPaHsAEMbIE MO PaJHOKAHA-
JIaM, MOTYT HaKJIaAblBaThCA APYr Ha Apyra, co3nasas nomexu. M xorsa B 6ecnposo-
AHBIX CETAX NMPUHATHI HEKOTOPbIE MePbI /ISl GOPLOBI C NEPEKPECTHBIMU NIOMEXa-
MM, OHHM He BCETJa OKa3bIBAIOTCA AekcTBeHHbIMU. [1o3TOMY, NepexBaTbiBasi NaKeTbI
B 6€CIPOBOAHOM CETH, HEOGXOMMO yAEIUTh 0CO60€ BHUMaHUE OKPYXKAIOIEH cpe-
Ae, YTOOBI B HEeil OTCYTCTBOBAIM TaKME MCTOYHHKHM MOMeX, KaK G0JIbIIME OTpaXa-
Ioll[i€ TOBEPXHOCTH, KPYIHbIE METALIMUECKHUE ITPEAMETbI, MUKPOBOJIHOBBIE 3JIEK-
Tponpu6opel, MOGIIbHBIE Tee(oHbl, paboTalomue Ha yactore 2,4 I'Th, ToncTeie
CTEHbl WIM OYEHb IUIOTHBbIE NOBEPXHOCTU. OHM MOTYT CTaTh NPUYMHON NOTEPH,
AyGIMPOBAHUS U HEBEPHOTo (pOpMHUpPOBaHMS NAKETOB.

Bo3MOXHBI Taloke NEPEeKPECTHbIE MOMEXU M B KaHalax cBA3u. M xoTs anamus
[IAKETOB JOIMYCKAETCs OAHOBPEMEHHO MPOBOAHUTH TOJbLKO B OJHOM KaHaJle, TEM

Ananus naketos B GecnposoaHsix ceTsx 393



Tigm: @it_boooks
HEe MeHee, 3TO MOXKHO JAeJIaTh O cJelyiollel HeGOoIbIIoH OroBOPKOM: BCJIEACTBUE
OrpPaHMYEHHOTO JMaNa30Ha 4YacCTOT, BbLIEJIEHHOrO KaHajJaM CBsA3M, YACTOTHbIC
CNEKTPBI OTAEIbHBIX KAHAJIOB MOTYT HE3HAYMTEIbHO MEPEKPBIBATHCS, KaK MOKa3a-
Ho Ha puc. 13.2. Tak, ecim B kaHatax 4 U 5 NPUCYTCTBYET ceTeBOM Tpaduk U ma-
KETbl aHUIN3UPYIOTCS B OJTHOM U3 HUX, TO BIIOJHE BO3MOXHO, UTO YaCTh MAKETOB
GyAeT HEBOJIBHO MepeXBaueHa U3 JApyroro kaHaia. Bnpouem, nogo6uas npobiema
BO3HHKAET PEJKO, MOCKOIbKY IIPU Pa3BEPThIBAHUM GECIIPOBOAHBIX CETEH B OJHOM
paifoHe, UM, KaK PABUJIO, BbIAEJAIOTCS HEMEPEKPhIBAIOIIMECS KaHAIBI CBAA3H 1, 6
u 11. Ho Ha Bcsakuil cryqail 0 HoZ06GHOM NE€PEKPHITUM KaHaIOB 6eCIIPOBOAHOM CBS-
31 HEOOXOAUMO 3HATh.

LienTpanbHas uacrora
xaHana ceasu (MMy)

2,402y

Puc. 13.2. Bcneactsne orpaHnM4eHHOro AMANA3OHA 4ACTOT, BLIAENEHHOrO
ans pabotsl kaHanos 6ECNPOBOAHON CBA3M, YACTOTHbIE CNEKTPbI OTAENbHbIX
KQHQANIOB MOYT HE3HAYMUTENLHO NEPEKPLIBATHCS

O6HapyxeHue U aHanNM3 HaNoXEHUA CUrHANOB

JIMarHoCTHKY HAIOXXEHHs CUTHAJIOB B GECIIPOBOJHON CETHU HEJb3si IPOBECTH,
AHATU3UPYA TONBKO MakeThl B Wireshark. Eciim BbI cobupaerech cnenniabHO 3aHU-
Matbcs auardHoctukoid WLAN, BaM npuzaeTcst peryisipHoO BbIABAATH (aKT HaTOXe-
Hus curHaioB. UM 3Ta 3a1aya pemaeTcs ¢ HOMOIBIO aHaIU3amopa cnekmpa — Ceuu-
JIBHOrO NPUGOPa I NPOBEPKHU U OTOOPAXEHHUST B3AUMHDBIX IOMEX B OTPEJEIEH-
HOM YaCTOTHOM CIIEKTpE.

[TpodeccHoHaNbHBIE AHAMU3ATOPDI CIIEKTPA MOTYT CTOUThH OY€Hb JOPOTrO, HO
AJ1s1 TIOBCEAHEBHOM MPaKTHKN UMEETCsI OTVIMYHOE PEIIEHUE B BUJE ycTpoiicTsa Wi-
Spy, BeimyckaeMoro kommanueii MetaGeek. OHO MOAKIIOYAETCS K KOMIIBIOTEPY Ye-
pe3 nopt USB 1 cnmioco6HO KOHTPOJIMPOBATh BECH CIIEKTP CUTHAIOB MO CTaHAAPTY
802.11. A BmecTe ¢ nporpamMmmHbIM o6ecniedenneM inSSIDer wiu Chanalyzer Toii xe
camoii komnaHuu MetaGeek 3ToO ycTpoOMCTBO MO3BOJNAET BHIBOAUTH aHAIU3UpPYe-
Mbli1 YaCTOTHBII CHEKTP B rpadu4eCcKOM BUJIE, YTOOBI yIIPOCTUTD NPOLECC AUATHO-
cruxku. [Ipumep Takoro BbiBosa u3 Chanalyzer Ha askpaH npusejieH Ha puc. 13.3.
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Puc. 13.3. B atom npumepe rpagmyeckoro BbiBo4a HArSAHO NOKA3AHO, YTO CreKTPsLI ye-
ThIpEX KAHANMOB CBS3WM PABHOMEPHO PACNpPEAeNneHsl NO BCEMy AMANA3OHY 4YACTOT, Bbige-
neHHoMy ans 6ecnpoBOaHOH CBA3M

Pexumsl paboTtbl apantepa 6ecnpoBoaHOM CBS3M

[Tpexxae uem nepeiTH, COGCTBEHHO, K AHAIU3Y MMAaKeTOB B 6€CIIPOBOIHOM CETH,
HEOOGXOAMMO PacCMOTPETh Pa3/InYHblE PEXUMbI paboThl afanTepa 6ecnpoBOAHON
CBSA3U, MMEOLIME HENOCPEJCTBEHHOE OTHOLIEHME K NepexBaTy nakeros. Huke
BKPaTLE ONTMCAHbI YETBIPE PEKHMA, UMEIOIMECs /ISl TOM 1eNH.

e VYnpasnsemsbnii pexuM (Managed mode). [IpumenseTca B Tom ciyyae,
€CJIM KIMEHT GeCPOBOAHOM CETH MOAKIIOYAETCS HEMOCPEACTBEHHOM K TOY-
ke GecrnpoBOJHOro JA0CTyna. B nogo6GHbIX ciydasx mporpaMMHBINH ApaiBep,
CBSI3aHHBII C aJanTepoM 6eCIPOBOJHON CBA3M, UCIOJb3YET TOUYKY Gecrpo-
BOJHOTO JOCTyNa JJIsl YIIPABJIE€HUsI BCEM NPOIECCOM OOMEHAa JAHHBIMU TIO
6ecrnpoBOHOM CETH.

¢ Pexxnm npsMoro noaxaouenus (Ad hoc mode). [Ipumensercs B Tom
cnyqae, €ClIn opraHusoBaHa 6eCl'IpOBOZ[HaH CE€Tb, B KOTOpOﬁ YCTpOﬁCTBa noa-
KJIIOYAIOTCSl HEMTOCPEJACTBEHHO APYr K ApYyry. B aToM pexume JBa KiueHTa
6eCcrpoBOJIHOI CETH, KOTOPBIM TpebyeTcs OOMEHMBATbCA JAHHBIMM JIPYT €
APYroM, pasiessiioT OOA3aHHOCTH, KOTOPbIE€ OOBLIYHO BO3/IATAIOTCH HA TOYKY
6ecnpoBOAHOTO KOCTYMA.

e Beaymwmii pesxxum (Master mode). Hexoropele afantepsl 6ecripoBOAHOM
CBSI3M MOJAEPXKHMBAIOT TaKXKe BEAyWUH pexuM. B aToM pexume agantepy
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6ecnpoBOJHOMN CBA3U paspemaeTcs paboTaTh BMECTE CO CHEUMATbHBIM NPO-
I'PaMMHBIM JIpaiBEPOM, YTOObI KOMIBIOTEP, HA KOTOPOM YCTaHOBJIEH 3TOT
ajanrep, ACMCTBOBA B KAY€CTBE TOUKH 6ECITPOBOAHOIO AOCTYNA s APYrUX
YCTPOMCTB.

e Pexxum Tekymero KoHTpoJas (Monitor mode). 3to HanGosiee BaXKHbIN
PEXHMM JUIf NepexBaTa M aHaluM3a TAKeTOB. PeXuM Tekylmero KOHTpoJs
NIPUMEHSIETCSI B TOM CJIy4ae, eCJIM KIMEHTy 6eCclIpOBOJHOH ceTu Tpebyerca
OCTAHOBHUTD Nepefiady U MpPHeEM JaHHbIX U BMECTO 3TOro NpoCaylIMBaTh Ma-
KeTbI, pacnpocTpaHseMble B a¢upe. [l nepexpata ¥ aHalIM3a MaKeTOB B
Wireshark aganTep 6ecnpoBofHON CBA3M BMeCTe C NPOrpaMMHBIM JpaiiBe-
POM JOJDKEH MOJJEPXKHUBATh PEXHUM TEKYIIErO KOHTPOJIsI, Ha3bIBA€MbIi Tak-
xe pexxnmom RFMON, T.e. pexuMOM pagnoyacTOTHOTO KOHTPOJIS.

BosbmMHCTBO mosb30BaTENeH NPUMEHSIOT afanTepbl GECNPOBOAHON CBA3M
TOJIbKO B PEXMME NMPAMOTro MOAKIIOUEHUs WIH B YIpaBiseMoM pexume. [papuue-
CKO€ MNpeACTaBIeHNe NPUHIMNA AeHCTBUA KaX/JIOI0 U3 ONMUCAHHBIX paHee PeXH-
MOB paGoThl aJanTepa 6ECIPOBOHON CETH NOKAa3aHO Ha puc. 13.4.

Mensa wacmo cnpawusaiom, xaxou adanmep becnposoonoi céa3u a 6v. pexo-
MeNO08aA OAR anaiu3a naxemoe 8 becnpoeoonou cemu. A cam noasyrocs u
HACMOAMENLHO pexomendyro adanmepdt, npoussodumsie xomnanuen ALFA
Network. Hx cemesoe 060pydosanue cuumaemcs 00HUM U3 CAMbIX AYUUUX HA
poiKe ONA Nepexeama 6ce603MONCHBIX NAKEMO8, PeHMABEAHIM U NepeHocU-
moim. Cemesoe obopydosanue xomnanuu ALFA Network npedrazaemcs 6o
WUHCTBOM MOP20BULE 8BIUUCAUMEALHOU mexHuKoU 6 Hnmepreme.

AHxanus naketos B 6ecnposoaHoi cetu
B cucteme Windows

Jlaxe ecsy B BalleM PacIOPSDKCHUHM MMEETCS ajlantep 6eclpoBojHON CBS3H,
NOJIE PKHUBAIOIHUH PEXHUM TEKYIErO KOHTPOJIA, GONBIIHMHCTBO APaiiBEPOB MOA06-
HBIX CETEBBIX YCTPOHCTB B cucTeMe Windows He 1103BOJIAIOT NIEPEUTH B 3TOT pe-
XHM. DTO 03HAYAET, YTO Bbl CMOXKETE NEPEXBATbIBATH TOJIbKO MAKETbl, BXOAALINE
U Ucxojsiue U3 6ecrpoBoHOrO HHTEepdeiica Ha yCTPOICTBE, Yepe3 KOTOPOe Bbl
NOAKIIOYAEeTECh K CETH. A JUIA NIepexBaTa MaKeTOB MEXAY BCEMHU YCTPOICTBAMH B
KaHaJIe CBA31 BaM NOTPe6yeTcsA JONOJHUTEIbHOE 060PYA0BAHME.
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Puc. 13.4. PasHble pexmumbl pabotsl agantepa 6ecnpoBogHoM cety
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Hacrpowika ycrpoucrea AirPcap

YerpoitictBo AirPcap or komnanum Riverbed Technologies (http://www.
riverbed.com/) mnpeAHa3HAY€HO I NPEOJOJEHUA OrPpaHHWYEHHUUH, KOTOpble
Windows HakIagbiBaeT Ha aHAIU3 NAKeTOB B OecripoBofHOil ceTH. OHO npen-
crasisier co6oit HeGoabmoe USB-ycTpoiicTBo, aHasornuHoe ¢uien-HaKonuTe 1o
(puc. 13.5). YerpoiicTso AirPcap ciyxuT a1s nepexsara 6€CripoOBOAHOTO CCTEBOTO
TpadKa U3 OXHOTO WIM HECKOJBbKHUX BbIOPAHHBIX KaHaIOB CBA3U. B ycrpoiicTee
AirPcap npuMeHsioTca nporpaMMHblii apakisep WinPcap u cieunaibias yruiaura
KOH(UTYPUPOBAHUSA KIUEHTA.

Puc. 13.5. Yerporictso AirPcap oueHb komnakTHo
M NErko CTbIKYETCS C HOCTOMbHBIM KOMMBIOTEPOM

Bocnoab3oBarbcs yruauToit koHdurypuposanus AirPcap, npuseaeHHoil Ha
puc. 13.6, cobcem He TpyaHO. OHa COAEPKUT HECKONIBKUX MEPEYNCIECHHBIX HHXKE
HACTPauBaEMbIX IAPaMETPOB.

‘A AirPcap Control Panel * —

Settings  Keys

Interface

AwPeap LISB wireless capture adapter nr. 00 v Blink Led
Model: AiPcap Tx Transmit: pes Media: 802.11 b/g
Basic Configuration

Channel | 2437 MHz [BG 6] v Include 80211 FCS in Frames
Extension Channel 0

Capture Type | 802.11 + Radio v FCS Filter | All Frames

Help

iReset Conl'rgutatiunl Ok Apply Cancel

Puc. 13.6. Yrunura koHgurypmposanus AirPcap
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Cnnucok Interface (MuTepdetic). M3 3Toro packppIBaomerocs CHMCKa MOX-
HO BBIGPATDb YCTPOMCTBO IS MEPEXBATa MaKeTOB. [l HEKOTOPBIX CLEHAPH-
€B CJIO)XHOTO aHAJIN32a, OTHOBPEMEHHO MPOBOAMMOrO B HECKOJIbKUX KaHAIaX,
MOXET N0TPE6OBATLCA HECKOJIBKO ycTpoiicTB AirPcap.

Knonka Blink Led (Muraiommii cBeroamon). Ecim menakHyrs Ha 3ToiA
KHOIIKE, CBETOAUO/, CBETAMICA Ha Kopmyce ycTpoiicTBa AirPcap, Hauner
MuraTh. Tako# pexxuM npuMeHsAeTCs, IaBHBIM 06pa3oM, Ui WIeHTHUKA-
UM KOHKPETHOTO CETEBOTO aJanTepa, €CJH OJHOBPEMEHHO NMPUMEHSETCS
HECKOJILKO YyCTPOMcTB AirPcap.

Crnucoxk Channel (Kanai). M3 3Toro packpeiBaionerocsi Cicka MO>KHO BblI-
6paTh KaHal CBA3M, KOTOPbI TpeGyeTcs: MPOCAYNINBATD Yepe3 YCTPOMCTBO
AirPcap.

Cnucox Extension Channel (Kanan pacmmpenus). 13 atoro packpsisaio-
IErocsi CIMCKAa MOXXHO BBIOPATh KaHAJI PACUIMPEHHUs CBA3M, MO3BONSAIOWMIL

co3gaBaTh 60Ji€€ MIMPOKONOJIOCHbIE KAHAIbI B COOTBETCTBUM CO CTAHAAPTOM
802.11n.

®Dnaxok Include 802.11 FCS in Frames (BK/II0YHTBh MOC/IE€0BAaTENBHOCTD
nposepku ¢peiimos no cranaaprty 802.11). ITo yMo4aHMIO B HEKOTOPBIX
cucTeMax oTOpachIBAIOTCA MOCAEIHHE YEThIPE GUTa KOHTPOJIBHOM CYMMBI U3
MOJly4€HHBIX 6ECITPOBOAHBIX MAKETOB. ITa KOHTPOJIbHAS CyMMa Ha3bIBACTCS
nocaedosamenvruocmvio nposepxu gpetimos (frame check sequence, FCS) u ra-
PaHTHpPYET HEJOCTHOCTh NAKETOB NPU Nepefade. YCTAHOBUTE 3TOT (JIAXKOK,
€CJIU TOJILKO Y BaC HET BECKMX OCHOBAHHUI He BKIIOYATb KOHTPOJIbHbIE CYyM-
mbl FCS B 6ecnipoBoHbIC TAKETHI.

Crnucoxk Capture Type (Tun nepexsara). 13 sroro packpsisaiomerocs cnu-
CKa MOXHO BbIGpaTh ciaelyiolue Tpu BapuaHTa: 802.11 Only, 802.11 + Radio
nuau 802.11 + PPl BapuanTt 802.11 Only no3Bo/sieT BKJIIOYATh 3arojlOBOK IO
cranaapty 802.11 Bo Bce nepexBayeHHbIE AKETHI, a BapuaHT 802.11 + Radio —
JOMOJIHUTEIBHO NPEABAPATh 3TOT 3arojIOBOK €Illle OJHMM 3arojJOBKOM IO
cranaapty Radiotap (OTseTBuTENH pagliOKaHaIa) C ZOMOJHUTEILHBIMU CBE-
JAEHUAMM O NaKeTe, BKIIOYas CKOPOCThb IlepeJadyd JaHHBIX, YPOBEHb CHUTHa-
Jla ¥ ypoBeHb wyma. M, Hakonen, BapuaHT 802.11 + PP| mo3sosisieT A006aBJATh
saronioBok PPI (Per-Packet Information — nngopmanus no xaxaomy nake-
TY) C AOTIOTHUTEbHBIMU CBEACHUAMHU 00 OTAEIbHBIX MAKETAX MO CTAHAAPTY

802.11n.

Crnucok FCS Filter (PunsTp mocnesoBaTeNbHOCTH NpoBepkH dpeii-
MOB). M3 3TOro packpblBalomerocs CIMCKa MOXKHO BbIGPATh BaApHAHT JUIS
($uibTpanMM NMaKeTOB ¢ HAPYIEHHOM KOHTPOJIbHOI cymmoii FCS, naxe ecm
c6pomren ¢raxok Include 802.11 FCS in Frames. YToGb1 OTOOPA3HUThb TOJNBKO TE
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MAKEeThI, KOTOPBIE MOJYYEHbI YCIEIHO, CyAA MO KOHTposbHOU cymme FCS,
BbIOepuTe BapuaHT Valid Frames (JloctoBepHble ¢peiiMbi).

¢ ITanenn WEP Configuration (HacTpoiika anropurma WEP). 9ta nanens no-
cTynHa Ha BKaajike Keys (Kimoun) nanenu ynpasnenus yctpoiictsom AirPcap.
B Heit MOXHO BBeCTH KNI04YM pacmiudposku no atroputmy WEP pis ananu-
3UpyeMbIX 6ecnpoBOAHbIX ceTel. UToObl MMETb BO3MOXHOCTb NPaBUJIBHO
HMHTEpIIPETHPOBATh JaHHbIe, 3amudpoBanHeie no arroputmy WEP, Heo6xo-
AMMO BBECTH MOAXOAANIME KIIOYM B JaHHOM o6acTu. IloapobHee o kmovax
wndposanus no arropurmy WEP peun noiiner nanee, B paszaene “Ycnemnas
ayreHTH¢HUKanus 1o arroputmy WEP”.

Mepexsar cetesoro Tpadumka c nomowsio ycrponcrsa AirPcap

HTak, ycTaHOBMB M CKOH(UIypupoBaB ycTpoiicTBo AirPcap, MoxHO mpucTy-
IUTH K yXke 3HAKOMOMY TpoliecCy nepexBaTa nakeTos. UToObl HayaTh C60pP Make-
TOB, AOCTATOYHO 3anycTuTb Wireshark Ha BbInosHeHue M BHIGpaTH MHTepdeiic
AirPcap (puc. 13.7).

@l Wireshark . Capture Interfaces
Input QOutput Options

Interface Link-layer Header Promiscuous Snaplen (B) Buffer (MB) ~Capture Filter

802.11 plus radictap header enabled default 2
Ethernet
Ethernet

Ethernet

‘AirPcap USE wirel

default

Ethernet

default

Ethernet

Ethernet default

Ethernet default 2

Manage Interfaces

[A enable promiscuous

Capture Fiter for selected Caompile BPFs

Close Help

Puc. 13.7. Buibop nHtepepeiica AirPcap ans nepexsara naketos

HanoMHHM, 4TO MakeThl GyAyT MEepeXBaThIBATLCA U3 TOTO KaHala CBA3M, KOTO-
pblit BLIGpaH B yTHIMTE KOH(QUTYpHpoBaHUa ycTpoiicTsa AirPcap. Eciu Bbl He 06-
HAPYXXHTE UCKOMBIE MAKEThbI, TO, CKOPEE BCETO, Bbl BLIOPAIM HE TOT KAaHAI CBSI3H.
B TakoM ciryuae cMEHUTE KaHal CBA3H, OCTAHOBUB aKTUBHbII N€PEXBAT, BHIGPAB HO-
BbIN KaHa1 B yTHWINTE KOHPUIYPUPOBaHHUA ycTpocTBa AirPcap u Hauas nepexsar
cHoOBa. B npouecce cMeHbl KaHaNa CBA3U HEJIb3s aKTUBHO I€PEXBATHIBATH MMAKETDI.

Ecnun Tpe6yeTca npoBepyUThb, B KAKOM MMEHHO KaHajle IIPOUCXOAHUT IIEPEXBAT U3
Wireshark, 3To HeTpyaHo caenath, NpOCMOTPEB CTATUCTUYECKUE JAHHbBIE O Iepe-
xBaTe 6ecrnpoBoAHbIX MakeToB. C 3Toi 1eabio BbiGepuTe komanay WirelessS>WLAN
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Traffic (becnposoanas cets= Tpaduk WLAN) u3 masHoro MeHio. B oTkpsiBemcs
OKHe MOABATCS Hab/MoJaeMble YCTPOHCTBA, a TaKxe CBEJ€HUS O HUX, BKIIOYAs Ka-
HaJl cBA3U 1o cTanaapTy 802.11, kak nokasano Ha puc. 13.8.

Display filter: [ Apoly

Copy Save ss Close Help

Puc. 13.8. OkHo co cratnctnyeckmumm aanneimm o WLAN, rae ykaszaHo, 4to 3m1 paHHbie
6binm nepexsaveHsl NyTem npocnylwmsanms kaHana 11

Axanus nakeros B 6ecnpoeogHoM ceTu
B cucteme Linux

YTOo6bI MpoaHaIM3UPOBATh NMaKeTbl B 6ecnpoBOAHOM ceTH B cucTeMe Linux,
AOCTATOYHO aKTUBU3UPOBATh PEKHUM TEKYLIETo KOHTPoJA (monitor mode) B ajgan-
Tepe 6ecnpoBoAHOM ceTH U 3anycTuTh Wireshark Ha Bbmosnnenue. K coxanennio,
cama Inponeiypa akTHUBHU3aLMH PEeXMMa TEKyIEro KOHTPOJIA OTIMYAETCSA B 3aBU-
CHUMOCTH OT KOHKPETHOM MO/Ie/IM ajianTepa 6eCIPOBOJAHOI CETH, M MIO3TOMY 3/€Ch
HEJIb3A JIaTh KaKOU-HUOYIb ONpefc/]eHHOW peKOMEHAAUMH, KaK 3TO CJIEAYyeT CAe-
JaTh. B 1eHCTBUTENBHOCTH HEKOTOPBIE MOJIENU aanTepoB GECIPOBOJHOMN CBA3M
He TPe6YIOT aKTUBM3AIMH PEXHMMa TEKYIEro KOHTpoJA. B aToit cBs3u syuine Bcero
HAaUTHU HYXXHYIO MOJEJb, IPOU3Be/s ObICTPbIi nMouck B Google, 1 BBIACHUTD, AeH-
CTBUTENIBHO JIN CJIEAYET AKTUBU3UPOBATH PEXHM TEKYIETO KOHTPOJISA, a €CJIK Tpe-
GyeTcs, TO Kak 3TO CA€IaTh.

K uucry nanbosiee pacnpocTpaHEHHBIX CMIOCOGOB aKTMBHM3AIMH PEXHMa TEKY-
IEro KOHTPOJA B Linux OTHOCUTCA NPUMEHEHHE BCTPOEHHBIX GECNPOBOJAHBIX pPac-
WIMPEHU, JUIS JOCTYNa K KOTOPBIM cayxuT KomaHaa iwconfig. Tak, ecim BBeCTH
KOMaH[y iwconfig Ha KOHCOJIM, TO B KOHEYHOM MTOTe GyAEeT MOJyUYeH CAe YOI HMA
pe3yabTar:

$ iwconfig
O Eth0 no wireless extensions
Lo0 no wireless extensions
® Ethl IEEE 802.11g ESSID: "Tesla Wireless Network"
Mode: Managed Frequency: 2.462 GHz
Access Point: 00:02:2D:8B:70:2E
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Bit Rate: 54 Mb/s Tx-Power-20 dBm Sensitivity=8/0
Retry Limit: 7 RTS thr: off Fragment thr: off
Power Management: off
Link Quality=75/100 Signal level=-71
dBm Noise level=-86 dBm
Rx invalid nwid: 0 Rx invalid crypt:
0 Rx invalid frag: 0
Tx excessive retries: 0 Invalid misc:

0 Missed beacon: 2

Kak cieayer u3 npHUBEIEHHOIO BBbINIC pE3YJbTaTa BbIIOJHEHUS KOMAH/IbI
iwconfig, cereBoil uHTepdeiic Ethl MOXHO CKOHpHUIYpHUpPOBaTb A1 GECPOBO-
AHOI1 cBsA3U. U 3TO BNOJIHE OYEBUHO, MOCKOJIbKY B IAaHHOM CJlyyae OTOOpaXaloTcs
AaHHble I npoTtokoaa 802.11g @, toraa kak cereBble MHTEpdeiichl Eth0 u Lol
BO3BPAIAIOT COOOUIeHHE "no wireless extensions" (6ecnpoBOAHbIE PACIIMPEHUSA
otcyTcTByIOT) ©.

Hapsaay co Bcemu cBeieHUAMU 0 6€CIPOBOAHOM CE€TH, MPEJOCTABIAEMbIMHU 110
KOMaH/Jie iwconfig, BKIIO4Yas yCTaHOBJleHHbIﬁ H}ICHTI/](‘l)I/IKa'I‘Op pacluupeHHoifl
6ecnpoBoaHoit cayx6sl (Extended Service Set ID, ESSID) n Hecymyio yacroty, 06-
paTUTe BHUMAHME U Ha TO, 4TO BO BTOPOM CTPOKE 110/] 3aroJIOBKOM Ethl B kauecTpe
TEKYUIEro yKa3aH ynpasisieMblil pexum (Mode: Managed). MMeHHO 3TOT pexum u
TpebyeTcss UBMEHUTD.

YToG6BI yCTAaHOBUTH B ceTeBOM MHTepdeiice Ethl pexxuM Tekylero KOHTpo,
HEOOXOAMMO BOWTH B CUCTEMY C MpaBaMH AOCTYNa CyNeprnoab3oBaTeis (root) ne-
HOCPEACTBEHHO WM MO KOMAHJIe€ CMEHBI MOJNb30BaTes (Su), KaK MOKAa3aHO HHUXKE.

$ su

Password: <enter root password here>

Boiias B cucteMy ¢ npaBaMu CyNepIoJib30BaTe s, MOKHO BBECTH KOMaH/bl sl
HACTPOIKM MapaMeTpoB 6eCpPOBOAHOroO ceTeBoro MHTepdeiica. B uactHocTH,
4TOOBI HACTPOUTDb CeTeBOM MHTepdelic Ethl Ha peXuM TeKyllero KOHTpPOs, A0-
CTAaTOYHO BBECTH CJIEAYIOUIYIO KOMAH/TY:

# iwconfig ethl mode monitor

Ecan cHoBa 3anycTuTh koMaHIy iwconfig nocsie yCTaHOBKH PEXUMa TEKYIEro
KOHTPOJIsA B ajlanTepe GeClIpOBO/HOM CBA3U, TO B BbIBOAMMBIX 110 3TON KOMaH/le
pesyabTaTax 6yayT OTPaXeHbl H3BMCHEHHUs, BHECEHHbIE B ceTeBOM MHTepdelic Ethl.
Yr1o6bl rapaHTUPOBaTh PabOTOCNOCOGHOCTL CETEBOro MHTepdeiica Ethl, nocra-
TOYHO BBECTH CJIEJYIOLIYIO KOMaHy:

# iwconfig ethl up
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[To xomMaHzae iwconfig MOXHO TaKXe CMEHUTb KaHal CBA3H, BbIOPaHHBIN s
npocaymusanus. B wactHocTH, yTo6bl BHIGpaTh KaHan 3 B ceTeBoM MHTepdelice
Ethl, crexyet BBECTH KOMaHIy

# iwconfig ethl channel 3

Kananst ceasu moxncno cmenamv no xody nepexeama naxemos, noImomy
denaiime 3mo He Koaebaach no ceoemy ycmompenuro. Imobse ynpocmums
Imom npoyecc, MOKHO co30amv OMOEABHbUL CUCHAPULL HA OCHOBE KOMAHObL
iwconfig.

3aBepuwiMB BCE ONMMCAHHbBIE Bblllle HACTPOMKH, 3anmycTuTe Wireshark na Beimos-
HEHME, YTOOBI MPUCTYNIUTD K MEPEXBATY MAKETOB.

CrpykTypa nakera no cranaapty 802.11

Daiin nepexeama naBHOE oTIMYMeE MakeTOB B 6ECIIPOBOAHOI CETH OT MaKe-
80211lbeacon.pcapng TOB B IPOBOJHOM CETH 3aKJIIOYAETCA B HAIMYHH JOTIOJTHU-

TEJILHOTO 3aroJIoBKa Mo cTanaapry 802.11. 3ror saronoBok
BTOPOTO YPOBHSI COAEPXUT AOMOJHUTENbHBIE CBEACHUS O MMAKETE U CPEAE, B KOTO-
poii oH nepeaaerca. iMelorcs ciefyiomue THIIBI TAKETOB.

e Ilaxerw: ynpaBnennsa (Management). Takue nakeTbl CIyXat JJisl yCTAHOB-
KM CBA3M MEXY XOCTaMH Ha BTOPOM ypoBHe. K HanGosiee BaXKHbIM HOATH-
NaM MaKeTOB yNPaBJ€HUA OTHOCATCA MAKeTbl ayTeHTHU(PUKALMU, YCTAHOBKM
CBSI3U ¥ CUTHAJIbHBIE MTAKETBI.

e Ilakern! kouTpOas (Control). Takue makeTs 06eCNEUYNBAIOT FrAPAHTHPO-
BaHHYIO JIOCTaBKy MaKETOB YNpaBJ€HUs M JAHHBIX M MpeJHA3HAYEHbI JUIs
yNpaBJieHUs MPOLIECCOM ycTpaHeHHs neperpy3ku. K Han6osnee pacnpocrpa-
HEHHDbIM MOATHUIMAM IAKETOB KOHTPOJII OTHOCATCS MAaKEThI C 3alpOCaMM Ha
nepejxavy ¥ NOATBEPKAECHMEM FTOTOBHOCTH K IIPUEMY.

e Ilakern! mamnbIx (Data). Takue naxkeTsl COXEPKAT KOHKPETHbIC NAHHBIC
U OTHOCATCA K TEM THUIAM NAKETOB, KOTOPbI€ MOTYT OBITH HaNpaBJICHbI U3
6eCcrpoBOHOM CETH B MPOBO/HYIO CETh.

Tun wiM noaTHN 6€CNPOBOAHOrO MAKETa ONpPEAECISIET €ro CTPYKTYpY, O3TOMY
uMeeTcs 6oJIbIIoE KOJUYECTBO BO3MOXHBIX CTPYKTyp. PaccMoTpum oany u3 Ta-
KHUX CTPYKTYp Ha NpHMepe aHaIu3a eMHCTBEHHOro nakera u3 ¢aiiia nepexsara
80211beacon.pcapng. AToT ¢aiiy COAEPKHUT MPUMEP MAKETA YIPABJICHUA, Ha3bIBa-
€MOTO CUZHAIbHHLM, KaK MIOKA3aHO Ha puc. 13.9.
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M Wireshark . Packet 1. 80211beacon

Frame 1: 132 bytes on wire (1856 bits),

v IEEE 802.11 Beacon frame, Flags:

Type/Subtype: B

agment nu
Sequence number:

management frame

Tag: SSID parameter set: TESLA
e Tag: Sup d Rates 1(B), 2(B),

eter set: Current Chan

5.

Tag: Traffic Indication Map (TIM):
RP Informat

: Vendor Spe

Tag: Vendor Unk

¢ oext

No.: 1

Puc. 13.9. 1o curHansHeiin naket no crangapty 802.11

18,

132 bytes captured (1¢

5(B), 11(B), 6, 12,

nel: 110

OTIM @ of @ bitmap

48, 54, [Mbi

anced Capabi
nown

ended Range

Tigm: @it_boooks

CHUrHa/IbHbIE TAKETI OTHOCATCH K CaMbIM MHPOPMATHBHBIM GECIIPOBOHDBIM I1a-
K€TaM, KOTOPBIE€ TOJbKO MOXHO OGHApyXHuTb. OHHU IOCHUIAIOTCA B IIMPOKOBELA-
TEJBbHOM PCKHUMC 110 6€CNPOBO/IHOMY KaHajly U3 TOYKM 6€CNPOBOJHOrO AOCTYNA,
4TOGbI YBCAOMHUTD BCCX HOJIKIIOUCHHBIX KIMCHTOB O HEKOTOPOM COGBITHH, A TaK-
e OIPe/IC/INTD 1IapaMeTPbl, KOTOPbIE 0JDKHbI ObITh 3aJ[aHbl U1 TIOAKIIOUEHUS K
Touke Joctyna. Kak ciejyer u3 nannoro ¢aiiia nepexsara, aHaIM3UPYEMbIi ITaKCET
ONpeReseTCss KAK CUTHAIbHBIA B none Type/Subtype B 3arojloBke Mo CTaHAap-

Ty 802.11 ©.

Slla‘lHTCJIbHYK) YaCTb lI()HOJlllHTCJIb]l()ﬁ Hllq)OpMauPll/l MOXHO O6H21py)KHTb B 3a-

rosoBke ¢peiiMa ynpasienus no cragaapty 802.11, Bxniovas cieayouee.

¢ Timestamp (OTMeTKka BpeMeHH). OG03HAYaET MOMEHT BPCMEHH, KOI/a Ma-

KeT ObLT nepesaH.

e Beacon Interval (CurHaabHbIH HHTepBai). O603HAYaeT MHTEPBAI IO-
BTOPHOIA Nepeauy CUTHAIBHOTO NaKeTa.

e Capabilities Information (CBegeHuss o BO3MOXHOCTAX). O6Go3Hauaer
CBE€ACHUA 06 annapa'mblx BO3MOXHOCTAX TOYKH 6CCHPOBOIIHOFO IIOCTyﬂa.
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e SSID parameter set (HaGop mapamerpoB SSID). OGosHayaer naeHTudu-
KaTop 6ecnpoBoAHOM Cyx6b1 (SSID), ucnonb3yemblit B Touke GECIPOBOAHO-
ro IOCTyna /1S NepeaiH I1aKCTOB.

¢ Supported Rates (IloanepxuBaemnle ckopocT nepesaun). OGo3navaer
CI(OPOCTI/I nepez(alm JAHHBbIX, K()TOprC HOMCP)KHB&CT TOYKa 6CCHpOB()AH()'
ro IlOCTyI'la.

e DS Parameter set (Ha6op mapamerpoB DS). OGo3nauact HoMep kaHana
CBSA3H, HA KOTOPOM PaGoTaeT ToUKa 6eCNPOBO/IHOIO OCTYIIA.

B paccMaTpuBaeMblit 31€Ch 3aroI0BOK BKJIIOYAIOTCA TAKXKE aJpeca OTHpPaBUTE-
JISl ¥ TIOJTy4aTeJIsl, a TAK)XKe CBEEHUsA O npoussoaurese oGopyrosanus. Mcxoas us
BTOTO, MOXHO BBIICHUTbH HEMAJIO JIIOGOMBITHOTO O TOYKE GECIPOBOJHOrO AOCTYIIA,
nepefaIel CUTHAIbHBIA MaKeT B paccMaTpuUBaeMoM 3/ech daiile nmepexpaTa.
OueBHIHO, YTO B JaHHOM caydae cTanaapt 802.11b (B) © npumeHsieTcst B ceTeBOM
ycrpoiictse D-Link @ s nepegaun ganssix no kanany 11 @. U xors KOHKPETHOE
COAEPXKUMOE U HA3HAUEHHE IIAKETOB YNPaBaeHUa no ctanaapry 802.11 namenser-
cs1, o61Iast CTPyKTYpa OCTAETCs TOM e CaMO¥ M COOTBETCTBYET PAaCCMOTPEHHOM B
JAAHHOM NpUMepe.

Hob6asnexue ctonbuos, xapakTepHbix
ana 6ecnposopHon cet, Ha naHens Packet List

B npumepax aHaiMza MakeToB U3 NPEAbIIYIIMX 1J1aB BBIFO/IHO HCIOJIb30BAJICS
rubkuii nonbsosaTeabckuit uHTepgeiic Wireshark s ro6asieHus cros61108, 1101
XOAAIMX VISl KOHKPETHOM cuTyauum. [Ipexje uem 11poflo/KUTD Jajiblile aHAIU3
NAKETOB B 6€CMTPOBOHOM CETH, NOJIE3HO J0OABUTD CJIEYIOIIHE TPH CTOAGHA HA Na-
HeJib Packet List.

¢ Cron6en Channel j 0TO6paXKeHUs KaHAIA, B KOTOPOM llepexXBayecH MakKer.

¢ Cronben Signal Strength 115 oTOOpaXeHNS MOUIHOCTH CUTHAJIA B KaHAIE
B MOMEHT IN€pPeXBaTa NaKeTa, U3BMEPAEMBIH B AeLUOEIaX O OTHOIIEHHIO K 1
MBT (dBm).

¢ CronGen Data Rate /1si OTOGPaXKEHUSA CKOPOCTH Ilepe/laui JaHHbIX B MO-
MEHT NepeXBaTa NaKeTa.

Caesienus B 3TUX CTOIGIAX MOTYT OKa3aTh HEMAJYIO NOMOWb IIPU JUATHOCTHKE
6ecnipoBoaHbBIX coeauHenui. Hanpumep, HecMOTps Ha TO, YTO IpOorpaMMHoe o6e-
crieyenre 6eCIPpOBOAHONO KJIMEHTA COOGIAET, YTO MOIMHOCTh CUTHAIA HAXOAUTCS
B HOpME, OGPaTMBIIMCDH 3a CIPABKOM K 3THUM CTOJIGLIAM 1IpH aHAIN3E IepeXBayeH-
HBIX MIAKETOB, MOXXHO BBIABUTb YMCJIOBOE 3HaU€HHUE, HE OTBEYAIOIEE YCTAaHOBJICH-
HbIM TPE6OBAHUAM K MOIHOCTH CUTHAIA.
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Y106b1 106ABUTL 3TH CTONOLBI HA MaHeab Packet List, BbInogHUTE Cleaylomne
JNE€UCTBHA.

1. BoiGepure komanay Edit= Preferences u3 1aBHOro MeHIo.

2. IlepeiinuTe k pa3geny Appearance=Columns U IEJIKHUTE HAa KHOIKE CO 3Ha-
KoM “rumioc” (+).

3. Beeaure Channel B noJe Title, BbiGepuTe BapuanT Custom (CnenpanbHplii) u3
packpsiBaiouierocs cnucka Type u Bbibepute ¢rabrp wlan_radio.channel
u3 cnucka Field Name.

4. TloBropHuTe 3TOT Mpouecc JisA A06aBjleHHs CTOAOLOB Signal Strength u
Data Rate. I[IpucBoiiTe MM NOAXOAANIME 3arOJIOBKU M BbIGEPUTE, COOTBET-
CTBEHHO, q)quprbl wlan_radio.signal_dbm u wlan radio.data rate us
packpsiBatouerocs crnucka Field Name. Ha puc. 13.10 nokasaHo, kak foJx-
HO BbIDIsIIETb OKHO Preferences nocie 106aBJ€HHsA TPEX YIOMSHYTBIX BbIlIE
CTOJIOLIOB.

5. Illenkuure Ha kHomke OK, YTOGBI COXPAHUTb BHECEHHbIE U3MEHEHMSL.

M Wireshark - Preferences ? X

Lavout Type Field Name Field Occurrence
Coliumns Number
Font and Colors Time (format as specified)

Capture

Filter Expressions

Name R Protocol Protocol
Length Packet length (bytes)
Channel Custom wlan_radio.channel

Signal strength (dBm) Custom wlan_radio.signal_dbm
Data rate Custom wian_radio.data_rate

info Informatior

Cancel Heip

Puc. 13.10. fJobasnenue cronbuos Ha naHens Packet List cneuMansHO Ans aHanu3a naxe-
ToB B becnposoaHoii cetn no cranaapty |EEE
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CneumanbHsbie unbTpbl ans 6ecnposBopaHbIX ceTen

ITpeumymecTsa puabTPOB nepexpaTa U OTOOPAKEHUSA YKE OOCYKAANIUCH B IIa-
Be 4, “O6paborka nepexsaycHHbIX nakeToB”. OTHUIBTPOBATH CeTeBOM Tpaduk B
MH(PACTPYKType NMPOBOAHOI CETH HAMHOTO MpOlIE, MOCKOJbKY KaX/10€ yCTPOM-
CTBO NOJKJIIOUEHO K CE€TH IO OTAeNbHOMY Kabemo. Ho B 6ecnpoBOHOM CETH BECh
ceTeBOi TpaguK, C)OPMUPOBAHHBINI 6€CPOBOAHBIMU KIMEHTAMH, COCYIECTBYET
B OOIMX KaHajlaX. TO O3HAYAET, YTO NepexXBayeHHbIE MAKEThI B KAKOM-HUOYb OX-
HOM KaHaJle MOTYT COJEPXATh CETEBOH TPapUK OT COTEH KIHMEHTOB. ITOT pasies
IIOCBSALIEH OOCYX/IEHUIO HEKOTOPBIX (PUIBTPOB TAKETOB, KOTOPbIMHU MOXHO TOJIb-
30BaThCA JUIsA IOUCKA HHTEPECYIOEero Bac Tpaduka.

®unbTpaums ceteBoro TpapmKa No KOHKPETHOMY
naeHtupukaropy BSSID

Kaxoit Touke 6eCrIpoBOJHOrO JOCTYNa B CE€TU IPUCBAUBAETCS OJHO3HAYHO
onpeAesAomni ee udenmugpuxamop 6asosozo nabopa yerye (Basic Service Set Identi-
fier, BSSID). 3TOT naeHTUPUKATOP NOCHLIAETCH B KaXKA0M 6€CIPOBOJHOM MaKeTe
yIipaBJ€HUs Y MMaKeTe JaHHBIX U3 Nepejaloleil TOUKU JOCTyna.

3unas uaentudukarop BSSID Toukn 6ecnpoBOAHOrO AOCTyNa, VI €€ HCCie-
JOBAHUS AOCTATOYHO HAWTH MAKET, OTIPABJICHHbII U3 3TON KOHKPETHON TOYKM.
B npunoxenun Wireshark nepenaiomas rouxa gocryna orobpaxaercsa B croabue
Info Ha maHeu Packet List, 1 TO3TOMy HaliTH CBeIeHHUA 06 HTON TOUKE, KaK NPaBU-
JIO, HETPYAHO.

[Toay4yuB makeT U3 NPeACTABAAIONICH HHTEPEC TOUKHU AOCTYNa, €€ WAEHTUHKA-
Top BSSID MOXHO HaliTHM B COOTBETCTBYIOUIEM II0JIE U3 3arOJOBKA [0 CTAHAAPTY
802.11, rae, no cymectsy, ykazan MAC-aapec. Ha ocnopanun MAC-azpeca MOXHO
co3/aTh NPUBEJACHHBII HIbke puiabTp. [Tocre npuMmeHenns atoro ¢uasrpa ocra-
HETCsl TOJIbKO TOT CeTEBON TPaduK, KOTOPBIH ITPOXO/IMT YEPE3 YKA3aAHHYIO TOUKY
6eCIIpOBO/IHOTO JOCTYIIA.

wlan.bssid == 00:11:22:33:44:55

¢Vll1prdl4VIﬂ NAakKeToB NO KOHKPEeTHbIM TUNAaM

Panee B 3TOJ M1aBe OGCYKAANMUCh Pa3HbIE THIIbI MAKETOB, KOTOPbIE MOXHO Ha-
6iio1aTh B 6eCcnpoBOAHOM ceTu. M 3a4acTylo BO3HMKAET NMOTPEOGHOCTD BbISABUTD
[AKeTbl 3TUX THIOB WU HUX MOATHIIOB. TO MOXHO CAeJaTh ¢ MOMOLIbIO PUIbTpa
wlan.fc.type IS OTAENbHBIX TUNOB NakeTOB Wan GpuaLTpa wc. fc.type subtype
JUIsl OTAE/NbHBIX MOATUIIOB MAKETOB MM MX codeTaHusM. Hanpumep, 4To6b1 BbIs-
BUTD IaKeTbl, He cogepkamue AaHHbIX (NULL data packet), mocTatroyno npume-
HUTH punaeTp wlan.fc.type subtype == 0x24, rie mecTHaalaTepuyHas uugpa 2
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0603HaYaeT TN 2, a WeCTHAAUATepUYHas uudpa 4 — noaTun 4 MCKOMOTO NaKe-

Ta. B Ta621. 13.1 nepeunciaensl Ui KpaTKoil cripaBky Haubosiee ynorpebuTebHble
¢uaBTPBI, KOTOPbIE MOTYT NOTPe6OBaTLCA 151 GUABTPALIMH TUIIOB U MOATUIOB Ma-
KeTOoB 1o cranaapty 802.11.

Ta6nuua 13.1. Tunbl n noaTne 6ecnpoBoaHbix NAKeToB
M CUHTAKCUC COOTBETCTBYIOWMNX GUNLTPOB

Tun nan noaTmn nakera Cunrtakeuc punetpa

DOpenm ynpasnenus wlan.fc.type = 0

®penm koHTpONsa wlan.fc.type = 1

Dpenm aaHHbIX wlan.fc.type = 2

3anpoc Ha ycTaHOoBKY CBA3M wlan.fc.type subtype = 0x00
Ortset Ha yCTaHOBKY CBA3M wlan.fc.type_subtype == 0x01
3anpoc Ha NOBTOPHYO YCTAHOBKY CBA3M wlan.fc.type subtype == 0x02
OrtBeT Ha NOBTOPHYIO YCTAHOBKY CBA3M wlan.fc.type subtype = 0x03
3anpoc Ha 3oHAUpOBaHME wlan.fc.type subtype = 0x04
OrgeT Ha 30HAMpOBAHHE wlan.fc.type subtype == 0x05
CurnanbHbii naker wlan.fc.type subtype = 0x08
Paspeie casaun wlan.fc.type subtype = O0xOA
AyTteHTudukaums wlan.fc.type subtype == 0x0B
Orkas 8 ayTeHTUdMKALMM wlan.fc.type subtype = 0x0C
Dpeitm aercTans wlan.fc.type subtype = 0x0D
3anpocsl Ha noaTsepxaeHne 6n10KMpPoOBKM wlan.fc.type subtype = 0x18
MoartsepxaeHne 6noknposku wlan.fc.type subtype = 0x19
Onpoc aneprocbepexenms wlan.fc.type subtype = 0x1A
3anpoc Ha nepeaauyy wlan.fc.type subtype == 0x1B
loToeHoCTL K NpHemy wlan.fc.type subtype = 0x1C
Noareepxaetme (ACK) wlan.fc.type subtype = 0x1D
OkonuaHmne beckoHdnnkTHOro neproaa wlan.fc.type subtype == Ox1E
Mycroie aannsie (NULL datal) wlan.fc.type subtype = 0x24
Hannbie o kavectse obcnyxmsanus (Qo$) wlan.fc.type subtype = 0x28

MycToie aaHHbie o kauecTse obcnyxusanma (Null QoS)  wlan.fc.type subtype = 0x2C

¢MﬂprOU.Mﬂ nakeToB NO OTAENbHbBIM KOHANAGM

Jlns aHain3a ceTeBOro Tpaduka, KOTOPbIH COCTABAAIOT NAKEThI U3 HECKOJIbKUX
KaHAIOB, OYEHb MOJIE3HOI OKa3blBaeTCs (PUILTPALMs MO OTAEJIbHbIM KaHalaM.
Tak, eci npe/iosaraeTcs, YTo ceTeBoii TpapHK JOKEH MPUCYTCTBOBATD TOJIbKO
B KaHaIax 1 U 6, MOXHO NPUMEHUTDb PUILTP A1 OTOOPAKEHUS BCETO Tpaduka B
kaHaze 11. Eciu npu aToM 06HapyXHUTCA KaKOH-HUGYAb MOCTOPOHHMII TpaUK, 3TO
GydeT O3HauaTh, YTO B GECNPOBOJHOM CETH YTO-TO HE TaK, HAIPUMEDP, HapyleHa
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Tigm: @it_boooks
KOH(UIypalusa WIN HEUCTIPAaBHO KAKOE-TO YCTPOiicTBO. YTOOBI BbIABUTDH TpaduK
B OTAEJIBHOM KaHaJjle, JOCTAaTOYHO BOCMOJb30BATbCS CAEAYIOIMM CHUHTAKCHCOM
¢uasTpOB:

wlan radio.channel = 11

B naHHOM mpuMepe oToGpaxaeTcs ceTeBoit Tpaduk B kaHaie 11, a pisa purb-
TpauMy Tpauka B JPyroM KaHaje JOCTAaTOYHO MOJACTABHTb €0 HOMEP BMECTO
3HauyeHus 11. MimeloTcs coTHM Apyrux GUibTPoOB, KOTOPbIMU MOHO BOCIMOJIB30-
BaTbCs U1 aHAIM3a TpagHKa, NepexsadyeHHoro B 6ecnposoaHoi cetu. [Togpobuee
06 3TUX (PUIBTPAX MOXXHO y3HAThb, MEPEM/IA MO CChUIKE, COOTBETCTBYIOLIEH THITY
¢uapTpoB (IEpexBaTa WK OTOOpaXeHUs ), Ha BUKu-cTrpanune Wireshark no agpe-
cy http://wiki.wireshark.org/.

CoxpaHenue npodpuns 6ecnposoaHom cetu

Jlna aHanIM3a nakeToB B GECNPOBOJAHOM CETU MPHUXOAUTCA MPHUJIAraTh HEMAIO
yCHIIMIA, 106GaBasAs OTAENbHBIE CTOJGLUBI M COXpaHssA crnenuaibHble grisrpel. Ho
BMECTO TOTO YTOObI U3MEHATb BCAKUH pa3 KOH(PUIYpaUMIO IPOrPaMMbl M YAAIATD
CTOJIGLBI, MOXXHO CO3/aTh CHELMAIbHBIA MPOQUIb I ObICTPON CMEHBI KOHU-
IYpaLyH NpU Nepexoje oT 6eCMPOBOLHONM CETH K MPOBOIHOMN M OOPATHO C LEIbIO
aHaJIM3a [TAKETOB.

Y1o6bl COXpPaHUTb NPOPIIIb, CKOHPUTYPUPYHTE CHaYala CTOOHbI U PUIb-
TPbI 11 MOAKTIOYEHHUs K 6€CIIPOBOAHOM CETH. 3aTeM MIENKHUTE NMPaBOM KHOMKON
MBIIIM Ha CMIUCKE aKTUBHBIX Npoduieil B NPaBoii HMXHEN YaCTHU 3KPaHa M Jajee
weakHuTe Ha KHonke New. ITpucsoiite HoBoMmy nmpodumo ums Wireless (becnpo-
BOJIHBIN) U IIEJKHUTE Ha KHOMKe OK.

BesonacHocTs B 6ecnpoBogHoOM ceTu

ITpu pa3BepThHIBAHMM M AAMUHHUCTPUPOBAHUM GECTIPOBOIHOI CETH GOoIbILE BCe-
IO XJIOTIOT BBI3bIBAET G€30IIaCHOCTD JAHHBIX, IIepelaBaeMbIX MO Takoii ceTu. B wact
HOCTH, JaHHBIE, NepejaBaeMble B 3gUpe, OYeHb BOXHO 3amM@poBaTh, HHAYE UX
MOXET MePeXBATUTDb BCAKUIT MOCTOpOHHMIA cpeacTBamu Wireshark m AirPcap.

Ecnu npumensemen wugposanue na opyzom ypoene moderu OSI (nanpumep,

no npomoxony SSL usu SSH), cemesoii mpagux yice b6ydem sauudposan npu
nepexode na bosee HUIKUE YPOBHU, NOIMOMY OOMEH OAHHBIMU NOABI0EAMENS
HEBOIMONCHO BYOEm NPoUUmMams ¢ NOMOUBIO AHAAUIAMOPA NAKEMOE.

[TepBoHavanbHO HanbGoEE NPEANOYTUTENLHBIM METOOM 3alUTHI JAHHBIX, I€-
pefaBaeMbIX MO GECHPOBOAHBIM CETSAM, CYUTAIOCHh cobmoaeHue crangapra WEP
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(Wired Equivalent Privacy — 3kBHBaJIeHT KOH(PUAECHIHATbHOCTH NPOBOAHBIX Ce-
teit). Crangapt WEP ycnemHo npumeHsancs MHOTHME FOAbl 0 T€X NOP, MOKa He
6bLTIO OOGHAPYKEHO HECKOJbKO CJaGbIX MECT B €ro ajJlfOPUTME YNpPaBJIEHUS KO-
yamu mudpoBanud. [Toatomy ana nosblieHHs 6€30MACHOCTH ObLIM pa3pabo-
TaHbl HOBble CTaHAApPTHI, B ToM unuciae WPA (Wi-Fi Protected Access — samumen-
Hblii GecnipoBOAHBIi JocTyn K ceTu) 1 WPA2 (c 60s1ee 6€30MacHbIM aIlrOPUTMOM).
U xots crangapret WPA 1 WPA2 He BriosIHe HaJeXHbI M IIOJBEPXKEHbI OMIMOGKaM,
OHH BC€ Xe CYUTAIOTCA Oosiee 6e3onacHbIMU, YeM cTanaapT WEP. B sTom pasaene
GyAyT pacCMOTPEHbI HEKOTOPbIE IIPUMEPDI AHAIM3a CETEBOTO TpadUKa 110 CTaHAAp-
TaM WEP 1 WPA ¢ yaauHbIMH 1 HeylaUHBIMH MONbITKaMH ayTeHTU(PUKALUH.

YcnewHas ayteHTupukaums no anroputmy WEP

Daiin nepexeama 3e80211_ PaccmarpuBaemblii 3zech ¢ain nepexsara 3e80211
WEPauth.pcapng WEPauth.pcapng COAEpXUT NPUMEP YCHEUHOro MO

KIoueHusa K 6ecnpoBoaHol ceTu no cranaaprty WEP.
BesonacHocTb B 3TOM ceTn obecneunBaercsi ¢ nomombio WEP-kmoua mudposa-
HUsA, KOTOPBIH TpebyeTcs yKa3aTh PU HACTPOHKE TOYKH GECITPOBOAHOrO AOCTyNa
IS ayTEHTU(UKALIMH U Paciii(PPOBKM NOChLIAEMbIX M3 HEe JaHHbIX. B 3TOM OTHO-
mennn WEP-k1104 MOXHO paccMaTpuBaTh Kak CBOETO poJa NapoJb A AOCTyNa K
6eCcrpoBOHOMN CETH.

Kak noxkxazano Ha puc. 13.11, cereBoii Tpaduk U3 paccMaTpUBaeMOro 3J€Ch
¢aitna nepexsara HAYMHAETCS C 3AMPOCA, HANpapjgeMoro B nakere 3 @ u3 Touku
6eCrpoBOJHOrO JOCTYNa, HaxoJsulehcs no aapecy 28:c6:8e:ab:96:16, Gecnpo-
BOJIHOMY KJIMEHTY, PaClOJIOKEHHOMY 1O ajipecy ac:cf :5¢:78:6c:9¢c. HazHauenue
3TOrO 3ampoca — BbIACHUTb, UMeeTcs 11 WEP-k1iou y 6ecipoBOHOIO KJIUEHTA.
STOT 3anpoC MOXKHO YBUJETb, Pa3BEPHYB 3arojoBok cTanaapra 802.11 u npoana-
JM3UPOBAB MPOMapKHpOBaHHble (Tag) B HEM MAaPaMETPBI.

B oTBeT Ha 3TOT 3anpoc 6€CIIPOBOAHBII KJIMEHT PaciM@POBBIBAET TEKCT 3aMpo-
ca O ¢ nomomsio WEP-k1i049a 11 BO3BpalaeT ero B OTKPbITOM BU/E B akeTe 4, Kak
nokasaHo Ha puc. 13.12. WEP-k104 BBOAUTCS MONb30BATENEM MPU MONBITKE MOJ-
KIIOYeHUA K 6eCIPOBOAHOI ceTH.

B cBoio ouepeab, Toyka 6ECIHPOBOAHOIO AOCTYNA OTBEYAET GECIMPOBOAHOMY
KJIMEHTy NakeToM D, kak nokazaHo Ha puc. 13.13. B atom oTBeTe coaepxurcs yse-
AoMyieHHe 06 yIa4HOM 3aBeplIeHNH npouecca ayreHTuduxanuu @.

M, HakoHel, nocie yIayHOH ayTeHTH(UKALMY KIHEHT MOXET NepefaTh 3alpoc
Ha YCTAHOBKY CBf3M, MOJY4YUTb NOATBEPXKAECHUE M 3aBEPUIUTD MPOLIECC MOAKITIOYE-
HUs, KaK MMOKa3aHo Ha puc. 13.14.
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‘ Wireshark - Packet 3 . 3e80211_wepauth = ] X

> Frame 3: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits) on interface @
> Radiotap Header v@, Length 2@
> 8@2.11 radio information
Vv IEEE 8@2.11 Authentication, Flags: ........ Lo
Type/Subtype: Authentication (@x@@eb)
> Frame Control Field: 8xbeee
.00 6001 0011 1010 = Duration: 314 microseconds
Receiver address: Apple_78:6c:9c (ac:cf:5¢:78:6c:9¢)
Destination address: Apple_78:6c:9c (ac:cf:5c:78:6c:9c¢)
Transmitter address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
Source address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
BSS Id: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
............ @200 = Fragment number: @
0000 @000 0100 .... = Sequence number: 4
> Frame check sequence: @xad79ad88 [correct]
v IEEE 802.11 wireless LAN management frame
V¥ Fixed parameters (6 bytes)
Authentication Algorithm: Shared key (1)
Authentication SEQ: &x@082
Status code: Successful (@x8008)
Vv Tagged parameters (130 bytes)
¥ Tag: Challenge text @
Tag Number: Challenge text (16)
Tag length: 128
Challenge Text: 97ebed97caBa7?77fddae72796f85d560950a64cad5053e5d9. ..

No.s 3 * Time: Q048458 + Source: Metpear, 3b:96:16 * Destination: Apple_78:6¢:..+ Authentication * TypaSubry thentication * TypeSultype: Autheatica,
[ Qo || bHep |

Puc. 13.11. Us rouku 6ecnposoaHoro gocTyna aenaetcs 3anpoc becnpo-
BOAHOrO KIIMEHTA

M Wireshark . Packet 4 . 3e80211_wepauth - m} X

> Frame 4: 203 bytes on wire (1624 bits), 283 bytes captured (1624 bits) on interface @
> Radictap Header v@, Length 20
> 802.11 radio information
v IEEE 802.11 Authentication, Flags: .p......C
Type/Subtype: Authentication (@x@eeb)
> Frame Control Field: exbe4e
.000 @001 €811 1010 = Duration: 314 microseconds
Receiver address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
Destination address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
Transmitter address: Apple_78:6c:9c (ac:cf:5c:78:6c:9¢c)
Source address: Apple_78:6c:9c (ac:cf:5¢:78:6c:9c)
BSS Id: Netgear_ ab:96:16 (28:c6:8e:ab:96:16)
............ 9008 = Fragment number: @
9000 0110 0100 .... = Sequence number: 18@
> Frame check sequence: @x1afc56d8 [correct]
> WEP parameters
¥ Data (147 bytes)
@ Data: e839cc71ebf2dalc936cfe6a722fbBe7aBeee78529276d43. . .
[Length: 147]

Mo 4 - Time: 0.050464 - Source: Apple_78:6c:5 + Destination: Netgear_ab:96:. . Authentication  Type/Subey e

Puc. 13.12. becnpoBsogHbisi knueHT nocuinaeT He3awmdpPOBAHHLIA TeKCT
3anpoca obparHo B TOYKy ROCTyNa

Tigm: @it_boooks
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M Wireshark - Packet 5. 3e80211_wepauth = ] X
Frame S: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 28

802.11 radio information

802.11 Authentication, Flags: ........ C

8062.11 wirel

ixed paramete

LAN management frame
k

Authentication orithm: Shared key (1)
Authenticati

Status code: Successful (@xeeee) @

EQ: Ox0ee4

No.: § - Time: 0.051292 * Source: Netgear_ab:96:16 + Destination: Apple_...entication * Typa/Subtype: Authe: Tvpa/Subtype: Authenscat

[Gose ][ reb

Puc. 13.13. Touka 6ecnposogHoro goctyna ysegomnsiet 6ecnpoBogHoro
KNMeHTa o6 yAAYHOM 3aBepLIEHMM NPOLECCA ayTEHTUPHMKALMM

tgear_ab:96:16

Puc. 13.14. o okoH4yaHuu ayTeHTHPUKaLMM CnelyeT NPOCTOH NPOLECC 3anpoca M oTee-
T HQ YCTAHOBKY CBA3M, COCTOALLMM M3 ABYX NAKETOB

HeynauHas aytentudpukauma no anroputmy WEP

Daiin nepexeama 380211 B cnexyiomem npumepe nosab3opateib BBoaut WEP-
WEPauthfail.pcapng K04 U1 NOAKIIOUEHHUs] K TOUKe 6eCrpoBOAHOrO J10-

cryna. Ho 4epe3 Heckonbko cekyHJ 6eCnpoBOAHbLIH
KJIMEHT OTBEYAET, YTO €My HeE YAAJIOCh MOAKIIOUUThCSA K 6€CNIPOBOAHOM CETH, XOT
1 He OObACHSIET KOHKPETHYIO pu4nHy. [TonyueHHsplit B uTOre ceTeBoii Tpaduk co-
XpaHeH B ¢aiine nepexsara 380211 WEPauthfail.pcapng.

Kax u npu yrauHoii nonbiTke ayTeHTM(UKAIMH, pacCMaTPHBaeMblii 31ech 06-
MEH JaHHBIMM HAUMHAETCs C OTIPABKH TEKCTA 3a1IPOCa U3 TOYKH GECIPOBO/IHOTO
AocTyna 6ecCpOBOAHOMY KIMEHTy B makeTe 3. B cBoio ouepenb, 6ecnpoBoaubiii
KJIUEHT OTIIPABASET OTBET B NAKETE 4, ncnonbadys WEP-xi104, BBeIeHHBIH NOIb30-
BaTeseM.

B 3TOT MOMEHT MOXKHO GbLIO Obl OXXHJATh YBEJOMJIEHHA 00 yIayHOM 3aBeplie-
HMHU ayTeHTU(HKALMHU, HO B IakeTe 5 Mbl Hab0aeM HeuTo coBceM nHoe @, kak
nokasaHo Ha puc. 13.15.

B 1aHHOM COOGIIEHNHN YBEJOMASETCS, YTO OTBET GECNIPOBOJAHOIO KIMEHTA Ha
TEKCT 3a1pOCa OKa3aICsl HEBEPHbIM, BEPOATHO MOTOMY, UTO ObL1 BBEJEH HeElpa-
BwibHbIi1 WEP-10TI04, Mcriosib3oBaBiniics st paciingpoBku TekcTa. B utore npo-
Uecc MOAKIIOYEHUsl K GECPOBOJHON ceTH 3aBepluuics HeyaauHo. [TosTomy ero
NPUAETCS MOBTOPUTH CHOBA, HO yXe ¢ npaBuibHbIM WEP-k11090M.
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M Wireshark . Packet 5 - 3¢80211_wepauthfail . O X
Frame 5: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 20

.11 radio information

802.11 Authentication, Flags: ........ C

802.11 wirel

ess LAN management frame
ixed paramete (6 s)
Authenticat thm: Shared key (1)
ex0004

@ Status code: Authentication rejected because of challenge failure (@x0@ef)

Authentic

Nos 5 T o

No.: 5 - Time: D.063918 - Source: Netgear_ab:96:16 » Destination: Apnple_78:6¢:... (0Bmj: -19 + Data rate; 1 « Infor Autt

Puc. 13.15. B stom coobuenun ysepomnsercs, 4To ayTeHTudukaums
3aBepPLIMNACh HEYAAYHO

YaauHas aytentudukaums no anroputmy WPA

Daiin nepexsama 3e80211_ B cranaapre WPA npuMeHseTcss COBEPIIEHHO APYroi
WPAauth.pcapng MeXaHU3M ayreHTH(duKanuu, yeM B craHgzapre WEP,

HO M B HEM IO-TIPEKHEMY MCITOJIb3YeTCs KoY mugpo-
BaHUs1, BBEJIEHHDIN M10JIb30BaTE/IEM Ha CTOPOHE GECNPOBOJHOIO KJIMEHTA IIPH MOJ-
KIovYeHus K ceTu. [Ipumep ynaunoit ayrentudukanuu no aaropurmy WPA npuse-
AcH B (haitie nepexpaTa 380211 WPAauth.pcapng.

[TepBbiM B ceTeBoM Tpaguke U3 3TOro (aiia nepexpara cJaeAyeT CUTHAIbHbIH
NaKeT, MePeJaHHbI B MHPOKOBEIATEIbHOM PEXHUME U3 TOYKH GECIIPOBOAHOIO
Aoctyna. Pazsepuure 3arosioBok crangapTa 802.11 u3 sToro makera, nepeiaure
K POMAapPKHUPOBAaHHbIM MapaMeTpaM U pa3BepHUTE 3arosioBok Vendor Specific
(ITapameTpbl npousBoauTEIsA), KaK MMOKa3aHO Ha puc. 13.16. B utore BbI K0/MIXK-
Hbl OGHAPYXXMUTb, YTO JaHHAs YACTh NAaKeTa nocesuieHa atpubyraMm WPA toukn
6ecnipososiHoro aoctyna @. AHaIM3MPYs ee, MOXHO BBISCHUTb BEPCHIO U peasin3a-
umio ctangapra WPA, ecim ona BooG1me 1nojasepxuBaeTcs B TOUKe 6€CIIPOBOJHOTO
AOCTyna.

Kak To1bkO cUrHajgbHBINH MakeT GyAeT nojyueH, 6eCpOBOAHBIN KIHUEHT, HaXo-
AAWMiACA no ajapecy ac:cf:5c:78:6c:9¢c, nmepeaaeT B WIMPOKOBEWATENbHOM pe-
XUMe 30HAMPYIOMUt 3anpoc (probe request) B makeTe 2, KOTOPbIN MPUHUMAETCS
TOYKOM 6€CIIPOBOHOIO JOCTYIA, PAacNOJIOXKEHHOM Mo ajapecy 28:c6:8e:ab:96:16
U oTnpasisiomei B orseT nmakeT 3. [Tocse 3Toro NpoucxoauT O6MEH MaKeTaMH ¢
3alpOoCaMHu Ha ayTEHTU(PHUKAIUIO U YCTAHOBKY CBA3U MEX/Iy 6€CIPOBOIHBIM KJIUCH-
TOM M TOUYKOI 6€CIIPOBOJHOrO JOCTYIA B NAaKeTax 4-7. ITH MaKeTbl MOJOOHDI MaKe-
TaM C 3alpoCcaMy Ha ayTEHTU(HUKALMIO U YCTAHOBKY CBA3M, PACCMOTPEHHbIE paHee
B NpuMepe npumeHeHus arroputma WEP, Ho B faHHOM ciTyyae HMKAKOro 3ampoca
Y OTBETa Ha HETO HE NPOMCXO/IMT, NOCKOJIbKY TAKOI OOMEH BBINOJIHAETCS Jajlee.
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M Wireshark . Packet 1. 3e80211_wpaauth =

Radiotap Header v@, Length 20

| » 882.11 radio information

IEEE 802.11 Beacon frame, Flags: ........ C
v IEEE 802.11 wireless LAN management frame
Fixed parameters (12 bytes)
[ v Tagged parameters (276 bytes)
> Tag: SSID parameter set: DENVEROFFICE
Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6(B), 9, 12(B), 18, [Mbit/sec]

Tag: DS Parameter set: Current Channel: 1
Tag:

Traffic Indication Map (TIM): DTIM 1 of @ bitmap

Tag: Country Information: Country Code US, Environment Any
Tag: ERP Information
v Tag: Vendor Specific: Microsof: WPA Information Element (1]

Tag Number: Vendor Specific (221)

Tag length: 22

OUI: ee-se-f2

Vendor Specific OUI Type: 1

Type: WPA Information Element (O@x0l)

WPA Version: 1

Multicast Cipher Suite: 0@-58-f2 TKIP
Unicast Cipher Suite Count: 1

Unicast Cipher Suite List 00-58-f2 TKIP
Auth Key Management (AKM) Suite Count: 1
Auth Key Management (AKM) List 20-50-f2 PSK

» Tag: Extended Supported Rates 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsof: wWMM/WME: Parameter Element
Tag: Vendor Specific: Epigram: HT Capabilities (862.11n D1.19)
| Tag: HT Capabilities (862.11n D1.18)

Tag: Vendor Specific: Epigram: HT Additional Capabilities (802.11n D1.08)

Tag: HT Information (862.11n D1.18)
Tag: Vendor Specific: AtherosC: Advanced Capability
Tag: Vendor Specific: AtherosC: Unknown

Tag: Vendor Specific: Microsof: WPS

No.: 1 - Time: 0.000000 + Source: Netgear_ab:96:16 « Destination: Brosdcast * Pro... 1 * Info: Bescon fiame, SN=568 FN=0, Flags=........C. Bl=100, SSID=DENVERC |

Puc. 13.16. N3 310r0 cMrHanbHOro nakeTa MOXHO BLISCHMTS, 4TO B Touke becnpo-

Close

Frame 1:'§3grbyteﬁrog>wi;é (2553 Eits);r336 bytéé capturédv(iééa Qifg)ron interface @

Help

BOAHOro QOCTYNa NOABEPXMBAETCA ayTeHTupukauma no anroputmy WPA

Tigm: @it_boooks

Jles1o HauMHAET MPUHUMATD JTIOGONBITHBIA 060pOT B nakeTe 8. FIMeHHO 31€Ch M
HAaYMHAETCs NMPOLECC YCTAHOBKH CBA3M Mo anroputMy WPA, koTopslii mpoxomxa-
eTcs BIUIOTB 0 makeTa 11. B xoxe aToro npouecca orpasigeTcs 3anpoc ¥ noJy4va-
€TCsl OTBET Ha Hero, Kak MoKa3aHo Ha puc. 13.17.

No. Time Source Destination Protocol  Length Channel Signal strength (dBm) Data rate
8 @... Netgear_ab:96:16 Apple_78:6c:9c EAPOL 157 1 -18 24
9 @... Apple_78:6c:9¢c Netgear_ab:96:16 EAPOL 183 1 421
10 @... Netgear_ ab:96:16 Apple_78:6c:9¢ EAPOL 181 1 -18 36
11 @... Apple_78:6c:9¢ Netgear_ab:96:16 EAPOL 157 1 -42 1

Key (Message

1
e 2o
3

4

Puc. 13.17. 211 nakeTsi 8BASIOTCA 4ACTBIO NPOLECCA YCTAHOBKM CBA3M no anroputmy WPA

B naHHOM ciydae OTNpaBAAIOTCA JIBa 3aMpoca U IIPUHMUMAIOTCS JiBa oTBeTa. Mx
COOTBETCTBUE MOXHO ONPEJEIUTb, UCXO/s U3 COAEPXKUMOTO Nos Replay Counter
(Cueruuk oTBeTOB) B 3arojioBke Authentication no cranaapry 802.1x, kak moka-
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3aHo Ha puc. 13.18. B yacTHOCTH, O6GpaTHTE BHUMAHHE HA TO, YTO 3HAYEHUE B [IOJI€
Replay Counter u3 NepBOro NakeTa yCTAHOBKM CBA3U paBHO 1 @, a Bo BTOpOM na-
keTe — 2 @. [Ipu y1auHOM 3aBepIIEHUH IIPOLECCA YCTAHOBKH CBSI3U U ayreHTUN-
KallMd HAYMHAETCA OOMEH JaHHBIMH MEXIy G€CIPOBOAHBIM KIMEHTOM M TOYKOMH

AOCTyna.

|

Mo,

v

|

No.:

“Frame 8: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits) on interface 8 |
» 882.11 radio information

> Logical-Link Control

Radiotap Header v@, Length 20
IEEE 802.11 QoS Data, Flags: ...... F.C

8@2.1X Authentication

Version: 802.1X-2084 (2)

Type: Key (3)

Length: 95

Key Descriptor Type: EAPOL WPA Key (254)
» Key Information: @x2089

Key Length: 32
(1] Replay Counter: 1
WPA Key Nonce: c@3def88f4d79265ea39537@b28efcdef67baof46b83eec?. ..
Key IV:
WPA Key RSC: 2000000000000000
WPA Key ID: 00b0000000200000
WPA Key MIC:
WPA Key Data Length: @

s 8+ Time: 0.377010 « Source: Netgear_ ab:96:16 + Destination: Apole_78:6c:.. & 1 + Signal strength (Bm: -18 * Data raver 24 * Info: Koy (Message 1 «

Frame 10: 181 bytes on wire (1448 bits), 181 bytes captured (1448 bits) on interface 8
Radiotap Header v@, Length 2@

802.11 radio information

TEEE 802.11 QoS Data, Flags: ......F.C

Logical-Link Control

802.1X Authentication f

vVersion: 802.1X-2084 (2)
Type: Key (3)

Length: 119

Key Descriptor Type: EAPOL WPA Key (254)
» Key Information: 9x@1c9

Key Length: 32

@ Replay Counter: 2
WPA Key Nonce: c@3dof88fad79265ea395378b28efc4ef67bagfa6b83eecy. ..
Key IV: |
WPA Key RSC: 0200000000000000
WPA Key ID: @200000000000000
WPA Key MIC: 6ad7ebeb26231a497c344a86e9ebf9c7
WPA Key Data Length: 24
WPA Key Data: dd168056f201010000501202010000501202010000501202

10 - Time: 0.780809 * Source: Netgear ab:96:16 - Destination: Apple_78:6c. & 1 - Signal strength (d8m): -18 » Data rate: 36 « Info: Key (Massage 3 ,
Close | | Help

Puc. 13.18. AHnanus sHavenus 8 none Replay Counter nomoraer css3arh
BMmecTe nOpr SGHPOCOB n OTBETOB HA HMUX
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Cemesot mpagux u3 dannozo npumepa 63am us mowxu becnposodnozo docmy-
na, 20e npumensemcs arzopumm WPA ¢ TKIP ona wugposanus dannvix 6
WLAN. B pazruunsix mouxax becnpogodnozo docmyna npumenaromcs pas-
Hole arzopumms, wudposanus dannsix. lax, ecau 6 mouxe becnposodnozo
docmyna npumensemcs Opyzou arzopumm wuPposanun 0aGHHbLX UAU BEPCUA
cmandapma WPA, mo ee xapaxmepucmuxu na yposne naxemos 6yoym samem-
Ho omauuamovcs. Ymobv. yznamo noopobuee 0 mom, Kax JoANCHA 8bL2AAeMb
n0cAe008amessHOCM Yemanosxu becnposodrozo coedunenus, obpauwaiimecs x
coomeemcmeyrousum doxymenmam REC.

Heynaunas aytentupukaums no anroputmy WPA

Daiin nepexsama 3e80211
WPAauthfail.pcapng

Kak u B npumepe npumeneHus aaroputma WEP, mbi
NPOAHATM3UPYEM B JJAHHOM CJIydae, 4TO NMPOU3OM/ET,
ecJy noJb3oBaresb BBeaeT WPA-kmod, Ha koTOpbIf
6eCcrpoBOJAHDIN KJIMEHT OTBETUT, YTO €MY HE YAAIOCh MOAKIIOUYUTHCA K 6€CrIPpOBO-
JAHO# ceTH, XOTA M 6e3 yKa3aHUA KOHKpeTHOH npuuuHbl. [loayyennpiit B utore pe-
3y/IbTaT COXpaHeH B (paiine nepexsara 3e80211 WPAauthfail.pcapng.

CeTteBoii Tpapuk B 3ToM daiile nepexsaTa HaAYMHAETCA TaKMM XXe 0Opa3oM,
KakK ¥ B MpeAbIAyLIEM NPUMEpPE, TA€ PacCMaTpUBaiach ylauHas ayTeHTHdUKanus
no anroputMy WPA. 3T0 03Ha4aeT, 4To BHaYasle NEPEAAIOTCSA 30HAMPYIOLIKE T1aKe-
ThbI, @ 3aTEM MAKEThl aQyTCHTU(PHUKALMHU U YCTAHOBKH CBA3U. B uacTHOCTH, npouecc
YCTAaHOBKHM CBsi3M 10 aroputMy WPA HauMHaeTcs ¢ nakeTa 8, HO B JaHHOM CJly4ae
BMECTO YEThIPEX MAKETOB, KaK MPH Npe/bIAyliei NONbITKe ayTeHTUDUKALMH, Te-
PeAAIOTCA BOCEMb IT1AKETOB.

IMakeTs! 8 1 9 npeacTaBagoT co60ii [Ba NEPBBIX NaKeTa, HAGIOJAEMBIX B IIPO-
1ecce YCTAHOBKHU CBSI3H 110 aJIFTOPUTMY WPA. Ho B saHHOM cily4ae TEKCT 3anpoca,
OTNPAaBJIAEMbIi GECNPOBOAHBIM KIHEHTOM OOPATHO TOUKe GECNPOBOAHOTIO JOCTY-
na, OKa3bIBaE€TCs HEBEPHBIM. B TOre nocjenosareIbHOCTL OOMEHA JaHHBIMU 10~
BTOpsieTcs B makerax 10-15, kak nokasano Ha puc. 13.19. Kax it 3anpoc u otBeT
MOTYT GbITb 0OObEAMHEHDI B MAPbl C MOMOUIBIO 3HaU€HHUA B Mosie Replay Counter.

No.  Time
8 0.673773
9 9.9076518
10 1.074290
11 1.876573
12 2.075292
13 2.077€18
14 3.077211
15 3.879537

Source

Netgear ab:9€:16
Apple_78:6c:9¢
Netgear_ab:96:16
Apple_78:6c:9¢c
Netgear_ab:96:16
Apple_78:6c:9¢
Netgear_ab:96:16
Apple_78:6c:9c

Destination
Apple_78:6c:9c
Netgear_ab:96:16
Apple_78:6c:9¢
Netgear_ab:96:16
Apple_78:6c:9c
Netgear_ab:96:16
Apple_78:6c:9c
Netgear_ab:96:16

Protocol
EAPOL
EAPOL
EAPOL
EAPOL
EAPOL
EAPOL
EAPOL
EAPOL

Length Channel Signal strength (dBm) Datarate Info

157
183
157
183
157
183
157
183

e B S e

-18 24
-301
-19 24
-321
-18 36
-29 1
-18 48
-321

Key
Key
Key
Key
Key
Key
Key
Key

(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message

1
2
1
2
1
2
1
2

of
of
of
of
of
of
of
of

4)
4)
4)
4)
4)
4)
4)
1)

Puc. 13.19. HononHuutensHbie nakets, nocsinaembie no npotokony EAPol (Extensible
Avuthentication Protocol over LAN — pacumpsembisi npoToKon ayTeHTUMKaumMm B 10KaNb-
HOM CEeTH), yKQ3bIBAIOT HQ HEYAAYHbINA MCXOA ayTeHTudukaumm no anroputmy WPA
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Kak To/nbKkO MomnbITKa yCTAHOBKM COCAMHEHUS 3aBEPUIMTCS HEYAAYHO UEeThIpe
pasa noapsi, cBa3b 6yaet npeppana. Kak nokasano Ha puc. 13.20, Touka 6eciipoBo-
JHOTO JIOCTYIIa OTKA3bIBAET B ayTeHTU(HUKALUN KIMEHTY B nakeTe 16 @.

‘ Wireshark . Packet 16 - 3e80211_wpaauthfail - ] X

Frame 16: 5@ bytes on wire (400 bits), 50 bytes captured (40@ bits) on interface @
Radiotap Header v@, Length 20
| > 882.11 radio information
| v IEEE 802.11 Deauthentication, FIRES: (ovuviln C
@ Type/subtype: Deauthentication (@x@00c)
Frame Control Field: ©xc00@
.000 2001 0011 1

Receiver addre

icroseconds

Destination addr : Apple_7

(28

Transmitter address: Netgear_ab:
Source address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)

36:16 (28:c6:8e:ab:96:16)

BSS Id: Netgear_ab:89

cses o . 8800 = Fragment number: @

0000 0200 2009 .... = Sequence number: @

Frame check sequence: @x69fd5280 [correct]
Vv I1EEE 8082.11 wireless LAN management frame

parameters ( ytes)

5
2
Reason code: Class 2 frame received from nonauthenticated STA (9x8086)

No.: 16 + Time: 3.080348 - Source: Netgesr_ab:96:16 - Destination: Apple_78:.mj: -17 * Data rate: 1 * Info: Deauther

[

Puc. 13.20. Mocne yeTbipex HeyaaYHbIX NONBLITOK yCTAHOBKM CBA3M NO
anroputmy WPA Touka focTyna oTka3siBaeT KIMEHTY B QyTEHTMGHMKALMM

3akniountensHole coobpaxenus

HecMoTps Ha To 4TO 6€CIPOBOJHBIE CETH JO CHX NMOP CYMTAIOTCS HE BIOJIHE
6€e30MacHbIMU, €CJIU TOJBKO HE CHAGAUTD UX LENbIM PAAOM AOMOJHUTEIbHBIX Me-
XaHU3MOB 3aUIMThI, 3TO OOCTOATEIBCTBO HE MTOMENIAJIO UX Pa3BEPTHIBAHMIO B pa3-
JIMYHBIX OPraHM3alMOHHBIX cpejax. [To Mepe Toro kak 6ecrpoBofHasA CBsI3b BCE
6oJibllIE CTAHOBUTCS HOPMOM, OYEHb BAXXHO YMETh NEPEXBATbIBATh M AHAIN3UPO-
BaTb JAHHbIE B GECIIPOBO/IHBIX CETAX TAK K€, KaK U B IPOBOAHbIX. [IpuHIMIIbI U1 Me-
TOJAMKH, PACCMOTPEHHBIE B 3TOM IMIaBe, HEJIb3s CYUTATh NCUYEPIBIBAIOIUMH, XOTS
OHH MOTYT MOCJHYXHUTb HEIIOXON OTIPaBHON TOYKOH JUIA JaJbHeHIero yry6ieH-
HOTO M3y4eHHUs OCOOEHHOCTEN JMArHOCTHKHU GECIPOBOJAHBIX CETEH NOCPEACTBOM
aHAIN32 [TAKETOB.

Ananna naketos B Hecnposorbix cetix 417
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AONMOAHHUTEAbHAA UHOOPMALUMUA

B npuMepax 13 3Toi KHUrK 411 AHA/IM3a TAKETOB PUMEHS-
JI0Ch B OCHOBHOM npusoxenue Wireshark. Xora g avanm-
3a NMaKeTOB, BKIIOYas JUAarHOCTUKY MPOBOAHBIX U Gecnpo-
BOJHBIX CeTeil, 60pbdy ¢ MEIEHHO paboTAIIMMHU CETAMU
n obecneyeHue ceTeBOi 6€3011aCHOCTH, HMEETC HEMAJIO Ipy-
THUX YAOOHBIX MHCTPYMEHTAIbHBIX CPEACTB. B 3TOM npunoxennn
KPaTKO OMHCAH Psifi APYTUX UHCTPYMEHTANbHbBIX CPEACTB U IEPEUUCIEHb] JOTOJ-
HUTEJIbHbIE PCCYPChI VISt JAbHEHIIErO U3yYEHHsl aHATM3a NTAKEeTOB.

MHCTPYM&HTOﬂbeIe cpeacrsa gna aHanm3a nakertos

PaccMOTpHM psij APYrUX MHCTPYMEHTAIBHBIX CPEJICTB, KOTOPbIE MOTYT OKa3aTh-
€A MONE€3HbIMM IS aHAJIU3A TAKETOB.

CloudShark

Hncrpymentanbioe cpeactso  CloudShark, paspaGorannoe komnaHueit
QA Café, oTHoCHTCA, Ha MOM B3MIAJ, K YUC/IYy CAMBIX JIYYIIUX /U1 XPAHEHUs, UH-
JAECKCUPOBAaHHUS U COPTUPOBKH IECPEXBAYCHHBIX MMAKETOB. ITO KOMMEPYECKH J0-
CTyNMHOE BeG-NPHIOXKEHHUE, NPE/IHA3HAYEHHOE /Uil OPTaHU3AlMM XPaHWIHILA Me-
pexBayeHHbIX NakeToB. OHO MO3BOJAET NOMEYATh NepeXBayeHHbIE MAKEThI IS
OBICTPOro HaXOX/JAECHUA M CHAGXATb UX KOMMEHTAPHUAMH U JAXKe MPEROCTABAACT
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HEKOTOPbIE CPEJCTBA /I AHAIM3a MAKETOB, aHAIOI'MYHBIC TEM, UYTO UMEIOTCA B
Wireshark (puc. A.1).

start-lan.cap

Neighbor Golicitation for 3001:dddds RA1E;2881fecisally
ki 11778 D ination port: commplox-iisk

siRedcalib
eafeirl

g

Puc. A.1. Mpumep npocmotpa ¢asina nepexsara 8 CloudShark

Ecnn B Baweil opraHusanuu BejeTcs KpylHaa 6u6anoTeka o6pasiuoB nepexsa-
Ta MAKeTOB WM K€ Bbl, KaK M s, YacTo Tepsere ¢aitnbl nepexsara, CloudShark
MOMOXET BaM OPraHU30BaTh UX HaJie)KHOEe XpaHeHue. §I, Hanpumep, pasBepHy
CloudShark B cBoeii ceTM M BOCHONb3OBAICS 3TUM HHCTPYMEHTAIbHBIM CpCA-
CTBOM JUIsl XPAaHEHUsI M OPraHM3aLMU Bcex ¢aiiio nepexsara, ynoTpeGasBIIUXCS
B npuMepax u3 3toit kuuru. I[loapo6uee o CloudShark MoxHO y3HaTh no aapecy
https://www.cloudshark.org/.

WireEdit

YroGbl IPOTECTUPOBATh HMPHUMEHAEMYIO CHUCTEMY OGHAPY)XX€HHs BTOPXKEHHMH
Win pa3paGoTKy CETCBOTrO IPOrPpaMMHOIO oGecledyeHUs, BO3MOXHO, MPUAETCA
CO34aBaTh CHEUHAILHO OTGOPMATUPOBAHHDBIE MaKeTbl. B 4acTHOCTH, MOXHO BOC-
CO3JaTh CUEHAPUIi, B KOTOPOM HYXIble NakeTbl GyayT ¢GopMHUpOBaThCA B na6o-
PaTOPHBIX YCJIOBHUAX, XOTA A TOTO, 4TO6BI CelaTh 3TO, NOTPebyeTcss HEMAIO
BpeMeHn. Eme oann cnoco6 cocTouT B TOM, 4TOOBI HAITH aHAJIOTMYHbINA MTAKET U
11I0/UIPABUTB €I'0 BPYUHYIO MO/l CBOM NOTPeGHOCTH. JInst peleHust oJoOHbIX 3a1a4
pexoMenjiyeTcst rpaduieckoe HHCTpyMeHTaIbHOe cpeacTso WireEdit, nossoasio-
liice pelaKTHPOBATh 3HAUEHUS B OT/CJIbHBIX 101X nakeTa. Ero yno6HblIii nosb3o-
BaTeJbCKMI1 MHTEp@eiic OUeHb 110X0X Ha aHAIOrH4HbIN uHTepdeiic B Wireshark.
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Bonee Toro, WireEdit nospossieT nepecynTHIBATH KOHTPOJIbHBIE CYMMBbI MTAKETOB,
4TO6bI OHM HE OKA3aJMCh HEJOCTOBEPHBIMU Npu oTKpbITUM B Wireshark. [Toapo6-
Hee o WireEdit MoxHO y3HaTb o agpecy https://wireedit.com/.

Cain & Abel

Kak o6cyxaanoch B mase 2, Cain & Abel oTHOCMTCA K YMCIIy CaMbIX JYYHIMX
MHCTpyMeHTaIbHbIX cpeacts Windows juia 3apaxenus ARP-kema. ITo cymecTsy,
Cain & Abel npeacrapnseT co6o¥ BecbMa HAJEKHbIH HAO0OP MHCTPYMEHTAIbHBIX
CPEACTB, KOTOPbIM Bbl, BEPOSITHEE BCETO, HalieTe U Apyroe npumeHeHue. MHcTpy-
MeHTanbHOoe cpeacTBo Cain & Abel moctynmHo mo aapecy http://www.oxid.it/
cain.html.

Scapy

Scapy — aTo ouenb 3¢dekTuBHasA 6uGIMOTEKA Ha A3bIke Python, ¢ nmomousio
KOTOPOM MOXHO CO3/[aBaTh MaKeTbl U MAaHUINYJIMPOBATb UMH IO CLEHAPUSAM, BbI-
NOJIHAEMBIM U3 KOMAHIHOU CTpPOKHU B cBoei cpeze. IIpoue roBops, 6ubinorexa
Scapy okasbiBaeTcs Hau6osee 3pdeKTUBHOM M yTOOHOI M1 06PaGOTKH MMAKeTOB.
[Moapo6uee y3HaThb 0 Scapy, 3arpy3auTh ¥ IPOCMOTPETDb IIPUMEPBI ClieHapHueB Scapy
MOJKHO O ajpecy http://www.secdev.org/projects/scapy/.

TraceWrangler

®aiinbl NepexsaTa NaKeTOB COAEPXAT HeMalo CBeleHui o cetn. Ecau Tpeby-
€TCsl NOAENUThCS (aiIoM nepexpaTa MAKeTOB U3 CBOEH CETH ¢ NpOoBaiiiepoM Win
KOJLIETOM, TO BPSi I CTOMT COOOWIATh UM BCE CBEJEHMs O cBoei cetu. U axech
Ha MOMOIIb NMPUAET UHCTPYMEHTalIbHOE cpeiacTBo TraceWrangler, nossoasiomee
MPOM3BOJIUT “CAHOYMCTKY” NEPEXBAYEHHBIX ITAKETOB, YTOOBI CJE€JAaTh AHOHUM-
HBIMM Pa3/IMYHbIE THUIbl MPUCYTCTBYIOIIMX B HUX aapecoB. TraceWrangler o6ua-
AA€T PAAOM JIPYrHX BO3MOXHOCTEH, B TOM YMCJE€ PeJaKTHPOBAaTb U OGBLEAUHATH
(haitnbl nepexsaTa, HO A1 NOJb3YIOCh STUM MHCTPYMEHTAIbHBIM CPEACTBOM TOJILKO
ana “caHouMcTku”. 3arpysuth TraceWrangler moxHo no ajapecy https://www.
tracewrangler.com/.

Tepreplay

IMocne c6opa nakeros B (aiine nepexsaTa 4YacTo TPEGYETCA BHINOJHUTD UX IMO-
BTOPHYIO Nepeaady, YTo6bl HOCMOTPETD, KaK Ha HUX OyIyT pearupoBaTh CeTeBbie
ycrpoiictsa. [lns a3Toro ucnonbsyercs yruanta Tepreplay. Camy nporpaMmy MOXHO
3arpysuTb 1o agpecy http://tcpreplay.synfin.net/.
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NetworkMiner

NetworkMiner — 3To HHCTPYMEHTAILHOE CPEACTBO, MPHMeHAeMOe st cyaes-
HO#1 3KCIepTU3bl CeTel, HO s HallleJl €ro MoJe3HbIM BO MHOTHX JPYTHX CJIy4asX.
H xors NetworkMiner MOXXHO MCNOJIb30BATh A5 MIEPEXBATa MMAKETOB, HCTUHHBIN
IOTEHUMAJI 3TOTO0 HWHCTPYMEHTAJIBHOTO CPEACTBA COCTOMT B CMOCOGHOCTH BbI-
MOJIHATb CMHTAKCHYECKUH aHAIN3 NakeToB U3 (¢aiiioB nepexsara. B atom cayuae
NetworkMiner BbiGupaet ¢aiin nepexsara ¢popmara PCAP u pasbupaer ero co-
AEPXKHUMOE 110 TUIIAM ONEPALMOHHBIX CUCTEM, OOHAPY)KHBAEMbIX B CEAHCAX CBA3U
Mexly XxoctaMu. NetworkMiner nossossier saxe M3BI€KaTh MepPeJAHHbIE daiinb
HENnocpeJCTBEHHO U3 NepexBaueHHOro Tpaduka (puc. A.2). Bce 3T BO3MOXHOCTH
MOCTYNHBI B CBOGOJHO pacnpocTpaHseMoii epcuu NetworkMiner. A B kommepue-
CKH JIOCTYITHOH BEPCHH MPELOCTABAAETCA PAJ APYTUX MOJIE3HBIX BO3MOXHOCTEH, B
TOM UYHCJIE MOJyYeHHE OTNEYAaTKOB ONEPAIHOHHBIX CHCTEM, CPAaBHEHHE MOJTy4€H-
HBIX PE3YJILTATOB C “6eJbIM” CIIMCKOM M MOBbIIIEHHE CKOPOCTU 06paboTKH mepe-
XBayeHHbIX nMakeToB. CBOGOAHO 3arpyxaemas Bepcus NetworkMiner noctynna no
aspecy http://www.netresec.com/?page=NetworkMiner.

@ NetworkMiner 2.0 - s X

File Tools Help

— Select & network adapter in the list — wl Dl is il Stop
. e P Case Panel
Keywords Anomalies
Hosts (129) Files (131} images (33} Messages Credentials (2) Sessions (113) DNS (271) Parameters (1195) Filename
- - | snotlog.... X301c2
Fiter keyword «| [] Case sensitive | ExactPlvase | | Clear | | Apply ’
D. port Protocol Filename Extension Size Details i

ru-data net cer cer 12038 TLS Certificate:
11178 T i

e NaNs

@

HitpGet Normal

HitpGetNormal static2 meetupsta

static 1 mestupsta

0 O MM mmMEa®@E(DEI@D:IMmMMD

}  static1 meetupsta

chapterbas: ] static 1 meetupsta

Meetup.Base jquery min js javascnpt 4143558 static2 meetupsta

jpeg ipeg 26118 photo
12 jpeg PNG PNG 2571B

> Reload Case Fes

Live Sniffing Buffer Usage:

Puc. A.2. Mpumerenne NetworkMiner ans cMHTakcnyeckoro aHanMsa coaepXMMoro
¢aiinos nepexsara nakeTos
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CapTipper

Hapeloch, 4To, MpoYnTaB 3Ty KHUTY, BBl HAYYUTECh AHATU3UPOBATh JaHHbIE U3
nepexBayeHHbIX MAaKEeTOB MO Pa3HbIMM YIIAaMH 3PEHUs, YTOObI HAMTHU OTBETHI Ha
HACyLIHbIE BOMPOCHI IMAarHOCTUKM ceTeir. MucTpyMenTansHoe cpeactso CapTipper
CHeNHaTbHO NMPeAHA3HAYEHO LI CIENHAIMCTOB N0 6e30MacHOCTH CeTei, 3aHUMa-
IOMIMXCS aHATM30M ceTeBoro Tpaguka no nporokoay HI'TP (puc. A.3). CapTipper
NpeOCTaBasgeT 6OraTo OCHAIEHHYIO CPEAY KOMAHAHOH 06O0JI0UKH, KOTOpas JaeT
[0JIb30BATE/IO BO3MOXXHOCTb MCCICAOBATb OTAEbHBIE JUANOTH B MHTEPAKTUBHOM
pexXuMe B MOUCKAX Nepeaapecanuu, paioBbix 0GHEKTOB U 3TOBPEIHOTO COAEP-
aumoro. B CapTipper npeaocTaBasiorcs Takxke y1o6Hble CpEACTBA /ISl B3aMMoel-
CTBUSA C PaCKPbIBAEMBIMU JAHHBIMU, BKJIIOYAsA BO3MOXHOCTD M3BJIEKATh JAHHbIE U3
apXMBOB THUIA EZip U NepeJaBaTh Xell-CyMMbI (aiiioB B cayx6y VirusTotal. 3arpy-
sutb CapTipper moxHo no agpecy https://www.github.com/omriher/CapTipper/.

L g 1. Python
defender:CapTipper-master csanders$ sudo ./CapTipper.py ek_to_cryptowalld.pcapng
CapTipper v@.3 bl13 - Malicious HTTP traffic explorer tool

Copyright 2015 Omri Herscovici <omriher@gmail.com>

[A] Analyzing PCAP: ek_to_cryptowall4.pcapng

[+] Traffic Activity Time: Mon, 01/04/16 16:25:54

[+] Conversations Found:

-3 text/html (gquite-someone-visitor-non I8

bXJkeHF1YXhmaA) [84.1 KB] ~(Magic: SWF)
v -> text/html (earnest-fantastic-thorough-weave

text/html (VOEHSQ.php) [0.0 B]
text/html (76N1Lm.php) [14.0 B] (Magic: TEXT)
> text/ntml (VOEHSQ.php) [0.0 B]
html (76N1Lm.php) [120,8 KB] (Magic: TEXT)
-> text/html (VOEHSQ.php) [0.0 B]
«> text/html (76NlLm.php) [6.@ B] (Magic: TEXT)

Puc. A.3. Ananua pocraskm spegoHocHoro cogepxumoro no npotokony HTTP 8 CapTipper

ngrep

Eciu BbI1 3HakoMbI ¢ Linux, To, HECOMHEHHO, O/Ib30BAIHCH YTWINTON grep /s
MOHMCKA JJaHHBIX. AHAJIOTMYHBIM OOPAa30M YTUJINTA NGrep NMO3BOJIAET HAXOAUTD KOH-
KpeTHble TaHHbIC B NePEXBaY€HHbBIX MakeTaX. Sl OGBIYHO MOJIB3YIOCh NGrep B TEX
cydasnx, Koraa (puabTphbl nepexsaTa U OTOOPaXeHUsl OKa3bIBAIOTCS HEMPUTOJHbI-
MU WM CAUIIKOM CJIOKHBIMU JUIs1 BBIABJICHUS HY)XKHBIX JaHHBIX. [Togpo6Hee 06 yTu-
JIMTE Ngrep MOXHO y3HATh IO aapecy http://ngrep.sourceforge.net/.

libpcap

Ecnn BbI cO6upaeTech NpOBOJAUTb PACUIMPEHHBIH CHHTAKCHYECKHIT aHAIU3 Na-
KETOB WJIM Pa3pabaTbiBaTh MPUIOKEHUS JJIsi OOPabOTKH MaKeTOB, HEMPEMEHHO
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o3HaKkombTech ¢ 6ubanorexoi libpcap. Ipome rosops, libpcap — sT0 nepenocu-
mas 6u6amoreka C/C++ n1a nepexsara ceteBoro Tpaduka. Wireshark, tcpdump u
GOJIBLIMHCTBO APYrUX MPUJIOXKEHUH U1 aHAIM3a MAKETOB B KAKON-TO CTENEHM MC-
noab3ylot 6uéanotexy libpcap. ITogpo6uee o 6ubanoTeke libpcap MoxHO y3HaTh
1o agpecy http://www. tcpdump.org/.

Npcap

Npcap — 3To 6u61n0oTEKa M3 NIpoeKTa noj Ha3sanuem Nmap Project, ocHoBaH-
Has Ha 6ubanoreke WinPcap/libpcap u npeanasHaueHHas 15 aHaIM3a NIAKETOB B
Windows. Kak coo6maercs, Npcap cayuT a1t NOBbILIEHUS TPOU3BOAUTENBHOCTH
NpM NepexBaTe NMaKeTOB W MPeJOCTABAAET AOTOJHUTEIbHbIE BO3MOXHOCTH /A
o6ecneyeHus: 6e30MacHOCTH, NO3BOJIAIOIIME OTPAHUYUTD EPEXBAT NAKETOB MOJb-
3o0BareJsi, 06aJaIOIMMH NPAaBaMU CETEBBIX aAMMHUCTPATOPOB U BBLIFTOJAHO MOJb-
30BaThCS YIPABJICHUEM YUETHBIMH 3anMcAMH nonb3osareneit B Windows. Npcap
MOXHO YCTAaHOBHUTb B KauecTse albTepHaTuBbl WinPCap u npumMensars Bmecte ¢
Wireshark. ITogpo6xee y3naTh 0 Npcap MoxHO no aapecy https://www.github.
com/nmap/npcap/.

hping

HHcTpyMeHTanbHOE CpeACcTBO hping OTHOCHUTCSA K YMCJTy CaMbIX YHHBEPCAbHbIX
B apCeHaJIe TeX, KTO 3aHMMAETC s aHAIM30M NMakeToB. OHO CIYXHUT 111 06paboTKH,
MpaBK{ M Mepelayy MAKEeTOB B PEXXUME KOMaHAHON cTpoku. MHcTpyMenTanbHOEe
cpeacTso hping nmoaaepxuBaeT paslnyHble CETEBbIE MPOTOKOJIbI, OYE€Hb MPOCTO
M MHTYUTHUBHO B ynoTpe6aeHun. 3arpy3utb hping MoxxHo no aapecy http://www.
hping.org/.

Python

Python — 3TO0 He MHCTpPyMEHTaIbHOE CPEACTBO, a MHTEPNPETUPYEMbIH A3bIK
NPOrpaMMHPOBAHMS, 3aCaYKMBAIOLIMIH 3/iech oco6oro ynomunanus. Ilo mepe co-
BEPIIEHCTBOBAHUSA B AaHAIM3€ MAKETOB Bbl HEMPEMEHHO CTOJIKHETECH C TAKUMM CJ1y-
JasiMM, KOT/A /Ul YIOBJIETBOPEHUS BalIMX MOTPEGHOCTEMH Y BAC HE OKAXETCA MOA-
XO/SIIMX ABTOMAaTU3NPOBAHHBIX CPEACTB. B NOAOGHbIX Cilydyasdx MPUXOAUT Ha 110-
molb A3bIk Python, nospoasiommii co3aBaTh HHCTPYMEHTAIbHbIE CPEACTBA, C110-
COGHbIE BBINOJHATD HEMIO UHTEPECHBIX JieHcTBHit Haa naketamu. Kpome Toro,
JUIs B3aMMOJAEMCTBUA ¢ 6ubGamoTekoi Scapy TpebyeTcst XOT 6b1 HEMHOTO 3HaThb
a3bik Python. U 3xeckb BaM, kak Heb3sA KCTATH, IPUAETCA KHUTA Aemomamusayua py-
munnbLx 3aday ¢ nomowsio Python: npaxmuuecxoe pyxkosodcmeo 0is navunarowux, nepe-
BOJ KOTOPOW Ha PYCCKHH A3bIK Bbllle B M3faTenbcTBe “/luanektuka” B 2016 roxy

(ISBN 978-5-6040724-2-4).
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Pecypcbl no aHanuay nakertos

ITo ananu3y nakeToB HMMEETCS HEMAIO PECYPCOB: OT HAYalbHOW CTPaHHUIbI
Be6-caiiTa, nocaumeHHoro Wireshark, xo pasiuunbix yue6HbIX KypcoB, pOpyMOB U
6710roB. Huxe nepeunciieHpl IMIIb HEKOTOPbIE U3 HUX.

HauansHas crpanuua seb-caitra, noceawennoro Wireshark

CaMbIM IIaBHBIM U NepBoOYepeaHbIM pecypcoM no Wireshark siBnsercs navyann-
Hasl CTpaHULA BeG-caiiTa 3TOro NPWIOKEHHUS, JOCTYIIHAsA NO aapecy http://www.
wireshark.org/. Ha aToii cTpanuue coaepxarca CCbUIKM Ha JOKYMEHTALMIO IIO
Wireshark, ouenn nosessple BUKM-CTpaHULbI ¢ o6pa3uamu (aiiioB nepexsara 1
CBEJCHHs O MOANMCKE Ha CMMUCOK paccbulky o Wireshark. YTo6b1 3aaTh BONIPOCHI
no npumeHeHuio Wireshark niam otaesbHbBIM BO3MOXHOCTSIM 3TOrO NPHIOKEHUS,
JIOCTATOYHO NepedTu Ha opyM mo aapecy https://ask.wireshark.org/, rae ax-
TUBHO JeHCTBYeT coobuecTBo noabs3osareneii Wireshark, rorosoe okasarb Besiue-
CKYIO TOMOLIb KOJUIETaM.

OHnanHoBbIE NPAKTUYECKME KYPCbl MO QHANU3Y NAKETOB

Ecin BaM MOHPaBUTCA 3Ta KHUTA, Bbl MOXETE TAKXKe MPOUTH JONOJHUTENbHBIE
OHJIAHHOBBIE KYpPChl MO NPAKTUYECKOMY AHAIM3y MAKETOB. ITH KYpChl COCTOAT
U3 y4eGHBIX BHIE€OMATEPHUAJIOB IS NPOPabOTKH MPUMEPOB NepexBaTa MaKeToB,
YHOMSHYTBIE€ HE TOJIBKO B 3TOM KHUIH, HO U B pAjie APYTUX UCTOYHMKOB. Ha atux
Kypcax IPOBOJAATCS TAaKXe JJabopaTOPHbIE 3aHATHS MO NEePEXBaTy MAKETOB, /i€ Bbl
MOX€eTe NMPOBEPUTH CBOU HABBIKM, a TAKXKe BEJETCH JMCKYCCMOHHBIN ¢opym, rae
MOXCHO TMOYYHUTBCSl Y APYTMX YYAIMXCS B XOJie OOydYeHHs. Y3HaTh NoApoOHee 00 yc-
JIOBUSAX OOy4€eHHUsT MOXHO MO ajpecy http://www.chrissanders.org/training/, a
NOANMCATLCSA HA CIIMCOK PACChUIKM VISl U3BEMIEHUS O BO3MOXHOCTAX OOydeHus —
1o agpecy http://www.chrissanders.org/list/.

Yrny6neHHbie Kypcbl B uHctuTyTe SANS

no o6HapyXEeHUIO BTOpXEHUIH

Yriay6aennbie kypcbl SANS SEC503 no o6HapyXeHHIO BTOPXKEHMI OCBAIIEHbI
BONPOCcaM 6€30IIaCHOCTH, PELIAEMbIM NP aHAIM3€ MaKeToB. Jlaxe ecu Bbl He 3a-
HUMaeTeCh HENOCPEACTBEHHO BONPOCAMH CETEBOM 6€30MACHOCTH, B TEYEHHUE NEP-
BbIX J[BYX JIHEH Ha 3TUX KypCaX Bbl CMOXETE MOJYYUTb ACHOE U MOJHOE MPEACTAB-
JieHre 06 aHaIM3€ NMAaKEeTOB U YTUIMTe tcpdump. TH KypChl TPOBOAATCH HECKONbKO
pa3 B roj no scemy mupy. [logpo6uee y3nathb o kypcax SEC503 u camom MHCTUTyTE
SANS moxHO 1o ajpecy http://www.sans.org/.
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Bnor Kpuca Canpepca

BpeMst oT BpeMeHHU A MUy CTaThbU 110 AHAIU3Y IIAKETOB U IMyGJIHMKYIO UX B CBOEM
6s0re mo agpecy http://www.chrissanders.org/. Moi 60T CIyXHUT Takxe Hop-
TAJIOM JUIl CCbUIOK Ha APyrHe HamMCAaHHbIE MHOM CTaTbU M KHUTH, A TAKXE€ MOIO
KOHTAKTHYIO MHPopManmIo. 3eCh MOXKHO HAlTH U CChUIKH Ha MPUMEPbI NepexBa-
Ta IAKETOB, BKJIIOYECHHBIC B 3Ty KHUTY, @ TAKXKE PAJ APYTHX IPUMEPOB.

Be6-caitt bpeaa [lyHkaHa, NOCBSALWEHHBbIA QHANU3Y
BpeaoHOCHOro Tpaguka

Moum n3moGNIeHHbIM PECYPCOM MO NEepPeXBaTy NMAaKeTOB, CBA3AHHBIX C Hapylle-
HUEM ceTeBOii 6e3onacHoCTH, aBiaseTcsa Beb-caiit MTA (Malware Traffic Analysis —
aHaIM3 BpefoHOoCHOTO Tpaduka) bpena Jlynkana. Ha ceoem caiite Bpen my6amkyer
HECKOJIbKO pa3 B HeJleO IIPUMEPBI NepexXBaTa MaKeToB, COAEePXKalIHe HEMOYKH 3a-
PaXeHHUs BPEXOHOCHBIM KOXOM. 3TU NPUMEPHI JOMOJHAIOTCA COOTBETCTBYIOIUM
JIBOMYHBIM NPEJCTaBJEHHEM BPEJIOHOCHOTO KOJa U ONMHCAaHUEM TOTO, YTO MPOUC-
XOJUT NPH 3apaxxeHMu uM. Eciu Bbl cTpeMuTech NPUOGPECTH ONBIT U HABBIKU B
BBISIBJIEHUH (PAKTOB 3apa)X€HUS BPEOHOCHBIM KOJOM, a TAK)X€ U3YyYUTh COBPEMEH-
HbI€ METOAMKH IIPUMEHEHMS BPEJIOHOCHOTO KOJIa, HAYHHUTE C 3arpy3KH 3TUX NpU-
MepOB NepexBaTa MaKETOB U NoNbITalTeCh pa3o6paThca B HUX. [loceTuTts BeG-caliT
MTA moxxHO no agpecy http://www.malware-traffic-analysis.net/ nam xe cie-
AUTD 32 coobLeHNAMH Bpela o mocieiHNX OGHOBIEHUAX NPUMEPOB NepexXBaTa na-
keToB B Twitter no agpecy @malware traffic.

Be6-cant IANA

AnMuHucTpanms ajapecHoro mnpoctpaHcTBa HMutepnera (IANA — Internet
Assigned Numbers Authority), nocTynnas no agpecy http://www.iana.org/, ocy-
IECTB/IAET HaA30p Hajx pacnpeaeneHueM IP-agpecos u npucsanBaHueM HOMEPOB
nopros B Cepepnoit Amepuke. Ha Be6-caiite 3T0i OpranM3aluu npeaoCcTaBaseT-
€Al PR LEHHBIX CIIPABOYHBIX CHCTEM, MO3BOJNAIOMIMX HAXOJUTbh HOMEpa IOPTOB,
NpPOCMATPUBATh CBEAEHUS O JOMEHHBIX MMEHAX BEPXHETO YPOBHSA U NEPEXOAUTD

MO CCBUIKAaM Ha CONYTCTByIOIHE BeG-CaliThl [UIA MOMCKA U MPOCMOTPA AOKYMEH-
ToB RFC.

UnnioctpuposanHas cepus no npotokonam TCP/IP

Puuappa Y. Ctusenca

HMimoctpuposannas cepusi TCP/IP lllustrated Puaapaa Y. Crusenca (W. Richard
Stevens), Bpimeamas B usgatenbcTBe Addison-Wesley B 1994-1996 rr., cuwra-
€TCsA HACTOJbHOI KHUTOH mo creky npotokosnos TCP/IP mHoruMm u3 tex, KTo
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MNOCTOSIHHO 3aHUMAEeTCs AUATHOCTHKOM ceTeil Ha ypoBHe nmakeToB. Bropoe uananune
NepBOro TOMa U3 3TOM cepuH, HanncaHHoe CTUBEHCOM B COABTOPCTBE C JOKTOPOM
Kusenom (Dr. Keven) u P. ®omiom (R. Fall), yBuaeno cer B 2012 rony.

PykosoacTso no creky nporokonos TCP/IP

Kuura The TCP/IP Guide Yapab3a Kossepoka (Charles Kozierok, nusaareancrso
No Starch Press, 2005 r.) ciryuT ele OAHMM CIPAaBOYHBIM NOCOGHEM U NMOJIE3HBIM
MCTOYHHMKOM MH(popManum no creky nporokosos TCP/IP. B atom pykosoacTse
o6bemoM Goiiee 1600 cTpaHHL OY€Hb NOAPOGHO U C MHOTOYMCJIEHHBIMH HAIVISI/IHbI-
MM WLUTIOCTPALUSMH ONHCAHbl 0CO6€HHOCTH pa6oThl npoTokoos TCP /IP.
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UHTEPTPETALINA NMAKETOB

B 3ToM nmpuiokeHUM paccMaTPUBAIOTCS CHOCOOBI Mpea-
CTaBJIEHUA MAKETOB. B HEM OMMCHIBAIOTCA MOJHOCTBHIO MH-

HHSM U3 ITAKETOB C IOMOIIBIO CXEM IIaKETOB.

Hmeercs HeMalo NporpaMMHbBIX CPeJCTB IS aBTOMATUYECKOH HMHTEpnpe-
TalMH JaHHBIX U3 MAKETOB, YTO AAE€T BO3MOXHOCTb IIPOBOJUTL AHAIU3 MAKETOB,
Aaxe He 3Hasi MaTepHUaIa 3Toro npunoxenus. Ho ecaiu yneamTs BpemMa U3ydeHuio
AaHHDIX U3 NAKETOB U UX CTPYKTYPbI, TO MOXHO JIy4llle MOHATh, KAKMM OOPa3oM mna-
KeTbl ABTOMATUYECKH aHATUIUPYIOTCA B TAKUX HHCTPYMEHTANbHBIX CPEACTBAX, KAK
Wireshark. Yem mMenble ypoBeHb aGCTpakIMK MeXy BaMU U JaHHBIMH, KOTOpPbIE
Bbl aHAIM3UPYETE, TEM JIyydlle.

Npeacrasnenue nakeros

IMTakeTs! MOryT ObITh NpeacTaBjeHbl CAMbBIMHU PAa3HbIMH cnoco6aMu A UX IO~
CJICZ(Y!OHICﬁ HHTEpHpEeTAalHU. HNcxoaHbie JaHHbIE U3 MTAKETa MOryT OBbITH IpeaAcTaB-
JICHbI B IBOUYHOM BHJE, T.€. B BUJI€ ONPEACIECHHOIO COY€TaHUA €ANHUL U Hy.lleﬁ
IO OCHOBAHHIO 2, AHAJIOTUYHO NTPUBEACHHOMY HHKE.
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01100000010100110101110000001010110000010000000000
01000000000000001000110000010
11010101101110000000000000000000000000000000000000
0000010000001000000000001011
01101000000000000010000001100000000000000000000000
10000000100000000010000000010

JlBonuHbIe YMC/Ia NPEACTABIAIOT HU(PPOBYI0O HHPOPMANMIO HA CAMOM HU3KOM
13 BO3MOXHBIX YPOBHeH, Iie 1 0603HaYaeT HAIMYUE 3I€KTPHYECKOTo CUrHaa, a
0 — ero orcyrcTBue. Kaxaas nudpa o603HayaeT OTAE/IbHBIN OUT, a BOCEMb OUT —
oTAeabHbI GailT. Ho ABOMYHbIE faHHBIE KpaiiHE HEYAOOHBI /ISl YTEHUSA U UHTEp-
NpeTanuu, ¥ NO3TOMY OHM OGBIYHO MPEOOPa3yloTCs B LIECTHAALATEPUYHBIE, T.€. B
onpejeeHHoe codeTaHue 6yks U nugp no ocHosanuio 16. IpuseaeHHbIi Bbile
NaKeT B IIECTHAAIIATEPUYHOM BHJE BHINIAAMUT CJIEAYIONUM 06pa3om:

4500 0034 40f2 4000 8006 535c aclO 1080
4a7d 5f£68 0646 0050 7c23 5ab7 0000 0000
8002 2000 0b30 0000 0204 05b4 0103 0302
0101 0402

B wecmnadyamepuunoi cucreme CYMUCIEHUA JIA MPEACTABJICHHUA OTAEIbHBIX
3HAYEHUI MPUMEHSIOTCA YUCIa OT 0 10 9 1 GykBbI OT A 10 F. TO OJIMH M3 CaMbIX
PacHpOCTPaHEHHBIX CIIOCOOOB NMPEACTaBNIEHUS AKETOB, MOCKOJIbKY OH KPaTOK U
Jierko npeobpasyeTcs B GoJiee 3J€MEHTapHYyI0 ABOUYHYI0 ¢opmy. B mectHaauare-
PHUYHOM BUJE OTAENbHBIH 6alT, COCTOAMMI U3 BOCBbMU OUT, NPEACTABIEH AByMs
cumBosamu. Kaxxapiii cumBoa B Gaiite o603HavaeT noaybaiim (T.e. 4yeTbipe 6uTa),
npHyYeM 3HAYEHHUE CJIeBa NPEACTaBIACT cmapuuii noybatim, a 3HAYEHHE CpaBa —
maaduuii nosybasim. B paccmaTpuBaeMoM 3€Ch IPUMEpPE NMAKETa 3TO O3HAYAET, YTO
NepBeli GalT NMpeACTaBICH WECTHAALATEPUYHBIM YUCIOM 45, rae ctapmuii nomy-
6aiiT 0603HaveH nupoii 4, a MaagmMii — nudpoti 5.

IMTonoxenune 6aiiTOB B MakeTe 0OO3HAUAETCA B BUAE CMEICHUA OTHOCUTENBHO
€ro Havaia, Win HyJeBoro cMemeHus. CieloBaTe/IbHO, epBblii 6aiiT B nakere (45)
HaxoAuTCA Ha nmo3uuuu 0x00, BTopoii GaiT (00) — Ha mo3uuuu 0x01, TpeTHii GaiiT
(00) — Ha mo3uuuu 0x02 u T.1., rAe 0x 0603HaYaeT UCMOJIb3yeMOE LIeCTHAALIATE-
pu4HOe npeacrasieHre. YTo6pl 0603HAYUTH MOJIOKEHUE, OXBaThIBalolee 6OIb-
e ofHOro 6aiTa, Mocje ABOETOYUS YKa3bIBAE€TCA KOJUYECTBO AOIOJTHUTENBHBIX
6aMTOB B YMCJIOBOM BH/JE. HanpuMep, MIOJIOKEHME TEPBBIX YETBIPEX GaitTos (4500
0034) u3 paccMaTpUBaEMOrO 3J€eCh MpUMeEpa IaKeTa ob6o3HavaeTcss Kak 0x00:4.
IMpuBeseHHOE 3s€CHh NOACHEHHE MOHAAO0UTCA Jajiee B pasjeie “MuTepnperauus
HEHU3BECTHOTO MakKeTa”, Ii€ OMUCHIBAETCA NOPAAOK MHTEPIPETALMN HEU3BECTHBIX
IIPOTOKOJIOB I10 CXEMaM IaKETOB.
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Kozda a0du nvimaiomea anarusuposams gpasmenms. naxemos, mo nepeo-

K0 cosepuLarom owubKy, 3abv.eas Havurams omcuem ¢ wyas. Ilpuevicrnyms x

IMmomy OetcmeumessHo HeAezko, NOCKOABKY BOLLUUHCMEO A100etl NPUyUeH bl

Hauunams omcuem ¢ edurnuyst. H xoma a yiue 0a81o 3aHuMarcy pasbopom

naxemos, mem ne menee, cosepuraro nodobuyr ouubry do cux nop. H camwii

AYUUUTL CO8EM, KOMOPBLL A MOZ OBt 0aMb 8 IMOM OMHOUEHUU, — CHUMAMS HA

naavyax. Ha nepeviii 632140 maxoii cogem Kajcemca aaynsim, Ho Ha CAMOM

dene CmulOUMBCA CHUMAMD KA NAABYAX HE CMOUM, OCOBEHHO eCAU IMO NOMO-

2aem Haumu NPasusLLHbLL omeem.

Ha 60Jiee BbICOKOM YpOBHE MHCTPYMEHTa/IbHOE cpeacTBo Bpoje Wireshark mo-
XKET MPEACTaBUTh MAKET B MOJHOCTHIO MHTEPNPETHPOBAHHOM BHUJAE, HCHOJIb3Ys
paccMaTpUBaeMbIH Jajlee MHTEPIPETATOP NPOTOKoNoB. Tak, paccMOTpeHHbI pa-
HEE NaKeT MOXKET GbITh NpeAcTabiaeH B Wireshark noiHocTeio MHTEpHpeTHpPOBaH-
HBIM, KaK [TOKa3aHo Ha puc. b.1.

25.95.104)

ation (NOP), window scale, No. v (NOP), No-Operation (NOP), SACK permitted

Puc. b.1. MNaker, nonHoctbio uutepnpetuposarHsii 8 Wireshark

Ceenenusa o makerte oTtobpakaiorcs B Wireshark ¢ momompio onucareabHbIX
MeToK. [lakeTnl He cofep)aT MOZOGHBIE METKH, HO UX JIaHHbIE NIPeo6Pa3yloTca B
KOHKPETHBIH popmar, ykasaHHbIN B CTaHAApTe Ha ceTeBoi npoTokoi. [Tonxas un-
TepHpeTalnus M1aKeTa O3HAaYacT YTEHHE JaHHBIX M0 CTAHZAPTY HA MPOTOKOJI U MX
pasjiesieHre Ha pa3MevaeMblid ONMUCATENbHBIMU METKaMH, yIOOGOUHUTAEMBII TEKCT.

Wireshark i aHajiornuHble HHCTPyMEHTaIbHbIE CPEACTBA CMIOCOGHBI TOTHOCTBIO
HWHTEPIPETUPOBATL JAHHBIE U3 MAKETOB, IIOCKOJbKY B HUX BCTPOEHBI MHTEpIIpe-
TaTOpbl MPOTOKOJIOB, ONPEAEATIOMME MON0XKEHHE, JUIMHY U 3HAYEHUS B OTAC/Ib
HBIX [OJIAX 3arOJIOBKOB CETEBbIX NPOTOKOJOB. Hanpumep, naker, npuseaeHHbINH
Ha puc. b.1, MoxeT 6bITh pa3jgeseH Ha YeTbIpe YacTH cornacHo nportokoay TCP,
re OT/e/JbHbIC IO U UX 3HAaUYeHHS 0003HAUEHb] OMMUCATEIbHBIMU MeTKaMH. Tak,
MeTKOI Source Port oTMeYeHO MnoJie, TAe HAXOAUTCA AeCATUYHOe 3HaYeHue 1606,
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o6o3Haualouee NOpT oTnpasuTes. brarogapsa sToMy ynpomaeTcs nouck HHgop-
MallMH, KOTopas TpedyeTcs /Uil NpoBeAeHus aHanu3a. M Bcakuii pas, koraa noss-
JISIETCsl TaKast BO3MOXHOCTb, OHA HCIIOJIb3yeTCsA KaK caMblit 3peKTUBHBIH crlocob
AOCTHXKEHMS 11€/IM, MOCTaBIEHHOM MPH aHAIM3€ NMAaKeTOB.

U xots B coctaB Wireshark BXoaaT 6yKBaIbHO ThICAYU MHTEPIPETATOPOB MPO-
TOKOJIOB, B XOJIE AH@IN3a MEPEXBAUYEHHBIX MAaKETOB MOIYT BCTPETUTLCS TaKUe
IPOTOKOJIbI, HHTEPIpPEeTHpoBaTh KoTtopble B Wireshark neBosmoxHo, mockosn-
Ky OHU Heu3BecTHbI. Takoe HepeaKko clydyaeTcs ¢ NPOTOKOJIAMH, MCIOJIb3yEMBIMU
OTAEJIbHBIMU IPOU3BOUTENAMU OOOPYAOBaHUS, KOTOPbIE HE HAXOAAT WHPOKOTO
NPUMEHEHMS, A TAKXKE CO CNIEUATbHBIMH MPOTOKO/IAMHU, UCNOJIb3yeMbl€ BO BPELO-
HOCHOM NPOrpaMMHOM obecnedyeHHH. B nofo6HbIX CTydasx MnakeTbl OKa3bIBaIOTCS
MHTEPNPETUPOBAHHBIMU YaCTUYHO. IMEHHO MO3TOMY B HMIXKHEH 4YacTH 3KpaHa
Wireshark ucxoaHble JaHHbIE M3 TaKeTa MO YMOTYAHHUIO OTOOPAXAIOTCA B IECTHA/I-
narepudHom suje (cM. puc. b.1).

Yame Bcero nporpammbl, paboTaiomme B peKMMe KOMaHAHON CTPOKH (Hanpu-
Mep, yriwiuTa tcpdump), He 06Jaal0T CTOMb GONBIWIKUM Pa3HOOOPa3MeEM UHTEpPIIPE-
TaTOPOB MPOTOKOJIOB M NMO3TOMY B HUX MCXOJIHbIE JJaHHbIE U3 MTAKETOB OTOOpaxa-
IOTCA B WIECTHAALATEPHUYHOM BHE. ITO OCOOEHHO CNPaBELIHBO 1A 6oJlee CIOXK-
HbBIX IIPOTOKOJIOB YPOBHS NMPHJIOXEHUI, KOTOPbIE TPYAHEE MOJIAIOTCA CHHTAKCHU-
yeckoMy aHaindy. CiieoBaTe/IbHO, YaCTHYHO MHTEPNPETUPOBAHHbBIE MAKEThl CUH-
TAIOTCSA HOPMOM, KOrJa NMPHUMEHSIOTCA MOJAOOHbIE MHCTPYMEHTAIbHbIE CPEACTBA.
XapakrepHblii IpUMep NPUMEHEHHUS YTHIMTDI tcpdump /IS MHTEPIPETAUMM AaH-
HBIX M3 NaKeTa NpuBe/ieH Ha puc. b.2.

bash

©4:45:53,927963 IP 192.168.110.131.2074 > 192.168.110.138.502: Flags [P.], seq 1184341702:1184341714, ack 37762
64910, win 64710, length 12

Ox0000: 4500 0034 8bfd 4000 8006 1868 cla8 6e83
9x00108: ¢afl 6e8a 881a 81f6 41d2 eac6 ell5 3ace
exee2e: 5018 fcc6 2032 e0ee 2edl eeeo 2086 ele3
oxee3e: @eee1 eeel

Puc. b.2. lNakeTsl, yacTuiHo uHTEPNpETHPOBAHHDBIE B tcpdump

Pa6oTas ¢ 4aCTUYHO WHTEPNPETUPOBAHHBIMU MAKETAMHU, NMPHUXOAUTCA INpHU-
6eraTh K M3y4E€HMIO CTPYKTYPbl 3aroJIOBKOB MakeTa Ha 6osiee GyHAaMEHTAIbHOM
yposHe. Wireshark, tcpdump u 60IbIIMHCTBO APYTrUX HHCTPYMEHTAIbHDBIX CPEACTB
AOMYCKAIOT TaKyI0 BO3MOXXHOCTb, OTOOpaXkast HCXOAHbIE JaHHbIE U3 MTAKETA B IIECT-
HaJAuaTepuuHOi opme.

I'Ipumeuerme CXeM NaKeTos

Kak nosicHsu10Chb B IV1aBe 1, “AHQ/IM3 MAKETOB U OCHOBBI OpraHH3aluM1 CETEH ,
B ITaKe€Te€ MNpeACTAaBJICHbl AAHHBIC, OTCpOpMaTl/lpOBaHHbIC COMNTACHO CTAaHAAPTaM
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CeTeBbIX NPOTOKOI0B. HO nockosbky B HanGosiee ynoTpeGUTENbHBIX ITPOTOKO/IAX
AaHHple (POPMATUPYIOTCA B MaKeTaX 0COGBIM 06Pa3oM, UTOGBI aNMnapaTHBIE U ITPO-
rPaMMHBIE CPEACTBA MOLIM MHTEPNPETUPOBATH 3T JaHHbIE, B MAKETaX JOJKHbI
TOYHO co6.10aThcs MpaBuiaa popmarupopanus. Takoe popmaTupoBaHHe MOXHO
00603HAa4YUTD U MOJIb30BATLCA UM U1 HHTEPNPETAUMH JaHHBIX U3 MAKETOB C MOMO-
IbIO CXeM MakeToB. Cxema naxema — 3To rpaguyecKoe npeacTaBjIeHUE MaKeTa, KO-
TOPOE MO3BOJNAET AHAIUTUKY COMIOCTABAATH GANTHI U3 NMAKETa C MOJAMH, IPUMEHS-
€MbIMU B JII060M 33JJlaHHOM NpoToKoJe. B cxeme, monydenHoit us nokymenra RFC,
B KOTOPOM MpUBEJIEHA CNENU(UKAIMA TPOTOKOJIA, OTOOPAXKAIOTCSA MO, MPUCYT-
CTBYIOIIME B IPOTOKOJIE, UX JIMHA U MOPAIOK CJIEJOBaHHSI.

PaccmoTpum B KauecTBe npuMepa cxeMy nakeTa npotokoja IPv4, ynomunasmy-
1ocsi B raBe 7, “[IpOTOKOIIBI CeTEBOro YpoBHs”, U MPEACTABJICHHYIO B KAUECTBE Ha-
NOMHHAaHUA Ha puc. b.3.

Mexceresoi npotokon Bepcuu 4 (IPvd)
(meeHue | Oxrer 0 1 2 3
Oxkrer bur | 0-3 4-7 8-15 16-18 | 19-23 4-3
0 0 Bepcua UHa Tun yx6bl 06wan Anuna
4 32 HnexTudukauua Onaru I CMetwenne pparmenTa
8 64 Bpems xu3nm [ Npovoxon KonTponbHan cymma 3aronoBka
12 96 IP-agpec oTnpasuTena
16 128 IP-agpec nonyyarena
20 160 Napametpbi
24+ 192+ JlaHHbie

Puc. b.3. Cxema naketa npotokona IPv4

Ha 3To#t cxeme 1o ropu3oHTaIM 0603HaYEHbI OTAEIbHbIE JBOUYHbIE PA3PAAbI,
win GUThI, MpOHyMepoBaHHbIe oT 0 1o 31. B cBoIo 04Yepeab, GUTHI CrPYNNHUPOBAHBI
B 8-paspsiaHble 6alTbl, MPOHYMEpOBaHHbIe OT 0 10 3. A No BEPTHKaJIU OTAENbHbIC
6UTbI U 6aliTHI 0603HAYEHBI PAJAMY C ONMCATENbHBIMM METKAMH, IPUYEM KOKIbIH
PAA COOTBETCTBYET OAHOM U3 32-pa3psAaHbIX (MM 4-6aiiTOBbIX) yacTeil nakera. /s
ONpeaENeHNs MON0KEHUA KOHKPETHOTO MOJIsA, HY)XHO CHadala ONpeleIUTh CMe-
meHue ero 4-6aiiToBoil 4acTH MO BEPTHUKAIM, B KOTOPOM HAXOAUTCA 3TO IOJeE, a
3aTeM NPUGABUTH K 3TOMY 3HAYEHUIO TOPU3OHTAJIbHOE CMellleHue. B nepsom psay
pacnosioxeHbl NepBblie YeTbipe GaliTa makera (cMemeHus 0-3, 0603HaY€HHBIE CO-
OTBETCTBYIOIMMH METKAMHU 110 TOPU3OHTAIH). Bo BTOpOM psjly pacnonoxxeHsl cie-
Ayomue deTbipe 6aifTa (cMemeHus 4-7); UX CMEIIEHUsA TaKKe MOTYT GBITh OTCYH-
TaHbI IO TOPU3OHTAIN. B 1aHHOM ciydae oTc4eT HauMHAeTCs ¢ 6aiiTa 4, KOTOPBIH
COOTBETCTBYET HYJIEBOMY CMEIIEHUIO 110 FTOPU3OHTAIU. 3aTeM cjeayeT 6aidT b, T.e.
NepBbIii 6alT 10 TOPU3OHTAIH, U T.A.
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Hanpumep, no cxeme makera MOXXHO ONpPeAEUTDb, YTO JiA npoTokona IPv4 B
Gaiite co cMeumeHueM 0x01 pacnonoxeHo nosie Type of Service (Tum ciayx6br).
JUIsi ero MoMCKa HaM HYXXHO B3SITh NIEPBBIH PAA (EMy COOTBETCTBYET HYJIEBOE CMe-
I[€HUeE B [TAKETe) U NIEePEHTH OT HYJIeBOTO K epBoMy 6aiiTy aToro psaaa. B kauecrse
ele OJHOro NpUMEpa PacCMOTPUM GalT co cmemenreM 0x08, KOTOpOMy COOTBET-
cTByeT noJje Time to Live (Bpemsa xxusnu). Ilo BepTHkaiu MOXHO ONpEAENTUTD, YTO
6aiiT co cMeleHNeM 8 OKa3bIBAa€TCs B TPETbEM Psilly CBEPXY (TaM )K€ HaXOAATCA
6aiiTeI co cMemeHueM 8-11). A no ropusoHTanM BocbMOMy 6aiiTy nakeTa, COOTBET-
CTBYET HyJ€Boe cMellleHHe B TpeTbeM psamy. [lockonbky 6aiT 8 pacnosnoxeH nep-
BbIM B TPETbEM PSAy, TO OH OKA3bIBAETCA B HYJICBOM CTOJOIIE IO TOPU3OHTANIU U
€My COOTBETCTBYeT 1ojie Time to Live.

HekoTopsle nossi, B ToM 4yKcje nose Source IP Address (IP-agpec ornpasure-
J151), 3AHUMAIOT HECKOJIbKO GaiT, Kak cieayeT u3 o6o3Havenuns 0x0C: 4 (B gecaTuy-
Hoi1 popmMe 12:4), a 4acThb noJjei MOTyT G6bITh pasjiesieHbl Ha noaybaiiTel. [Ipume-
POM TOMY CJIYXHUT GalT co cMeuleHreM 0x00, B cTapuem noxybaiite KOTOPOro pac-
N0JI0XEHO nosie Version, a B MiajueM nojybaiite — nose Header Length ([1nHa
3arosioBka). B Gaiite co cMemeHnnem 0x06 cogepxurcs eue 6Gosbuie MHPOpMaLUH,
NOCKOJIbKY OTAEJbHbIE €r0 GUTBI CAYXKAT /IS IPEACTABIECHUSA KOHKPETHDIX MOJIEH.
Eciu B nosie HaXoAUTCs €IMHCTBEHHOE JBOMYHOE 3HAYEHHE, TO OHO 3a4aCTyIO Ha-
3bIBaeTcs gaazom. [IppumMepamMu Tomy cayxar noss Reserved (3ape3epBupoBaHoO),
Don’ t fragment (He ¢parmeHTHpOBaTh) M1 More Fragments (/lomosHuTenbHbIE
¢parmenTsl) B 3aronoske nporokosua IPv4. diar MoxeT NPUMHUMATD TOJILKO ABOMY-
Hoe 3HauyeHue 1 (uctvHa) win 0 (JIOXKb), a CJIeJOBaTeNbHO, OH CUMTACTCA “yCTAaHOB-
JIEHHBIM”, €CJIM ero 3HaueHHue paBHO 1. KoHKpeTHOe 3HaueHHe, COOTBETCTBYIOLIEE
yCTaHOBJIEHHOMY (p1ary, 3aBUCHT OT crequ¢UKalu1 CETEBOTO MPOTOKOIA U NoJIeH
B €TO 3arOJIOBKE.

PaccMoTpuM elne oaMH npuMep CXeMbl, NpUBEJEeHHOI Ha puc. b.4. MbI ee yxe
paccmaTpuBaiy B miase 8, “IIpoTokoJIbl TPaHCIOPTHOTO YPOBHSA.

Npotokon ynpasnenua nepenauei (TCP)
Cmeuienue| Okter 0 1 2 3
omer | B[ 03 [ 47 8-15 16-23 24-31

0 0 Nopr oTnpasutens Nopr nonyuarena

4 32 MNopaaxosbik Homep

8 64 Homep noaTBep)aenma

12 9% (“ng'.‘:;‘f 3ape3epBupoBano Onaru Pa3mep okHa

16 128 KonTponbHan cymma Yxa3arenb cpouHoCTH
20+ 160+ Napamerpbl

Puc. b.4. Cxema nakera nportokona TCP
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Ha 3Toii cxeMe noka3aHa CTPyKTypa 3aroJioBka nakera npotokona TCP. Dnana

Ha Hee, MOXXHO HaiTH OTBETHI Ha MHOrue ponpockl o nakere TCP, gaxe He 3Has

Ha3HaveHus npoTokoaa TCP. PaccmoTpum B KauecTBe MpUMEpPa 3arojIOBOK MaKeTa

TCP, npuBeaeHHBIH HIKE B IIECTHAALATEPUYHOI popme.

0646 0050 7c23 5ab7 0000 0000 8002 2000
O0b30 0000 0204 05b4 0103 0302 0101 0402

Hcnonb3ys cxeMy nakeTa MOKHO MIEHTU(UIMPOBATh U HHTEPIIPETUPOBATDb OT-
AEJIbHBIE TOJISl U3 3TOrO 3aroJI0BKa. B 4acTHOCTH, MOXHO ONPEAEUTD CleAyIOlee.

. Homep MOPTa OTNPABUTENA YKa3aH B no3unuu 0x00:2 1 uMeeT WeCTHALA-
TepUYHOE 3HaYeHne 0xX0646 (1ecATHYHOE 3HaYeHHe 1606).

¢ Howmep nopra nosyyarensa ykasaH B o3uiuu 0x02:2 u MMeeT meCTHaAUATE-
pH4HOe 3HaYeHHe 0x0050 (aecATHYHOE 3HaYeHMe 80).

e JlnuHa 3arosioBKa yka3aHa B nojsie Data Offset (CMemenue JaHHbIX), a TOY-
Hee — B CTaplueM noybaiite co cMenieHleM 12 B iecATHUHOM popMe U ume-
€T IEeCTHAAaTEPUYHOE 3HaUYeHHe 80.

A TENnepb NPpUMEHHUM BCE OINMMCAHHOE BbIIIC VI MHTEPNPETAIIHH HEU3BECTHOT'O
MaKeTa.

MHurepnperauuns HenssecTHoro nakera

Panee Ha puc. b.2 6bu1 npuBeieH 4aCTUYHO UHTEPNPETUPOBaHHbIH NakeT. [1po-
AHWIM3UPOBAB €ro NMPOHUHTEPNPETHPOBAHHYIO YaCTb, MOXXHO YOEAMTBCS, YTO 3TO
nakeT nportokosa TCP/IP, nepesanHblii U3 OJHOTO yCTPOMCTBA K APYTOMY B OAHOM
u Toi xe ceTn. Ho, noMuMo 3Toro, Hesibas HUYEro GoJIbIE Y3HATH O EPEJAHHBIX B
HeM JaHHBIX. Hike npuBeseHa nojHas mecTHaauaTepuyHas popma BbIBOJIa TOrO
nakera.

4500 0034 8bfd 4000 8006 1068 clOa8 6e83
c0a8 6e8a 08la 01f6 41d2 eac6b ell5 3ace
5018 fcc6 0032 0000 00dl 0000 0006 0103
0001 0001

Kak noka3piBaeT GbICTPBIii MOACYET, S3TOT MaKeT cOCTOMT U3 52 Gaiit. [lo cxe-
Me JaHHOro mnakera Jia IP-3arosoBka MoXHO ompeaeauTb, YTO OOBbIYHAS JUIMHA
3TOro 3aroJioBka cocTasaseT 20 6aiT. B 3ToM MOXHO y6eAMTbCS, NPOAHAIMIUPO-
BaB 3HAUYCHHE JUIMHBI 3ar0JIOBKA B MJIQ/IIEM IT0OJyGaiiTe, pacloIOXEHHOM CO CMe-
meHneM 0x00. M3 cxembl nakera jis TCP-3arosoBka ciefyeT, 4To €ro AJIMHa Tak-
xe cocraBisgeT 20 GaiiT, €CM OTCYTCTBYIOT AOMOJHUTENbHbIE TaPAMETPhl, 2 OHU
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ACHCTBUTEIBHO OTCYTCTBYIOT (MoApo6GHee AOMONMHUTE/IbHbIE NAPAMETPhbl TPOTOKO-

aa TCP paccmarpuBaiuce B rase 8, “IIpoTokosibl TPaHCMOPTHOTO ypOBH:A”). 3TO
O3HavaeT, 4To nepeblie 40 6aiiT B NpUBEACHHOM Bhillie MIECTHAAIATEpUYHOH opme
aAHAIN3MPYEMOTO 3/1€Ch NMAKETa OTHOCATCS K JaHHBIM, Y€ WHTEPNPETUPOBAHHbIM
cormacHo npotokosoB TCP u IP. CreaosatenbHO, MHTEPIPETUPOBATH OCTAIOCH
auib 12 6aiT, Kak ITOKa3aHO HUXKeE.

00d1 0000 0006 0103 0001 0001

ATO 3aTpPyAHEHHE MOXET NOCTABUTH B TYMUK, €CJIM HE 3HAaTb, KAK MHTEPIIPETH-
poBaTh nakeTbl. Ho BbI yXe 3HacTe, Kak MPUMEHATb CXEMbI NIAKETOB K HEUHTEP-
IpPeTUPOBAaHHBbIM GaiiTaM. B 1aHHOM cilyuae U3 JaHHBIX, MHTEPNPETHPOBAHHBIX 11O
nporokoay TCP, cieayer, uTo MecToM MX HazHaueHHs sABaseTcsa nopt 502. K xots
NPOCMOTP NOPTOB, YIOTPE6IAEMBIX B CETEBOM TpadHKe, CUUTAETCA HEHAIEKHBIM
METOAOM “paciin@PpoOBKU” HEMHTEPNPETUPOBAHHbIX AAHHBIX, TEM HE MEHEE, OH
MOJKET CTaTh HEIUIOXOH OTIPAaBHOMI TOYKOW VIS JalbHEHIIEH UHTEPNPETALMM He-
u3BeCcTHOro maketa. JlocraToyHo npoussectu GoicTpelii nouck B Google, 4To6bl
BBISICHUTB, YTO 1OPT 502 yaule Bcero ynorpe6iserca B npotokose Modbus over
TCP, koTopblit 06b14HO nnpumenseTcs B ceTax ICS (Industrial Control System — cu-
CTeMa yrpaB/CHHUs IPOU3BO/ICTBEHHBIMU NpolieccaMu). B aToM MoxHO ybeauTncs,
CpPaBHUB IIECTHAAUATEPUYHYIO (POPMY BLIBOJA aHAIM3MPYEMOTrO 3/1€Ch MAKETA CO
cxeMoii makeTa no nporokony Modbus over TCP, npuseaenHoi Ha puc. B.5.

Npovoxon Modbus over TCP
Cmeuwenne | Okrer 0 1 2 3
Oxrer bur 0-7 8-15 16-23 24-31
0 0 WneHTduMKaTOp TpaH3aKuUwu HnexTudukarop npotokona
4 32 JINTET] Uaentudukarop 6noxa Koa dynKuuu
8+ 64+ NepemenHan

Puc. b.5. Cxema naketa no nporokony Modbus over TCP

dra cxeMa 11aKeTa GblIa COCTABJIEHA HA OCHOBAHUM CBEACHMIA, MTONYYEHHBIX U3
PYKOBOJCTBA MO peann3anuy npotokosa Modbus, goctynHoro 1o aapecy http://
www.modbus.org/docs/Modbus_Messaging Implementation Guide V1 Ob.pdf.
Kak caeayer U3 3TOi cXeMbl NakeTa, 3aroJOBOK IMaKeTa JO/KEH ObITb JIMHON
7 6aiiT, Bunovas noe Length (JmmHa), pacnonoxeHHoe Ha no3unuu 0x04:2 oTHo-
CUTEJIbHO Hayasa 3arosioBka. OTCUUTBIBAS OT 3TOH NO3ULMHU, MbI JOMAEM 0 WECT-
HajlaTepuuHoOro 3HaueHus 0006 (T.c. IeCATUUHOrO 3HaueHHA 6), KOTOpoe 060-
3HayYaeT, 4To nocJje nojs Length 10/kHO GbITh 6 6aiiT. 1 3TO MMEHHO Tak M €CTb.
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CienoBaTeIbHO, UHTEPIIPETUPYEMbIE 3€Ch JaHHbIE JE€HCTBUTEIbHO OTHOCATCA K
nporoxoay Modbus over TCP.

CpaBHUBasi 3Ty CXEMy MAKETa C NOJHOM eCTHaAaTepUYHONH (pOPMOIi ero BbI-
BOJIa, MOXHO TOJy4UTb CJIEAYIOUHE CBEACHU.

¢ [lone Transaction Identifier (MaeHTH(UKATOD TPaH3AKIMH) HAXOAUTCH
Ha no3unuu 0x00:2 ¥ COAEPXKUT LIeCTHaALATEPUYHOE 3HaYeHue 00dl. 1o
NoJie CAYXKHT 11 0ObEAMHEHHSA 3a1IPOCA B OAHY Mapy C OTBETOM.

o Ilone Protocol Identifier (MaeHTHdHMKATOp NMPOTOKOJA) HAXOAMTCHA Ha
no3uuuy 0x02:2 M COAEPXUT IWECTHAAUATEPHYHOE 3HaveHue 0000. 310
noJjie CJAYXHUT 18 0603HaYeHUs MPOTOKOJIA M €r0 3HAYEHUE COOTBETCTBYET
npoTtokosy Modbus.

¢ Tlone Length naxoanrcsa Ha NO3MUUH 0x04 :2 ¥ COLEPHKUT UIECTHAALIATEPUY-
Hoe 3HadeHue 0006. ITo nose CIIYXKHT 1S 0603HAYEHHUA JUIMHBbI JaHHBIX B
rnakeTe.

¢ Ilose Unit Identifier (Maentuduxarop 6/10ka) HAXOAUTCA HA MO3ULUHU
0x06 1 COAEPKHUT WECTHAAUATEPHUYHOE 3HaUeHHe 01. ITo 1oe CAyKUT A1
BHYTPHCHUCTEMHOMN MapllpyTU3aIMH.

¢ Ilone Function Code (Kox ¢pynkunm) Haxoaurcs Ha nosuuuu 0x07 u coaep-
XHT IIECTHAAIIATEPUYHOE 3HaueHHe 03. ITo noJe CIYKUT A1 0603HaAYEHUSA
¢ynkumun Read Holding Registers (UTenne perucTpoB BpEMEHHOrO XpaHe-
HUs1), NPEHa3HAYEHHOM /1Sl YTEHUs 3HAYEHUH JaHHDbIX U3 CUCTEMBI.

¢ [IlpuHumas BO BHMMaHWe KoJ (PyHKUMM 3, B aHAJIM3UPYEMOM 31€Ch Make-
Te cJeAyeT OXHUAATh €le JBa MoJs JaHHbIX. B yacTHOCTH, nons Reference
Number (Homep ccbunku) u Word Count (KonnuecTso ¢10B) HaXoAATCS Ha No-
3unmy 0x08:4, M KaXJ0€ U3 HUX COJAEPXKMT IECTHAAIATePUYHOE 3HAUEHHE
0001.

TakuM 06pa3oM, paccMaTpUBAeMbIH 3leCh HEU3BECTHBIH MakKeT MOXET ObITh
NOJHOCTBIO MHTEPNPETUPOBAH B KOHTEKCTE npoTokoaa Modbus. IToayueHHbIX B
UTOre CBEAECHUM JO/HKHO ObITh AOCTATOYHO JUIA JadbHelel ANarHOCTUKH CUCTe-
Mbl, OTBevalomleii 3a aaHHbIN MakeT. PaccMoTpenHelii 3aech NpuMep HAMIAAHO MO
Ka3bIBACT, KaK CJeAYET NOAXOANTb K MHTEPIPETALlMH HEU3BECTHOTO NMPOTOKOAA U
AHAIN3Y HEUHTEPNPETHPOBAHHOTO TAKETA, UCIIOJIb3YsA CXEMbI IPOTOKOJIOB JaXe B
TOM CJIy4ae, €CJIM paHbllie BOOOIIE He TPUXOAUIOCH CTAJKUBATBCA C TAKUMH MPO-
TOKONMaMH, Kak Modbus.

Ha npakTuke nyuile BCEro y4MTbIBAThb YPOBEHb aOCTPAKIUHU, CYMIECTBYIOUIMIA
MEXAy BAaMM M AHAIM3UPYEMBIMM MTAHHBIMHU. JTO NMOMOTAET NPUHUMATL Gosee
B3BELICHHbIC Y TPAMOTHBIE PEUICHHUS U MO3BOJAECT paboTaThb C MAKETAMH B Ca-
MBIX Pa3HbIX CUTyalusX. Sl caM He pa3 OKa3bIBICA B TAKUX CUTyalUsAX, KOTAA A
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aHaIM3a NAKETOB MOT IOJIb30BaTbCs TOJNBKO HWHCTPYMEHTAIbHBIMH CPEJACTBAMU
Bpoje tcpdump, paboTalOMMMH B peXXHME KOMaHHOMH CTPOKH. A NMOCKOJbKy 60/1b-
IIMHCTBO NMOJAOGHBIX CPEACTB HUCMBITHIBAET HEJOCTATOK B aHAIM3aTOPAaX MHOTHX
IPOTOKOJIOB CEJIbMOTO YPOBHSA, TO YMEHHE Pa3ObUpaATh BPYYHYIO OTAEIbHbIE GaliTbI
B MHTEPNPETHPYEMBIX MAKETAX MMEET pPellalouiee 3HAYEHUsA Ui YCIEIHOro aHa-
JI13a MAKETOB.

Oonaxcos. Mol Koareza no pabome nomozan 6 paspeuenuu UPe3sviuaiinot
cumyayuu 6 cpede co cmpozumu mepamu 3aumumot. On 6vu1 donyuen x npo-
CMOMPY OanHbLX, KOMOpPble MPebo8arocy NPoAHANUSUPOBAMD, HO HE K CAMOTL
cucmeme, 20e OHU Xpanusucs. 3a apems, Komopoe emy 6vL10 npedocmasaeno,
OH MOz 6BL86CMU NAKEMbL MOALKO U3 omdesvHvix duanozos. H Grazodapa
MOMY, UMO OH 3HAL CMPYKMYPY NAKEMOE8 U NOPAJOK UX unmepnpemayuu,
emy y0aroch HaAumu HyHHyw unpopmauuro ¢ avieedennsix dannsix. besyc-
20610, IMO ObLA OAUMEABHBLL npouecc NoJobHO cmydenol mazyuen macce,
MEOAEHHO cmexaruel. no 3amepaiot eemxe. H xoma smo xpaunui cayuwai,
mem He Menee, OH HAAAOHO NOKAIBIBALM, HACKOASKO 6ANCHO IHAMD U YMEMD
TOABIOGAMBCA HECMAHOAPMHBLMU MEMOOAMU AHANUIA NAKEMOSE HEIABUCUMO
Om yHugepcarsnoLx cpedcms.

Mo BceM nepeyncIeHHBIM Bbillleé TPUYUHAM MOJIE3HO YAENATb BPEMsi pa3bopy
MAKETOB BPYYHYIO, YTOObI MPUOGPECTH ONBIT Pa3HOCTOPOHHEN WX MHTEpHpeTa-
uuu. [IpuobpeTss AOCTAaTOYHBIH OMNBIT HHTEPNPETALMH NAKETOB BPYUHYIO, A pac-
neYaTal HECKOJbKO HauboJiee yNOTPEGUTENbHBIX CXEM MAKETOB HAa OTAENbHbIX
JIMCTaX, CKPEIWI U3 BMECTE M BCEI/a AEPXy MO/ PyKoi Ha cBoeM paboueM mecTe.
Kpome Toro, s xpaHio ux B LM pOBOM BH/IE HA CBOEM NEPEHOCHOM H IIAHUIETHOM
KOMIIBIOTEPaX A1 GbICTPOi cnipaBku B noeske. /s 60blero yno6cTea s BKIIO-
4YMJ HECKOJbKO HaubGosee ynoTpeGMTEIbHBIX CXeM MAaKeTOB B apXWBHbIN ¢aiin
¢opmara ZIP, copepxammii ¢paiinbl nepexpara U3 NpUiaraeMblx K 3TOi KHUre U 10~
CTYNHBIN M0 aapecy https://www.nostarch.com/packetanalysis3/.

3akniountensHble coobpaxeHus

B 3TOM npuioxeHnn 6bLI0 NOKA3aHO, KAK MHTEPNPETHPOBATh AAHHbIE U3 MaKe-
TOB B CaMbIX Pa3HbIX OpMaTax M KaK MOJb30BaThCA CXEMaMM MAKETOB )11 pa3bo-
Pa BpPY4HYIO JaHHBIX, HE MHTEPNPETHPOBaHHbIX B MakeTe. [IpHobpeTs ocHOBHbIE
3HaHUA Y HaBBIKM MHTEPIpPETAllMM JaHHBIX M3 NMAKETOB BPY4YHYIO, Bbl He Gyxere
6oJibllIe UCTIBITHIBATH TPYAHOCTH NPH AHAIN3E MAKETOB, KAKUMM Obl HHCTPYMEH-
TAIbHBIMHM CPEACTBAMH Bbl HA MOJIb30BAIMCH JUIS IPOCMOTPA JAaHHBIX U3 NTAKETOB.
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ABTOHOMHas cucreMa, 277
Anpeca
MAC-
Ha3HaueHue, 170
TaGIMIIbI ACCOLMATUBHOM ITAMATH,
npuMeHenue, 170
BHYTPUKaHalbHble, (hOpMaT, 187
10Ga/IbHblE MHAMBUAYATbHBIE,
¢opmar, 188
Joruyeckue, HazHaueHue, 170
npouecc npeo6pasoBaHus 1o
npotokoay ARP, 170
cucrema o60o3HaueHuii IP-
aapecos, 177
cootsercTue IP-agpecos Homepam
ASN, ananus, 277
¢usnueckne, HasHauenne, 170
AHanusatop crektpa, 394
AHanu3aTOpBI MAKETOB
tcpdump
BbI6GOD ceTeBOro MHTepdeiica, 154
JOCTOMHCTBA U HELOCTATKH, 156
HasHadeHue, 151
OTOGpaXKeHNE OTMETOK BPEMEHH,
¢opmater, 164
nepexsar nakeros, 153
NOBbIIIEHHE YPOBHS A€ TAIM3ALNH
npu BbiBoge, 158
npeob6pa3oBaHue umeH, 160
npuMeHenue ¢puabrpos, 162
POCMOTP NaKeTOB B
IIEeCTHAAATEPUYHOM BUJIE U B
koxe ASCII, 159
COXpaHEHHe MaKeToB B (paiine
nepexsarta, 155
yctaHoBKa, 151
YTeHHE MaKeToB U3 ¢alina
nepexsata, 155
TShark
BbIGOp ceTeBOro uHTepdetica, 154

BbIBOJl, CTATUCTUYECKUX AaHHbIX, 165

JAOCTOMHCTBA U HEAOCTATKH, 156

Ha3zHaueHue, 150

oTOGpaXKeHNE OTMETOK BPEMEHH,
¢opmatsr, 163
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nepexaar naketos, 152

TIOBbIIIEHUE YPOBHA A€TAIM3ALMH
npu BeiBOze, 157

npeobpa3opaHue umeH, 160

npumenenue ¢puasTpos, 161

NPOCMOTP MaKeTOB B
IEeCTHAALATEPUYHOM BUJE U B
kone ASCII, 158

COXpaHeHHe NakeTos B (aiine
nepexsara, 155

ycTaHoBka, 150

YTEHHME MAKETOB U3 (paiina
nepexsara, 155

Wireshark

IMIaBHOE OKHO, OnucaHue, 79

mo6aibHble MapaMeTpbl,
HacTpotika, 80

JMaJIory, Ha3HayeHue, 118

JOTIOJIHUTEIbHbIE BO3MOXXHOCTH,
onuca"ue, 117

uctopus pa3putus, 69

KOHEYHbl€ TOYKH, Ha3HauyeHue, 117

Habopbl ¢aitios, Ha3HaueHne, 99

naHesu, onucanue, 80

IapaMeTpbl NepexBaTa MaKeToB,
HacTpoMka, 98

nepexBaT NaKeToB, MOPAAOK
aeucTeuil, 78

npeumymectsa, 70

NPUHYAMTEIbHAA PACIIU(POBKa,
npumeHeHue, 132

npo¢wiu koHpurypaummu,
onucauue, 86

TUnel puasTpos, 102

yCTRHOBKa
B Linux, 74
BMacOS X, 77
B Windows, 72

cHUCTeMHble TpeGoBaHus, 71
(aiinbl koHpUrypanuu,
onucanue, 85

LBETOBAsl KOAUPOBKA MMakeToB, 82
onpenenenue, 24
OlLI€HKa BO3MOXHOCTeH, 24
MOAKJIIOYEHUE K CETU

ocobeHHocTH, 45



yepe3 KOMMYTaTOpBl,
ocobeHHOCTH, 49
yepe3 KOHLEHTPATOPHI,
ocobennoctu, 47
yepe3 MapIIpyTH3aTOPBI,
ocobeHHOCcTH, 6D
NMPUHLIKN JeHcTBuA, 26
pasHoBUAHOCTH, 24
cpaBHeHue TShark u tcpdump, 168
AHaJIN3 MaKkeToOB
B WLAN
BBoj croa6uos B Wireshark, 405
noxa Linux, 401
nmog Windows, 396
10 OTAEJbHBIM KaHaaM, 392
B KOMMYTHUPYEMOI cpeJe,
ocobeHHocTH, 49
B MapUIPYTU3UPYyeMO¥i cpeze,
ocobeHHOCTH, 64
JJ1 MCTIPABJIEHUSA OWMOOK,
BbIBOABI, 328
AOTOIHUTENbHBIE CPEACTBA,
onucanue, 419;424
M3 KOMaHAHOM CTPOKH, TUITHYHbIE
cutyanuu, 149
Ha 6€30MacHOCTb, 0cOOeHHOoCcTH, 341
Ha3HaveHue, 24
Ha koHcosn Sguil, metonuka, 381
oGaacTsb geictus, 23
onpejencHue, 24
PEKOMEHAyeMbIe pecypchl,
onucanue, 425;427
cTaauM npouecca, 26
yepe3 KOHLEHTPaTop,
ocobenHoctu, 47
ATaku
TIepeXBaT CEaHCOB CBA3H,
MeToAuKa, 359
1ieJIeHAN PABJIEHHbIH (PUILMHT,
rnpumeHenue, 364
yepes MoCcpefHUKa, METOAMKA, 353
AyTeHTH(pHKANHUSA 10 WITOPUTMY
WEP 8 WLAN
Heyla4Has, npuMep, 412
yaa4Has, npumep, 410
WPA 8 WLAN
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HeynadHas, npumep, 416
yaauHas, npumep, 413

becnposoauble cetn
6e30MacHOCTD, cTaHAapThI, 410
HaJI0)XX€HHE CUTHAIOB
oGHapyXeHHe U aHanu3, 394
nomexu, 393
HepeKIoYeHUE KaHAJIOB,
MeToauka, 393
nepekpbiTHe KaHatoB, 394
pasjesieHue no KaHaaam, 392
PeXHMbI paboThl ajanrepa,
onucanue, 395
crangapr 802.11, Bepcun, 392
ycrpoiicto AirPcap
HacTpoiika, 398
npuMeHeHue, 400
¢usnyeckas cpesa, ocobeHHocTH, 392

Bpenonochoe IO
supyc CryptoWall, BbisBienue, 384
BBISIBJICHHE, MOPANOK AericTBUil, 380
3amyTbIBaHHME CLICHApHEB,
MeToaMKa, 367
HaGOpBI FIKCIUIOHTOB
Angler, neiicTsue u BbisBreHME, 388
Ha3HauyeHHe, 388
onepauus 'Aspopa’
OINUCAHHE METOAUKH, 364
CTaJiMM IKCILIyaTallUH yA3BMMOCTH,
onucaiue, 370
onpeaencuue, 363
NPOrpaMMbI-BbBIMOTaTe N,
BbigBAeHUe, 384
CHUTHaTypbl TpadHKa, HANMCAaHUE U
npumeHenue, 371
TPOSTHCKHME IIPOrPaMMbl
BbIABJICHUE, OCOOEHHOCTH, 373
HasHaueHue, 372
Bpewms
KM3HHM, onpeseeHue, 179
KpYroBoii nepejauu nakera, 143
Ha nepeaavy U MoATBEPKACHHUE
npueMa, onpejenenue, 143; 311
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OKHJAHUSA /10 NIOBTOPHOM IepeaayH,
onpeaenenue, 310
Broipesanue (aiina u3 MaccuBa JaHHBIX,
npouecc, 378

r

Ipadpuxu, 139

BBOJa-BbIBOJA, TOCTPOEHHE U
npocmoTp, 139

BPEMEHH Ha Nepeiady 1
NOATBEPKACHHUE NTPUEMa,
cocTaBJIeHUE U IIPOCMOTP,

MIOTOKOB, COCTABJICHUE 1
npocmotp, 145

143

A

JemngpaTopsl NpOTOKOJIOB
Ha3zHaueHue, 131
npuMeHenne, 131
IPOCMOTP HCXOTHOTO KOJA,

Juanoru
BbIAABJICHHE HaubO0JIe€ aAKTUBHBIX

ceTeBbIX y3/10B, 124
Ha3HayeHue, 118
obo3HauyeHue, 118
IPOCMOTP, MOPSAJOK,

3

3azepKKU ceTeBbIe
GouibllIMeE, BhIABJIEHUE UICTOYHUKA, 329
Maible U 6osblnne, onpenenenue, 310
OAHOCTOPOHHHE U JBYXCTOPOHHUE,
n3mepenue, 310
NopsAnoK o6HapykeHus, 334
3apaxxenne ARP-kema
aTaka 4yepes OCPEJHHUKa,
MeToauka, 354
HacTpoiika, 62
OPUHLMNI AedcTBuA, 59
cnoco6 nepexsaTa maketos, 58
cpeacrsamu Cain & Abel, nopsagox
aevicteuii, 60
3epkasbHOE OTOOPaXEHUE TIOPTOB
KOMaH/bl akTuBHU3auu, 50
HEePENOANUCKA, IposaBIeHue, 52
crnoco6 nepexsaTa Tpaduka, 50
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W Hkancynauus JaHHbIX
6aoxamu PDU, nopsajok, 32
HasHaueHue, 31
no npotoxoay IPv6, cmoco6sr, 198
OpUHLMI JeiicTBus, 32
HuTepnpeTauus nakeTos
BpYYHyIO, 0cOGeHHOCTH, 438
HEHU3BECTHBIX, MOPAAOK, 435
noJaHad, B Wireshark, 431
IO CX€MaM ITaKeTOB, MopAJoK, 433
yacTH4Had, B tcpdump, 432
HcxonHple XapaKTepUCTHKU CETU
JUIS TIPUJIOXKEHUH, COCTABIAIONIME,
onucanue, 338
Ui CaliTa, COCTABAAIOIINE,
onucanue, 335
JUIA XOCTa, COCTABJIAIONIHE,
onucanue, 337
Has3HadeHue, 335
MOJIy4€HHE, TOTIOJHUTECIbHbBIE
pexomenaanuu, 339
CcpaBHEHHUE, IOpAA0K, 335

K

Kaprebl cereit, Haznauenue, 65
Koauposka
Base-64, 265
Kommyrartop, 37
KoHeunblie TOUKH
BbIsABJIEHUE HAN0O0JI€€ aKTUBHBIX
ceTeBbIX y3n0B, 122
KOHTPOJIMPYEMOTO COCAMHEHHUS,
nepeyenb, 355
HasHadeHue, 117
obosnayenue, 118
MPOCMOTP CTATUCTUKH, 118
¢unprpanus nakeros, 120
Konnenrparop, 35

M

Mapmpyruzatop, 39

Mapupyrusanus
onpexencHue, 39
NpUHLHKN fedcTBusd, 39



Macka
noacetu, 177
cetn, 177

MexaHu3M CKOJIb3SIEr0 OKHA
npuMmeHenue, 324
npuHuMn gexcreus, 320
Mogenp OSI, 26
HasHa4deHHue U coboneHue, 29
YPOBHH
Ha3HayeHue, 28
ONHUCAHUE JAHHBIX,
TepMuHOJOrUs, 33
MPOXOXK/JIEHHE JaHHBIX, TOpAROK, 31
Pa3HOBHJHOCTHU U pacnojioxenue, 28

H
Hab6opsi ¢aitnos
co3naHue, 99
COXpaHEeHHe B KosblieBOM Oydepe, 100

o

O06cner0BaHUE CETH
noJlydeHHe OTIevyaTKa,
Ha3HaueHue, 342
CKAaHHPOBAHME CETH, Ha3HaueHue, 342
OxHo npuema
Koppekuus pasmepa, 322
npuHuMn geicteus, 320
yBeJOMJICHHE O HYJIE€BOM pa3Mepe,

n

IMakeTsl
IPv4 u IPv6, cpaBaenne, 191
B 6eCrIpOBOJHOI ceTH
pasHoBuaHOCTH, 403
CTPYKTypa 3aroJioBKa IO CTAHAAPTY
802.11, 404
BUJBI afpecanuy, 58
BpPEMEHHast NPUBSA3Ka, yCTAHOBKA U
c6poc, 96
BbIBOJ| Ha neyartb, 94
JUIMHA, aHaau3, 139
3ampoca, Ha3HaueHHue, 228
OoGHapyXeHHUs, Ha3HayeHue, 226
OJHOAJpecaTHbIE, MOPANOK
nepenaum, 43

323
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onpexenenue, 33

OTMETKA, NOPANOK AeicTBui, 93

NOAJePXaHUA aKTUBHBIM COEIMHEHMS,
Ha3HayeHHe, 323

HOJATBEPKAEHUA, onucanue, 231
MOMUCK

BUAbI, 93

nopAxoOK AeiicTeuit, 92

oTepH

oGHapyXeHHe 1 ycTpaHeHue, 310
npuuuHbl, 310

NpeIOKEHUA, Ha3HaueHue, 228
npeJcTaBIeHne, cnocobsr, 429
camoo06paleHHbIe, Ha3HAaYeHHE, 174
CABHT OTMETKH BpeMeHu, 97
C ABYMsI 3arOJIOBKaMH,
Ha3HauyeHue, 205
COCTOsIHMA, KaTeropuu, 146
¢parmenTanus, npouecc, 182
M POKOBEIATENbHbIE
JAOMEHbI, LIMPOKOBELIAaTeIbHbIE,
onpeJeJeHHe U IPUHLIMI
neiicreusa, 42
onpenenenue, 41
IlepexBaT nakeTos
B Nmap, ocobennoctu, 344
B Wireshark, nopsagoxk aeiicTeui, 78
B 6€CTIIPOBOJHOM CETH
nox Linux, 403
noa Windows, 400
3apaxxenne ARP-kema, cnoco6 n
opraHu3anmsa, 59
3epKIbHOE OTOOPAXKEHHE IIOPTOB,
cnoco6 u opranu3anus, 50
HaCTpOiiKa ITapaMeTpoB, onucanue, 98
HEIOCPEeACTBEHHAS YCTAHOBKA,
crnoco6, 66
IpHUMEHEHUE CETEBLIX OTBETBUTEIEH
arperMpoBaHHbIX, CIIOCO0 U
opranu3zaius, 55
HearpernpoBaHHbIX, CIOCO6 U
opraHmu3auusa, 56
coxpaHeHue, nopsamok, 90
C110co6bl
61ok-cxema Juis BbiGopa, 67
OCHOBHBbIE NOJIOXEHUA, 66
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yepe3 KOHLEHTPATOop, Cl1ocob
v opraHu3anus, 52
INonyuenne orTneyaTka
OnepauoOHHON CHCTEMBI
aKTUBHOe, 352
MeToAuKa, 348
naccuBHoe, 348
IopTsr
TCP
KaTeropuu, onucanue, 212
opuHuMn Aedicteua, 211
IToTOoKH TaHHBIX
SSL, orcnexxuBanue, 136
TCP u UDP, orcaexuBanue, 136
Tunsbl, 135
yrpasjeHue no nporoxoiy TCP,
BBIBOJADBI, 328
Ipeaensl BUAUMOCTH, ONIpeacaeHue, 48
IMpeo6pasoBaHue UMeH
BpeMEHHas aKTUBU3alNA
BpyuHylo, 130
HasHaueHue, 126
HacTpoiika, 126
HegocTaTKu, 128
NpHMEHEeHHe CcrienuaIbHoro daina
hosts, 129
IIpoTokoabt
6to4, 199
ARP, 27
Ha3HayeHue, H8
onpexenenune, 170
npeo6pa3oBaHUE AAPECOB,
npouecc, 173
NPOLECC YCTAHOBJIEHUSA CBA3H, 58
caMo00palleHHbIE TAKETHI,
HasHaueHue, 174
CTPYKTypa 3aroJIoBKa B makere, 172
BOOTP, 223
DHCP, 27
Ha3HadeHue, 223
napaMeTpbl U THUIBI cOOOmEnnit, 232
nporecc Boso6Hosnenus DORA,
onucanue, 225
c/laya 1 BO30GHOBJIEHHE APEHAbI
agpecos, 231
CTPYKTypa 3aroJioBka B nakere, 224
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yCIyrd, IpeajaaraeMbie
cepsepom, 228
DHCPv6
Ha3HaueHue, 233
npouecc Bo3o6Honnenus SARR,
onucanue, 233
CTPYKTYpa 3aroJioBka B makere, 233
DNS
3aIMCH PecypcoB, TUMbI, 238
3aMpoChl ¥ OTBETHI, ITPOLIECC
obmeHna, 237
HazHadeHue, 235
NepPEeHOC 30H, Ha3HAYECHUE U
BUAbI, 245
peKypcus, onpejeaeHue u
npouecc, 240
CTpyKTypa 3arosnioska, 235
ESMTP, nasznauenune, 256
HTTP
KOJbl OTBETA, Ha3dHaueHue, 250
METOABI 3aIIpOca, Ha3HaueHue, 248
HaszHaueHue, 247
MpPOCMOTp BeG-cTpaHuL, 247
ny6/IMKalMs JaHHbIX Ha Be6-
caiire, 250
ICMP
sepcust ICMPV6, nasnauenne, 207
Ha3zHauyeHue, 199
CTPYKTYypa 3arojioBka B makere, 200
TUNbI U KoAbl, 200
yTiiuTa ping, npumedenue, 201
IP, 27
Bepcun, 176
Macka ceTH, TpuMeHenune, 178
COCTaBHbBIE YaCTH aapecos, 177
¢opma sanucu CIDR agpecos u Macox
cereir, 178
(pparmeHTaIMA TAKETOB,
HasHayeHue, 182
IPv4
MHKAICY/IALUA JAHHBIX [0 IPOTOKOJY
IPv6, cioco6nl, 198
Ha3HaueHue, 176
npuMeHenue, 181
cucreMa o6o3HaueHmit agpecos, 177
CTPYKTypa 3aroJioska B nakere, 178



(pparmMeHTaLMA TAKETOB,
npouecc, 182
IPv6
JJMHa 1 popMaT 3anucH
aapecos, 186
HoBasa cnenudukanusa, 186
nosplmeHHas 3¢ dexkTuBHOCTb, 189
ceTteBoii Tpaduk, kareropuu, 187
cocTapjsomye agpecos, 187
CTPYKTypa 3arojioBka B rnakere, 189
(pparmMeHTaLMA IAKETOB,
npouecc, 197
ISATAP, 199
NDP, onpoc cocena, npouecc, 193
NTP, 95
SMTP
BJIOXKEHUS, POLIECC OTIPaBKU, 262
Ha3HadeHue, 252
MePEChUIKA 3JIEKTPOHHOM MOUTHI,
npouecc, 253
COOBIEHUS 3IEKTPOHHOM MOYTHI,
npolecc oTnpasky, 254
TCP, 27
GbICTpasi HOBTOPHAs Nepejaya,
MexaHu3Mm, 316
AyGMpylolMe IOATBEPXKACHU,
Ha3HauyeHue, 314
Ha3Hauenue, 209
OPHMEHTALUA Ha YCTAHOBJICHUE
coeaunenus, 209
NOBTOpPHas Nepejaya MakeTos,
npouecc, 311
NOpThbl, Ha3HAYEHHE U IPHHIIHII
neuvctusa, 211
paspbiB, nponecc, 217
pexum SACK, npumenenue, 320
cOpocel coeauHeHui, npouecc, 219
CKOJIb3dlllee OKHO, MeXaHu3M, 320
CTPYKTypa 3aroJjioBka B nakere, 210
TaliMepbl MOBTOPHOI Nepeaayu,
npumeHenue, 310
TPEX3TAIHbIH MPOLIECC YCTAHOBKH
cesa3u, 214

¢rarn
URG, 210
Teredo, 199
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UuDP
HasHauyeHue, 220
He TpeOyoIUi yCTaHOBKU
coequHenus, 220
CTPYKTypa 3aroJioBKa b nakere, 221
Hepapxus, CTaTUCTUYECKHE
naHHble, 124
HazHaueHue, 27
Ha pa3HbIX ypoBHAX Mogeau OSI,
ynorpe6iaenue, 30
nepexopnsle k IPv6,
pasHoBuaHOCTH, 199
CeTeBOro ypoBH4, onucanue, 169
cTek, opraHusauus, 27
TPaHCIIOPTHOIO YPOBH,
omucauue, 209
YPOBHS NPWIOXKEHUH, onucanue, 223
3/IEKTPOHHOM MOYTBHI,
pasHoBHAHOCTH, 261

P

Peanbhble cieHapuu
MeJIEHHbII 0OMEH AaHHbIMH
13-3a KJIMEHTCKOH 3agepxku, 332
13-32 cCepBEPHOM 3afiepkkH, 333
13-3a ceTeBoM 3aepxku, 330
HE pearupyomas MeTeocyx6a,
onucanue, 274;280
HECOBMECTHUMBIH IIPUHTEP,
onucanue, 292;296
onepauus 'ABpopa’, onucanue, 370
oTcyTcTBHE goCcTyna k MHTepHETY
HeXeJIaTe/IbHasA Nepeajpecanus,
onucanue, 285
npoGJieMbl C 0GPATHBIM IOTOKOM
JaHHBIX, onucaHue, 289
TPYAHOCTU KOH(PUIYPUPOBAHUS
LLII03a, onucanue, 281
[I€PEXBAT CEAHCOB CBA3H,
onucaHue, 359
HOBpEXACHHE NPOrPaMMHBIX JaHHBIX,
onucanue, 302; 307
noreps Be6-COJEPKUMOTO,
onucaHue, 268;274
npepbIBaHMe CBA3U C PUIHAIOM,
onucanue, 297;301
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TPOAHCKAA MPOrpaMMa yAaJe€HHOTO
RocTyna, onucanue, 372
Pexypcus, 240

C

CeTeBoe obopyroBanue
aJlanTepsbl, CETEBbIE
Ha3HayeHue, 46
CMEWaHHBIH pexuM pabotsl, 47
KOMMYTATOPbl, Ha3HAYEHHE U IPUHLUI
neiicteusa, 37
KOHIICHTPATOPbI
Ha3Ha4YeHHE Y IPHUHLIMII
npericteus, 36
HacTosue, BpIdop, 54
MapIIpyTH3aTOPhI, HA3HAYEHME U
npuHUMI JedcTBusd, 39
Ha3HauyeHue, 35
OTBETBUTEJIN, CETEBBIE
arperupoBaHHbIe, IpUMeHeHue, 55
BbIGOp, 57
Ha3HayeHHe, b4
HearpermupoBaHHbIE,
npuMeHeHue, 56
CeTtb
AOCTaBKM COAEPKUMOTO,
CxanupoBaHHe CETH
MexaHu3M, 342
naketamu SYN
BBIABJICHUE OTKPBITBIX U 3aKPBIThIX
nopros, 347
METOAMKaA, onucaHue, 343
NPUYHHBI U TpUMeHenus, 343
¢ noMobio GpuasTpos, 345
CxeMbl TaKeTOB
onpejeJieHuUe,
O IPOTOKOJIY
Modbus over TCP, onucanue, 436
TCP, onucanue, 434
HPOTOKOJIbI
IPv4, onucanne, 433

270

433

T
Tpaduxk
MHOT03/JIPECATHbIN, HA3HAUEHUE U
peanuzauusa, 43
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OHOAApECATHBIH, Ha3HaUYECHUE U
peammsauus, 43

nepexsart, crnocobnl, 49

I POKOBEIIATENbHBIA, HA3HAYEHNE U
peannzanus, 41

Y

YTunurot
ngrep, npuMeHeHue, 423
pOf, 352
ping, npumeHnenue, 201
traceroute, npumeHenue, 204
koHurypuposanus AirPcap,
npumeHenue, 398

o

Qaitnbl
services, 214
nepexsara
oobeauHenue, 90
coxpaHeHue, 89
yka3anue ¢popmaTa, 100
skcnopT, 90
OunbTpbl
BBO/| HAa NTAHEJN HHCTPYMEHTOB,
nopsajgok gevcteui, 115
M1 6€CIIPOBOAHBIX CETeH
no uaeHTuguxaropy BSSID,
npumeHenue, 407
O KOHKPETHBIM THIIaM,
pasHoBUAHOCTH, 408
IO OTAE/IbHBIM KaHaJIaM,
npumeHeHue, 408
Ha3HauyeHue, 102
OTOGpaKEHUA
Ha3HadyeHue, 110
MOpPAAOK nocTpoenus, 112
NpUMEHeHHue, crnocobel, 110
npuMepbl BbipaxkeHui, 114
co3fanue U yaanenue, 110
CTPYKTypa CHHTAaKCMCa,
onucanue, 112
nepexsaTa
UMEH XOCTOB U aJipecalvH,
co3ganue, 105
HasHadeHHe, 103



Tigm: @it_boooks

noJiel IPOTOKOJIOB, ®parmMeHTALUS NAKETOB

npumeHenue, 107 Ha ocHoBe 6si0k0B MTU, 182
nopTtos, npumenenue, 106 o6Hapyxenue 6;1okos MTU, 197
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